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kubectl create ns engineering-ns
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kubectl create ns marketing-ns

25 2t Wil Am|o| A9 BlaAet ¥ HET M AH|A AZE TELICH

MZ 2tE= ZF HY AT 0| A= 72 MH|A AFO| &H MISEX|2, LS| 2ot 2 15 7H0| PrivilegesE

£712 Lbs 4 Y2 2 ALRXF 250] LS AMH|A A HS aHsofof gt

e
1. AUX|LIOIZ) JZ0ll TH3 MHIA AXS MABHLIC

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
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apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token
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apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service—account.name: mkt-user

name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns
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kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n
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kubectl auth can-i --as=system:serviceaccount:

get applications.protect.trident.netapp.io -n
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engineering-ns:eng-user

engineering-ns

engineering-ns:eng-user

marketing-ns
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n

trident-protect
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Protect2 B3 E[= 2|AAQ MEHE BL|HEE o~ QUSL|CE

kube-state-metrics AH|A = Kubernetes APl EA0|A HIE2S MMetL|Ct Trident Protect2t & 7H ALESHH
ALEX} 2HAHO| 2| AA AEHO| CHEE RETF HETL M SE LT

Prometheus= kube-state-metricsO| Al MM El G|O|E{E &St 0|2{2h ZiA|of CHet A 1S &= %
H2g £ e EZIQLICE kube-state-metrics2t PrometheusS &7H AF23SHH Trident Protect2 &2
MEHQI‘ AI-EHE EL_'E-'E_IQI- A O|l= HIHH= x‘||‘c'>‘%H—|[-_—|'.

= T M od=

Alertmanager= Prometheus®t 22 E=F0M i 0 E TSI A MO = 2tRESH= MH|AQL|CH

Of ThAlof] ehel M 3l XA of|Y 2QIL|CE 2HA| SHA| AF2XL X6 of BfL|Ct A&l X[ 8l
XA LS SA EME HZTSIMAIL
@ * "Kudbe-state-metrics 2 A{"

* "Prometheus & A"
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helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts
helm repo update

2. 22{AE{0]| Prometheus ServiceMonitor CRDS H2%tL|LC}.

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus-operator-

crd/monitoring.coreos.com servicemonitors.yaml
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metrics-config.yaml:kube-state-metrics Helm XIE 74

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true
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helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0
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prometheus.yaml: Prometheus® kube-state-metrics AH|A S&f

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- Jjob name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]
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prometheus.yaml: Alertmanagerd| 22! ELH7|

alerting:
alertmanagers:
- static configs:
- targets:

- alertmanager.trident-protect.svc:9093
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prometheus.yaml Y&LICE.

rules.yaml: &I{ot B 0]| CHSF Prometheus 22! o

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

22 2 KL Z ELH{T = AlertmanagerS 714 8fL|Ct

ol 2t 42 X|-5H] MRt [, PagerDuty, Microsoft Teams = 7|EF 22 MH[AQF 22 CHE K20 L&
HLE=Z AlertmanagerE #+8< 4 alertmanager.yaml JUSLICH
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CHS oo M= 22! HIAIX|S Slack M'2of| ELHE=Z AlertmanagerS A ELICE O] GiIX|E A0 LA AL XL
X"t H 7| k2 ALEXt 2t H0|M A8 E|= Slack Webhook URLE HHEL|CH api url.
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alertmanager.yaml: Slack &'20j| 22! HLj7|

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:
- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’

send resolved: false
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1. AF8X Ho| 2|AA(CR) IHY S PH=11 0|52 XIHELICHO|: trident-protect-support-
bundle.yaml).
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° metadata.name: (required) O| AtEX} HO| 2|AAQ| O|SRILICH AMEX} 2HEH0f| B TRt
22|l 0|2 MElSIHAIR.

o

* spec.triggerType *:(required) X HEO0| ZA| *”“ﬂh | E= o= =X] HEE ZHLICE
O|2FEl HE Mo YTC 2™ 1240 SHEIL|CE 7t 3t 2
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° spec.uploadEnabled: (Optional) X| ¢ HHE0| MM El = NetApp K| AO|EO0]| & EEE|0{0F SH=X]|
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* FALSE(7|23%))
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7 A= 71 WHE 7(2H Eits 72 O ULt

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. [I22 & F trident-protect-support-bundle.yaml SHIZ ZfOZE OIYS 0H=1 CR
HESHM 2.

mjo

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect
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SH o3a 25U

tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

O—d
T 71X S B SIS AL XY HES S THE 2olls WY T dEs ZLEZSIN 22 AAHOZ ZHAMst
AT
CHA|

1. 7|Ct2|C} status.generationState ZESICH Completed AEH. OIS HHES AMEst0] MM Tl Atets
DLHYEE + AJSLICL

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. MY HES 2 AAROR TP ZLICH 2 El AutoSupport S0 A SAF BES 7t FZLIC

oco=

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

20t2t kubectl cp EH0M FBS MESIH 2L, thy Q1+E Adts 22 LA E2| 2 HEL|C],
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Trident ProtectE 21 12{|0|E5}2{H LIS tHAE AN K.
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1. Trident Helm 2|ZX|E2|E OH|O|EEIL|CE.

helm repo update

2. Trident Protect CRD ¢ 12{|0|=

@ 25.06 O|™ HHO|AM &30 =8t= AL CRDZt O|A| Trident Protect Helm XIE0|
ESE|ROoDZ O THAI7F B C.

a. CRD 2|2 MetstH{™ 0| HHS MAMSIM|R. trident-protect-crds HA trident-protect :

grep protect.trident.netapp.io | awk '{print $1}' |

--type merge -p '{"metadata':
"trident-protect"}}}'

kubectl get crd |
xargs -1 {} kubectl patch crd {}

{"annotations":{"meta.helm.sh/release-name":

b. Helm H|Z 2 AtH||st2{H 0] HHES MAHSIM|R. trident-protect-crds AIE:

b
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r
r

@ HM|7ASHA| OFMAIL trident-protect-crds Helm2 AFESI0 XIE
CIOIE{Zt MIAE &= AELIC.

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. Trident ZZ2EHIE ¢ J3|0|E

helm upgrade trident-protect netapp-trident-protect/trident-protect

--version 100.2510.0 --namespace trident-protect

eI 0|lE B0l 2 £+ZES 75T CIE2S FII5HMR. —--set logLevel=debug
@ gaolE 3ECRE. 7|2 2 &2 O3 ZELICH warn . L/ 222 NetApp X[ EO|
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