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Trident Protect Kubernetes 22{AE 2ty
Trident Protect= CH3 2 Eaiot el 2t 2t2|d I K| 22/ Kubernetes ME2t = 2HELICE
* Amazon Elastic Kubernetes Service(EKS)
» Google Kubernetes Engine(GKE)
* Microsoft Azure Kubernetes Service(AKS)
* Red Hat OpenShift
» SUSE Harvester 1.7.0(ONTAP iSCSI)
e
* VMware Tanzu ZEZZ|Q

* HAEZ! Kubernetes
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* VolumeSnapshotClass?} StLt 0|4 EX{SH=X| QIS A| 2. XIS LI 2 CI2S EXotMR
."VolumeSnapshotClass" .

Trident Protect AEZ|X| i = S5HA

Trident Protect= CHS1t 22 AE2|X| HHAIEE K|l

L|C}.

* NetApp ONTAPE Amazon FSx
» Cloud Volumes ONTAP

* ONTAP AE2|X| 0{3|0]

* Google Cloud NetApp =28

* Azure NetApp Files
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* 22 A0 HZEl NetApp 2EE2|X|7t Trident 24.02 O|AK(Trident 24.10 HZE2 ALSH=X| 2QISHAIR.
* NetApp ONTAP AEZ|X| BA =T} QL=X| &elgtLct,
- WS XA QEHNE AEZ|X| HIIS FMHYE=X] eolsti|c.

o =

* OHZ2[A|0[0|L} O Z2|#[0] M HO|E| 22| ol AFEE o E2|AH|0|M LY ATOo|AS 'FJE'—IEf Trident
Protect= 0|2{¢t HIYAHO|AS XIS = MY5HK| A& LICE AMEAL FHO| 2|A A0 ZEXHEHK] §h=
HIJAHO|AS X|F5HH 0| HufglL|C.

NAS ZH 2&F0i chiet 27 At

o
A
o
o
£
&
=
Z
>
()]
oY
é
Illru
2
=I_|=
_O'_
>,>,
T T
=

== 1

2 SnapMirror =Xl= X| @ E|X| 2&LICE Trident Protect®
ClHEE2[E gdetslof gfL|ct.

Trident Protect= NAS ZX|d 20| CHet 8 8! S =Y
bt *f%&ﬂ% 7—.* NAS-Economy 01| H H ALHAE

C}. 0|24%t O =2|AH|0| M2

25 OHZE|AH0H2 A M CIHERIE ALHEDH =
s EhY EIE—.E |E SH0F LICt.

22 ONTAP 2E2|X| A|ARIO|M CIS

®

2t NAS EH| 280 Ciol CHS HY 2 st AMACIAER S YT £ JOH, HAY 2 &2 UUIDE HEE £
<volume-UUID> Y&L|CH

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident


https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
https://docs.netapp.com/us-en/trident_main/trident-reference/objects.html#kubernetes-volumesnapshotclass-objects

@ Trident HAIE 2 SHE Z true &
snapshotDir JELICL 7|&E EE2

KubeVirt VM £ H[0|H HS
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A &0l virtualMachineSnapshots 7h&t HAI(VM)0l| CHaH MM El =52 SR X
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Trident Protecte= L&A 2 E&617| fldl| HIO|E E= 2HY] F0i| KubeVirt IHY A|AHIS XISO2 52 U &2
SHAIELICE Trident Protect 25.1058.E LS 2 AR50 0] SZF2 H|2MSter £ JUESLICH vm. freeze Helm

AN
XtE x| S o7 oiE oi7fH= 7|2 Ho 2 EdotE[o] ASLIT.

helm install ... —--set vm.freeze=false

Trident Z2H|E 24.10.1~25.06

Trident Protect 24.10.15E{ Trident Protect= H|0|E| E3 X =0 K beVirt oA A|ABIS X502 52 Y
SZ SiMgL|ct MEiMOZ Ctg HAHS AFESI0] 0] Xfo = *% Hlgtdatet 4 JAELICE.

[ B | O ocoo= EO = T M-

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Z2EIE 24.10

Trident Protect 24.102 Cl|0|E 2% 2 F0i| KubeVirt VM It A|AEIO| Qatzl MEHE A5 OZ HES}HX]
St&L|CE Trident Protect 24.102 AFZ3510{ KubeVirt VM H|O|EHE E552{H H|0|E E 2 S A|ZHsH |
Hoj| I A AHICl SA/SE Al 7|52 52 = SHSIs|{0F SLICH O A 5tH M A|ARIO| U2tE HENE
SXISHA ElLct.

CIOJE| E3 =t = VM I A|AHIC| SZ ol S s{K|E 2|5t EE Trident Protect 24.102 FAISH 4
UAELICL"7eer 74" a2 Ch2 BE S AL S gL

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect


https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html
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SnapMirror SX|0f| Ciot 27 Atet
NetApp SnapMirror SX|= CHS ONTAP £F M| CHl Trident Protect2t E7H A2E 4= QU&LICE

* 2I20]A NetApp FAS, AFF 5 ASA A|AH SnapMirror Trident ProtectE A%t SX|= &K ASAr2
A ARIOIAM X[RE[X| & LICE

* NetApp ONTAP SelectE H XA
* NetApp Cloud Volumes ONTAPS AtZSHUA|Q
* NetApp ONTAP-E Amazon FSx

SnapMirror 2X|E 2|5t ONTAP 22 AE Q7 Al
SnapMirror SH|E AFE5IH= 22 ONTAP S22 ARV} LIS QF M2 SFSH=X| 2RISR,

* * NetApp Trident*: NetApp Trident BiAI=EZ ONTAP &&dt= A A 5! CHA Kubernetes 22 AE 2 E0
-'-XH3H0|= giL|Ct. Trident Protect= Ct3 E2I0|HE X| &= AEE[X | S AE ALESH0] NetApp SnapMirror
7|52 S8 2HIS xIBLICH

° ontap-nas : NFS

° ontap-san :iSCSI

° ontap-san:FC

° ontap-san : NVMe/TCP(%[2 ONTAP H™ 9.15.1 E2R)

o *2IO|MIA *: AA SICHA ONTAP 22 AE 250X 0| ES HEE ALESH= ONTAP SnapMirror H| S 7|
2tO| MIA S 2t SIalOF BHL|CE XEM|SH LI 2 2 "ONTAPS| SnapMirror 2t0[4lA 7 Q" ARSI AL,

ONTAP 9.10.18E 2 E 2l0[dIA = O§2] 7|52 AFEY £ = BHY T2l NetApp 2H0| A THY(NLF)Z
M ZEILICE XtM|St LIRS 2 "ONTAP Onedi| ZeHEl 2H0[MA" A XSHAA|R.
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NetApp OflA| Trident Protect &1X|
oHA|

1. Trident Helm XZ&tA 27}

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. Helm2 AI23t0] Trident ProtectS AX|SHAM|R. HFLCt <name-of-cluster> S AEOf| |0
S AEQ| AN} AMHARS AlHBHE= O ALRE|= 22{AE 0|20| ZEHEILICE

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect

3. MexOo=, |1 2

o
MLtk

detote{H(ZH i 20| 2 E) thHES AHE-LIC

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect

LI 2Z2 NetApp 0| 23 #+F2 HESIAHL 2HE MASHK| e ZHE ol Zot= ol =20|
= |__| |:|-
= .

Jhel 2| XA EZ|0| A Trident Protect & X|

Kubernetes 22{AE{ 7t QIE{LI0| HMAE £~ = A 712l 0|0|X| 2| X|AE2|0f| A Trident ProtectE A x|
2 UELICH CHS oo 2 oto| Z2 AFEXL 2HEQ| MEZ HHA|R.

|
1. Tt O|0|X|E 22 AREIZ JtMAM EfIS ACI0|ED LIS 71! 2K AEE|0f FEAISLICE

docker.io/netapp/controller:25.10.0
docker.io/netapp/restic:25.10.0
docker.io/netapp/kopia:25.10.0
docker.io/netapp/kopiablockrestore:25.10.0
docker.io/netapp/trident-autosupport:25.10.0
docker.io/netapp/exechook:25.10.0
docker.io/netapp/resourcebackup:25.10.0
docker.io/netapp/resourcerestore:25.10.0
docker.io/netapp/resourcedelete:25.10.0
docker.io/netapp/trident-protect-utils:v1.0.0
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docker pull docker.io/netapp/controller:25.10.0

docker tag docker.io/netapp/controller:25.10.0 <private-registry-
url>/controller:25.10.0

docker push <private-registry-url>/controller:25.10.0

Helm XIEE 2 2{H WA QUEUl H£0| 7hstt ZARE UM Helm XIEE CHRZESHA| K.
helm pull trident-protect --version 100.2510.0 --repo

@ https://netapp.github.io/trident-protect-helm-chart I3 L2
ZME SAFLICH. “trident-protect-100.2510.0.tgz QX201 2tA0| ItAS
HZ LS LSS AHESHH MX[SHMR. helm install trident-protect
./trident-protect-100.2510.0.tgz OFX[2F THAO|A K EA EZE CHAL

2. Trident Protect A| A8 A AH|O|AE THSL|CE
kubectl create ns trident-protect
3. YIX|AER|0| 2aQlRtL|C

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. JHQl HIX|AEZ| 2150l Al E 2= E BHELICH

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n

trident-protect --docker-server=<private-registry-url>
3. Trident Helm K& 4 37}

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. 2t= 0|59 MAUS MHEL|C} protectValues. yaml . CHS Trident Protect A& 0| L atE[0] Q=X
2toIstM K.


https://netapp.github.io/trident-protect-helm-chart`그런
https://netapp.github.io/trident-protect-helm-chart`그런
https://netapp.github.io/trident-protect-helm-chart`그런
https://netapp.github.io/trident-protect-helm-chart`그런

imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

J2t= imageRegistry J2|1 imagePullSecrets w2 22 Xt ZE 748 Q4
o|ofX|of]l M2 EIL|C}t. resourcebackup 22|1 resourcerestore . 2|X|AEZ| LH2|

() S xm2 Z=20) 00|X2 FAISHE B2(Y: example . com: 443 /my-repo),
SIXIAEZ| HEO| TN 22E ZetetL|Ch oA ot 2E O|0|X| 7t CHE0AM 71K A
EILICH <private-registry-url>/<image-name>:<tag>.

7. Helm2 AFE35t0 Trident ProtectE MX|SHM|IQ. HHRCt <name of cluster> SHAEY e
S AE{ Q| BT} AHALS AlHSH= O] AFRE|= S2{AF 0|20] ZHE/L|CH,

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

ClH0 222 NetApp 0| 21 42 HZSIHLE 2HS MHSIK| D& 2HE SHsts o £20]
gLt

@ AutoSupport &% 8l L[ AHO|A TEZIS ZEst 3T Helm XIE 24 SM2 OS2 HZoIAMIR.
"Trident Protect & X| AF2Xt HoJ",

Trident Protect CLI 22{10I2 MX|sIM| 2

Trident Protect HEE E2{1012 A2 £ JUSLICH 0] E22{1Q2 Trident 2 2%t

7|SQLICt. tridentctl Trident Protect At&Xt HO| 2|AA(CR)E Mot &= 2HEY +=
U= FEElE[YLIC

Trident Protect CLI 22|10 MX|StAM| 2

YHE RECIEIE AESHI| Hofl S LE 0 °”A1|**PE il AbESH= AlAE0H| EX|3HO0F LT HFRE M x64 =
ARM CPUE AIE3t=X| R0 e} ok BHAIE sA-LCt



Linux AMD64 CPUE Z2{192I8 CI2ZCgfL|Ct
CHA|
1. Trident Protect CLI 22119212 CIRZC3HAM|R:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-amdé64

Linux ARM64 CPUE Z2{10I2 CIRE =L Tt
CHA|
1. Trident Protect CLI 22119212 CIRZC3HAM|R:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-armé64

Mac AMD64 CPUE 22{1°I2 CI2Z=3hL|Ct
CHA|
1. Trident Protect CLI 22119212 CIRZC3HAM|R:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-amdé64

Mac ARM64 CPUE Z2{1°2I2 CIRE =L Ct
CHA|
1. Trident Protect CLI 22119212 CIRZC3HAM|R:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-armé64

- Z2{ 09l uto|L{2|ofl Chet A3 At

fliok

43}
chmod +x tridentctl-protect

2. PATH H:0f "ol=l X0l E2{19 Hio|H2|E SAFRLICE o€ /usr/bin E0, £ /usr/local/bin

ol H
(Elevated Privileges7t 2HRg & UZ):

cp ./tridentctl-protect /usr/local/bin/
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3. MEEOZ 210l Ho|12|S B ClAER|Q 9IXI2 HAFE 4 YBLICH 0 Z2 2AKI7H PATH #40| ULOIX
solst 20| FBLICH

cp ./tridentctl-protect ~/bin/

@ PATH H0| 2|X|0f| 22{0QI2 SAISIH EE= tridentctl protect Y29 fIX|0A 221212
MEE £ tridentctl-protect USLICE

LS S22 =2/ 7|S5E A8ote 22{1¢l 7|0 thet XMt 8RS EE - ASLICE

1. =22 J|5S M50 A2 XA S SLL.

[}

YY A5 2

—

0x
U

z
ot

Trident Protect CLI 22119



Bash 20j CH3l| XS 2ty 7|5S SdetgfLitt
=

1. 2t AJREE ghELCH

2. ASBEE Zofe 3 LA EZ|of M CIHMEZ|S BHELICH
mkdir -p ~/.bash/completions
3. CIREES AT EE C|HE2|2 0|SYLICH ~/.bash/completions.
mv tridentctl-completion.bash ~/.bash/completions/
4. g C|HE2|Q ooy CtE EES FIIYLICE ~/ .bashre.

source ~/.bash/completions/tridentctl-completion.bash

Z doj chet 13 2ty 7|5 Edeteltt
=

1. 2tz A3ZIEE gtsL|C}

2. AR ES Totet g ClAME2|0f M CIMEE|E THELICH

3. 22t AFZEE C|HEZ|2 O|SYLICt ~/ . zsh/completions.

mv tridentctl-completion.zsh ~/.zsh/completions/

4. g LM EE|Q oo Ctg £ FIIRLICH ~/ . zprofile.

source ~/.zsh/completions/tridentctl-completion.zsh

11
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Trident Protect A X| A2} &9
Trident Protect?| 7|2 NS AF2Xt 2H2| EX Q7 AP0 SHA| AP X} Hojgh 4= UELICE

Trident Protect Z1E{[O|L] 2|AA H[$F X|H

Trident ProtectES MX|st S0f|= A IS AFRSEK Trident Protect ZAE{|O| L0l CHSH 2| AA H|$HS X[ &S 4
UELICE 2|AaA H[EHE HHSHH Trident Protect Z0j| A S2{AE 2|AATF O AR E|[=X] Mo & QUESLICE
CHA|

1. 2t= 0|89 Y E resourcelLimits.yaml ZHEL|CE

2. AM8XFetEo| 27 ArEo| w2t Trident Protect ZAE|O|LA 0] CHE 2| AA X|EH 5

rz
|0
Hu
=
ne
o
=t
o
T
_lTl_

Ch= oAl 7 T2 A8 7hset 2 S 20 FH 2} 2|44 Histo et 7|22t S ZeeL )

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""

nmn

memory:

nmn

ephemeralStorage:

requests:

mn

cpu:

nmn

memory:
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""

nmn

memory:

mwn

ephemeralStorage:

requests:
mn

cpu:

mwn

memory:

12



ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""

mn

ephemeralStorage:

3. mtU9o| 2 MEELILCt resourcelimits. yaml.

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

20t ZISAE RloF X712 ASXF X FELICH

—_ 11—

Trident ProtectE HX|3t 20| 714 IS ALESHK Trident Protect Z1E|0|L0f| CHEE OpenShift EQt ZHEIAE
Xk ZH(SCC)2 Y £ USLICE O]2{et M2 =2 Red Hat OpenShift 22{AE Q] =0 CHeh 2 OF &|ot
Ardg HolgtLCt.
oHA|

1. 2= 0|59l MYS sccconfig. yaml PHELILCE,

2. mYUO| SCC SMS FII6t1 ALEAF &F 2| o w2t oj) Ha-5 SH L,

CHS ol= sCC E40f Tt ool H0] 7|22 S EoFE LI

scc:
create: true
name: trident-protect-job
priority: 1

Ct2 HEOlM= SCC S0l chet oo tH+5 AERfLICt.

13



Oi7H A= 243 =4
44 SCC XIS e = A=A &

B E ZH3ICt SCC g[aA= 7t
2 AHE|N true Y11 Helm EX|
T2 N|AO|A OpenShift 2HAS
AHSH= 3202t scc.create
MM EILICEH OpenShiftof| A
SOt gtALL O] = MHE
false % scc.create SCC
2| AAT Y EX| 4ELICE

= SCCe| 0|2S X|&$tL|C} Trident-protect-jobS ME{BIL|C}
M &2 SCCO| 24 =2|E Holg|ct. 1

M =217t 2 SCC= 0| H2

SCCECHHX HIHELICE.

3. mdo| Zt2 MEBLICt sccconfig. yaml.

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values
J24H 7| 2240 Aol XI™ME 22 = sccconfig. yaml HHELICE
Z7} Trident Protect 2 & XtE % 714

XIS £ 27 AFof| SHA| AutoSupport 281t HIJAH|O|A HEJRIS ALEX FHolE &= JAFLICH TS
HO|ME A8 7t 718 o7 ~5 2L}

OH7H M= 74 MY
autoSupport.proxy 2Rt NetApp AutoSupport 322 2|st

T2 A| URLS FAELICE 0|
ALESHH T2EA| MHE Edlf X[
HE HZCEE 2tREIE £ ASL|CL,

Of: http://my.proxy.url.

autoSupport. 2t SHX| kS 2E AutoSupport ZEA| HZ0f| CHst TLS
AE52 HAYELICE true . QHHSHX]
F2 TEA| HEOTE AL SIM| 2.
(7|18 false)

autoSupport. 2 A s} 22 2 Trident Protect AutoSupport

HE A2EE HsHALL
HIZMotetL|ct M Al false,
ofjotEl YU AZE= H| YT X T
O{Hs| £+50% X[ HES MY
2 JUSLICE (712 true)

14


http://my.proxy.url

oH7H i

02t
nx
o1}

HO d0
Rl
ne

restoreSkipNamespaceAnnotations gHol ol 22| XA M X|Qe

H X |
HlYATO|A o HEE PEE
229Ut x4 J|Zo=

HJAHO|AS BHIY & ASLICE

restoreSkipNamespacelLabels 2xg gHol ol 22| XA M X Qe
HYAHO|A 20|22 & EE
SEQLICEL 2tHE 7[EC=
HIAATO|AE TEHYY & USLICH

=]
=&

-

YAML 74 IUO|Lt HHE SIS AHE5H0] o[2{et S8 F4Y + AFLICE
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YAML It AL

1. 24 MU 2 ot=11 0|52 X|HSHMR. values. yaml .
2
o

At Folste = g M8E FIHLCE

autoSupport:
enabled: false
proxy: http://my.proxy.url
insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"

restoreSkipNamespacelLabels: "labell, label2"

3. 32 M2 F values.yaml SHIE g2 717 oid

o

USEH 74 IAS HESHM K-

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

CLI E2{O At
CHA|

1. 02 BYE AR, --set JHE Di7HHE X|Fst= Z2H:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \

--set-string restoreSkipNamespacelLabels="{labell, label2}" \

—-—-reuse-values

Trident Protect ZEE EX L EZ H|st

|Z9 2 Trident Protect EES Ml 4

Kubernetes nodeSelector .t E MEH X|2f ZHE AI2SIH LE H0|ES 7
M= L EZ MoHEILICH AFEXIe @+

[e)
Ue LEE MUY £ JELICE 7|2H O 2 Trident Protect= LinuxE
Aretol et of2{st M2k ZHS FIIE AR Ho|g £ USLICE
CHA|

1. 2t= 0|89 IMYE nodeSelectorConfig. yaml ZHELICH

2. A0l nodeSelector EME F716t1 SliE THUS TS0 L& 20|22 FII5H7LE HEBH0] 2HF 27 Aleo
et Mietet|ch oS S0, ChS Thol= 7|2 OS HMieto] Zete|o] JAXU EF XFG U A 0|EL ez
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L.

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. mo

=

\
-

af2 MEELICl nodeSelectorConfig. yaml.

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

O|ZH| 5t 7|2 |3t AFgto| T ofl X| ™St |

O -

rot

MO Z nodeSelectorConfig.yaml HHAL|CH

Trident Protect 22|
Trident Protect 3ot 5! M| A X{|0f 2t2|

Trident Protect= S& 7|gh M| A H|O{(RBAC)2| Kubernetes 22 AtEILICEH 7|2XO =2
Trident Protect= Tt AJAR! HQJADO|ALL HEHEl 7|2 MH|A A™EE MSELICEH AHEXE
=7t AL EF Hot 27 AFZ0| = REQl H L2 Trident Protect2] RBAC 7|58 A&t
2| AAL} U ATO| AN CHE MMAE HLF MIEMOZ Mo 4~ JSLILCE.

SHAH 22X 2a 7|2 HJAHO| AL 2[AAN HMAL £ trident-protect YLH LIE BE
LA O[ AL Z|AAN HMAL S~ JASL|CE 2|AA B S8 T2 0| CHot HMAE | O{SHAH F7t

HIYAHO|AZ OHE T oht HIYATO| AN 2|24 X S8 T2 IS S7FeHOF BHLICH

MEXHE 7= HHAHo|A S8 T2 H0|F 22| CRS

oo —

RSE 0I5 £ trident-protect §USLICE S8
T2 HYAHO|AN S8 T2 0| 22| CRSE 2S00 YLICHEH At EM HEE S8 T2y}
St HJAmo[A0 S8 T2 O|0[E 2| CRSE BHELICH).

CheE Zedts Aol

= Q= Trident Protect AF2 X} HO| 2|2 A JHA||0f| CHEE SHAM|A Aot
22| XHof| A2 2o ElL|CH

k=]
[y

@ * * AppVault *: H2l XtH S H|0|E{ 7} EREfL|Ct

* AutoSupportBundle: H|E2! 27 5! 7|Et ZR2%t Trident Protect Cl|0|H & ST LILCE.

* * AutoSupport?|=0f| [ff2f 23 £F LA

& YUY S Y = AFLICH

7t £2 Y2 RBACE AHE5H0] #eto] L= AH|of THEt HMAS 22| Ktoi|A| Metst= ALt

—

RBAC7t 2[AA 9 H|JAHO| A0 CHEE HMAE H|SHs L
A‘IEgA-I"xnl"xol.Alklgl

=]

£ "Kubernetes RBAC

MH[A Aol CHet XEMISH L8 2 2 "Kubernetes AMH|A AT AEHAM"EESHIAIL.
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

al
x

OlS Sof, ZH0|= 22 A B2|x}, AXLI0IY A8 18 U O
S 150 242t ST UIYATIO| A0 BEHEl 2] AA0]Bt

IS AL AE IE0] YLICH SR{AE Balxhs
| O

A|LI0fY JIF 3 O A4 9l B BT 96
HE R LT

1CHA: 2t 389 2|AAE TEfe HJAT0|AE BHEL|CE

HAAHO|AS GIER 2lAAE £2IHOR F2SE oY 2lan0] AHAH 4 2lE MBRE HIt BEHOR

Hoig = AELICE

o
1. Ix|L|0f2 D50 UIYAT|0|AS BHELICE

kubectl create ns engineering-ns

2. OAY 2EQ| HIYAHO|AS BHELICE

kubectl create ns marketing-ns

2EHA|: 2 WY A|0| A0| BlAaA0t HT AET M AH|A AYE BhELIC

M=Z 2tE= ZF HIJAT 0| A= 72 MU|A AFO| &H MISEX|2, LB 2ot Z2 2F 2H| PrivilegesE
2742 Lz 4 T2 2t ALSXF 220 TSt MH|A AHS BHSo{of ShiC

T
1. AIX|L|oi OF0] chet MH|A AHE d-ggLlct,

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. OHAIE &9 MHIA AE 2HET:

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

18



SEHAI: ZH A MBI AZo| cet S E 2HELICH

MHIA A Q5= MHIA A™S QIS o AFSEIH, 24 2 £124| ARSHD CHA| Bt 4
e
1. AUXILIOIZ) MHIA Aol Ch3t 2SS MABHLICH

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. OpA|R MH|A Aol Tt 2= 2HS7):

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service—-account.name: mkt-user

name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

4TH7|: RoleBinding 7HK|S 2HS0{ ClusterRole 7HH|E Z+ M| MH|A A &of| Hil &gt Ct

Trident ProtectE A X|St™H 7|2 ClusterRole 7|7 4-dElLICt. RoleBinding ZHM|E M-d5t1 M

ClusterRole2 AH|A AHO| BRI S 4~ ASL|CE.

|
1. ClusterRole UX|LI01Z A& Aol HielZ gL Ct,



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ClusterRole2 OHAIE! MH|A AH0| HZ

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

i
rot
°
)
=
I
Ral
i

>

m

o
C
Inl

1. AX|LIO1R AFXLZL AX|L O 2|2 A0 HHAY 4= U=X] oletL|Ct.

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. AIX|L{O1E AFEXI7F OHAIE 2|00 AM AL 5 =X

JIOI-

'c'>'l- |__| [:|-
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

[y it

6CHA: AppVault Z4K|of] CHEE M A AT E0

ot 5 AT 22 COfE] B2 KRS

S5t 2B AE| BE|X7}IHE ALZ RO AppVault HHof Chet
oA B2 ROfsof BHL|Ch

CHA|
1. AppVaultO]] CHst AFE X} A A HEHS BE0{SH= AppVault 3 25 =8 YAML IHY S 0HE0 M E8tL|Ct o
=0{, C}S CR2 ALEX}0I|A| AppVaultol] CHEE HAM|A HBHS eng-user EOEIL|CE.
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22

apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

SHAH 2K H YA O[AS EF 2| A0 CHEE HAA Hots Hojg = JAXE Y CRE
HERILICL o2 =T th32 2Lt



apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. RoleBinding CRE 2tE1 M E35t0] HotE ALK} eng-userO| HIIYBILICE O E &

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

CtZat fAFet £30] EA|ELICH

™ ChZ o 2Lt
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. AFZX}7} O|H| HA|A #BHO] QU= AppVault BEE 2g 5= J=X| HIAESH SLIC

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n

trident-protect

CtZ 2t fAFeH £20] EA|ELICH

—

yes

mH

ot

AppVault ZotS RO{SH ALEAL= 88 T2 C|0[Ef 22| Ao SQUE AppVault 7HHIE AHEe 4= A0{OF 51T,
LYE HYATO[A Q| 2| A A0 MM ASHAHLE HMA HTHO| Gl= M 2|2AS WHY - GELIC

—

Trident Protect 2| A A ZL|EE

kube-state-metrics, Prometheus, Alertmanager 2L 24 =5 ALESHH Trident
ProtectE E3E|= 2|AAQ MEfE ZLIHAY £+ USLILCE

kube-state-metrics A|H|A = Kubernetes APl 410l A HEZIZ MM BtLICt Trident Protect2t BH ALESHH
ALEX} 2HAHO| 2| AA AEHO| CHEE RE3F HETL M S & LICH

tu

Prometheus= kube-state-metricsO|A] 41 MEl H|O|E{E £ESt1 0|2{ah Zif|ofl CHet &l A 912 &= /U= HE
MZ2% 4 Q= E3IQLILCE kube-state-metrics@F PrometheusZ EHH| AF23HH Trident Protect2 Zt2|3H= 2| A A9
MEHQ} MEHE ZLIHEY £ Q= WHE MSEL|ct.

Alertmanager= Prometheus®t 22 =F0[A 2 2105 £+FSH0 Mot Mo = 28 StH= MH[AQL|CH

4 S X2 o EYLICh 2HEol| SHA| ALE XL X[FoHOoF BfLICh A el X H 8l

@ * "Kudbe-state-metrics 2= A{"
* "Prometheus A& A{"

* "Alertmanager A3 A"
1EHA|: ELEHE =15 XL}
Trident ProtectOf| A 2|AA RLIE S 231512 H kube-state-metrics, Promethus, AlertmanagerE A X|st1

T4otiof fLICt.

24


https://github.com/kubernetes/kube-state-metrics/tree/main
https://github.com/kubernetes/kube-state-metrics/tree/main
https://github.com/kubernetes/kube-state-metrics/tree/main
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager

kube-state-metrics= M X|EtL|Ct
Helm2 AF2310] kube-state-metricsE A X|& 4= QUSLICE.

e

1. kube-state-metrics Helm XtEE F7IgtL|Ct 0| E EH Ct2 ot ZE&LICE

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts
helm repo update

2. 28{AE0]| Prometheus ServiceMonitor CRDS H2%tL|LC}.

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-
crd/monitoring.coreos.com servicemonitors.yaml

3. Helm XtEOf| CHet 714 MU S MHSLICHO: metrics-config. yaml). CHS O|A| 242 ALEXL 2HE |
AEXF X" = JUSLICEH

A

25
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26

metrics-config.yaml:kube-state-metrics Helm XIE 74

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

Helm XIEZE H{ZESIK kube-state-metricsS A X|EtL|C. 0|2 EH Ct21 Z&L|Ct



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

3. Trident ProtectOll Al AF2SH= ALEXF HO| 2|A A0 CHE HIEZ2IS MMSIHEE kube-state-metricsE 7462 H
CtS XIE S MEMK. "kube-state-metrics &S 2|AA 2A 3},

PrometheusS M X|gfL|C}

of XX 2t PrometheusE AX[E £ "Prometheus EE A" Y ELICH.

AlertmanagerS MX|L|Ct

o| X|&lof| w2t Alertmanagers A X|& 4 "Alertmanager 2 A" JELICE.

o

1. kube-state-metricsZ Prometheus?} E¢t F.
state-metrics A|H|A HEE FIetL|Ct o E &H CH22 2&LICtH

ESt

prometheus.yaml: Prometheus2 kube-state-metrics A{H|A S&

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. 2422 AlertmanagerZ 2t &St E = PrometheusE TABLICt. Prometheus 714 TS
(‘prometheus.yaml W&t Ot MM S FIHefL|C

grLICt Prometheus 7+ IS (‘prometheus.yaml'ME St kube-
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https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install

prometheus.yaml: Alertmanagerd| 22! ELH7|

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

At
Prometheus= O|X| kube &Ef HIEZI0|A HEZIZ T35t Alertmanagerdl] Z211E M&e & USLICE OfH|
LS EC[AHSH= Z7int Y2S H /IXIE 4 ZH| 7t = }ASLICE

SH ASOHEE TFE YT 20l= 2ES B FE fEL LES B 9XIE 80k Lt

CHS Ol M= B ALSXE K| 2|AA0| MEf7L 5k 0|4 = HAME R EB|HE = 52 LB E Error
HOlgtLICt o] OIMIE AtEAt 2tZ 0l SEA| AHEX} K|St O] YAML AL[ZIS F1d mpdof| Zeteh
prometheus.yaml J}&SLICH

rules.yaml: &It #1240 CHSE Prometheus 22 9|

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}

for: 5s
labels:

severity: critical
annotations:

summary: "Backup failed"

description: "A backup has failed."

22 O2 MEZ ELH =2 AlertmanagerS 1A SLICH

ool 2t M2 X1-sHo] A M|, PagerDuty, Microsoft Teams EE= 7|EF 22 AH|AQL ZE2 CHE o &
HLHEZ AlertmanagerE #+8E = alertmanager.yaml U&LICE.

CHS oflol M= 22! HIAIXIZ Slack X0l ELHE=Z AlertmanagerS FAEILICE O] O|H|E SHAN| LA AL
X" ™ 7| 22 A8 2F0|M A &= Slack Webhook URLEZ HFHEL|Ct api url.
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alertmanager.yaml: Slack &'20j| 22! HLj7|

data:

alertmanager.yaml: |
global:

resolve timeout: 5m
route:

receiver: 'slack-notifications'

receivers:

- name: 'slack-notifications'

slack configs:

- api url: '<your-slack-webhook-url>'

'#failed-backups—-channel'
send resolved: false

channel:

Trident Protect X[ HZ= M4

o
—

Trident Protect2 A2}

HHE S NetApp XI20f| &
A= 82 AHEXHEe lj—l**(
Y=g = JSL|CH

st 20, HEZ, EZEEX]
eI ZotEl HES MY = AELICH E o HZEE|0f
R) I} S AF235L0] NetApp X9 AFO|E(NSS)0l| X8l HES
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£

1. AF8X Ho| 2|AA(CR) IHY S PH=11 0|2 XM ELICHO|: trident-protect-support-
bundle.yaml).

2. Otg E4& 7HLICL

° metadata.name: (required) O| AtEX} HO| 2|AAQ| O|SRILICH AMEX} 2HFH0f| B TRt
22|l 0|2 MElSHHAI2.

o

OfloFEl S A2 UTC @ 124]0f 2HEIL|CE 7Hs3t 2t

15|

[ |

2

12

4>
ofn

* spec.triggerType *:(required) X HHEO0| ZA| *”“ﬂh | E= 0| 2= =X] HEE ZHLICE

° spec.uploadEnabled: (Optional) X| ¢ HHE0| MM El = NetApp K| AO|E0]| & EEE|0{0F SH=X]

RE HMOIGLICH X[FokX| Q™ It 7|2 E false AHELIL JtsTl 2L

=2=od [

« X}

* FALSE(7|23%))

° spec.dataWindowStart: (Optional) X| 2 HE0|| L& El Ci|O|E{ 2| X0| A|ZtE|= LMt AlZHS

X|Hdt= RFC 3339 HAl9| &Mt EXEYLICH X|YSHK| g2 B2 71242 24412 O|HYLICE X|H

7 A= 71 WHE 7(2H IRt 72 O LIt

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. [I22 & F trident-protect-support-bundle.yaml SHIZ ZfOZE OIYS 0H=1 CR
HESHM 2.

mjo

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

CLIE AME3t0] X2 HES HgeiLtt
|
1. 8% oto] g2 A2t 232 HE 2 thA[Ste] X HES BHELICE 2 trigger-type HE0| FA|

b k=13
=



MAE|X] OLIB M4 AJZH0] A7|B0| Of2} ZHEIER, EE scheduled 0 H 4 YEX| ZHELIC
Manual. 7|2 MHEE2 ‘Manual ¥LILC}.

of

L1

SH o3a 25U

tridentctl-protect create autosupportbundle <my-bundle-name>

--trigger-type <trigger-type> -n trident-protect

X HES ZLIEHZSH HMBL| T,

T 7R WY B SIS A XY HSS THE 2oll= WY T JES ZLEZSN 22 AAROZ ZHAMst
A LIC
ChA|

1. 7|Ct2|C} status.generationState EESICH Completed AE. OIS HHES AMESH0] MM Tl Atets
DLHYEE + AJSLICE

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. X2l HES 24 A AHIOZ JIHZLICt 2t El AutoSupport HEO0|AM 2A HHS 7 ZL|CE

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

HOt2t kubectl cp EHM FHS MEISI 25, thy Q5 ASts 22 LA E2| 2 HHEL|C],

Trident Z2EIE 178|0|E

Trident ProtectE %|A HEOZ I 18|0|ESHH ME 7|sO|Lt HO ™S &8 £
USL|LCE.

* 24.10 BHOIA A20|S8te 22, ATA0IE 5 4 Sl Adtstol Life + UL O
MIf 3% £5 i 0o AL NS WolotR| ALICH YOOI T AAro] Mnfet
A2 £SO A AWAS M0 B2 0ME B 4 ABLIT
Al QES WX|EH YI20|S HO| DE ALAF UMD HISASACLI LISO| CHA
©) Adefet 4 QIALICE 5HX|BH 0| | 5191 Q20| 7|7H S0 ool AhAto] BE AAE 4
0IA|_||:|-
A H .

* JHQI BIX|AER| MX|o| AL CHAM H{FOf| ZR$t Helm XIE 2} O|O|X| 7} 7HQ! B| K| AEE|0|AM AL
7HseHX| &telst, ALE X} Il’H Helm 20| Af XtE H{H 1t SSte[=X] &QISHM| 2. XtAISH LHE2
Cl2 2 A ZSHMR."7HQ! | X|AE2|0f| A Trident Protect A X|" .
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trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html
trident-protect-installation.html

1EHA: TS MEdStLCt

Trident Protect % 8 =t 7lgt vy v HE 74 o, o{7| M "YY"= H=of OFX[9} & Xt2] ZAt0|1 "MM"2

O
S n=
23S UEMLITH £E E|AE vy .vM. x #AIS MEH, 67| M "X"E HA| 2|2 S LEFLICH fT2fo[=g HT2
Y0| =52 = oixl TS 7|EQ = MEiStLICt

© AX|E HHOIM 471 Z2|A O|LHe| CHA FZ|AR EH AT20| =T 4= USLICE o|E S0 24.10(E= 24.102]
DE O1o|L] HA)0IAM 25,1022 X HI30| =8 £ QU&LICH

=

* 47l EelA T|Z2E 2o TN YI0|ESHs B 2] THAIE HA Y O2|0|ESHM AL, "0 T HZF 0| A
T20|Est= AR T HEe ¥ago|l= II*'O AHESHH 471 >2|A 7|20 St A A 22[AZ
SIYO|=EBHMAIL. O|E S0 24.102 A& F0|11 26.022 2 1 18|0| =82 = Ho.

- O°T.
a. HX| 24.100{|X 25.029 2 20| ESIAAIL.
b. JCIS 25.02011M 26.022 2 Y 12|0|=E5IM|R.

2CHA|: Trident Protect €1 12|0|E
Trident ProtectE ¥ 12{|0|=5}2{H LIS tHAE AN K.

CHA|
1. Trident Helm 2| X X|E2|E YH|0|EELILCE

helm repo update

2. Trident Protect CRD g 12|0|=

@ 25.06 O|™ ™A 320 =8t= AL CRDZt O|A| Trident Protect Helm XIE0|
ESE|AUODZ Of THA|I7F HeptL|Ct,

a. CRD 22| & T&toteE o] 2

AMMUSHM|R. trident- -protect-crds OlAl trident- —-protect:

kubectl get crd | grep protect.trident.netapp.io | awk '{print S$1}' |
xargs -1 {} kubectl patch crd {} --type merge -p

{"annotations":{"meta.helm.sh/release-name":

'{"metadata":
"trident-protect"}}}'

b. Helm H|ZZ AH|St2{H 0] HHZS MASIM|R. trident-protect-crds AIE:

L

= = L

@ HM|I7HSHX] OFMAIRL trident-protect-crds Helm2 AIESI XIEE THS™H CRDL} &
HlO|E 7} ®|AHE = /}SLICH

r

kubectl delete secret -n trident-protect -1 name=trident-protect-
crds, owner=helm

3. Trident TREHIE 2 30|=
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https://docs.netapp.com/ko-kr/trident/earlier-versions.html
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https://docs.netapp.com/ko-kr/trident/earlier-versions.html
https://docs.netapp.com/ko-kr/trident/earlier-versions.html
https://docs.netapp.com/ko-kr/trident/earlier-versions.html

helm upgrade trident-protect netapp-trident-protect/trident-protect

--version 100.2510.0 --namespace trident-protect

g0l B0l 24 +=F2 FH5tE{H LIS 2 FIIHMIR. --set logLevel=debug
@ gagolE 3ECRE. 7|2 2d &2 L2 ZELICH warn . Ll 222 NetApp X[ EIO]
23 £Z2 HASIHLL 2H|2 MeisHX| $nr 22X E FICHsH= o E20| £ 22 24| s Zof
HEELICH

OHZE|Z[0] S 2|5t H Tt

Trident Protect AppVault Z{H|E ALE35H0 HZIS 22| LICL.

Trident Protect| H3! AtEX} HO| 2|4 A(CR)= AppVault2 22X U&LICH AppVault
K= AE2|X| KA MAH Kubernetes %’—JEEE EQIL|C} AppVault CROlE= 1,
AL 22 2, SnapMirror SH|Q 22 E Xiof| IS AtEst= Ol st 740
mt0f QaLict. 22| X2 AppVaultE Dl'E —1‘— UASLICE.

OHZE[AI0|0i M HIO|E] H3 XAS +HY U= AppVault CR% S2Z = BHEOM Mddtjof ghi|ct.
AppVault CR2 AHEX} 2tZ 0 [Efﬂf Ct=8=, o] HO|X|2| of|A|E & 125t0] AppVault CRE HEE & ASLILE

@ Trident Protect?} A X|El 22{AE0]| AppVault CRO| U=X| 2ISHNI L. AppVault CRO| §i74Lt
HNAL £~ Q= HR BEES0 LI 7L EAIELICE

AppVault CRS H-d3t7| F0f| AppVaultet MEISH HO|E O|SKI7F SSXE 8 23 2|2 A0 CH3f| Q1T 4= UAE=X]
SIQISHA| 2.

Data Mover X% 4 s QlL|Ct

CRO|L} Trident Protect CLI 22{ 1212 AF23t0{ AppVault K| E MH5H= H P Restic & Kopia = 3HE /3t
AR HOo| H|UHS It EEHEI Kubernetes H/ZHS E X|HE o JYSLICH HLHS E X|HSHK| 9:9 Trident
Protect= 7|2 H|ZHS E AHERILICH

* AppVault CRE 592 MM iff spec.dataMoverPasswordSecretRef =5 ALE5I0] H{UHS E
X| &S| C}.

* Trident Protect CLIE AM&30] AppVault iK€ MM | LS 2 AF8SHYA|R. --data-mover-password

-secret-ref HEZ X|HSt= QlL|Ct,

Data Mover 2| ZX|E2| &S ASE MMOLICH

CIS O|E AtEst0] HIZHS E MMSHN Q. AppVault A E M-S i Trident Protect?t O] H|ZHS E ALE5H0]
CIO|E] 0| & MEAE QIBSHEE X[AE > ASLICH
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* At2 &9l Data Mover0|| 2t sHE Data Moverdl| CHeH b0t T oHSHH EIL|CEH oS
Restic2 A5t 1 LIEO0| KopiaE AHE2E A=0| gl 3R A= E ME I Restlc 2'.:'_"

o EE 4 ABLICH
* H|UHSE QPN 20| HECHNIR. 22 S2HAEL} L2 S2IAE0|H CI0[EIS S of
HQELICH 2BAH £ trident-protect HIYAH0|AT} AHE|H H|LHS glol

WOIO|L APIAFS ZRIS 4 glaLC

CRE AMEgfLICt

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

CLIE AS&fLICt

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
-—from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 =gt AEZ|X| IAM HTH

Amazon S3, Generic S3 & S3 @&t AEZ|X|0| M&E HL "StorageGRID S3", £= "ONTAP S3 £
EHZESHY A 2" Trident ProtectS AESt= E 2, MSst= AFEXL AtA ZHo|| H'|5"01| HM|ASH= Hl 93._ HSHo|

UEX] 210K OF BfLILt. CHZ2 Trident ProtectOil Ciet AM| A0 2L | A5Ho| MotS RO{5H= X of LTt

O] M2 83 =&t HZl YMZS 22|5t= ALEXIA HEE 4 ASLICH

O 1= o=
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.netapp.com/us-en/ontap/s3-config/
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"

1,

"Resource": "*"

Amazon S3 HA0f| CHot XtM[SH LI 2 CHS Of| M€ & ESHMR. "Amazon S3 EA1" .

Amazon S3(AWS) 2152 2|2t EKS Pod ID

Trident Protect= Kopia HIO|E{ 0|5 %S 2|8l EKS Pod IdentityS X|2IEtL|Ct. 0] 7|5 AF23SIH Kubernetes
H|2Zofl AWS XtH SHS NESHK| 1T S3 HAI| QHESHA| HMAE 3 ASL|CE,

* Trident ProtectE A2t EKS Pod Identity 27 Afet
Trident Protect2t &7 EKS Pod IdentityS AF25H7| MOl CHS AtES SHOISHM|R.

* EKS 22{AH0] Pod Identity7} ZA3}t[0] UELICE.

=
* 2ot S3 Il ABH0| A= IAM FE S MEYESLICH XMet L2 THESS HZESHMR."S3 =8t AE2[X] IAM
;I__Iol_l.ll .

* IAM €22 CHS Trident Protect AH|A 7|1t HZEL|C},
° <trident-protect>-controller-manager
° <trident-protect>-resource-backup
° <trident-protect>-resource-restore
° <trident-protect>-resource-delete

Pod IdentityS 2426t IAM 922 MH|A A™at HASH: Lol Chot XiM|gt X|E2 S8 B XSHMIR. "AWS
EKS Pod Identity £A{" .

AppVault 718 EKS Pod IdentityE At26t= 22 AppVault CRE CHS1} 20| 2MBILICH useIAM: true HAIH
X4 ZE oA a0
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protect.trident.netapp.io/vl

apiVersion:
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com

uselAM: true

EEIRE SZXIE 28 AppVault 7| 44 of

AppVault CRZ Ho|g f IAM QIZ 2 AFESHX| @t= of A S AESH= 2|AA0 °"H|*°f7| st XA BEE

IZotofofF etL|Ct XtA ZHof| ciet 7| E MMsH= W2 3ZAt0] w2t CHELICH CHE2 o2 S X0 ciet HE =
A8SHo] 2t SEIRE 35X XHE ZH| CHet 7|2 %ﬁél'%* & UELIC

7| 48 oLt CHE IS
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Google 22I2E

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \

-n trident-protect

Amazon S3(AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft AzureE X ZEsHMAIR
kubectl create secret generic <secret-name> \

--from-literal=accountKey=<secret-name> \
-n trident-protect

ot s3

ne

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3 £ XA

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
-—from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault 44 of

C22 2t 22 Xtoll et AppVault H 2|9 o IL|Ct.
AppVault CR 0f

CtS CR OIXMIE AHESI0 2 22tRE 3SRl Lt AppVault ZHH|E BHE & USLICH
* MEHMOZ Restic % Kopia A& A = otof CHeE ALE X X H &
X &HE 4= ASLICEH XtA|sH LIRS S Data Mover A& 4 o L CH AIXSHMAIQ.

* Amazon S3(AWS) AppVault ZiH|9] AL MEiXo=Z sessionTokenE XE8g 5= AEFLICL 0| =

@ 2150] SSO(Single Sign-On)& A2 Aoof 98BIt 0| E22 of A ZEAN| Cist 7=
MM I 2212 C ZEXIE 9|8 AppVault 7| A4 oA ElL| T},

* S3 AppVault 24K|2] A2 MEIXMOZ 7|E ALE5H0] OL2HIRE S3 E2HT0]| CHSE 41 TEA|
URLZ X|™¥E £ spec.providerConfig.S3.proxyURL JU&LIC}.
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Google 22I2E

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3(AWS)



40

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

Kopia HI0|E| 22} 24 Pod IdentityE ALE5t= EKS 222 A2 CIS2 MAHY & J&LICH
@ providerCredentials MME FI}5t10 FIISIMR useTaM: true OF2HO| s3 CHA
THE MEfSHM| 2.

Microsoft AzureS X X5HMA|Q



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

2k s3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3 £ XA

41



42

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

Trident Protect CLIZ AF2% AppVault M4 O
CHS CLI EE ORI AtE3t0] 2t S=Xtof| CH3ll AppVault CRSE S &= UELICEH
* MEHXM O Restic X Kopia X% P_._ A 3t0f CHot AFEXL XM 27t IEHEl Kubernetes 2 S
: X &g 2 ASLICE XMt LI £ Data Mover M& A S L|CH EERSHAIL.

* S3 AppVault 7HH|2] 22 MEHMO = QI+E AHESI0] OF2HIRE S3 E2fm o] CY
URLZ X|&8g & —--proxy-url <ip address:port> USLILCL.

rot
o>
r=
IH
Jhu
>
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Google 22I2E

tridentctl-protect create vault GCP <vault-name> \

—--bucket <mybucket> \

-—project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3(AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft AzureS & X5t A|2

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—-bucket <bucket-name> \

--secret <secret-name> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3 E & ZESHUAIL



S3 et 74 U2 O3 HE X5

tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \
——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \

--bucket <bucket-name> \
——-secret <secret-name> \
-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

K| YE providerConfig.s3 7+48 M

I
=
to

[}

oK H = A 7|2 ol
providerCo SSL/TLS QIS A 2212 H|et Mottt H=Al wEpn w7 E|
nfig.s3.sk

ipCertvali

dation

providerCo S3 AEIZQIELLS| OISt HTTPS S4I2 & SRV E
nfig.s3.se ZrMSIRiL|CH

cure

providerCo S30 HZSt= O AFRE|= T2 A| A2 URLES None http://proxy.ex
nfig.s3.pr X[HSIHAIL. ample.com:80
oxyURL 80
providerCo SSL/TLS ‘.1%% IS AFEXL X|H RE CA None "CN=MyCusto
nfig.s3.ro QUBME NSSHHAIL. mCA"

otCA

providerCo S3 HZl0| 257 28 IAM 2152 HA & AHA
nfig.s3.us ZH3ISIMR. EKS Pod Identity®i] & EL|Ct.

eIAM

AppVault 3£ E FL|Ct

Trident Protect CLI 213212 ALEdtH S2{AH|A M-dot AppVault ZHA|0f Ciet HEE = 5 JASLICH

e

1. AppVault 7HH|2| LHES FLICt.
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http://proxy.example.com:8080
http://proxy.example.com:8080

tridentctl-protect get appvaultcontent gcp-vault \

—--show-resources all \

-n trident-protect

o= 0o *
o +

| CLUSTER | APP | TYPE
TIMESTAMP |
o +

| mysgl | snapshot

08-09 21:02:11 (UTC) |

productionl snapshot

=1
=

0
Q

[

08-15 18:03:06 (UTC) |

productionl | mysgl | snapshot

08-15 19:03:06 (UTC) |

productionl | mysgl | snapshot

08-15 20:03:06 (UTC) |

productionl | mysqgl | backup

08-15 18:04:25 (UTC) |

productionl | mysgl | backup

08-15 19:03:30 (UTC) |

productionl | mysqgl | backup

08-15 20:04:21 (UTC) |

productionl | mysqgl | backup

08-09 22:25:13 (UTC) |

| mysgl | backup

08-09 21:02:52 (UTC) |

mysnap

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

mybackupb

mybackup

e e e e *
MENMOZ 2t B|AA9| AppVaultPathE E2iH Z2{ 125 “--show-paths’ AF2EfL|C}.
H9

UELICE OlE §X: --set clusterName=productionl .

A e 2ol U= 22{AE 0|2 Trident Protect helm AX| A| 22{AF 0|20| X|™H= &
= .
= .

AppVaultE X HgfL|Ct

AHXMIEX| AppVault ZHHIE HHE  ASLICE.
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2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

AppVault 7HH|E AH|SH7| Hof| AppVault CROIA 7|1E XMZHSHK| finalizers OMYAIL. O A
St AppVault HZl 2| ZH0] H|0|E{ et S2{AE Q| 22|E 2[AATH HHE £ JEL|CE



AlZtst7| o
A5t = AppVaultol M AFE ¢l 2= AHAE 8 B4 CRSE MM =X| =heletL|Ct,

Kubernetes CLIZ AF25t0{ AppVaultE X7 EL|C
1. AppVault 7HHIE 73St appvault-name HMHE AppVault ZiK|2| O|S O Z HEFL|CE,

kubectl delete appvault <appvault-name> \
-n trident-protect

Trident Protect CLIE AM2610{ AppVault X| 7
1. AppVault ZHH|E |78t appvault-name MHE AppVault 7HH[S| O|ES 2 HiFEL|CH

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

Trident ProtectES AI2510] Z2|E 2[8t OHE2|A| 0] I

Trident Protect2 t2|5t21= 0fZ2|H|0| 42 Folota{® ofZ2|2|0]4 CRI+ 2121 AppVault
CRE M4feka ElLiCt

fujn
o
ot
M|
rx
0z
o

AppVault CR2 M etL|Ct

OHZ2|#|0|MolM HIOIH 2% P e e i ALEE AppVault CRE ZHS0{0F 5tH, AppVault CR2 Trident
Protect7t & X|El 22 AE 0 9101 P I Ct. AppVault CR2 At Xt 3t w2t CHEL|CH AppVault CR2| 0=
OS2 XM R."AppVault AF2 XL X[ 2|AA "

oo

E2IO=1%

Trident Protect2 2t2|5t2{= 2t OiS2[AH|0| 8 & FoldloF LICt +F2 = 0fZ2|#H| 0|8 CRS WHBtHLL Trident
Protect CLIE AF83t0 22|E 0fZ2|AH|0|ME HalE & ASLICEH
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
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o
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(@]

[E2 XIHSLICHO: maria-app.yaml).
b. [}S EAMS AABH|C}

* metadata.name: (required) S8 T2 AI2X} JHO| 2|AA0 O|SULICE HT ol st
CHE CR IHYUO| O] gt2 &=3t7| w20 MEHSH= 0|2 HHlgtL|Ct.

* spec.includedNamespaces: (required) HI QAL 0| A 5l 20| ME{T|E ARSI S8
T2 MM ALESHE HRJAAH|O| AL} 2| AAE X[™MEILICH S8 T2 I3 | AHO|AE O]
FE9| YFoof gfL|Ct. 2i[o|E MEHT|= MEH ALHO|H X[™HE 2 HIJATO|A LHO|N E|AAE

— =1
ZERSH= ol AF8E & AUSLICH

* spec.includedClusterScopedResources: (Optional) 0| 482 AI25t0{ 2
TotE SHAH He| 2|AAS X[HELI|CH 0] {48 AHSSHH of i
7|9t = of2{ot 2| AAE MEHS &~ QUGL|CE

ont
[
o
X
r

* groupVersionKind: (required) 22{AE He| 2|AAS| API O&, HA 3! ZFE X|IFL|CH
* labelSelector: (Optional) Ei[0|2& 7|¥C 2 S A He| 2|AAE HEZISLICL

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (A1&4 f‘?_-!) o M2
KubeVirt 2tZ 3t Zt0| ARMAF Hof| IHY A|AEIO] FX| == 7het HAI0A el El ol Z2|#|0] Mo Tt
HMEELICH AHAF F0i| O] OfFE|AH|0|M0| IHY A|AHIO| & = A=K HEE Il’gE*thf true2
HHSIH of S2[AH[0|M 2 2 EH dEE RIS ARAF F0| ﬂf°' A AR £ = JASLICE false2

Solol ojZ2iAlo| M 22 HHS AT AHAS W Sot 0l A|Ag0| SHEILIL,

X H = AR OHEEH‘IIOI Holof 7t Mol gl= ?5' FM2 FAELIC X[HotK| §oH S8

o2 ML 122 MEL|CH"Z2Y Trident ZREHE =PSE

mﬁ

S8 m2I0| 0[] AT F0j 0 FA

_11
ojo
02

S A8 Y & ASLICH

fjo

HEdN0f ot= B¢

I'IF

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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YAML 0f|:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (M Areh) 4 2|0|20] EAE 2|AAS TSSH7 L M|QIsh= HE{-IE FTFELC

° resourceFilter.resourceSelectionCriteria:(2E 20| 2 R2) Include resourceMatchersti| H2|E
2| AAE TESHALE M5 H EE= S Exclude AFRELICEH CHS resourceMatchers OH7H H4&-S
FItoto] ZetstALL Mele 2|AAE FogtL|ot,

* resourceFilter.resourceMatchers: resourceMatcher 7HA|2| HBHE IL|C}. O] HHE Ol A 02
2AE Moo= AR did @4 OR HACE AUX[SIL 2t @A(OE, 357, HH) LHe| HEE=
AND A Ao 2 AX|BHL|CE,

* resourceMatchers[].group:(Optional) ZE{ g 2|A A9 OFQIL|CE
* * resourceMatchers [].kind *: (Optional) ZE{&! g 2|4 A ZFQ
* resourceMatchers [ ].version: (Optional) ZE{&l &t

=1
* resourceMatchers[].names:(Optional) BE{AE 2|2~ A2 Kubernetes metadata.name
EE0| A= o|EYULICEL
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* *resourceMatchers [].namespaces *: (Optional) ZE{2IE 2|42 A 9| Kubernetes
metadata.name EE0]| U= HILAH O] AJL|CH

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2|El CHE 2|AA 2| Kubernetes
metadata.name ZE0| = 2[0|S MEHT| X ALICE "Kubernetes EA1" O|E ™ Ct21t
“"trident.netapp.io/os=linux" Z &L|C}.

E Cf resourceFilter 2|1 labelSelector AFEEL|CEH
@ resourceFilter HA Aot IS 1abelSelector Bt 2|AA0
HEEIL|CE.

o

i

=9 Ch2at Z5LCk

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2.

g

Zoi| &4

00

2 OT273 CR

o

ot

rin
ot

CRE HEgLICt f|E S L3t Z2&L T

kubectl apply -f maria-app.yaml

1. CH2 O|l®l & SIS A3l S8 T2 Fo|S MHE XMEolL
2l
(=)

o
=
Wk
fot
rO

= a LS P . tol
HEZ HELICH oH|o| EAIE 25 ALESIH HEZ FEE S52 M85 88 T2 F20
HJAHO| AL} 2| AAS Zoteh 4= JELICE

ARHSE S0l o Z2|AH|0|M0| IhH A| AR Z 5= A=K R E X|F5H7| 2fo HS dde Wl FHS AEE
7 ASLILE 0= AR Fof| T A ARO0| FX|%| = KubeVirt 282t 22 7het HloA F2ol&
OHZ2[AI0] 0|2 HEELICE =4S TSt 20| 2T5HEH true, HEEFAH0[H2 222 HBHE RAISIL
ARHAF SO T A|AHIOf| £ = ASLICH 0| HE BFOIH false, HE2|AHO0IH2 S 2E 2T
FAlStD ARMAES B SO T A A0 SZEELUCH FME ALESHR T 0 Z 2|01 M Folof 7teh Mo
e 32 FH2 FAELIL 42 MESH LT S8 Z2I-2 L3S WELILL"Z 22 Trident

mREE S2 4E
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CLIE ArE3t0] O Z2[AH[0| S Hde i =M S X
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O
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Q
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|
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>
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-
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o

0l

gmzaH

[=]

o

OHS 10 Ib A|AR 17 SEof chet MY Mg A8,

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

o

oo

2IoI=0H

o

dgstn ot A LA™ 1 SEof|

rot

=4

oo

g_ o= ‘lI-l% —_rlM'é'FL|E|-_

O =2 o

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

gt 4= JUELICH ——resource-filter-include J2|1 --resource-filter- exclude

Q5F A
o= T
A;AE TBSIALE H|2|St7| I8t 2280 resourceSelectionCriteria CHS WO & £
=0l OF, EF, HA, 20o|Z, 0| Y HYAHo|AL Z2 AS0| YELICE

ET A2

$0 W >

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

Trident ProtectE AI2350{ OfE2|AH|0|MH ES

SotEl B HHMO[LE fA| 7|5 = AMHAFD} WHAS = HSHO] Trident Protect?t £H2[dt=
= gS Exg = gLt

g

@ OOlE E5 X Sof| MY A|AHS 52 8 52 sHASH=Z Trident ProtectES A £ QU&LICE
"Trident ProtectS AF2SI0] DI A|AR SAS FASH=S 2HHO| CHOH XHA|S] LOoLEMIR."
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of BAIMC = HZAEAHLE oS 2(Z|0[d L JAm|o] 20

CR% Al._g_'é'l.o;l éLHAF% AH A 'o;l'|_||:|-

oHA|
1. CR(AF2XL Ho| 2|AA) T2 OHS 1 0|E2 “trident-protect-snapshot-cr.yaml X| & gtL|Ct.
.l

o
2. MMt mro| M Che 48 Rt ch
° metadata.name: (required) O| AtEX} Ho| 2|AAQ| O|S)ULICE AFEX HF0f| H= 1RSHD
g2|xol 0|E2 MEHSHMAIR.

=] =

° * spec.applicationRef *: ARAS MM e O Z2|#H[0| 42| Kubernetes 0| S ILILCE.
° * spec.appVaultRef *: (required) 2H4F LIE(HIEIH|O|E])S K& AppVaulte| 0| S LICE.

° spec.reclaimPolicy: (Optional) A'HAF CRO| AMH|E mf AHAES| AppArchivell HMsH= S22
MolgfLICL &, 2 MY E HR0|E Retain ARHAO| AN ELICH FETH SM:

* Retain (7|23f)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. o UOE M F trident-protect-snapshot-cr.yaml CR:

o

=Ht

Tl

kubectl apply -f trident-protect-snapshot-cr.yaml

1. CH2t= oto] ghe AL8XAL 2ol HEZ thA|sto AYAS WHetLIC oE S Ch3at Z2&LICt

[

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>
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() ECiAE el elade ofmeAo0l Bolo] BAHOR HEsL ohEEIAON slaHolL
Chet AVt Ol FQ el AgAr s 220 ZRELICH

AlZfot7] Fof

AWS MM EZ0| Bt BAIZH AlSE|S 53 el Ktelof SESHK| Stelgtict wel xte)

=l of E20| H=EH
ZrA0| Alofjst 4~ Q& L|C}

J
01>|

T M-

* A MM EZ gtz 2olof Cist XEMISE LIE2 & "AWS API 2E M EERSHAIL.

£
* AWS 2|2 AQ| XtH ZHO|| CHot XpAM|SH LHE2 E "AWS IAM EE A" ZESHHAIL.
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

OtS 1 0|2 “trident-protect-backup-cr.yaml K| & grL|Ct,

° metadata.name: (required) O| AF2X} HO| 2|AAQ| O|SQIL|Ct AtEXL 2HA0| U= DRstD
52| X0l 0|22 MEHSIAIAQ.

Z7249| Kubernetes 0| S QIL|LC}.
& LHES NMEE AppVaulte] O|EIL|CE.

HH
o 1 — |
° * spec.datamover *: (Optional) B X0l A2 W] £ E LIEHL = EXFEJLICE 7tST 2
(CHAEXF 72):

" Restic

° * spec.applicationRef *:(required) 24

Vm
9'_|-
0lo
oo
|H

° * spec.appVaultRef *: (required)

* Kopia (Z|2%f)

° spec.reclaimPolicy: (Optional) 22| 20l A sHH|E wl W0 0 0| LMWSH=X|E H|gfL|Ct.
Jtset 2k

" Delete

* Retain (7|23))

° spec.snapshotRef: (MEH Atah): B AAZ AtEE ALHAFO| O|SQIL|Ct KB SHX| QO™ QA
AHARO| M= 10 MHAELICE
YAML of:

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. m

fjo

=Ht

Tl

UOE M F trident-protect-backup-cr.yaml CR:

kubectl apply -f trident-protect-backup-cr.yaml

1. &= oto| ghe ALKt $HZ o HE 2 CHM|Ste Mg S PHELICE oS S Ch3 1t Z&LC



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

Q0| ttet ZEH12 ALESH0] HRJ0| HISE WLI0[0{0f SH=X| G{HE KB & —-full-backup
QALICE 7|2 HOR DE wele S wiololL|rt, of ZH IS AFSHH Helo| HISE Helo| ELiCt FA
4

THT o idd Ol
HAS FIIHQZ 3ot CIZ T MY ALO[0f] B2 WS A =20 2AE Q™S £ A85=

Aol Z5LILt.

K== ey =4

=

rr

CHE EOM= Y CRE WS W AL E &= /U M S 2L

BN 79 M =
protect.trident.netapp.io/XHA| 2XIE Hii0| ZEMO|X| LOI0F St=X| HEE "HA"
Y X™eL|CH 2 3 true HISE HUS
MYBtLICE S0 2 E /Y S A A%tsH
FI|HMOZ MA| A S £A;SH D MA| WA
Ato|o| S& WMAS +HsH= 20| 7HE EELICE.
protect.trident.netapp.io/~ &4k 2XIE MH| AHAF 20| ARE|= O 518E[&= X "60m”
22 A7t =3t AlZtALICE
protect.trident.netapp.io/28 =2XIE 25 AHANO| A2 THsT MEfo| =et=d  "30m”
ARHAEALE FH| AlZH X3t S18E|= X A|ZHJLICE
protect.trident.netapp.io/28 =Xt =5 A2 MYstE O si8&&= £l "sm"
B R P IPN d g AlZtdL|Ct.
protect trident.netapp.io/pve- 2t MEZ MAEl PersistentVolumeClaims(PVC)7F  "1200"(20%)
bind-timeout-sec LS mimix| 7|ctegl= £|c AlZHZE) Bound

ol Aost| ™ THAIILICE

Ho MM2 Mo|zl ™o mal AL, M = = OHE MASt ¢S B erL|C 0jA|ZE of Y, o=, ofE
ARHAED BHAS OIS ES MENG &~ QIOM, Hatd SAR 8 X|Fe = J}SLICE full-backup-rule FME AL 50|
HIZ2 A A S of|eFe &~ QUSLICL 7|2XHOR HE M2 Z2 HAQULICH FI| M= MA| S st 1
Atolof| B2 WS sAStH Sl 2tHEE @S S0l= ol 20| ELC
« AHARO| CHot AE 2 CHS 2 A-SI0 Wade & UELICH backupRetention 022 12|10
snapshotRetention OELCI 2 242 E. 214 snapshotRetention 02 E HHSHH of2tE
@ 2 TS| AHAS MHSHK|TH O|= UA|HO|H HAHO| 2t =M ZA| AF|ELICE
* 2 A He| 2[AAE= i Z2AH0|M oo BANMOZ FZE|HLE OfZE|AH|0|M H AL 0| A
CHo 27t s 29 WY, A-ME E= 220 ZeE LI
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56

o

metadata.name: (required) O| AFEXt Ho| 2|AA 9| O|2QIL|Ct AKX} EA| = 1RSI
g2[xQl 0|ES MESHA2.

o

* spec.datamover *: (Optional) BQ} = 0] At8g W =1 E LIEHL = EXELICE 7tSS 2
(CHAEXE 22):

" Restic

* Kopia (7122)

o

* spec.applicationRef *: A S8 T =M 2| Kubernetes 0| S&IL|LCH.

o

K
* spec.appVaultRef *: (required) B L& S MZ&e AppVaulte| o|SILILCE.

o

spec.backupRetention: (Z+) Hteh B ~QIL|CH 02 HH S M MSHX| S S LIEFHLICH
(ARAETE ),

o

spec.backupReclaimPolicy: (MEi Alg) EE 7|7t S0t B CRO| ALK El 22 Ao ofH 0|
UMSH=X| ZFSLICE 2t 7|7H0] X|LHH s 2 &t A ElL|Ct 7ts ot gH(CHAEXR 2.

* Retain (7|23%f)

" Delete

59

° spec.snapshotRetention: (Z4) 22t AMAF 2QIL|CH 02 ARARS MASHX]
A
A

° spec.snapshotReclaimPolicy: (A& AF&H) AH
Uo| YMSH=X| ZH™ELICt E&E 7(7H0] X|LtH AR

" Retain

* Delete(Z|&)

|

ad m

° spec.granularity: 280| &= HlE Jts0t gfat P

r

* Hourly(XI&80f &) spec.minute )

* Daily(XIH8HOF &) spec.minute J2|1 spec.hour )

Weekly(X|H6HOF &) spec.minute, spec.hour, J2|1 spec.dayOfWeek )

* Monthly(X|E3HOF &) spec.minute, spec.hour, 12|11 spec.dayOfMonth )
" Custom

° spec.dayOfMonth: (MEH Atgh) 2H S M OF SH= EMm(1~31)RL|CH MEM0| - E 22 0
Lot ZRELCh Monthly . 32 EXIEE M3 &/ 0fof BfL|Ct.

° spec.dayOfWeek: (MEH Ateh) UM S HAHBHOF St= RU(0~7). 0 EE= 79| 22 LR YUS LIEFHLICE

o
NEMO| AMEl AR o] Ut ZLQBL|CH Weekly . 22 EXAIEZ N2 0{0F THL|CE,
° spec.hour: (ME] AFEH AHES MEMsHOF SH= A|ZHO0~23)LICt ME2M0| MY El AL o] HETt
ZQPLICE paily , Weekly f

° spec.minute: (M4 AtSH H ol 2E7}
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gLt Hourly, Daily,

p c.runimmediately: (ME4
MO 2 e gljce= ALK

@ek2 0/Xx| eaLCh

[Eo =1

A

HH A
= |

o] ALH

A AHAEA

apiVersion:
kind: Schedule
metadata:
namespace:
name: my-cr-name
spec:

dataMover: Kopia

protect.

my-app-

Weekly, £= Monthly . &2 EXAIE 2

AFEh “true’ 2 MAESHH AH|E MM Al 2
)2 EE2|HELICE 7| 2242 “false™

™0l et YAML O

trident.netapp.io/vl

namespace

applicationRef: my-application

appVaultRef:
backupRetention:

snapshotRetention:

granularity:
"O"
"O"

hour:

minute:

AN HE

2FEofl oigt YAML

apiVersion:
kind: Schedule
metadata:
namespace: my-app
name:
spec:
applicationRef: m
appv
backupRetention:

appVaultRef:

snapshotRetention:

granularity: Dail
"2"
"O"

hour:

minute:

AlS
=3

I

Al

protect.

my-snapshot-

appvault-name
"15"

"15"

Daily

of:

trident.netapp.io/vl

-namespace
schedule

y-—application
ault-name

"O"

111511

Yy

Of ZetEl AF|Z0f CHEt YAML off:

Ao ZA| 7|

2LICt Ol #¥2 o=

M S = ofoF BfLICt.
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"

snapshotRetention: "7"
granularity: Daily
hour: "3"

minute: "0O"

runImmediately: true

3. m

fjo

=Ht

Tl

UOE M 2 trident-protect-schedule-cr.yaml CR:

kubectl apply -f trident-protect-schedule-cr.yaml

CLIE AME3t0 LS ettt
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tridentctl-protect create schedule <my schedule name> \
--appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
—--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)>
--full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

Ch2 SIS AMEsHH LHEE TS MTSH Mg 5= ASLICH

gal
=
1=
1%
2
Nl
i

* "Always'Of ) TH| B S WHSHN K.

* EXN QYU XH: glBHE L2510 StLf o[ &2 RUS X[HSHM2(0: "Monday, Thursday").
wattih 29 20, +2Y, 20, =2Y EQY, 42Y.
@ 02 —--full-backup-rule S Sef2= A|ZHE, =8 £= 2E
M2zt M= &SSHX| ELICE.

° ZA| 7|&M B3 ——run-immediately true’ 2 AF23H0] X =Y of|2F A& A|ZHS 7|Ct2|X]| @

MAE o ZA| X7| WY ez AMAS HMBLICE 7| 2242 false” (LICE
o AMAFME AN HAH --backup-retention 0 J2|1 0ELCHZ 42 X[HSHUA|L. --snapshot

-retention.

\

M :CF2 S AFEBHMIR —-full-backup-rule S& SHH0| Ofl FA| BHH S of| kst ™H
S E XHStMR. 0] E2i0= CHE 30T HSSLCH -—~granularity Daily. 7t&%t
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x4

o2t

Mo do
_>'-|_
ne

protect.trident.netapp.io/Z Al
e A

protect.trident.netapp.io/AHAF 22X
etz AlZF &3t

protect.trident.netapp.io/g2s =AIE
ARHAEALS FH| AlZH X3t

protect.trident.netapp.io/g28 &AIE
ARHAE MM A7 =5t

protect.trident.netapp.io/pvc- 22X
bind-timeout-sec

34 HA0| MHE|0f YK EHQ
I-I7<H0| 7|E JHI-IO [_|-
HAE X 0B

LS — -

Delete

Yot AZE W CRSE MAYLICE

J[I

EE:
A e ot 742 KB O3 2ol
HEY 2 AIBUIC Aluays XIS

S ABHA M L0 et s
QALICEH o2 o NEMES A

o=
zi| el EECES FEpY

292 3519 £ =2
o|_9_o|o|[_||:|. N2 0| = XA-IO EMd xXHE

- 1o
SZots YHOID AR 4 AgsLIC,

M|

granularity 23& Daily.

TA| ARAF 20| f=E|= O 318E=
AlZtJLCt.

| ch

25 AUAO| ALS THs T 4
S1B 5| Hoh AlZbeILIct,

FEHOI =& Sh= Ol

22 AUAS MMSHE O 3|85
AlZklL|ct,

| ch

M=Z MM =l PersistentVolumeClaims(PVC)7t
E et tf7tx| 7|Ch2l= £ A|ZHZE) Bound
Z40| Amisty| ™ chAILC).

=S AdeuCt.

OISHMA|R. Delete ZHA| MEA0A 2E 2R HO|EE
ot ZSLICH Retain A2 QI H|O[E
B! O|O|E{= 7HM| AE2|X[0f| Lo Qo &=

AAlS H
==

kubectl delete backup <backup name> -n my-app-namespace
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1. CHE BYHES A5 B 2fo| HEfS HMSIH] tHR= | ZtS AFSX 2HF 2 FEZ HhELICH

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

Azure-NetApp-files(ANF) =2 S 2|0t U] 9l S0 7tsgiL|Ct

Trident ProtectE M X|$t 2R azure-netapp-files AE2|X| SEAZS ARSI Trident 24.06 0|0l MM El AE2|X|
dHAl=ofl CHoll S7F 22Xl MY 8! =@l 7|52 4ot &~ JUSLICE 0] 7|52 NFSv4 EF0lM 2S5HH 8
E0|M =7t S2HE ARSHX| gb&LICH

A|EFS

—_

7| o

CtES helgu o),

* Trident ProtectS M X|3H&L|Ct.

* Trident Protect0l| | OHZ2[AH|0| S FoIYSLICL O BXtE 2t=5t7| FHK| O] ofZ2|H[0| ¥ B 7|52
Mgt Lt

* ‘azure-netapp-files’ AEZ|X| BAEQ| 7|2 AEZ|X| F2AZ MEAHELICE.
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1. Trident 24.102 2 Y2|0|=5t7| Hoj| ANF 252 MMst AL TridentOll A LSS $3SHAAIL.

a. Azure-NetApp-files 7|00 OHZ2[A|0|Hat HZE 2t PVOf| CH3H A4 CIRER[S EdotetL|Ct
tridentctl update volume <pv name> --snapshot-dir=true -n trident
b. HZAE 2t PVOi| CHoH ARHAF CIHER|T} S|} =X ZoletL|Ct,
tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir
oct.
oHd-

snapshotDirectory: "true"

A CIYERT 2ME|X| 242 AL Trident Protect= H7|HQl 8] 7|58 MEIFLICE 0] 7|52 HY
2 MAMTE A
= co= T

o= =2 —
EET 30| 82 20 UA=X| =HlstMK.

SO H > +

LH

=

EMA B0 EF 29| IS LAHLE MEYLICL 0| B2 HigE= =2F 3719 A =28
= xH3s

21

Trident ProtectS AFE3t0] O Z2|#[0| M S MASt D S FH|7t E[}ASLICE 2 PVCE LHE
OHZE[AI0| 0| M e Bl SRS 23l AFE T =& UASFLICH

g Z2awug BT

0[0

Trident ProtectE A3 OfZ2(AH|0|M 53

Trident ProtectES AF2SHH AHAFO|LL HIQIO| A OHE2|AH[0|M S ST £ JYESLICH St

A
y=|
S AHZ O Z2[A0|ME S/ uf 7|&E AN SRSH= 20| O HHELICE.

Restore A| i Applicationd| ™ El 2= execution hookO| AppL £ SLEICE.
29l T A% 37} Qe FP BT XYY YHE XSO AYELIC
* Qtree E52| 42 WM CIHE HIO'ﬁ |0 I* E= e HAmolAZ SR%t= 7[S50]
O AIIEILICE J2ILt Qiree 28] 3P AYAOA T2 HQALO|A £E 2laf HYAHO|AZR
SHSH= 7152 XAHEK| ‘dfé.*l—llit.
© g HES AE010 S AU S AEX Mg + JSLICH XpAS LIE2 OS2 XS K.
"1 2 Trident Protect S MX A",
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WA M CHE Y2 H|0|AZ SRt

=

BackupRestore CRE AE5t0{ CHE H|YJAH|O|A R WA S FRISHH Trident Protect= Af W AH O] A0 A
OiE2[Z0|ME S5t SRIE ofF2(#A(0] M0l Cigt ofZ2(7|0|d CRE THELICL S+E ofZ2|A0|HS
HootH FEY MAo[Lt ARMMS TEAL B U™ S MHSHM K.

" 7|E 2|AA0t Qe T2 WY AH0|A R wHY

S ZoUB|E Wolo 2420t 0|22 Rt
2|AAL HMZE|X| LELICE Welo| DE 2| AAS SROIAB ERA HYAT|O|AS ARSI CHA
o WAL S M HYAHO|AR BAUSHIAL,

H
* CR2 A28t M HIYATO|AZ S8t A2 CRS A
502 MAMB|OF SLICt. Trident Protect= CLIZ A2

8t7| Hof| thet HIAHO|AS
&
AL,

of I Y AHO|AE XHSC=

AlZtsE7| o

Jr
rio
1A

AWS MM EZ9| Zt2 7} TA|ZH Hlk| = S3 Feioll S et
ol Hojet &~ AFLICY.

Jhot

FolstkL|C}.

[y =

Jr
1A

7 mel Zof £20| pzE

* A MM EZ2 OtF SHolof| Cist XHAMISH LiE2 ZOHMAL.
"AWS IAM HEHM" HXSHMAIL.

[} [=]

E "AWS AP| MHA" &
* AWS 2|2A09| XA ZHo|| CHet AHAet LIB2 &

KopiaE Gi|O|E| O| SAIZ AHES}H0] Y B CRO|L} CLIOIAM =4S X|H5H0] KopialilA
@ A= YA ME A2 SEE Holg = USFLICH S HESHM R "TIof A" 24E = A= S0
Chet XtMIst 82 LSS EXSHM . A8

SICt tridentctl-protect create --help
Trident Protect CLIZ M2 X|got= Lo Cheh XtA|ot LIE2 BHES EX5HM(R.
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o Ol XL
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1

oL ocoo=2 oL
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/

64

CRE ALEEfLCt
oA

1. CR(AFE2X Ho| 2|aA) Op S BHE11 0|E2 trident-protect-backup-restore-cr.yaml’ X| ¥ gfL|C},
2. Mot oo M CHS 88 gLt

—

° metadata.name: (required) O| AFEXt HO| 2[AA9| O| EQIL|Ct AFEXL 2HF0l| = 1RstD
22|X2l 0|22 MEHSHUA|2.

° * spec.appArchivePath * : B1Q} ZAHI XTI} X EE| = AppVault LHE S| ZZILICEH CHS HHS AL

O| Z=ZE %= + AUsLIC

=2 X2 T M

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

° * spec.appVaultRef *: (required) B LI E0| & E AppVaulte| O[S LILCE.

° spec destinationAppIicationName' (MEH AL SRIE ofZ2|A|0] 42| o| SRILICE XMSE B2
=22|E| OH’IE|3-||O|*=|° O| O|EE AIESILICE NE2&X| &2 2R S2E o E2|AH|o|Me /&

= LS T [l

OiE2[#H[0]d o|E2 f%?:.”-llif.

AYULICH my-source-namespace " 3!

HEZ HREL(CH

° spec.namespaceMapping: S &1 AA HAALO|AE CH4 H|YATO| A0 OfESH=
‘8 & ‘my-destination-namespace AtEX} £HF 9|

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-nhame
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (MEf AtSh) Selgt 88 T2 Mol EH 2|AATH MEHSHOF SH=

a
HoSHALE M|elsts 2EES FIFRfLict

oX

2 EX 20|EE EA|E 2|AAE

Trident Protect= AFE X7t MEfSH 2| A A 4O 4—*74|§ Qlsf &
@ MEHSHL|C} 0|2 S0f, Y7 22 2| 2|AAZ MEHSIT HRE Pod7t Q= ZL Trident
Protect= H2tEl Pod= =& ELICEH

° resourceFilter.resourceSelectionCriteria:(EE{ 210 22) Include resourceMatchers0i| &2

2| AAZS EEHSHALE M2|3t2{™H E= 2 Exclude AFREIL|CEH CH2 resourceMatchers OH7H 4
F76tq ZEstALE MIQle 2| AAE Ho gL T},



* resourceFilter.resourceMatchers: resourceMatcher 7HA|2] HIZIL|C}. O] HHZE 0ol A {2
QAE Holot= AR Y R4 = OR HAMOZ AK|st 2t QA(OE, S7, HE) LS ZEE
AND ¢IAtO 2 AX|EtL|C},

* resourceMatchers[].group:(Optional) ZE{ g 2|A A9 OFQIL|CE
* * resourceMatchers [].kind *: (Optional) ZE{ZIE 2| A A Q| ZFQ
* resourceMatchers [ ].version: (Optional) ZE{Zlg

2
* resourceMatchers[].names:(Optional) ZE{& e 2|2~ A2| Kubernetes metadata.name
ZEof )= o| YL

* *resourceMatchers [|.namespaces *: (Optional) ZE{Z & 2|2 A 9| Kubernetes
metadata.name ZEO0]| U= U JAHO|AR]L|CH

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2|El CHE 2|2 A Q| Kubernetes

metadata.name HEO0|| U= 20| MET| EXIERLICE "Kubernetes ZA" O|E ™ Ct32
“"trident.netapp.io/os=linux" Z&L|C}.

g =9 L3 Z25LIL]

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource—-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
4 mUS SHIE ZIOE MR F trident-protect-backup-restore-cr.yaml CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIE AMEEL|Ct

T
1. i otol g2 ol HEZ thA|sto] WS CHE WA H0|AZ S/ATLICE O namespace-

mapping 2l¢+E S ECE FEE HYALO|AE AFESIH AA HYAHO|AS SHIE CHY
H AT O| AN HAl “sourcel:dest1,source2:dest2’ © 2 OHLIBIL|C, O|E M C20F Z45L|Ct


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

A0 A B2 U ATO[AZ SELICH

AREX| HHS el L AHo|A2 SRS = JUSLICE HAt2
o

vl ATt £+ UG 2218 £H3IH Trident Protect= 2= 23

X|™o| MME|l= S WX|shy| o E= L™ T Fol 2AS XSS = 22|gh|ct.

o Sl ZHA0| AR 7| Fof| O E2|AH|0|Mof| CHelf MRl R E ES AHO| HIZMSHEILICH O|FA| SHH
OHE2|H|0|M 2|AAT} SER/E|= SOF o 2HEl BHAO|Lt AHAFO| MAME[= WS WX|E £ JUSLICE

c 2@l X0 MZHMOZ AZE|H S Mo 2Mote|of QUE LH-T CHA| Z2MSHEIL|CE 00| H|ZMotel -2
A& H|2H M3l AEl 2 R X|EILICE

* SO| AIZE|7| Mo Tl FOl R E U] fE= AHAR XEIO| F|AEIL|CH 58 O|LHOf| ZH0| FAE|X| 4O ™
E22l0| Xz 1 2@l CR AEHo| A7t 7|2 ElL|C.

Alteto] Hof
AWS N EZ9| 2tz FA|IZH HHE[= S3
30| Afet 4 BLIC,

T Mg

Jr
rio
it}

2o

oft
Hr
rot
>

| ZholgtLict 27 &l S0l 20| BrRE|H

* ST MM EZ Ttz 2Holof| CHSE XEM|Tt LHE2 E "AWS AP EE A" ZESHMA L.
%

* AWS 2|AAQ| XA ZHO|| CHEH XpAM|TH LIE2 E "AWS IAM EE A" EESHIA|IL.

KopiaE Gi|O|E O|SAIZ ALE5I0] WS S#ok= B CRO|L} CLIOIM =4S X|H5H0 KopialilA

=
@ A8%tE Al MEAQ SEE Hoje = JAELICE E HZSIMRQ "FI[0F ZA" FEE £ A= SH0|

M- H
CHSE XEM[SH LHE 2 CHE S & ESHMR. AFESIC tridentctl-protect create --help

Trident Protect CLIZ M2 X|™5t= YHO| CHSE XtM|TH LHE2 HHES T XM Q.

oco=
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/

RE AEELICE

3. (M

TH=1 0| &2 trident-protect-backup-ipr-cr.yaml’ X| & &L Ct,

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
32| X{0] 0|22 MEHSIAIA|Q

° * spec.appArchivePath * : B1Q} ZAHI XTI} X EE| = AppVault LHE S| ZZILICEH CHS HHS AL

O| Z=ZE %= + AUsLIC

=2 X2 T M

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
jsonpath='{.status.appArchivePath}'

° * spec.appVaultRef *: (required) B LI E0| & E AppVaulte| O[S LILCE.

SH o3a 25U

of

i

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

AFe) Se 38 T2 £ 2|a AR MEHGOF 5H= H2 ET 20IE2 EAE 2[2AE

EH A
a
3.:.5”1 Lt ®lelst= 2E{-S =Tt

Trident Protect= AFEX7F &t 2|2 A00] 2A|Z Qls A
(D depich o8 S0, 97 28 32 2AAE Mejoln H13tE PogZt 2= F2 Trident
Protect= H2HE Pod S2IgfLICt

° resourceFiIter.resourceSeIectionCriteria'(n'E1%'Oil E ) Include resourceMatchersol| &2 &l
A=
=

2| AAZ ZEHSIALE M[Q|3t2{™H = 2 Exclude AFREIL|LCEH CH2 resourceMatchers OH7H B4~
F7t6td ZEtstALE Hloe 2|AAE HolgtL Tt

* resourceFilter.resourceMatchers: resourceMatcher 7HA|2] HIEIL|C}. O] HIZE 0l A 2]
QAE Holst= AR iy QA= OR HAMOZ Uk|Stn 2t QA(DE, 28, HA) Lo EE
AND ¢Ato 2 k|EhL|Ct,

* resourceMatchers[].group:(Optional) ZE{2IE 2|A A9 OFQIL|CH
* * resourceMatchers [].kind *: (Optional) ZE{ZIE 2| A A Q| ZFRQIL|CE,

* resourceMatchers [ ].version: (Optional) ZE{2 & 2| A A Q| HHHQIL|CE,
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* resourceMatchers[].names:(Optional) ZE{& e 2|2~ A2| Kubernetes metadata.name
HEo| JA= o] SYLC.

* *resourceMatchers [|.namespaces *: (Optional) ZE{& & 2|2 A | Kubernetes
metadata.name EE0| U= HAAHO|ALICE.

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2| &l L2 2| A A 9| Kubernetes

metadata.name ZE0| U= 2|0|= MET| EXSRJLICE "Kubernetes A" 6| & Ct3 1t
“"trident.netapp.io/os=linux" Z&L|C}.

o€ SH Ch3at 25U

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. I

o

ZHt

Tl

UOE M F trident-protect-backup-ipr-cr.yaml CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

CLIE ArEELIC
EHA|
1. 2tz oto] gte &tEo WHEZ thA|oto] MYS el HIYAHO|AZ SRABLICH backup 210
u]

HAAHO|A 5l A O|F0] HAOZ *<namespace>/<name> AF2EL|CE O|E EH CHSt
ZrAL|C}
Ed .

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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WA M CHE S 2H = SELICH

el SHAHO ZM7E A= F2 HYS U E SLHZE =7Y - ASLIC

l

* KopiaE Cl|O|E{ O|SXt= AIE3I0] WS S5H= F2 CRO|L CLIOIM F=ME X|H5HH

T s
KopiaOfl M AF83tE Al ME A9 SES MOE = JAFLICH & HZSIMR "Z 1[0 ZA" L 4E

o A SH0f| cHet XpMlTh LIE2 CHE S HZ6HHR. AF2SICt tridentctl-protect
@ create --help Trident Protect CLIZ & X|™5t= 20| CHSH XHM|SH LHE2 HES

— od oL ocoo=
EXSM|R.

* CRZ2 A8t M HYAHO|ARZ SIS HP, CRE ME3t7| Mo CHA HAATO|AS
£SO MMol{oF BLICt. Trident Protect= CLIE AFEE T2 HIJIAH|O|AE XAFEO 2
Mgt
AIZFSE2| Hof|

CHE 24 74 2471 EFE=X] 2elgLot.

r

CHAF 22{AE 0] Trident Protect?t AX|Z|0f Q&LICE.
=
=

* Oiat S{AEE WO MEEE 22 S2AEQ ST AppVaulte| HZ! Z 20 Cigh HAA AHo|
olAL|C}
AN - .

* AppVault CROIM Ho|El JHH| XM &A K20 2 2hFo] HEY & UEX| 2QISHAIL. tridentctl-
protect get appvaultcontent . UHEY3 HMotoZ QIsH HNAT} STttt B A S2HAE Q|
T LHOf| M Trident Protect CLIE A &lSHMIR.

© AWS MM £2 8r27t 27| MY F01 =7 Selo] S23K Holgiich 27 &Y B0 £20| SR F2o|
Mgt 2 QIBLIC

A2,

° Wl M EZ2 ttiz =hlol| it XEM|eH LHB2 & "AWS API 2E A" s
£ "AWS ZEAM" FESHAIL.

° AWS 2|2 A9 XtH SH| Chish XiM[et LHE2

A
1. Trident Protect CLI 22{0212 AF2510{ CHA 22{AE0|A AppVault CR2| 71242 QIS Q.
tridentctl-protect get appvault --context <destination cluster name>

0l

®

2. THa SAEOIM AL 7HS S AppVaulte] B HHIXE FL|CH

— =

8 D20 2R UYAHO|AT} THY Z2AEO UK SHQIBHLICY,

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \
--show-paths \

-—context <destination cluster name>

O] S HdiotH 22l S2{AH, oid 88 T2 0|F, EIYARI 8l 0t710| 2 2 E H|XSH0| AppVaultol|
SoF o] EAIELICY.
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fomm - +
o
| CLUSTER |
| PATH |
o +
o
| productionl |

08:37:40 (UTC) |
| productionl |
08:37:40 (UTC) |
e ——— +
e

APP | TYPE | NAME TIMESTAMP

wordpress | backup | wordpress-bkup-1| 2024-10-30
backuppathl |
wordpress | backup | wordpress-bkup-2| 2024-10-30
backuppath2 |



CRE AtELICt
1. CR(AF2XL HO| 2|AA) Oj S THE T 0|52 “trident-protect-backup-restore-cr.yaml’ X[ A gL CL,
2. Mot oo M CHS 8 E A ELICH

° metadata.name: (required) O| AtEX} HO| 2[AAL| O|FSRILICH AFEX}; &HF0f| BH= TR
sta| ™ol 0|22 MEHSIAIA|Q.

o

* spec.appVaultRef *: (required) B Li 0| X & El AppVaulte| O|SRL|Ct.

* spec.appArchivePath * : B) HHIX 7} XA E| = AppVault LHE 2| ZZJLICE CHS HHES ALK
O| ZRE &E £ o|A|_||:|.

=2 X=2 T M-d

o

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

A
=

1=

@ BackupRestore CRE AtEY = gl= 2 2EHA[0| M Sigtt BE S ALESHO

HES = =+ ASLIC

° spec.destinationApplicationName: (M&f Atgh) S El O Z2|7|0[ M| O|EULICH HSE B2
SRE ofE2|AI0|M2 0] O|E2 ARELICE MSEX %2 B2 SE o EZ|AH0|M2 |

_ll_ _|I_

OZ2|#|0|d O|ES AEFILICE.

° spec.namespaceMapping: 57 &2 AA HAAMLO|AE T H|YAH[O| A0 OESH=
"8 E ‘my-destination-namespace AtEX} 2tF9|

A/ULICH my-source-namespace %
HE = HREL|CE,

of

i

=3 L3 25U

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my—-cr—name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name

namespaceMapping: [{"source": "my-source-namespace",

destination": "my-destination-namespace"}]

3. m

fjo

=HIE 'O 2 M2 = trident-protect-backup-restore-cr.yaml CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

CLIE AFERfLIC
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1. Ch2 B8 2 A8t 8 S SEotL tE2 29| S AEAL 2tdol Y22 HhELCt
HYATO|A DfE Q= 2EEQZ FEE HIYADO[AE AHESHO]
o

A
source2:dest2 PAIOZ ZHIE CHAf L[ AH 0| A0 OHEIBFL|CE, =H Ct32f Z&LCt.

tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

ARHAFOIM CHE W ATO[ A2 SHRILICH

A8 FOl 2|2 A(CR) IHY S AESHH A A M H|O|H & THE W AHO|ALL Rlef A4 HYAHO|AZ =

& UAELICE SnapshotRestore CRE AHE5I0 CHE WY AM|O|AZ AMAZ HISHH Trident Protect= A
HIJ AT 0| A0 A OHZE[AH|0]HE F)5t 2 Z2IE ofZ2[A|0] Mo CHet o Z2(AH|0|M CRE EHELICt ST &
OHEZIAOIME B8t H T2 MAO|L} AHAS HSIL Ho UFYS HHSHM K.

HA=Z =2 =2o=2

* SnapshotRestore= CHS 2 X|¥2LICH. spec.storageClassMapping &40|X|TH AA 5l
CHat M& A SeATF St K& HAIEE ALZSH= BT S ELICE S/S A Est=
@ 4% storageClass CIE AEZ|X| HAEE ALE5H= 22 S 20| AufgfL|ct.

* CRE2 M85t M H[LAL0|AZ SIS A2, CRE ME57| Mo CHA HJAHO|AS
£50Z MM{of StL|Ct. Trident Protect= CLIE A2 W2 HIJAHO|AE X502

ddgct.
AlZFsE7| Hof|

AWS MM EZ9| Zt2 7} FAIZH Hlk|= S3 S 2o SESHA|
ol AmE &~ ASLICEH

Jhot

[y = |

FolstL|C}.

i

T &Y B0l E20| PrEEH

=]

* ST MM EZ Ttz 2Holof| CHSE XEM|Tt LHE2 2 "AWS AP EE A" ZERSHMA L.
g

"AWS IAM HEHAM" HESIMAIL.

=]
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CRZ AtEgtLCt
CHA|

1. CR(AF2XL HO| 2|AA) Ii S OHE T 0|52 “trident-protect-snapshot-restore-cr.yaml’ X| & &L CL.
2. MM IIUNA CHS $M S FTAEHL|CE

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|2QILICE AFEXt A0 St= 1]t
AME

g2[xQl 0|ES MESHA2.
° * spec.appVaultRef *: (required) 2 AF LIE0| {EEl AppVaulte| 0| Sl L|C.

° * spec.appArchivePath *: AH4F LHE0| XMZ | = AppVault LHE ZERILICH CHS HHS AFHESI0] 0]
dEE ¥2 £ ASLCH

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace =0
jsonpath="'{.status.appArchivePath}'

° spec destinationAppIicationName: (MEd AL SRIE HE E|9L||0|“4°| O|EQLICE M3 E 82
SRE fZ2|A|I0|M2 0| O|FS ABLLICE MSEX %42 22 SE ofZZ|AH 0|2 |2

OiE2[AH[0]d 0| B2 f%%“—llif.
° spec.namespaceMapping: S 22| AA HUALO|AS CHA W[ AD| 0| A0 DHESH=
gl =
=

AYULICE my-source-namespace ‘my-destination-namespace AMEX} 2E 9|

HEZ HREL(CH

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

ok

m

=
(]
==
2
ok
rr
oX

3. (M ALSh) 2ois 28 T2 Mol EX 2|AAD 2 EX 20|22 BAE 2|42

Eﬁfﬂ Lt ®elsts EEE S =7t

Trident Protect= A2 X}7} MEHSE 2| AAQLO| THA|Z Ol U=
()  M=gct o2 Sof, 97 28 22 2|4AS Meistn SiEE Pod7t 2
Protect= H&El PodE 23|},

AL Trident

° resourceFilter.resourceSelectionCriteria:(2E 20| 22) Include resourceMatchers0| &2l =l
2| AAE HBSH7ALE HIQISHH = 2 Exclude AFEELICE CHS resourceMatchers {7 Ha-E
FIt6to] ZESHALE MI2lE 2[AAS HolgfL|Ct



O

| EHE O A O

HyLiel HEE=

* resourceFilter.resourceMatchers: resourceMatcher 7HA|2| HIE QIL|C}.
QAE Holot= AR Y QA= ORHAMOZ UX|stn 2t RA(OF, 57,
AND ¢IAtO 2 AX|EtL|C},

E

* resourceMatchers[].group:(Optional) ZE{ 21 2| A A9 TFQILICE,
* * resourceMatchers [].kind *: (Optional) ZE{ZIE 2| A A Q| ZFQIL|CE,
* resourceMatchers [ ].version: (Optional) ZE{Zlg

2
* resourceMatchers[].names:(Optional) ZE{& e 2|2~ A2| Kubernetes metadata.name
ZEof )= o| YL

* *resourceMatchers [|.namespaces *: (Optional) ZE{Z & 2|2 A 9| Kubernetes
metadata.name ZEO0]| U= U JAHO|AR]L|CH

. resourceMatchers [ 1.labelSelectors: (Optional) 0l 2| El CHE 2|2 AL| Kubernetes

metadata.name ZE0| U= 2l[0|E ME{7| EXISQ)ULICE "Kubernetes =A1" Of|E &H Ct3

“"trident.netapp.io/os= I|nux" Z&LCt,

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. Iy

mio

=HIE ZIO2 M2 £ trident-protect-snapshot-restore-cr.yaml CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

CHA|
1. CHES oto| Zh2 ARt 2t o HE 2 CHN|st] AMAFS CHE WU ANO|A R STLICE
° snapshot  QI£0f| HAAHO|A 3 AL O|20] HAIOZ “<namespace>/<name>

A ELICE
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° 0| namespace-mapping ¢lrE S ECE FEE HIYANO[AE ALY AA HAALO|AE
SHIE 4 LY ATHO| A0 HAl “source1:dest1,source2:dest2’ =2 O & BFL|C},

o€ =9 L3t Z25LIL)

tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

rQ
=
rin
Pal
[>
=
o
\ ijo
o
o)

XHo| YHEl= AS LRIGH| I8l B2 LFut TH S ZUS AS22 2A2|ehL|C,

+ =21 X910| AJZHE|7| Foj| o Z2IA|0| Mol Cifo} T3} BE WS Aol HIZHASHEILICE 0| o
OfZ 21014 2|AAT} SRS Sot ofobEl #O|LF AdAto] AE|S 28 WXIY 4+ AULLICH
+ 22 XPJ0| 4THOR ABE|H S8l Hofl TAHE/0f UH YHEF LA TABEILICE 0|0| HIZASHE AT
A% HlZHtEl MEf2 QI
+ =210] AJZHE|7| FO| ZI% 0| DE WYY L AthAt 520 HAFLICE 55 0|LHof SHI0| FAEIX| 2O
Sglo| ziss| 1 =2l CR Alefo] 217t | ELIC
Al&sE7| Foi
AWS HIM ES0| BER 7L FAIZH ARE|S S3 28 S0l SEEX| SIBLICE 27 HY F0| E20| BREH
AHI0] AT 4 UBLICH
* T MM E2 B2 2olof it XEMIBE LIBS B "AWS API A" HESHIAIR
* AWS 2|AA0] X4 S| Ch2t KPS LIS S S "AWS IAM S A" HTSHIAIR

HAJAHO|AZ ST = QEL|CE X2 SIS +&5IH Trident Protecte 22 & 27
kg
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RE AEELICE
£

1. CR(AF2AL Mol 2|aA) ot S otET 0|2
2. WMst IO CHE S48 S FARLICH

£ “trident-protect-snapshot-ipr-cr.yaml  X| & gtL|C}.

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t

St
=1

2|X0l 0|22 MEHSIAIAIQ.

° * spec.appVaultRef *: (required) 2 AF LIE0| {EEl AppVaulte| O[Sl L|C.

° * spec.appArchivePath *: A 4F LHE0| XMZ == AppVault LHE ZERILICH CHS HHS AFH2SI0] 0]
HA2E He 4+ YLk
kubectl get snapshots <SNAPSHOT NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}'
apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-nhamespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
3. (MEf AMEh) ST S8 T2 MO EX 2|AADH MESOf 5t= 22 EX 2l|0|EE EAIE 2|AAE
EoISHALE M elst= HEE S FIHL Tt
Trident Protect= AMX}7t MEHSH 2| A A QLS| 2HA|Z QIS YR B[AAE XIS 2
()  M=gUct o2 S0f, 37 25 22 2|4AS Meistn SiEE Pod7t 2 FS Trident
Protect= HEl Pod S EL|CH

° resourceFilter.resourceSelectionCriteria:(2E{2l0|l 22) Include resourceMatchersti| &2
Exclude AFERLICE CHS

[CL &

2|AAS ZolSHALL M|Qote{H = S
FIroto] ZetotA Lt MelE 2| A A FolRfLITt.

=
=

resourceMatchers OH7H g4

* resourceFilter.resourceMatchers: resourceMatcher 7HA|2| HHE IL|C}. O] HHE Ol A 02
RAE HOdt= 2R oY 4= OR HMOR XS 24 @A(OE, BF, HH) LHe HEE=
AND HAtO 2 AX|BHL|CE,

* resourceMatchers[].group:(Optional) ZE{2gt 2| A A9 DFQILICE
* * resourceMatchers [].kind *: (Optional) ZLE{2 g 2|2 A9 ZFQIL|CH
* resourceMatchers [ ].version: (Optional) ZE{ZI& 2| A A O] HFQIL|LCE,

* resourceMatchers[].names:(Optional) BE{AE 2|2~ A2 Kubernetes metadata.name

2o A= OIF LI
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* *resourceMatchers [].namespaces *: (Optional) ZE{2IE 2|42 A 9| Kubernetes
metadata.name EE0| U= HAAH[O|ALICE.

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2|El CHE 2|AA 2| Kubernetes

metadata.name ZE0| A= 0|5 MEHT| FXSJLICE "Kubernetes =A1" 0| & Ct3 2t
“"trident.netapp.io/os=linux" Z &L|C}.

oE =4 L3t Z5LIL

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

ZFO

4. o UOZ M 2 trident-protect-snapshot-ipr-cr.yaml CR:

o

=Ht

Tl

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

CLIE AtEEL|Ct

THA|
1. 2= oto| Zhe ALEX} 2t o HEZ CHAISH AL e HlAmo|AZ SBL|CL o€ EH
Ctgat Z25LICt

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <namespace/snapshot_to_restore> \
-n <application namespace>

T xe| AENS SrelgiL|ct

HES AME5I0] T FO|7Lt, 2tz E[UA L, Hulist 27 ZH Q| HEfE 2fle 4= JASLICE
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1. CH2 EE 2 AL8sto] S 2ol HElS HAsto 2= ol 22 AF8X 29| HEZ HiEL|Ct

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

13 Trident Protect 2 AX Al

FM HAAHO|A 4™, AEE|X| M

k== =
H1L- o
Hololo 5% Q7 RS 5T 4 &

Jr
[0
i)
=
e
to
£

Y E UlYAmolA =M 5l 2jo|S

HYH Y Sof| et HIJAH0] 29| 20| S 1t FA0] 24 HYAT|0[A9] 2|0 8l =M1} LX|SIE==
LICE CHa W AHO| A Sl= &4 HIRIAHO|AQ] 202 E= 40| =71 0|0 ZXSt= 2= 302
FH0[ &4 HYAHO|AS] gLt LRSS FO{MOZLIC CHe HIRIAHO]| A2 Q= 20| Z0|Lt FA2
E|X| gfELICt.

s

rEHAre o
oM T|r mn o

s

of
mjo

Red Hat OpenShiftS AF25tH= AL OpenShift 220 A HAALO|A FMo| ZQTH

Lot A0| Z2ELICL HIYAHO|A FAM2 ZRIE X ET} OpenShift 2ot ZHEIAE

ole do|El MAet #otut Hot S E4ot Het X g0 280 AMAY = U
.I

=
BEELICE XtATt LI 2 T2 S HXSIMIR."OpensShift £0F ZAEIAE X|of =4 E A",

J—oﬂl

KSCC)Ol

©

=

|

Y EE IYH EAS 67| Mol Kubernetes &t HaE HASIO Bt HAAD0O|AL EF FME
O{MX| U2 & 4= UELICH RESTORE SKIP NAMESPACE ANNOTATIONS. Ol W CHS1t Z&LICt

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

=ol o

- 4

= Mo X[ P S s mf X|FE ZE HYADo|A =4 3 o[£

@ restoreSkipNamespaceAnnotations 12|12 restoreSkipNamespacelabels S E=
ZHoH X[ ZrHol| M HM[E/LICE ol2{st M2 HelmE K& MA[Y wf 1A =|0{of SLICE XtA|gt
e Ct22 H#XSHMR. "£7} Trident Protect & E XE AF 74",

Helm2 AF25H0 2 A OHE2|A[0|M S MBSt AR --create-namespace AH0= EES LRI FO{ELICH
name 2t 7| 27 EE= EHO{ =X| TZEM|A F0i| Trident Protect= 0| 2i|0| &2 CHAN W QAT 0| A0 EAFSHK| T
A9 ZHO| AA H|JAHO|AQ} UX|SH= B 442 CHA HIKLAHO|A ZfO = YHH|O|ERILICE Of 0| AA

L AHO|ALL UX|SHK| Qo™ HA ALt §10| CHAN YA HO| A SAHEIL|CE

LS—L- L-O

of

Lt OiFI M= 22t T E M1 20| 20| A= 22 8l e HJAHO|AS 20 FLCH &Y H=0f thet
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HIIAHO]| A9 e et HIYAHO|A0M FAIaL 20| 20| ZRE[ALE HOMX| = YHS 2fold = U
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H YA 0] A

HQAHO|A ns-
1(ad)

HIYAHO|A ns-
2(che)

STHE R

A

{2 = OOl of&| &4 Sty LIYAT0o]A9 HEHE EOf FLICH.

x4 2ty

annotation.one/key:"updatedvalue"(F
M 174/7])

* Annotation.two/key(ZA.two/7|):

* Annotation.one/key(FA. StLI/ .
71):"true"

* Annotation.Three/key:"false"

otE =24
8™ &4 = HIPAA
0|2 = ns-1
gt = 0| 0| E{H| 0| A

CHE EOME 57 = HY2H A 29| o thy HYAHo|Ao HEHE 20| FLICE 28 7|17t =1, 27
717t BHLF M, name L& HIQAH 0| AL LX|SHEE 20| 50| YH|O|EEASLICE

H Y Am0] A

HQAHO|A ns-
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XeE= 2E

Xt
A

Of MMM = =

o

AE2|X] SaA o

0= spec.storageClassMapping $82 AA OZ2[AH|0|MY| Rl= A
AEE(X| SHARO| IfEE "o SLICE MZE CHE AEE|X| EHAE AFESH= S2{AH 7H0]| o Z2|A|0|MSE
Oto| 22{|0| M8t 7Lt BackupRestore 20| CHS AE2|X| HHAIEE HAT

° 01|:*

ol ArEe 4= U= 7 HEOf| CH3f

4 2t
* * 0|8 =ns-2
annotation.one/key:"updatedvalue"(F N
A 170171 * 8™ E4 = HIPAA
* Annotation.two/key(F4.two/7|): " E8E ==
« Annotation.Three/key:"false" * g = O|O|E{H|o] A

>
08

Lt

n

o o] 7|52 A EE =

E2|X| SeHA0| M CHeh SHAE Q| A
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storageClassMapping:
- destination: "destinationStorageClassl"

source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
LRSS

Of MMl M= AABRS| CHefet S2E Fddte Ol X[ &= OH=H0| 42 LIZRLICE AFEXIL OB 8 S
YAHC = HFSIX| poH AAR2 J7|22S ASYLICH

=N 9 Ml 7|22k
23 EZlO|HE., EXtE Clo|E o] s & 0| Bthel= o 318&= £ AlZh(x  "300"
LM io/H| O] E- )2 LICH,

FH-EtotR-E

23 EZlO|HE., EXtE Kopia 2% FHA|2| £|C 37| M|$h(D|7tHIO| E)IL|CE.  "1000"
LIH jo/2 I Of-

ZEIXIHA-27]-

X|gt-mb

protect.trident.ne EXtE MZ MMEl PersistentVolumeClaims(PVC)7t =&f8t  "1200"(202)
tapp.io/pvc-bind- mi7tx| 7|Ct2l = £|of AlZHE) Bound 20| Mo{sts| H
timeout-sec CHAQILICEH 2 & 22l CR 3 (BackupRestore,

BackuplnplaceRestore, SnapshotRestore,
SnapshotinplaceRestore)0l| HEElL|Ct. AEZ|X]|
HAlELE SHAEO| O B2 AZH0] 2R% 3R 0 =2
US AH2oHM( K.

NetApp SnapMirror 2! Trident ProtectS AIE35t0] OfZE|AH|0|M 2 X

=
Ot
2
ol
ne
rot

Trident ProtectS AF23IH NetApp SnapMirror 7|&2| H|S7| X 7|sS A
S AH E= MEZ CHE 22 AF 7to] O|o|E| 5! ofZ2|AH|0| M HE A S o AEE
HHAIZ 0| M CHE AEZ|X| HAIEZ EX 4 JASLILCE.

]

T
rio
N}

HUH X & HJAHO|A =4 Sl 20|

U HERH =Y Sof ek HAHO0| A9 20|S 1t FM0] 22 HIYJAH0|A9] 20| = 8l FMnt LKSHES
LICE CHa W AT O] A Sl= &4 HIRIAHO|A9] 302 E= 40| =71 0|0 ZXSt= 2= 302
FH0[ &4 HYAHO|AS[ 2Lt LRISHE=E FO{MOTLICE L HIRIAHO| A2 Rl= 20| Z0|Lt FA2
E|X| gfELICt.

==l
oM T|r mn o

o

Red Hat OpenShiftE A26H= 22 OpenShift 20 M HQAAH|O]A FMo| ZQot At

() Lo 2ol sREc HalLHol: $42 ssd £S5} openshif ot sl Hof(sCC)
ofefl Fo|El MTet st wiot PHS F4stm Het 27 210| RO ANAT 4 =S

A
=2 T M
HESLICE XtA[Tt LHE2 TS S HXSIMIR."OpensShift £0F ZAEIAE H|of =4 E A",

2 Ee T HAS WSt Hol| Kubernetes 22 H-E HHSH0] EF2 HJAH0|AS EX FA S
HOMX| RFEE o £ QUELICH RESTORE _SKIP NAMESPACE ANNOTATIONS. Ol S¢ CHSt Z&LCH
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies
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https://docs.redhat.com/en/documentation/openshift_container_platform/4.20/html/authentication_and_authorization/managing-pod-security-policies

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

A i

2 e Fof FA| S AW 0 NYE BE HYAHO|A N 8 2o
&0 Ofl A HQIEILICE, Ol2{3t MHE Helm XS MX|2 uff A=/0{oF BhLiTh Ktalst

@ restoreSkipNamespaceAnnotations 2|1 restoreSkipNamespaceLabels S E&
A xel
&2 LSS XM, "F7} Trident Protect & & XE A% 4"

Helm2 A2510] A A OHE2[AH|0|ME MX|ot AR —--create-namespace A'Y0j= EEHTE LRIt FH{EILICE
name il 7|. 23 E= EOf ZX| ZZM|A 0| Trident Protect= 0| 2{|0| S8 CHAN QA MO| A0 2ASHX| Tt
AAO| ZH0| AA HJYAHO|AR} UK[SH= HR 22 CHA Y AT|O|A 2O 2 AH|O|ERILICE O] 20| &A

HIRIAHO| AL LX|SHK] QA H A At @1O| TH& U AH| O] A0 SAFELICE.

LS — L—

of
CHS GIA0IM = 282} CHE =M1} 2|0 20] A= £ Sl oy WA 0| A Ho| FL|CH 2
YA HO| A dEHQ} CHel IR AHO|A0M A0t 20| Z0] Zete|HLE HOMX|= WS =elgt = ASLIC

E__I.I. = ]1.||0|2

2l

H
CHE HOM= 57 = Y e 0|H Q| ofjF| A4 Sl Chah HJAmo|Ao| HEfE Ho| FLCt.

LA O] A Y He
L YA O[A ns- . . 314 = 29
1UAA annotation.one/key:"updatedvalue"(F
( ) A 174/71) * #H &4 = HIPAA
* Annotation.two/key(F 4 .two/7|): * 0lF = ns-1
HJAHO[A ns- * Annotation.one/key(FA. StLE/ « A%t = O|0|E{H|o| A
2(cHe) 7|):"true"
* Annotation.Three/key:"false"
ST =
e BoME =+ = HYH 2 29| o cHef HIJYAHO|AS] HEHE HO| FL|CH L2 7|7t =ItE|1, P2

717t FHLH M, name L& I-| AT 0| A9 LX|[SHEF 2(|0[S0] HH|0|EE[U}SLICE.
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4| AmOo|A =M 2

LY AHO|A ns- . * 0| =ns-2
2(CHAL annotation.one/key:"updatedvalue"(F
(ch) ey y N T SGHTTV
M 17H/71)
- 3 = 29

* Annotation.two/key(FA .two/7|):

» Annotation.Three/key:"false" * Ag = O|o|E{H[o] A

%’E" 5! SZ s{H|St=2 Trident ProtectS TAE 4= USLICE
1I

@ IOl E3 XY S0f| I A|AH
"Trident ProtectS AF23dt0] mHe!

z rulo

mt

.
a3

ot

=
S
AppMirror 2t7| S AtE3t0] OHE2[AH|0|HE E25h= Z2 ZoH =X 3 Fe Zg) S0f| 21 A0{0F 3¢t

* HOl ZX|(failover) S0l & 3= A SHAEU|M iy SHAHZ XSO 2 SAELICE M2t +52=2
ChAl 2tS 2RIt ASLICH ZoH ZX|(failover) £0il= & =37t O Z 2[00 ZRHsHH 2t Y S0
AHELICE

* U £ QLY xSV |et o= oHEE|AH[0| M| /= J|E A =37F ZFE HAELICE 24 0fEE(FAH|0[H0]
CHe OHEEAI0| M2 HAFE|H of={et M 3= FROHK %l'—— AR E[0f HAE[X] gFSLICt

A =30 CHol XtM[S| YOotEZ{H CHS S HZSHMIR."Trident Protect &3 =3 2#2|"

=X 2AE 2Lt

=X A E 2T5HE L=

o
4>
o
°
ot
-
il

* Trident Protect7t & AMHAFS HOILt X KIS K| MEHSIL|CHO| 7|0l = 2| Kubernetes 2|2 AL ZH o 20|
CHSt =& AHARO| ZLBtHE)
* 23 YH MEH(Kubernetes 2|AA 3 A7 22 H|0|E] Zg)

. ﬁLuH)}f% Al -|§=.+ A|7|'° JHI-IoI‘L_l[_'_l-

|
1. AA Z2AHOM AA S8 T2 0| Lot AppVaults HASLICEH AER|X| SSXtol| w2t of ol "AppVault

AMEXL R 2|2 et ol SEA| = etLC)
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../trident-protect/trident-protect-use-execution-hooks.html
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../trident-protect/trident-protect-use-execution-hooks.html
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../trident-protect/trident-protect-use-execution-hooks.html

2 AI23t0] AppVaultS 2 stL|Ct

a. A}%Xl- Ho| 2|AA(CR) IIY S BHE1 0|58 X|HELICHO: trident-protect-appvault-
primary-source.yaml).

b. Ctg S FIELICH

* metadata.name: (required) AppVault AFE Xt Ho| 2|AAS| O|SALICEH SH| Ao ERetCHE
CRIIYZ 0| 22 HXSIEE MEHTt 0| E2 7|F8l SLICL.

* spec.providerConfig: (required) X| Ml 3 ZXIE AR50 AppVauItoil M| ASH= O st
THE NMEBLICE bucketNamel} S Xt0H|[A| 2Lt 7|EF M2 HEE MEighL|Ct SH| 2HA of
Lt CHE CR IS 0|2{3t 2t &XstD 2 MEitt 2t2 7| SLICH CHE SaXt2| AppVault
CRSO|| Cist 0l = 2 "AppVault AFE X} X[ H 2[AAEESHAIL.

* spec.providerCredentials: (required) X|&El S5 XIE AFE50] AppVaultol| HM|ASH=
oot XA ZHoj| chet #XE &gt c,
* spec.providerCredentials.valueFromSecret: (required) A2 & 20| H|Z0j|A| eto} &2
LIEFHLICE
* * key *: (required) ME4E H|2 Q|

fa% 7|
=
=

EHSH
1=
* *name *: (required) O| E2| Z{S X etdh= H|2LQ| O|F LI 22 HIYAH 020

Q101oF BHLIC},

* spec.providerCredentials.secretAccessKey: (required) M3 Xt0f| N ASH= Of| AFRE|=
HAM|A F|RILICt name * 2 * spec.providerCredentials.valueFromSecret.name* 1} & X|sH{O}
stL|Ct
= .

* spec.providerType: (required) S HS5t= 252 AT LLICHO: NetApp ONTAP S3, 2t

o —
S3, Google Cloud = Microsoft Azure). 7ts$t 2t

= MX|stn

* AzureE X[ gLICE
= GCP

- it s3

= ONTAP-S3

= StorageGRID-S3

C. MUS SHIE UOE M2 = trident-protect-appvault-primary-source.yaml CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

CLIE AtE3510] AppVaultS ZHAEtL|Ct
a. = ool 242 A8t 2tZ 2| HE 2 CHH[5IK AppVaultE ZHeL(Ct.

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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AA SHAEOM AA OfF2(Z[0|M CR:

CRE Ar8%I] 24 S8 Tz ls BhEL|Ct
a. AF2XAF e 2|4A(CR) Y S
source.yaml).

AtE1 0|E2 X[HELICHO: trident-protect-app-
b. LIS EME A HELICE

* metadata.name: (required) 88 TEI M ALEX} M| 2|AAL] O|SQILICE =A| 2HA|of| Rt
CHE CR OIY2 0| 22 &H=EstOZ MEist 0|22 7| =8l SLICH.

* spec.includedNamespaces: (required) U AT 0| A 3! 2 2|0 22| HHE LT}
HYADO|A O|EE AL MEN O = 20|22 AHESH0] WA AHO|A HRIE F3 07]0
LI E HJAmo|AN Az 2|AAE X[HELICH S8 T3 LH|QJAHO|AE= Of BIES
UL 0{oF gfL|Ct,

* YAML Off *:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

ZFO

c. o UOE M 2 trident-protect-app-source.yaml CR:

fjo

=Ht

Tl

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace
CLIE AHE3I0 &4 OfiE2|AH[0|H S WdRLIt
a A 38 IZ2IYS HELIL o E SH LSt Z5 L0

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

MEHOR AN Z2{AE{O) A AA O4Z2|H|0|410] ALIAFS BHELICE O] ALAFS Chat S22 AEO)
OfZ2|7H|0]449| 7[8rO 2 AFBEILICE O] EAE ZALIS|H CkS O2HEl AthAbo] AT kx| 7|Ct2{of 24l
AUAS U2 4 ABLICH F2Y AAS YAMOIRE (1SS ATSINR. "HR Al ALAS WA B,

a2 SEAEM SH €F CRS 2ELICH


https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-protect-apps.html#create-an-on-demand-snapshot
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HE T2 st= B U AR LF S WYSt= A0| ZELICL O|E Soff A4S 2|0 7€
SO ALEE & AX[T, BE J|Z2H2 ALEX @7 At w2t St dFE = ASLIC.

ZHOH Z=X|(failover)7t LAMSHH A|ARIS X|Cf 7 SO
AUELICE o] hAle Ofx|at ALHAF O] HAE L0t
s

A [= 2 == N o
[ez]=13
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CRE A83t0] X &F S HELICH
a. 2 o270 0] it =X AHES MG

i AFEX}HO| 2|AA(CR) IMY S OHS11 0|2 KIHELICKHO: trident-protect-

schedule.yaml).
i. Ot EME LI

* metadata.name: (required) ¥ ALEXt HO| 2|AAQ| O|FLILCE,

2 X|3H{OF gfLICt.

spec.appVaultRef: (2=) O] 22 A A OfF2|3|0[ M2 AppVaulte| metadata.name EE2f

* spec.applicationRef: (Z <) 0| Zf2 A4 OHEE|H|0|M CRE| metadata.name EES2}

2 X|3H{OF fLICt.

* spec.backupRetention: (required) 0| ZE= E4 LEO|H 2 02E M

* * spec. enabled *: BtEA| true2 A sH{of BfL|Ct.
* spec.granularity: 22 MHl|0F custom &L|C}.
* spec.recurrenceRule: UTC A|Zt1} HHE ZHAO 2 A& HWE Ho|BfL|C.

* spec.snapshotRetention: 22 A& s}{0} &tL|C}.

YAML Of:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i mpe

fjo

SHIE 2422 M2 2 trident-protect-schedule.yaml CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace
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CLIE AHE3t0] =X ¢S 2HsLTh.

=
a. 23 oto| IS ALEXL &l HE = HHYY =X YFS HELICE

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

=0 *

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200%Z

\NRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

S. CHA 22 AHUM AA 22HAEO| HE3H AppVault CRIF SYUsH AA 282 TZ 7 AppVault CRS MAstD
|2 KIEELICHO: trident-protect-appvault-primary-destination.yaml).

6. CRXE:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. N 22{AEHOA CHY S8 T2 0| CHEE CHA AppVault CRS MM BtL|CH AEE|X| SZXt0] w2t 2| of|E
"AppVault AFEX K| 2| AA SHEO| S
a. AF8Xt ™ol 2[AA(CR) IHYE THED O]
secondary-destination.yaml).
b. C+Z §E42 AMBLICEL
* metadata.name: (required) AppVault AFEX}F M| 2[AA0| O|FRIL|CH SH| 2Aof B9 CHE CR
OrU 2 o] S HXSIEE MEdSE 0| E2 7IF6 SLICL

* spec.providerConfig: (required) X| ¥ E SZXHE AFHE5I0{ AppVaultol] HMASH= O] B2t 2HE
XEELICE "bucketName 2t SSXI0IAH| 2R3t 7|EF M E HEE ME{SILICE SH| 2tA0| 2Pt CHE
CR IIU2 0O|2{%t g2 H=XStEE MENSt g2 7|Fslf SLIC CHE 35Xt2| AppVault CRSO| CHet 0=
2 "AppVault AFEXF X|H 2| AABZSHMA L.

* spec.providerCredentials: (required) X|’8 &l 35XtE AHE35H0] AppVaultdl] HM[ASH= o] ERot
XA ZHo|| gt =& MEELICH

* spec.providerCredentials.valueFromSecret: (required) XtA S 70| H|Z 0| 2tof &2
LIEHRHL|C
* *key *: (required) ME{e H|YS| =5t 7|LICE
* *name *: (required) O] HES| S Zeldt= H|Z Q| O|SLICE &2 WU AD|0| A0 U0{OF
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gLt

* spec.providerCredentials.secretAccessKey: (required) MSXI0f| M| ASH= Of| AR E|=
MM A F|RILICEH name * 2 * spec.providerCredentials.valueFromSecret.name* 1 & X|5HOF
sHL|Ct
= .

* spec.providerType: (required) S X &2s
Google Cloud 5= Microsoft Azure). 7+s%t 2t

* dX[stn

te g=2 2 YLICHO: NetApp ONTAP S3, &t S3,
I.

* AzureE X|HgfL|CH
= GCP

* k- 83

= ONTAP-S3

= StorageGRID-S3

C. MAUS SHIE ZIOE M2 2 trident-protect-appvault-secondary-destination.yaml CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. CHAF 22{AEO0| A AppMirrorRelationship CR IS MMt T},

[[ol-

@ CRE M8 W= CRS ME3t7| Mof| thd HUYAHO|AS =52 = Mdsl{of BIL|C}. Trident
|C

Protect= CLIZ AF8E Mot Y AHO|AE XS = Mot
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CRS AH2%}0] AppMirrorRelationshipS A8t

f

C
a. A8 Ee B[AA(CR) MY E TS 0|EE2 X|™ELICHO: trident-protect-
relationship.yaml).

b. Ctg E4& UL

metadata.name: (Z5) AppMirrorRelationship AF2Xt Ho| 2|AA9| 0| S QIL|C},

spec.destinationAppVaultRef: (required) 0| Zf2 CHAM 22{AE{Q| Y S8 T2 0| CHEt
AppVault O| S+ LX|3{OF BHL|Ct,

spec.namespaceMapping: (required) CHAH 3 AA HJAAHO|A = ST S8 T2 % CRO||
HolEl 28 207 | A AH|0| AL LX|SHOF BrL|Ct.

* spec.sourceAppVaultRef *: (required) O| Zt2 AA S8 T2 M| AppVault 0| S L X[sl{of
2=
* spec.sourceApplicationName *: (required) 0| 2t2 AA S& TEIH CROA HoPt AA S8

D230l 0| St YX|sHof BfL|CE.
spec.sourceApplicationUID: (2 <) 0| Zf2 AA OiZE|H|0|M CROIA oot AA
OHZ2|AH|0| M2 UID2t L X|SHOF BrL|C}.

spec.storageClassName: (MEH AtSh) S AHOM RESH AEE[X| Z2HAC| 0|2
MEHSHL|CH AER[X| 2A = AA A0 T|0{~2E ONTAP AE2|X| VMO HZE[0{0F gFL|Ct.
AEE|X| SeHATL HBEX]| AoH 7| BHMOE SHAES| J|& AEE|X| F2{AT AR EL|CE.

LS — L—

e
spec.recurrenceRule: UTC A|Zt1} B ZHHOZ A|ZF YU E A O|BhL|CL.

YAML 0f|:
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apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1l-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourcelAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourcelApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

c. o

fjo

=HIE 2O 2 X2 = trident-protect-relationship.yaml CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

CLIE AM235t0{ AppMirrorRelationship= A StC}

=
a. AppMirrorRelationship Z4#|S 2tE 10 M E35H, 23 OtO| ZHS AI2X} &A9| MEZ HiEL|Ct.

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

=0 *



tridentctl-protect create appmirrorrelationship my-amr
--destination-app-vault appvault?2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
—--source-app my-app --namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373£f24c1-5769-
404c-93c3-5538af6ccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (MEf Areh) Tt 2 AEOM SH| 2HA|Q MEf X HEfS ZHelgfLCt,

=

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath

='{.status}' | Jjg

thet 2HAEZ HYLLH BT

Trident ProtectE At25tH S|l OfS2|H|0|MS CHA S2{AHZE Zo =X &~ Q&LICE O] HEXt= EX HAE
X5t Al 2B AE UM HE 2210102 MBtstL|CE Trident Protecte AA 22| AE{M|M 40| 2t S0|H WS
SX|SHX| t&LICt

CHA|

1. CHA 22| AE 0| A AppMirrorRelationship CR IFY(0f] trident-protect-relationship.yaml:)2
MZESt * spec.desiredState* 22 £ HATLICL Promoted

2. CR I} S XMFeiLct.

3. CRHE:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (B4 AFSH HYQH E OfZ2|A|0| Mo 2Rt B AHES HJELIC
O. (MEH ALY SH| 2tA2| e X HEHS 2HQISL|CE

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath

='{.status}' | Jjg

HYHE SH| A S CHAl S7[=tgfLCt

MS7|st A2 =6 2A S ChA| EFLCE HS7(st ZHHS =3EHH 2 22 0iS2[H[0] 80| & S

- o —
OHZ2[AI0]40] &1 e SAAE0| M Ml Sl ofZ2|AH 0| Mol THet HE LHE2 25 AR ELICH

H

O ZZM|AE ZRIE ChAl 2F5H7| Hofl iy S2{2EHM 4S SXIELL.

—_L—
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() wes o tiy of=2|Ao| Mol 7|28 DE HolEf7 AMELIC

i
1. M ASE AX SRIAEOA AA OFZE|H0|MO| ATiAS MABILITE O 5121 A& Z2{AE{Q] 3]
ARgr0l K EILICE.

r=
r
oM

2. th& 22{AE0||A AppMirrorRelationship CR It (0| trident-protect-relationship.yaml:)2
MZIStD spec.desiredState /2 2 HAYLIC Established

3. CR IS XMEELICt
4. CRYE:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o. CH&t FHAEOM HULHE OHZZ|AH|0|HE B8] 2l H AHES MHS 32 MAHSHAIR. HoF A=

AAES 2E 2920 FOHE LD,

HLQHE =H 2 E JYeez MS7|eteLct
AE AE7|%5t= 2 CHA O E2|AH 0| M2 AA OfZ2|#|0|M0| £| 10 AA = CHO| EL|CH
OHS2[A0]0] Chet 1 Ate2 | XIELIC

EHA|

1. 2l2f ciA 22{AE{0| A AppMirrorRelationship CRS AtA|EILICt 22{™ CHANO| (20| ElL|CH A CHAH
S{AEO0| Hot Y= B AHE0| Q= B MAHEL|CE

N
]

AE 28 mf e AFEUE CR IHU S H S AE0| M E3to] =H| 2AIE ST ELICH

O AN -

w
>~
e =y

CHab(@lel 24 S2{AE)0| = AppVault CRSZE 7 =[0 JA=X| =helgtL|ct.

o
4. dit SSAEO|M S| 2ASE 2FEst0] ol wekol| et 2t L.

E2x gsk2 Hit 2 6HH Trident Protect= 22 AA AEZ|X] “—'1°.i|E§ EXE A& ™ f M OfZ2|7|0| S CHA
AER|X| BHAIEZ O|SSfL|C}. Trident Protecte= AA OHEE|AH|0|NHME K|St CHAN X ZHol =X|SH2| Mo
CH4fofl CilO|E{E SHIgL|Ct.

1. A2 SHAHM B8 AHMS MESLCEH
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CRE A83%t0] & AHMS %%E“—IEF
a. a2 OfZE[A|0] M0 CHet B FH U™ S SHAISLICt.

J

b. ShutdownSnapshot CR I} A Af:

i AF2X}HO| 2|AA(CR) IMY S DS 0|22 KIHELICKHY: trident-protect-
shutdownsnapshot.yaml).

i. e EAMS IASHL|CY

a0 o=
* metadata.name: (required) AtEX} HO| 2|2 A Q| O|EQILICE,

* * spec.AppVaultRef *: (required) 0| 22 A& S8 T2 CHEt AppVaultel
metadata.name Z =2} 2 X|sHOF BFL|C},

* spec.ApplicationRef: (required) 0| 2f2 2 A 28 TZ 1 CR It 9| metadata.name
ol = Qf & Xk|s{of BfL|LC}.

YAML Off:

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. I

o

2HIE 2tO2 M2 F trident-protect-shutdownsnapshot.yaml CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

o

39 EZ M5t = AHAs TELC o2 SH Ch3at Z5L0

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app_ to snapshot> -n
<application namespace>



2. 24 SEHAHOM S5 AHMO| 2tRE = 5 AHA| HEHE TP SLICH

kubectl get shutdownsnapshot -n my-app-namespace
<shutdown snapshot name> -o yaml

3. AA ZHAHUM CHS HHES AFE38H0] * shutdownsnapshot.status.appArchivePath * 2| 2 At o
ZE9| OiX|2 22 (basename2t = B 0|2 OFX[8F S2fA| CHO| 2% UA)S 7ISELICH

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

jsonpath="'{.status.appArchivePath}"'

4. CH2 HE A2 MBS0 M Ty S2AEHM M A4 SSAEHZ HYULHE $RBLICH

IJIO

@ H| Y Exto| 2¢tA|0| A AppMirrorRelationship CR It 0f| ZEE T kst
spec.promotedSnapshot 92| 3TtA0|A 7|E$t 7|2 0|2 7S ™|t

O. o AF V|8t HAE HLH E =X 2AE HLLO= MBIt Cr-ELIC

6. Mf AA SHAEOM BES AHES S™YLICL

X
il

12
T
%

Jr

| i 20fl CHS 0| ShghL|Ct,
2 AA MOl Kubernetes 2| 2 A0 CHoE ALHAFO| MM EIL|CE,

=
* 89| Kubernetes 2| AAE AMH|SH] Y2 AA WO PodE HANOZE FX|E 2 JYSLICHPVC U PVSE OLHZE

i EXEELEE

lo
|>

40| #FE[D SHIELICH

(=] =
* SnapMirror 2|7t Z0{ ™ E}ZI 2F0| {7|/M7| Z=H|7} £[A}ELICt

MOl Kubernetes 2|AA = 2l AA OfEE[AH|0|M0| ZRE = SX|= =8 HI0|EHE AFESIH AHH B2
AHARO AN S RELICE

i
>
rir >
re

CH ero 2 ChA| - ELCH

St

OHEE[A01ME Rl A2 S2AHZ H LML T}

| "Bl 272 e 4 UAELICH &

Trident ProtectE ArE5IH Ct3at 22 &Y &M E Soll Zoif =X| &Y =0f o t
BHHSE7| ol 2E oS 2|AH 0|8 HE

X wekg 5215t7] 23t 0] Y2 EZ0|M Trident Protect= SX| Waks gt
Atet2 el AA ofE2[AH0|MCZE SX|(S7|=hHELICt.
O| ZZMAE iAo st HYUQHE gAZ ot HAZHE AZE|H CHS THAIS ZTeHetL|Ct.

HULHE HENZ AIZRILICY.

* SR HAE QLR LHA| S7|=tEfLIC.
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@ bt S 7|3} ZHH S 23lSHXK| OFMA| Q. J2{H HYH Mx} F0f| CHA 22 AE{0f| 7| 2=
C|O|E{ 7} AbA|EILICH

© SH| ggS Hil = HHEL|C)

ChA|
1. HULHE =X 2AE YO = ST |SHetLCChE HAIE 3 S .
k=)
=

2. ofZ2|70|¥ S| et

T
]
==
Hu
ra
ot
o

StefLICICHS BHHAIE "Lt
SH| 2AE AR

AR EX S| ZAE AR = UASLICE OHE2|AH|0[E SH ZAE AMSHE M2 2HA 7L gl F 72| JHE
OHZ2[A[0]:40] ‘M- EL|C,

ocood

oHA|
1. SixH cHA 22{AE{0| M AppMirrorRelationship CRS AA|gtLILCL,

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

Trident Protect= AI26l0{ OffZ2|7|0[M Ofo|z2{|o|M

W HIO|EHE S# ot S AE ZHO|Lt CHE AEE|X| 22fA = ofZE(AH 0| HS
oro|azf|oj e 4= ASLICE.

@ OHZ2[A|0] S Oto|12{[0] M3HH o Z2|#|0] Mof| CH3ll &l Z= M =37 A} ob|
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LHE S2AH 22 =X

CHE S2{AE0 OHEE[AH0| 8 S SHGHH(EALAH 2 FH| &) 22 SH{AE0]| MYPS 2HE LFS, of

—

CHE 22 AEHZ SRISLICH cid 22{AEO0]| Trident Protect?t &X|=|0] JL=X| ZI5HM K.

(D) = usstol 42 T2 22128 210 ofZ2IA\0| 42 SR 4 "SnapMiror SH"ULLICH

THA|

1. " S M BLICt..

2. difo| ZetEl K| AE2|X| 29| AppVault CRO| CHA 22{AE 0| EE0] U=X| ZeletL|Ct.
3. CHet SHAEO|M A0l M H[0|EH S ST

ot AE2|X| 2 A0M CHE AEE2|X| 22HA 2 OfZ2|#[0|MMS Or0|22f|0] M BfL|Ct

CHe AEE[X| 2220 HHS SRSt oS EIA0[ES o AEE|X| A0 M CHE 2AEE|X]| 22HA2
oro[azf|oj e 4= ASLICE

O£ S0 52 CROIM HIZ H|2):

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace
trident-protect-restore-apps.html#restore-from-a-backup-to-a-different-namespace

CRS AFB310] A4S SalBLICt

|

1. CR(AFBXt B9l 8|4 A) It g BHS M 0|2 trident-protect-snapshot-restore-cr.yaml" X| & LI},
2. Mot oo M CHe 448 ATtL|CE

o
° metadata.name: (required) O AtEX} Ho| 2|AA0| O|SQIL|CH ALEXF 2HZ0]| = RSt
g2[xQl 0|ES MESHA2.

I-J

° * spec.appArchivePath *: AHAF LIE0| A E|= AppVault LHE ZE2ILICEH CHS HEES AHE5IK 0f

B2E HE + ASLICL

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath='{.status.appArchivePath}'

o *

spec.appVaultRef *: (required) 2 4F LIE0| XZEl AppVaulte| 0| S LICE.

° spec.namespaceMapping: S 2| AA HQYAHO|AE CHA HUAH O] AN IHHSH=

WRLICE my-source-namespace'd & ‘my-destination-namespace AFEX} 2tZ 2|
HEZ HEL|CH

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name

namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
3. SYY S8 T2 MO EY 2|AAD MEHSHO} St= 22 ET 2|0|E2 HEAIE 2|AAE IESHAL
Helsh= HE{”E FIrLCt

> resourceFilter.resourceSelectionCriteria:(ZE{2/0| ZR) include or exclude
resourceMatchers0i| H2|El 2|AAE ZSSIHLE H|2|5H= O AHEEL|Ct CF2 resourceMatchers
Oi7H HE FIH610] ZEot7ALE MQIE 2| AAE ™oLt

* resourceFilter. resourceMatchers resourceMatcher 7HX|2| HHZ IL|Ct, O] HEOf| A o2
LAE Moot AR oY R4 = OR HAMOE AUX[st 2t A(OE, 357, HH) LHe 2EE=
AND @AtoZ Ux|etL|Ct,

* resourceMatchers[].group:(Optional) ZE{ &gt 2| A A0 DFQILICE
* * resourceMatchers [].kind *: (Optional) ZE{2 & 2| A A9 ZFQIL|CE,

* resourceMatchers [ ].version: (Optional) ZE{2I& 2| A A9 HFQIL|LCE,

97



98

* resourceMatchers[].names:(Optional) BE{E & 2|2 A2 Kubernetes metadata.name
ZEo| A= o] S|LICE

* *resourceMatchers [|.namespaces *: (Optional) ZE{& & 2|2 A | Kubernetes
metadata.name EE0| U= HAAHO|ALICE.

* resourceMatchers [ ].labelSelectors: (Optional) 0| H2| &l L2 2| A A 9| Kubernetes

metadata.name ZE0| U= 2|0|= MET| EXSRJLICE "Kubernetes A" 6| & Ct3 1t
“"trident.netapp.io/os= Imux" Z&LCt.

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. I

o

SHIE 'O 2 M2 Z trident-protect-snapshot-restore-cr.yaml CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

1. CH2t= ool Zhe AL8AL &t HEZ TSt AMAS CHE HIJATO|AZ SBLICE

[

° snapshot " 2l40f| HYAHO[A Sl AHLE 0|E0] YAOZ “<namespace>/<name>
ArEEILICE

° O] namespace-mapping Q= SECE AR E HIYAHO|AE AFRSHH AA H|FAHO[AE
SHIE 4 YU A o] A0 ®Al “sourcel:dest1,source2:dest2" @ 2 O T StL|Ct,


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

--snapshot <namespace/snapshot to restore> --namespace-mapping

tridentctl-protect create snapshotrestore <my restore name>

<source to destination namespace mapping>
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4. wie) = 37} MYE|HALIC

2 SIAN A Al S35 AFRZEE AT SHAL st
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() 2ol M oFls 71E Auare ABSHR] SHe Wels Mt Foolet HBELIC
o [=] o o o

exec BYS ALRSI0] ATRES HE|HA| HAES 2 9

o= = =0 === UESLICH 2F SHHAUM M 53 E
AIESIEE MASH S At AHARD IS B AESIH MM 0| BRE[=X| SQISL|CEH e QA
HADo|A 2E SHSD, AHAF E= HS SRt LS ¢S HAESIH 0| HHE ¥ &+

37t Kubernetes 2| AAE FIH HE L= XHots R AMHAF L= Wiint
HA AFo| TEHELICE,

A 7
* ATEE 37| 96KBE MIgHELICE.

* Trident Protect= &% <3 HF 1 LX| 7|ES ALt AM, MY L= S X0 M = A= 3E

2L

M B MY F0 S8 ZRIUO| IS HOILE AHS| HIZASE| R0 ALSKE XIH M
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A 230 FI15ts 2 HE = i EHAE AMESH0 S2{ A 9| AH|0|HF LXIAZLICH =37} ZIH[0]L 2F
LASHH 3= oy HHO|L0| M H2tel AIZES MAMTIL|CE TE{0]| CHet Yo EH A2 RE2(Regular

Expression 2) #22 AFE%t=0, O 22 X €= SE0|M HH|O|HE HQdt= HEHE TtEE= AS XI5
Aofl ohsl X {3t= 20l chet @2 = tHES HESHMR.
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https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
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https://github.com/google/re2/wiki/Syntax
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https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda

CRE AtEgLCt
CHA
1. CR(AF2X HO| 2|aA) OpU S BHE11 0|E2 trident-protect-hook.yaml' K| & BfL|Ct,
2. Trident Protect 2t4 3! 22{AE M0 XA CHS £42 LM L.
° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
32| X{0] 0|22 MEHSIAIA| Q.
° * spec.applicationRef *:(required) A% 3 E Ml S8 T= M| Kubernetes 0| S RILILCE.
x

° * spec.stage *: (required) 2l 237} HAE|0{0f ot= &Y T THAIE LiEtLH = EXIELICH 7tsSt
.
BA -

* A
= AAl

° * spec.action *:(required)

RIHE A 33 WEZF YABCHD IS O Y T3 2 K
LiEbhs 2xtERILIch ks

o

>
rot
N

JE
e ok

AF

Jr
rio

T YR

° spec.enabled: (Optional) 0| &l 39| &%t (£ E LIEFRILICE X|ESHK| ™ T[22 true
O||__||:|.
= .

° spec.hookSource:(required) base64= QALY E 3 AIZEE Zotst= EXIEQLICH
=3

° spec.timeout: (Optional) &3 37} A
120|1, X|™SHX| f2 22 7|2a2 25-E-?=l|—||1f.

° spec.arguments: (Optional) &% 230f| X|de & A= eI+ YAML =EILILCL

° * spec.matchingCriteria *: (Optional) 2} 40| Al &3 o
SEULICHL M =3 2[C] 10702 HEE FIte = AS

° * spec.matchingCriteria.type *: (Optional) 24 =3 HE R3S AE5t= EXIS YLICE 7Hs3t 2f:
= Zie[o[L{ o[ O] X|
* ZiH[o|L{H
* PodName= MEHSIL|C}
* PodLabel2 ME{SILIC}
* 0|5 0| 0|5

° * spec.matchingCriteria.value *: (Optional) &% £3 HE 72 AE5l= E2XE E= A LCh

YAML Of[:
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:

name: example-hook-cr

namespace:
annotation
astra.ne
/account/tes

spec:

my-app-namespace
S:
tapp.io/astra-control-hook-source-id:
t/hookSource/id

applicationRef: my-app-name

stage: Pre

action: Sn

apshot

enabled: true
: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

hookSource
timeout: 1
arguments:

- FirstE

0

xampleArg

— SecondExampleArg

matchingCriteria:

- type:
value:
- type:
value:
- type:
value:
- type:
value:
- type:
value:
- type:
value:

containerName
mysqgl
containerImage
bitnami/mysqgl
podName
mysqgl
namespaceName
mysgl-a
podLabel
app.kubernetes.io/component=primary
podLabel
helm.sh/chart=mysql-10.1.0
podLabel
deployment-type=production

1. 2o otof S AIEX 2ol HEZ thH|ste] 4 =38 HELCL OE S
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tridentctl-protect create exechook <my exec hook name> --action

<action type> --app <app to use hook> --stage <pre or post stage>

--source-file <script-file> -n <application namespace>

=
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o
[=1a
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RE At

CHA

1. CR(AF2XL Ho| 2|AA) Oi S OHE T 0|52 “trident-protect-resource-backup.yaml’ X| & &L CL.

2. Trident Protect &2 % Z2{AH M0 A CtS $4 S 7 HGHM 2.

° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
32| X{0] 0|22 MEHSIAIA| Q.

° * spec.applicationRef *:(required) 2|2 A A S MHE 0 E2|H|0| M| Kubernetes 0| S ILILC.

° * spec.appVaultRef *: (required) B L 0| XZEl AppVaulte| O[S LILCE.

° * spec.appArchivePath * : B1Q} HHIX I} X EE|= AppVault LHF 2| ZE2RILICE CiS BEHS
AL25t0 o] AZE 32 4 USLICt

kubectl get backups <BACKUP NAME> -n my-app-namespace -o
Jjsonpath='{.status.appArchivePath}'

YAML 0f|:

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. CRItYS SHIE AUCE M2 T CR:

kubectl apply -f trident-protect-resource-backup.yaml

1. CH2t= oto] Ze AL8AL &tE o FEZ thA|ste] MelS gHELICE oS S CH2at Z&U T

[

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>
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2. HHOY AFEN

- o

]

SLICH 20| 2=z 2 Wintx] of of|d| B S gr=sHM ALEE = ASLIC.

tridentctl protect get resourcebackup -n <my app namespace>
<my backup name>

3. Wol0] HTYEX| 2ol

gLt

kubectl describe resourcebackup <my backup name>
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CRE AtEgLCt
THA|
1. CR(AF2XL Ho| 2|AA) Ip S IHE T 0|S2 “trident-protect-hook-run.yaml’ X| A gL LT,
2. Trident Protect &2 % Z2{AH M0 A CtS 4 S 7 HSHA 2.
° metadata.name: (required) O| At2Xt HO| 2|AAQ| O|EQILICE AFEXt A0 St= 1]t
g2[xQl 0|E2 MESHA2.
° * spec.applicationRef *: (required) O| 2t0] 1EtA|0|A| THE ResourceBackup CR2| S8
D23 O|E3t YX|SH=X| ZHlgtL|Ct,
° * spec.appVaultRef *: (required) O] 2t0| 1EtA|0| M %ot ResourceBackup CR2)
appVaultRefel Y X|SH=X| &elerL|Ct,

° spec.appArchivePath: 0| Z0| 1EtA[0| A ZHE ResourceBackup CR2| appArchivePath 2f
LX|SH=K| =RISH A2,

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath="'{.status.appArchivePath}"'

0%
ot
|
N
4>
ogt
mot

° * spec.action *:(required) K| B El M =3 TE{7} YX|otCt 7pde mf A
A S LIEtL = EXIEYLICE 7Hset 2t

= -

2

|>
2 ot

I iE
rdo

" MY
° * spec.stage *: (required) A S 37} MHE|0{0F St= & F HAE LIEtL= EXHEQJLICE 0
T3 HH2 OHE HHAMN T3 E HHSHK| bSLICH 7HsSt 2t
RPN
= AlAl
YAML Of|:
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. CRIIUS SH}

Tl

o2 &Y CR:

M0
ot

kubectl apply -f trident-protect-hook-run.yaml

CLIE Ar2%tL|Ct
CHA|

1. A5 ASH 3 AlsH QXS MAMBH|C}H

= =

1

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. execution hook run2| MEHE =QISIC} Zi0| 2tZ E [f7tX| O] HHES HHEXMOZ Maleh
ol&L|Ct
M H .

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. exechooksrun ZiX|E HHSI0] X T M|E HE I LEIE FelgfL|ct

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>
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Trident Protect X| 7

I A A HECE Y 8|0|ESH= ESP Trident Protect 74 QA E

oI A |_| [}
Trident ProtectE M| 7{St2{™ CtS HHAIE £+2SHA|R.

ChA|
1. Trident Protect CR It 2 K| HgL|Ct.

() ol el 25.06 0l4 HFOIAS TR eLIC

helm uninstall -n trident-protect trident-protect-crds
2. Trident Protect X|7{:

helm uninstall -n trident-protect trident-protect
3. Trident Protect W& AH|O|AE H[AELICH.

kubectl delete ns trident-protect

M| 71 3HOF
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