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openssl x509 -in UHC-Linux-codesigning-certificate-public.pem -pubkey
-noout -out UHC-Linux-public.pub
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openssl dgst -sha256 -verify UHC-Linux-public.pub -signature uhc.sig
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security login rest-role create -role uhctool -api /api -access readonly

—-vserver

security login rest-role create -role uhctool -api
/api/support/autosupport -access read create modify -vserver

security login rest-role create -role uhctool -api
/api/support/autosupport/messages -access read create modify -vserver

vserver services web access create -name spi -role uhctool -vserver

security login create -user-or-group-name uhctool -role uhctool
-application http -authentication-method password

security login create -user-or-group-name uhctool -role uhctool
-application ssh -authentication-method password
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a. L3t CyberArk 2115 MMSHNR:
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Hot H|Y 7|2 XMZEE Safe(Main-Conjur-Safe)S MM EHL|CH
ii. Conjur ZAE ID2tAPI 7|§ ER3t= Safe(API-Credentials-Safe)S M A grL|Ct
iii. ZQIZME HQSt= Safe(Conjur-SSL-Certificate)S A gtL|Ct
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i. Conjur.conf

account:

plugins: []

appliance url: https://FQDN
cert file: /etc/conjur.pem

i. Conjur.identity

machine https://FQDN/authn
login host /prodvault/devops/<Main-Conjur-Safe>/hostl
password XXXXXX
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C. Conjur Ansible Lookup PluginO| Z&=l Conjur Ansible Collection2 Ansible Host0f| A X|&L|Ct,

ansible-galaxy collection install cyberark.conjur

d. YAML It0f A CyberArke| At} 0|1t 2 E 7= 2 S MM StLCt

conjur username: "{{ lookup('cyberark.conjur.conjur variable',
'prodvault/devops/<Main-Conjur-Safe>/<Account name>/username’,
validate certs=false) }}"
conjur password: "{{ lookup('cyberark.conjur.conjur variable',
'prodvault/devops/<Main-Conjur-Safe>/<Account name>/password’',
validate certs=false) }}"
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# Application Configuration
APP:
RUNS PATH: "/opt/uhc/runs"

# Cluster Credentials
CLUSTER:

IP: "x.x.x.x"

USERNAME: "admin"

PASSWORD: "xyz"

TARGET ONTAP VERSION: "" # Optional: Specify target ONTAP version
(e.g., "9.16.1" or "current" to keep existing version). Leave empty to
prompt user.

ACCEPT EULA: false # Optional: Set to true to accept EULA through
config. If false/empty, user will be prompted interactively.
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° 21 A=E: <output-path>/<unique-run-dir>/<cluster-name>/logs

° 1M ZE: <output-path>/<unique-run-dir>/<cluster-name>/results/uhc <cluster-
name> <YYYYMMDDHHMMSS>.html
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./uhc \
—-—cluster-ip=<cluster-ip> \
--cluster-username=<cluster-username> \
--cluster-password=<cluster-password> \
--target-ontap-version=<target-ontap-version> \
—-—accept-eula=true

L2 HRYURH S REUNK| A 4A|0] diE =5 HASH= cronjobl| 0| JLICE HEO|LA 2| M at
config.yam| It 2 /opt/uhc/tool/0ll A X| = A ELICE.
Bash A3 EE:
#!/bin/bash

cd /opt/uhc/tool
/opt/uhc/tool/uhc --accept-eula true --cluster-ip cluster-

mgmtl.example.com --target-ontap-version current --cluster-username
uhctool --cluster-password passwOrd
/opt/uhc/tool/uhc --accept-eula true --cluster-ip cluster-
mgmt2.example.com --target-ontap-version 9.14.1 --cluster-username
uhctool --cluster-password passwOrd

Cron &¢d:

0 4 * * 1-5 /usr/local/bin/uhccron.sh
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* CLI Ql=:
./uhc --cluster-ip 192.168.1.100

» Config.yaml:

CLUSTER:
IP: "192.168.1.100"

* Oistd HE(RIof MSEX g2 32

~—

TF0A CtSaF 22 HIA|X[7F EA|EILICEH Enter cluster IP address:

S AE AEXLOIF

‘——cluster-username’ D72 onTap SZAE QIS0 AI2E AKX} 0|22 X|A™TiL|CEH,

Ct3at Z2&LICh
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1. CLI Q% ——cluster-username

2. 1M ml: CLUSTER . USERNAME

* CLI QI
./uhc --cluster-username admin

« Config.yamil:

CLUSTER:
USERNAME: "admin"

* Oistd ZE(RIo] MSE X @52 E2):

EF0|A Ct23F 22 HIA| X7} BEAIELICE Enter cluster username:
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‘——cluster-password® Of7H#Ha= onTap ZZAH S0 AT ASE X|HeL|Ct.
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1. CLI Ql%: ——cluster-password

2. 1M mel: CLUSTER . PASSWORD

./uhc --cluster-password mypassword

* Config.yaml(It #$HO] HM|2t=|0f JA=X| 2ol

CLUSTER:
PASSWORD: "mypassword"

. CHStE BE(HE - ¢

o T o

tot

=4):

EF0AM Che ot 22 HIAIX|7F EAIELICEH Enter cluster password:

E}Zl ONTAP HZH

‘—-target-ontap-version' Of7i#HaE= BME Q6 FT20|EE onTap HEES X[HELICE.

7|1& Z2{AH onTap HEZ RX[SH{H "current"E M L.
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1. CLI Ql%: ——target-ontap-version
2. 74 mY: CLUSTER. TARGET ONTAP VERSION
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* CLI QI

HHIO|EEl ONTAP HA: . /uhc --target-ontap-version 9.15.1

oM ONTAP H™ R X|: . /uhc --target-ontap-version current

» Config.yamil:

CLUSTER:
TARGET ONTAP VERSION: "9.15.1"

* Oistd ZE(flo] MBE X 22 ER):

0| AFE Zhset HTO| AR 1 MENSIEH= HIAIX| 7 EAIELICH

EULAO| S2|gL|Ct

‘--accept-eula’ ONHE$= XF ALEXL 2t0|MA AHotS 2EX

ALSHAH true = A0 SLICH.
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1. CLI Ql%: ——accept-eula

2. 74 M CLUSTER.ACCEPT EULA

* CLI 2l
./uhc --accept-eula true

» Config.yaml:

CLUSTER:
ACCEPT EULA: true

* Oistd ZE(RIo] MSEX| g2 E2):

O] == EULAE EASI =2 O{RE 2= HAIXIE EAIRLICE
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‘—-config-path' OZHH= AKX X|E 74 vavrn OHRYS| Z2E X[HELICE.
Ol i +E MSsts M &2l Ci3at Z2ELILE
1. CLI @I%: —~config-path
2. 7|22k config.yaml
o
* CLI 2l
./uhc --config-path /path/to/custom config.yaml
- IR HBER 22 B9
O] == ® CIAE2|0f| M config.yamlS H&LICH
3H =
EEL
‘--runs-path’ Of7fHs= & =3 8l BEOME XMIot7| fst ALEAF XIF CEEEIE

X|EefLlct.
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O H7HHE HBst= @M 9l
1. CLI @1%: —~runs-path
2. 74 0t APP.RUNS_PATH

3. 7|22k . /runs
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* CLI 2l
./uhc --runs-path /custom/output/path

« Config.yamil:

APP:
RUNS PATH: "/custom/output/path"

* JEUERSER 22 BR):

(@)
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(D che ONTAP BiZlO0| SEgofet SEE| =X 23t F20j8t 0] M ALBBHIAIR.

=

Of Df7HH+E MSot= 2

rx
H>

2
°

rr

CtZ2 2L Ct

1. CLI @I%: —-skip-compatibility-check
78 I}Y: CLUSTER. SKIP_COMPATIBILITY CHECK

3. 7|22k false
of
* CLI Q%
./uhc --skip-compatibility-check true

« Config.yamil:

CLUSTER:
SKIP COMPATIBILITY CHECK: true
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HE 5 7|52 H2deotE L2 &S config. yaml IHAO| F7I5HMR.

TELEMETRY :
ENABLED: false

At L0l E H|g-dst

P 0|= HEi AAL7|2| XS YOOI EE HIgdotote{H CHZ LHES config. yaml THUOf| FIISHUAI2.

AUTO UPDATE:
ENABLED: false

5
1S4
1

YES AE}

off

rr

X

SHE|

2fzl CLI 2l

(@)

./uhc \
--cluster-ip 192.168.1.100 \
--cluster-username admin \
--cluster-password mypassword \
--target-ontap-version 9.15.1 \
-—-accept-eula true \
--config-path /path/to/custom config.yaml \
--runs-path /custom/output \
--skip-compatibility-check false

Config.yaml It

CLUSTER:
IP: "192.168.1.100"
USERNAME: "admin"
PASSWORD: "mypassword"
TARGET ONTAP VERSION: "9.15.1"
ACCEPT EULA: true
SKIP COMPATIBILITY CHECK: false

APP:
RUNS_PATH: "/custom/output"
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./uhc --help
HE HA|

./uhc --version
S22 HZ HAE

./uhc —--test-connectivity cluster

—

°
—

2 2H A EAE

./uhc —--test-connectivity telemetry
XS HUOO|E HZ HAE

./uhc --test-connectivity autoupdate
DEHAE A

./uhc —--test all

A2.
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0| = MEf MY =70 Chst At 2= EZ(FAQ).

Upgrade Health Checker= Upgrade Advisor2 O{&A|
CHEL7?

Upgrade Health Checkerl 727} S7{LE St 21, QIEUl T40| MBSl 8, Ei 7|Z K53t 2
QAAE0|M T UYIE AIRSH= AL RO A Metdt 230 A =RL|CE Upgrade Advisors 22tRE
Jle] A2} QIEIHIO|A S4 SHE Mol A7m S| ALBXOZ SererLich

"P0|= HEf FHHY[" 8 "€ [0 = O =HEO[ X "0l CH3H REMIS| ot 1 Heof JhE MEfst =7 E E2FY &

Upgrade Health Checker 211 A{0]|= {6 ME I} Lot
Q& L|7?
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P2f|0|= el HAH H1M= ONTAP SHAEE Y2)|0|=5H7| Tof| s ZsH{oF & FIHA QI XtEt 24 3 &
S| AEet 2AHE 2™, 32|10 FT2[0| =Y ONTAP HES| MER 7|5 9 7H4M Afeol| CHet XpAlet @EE
HMSect.

Upgrade Health Checker= QIE{tl HZEA 10| AFEE &= JUSLITII?

Upgrade Health CheckerE &dst= O Q14 HZAO| HROIX| 4SL|CH ONTAP S2{AES| oixlf 714 H[O|EE
AHEsto] HEOAM Hz0|= 71|§. AN HIME et

Ch XS T YOH0|EE flsiAM = QIEul HZo| HegtL|ct QlEul HAZo| E7ts%t
XkEgt 51E"9] Upgrade Health Checker EQOA] X[ A HMO| =15

Upgrade Health Checker= 0{T ONTAP H{X S X|&L|7}?

Y0|= HEi AAZ|E 2Z2|0|A ONTAP 9.11.1 0|4 H{T Q| Y2|0|=F X|AGfLICY.
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