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1. "NetApp Console A=53t 5{E"2 0| 55}+0{ Upgrade Health Checker Et2 2 A0} Upgrade Health Checker
HIO|LH2|E CIREESHIAI2.

2. Upgrade Health Checker 714 H{AIS MANst T SSHE AFESH] |5t= 2| X|0]| HEO|LHZ| S HHX|SHUA| L.

3. Upgrade Health Checker2| C|X|E MHES 2HQISHMA2.

Upgrade Health Checker= 370 ZE MY QIF A{('UHC-Linux-codesigning-certificate-public.pem’ 2t St 5!
2 E 0I5 M H|2l( UHC-Linux-chain-certificates-public.pem' & 2R3t U&LICE.

a. (MEf AFe) 2= MY QIS ME MQlat Bl woto] =elghL|Ct,

openssl verify -CAfile UHC-Linux-chain-certificates-public.pem UHC-
Linux-codesigning-certificate-public.pem
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b. A MY QIS MOA 27 7|12 ==L},

openssl x509 -in UHC-Linux-codesigning-certificate-public.pem -pubkey
-noout -out UHC-Linux-public.pub

c. 371 7|E AH&3t0] Upgrade Health Checker HFO[LHZ|0f| CHEH M IHU((uhc.sig)E ABOHMAI.

openssl dgst -sha256 -verify UHC-Linux-public.pub -signature uhc.sig
uhc
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‘Verified OK'2| EH2 MYO| fues =AQIFLICE.

It MH|A AN 5 o2 MG AL, Upgrade Health CheckerE S%F 22{AF
HMAE QoAM= MHIA HSHE REST Y E HMSHUAIR

@ Ansible 20|52 ZHd3t0{ = ONTAP S AE0| Ant ALEXIE XS =Z HiEY £
UAgLCt.
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HTTP OHZ2|H|0| M8 MH|A AF S H-J8HoF &LICH LIS CLI B S ALE5t0] ERet dots FEsHA|L:

security login rest-role create -role uhctool -api /api -access readonly

—-vserver

security login rest-role create -role uhctool -api
/api/support/autosupport -access read create modify -vserver

security login rest-role create -role uhctool -api
/api/support/autosupport/messages -access read create modify -vserver

vserver services web access create -name spi -role uhctool -vserver

security login create -user-or-group-name uhctool -role uhctool
-application http -authentication-method password

security login create -user-or-group-name uhctool -role uhctool
-application ssh -authentication-method password
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0| =0{ CyberArket ConjurE At83t= 42 yaml ITAUO|LI BHEZS SOl A2 THS TEHGIX| A= ES
T & ASL|CH
a. U3t CyberArk 2115 MMM R:
i. OZ2|AH|0|M XtH ZH} H|Y 7|2 X ZESt Safe(Main-Conjur-Safe)E A4 eHL|Ct

ii. Conjur ZAE ID2tAPI 7|8 ER3t= Safe(API-Credentials-Safe)S MAgtL|Ct
ZME H Q8= Safe(Conjur-SSL-Certificate)S A4 gL Ct
MO C

b. o] oiZz2|7|o|M0j| cHt A 1t (Conjur.conf)T} ID It (Conjur.identity)S MM EHL|Ct.
i. Conjur.conf
account:

plugins: []
appliance url: https://FQDN



cert file: /etc/conjur.pem

i. Conjur.identity

machine https://FQDN/authn
login host /prodvault/devops/<Main-Conjur-Safe>/hostl
password XXXXXX

C22 Ansible Z2{|0|20{|Af CyberArk2t ConjurS At2st= g9l of| LT,

C. Conjur Ansible Lookup Plugin0| Z&tEl Conjur Ansible CollectionS Ansible Host0l| A X|gfL|C}.

ansible-galaxy collection install cyberark.conjur

d. YAML It20l A CyberArke| At 0|21 L= E /M= 2 S MM SL|Ct

conjur username: "{{ lookup('cyberark.conjur.conjur variable',
'prodvault/devops/<Main-Conjur-Safe>/<Account name>/username’,
validate certs=false) }}"
conjur password: "{{ lookup('cyberark.conjur.conjur variable',
'prodvault/devops/<Main-Conjur-Safe>/<Account name>/password’',
validate certs=false) }}"
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1. CLI 213 ——cluster-ip

2. 34 mtl: CLUSTER. IP

3. sty ZECE

v o
* CLI QI=:
./uhc —--cluster—-ip 192.168.1.100
» Config.yaml:

CLUSTER:
IP: "192.168.1.100"

° oSt RE(Rlofl MISEIX| 42 E2):

EF0|M Ct2aF 22 HA|X|7F EA|ELICEH Enter cluster IP address:

S AHE AMEXOIE

‘——cluster-username’ O{7HHLE= onTAp SHAE QIS0 AIEY AIEXt O|EE X

ol i +-E MSst= 24 ChZa 2L ct
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1. CLI @l%: ——cluster-username

2. 1M o CLUSTER . USERNAME



./uhc --cluster-username admin

» Config.yaml:

CLUSTER:
USERNAME: "admin"

* CHSFY B E(R/0fl MISEX| 42 ER):
EF0|M Ct23F 22 A X|7F EA|ELICH Enter cluster username:

S AH Y

‘——cluster-password’ Oi7/HH4£E= onTap 22{AH QSN ALEY ASE X|™ELICEH.

O

1. CLI @I%: --cluster-password

2. M I} CLUSTER. PASSWORD

./uhc --cluster-password mypassword

* Config.yaml(It #2to| H|ot=|0] U}=X| =Hel):

CLUSTER:
PASSWORD: "mypassword"

. EH_Q.I.o:I EI:( _III‘_ o}

—o T O
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=4):
SF0AM CFS 2t 22 HAX|I7F EAIELICH Enter cluster password:

E}Zl ONTAP HA

‘--target-ontap-version® Of7iHaE= EME Q6 HI20|EE onTap HME X[HELICE.
7|12 28AH ontap HEE |XISIH "current"E M gL,
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1. CLI Ql%: ——target-ontap-version



2. 74 M CLUSTER. TARGET ONTAP VERSION

3. hated Med o

v o

* CLI Q1%
HHIO|EEl ONTAP H{™: . /uhc --target-ontap-version 9.15.1

A% ONTAP HE {X|: . /uhc --target-ontap-version current

» Config.yaml:

CLUSTER:
TARGET ONTAP VERSION: "9.15.1"

* sk BE(QI0f MBEX| &2 AR):
T30 AP JHs® HEO| EA|E| 0 MEfst2t= HIA|X|7F EA|EILICH
EULAY| SolgtL|ct

‘——accept-eula’ OH7HHFE= %F ALEXL 2lO|MA A2 fEMEX

ALSHAH  true = A0 SLICH.

Ch2a 2L Ct
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1. CLI Ql%: ——accept-eula
2. 74 M CLUSTER.ACCEPT EULA

3. sty ZEDE

v o

* CLI Q1%
./uhc --accept-eula true

» Config.yaml:

CLUSTER:
ACCEPT EULA: true

* Oistd ZE(R[ofl MSEX| 42 E2):

O] == EULAS EASHL 2 ({RE 2= HAIXIE EAIELCH
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1. CLI 9I%: ——config-path
2. 7123k config.yaml

v o
* CLI ¢l==:

./uhc --config-path /path/to/custom config.yaml
* 7| 2UFRSER 42 ER):

O] == oxf C|HE2|0A config.yamlZ &&LICH

yy 52 2=

‘——runs-path’ Of7fH= 4
X|™gh|ct.
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It AR X[E CIHEEEIE

Of Di7iH~Z H|Sot= 2

).

M =2l= 31 25U Ct
1. CLI @1%: -~runs-path
2. 74 IfY: APP.RUNS_PATH

3. 7|22k . /runs

v o
° CLI 2lZ=:

./uhc --runs-path /custom/output/path

» Config.yaml:

APP:

RUNS PATH: "/custom/output/path"

* |2 UAFESER 2 BR):

oT

0| == . /runs CIHMERIE AHSERLICE
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‘—-skip-compatibility-check' Of7i¥H= SIEQIO] =M HAIE ZUHFHID
A20|=E5lHE XI™HE onTap HES ALSRLICH.
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1. CLI @I%: ——skip-compatibility-check
2. 4 mtY: CLUSTER. SKIP_COMPATIBILITY CHECK

3. 7|22k false

v o
* CLI Ql=:
./uhc --skip-compatibility-check true
» Config.yaml:
CLUSTER:
SKIP COMPATIBILITY CHECK: true
CHAIEE

‘——dashboard® Of7HHL= SHAEHO AHZSHX| ¢t
7| AYO|M CHAIEEE THMMeL|CH, 2o

tot

‘<runs>/dashboard/index.html’
2db Ml 2EoM EE HI|E MZE IX|= o

=2 o
AMERLICH. HAIREE 22 o7tel 2= 22AHO| HEio| tist JHEXel JHRE NSE=
ROIM o2 S2{AEQ YO 0|= FH| HEIE A ZLIEZstn Hlug £ AFLCEH E
HtXoM tHAEEE B0 2 S2{AHS| HHi, HMH xtEt 24 8 2SS =0
UASLICE.

* CLI @l%=: ——dashboard

v o

* CLI QI

./uhc --dashboard
./uhc --dashboard --runs-path /custom/output
./uhc --dashboard --config-path /path/to/custom config.yaml
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TELEMETRY :

ENABLED: false

2ye

XtS YOI0|E H]

f

Y20|= HEi HAL7|2| XIS YH|0|EE HIE e

= O

FokeH Cf

AUTO_UPDATE:

ENABLED: false

./uhc \
-—cluster-ip 192.168.1.100 \
--cluster-username admin \
--cluster-password mypassword \
--target-ontap-version 9.15.1 \
-—accept-eula true \
--config-path /path/to/custom config.
--runs-path /custom/output \
--skip-compatibility-check false

Config.yaml| It

CLUSTER:
IP: "192.168.1.100"
USERNAME : "admin"
PASSWORD: "mypassword"

TARGET ONTAP VERSION: "9.15.1"

ACCEPT EULA: true

SKIP COMPATIBILITY CHECK: false
APP:
RUNS PATH: "/custom/output"

10

gjo

LHE2 config.yaml TFA0| =7H5HMAIL.

yaml \
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e U IViHSE ety O = HAISHHH 214~ 810| Upgrade Health CheckerE
/uhc
SAE
ol2{ot HH2 =7 MA| M 2o R 7IX| F7t 7|52 MSELICH
* EEE EA

./uhc --help

HE HEA
./uhc --version
- SBAH A HAE

./uhc --test-connectivity cluster

i

A2 5F A AE

./uhc --test-connectivity telemetry
* Xt& YHl0|E HE HAE

./uhc --test-connectivity autoupdate
* BEEHAE M3

=

./uhc —--test all
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