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Permissions configuration

Create polides

Select the services and permissions level that you would like to use and then follow the instructions
to create the policy from the AWS Management Console,

. Storage management @ Automate permissions C} Read perrnissions
. Al workdoads (®) Automate permissions

. Databases wordoads () Automate permissions (®) FRead permissions
. Whiware workloads (®) Automate permissions () Read permissions
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Create policies

Select the sennces and permissions level that you would hike to use and then follow the instructions

to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions

Al workloads

. Databases workloads @ Automate permissions O Read permissions

Wivlware workloads
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Create policies

Select the services and permissions level that you would like to use and then follow the instructions

to create the policy from the AWS Management Console.

@ Storage management (® Automate permissions (O Read permissions
Al workloads
Databases workloads

. Viware workloads O Automate permissions @ Read permissions
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Create policies

Select the services and permissions level that yvou would like to use and then follow the instructions
to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions
Al workloads
Databases workloads

Vidware workloads
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:Describe*",
"fsx:ListTagsForResource",
"ec2?2:Describe*",
"kms:Describe*",
"elasticfilesystem:Describe*",
"kms:List*",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics"

1,

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"

AH7|M7| HEL|CE
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
Vitgszg wW
"ec2:Describe*",
"ec2:CreateTags",
"ec2:CreateSecurityGroup",
"iam:CreateServiceLinkedRole",
"kms:Describe*",
"elasticfilesystem:Describe*",
"kms:List*",
"kms:CreateGrant",
"cloudwatch:PutMetricData",
"cloudwatch:GetMetricData",
"iam:SimulatePrincipalPolicy",
"cloudwatch:GetMetricStatistics"

1,

"Resource": "x"

b

{
"Effect": "Allow",
"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:DeleteSecurityGroup"

I

"Resource": "*",

"Condition": {
"StringLike": {

"ec2:ResourceTag/AppCreator": "NetappFSxWE"

CHE #0l= 2E2(X|0f Chet AFE 2 eto] Lot QLS LI,
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"Version":

"2012-10-17",

"Statement": [

{

"Sid":

"CommonGroup",

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",

"sns:
"ec2:
"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:
"ec?2:
"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"kms :

"kms:

"kms

ListTopics",
DescribeInstances",
DescribeVpcs",
DescribeSubnets",
DescribeSecurityGroups",
DescribeImages",
DescribeRegions",
DescribeRouteTables",
DescribeKeyPairs",
DescribeNetworkInterfaces",

:DescribelInstanceTypes",

DescribeVpcEndpoints",
DescribelInstanceTypeOfferings",
DescribeSnapshots",
DescribeVolumes",
DescribeAddresses",
ListAliases",

ListKeys",

:DescribeKey",

"cloudformation:ListStacks",

"cloudformation:DescribeAccountLimits",

"ds:DescribeDirectories",

"fsx:
"fsx:
"fsx:

"fsx:

DescribeVolumes",
DescribeBackups",
DescribeStorageVirtualMachines",

DescribeFileSystems",

"servicequotas:ListServiceQuotas",

"ssm:
"ssm:
"ssm:
"ssm:
"ssm:
"ssm:

"ssm:

GetParametersByPath",
GetCommandInvocation",
SendCommand",
GetConnectionStatus",
DescribePatchBaselines",
DescribeInstancePatchStates",
ListCommands",

25



"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource"
"logs:DescribelLogGroups"

1,

"Resource": [
W
]
b
{
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",

"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
b
{

"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
I

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"
by
{

"Effect": "Allow",

"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"

AH7|M7| BEL|CE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EC2Group",

"Effect": "Allow",



"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?
"ec?2
"ec?2
"ec?
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

1,

:AllocateAddress",
:AllocateHosts",
:AssignPrivateIpAddresses",
:AssociateAddress",
:AssociateRouteTable",
:AssociateSubnetCidrBlock",
:AssociateVpcCidrBlock",
:AttachInternetGateway",
:AttachNetworkInterface",
:AttachVolume",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateVolume",
DeleteNetworkInterface",

:DeleteSecurityGroup",

DeleteTags",

DeleteVolume",
DetachNetworkInterface",
DetachVolume",
DisassociateAddress",
DisassociateIamInstanceProfile",
DisassociateRouteTable",
DisassociateSubnetCidrBlock",

:DisassociateVpcCidrBlock",
:ModifyInstanceAttribute",
:ModifyInstancePlacement",
:ModifyNetworkInterfaceAttribute",
:ModifySubnetAttribute",
:ModifyVolume",
:ModifyVolumeAttribute",
:ReleaseAddress",
:ReplaceRoute",
:ReplaceRouteTableAssociation",
:RevokeSecurityGroupkgress",
:RevokeSecurityGroupIngress",

StartInstances",
StopInstances"

"Resource": "*",
"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation:stack—-name":

by

"WLMDB*"

27
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"Sid":

"Effect":

"FSxNGroup",
"Allow",

"Action": [

"fsx:

1,

TagResource"

"Resource": "*",

"Condition": {
"StringLike": {

"aws:ResourceTag/aws:cloudformation:stack—-name":

"Sid":

"Effect":

"CommonGroup",
"Allow",

"Action": [

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation:

CreateStack",
DescribeStackEvents",
DescribeStacks",
ListStacks",
ValidateTemplate",

"cloudformation:DescribeAccountLimits",
"cloudwatch:GetMetricStatistics",

"ds:DescribeDirectories",

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2

"ec2

CreatelLaunchTemplate",
CreatelaunchTemplateVersion",
CreateNetworkInterface",
CreateSecurityGroup",
CreateTags",
CreateVpcEndpoint",
Describe*",

Get*",

:RunInstances",
:ModifyVpcAttribute",

"ecZ2messages:*",

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"kms :
"kms :

"kms:

CreateFileSystem",
UpdateFileSystem",
CreateStorageVirtualMachine",
CreateVolume",

UpdateVolume",

Describe*",

Ligc=",

CreateGrant",

Describe*",

Ligc=",

"WLMDB*"



"kms:GenerateDataKey",

"kms:Decrypt",

"logs:CreateLogGroup",

"logs:CreateLogStream",

"logs:DescribelLog*",

"logs:GetLog*",

"logs:ListLogDeliveries",

"logs:PutLogEvents",

"logs:TagResource",

"logs:PutRetentionPolicy",
"servicequotas:ListServiceQuotas",
"sns:ListTopics",

"sns:Publish",

"ssm:Describe*",

"ssm:Get*",

"ssm:List*",

"ssm:PutCompliancelItems",
"ssm:PutConfigurePackageResult",
"ssm:PutInventory",

"ssm: SendCommand",

"ssm:UpdateAssociationStatus",
"ssm:UpdateInstanceAssociationStatus",
"ssm:UpdateInstanceInformation",

"ssmmessages:*",
"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:PutRecommendationPreferences",
"compute-optimizer:GetEffectiveRecommendationPreferences",
"compute-optimizer:GetEC2InstanceRecommendations",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances"

1,

"Resource": "x"

"Sid": "ArnGroup",

"Effect": "Allow",

"Action": [
"cloudformation:SignalResource"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"Sid": "IAMGroup",

29
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"Effect": "Allow",
"Action": [

"iam:

lam

"iam:

"iam:

iam
I

lam:

lam:

lam:

lam:

lam:

lam:

CreateRole",

:GetPolicy",
GetPolicyVersion",
GetRole",
GetRolePolicy",
GetUser",
PutRolePolicy",

AddRoleToInstanceProfile",
CreatelInstanceProfile",

DeleteInstanceProfile",

:RemoveRoleFromInstanceProfile"

"Resource": "x"
"Sid": "IAMGroupl",
"Effect": "Allow",
"Action":
"Resource": "*",
"Condition": {

"StringLike": {

"iam:AWSServiceName":

S el

"IAMGroup2",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "*",

"Condition": {

"StringEquals": {

"iam:PassedToService":

"Sid":

"SSMParameterStore",

"Effect": "Allow",
"Action": [

"ssm
"ssm
"ssm

"ssm

:GetParameter",
:GetParameters",
:PutParameter",
:DeleteParameters"

"iam:CreateServiceLinkedRole",

"ec?2.amazonaws.com"

"ec2.amazonaws.com"



1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
b
{

"Effect": "Allow",

"Action": [

"iam:SimulatePrincipalPolicy"
1y

"Resource": "x"

CtS HO0ll= CIO|E{H|0|A {20 CHEH AL ATHO| Lt AELICEH
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"

45



46

"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com



"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",

47



"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

I

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",

48
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"
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"Sid": "BedrockLoggingIamOperations",

"Effect": "Allow",
"Action": [

"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",
"Effect": "Allow",
"Action": [

"gbusiness:ListApplications"

1,

"Resource": "x"

Yo

{
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"

1,

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
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"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [
"ec2:DescribeRegions",

"ec?2:
"ec2:
"ec2:
"ec2:
"ssm:
"kms:
"kms :

"kms:

1,

"Resource":

"Effect":

DescribeAvailabilityZones",
DescribeVpcs",
DescribeSecurityGroups",
DescribeSubnets",
GetParametersByPath",
DescribeKey",

ListKeys",

ListAliases"

"k

"Allow",

"Action": [

"iam:

1,

"Resource":

AH7|M7| BEL|CE

"Version":

SimulatePrincipalPolicy"

"Wk n

T2012=10=17%",

"Statement": |

{

"Effect":

"Allow",

"Action": [

"cloudformation:CreateStack"

1,

"Resource":

"Effect":

"Wk n

"Allow",

"Action": [



by
{

"fsx:CreateFileSysten",
"fsx:DescribeFileSystems",
"fsx:CreateStorageVirtualMachine",

"fsx:DescribeStorageVirtualMachines",

"fsx:CreateVolume",
"fsx:DescribeVolumes",
"fsx:TagResource",
"sns:Publish",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"

1,

"Resource": "*"
"Effect": "Allow",
"Action": [

"ec?:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec?2:RunInstances",
"ec?2:DescribelInstances",
"ec2:DescribeRegions",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeVpcs",
"ec2:CreateSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribelImages"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath",
"ssm:GetParameters"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,
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"Resource": "*"
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to add and manage permissions and credentials.

Let's get started by creating an account. Liarn inore aliout scotimts, (2

Account name

My Account

you provide us with some background about your job.

HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you

To help us organize menu options that best suit your objectives, we suggest that

My job description Optional
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@ Add manually Q
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Permissions configuration
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Create role @ Action required AV g
Credentials name t@ Action required A
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<[> Codebox
Permissions configuration

Create policies £ 1AM policy

Select the services and permissions level that you would like to use and then follow the instructions to create the policy from the AWS

ViMware workloads - Read permissions B +

Management Console. Learn more about workload factory usage of AWS account permissions (2

Storage management - Automate permissions B -

@ Storage management (® Automate permissions QO Read permissions
Al workloads
Databases workioads
@ VMware workloads O Automate permissions (® Read permissions
Enable automatic permissions check ()

|
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Permissions configuration

Create role Eat
From the AWS Management Consaole

1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevaously dafined and cliick select Next
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.
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Add credentials

Add manually @ Add via AWS CloudFormation o
@ Create an IAM policy and 1AM role in your AWS account alic al
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Permissions configuration
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Redirect to CloudFormation
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Region & VPC

Availability zones
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Security group
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Cluster configuration - Node 2:
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"cloudformation
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"Resource": "x"
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