AZSHU AL
Setup and administration

NetApp
February 02, 2026

This PDF was generated from https://docs.netapp.com/ko-kr/workload-setup-admin/workload-factory-
overview.html on February 02, 2026. Always check docs.netapp.com for the latest.



=0

AIESHYAIR
7|2 A ot
NetApp Workload Factorydi| CHSH 20t M|
a2 317
NetApp Workload Factorydi| Cii st st
NetApp Workload Factory BZ A|Z}
NetApp Workload Factorydi| 7tSHMIR
Workload FactoryOf| 7+I5HM|2
Workload Factory A0 CtE AtzhE ACHSHMR
Workload Factory0ll AWS Xt 3 &7}
e
AWS X4 %
Aol Xt BHE +52E FIHRL(Ct
CloudFormation2 AtEsto] AFol| Xt2 ZES F7HLICt
NetApp Workload Factory2 $3IZE %| &%}

o U1 = =2

53
54
54
56
56
56
57
57
60
62



Al ZISHE AL
712 M sts

NetApp Workload Factorydi| CHol 20tE MR

NetApp Workload Factory= Amazon FSx for NetApp ONTAP It A|ABIS ALE25}0]
HIZEE A3ldt= O E20| B =5 MAE 2=t £ 7| 22| ZSSLICH
Workload Factory2t FSx for ONTAP At835t0] 7tAste o~ Ql= YT EEZ = O|O|E{H| O] A,
VMware Cloud on AWSZ2| VMware 00| 120 M, Al 312 50| Q&LICE.

IZECHH| =LA S HE GM6HY| o HAE 2lAA, ZE, MH[A = OfE2[7|0[Me| =eh2 o|n|gL|Ct Ol=

024 CHH O Z2|H|0| MEE| HHAlE T2 M| A0 O|27|7X| RAU0|E E £ QJ&LICH YIAZEE thA AWS AIHE LiQ|
2|AA USRS ALESHALE Of2] A ™ol Z2H 2| AAE ALY £ JUSLIC

Amazon FSx for NetApp ONTAP 0|4 3 2|E[Z O Z2|#|0| M, C|O|E{t[0| A, 74E[0[L], VMware Cloud G| 0|E]
MEA AR IHU S 2B b 22| AWS 7|8t NFS, SMB/CIFS % iSCSI AE2|X| 282 MSELICt
Workload Factory®t 7|2 AWS 22| =& AFE3H0] FSx for ONTAP 2 2t2[g = ALt

|

ro

Workload Factory S E2 L2t 22 2 7|52 HS LI

RSt MES AR

22t E0|A Amazon FSx for NetApp ONTAP I A|ARIS M HYE 51 #2|BL|Ct FSx for ONTAP2
UZtEl l0|EE|E SR E AH S H2dH= HI0|E|E AWS 2|8 MH| A ONTAPS| 2 & 7|52 H2gtLICt

2no30|A vSphere 222 AWS2| VMware CloudZ 0+0|12{|0| M&tL|C}

VMware Cloud on AWS 0}0| 12{|0| M 0{EH[O| XS ALE5HH 22|02 vSphere S0 ] 714 B Al
TH2 EMst #E VM H|0]0FRE AWS 7|2t VMware CloudOf| BiZZ st 2HE3 Amazon FSx for NetApp
ONTAP I A|ARIS 9F H|O|E XMEAZE ALY 4 USLICE

H|O|E{H[O] A 20| ZALO| S 22|

Amazon FSx for NetApp ONTAPE ALE510{ L|O|E{H|0|A YTEEE AMSI H|E B 2E 24M, SQL
Mt C|O|E{H|0] A= FSx for ONTAP AE2|X| 2 Oto|13f|o|Met nf AEa|X| Sl OfZa|#H|0|Mo| 0| S &8t

SE8A 2 AHE F25t= SQL AH, H|O|E{H|0| A, HIO|E{H|0]A 2 ES BiZESIY, A B2tE ZE S5
DUSOZ MBS REE XS85tal, sSQL MM &#EE X&Ho= DLHE 3 2| X6t 45, 7184, B2,
HIE 22dS gLt

Al A5 gt

FSx for ONTAP It A|AEIS t23810] ZX[o| A& A A Gl A| Engine Cl|O|E{H|0|AZ XMZEEILICEH 0|2 S8
ZEo| H|YH H|O|E{E AE{T2to|= A& of E2|AH|0| Mo Eret 4 JUSLICY.

HIE 2&S flet B AL

Amazon EBS(Elastic Block Store) 2= EFS(Elastic File System) 2E2|X| EE= Amazon FSx for Windows
File ServerS AtE3t= $xH XS £4510{ Amazon FSx for NetApp ONTAPO 2 Hatet A HAUE £ QU=
H 82 QIS Al ot A[MT|E AESHY] A2l Bl ek HHEE 2ot "7t ALIZ[RE 3" =2 JELIC



XHS2HE FTIsH| 28t MH|A AE
MH|A A™EE A2 NetApp Workload Factory 22 QtM st oFE MO 2 XHSSISHMRQ. MH[A AE™E 2
AL Xt 22| Aot 20| ¥ Mol @2 X|&E= IfEﬁfE XN BstH APl N ADH | SSIEZ HOMO| S
LS| ASLICE

Ask Me Al H| A

Al B MOl 7| FSx for ONTAP It A|ARIS 2|5t 2FsH= LHO| tioll 2= EM|K. Ask Me= MCP(Model
Context Protocol)E A3t 2|F 2tZ 1} QHHSHA| QIE{H|0| At D API =78 #2[5 EF AEZ|X| 2t30]

REA SHE ML

Workload FactoryE AHE5HH Amazon Web ServicesOlA| 22IRE AEZ|X|E 2|61 YIEE 7|52 AMEBE
ol&L|ct
M- -

Hot

NetApp Workload Factory 2| H2t2 NetApp Ol AH| =M 2K ILICt. Workload Factory2| & ¥ I2E=
Amazon FSx for NetApp ONTAP Ol A HAHEIL|CEH o] 2= A 2|0 "AWS E2F 7| 5"NetApp Workload Factory
QB S YJASLICE "SOC2 13 A &, SOC2 25 78 &4 YU HIPAA 7 HE &4

NetApp Workload Factory Amazon FSx for NetApp ONTAP ="AE{ 20| = o HHIL E 2|5t AWS S2M" H
HAE 2H A E HF0| £ IHSo{FSLICH

HIE

Workload Factorye= 222 A2 3 UELICE Amazon Web Services(AWS)0| X|25t= HIE2 BE S =
AEE|X| Y I ZE MH| A0 w2t ZEELICEH 047|0= Amazon FSx for NetApp ONTAP ,AWS olmztol
VMware Cloud, AWS AMH|A S9| H|E0| gt LT}

Workload Factory & 24

Workload Factory0il= SaaS AlE2 Sl MSk== & 7It.'_f Z&, A, 2R = Aritof thet HMAE Hofshs 2F
L E, Workload Factory2t AWS A1 Ztol| 22|el HES HMSsts d3 S0| Zet=|0f ASLICE

MH|AE AT EL0f

Workload Factory= CHS
0|2{%t SaaS SHS A8
A Mered = JAELICH

—-— )

gan #Aﬂﬁg 2 &LICL"NetApp Workload Factory 2&" 12| 1"NetApp 2&" .
o X =0 AHEOZ HNATH & QIOMH Workload Factory A&t E'ﬂ Ztof|

rlH>+
=
n
e

"CHefot 2& Zeoll CHal AtMIs] 2ot A"

A

X2 Z Workload Factory0f| 21
2SI ZXlo| 2|AA 9T 2C 'i °HEE HHAE L ¢

HEAELICH Ol AEE MHESHH XHH 8=
UG LICE.

Fﬁ
M
0
o
ra
mn
I
rr
=2
>
ﬁ



https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://trust.netapp.com/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/solutions/guidance/deploying-enterprise-apps-with-netapp-bluexp-workload-factory-for-aws-and-amazon-fsx-for-netapp-ontap/
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.workloads.netapp.com
https://console.netapp.com
https://console.netapp.com
https://console.netapp.com

& A t is the top-level el t in NetApp's identity platform. It bl
HeIIO RlChard, n account is the top ev‘e v._eemen in Ne p.p s identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. )sary imirs alaUY SEeenns, [2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that
you provide us with some background about your job.

My job description Optional

‘ Select a job description -

HAX™S ohEH e AH 9| single_account admin_user?} ElLILCE.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeVolumes",
"fsx:ListTagsForResource",
"fsx:DescribeBackups",
"fsx:DescribeSharedVpcConfiguration",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"ec2?2:Describelnstances",
"ec?2:DescribeVolumes",
"elasticfilesystem:DescribeFileSystems",
"ce:GetCostAndUsage",

"ce:GetTags",

1,

"Resource": "x"

bo

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
}
]
}
2% 9 7
{
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"fsx:CreateVolume",
"fsx:DeleteVolume",
"fsx:UpdateFileSysten",



"fsx:UpdateStorageVirtualMachine",
"fsx:UpdateVolume",
"fsx:CreateBackup",
"fsx:CreateVolumeFromBackup",
"fsx:DeleteBackup",
"fsx:TagResource",
"fsx:UntagResource",
"fsx:CreateAndAttachS3AccessPoint",
"fsx:DetachAndDeleteS3AccessPoint",
"s3:CreateAccessPoint",
"s3:DeleteAccessPoint",
"s3:GetObjectTagging",
"bedrock:InvokeModelWithResponseStream",
"bedrock:InvokeModel",
"bedrock:ListInferenceProfiles",
"bedrock:GetInferenceProfile",
"s3tables:CreateTableBucket",
"s3tables:ListTables",
"s3tables:GetTable",
"s3tables:GetTableMetadataLocation",
"s3tables:CreateTable",
"s3tables:GetNamespace",
"s3tables:PutTableData",
"s3tables:CreateNamespace",
"s3tables:GetTableData",
"s3tables:ListNamespaces",
"s3tables:ListTableBuckets",
"s3tables:GetTableBucket",
"s3tables:UpdateTableMetadatalocation",
"s3tables:ListTagsForResource",
"s3tables:TagResource",
"s3:GetObjectTagging",
"s3:ListBucket"

I

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "*"
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"Version":

"2012-10-17",

"Statement": [

{

I

"Effect": "Allow",

"Action": [

"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"fsx:
"kms :
"iam:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"kms :
"kms :
"kms :

1,

CreateFileSystem",
CreateStorageVirtualMachine",
DeleteFileSystem",
DeleteStorageVirtualMachine",
TagResource",

UntagResource",

CreateGrant",
CreateServicelLinkedRole",
CreateSecurityGroup",
CreateTags",
DescribeVpcs",
DescribeSubnets",
DescribeSecurityGroups"

~

DescribeRouteTables",
DescribeNetworkInterfaces",
DescribeVolumeStatus",
DescribeKey",

ListKeys",

ListAliases"

"Resource": "x"

"Effect": "Allow",
"Action": [

"ec?2
"ec?2
"ec?2
"ec?2
"ec2:

1,

:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",

DeleteSecurityGroup"

"Resource": "*",

"Condition": {
"StringLike": {

"ec2:ResourceTag/AppCreator":

"NetappFSxWE"



"Effect": "Allow",
"Action": [
"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

Ch2 HOll= AE2(X[0f TSt AL o] Liet AELICE
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "CommonGroup",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricStatistics",
"cloudwatch:GetMetricData",
"sns:ListTopics",
"ec2:DescribelInstances",
"ec2:DescribevVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribelImages",
"ec2:DescribeRegions",
"ec2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribelnstanceTypes",
"ec2:DescribeVpcEndpoints",
"ec2:DescribelnstanceTypeOfferings",
"ec2:DescribeSnapshots",
"ec?2:DescribeVolumes",
"ec2?2:DescribeAddresses",
"kms:ListAliases",

"kms:ListKeys",

"kms:DescribeKey",
"cloudformation:ListStacks",
"cloudformation:DescribeAccountLimits",
"ds:DescribeDirectories",
"fsx:DescribeVolumes",
"fsx:DescribeBackups",
"fsx:DescribeStorageVirtualMachines",
"fsx:DescribeFileSystems",
"servicequotas:ListServiceQuotas",
"ssm:GetParametersByPath",
"ssm:GetCommandInvocation",

"ssm: SendCommand",
"ssm:GetConnectionStatus",
"ssm:DescribePatchBaselines",
"ssm:DescribelInstancePatchStates",

"ssm:ListCommands",



Ho
of
#2

rx

"ssm:DescribelInstanceInformation",
"fsx:ListTagsForResource",
"logs:DescribeLogGroups",
"bedrock:GetFoundationModelAvailability",
"bedrock:ListInferenceProfiles"

1,

"Resource": [

W n
]
"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:GetParameters",
"ssm:PutParameter",
"ssm:DeleteParameters"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmdb/*"
"Sid": "SSMResponseCloudWatch",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents",
"logs:PutRetentionPolicy"
1,

"Resource": "arn:aws:logs:*:*:log-group:netapp/wlmdb/*"

19
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"Sid": \AJ

"Effect":
"Action":

"fsx
"fsx

1,

FSxRemediation",
"Allow",

[
:UpdateFileSystem",
:UpdateVolume"

"Resource": "*"

"Sid": "EC2Remediation",

"Effect"

"Action":

"ec?2
"ec2
"ec?2

I

: "Allow",

[

:StartInstances",
:ModifyInstanceAttribute",
:StopInstances"

"Resource": "*",

"Condition": {

"Str

"WLMDB*"

CIO|E{H|O| A S AE M

ingLike": {
"ec2:ResourceTag/aws:cloudformation:stack-name":

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EC2TagGroup",
"Effect": "Allow",
"Action": [

"ec?2:AllocateAddress",
"ec?2:AllocateHosts",
"ec2:AssignPrivatelIpAddresses",
"ec?2:AssociateAddress",
"ec2:AssociateRouteTable",
"ec2:AssociateSubnetCidrBlock",
"ec2:AssociateVpcCidrBlock",
"ec2:AttachInternetGateway",



name" :

name" :

1,

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2
"ec?2

"ec2

:AttachNetworkInterface",
:AttachVolume",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
CreateVolume",
DeleteNetworkInterface",
:DeleteSecurityGroup",
DeleteTags",

DeleteVolume",
DetachNetworkInterface",
DetachVolume",
DisassociateAddress",
DisassociateIamInstanceProfile",
DisassociateRouteTable",
DisassociateSubnetCidrBlock",
:DisassociateVpcCidrBlock",
:ModifyInstancePlacement",
:ModifyNetworkInterfaceAttribute",
:ModifySubnetAttribute",
:ModifyVolume",
:ModifyVolumeAttribute",
:ReleaseAddress",
:ReplaceRoute",
:ReplaceRouteTableAssociation",
:RevokeSecurityGroupEgress",

:RevokeSecurityGroupIngress"

"Resource": "*",

"Condition": {
"StringLike": ({

"ec2:ResourceTag/aws:cloudformation:stack-

"WLMDB*"
}
}
by
{
"Sid": "FSxNGroup",
"Effect": "Allow",
"Action": [
"fsx:TagResource"
I
YResource™ et
"Condition": {
"StringLike": {
"aws:ResourceTag/aws:cloudformation:stack-
"WLMDB*"

21



"Sid": "CreationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:ValidateTemplate",
"ec2:CreatelLaunchTemplate",
"ec2:CreatelLaunchTemplateVersion",
"ec?2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:CreateVpcEndpoint",
"ec?2:RunInstances",
"ec2:DescribeTags",
"ec2:DescribelLaunchTemplates™,
"ec2:ModifyVpcAttribute",
"fsx:CreateFileSystem",
"fsx:CreateStorageVirtualMachine",
"fsx:CreateVolume",
"fsx:DescribeFileSystemAliases",
"kms:CreateGrant",
"kms:DescribeCustomKeyStores",
"kms:GenerateDataKey",
"kms:Decrypt",
"logs:CreateLogGroup",
"logs:CreatelLogStream",
"logs:GetLogGroupFields",
"logs:GetLogRecord",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:TagResource",

"sns:Publish",
"ssm:PutCompliancelItems",
"ssm:PutConfigurePackageResult",
"ssm:PutInventory",
"ssm:UpdateAssociationStatus",
"ssm:UpdateInstanceAssociationStatus",
"ssm:UpdateInstanceInformation",
"ssmmessages:CreateControlChannel",
"ssmmessages:CreateDataChannel",
"ssmmessages:0OpenControlChannel",



"ssmmessages:0OpenDataChannel",
"compute-optimizer:GetEnrollmentStatus",
"compute-optimizer:PutRecommendationPreferences",
"compute-

optimizer:GetEffectiveRecommendationPreferences",

"compute-optimizer:GetEC2InstanceRecommendations",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",

iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:GetRolePolicy",

"iam:GetUser"

I

"Resource": "x"
"Sid": "ArnGroup",
"Effect": "Allow",
"Action": [

"cloudformation:SignalResource"

I

"Resource": |
"arn:aws:cloudformation:*:*:stack/WLMDB*",
"arn:aws:logs:*:*:log-group:WLMDB*"

"sSid": "IAMGroupl",
"Effect": "Allow",
"Action": [

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",

iam:PutRolePolicy",

"iam:RemoveRoleFromInstanceProfile"

I

"Resource": [
"arn:aws:iam::*:instance-profile/*",

"arn:aws:iam: :*:role/WLMDB*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",

23



"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringLike": {
"iam:AWSServiceName": "ec2.amazonaws.com"

"Sid": "IAMGroup3",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": |
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/WLMDB*"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.com"

"sSid": "IAMGroup4",

"Effect": "Allow",
"Action": "iam:CreateRole",
"Resource": "arn:aws:iam::*:role/WLMDB*"

CtE HOll= CIO|E{H|0]|A YITZ 0| CHet AHZ #oto] Liet AELCE.
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudformationGroup",

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DescribeStacks"

1,

"Resource": "arn:aws:cloudformation:*:*
"Sid": "EC2Group",

"Effect": "Allow",

"Action": [

"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress"
I
"Resource": "*",
"Condition": {
"StringLike": {

"ec2:ResourceTag/aws:cloudformation

"Sid": "EC2DescribeGroup",
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:CreateVpcEndpoint",
"ec2:CreateSecurityGroup",
"ec2:CreateTags",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec?2:DescribeRouteTables",
"ec2:DescribeKeyPairs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints",
"ec?2:DescribelInstances",
"ec2:DescribelImages",

:stack/wlmaix/*"

:stack-name":

"wlmai*"



"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances"

1,

"Resource": "x"
"Sid": "IAMGroup",
"Effect": "Allow",
"Action": [

"iam:CreateRole",
"iam:CreateInstanceProfile",
"jam:AddRoleToInstanceProfile",
"iam:PutRolePolicy",
"iam:GetRolePolicy",
"iam:GetRole",

"iam:TagRole"

1,

"Resource": "*"

"Sid": "IAMGroup2",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:PassedToService": "ec2.amazonaws.
}
1
"Sid": "FSXNGroup",
"Effect": "Allow",
"Action": [

"fsx:DescribeVolumes",
"fsx:DescribeFileSystems",
"fsx:DescribeStorageVirtualMachines",
"fsx:ListTagsForResource"

1,

"Resource": "x"

"Sid": "FSXNGroup2",
"Effect": "Allow",
"Action": [

com
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"fsx:UntagResource",
"fsx:TagResource"

1,

"Resource": |
"arn:aws:fsx:*:*:volume/*/*",

"arn:aws:fsx:*:*:storage-virtual-machine/*/*"

"Sid": "SSMParameterStore",
"Effect": "Allow",
"Action": [

"ssm:GetParameter",
"ssm:PutParameter"

1,

"Resource": "arn:aws:ssm:*:*:parameter/netapp/wlmai/*"
nsid": "SSM",

"Effect": "Allow",

"Action": [

"ssm:GetParameters",
"ssm:GetParametersByPath"

1,

"Resource": "arn:aws:sSsm:*:*:parameter/aws/service/*"

"Sid": "SSMMessages",

"Effect": "Allow",

"Action": [
"ssm:GetCommandInvocation

1,

"Resource": "x"

"Sid": "SSMCommandDocument",
"Effect": "Allow",

"Action": [

"ssm: SendCommand"

1,
"Resource": |
"arn:aws:ssm: *:*:document/AWS-RunShellScript"

"Sid": "SSMCommandInstance",



"Effect": "Allow",

"Action": [
"ssm: SendCommand",
"ssm:GetConnectionStatus"

1y

"Resource": |
"arn:aws:ec2:*:*:instance/*"

1y

"Condition": {
"StringLike": {

"ssm:resourceTag/aws:cloudformation:stack-name":

nsid": "KMS",
"Effect": "Allow",
"Action": [

"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource": "*"

"Sid": "SNS",

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": "x"

"Sid": "CloudWatch",

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups"

1,

"Resource": "x"

"Sid": "CloudWatchAiEngine",

"Effect": "Allow",

"Action": [
"logs:CreateLogGroup",
"logs:PutRetentionPolicy",
"logs:TagResource",

"wlmai-*"
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"logs:DescribeLogStreams"

1,

"Resource": "arn:aws:logs:*:*:log-group:/netapp/wlmai*"
"Sid": "CloudWatchAiEngineLogStream",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"

1,

"Resource":

"Sid": "BedrockGroup",

"Effect":
"Action":

"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:
"bedrock:

1,

"Resource":

"Allow",

[

InvokeModelWithResponseStream",
InvokeModel",

ListFoundationModels",
GetFoundationModelAvailability",
GetModelInvocationLoggingConfiguration",
PutModelInvocationLoggingConfiguration",
ListInferenceProfiles"

"k

"Sid": "CloudWatchBedrock",

"Effect":
"Action":

"Allow",

[

"logs:CreateLogGroup",

"logs:PutRetentionPolicy",

"logs:TagResource"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/bedrock*"
"Sid": "BedrockLoggingAttachRole",

"Effect": "Allow",

"Action": [

"iam:AttachRolePolicy",

"iam:PassRole"

1,

"Resource"

: "arn:aws:iam::*:role/NetApp AI Bedrock*"

"arn:aws:logs:*:*:log-group:/netapp/wlmai*:*"



"Sid": "BedrockLoggingIamOperations",

"Effect": "Allow",
"Action": [
"iam:CreatePolicy"

1,

"Resource": "x"

"Sid": "QBusiness",

"Effect": "Allow",

"Action": [
"gbusiness:ListApplications"

1,

"Resource": "x"
"Sid": "83",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
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B, A= 8 2

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeRegions",

"ec2:DescribeAvailabilityZones",

"ec2:DescribevVpcs",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeDhcpOptions",
"kms:DescribeKey",
"kms:ListKeys",
"kms:ListAliases",
"secretsmanager:ListSecrets",
"evs:ListEnvironments",
"evs:GetEnvironment",

"evs:ListEnvironmentVlans"

1,

"Resource": "x"
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"

Clo[Ef MEA BiZE S HE

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack"

1,

"Resource": "*"
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by
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:DescribeFileSystems",
"fsx:CreateStorageVirtualMachine",
"fsx:DescribeStorageVirtualMachines",
"fsx:CreateVolume",
"fsx:DescribeVolumes",
"fsx:TagResource",
"sns:Publish",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"

1,

"Resource": "x"

bo

{
"Effect": "Allow",
"Action": [

"ec2:RunInstances",
"ec2?2:DescribelInstances",
"ec2:CreateSecurityGroup",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribelImages"

1,

"Resource": "*"

by

{
"Effect": "Allow",
"Action": [

"iam:SimulatePrincipalPolicy"

1,

"Resource": "x"
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HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. Liarn inore aliout scotimts, (2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

9. *0t=7|*S MEHSIH Workload Factory SH|O|X| 7} EA|ElL|C}.

Z3t
O|H| Workload Factory 21211} A|"H0| MAEL|Ct #5t= AI™ 22|12 2tFE|H 2= Workload Factory 7| S0l

OHA|ASH A OlA| |}

Workload Factory A|H0]| CIE AlRIS XCHSHMR2

A 22| X2 X CHE AFEXHE Workload Factory Ié01| XCHSH Workload FactoryOfl HMASHD ALES £ JUF
ot £ AEL|CH AIY 22| = NetApp Console Oil Mo 7S gLt

NetApp Console MEAE EZSHMAQ. "HEH(ALEX} AHE)E F7I6t= UHE LOIENQ "YIEE HER|
AEO=Z AASIM .

Z21

EOHH2 A EXHE RIAEE HER| AFo|| 7HSH= 2HHol| Chot Qhfot ZeHEl o] S BhA| &Lt

Workload FactoryOll AWS X2 S 7}

NetApp Workload FactoryZt AWS HH0||AM S2tRE 2|AAS HiZESHD 22|sh= o] Eett
Hotg ZAEE AWS XH4 SEEZ F7tst 22| gLt

e
X2 =™ H|0|X|0fl A 7|& Workload Factory &0l AWS AtZ ZHE FItet & QI&L|CE 0|2 S8l Workload
Factory= AWS Z22t2E &t LHQ| 2|AaALQL ZENAE 2t2(6t= o st #otS HELICEH

* £+&2=: Workload FactoryOllA Xt2 ZEE F715H= S0t AWS AZH0A IAM ZM 3t IAM &S MMt Lt

=
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XA Z5E F7HHO|X[Of|M * 2502 FIt* & MEist = CFS THA|0f| 2} Permissions configuration OF2H 2| 2t
MME etEpiL|ct

Add Credentials

@ Add manually Q

Independently create I1AM policy and [AM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies Mo policies were selectad g
Create role t;'/‘ Action required v
Credentials name t@ Action required v

12 22 7|52 MEst IAM HMS Mgl
O] MMO|M= 0|24t Xt ZH URE HEY = Y= H2EE 7|5 R 2 Y F2C0f ofsh M8E += U=
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Permissions configuration

Creatle role Ea
From the AWS Management Console

1 Mawvigals to the 1AM service.

2 Select Roles > Create role.

2 Select AWS account > Another AWS account.

& Enter the account ID for FSx for ONTAP workload management:
® Szlect Reguire external 1D and enter:

4| Sesiect Next

4]

In the Permissions policy section, choose all of the policies thal you previously defined and ciick select Next
B Entar 3 name for the role and selfect Create role

7 Copy the Role ARN and paste it below.

Role ARMN

o

S L

3¢t
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At2{ 20| M5 D X2 S 1o|X|2 SolzLich,

CloudFormation=S A3t A X0 XtH S F=71eL|Ct

AWS CloudFormation AE42 AF2350| Workload Factory®ll AWS At ZHE FIte 4= QELICH ArEstE =
Workload Factory 7|52 MEist CS AWS A H0|A AWS CloudFormation AES A|ZIBfL|Ct CloudFormation2
MENSH QI ZE J]50] M2t IAM AT AM SES MM BtL|Ct.

AlZFsE7| o

© AWS Aol 239I5t2{H Xt2 SHo| LRstL|C}.
* CloudFormation ASHS AFSBI0] Xt SBS 2718 mh AWS I Foll CHS 23to] lofop Bhct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",
"cloudformation:UpdateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:GetTemplate",
"cloudformation:ValidateTemplate",
"lambda:InvokeFunction",

mwa

iam:PassRole",

iam:CreateRole",

LI

iam:UpdateAssumeRolePolicy",

mwa

iam:AttachRolePolicy",

iam:CreateServicelLinkedRole"
1,

"Resource": "*"

|
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4. Add via AWS CloudFormation * 2 ME{gtL|Ct
Add credentials

Add manually @ Add via AWS CloudFormation °

@ Cr 1 alicy and LAM role in your AWS account Ak =R
ag @ 10 detlaled instructons and & prowided F
permissions list, which s based on your requiremants m

Permissions configuration
Create policles Starage S
Credentials name i} Action required ~

. Create policies * 0| A O[2{$t XtH ZHo| ZTeet 2t QIIZE 7|58 Mot 2t AZC0f st Hst =8
MEHSELICE.
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Redirect to CloudFormation
The instructlons Delow describe koo o creste the link from he AWS CloudFormetion seresce, After you're
done, reiwn 1o Waorkloed Factory.

1 IT wou wea single sign-on [(F50) with AWS, open a separate browser 1ab and 1] in to. the AWS Consale
before you sekect Continue.

z Log In to the AWS account whers the FSx for ONTAP flle sysism raskdes.

3| On the Quick create stack pags, under Capabilities, select | acknowledge that AWS CloudFormation
might create 1AM resources.

4| Select Create stack.

Continua Cancel |

b. AWSOl|lA| SSO(Single Sign-On)E At&3t= A< * Continue * £ MEHS}Y| Fof| HEo| HEtRX B
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o
ne
o]

FSx for ONTAP It A| ARO[ &3F3H= AWS AHIZol| 2180F LTt

C. CloudFormation@ 2 0|5 H|O|X|0| A * Al * & MEHSIL|CE

d. W= AsH 915 7] Ho|X|2] 715 Ol Af * AWS CloudFormation0] IAM E|4AE 4% 4 9SS SolgLict
g MeghLic

e. Create stack * S MEHSIL|C},

f. Workload Factory2 SO17hM X{2 Z% HO|XI8 RLIEIZso] ) Xi2 S20| T FoIx| i
7}5 Qx| SolsiLic
NetApp Workload FactoryZ I ZE %X}

Z92135t11 NetApp Workload FactoryE A& et 20{= Amazon FSx for ONTAP It A|AE
4, FSx for ONTAP Lt A|ABIOf| H|OJE{H|O| A BHZE, FSx for ONTAP Lt A|ABIS 2|8
ClO|E] MZtAZ AF2SH0] 714 Al LS AWSS| VMware CloudZ 010|130 M38t= S
02{ 7tX| ONTAP Factory 7|2 AF8E £ JUSLILCH

* "NetApp ONTAP& Amazon FSx"
FSx for ONTAPS AEZ|X| QITEt= ALE610] oiAf| H|O|E =ES HWoletn 250 &l H|E H
ASIMA|IR. EESH B AL E 7|Z=2Z FSx for ONTAP HHEE T ZH|XMY 5l HIES ofstn, g 22| 7|s0|
AN AL 2~ JAELICE

* "CIOIE{H[O] & K2 =E"
AWSO|A 7|Z H|O|E{H[O] A X}AFS ZEX|SHD, FSx for ONTAPZ MEtsto] ZAiA H| HZS HWItsty,
[ XMotE 2[Th LHZ 2H A E Solf IO|EH[0|AE E T AE 2 =38t CI/CD I0| X2l g 9|Fh M
222 Xttt

N ESNE T

RAG(Retrieval-Augmented Generation) QI 2= HYIZ 5! 212|510 Al OHZ2[AH|0| M| HetMdat 1RdS

62


https://docs.netapp.com/us-en/workload-fsx-ontap/index.html
https://docs.netapp.com/us-en/workload-fsx-ontap/index.html
https://docs.netapp.com/us-en/workload-fsx-ontap/index.html
https://docs.netapp.com/us-en/workload-databases/index.html
https://docs.netapp.com/us-en/workload-databases/index.html
https://docs.netapp.com/us-en/workload-databases/index.html
https://docs.netapp.com/us-en/workload-databases/index.html
https://docs.netapp.com/us-en/workload-databases/index.html
https://docs.netapp.com/us-en/workload-genai/index.html
https://docs.netapp.com/us-en/workload-genai/index.html
https://docs.netapp.com/us-en/workload-genai/index.html

JHMEIL|CE 7|2 H[Z H|o|E{ 2ot 8l
"VMware Y3 ZE"

ADHE AFARST XS WM 7|52 £
=27 24 2% VMS BLED

"EDA Y3 ZE"

AtSehEl AE2|X| Of2t0|E 22| S Sl O3] TFE AlX

A7 2E HIES ZAUSHAIR.

™

~

N =45 £l FSx for ONTAPO]| CHet

off Opo|2f|o|d 5l 2FS ZtasteiL

=HE s ZSLICt

_._
o
—

ol 9l 223t
sototol 452

63


https://docs.netapp.com/us-en/workload-vmware/index.html
https://docs.netapp.com/us-en/workload-vmware/index.html
https://docs.netapp.com/us-en/workload-vmware/index.html
https://docs.netapp.com/us-en/workload-eda/index.html
https://docs.netapp.com/us-en/workload-eda/index.html
https://docs.netapp.com/us-en/workload-eda/index.html

4=

M =

Copyright © 2026 NetApp, Inc. All Rights Reserved. 0|30 A Q12 E 2 EA2| oot HEE HEH ARXL
A MH 521 glo|= of et HAO|Lt £EHFAL =2, =% EE= MX AM A|AH0| Y& SH= AS H|Zet 22T,

XA = 7|AN o= SXE o~ glEL Ch

NetAppO| MZH#E S 7HE Xt=0f| A= 2ZELY|0{0f|i= of2Q] 20| M AeF nX|Aleto] X ZEL|C}.

=5, Ho|E &4, 0] &4, Y St Zel5t0](010f I X| §4F), Of AL EH 02| A= Qlol| L Md}=

I
2= A o 721 A3, QU Sof, UM Ao, ZHA AdHo] Lo hotod 1 2 0|9, M, A}
O, {243t Mol S Bel(DhAl i JX| %2 F2)2t 2210] OfmEt MUT X|X| oD, ofeh 22 Ao
24y JHs 0| SX|EI{CH SHE2FE ORI pRILIc

NetApp2 & A0 2 E HZFS ANEX o2 glo] HEY AHE|E EFELICE NetApp2 NetApp2| HA|E Q!
MH So|E &2 ZRE Hestn & 2M0 2 E HFS A5 2dst= ofet ZH|ol| = MRS X|X| 5Lt
= HZQ A = F0i2 B2 NetAppOliA= Ot ESH, S HH = 7|6 XA T LHH0| HE &= 2| AT
HSotX| gdELItt.

= B0 2YE HMF2 oLt ol¢2| 0= 59, otie 9] L= £ T2l 5512 2 UL

Mgtd M| EAl: HE0| o3t AF2, SX| = S7H0ll= DFARS 252.227-7013(2014'F 28) 8! FAR 52.227-
19(2007' 12&)2| 7|= HIO|H-H| &4 HA E=0i et #2|(Rights in Technical Data -Noncommercial ltems)
o 5t =g (b)(3)oll dHE HM|otAtEto| MEEL|CE.

of7|off Z&E MO = AU ME W/EE 4YUE AH|A(FAR 2.1010] H2|)ofl sH=HSHH NetApp, Inc.2l 5H
RrAtIL|CE & A2k 2l HS &= 25 NetApp 7|2 CIO|E X ZEE AZEY s 2XEMOZ MAHE0|H 710l
HI20t0 2 JNUE|RELICEH O0|= M2 = HIO|E 7t M3 E 0= Alefat 2 st sHEh Al2kS XSt o2t HI0|E ol
CHot M MAXMOE HISHEHO0|I e 4 oM THAHR0| E7t56HH F& S7Hst 2to| A E HgtMo=
ZHELICE of7]0f| IS E BRE M5t NetApp, Inc.2| AP MH S0 ¢l0|= O] HIO|HE AHE, 37H, M4t +=H,
28 e FA|E 4 QI&LICE 0|2 22U Cist M5 20| MlA = DFARS £t 252.227-7015(b)(2014 2€)0]|
HA|El Ao 2 F|SHEIL|C

AE H-

NETAPP, NETAPP 211 5! http://www.netapp.com/TM0| L} El Ot3= NetApp, Inc.2| HEL|CtH 7|EF S|AF S

HE OIE2 olE 27X dEHY = ASLIC.

64


http://www.netapp.com/TM

	시작하십시오 : Setup and administration
	목차
	시작하십시오
	기본 사항 학습
	NetApp Workload Factory에 대해 알아보세요
	콘솔 환경
	NetApp Workload Factory에 대한 권한

	NetApp Workload Factory 빠른 시작
	NetApp Workload Factory에 가입하세요
	Workload Factory에 가입하세요
	Workload Factory 계정에 다른 사람을 초대하세요

	Workload Factory에 AWS 자격 증명 추가
	개요
	AWS 자격 증명
	계정에 자격 증명을 수동으로 추가합니다
	CloudFormation을 사용하여 계정에 자격 증명을 추가합니다

	NetApp Workload Factory로 워크로드 최적화


