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He"O RiChard, An account is the top-level element in NetApp's identity platform. It enables you

to add and manage permissions and credentials.
Let's get started by creating an account. )sary imirs alaUY SEeenns, [2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

‘ Select a job description i
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Create policies

Select the sennces and permissions level that you would hike to use and then follow the instructions

to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Read permissions
Al workloads
. Databases workloads @ Automate permissions O Read permissions

Wivlware workloads
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Create policies

Select the services and permissions level that you would like to use and then follow the instructions

to create the policy from the AWS Management Console.

@ Storage management (® Automate permissions (O Read permissions
Al workloads

Databaszes workloads

. Vidware workloads O Automate permissians @ Read permissions
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Create policies

Select the services and permissions level that you would like to use and then fallow the instructions
to create the policy from the AWS Management Console.

. Storage management @ Automate permissions O Fead permissions
Al workloads
Databases workloads

Vidware workloads
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* O|H|Y FAL AT E X|HSH0] NetApp 22t E 2IUL|C}
CHA|
1. ¢ 22 NE g1 2 0|SLICH "I 2E HEZ| Z&
2. NetApp Support AlO|E AH0| = A NSS A/™t HAE ol FAE * 230! * Ho|X|of| 2H

YL,

NSS AIHO| l= B2 S5 HO|XIE ALE £+ USLICH Workload Factory®|A 0] £7| 23019| UHZ
SE5HA gLt

3. NSS A|IH0| gl= 22 NetApp 22IRE 21012 MMst0] SESIHH * S5 * 2 MESHYA2.
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HeIIO RiChard_. An account is the top-level element in NetApp's identity platform. It enables you
to add and manage permissions and credentials.

Let's get started by creating an account. Liarn inore aliout scotimts, (2

Account name

My Account

To help us organize menu options that best suit your objectives, we suggest that

you provide us with some background about your job.

My job description Optional

9. Create * & MEiSI™H Workload Factory = H|O|X| 7} EA|E/L|C}.
Z2x

0| % Workload Factory 2191 9 0| QI&LICH ots AN Be|Xt2 2+3EE|H 2E Workload Factory 7|50
OHM| AT 2~ Q&LICTH
AWS XA ZHZ Workload FactoryOfl =7tgtL|C}

_DF_

AWS X}Z ZHE £71510{ Workload FactoryZF AWS B0l A 22IQE 2|AAS RXslD
Bha|sts o WS HTHS T2 B

—

e

AWS A™ XtH ZES FII6HK| @f= ot Y22 WEZ|Y2 BASIC_MODEOA &S|t 7| 2E 3l X153t
Dot Z2 LHE XY ZEE MESIER HF FEE 7t + AUSLICE "3 =0 Cfsl] XA O*OFE*'AIEE"

X4 ZE H|o|X|ol|l | AWS XtH SHE 7|E Workload Factory A0l =7t = &LICH 0|F S8 Workload
Factoryi= AWS Sz2tRE 23 Lo|M 2|24 S T2 MAS 2A2[5t= o] 2ot Mots A gLt

* RSO E 1 AWS AFoA IAM M 8L IAM HE S 4E5t 1 Workload FactorydlM AtH &S F7tetLiCt
* *AHS % A RBtof| CHSH A Avto] HEE MMt TS CloudFormation AB1S AHESHO] XtA SO CisH 1AM
YA 5l s Ayt

AWS XA ZHEZ W rkload Factory0l #8822 *7f0f01 IR IAZEE HAHSH= O A AWS 2[AAE
Zt XA 3Y o= A8t =
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* AT MH|A B M =5 MENSHCFS AWS Management Console0l| A IAM HAM S M

* Workload Factory0ilA| 0| S &5t Xt SHE FItetLCt.

A|Zfoto] FHof
AWS AIFof| 2015t XtH 50| ZRElL|C}.

o

1. Workload Factory 2&0{|A * ™ * ofo| 22 MEfst * XtH BY * 2 MEfBIL|CE

@ Account name . User Mame

2. Xt B HOIXIo|M * Xt B 27} B MeokH X424 S 27} HO|X|7 EAIGLICH
3 480

ZRVH*EN

EHSH CH2 of2H ThA|of| 2} Permissions configuration OF2H2| Al Al

SGELIct

M3 ZHgELich

Add Credentials

@ Add manually Q

Independently create 1AM policy and [AM role in you AWS
account according to detailed instructions and a provided

permissions list which is based on your requirements,

Permissions configuration

Create policies No policies were selected o
Create role (_':} Action required 7’
Credentials name t@ Action required ~
1CHA: I3 2E J|5S MEst IAM A S Mg fL(ct
O] M0l M= O2fet Xt S| HURZ e[ = A= AIZE 7| Yl I AIZE0]| Tl ALEE =+ U=
HotS MEHSILICt. CodeboxOfl A MEHDE 2f 2T ZE0f Chigh YA 2SS SAret Ch2 AWS AIE LSl Aws 22|
ZTE0| 71510 M-S WgdHOoF gLt
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Permissions configuration

Create policies

Select the services and permissions level that you would like to use and then follow the instructions

to create the policy from the AWS Management Console,

@ storage management ® Automate permissions (O Read permissions

@

. Databases workloads @ Automate permissions O Read permissions

VMuware workloads

From the AWS Management Console

1 | Log in to your AWS account. [4

2 | Navigate to the 1AM service.

3 | Select Policies > Create Policy.

4 | From the right panel of this page. copy the IAM pelicy for the first workload. @
5 | Back in the |AM conscle, select JSON and paste the |AM policy.

6 | Click Next.

7 | Enter a policy name and select Create Policy.

8 | Repeat steps 3-7 for every workload policy that you would like to set permissions for.

</> Codebox

IAM policy

Storage permissions

Databases workloads - Automate permissions

|

1. Create policies * MMOj|A X} SHO| ZEed

LtSo 7|58 =7t &= A28 = oIy B 3

A
T

2. A2 HPH £F(RYE, 27| 5)2 MEE £ Q= /A 2E J|59 FR 0|23 XtH ZHOZ AT £
Aot 88 MEfgiL|Ct.

3. ACHA KOl M A M| IAM HR0f| CiEE HehS SAFEHL|CH

4. Ct2 HEIX &S €1 AWS 22| 240|A AWS A/™o| 2alstL|ct

5. IAM MH|AZE E 1 * Policies * > * Create Policy * S AME{$tL|C}

6. MY HAOZ JSONS MEHSI D ITHA A SALSE HoHE 20 2 = * LIS * 2 MEHEL|Ct

7. A 0| E2 Yoty * M MY+ g MEHSL|C}

8. 1CHA|0| A Of2q Y §ot 7|52 MENSt AR O THA|E ghEsto] 2F 2t 2ot Mot Tgtol| chieh MY
2CH|: HME AL25t= IAM IS MAMEhL|Ct

rr
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Permissions configuration

Create role Eat
From the AWS Management Consaole

1 Mzwvigals to the 1AM service.

2 Select Roles > Creale role.

| Select AWS account > Another AWS account.

® Enter the account ID for FSx for ONTAP workload managament:
® Szlect Reguire sxternal 1D and amsr:

4| Select Next

t

In the Permissions policy section, choose all of the pobicies thal you prevaously dafined and cliick select Next
B Entar 3 name for the role and sefect Create role

7 Copy the Role ARM and paste it below.

Rofe ARN

ChA|
1. AWS Management Console0i| Al * gt > gt Mo * 5 MEHEHL|CE.
2. ME[E £ Qe AEHE| Y * ol * AWS AE * S MEHELICE

a. CIE AWS AN * 2 MEfstD a2 E MEZ| UIo|A FSx for ONTAP {32 E 2|0 CHst A|A IDE
SASHH 20{E oM 2.

b. Lot o |D* £ MEHSIN 2= WEE| UIOM 2 IDE SASIH 20 E&LICt

3. Thg g Mestct

4. B B MM0|A O|Z0] OBt BE A MeHStD < O * S MeBHLIC)
5. ofgo| 0|22 @l2feln * o3t M4 * S MeELICt

6. of& ARNZ ZAHEILICH

7.

Workload Factory= Z0t7tA * Create role * MM S &350 _Role ARN_EE0| ARNZ 20| E&LICL

A 0|2

o

ot X}

ih]
ol

HE FIFSLICH
OFX|2} £HAl= Workload FactoryOll Xt2 3E2| 0|2 =st= AQLICEH
T

1. Workload FactoryOl|A] * Credentials name * 2 ZH&gtL|Ct.

2. ol2{st Xt SHO| A8 0|ES Y= BLICt

3. Add * § MESIO] XtA ZHS MMELICE
|
=

f

=

>

i
Ol

HO| Mg xtA S H|o|X|= SOorZLICt.



CloudFormation= AFE5t0] A ™| XA

AMES

SES F7HL

QAZ2E MEE| 7|58 MEiS L2, AWS AR 0|A AWS CloudFormation A
CloudFormation AEiS A}%OM Workload Factory0ll AWS X4 ZEE F7te 4= QJELIC} CloudFormation2

MEHSE QIRE 7|58 7|HIO 2 |AM HA 3! IAM &S MATIL|CH

A Ztst7| Fof|
* AWS A|IHof| 2915t

* CloudFormation AEHS A

"Version":
"Statement":

{

"Effect":

"2012-10-17",

[

"Allow",

"Action": [

1,

"Resource":

CHA|
1. Workload Factory 2&

"cloudformation:

"cloudformation

"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:
"cloudformation:

"cloudformation

X4 50| ERElL|C}
tEsto] Xt4 &

CreateStack",

:UpdateStack",

DeleteStack",
DescribeStacks",
DescribeStackEvents",
DescribeChangeSet",
ExecuteChangeSet",
ListStacks",
ListStackResources",
GetTemplate",

:ValidateTemplate",

"lambda:InvokeFunction",

"iam:PassRole",

iam:CreateRole",

"iam:UpdateAssumeRolePolicy",

"iam:AttachRolePolicy",

"ok

iam:CreateServicelLinkedRole

®

Account name

. ser Name

S AIZSH0] AWS

HE 71w AWS AFof| ChZ #eHo] U0{oF &

OlM * AIE * oto| 25 MEHst D * Xt B * S MEFILICY.

L{Ct.
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2. X2 ZE * HO[X|0| M * XtA B =7t * E MEHBfL|CY.

-1 oo

3. Add via AWS CloudFormation * & MENStL|LCE.

Add credentials

Add manually @ Add via AWS CloudFormation o
@ Create an |AM policy and 1AM role in your AWS account 1AM paficy and role creation are aulomated via a Clowd

agcording to detailed instructions and a provided Fosmalion stack which is sel! execuled by you. Mo account

permissions list, which is based an your requiremants managemen! permissions ane required by Workload Faclory

Permissions configuration

Create policies Storage

Credentials name i} Action required

4. Create policies * 0| A] O|2{3t XtZ ZHO|| ZLatet 2t A2 E 7|52 &datstn 2t YIAZC0f clfst ot =2
MERSHL|CE,

LISOl| 7158 7t 4= AL B2 oixff HiE 5! 22|t = AR =E eS| 2t St E Lo
. XA FE 0|E * of Xt ZHo| AreE 0|5 S ettt

6. AWS CloudFormation®|lA XtH ZH 27}

a. =71 * 5 MEiSIHLE * CloudFormation@ 2 Z2|C|3IM * & MEISHH CloudFormation@ 2 2|C|2A 1| 0| X| 7}t
HA|ELICE

Redirect to CloudFormation
The instructlons Delow describe ooy o creste the link from he AWS CloudFormetion servece, After you're
done, return 1o Workload Factory.

1 IT wou wea siegle sign-on [S50) with AWS, open a separate browser 1ab and 1og in to. the AWS Consale
betore you satect Continue,

2 Log In to the AWS account whers the FEx for ONTAP flle sysism regkdes.

2| On the Quick create stack pags, under Capabilities, select | acknowledge that AWS CloudFormation
might create 1AM resources.

4| Select Create stack.

Continue Cancel |

b. AWSO|A SSO(Single Sign-On)E AF25t= A * Continue * £ ME{st7| Hof| Ho| HEIRXN #S €1
AWS Z&0| 2a0lgL|Ct

FSx for ONTAP It A| ARO[ &3F3H= AWS AHIHol| 2180F LTt

C. CloudFormation2 2 0| & H|O|X|K| A * A& * S MEfSIL|CE
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d. e
£ MH

AEH OS] I|0| X| Q| 7|5 Of|A * AWS CloudFormationO| IAM 2| AAE MAME 4 9128 stolshL|C} *
EHSH | |-
(=]

e. Create stack * & MEHSIL|C}.

f. Workload Factory(%¥] £t 3&)2 S0t7t Xt 3 H|0|X| 2 0|S35te{ M Xt
FItE| A=A BRltL(Ct.

ol g = A= ¢

O|M| Q2 2E HEZ|S MAMOTZ Amazon FSx for ONTAP I A|AHE!I MM FSx for
ONTAP It A|AEI0f| H|O|E{H|O|A 25 12|10 FSx for ONTAP IIY A|AEIS Q|H [|0|E
NEAZ AFE8H0 AWS 7|2t VMware CloudZ 7HAF A A4S 010|380 M EHL|Ct,

i)
Ol
ox
°
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ot
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A
E
rr

* "NetApp ONTAP& Amazon FSx"

FSx for ONTAPS AEZ|X| QIX2tZ ALESH0] ¢iXY CI|O|E 25 HWotstn S50 HIHAel H| HLUS
MHSIMA|Q. EE5H D A E 7|Z 92 FSx for ONTAP HHEXE T 2H|XNY 5 HIES ststn, ng #2| 7|sol
MNAT £ JAE '—Ilif.

* "H|LIO|F A B A
RAG(Retrieval-Augmented Generation) QIS HYIL 5! 2t2|5Ho] Al OHE2|AH[0| M| Hetdut nedE
FHMEBILICE 712 XS Clo|E 2ot % A8 =42 S8l FSx for ONTAPO]| CHEE X[ 4] 7|HS 5 Al
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Mot Qo LIE 2 AHIE Sofi Clo|E{H|0[A S A= T A= 2 F=3t0, CI/ICD HfOIEEH’_@ flet M
SE2dS fEP-P”—IEf.
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