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Notas de lancamento

Sobre esta versao

A documentacéao neste local descreve a APl REST do Astra Control e as tecnologias de
automacao relacionadas incluidas nos dois modelos de implantacdo do Astra Control.

Controle de versao da versao

A cada verséao do Astra Control € atribuido um nimero de versao do formulario YY.MM. Este valor identifica a
versdo com base no ano (YY) e no més (MM) que ficou disponivel. Por exemplo, o Astra Control Center 23,07
foi langado em julho de 2023.

Cadéncia de libertagao

As atualizagdes do Astra Control Service e do Astra Control Center geralmente ocorrem ao mesmo tempo. No
entanto, no passado, o Astra Control Service teve uma cadéncia de liberacdo acelerada. Isso resultou em uma
ou mais atualiza¢des incrementais além do lancamento mais atual do Astra Control Center.

Implantagdes do Astra Control
A documentacéao neste local se aplica aos seguintes langamentos do Astra Control:

« Astra Control Service 23,10
» Astra Control Center 23,10
Como este site documenta a APl REST para ambos os modelos de implantagéo, pode haver alguns recursos

disponiveis apenas com um modelo de implantagao ou outro. Quaisquer diferencgas significativas entre os dois
sdo observadas conforme necessario.

Mais informagoes
Consulte as paginas e sites a seguir para obter mais informagdes sobre os langamentos atuais e anteriores do

Astra Control.
* "Novidades da API REST do Astra Control"
* "Recursos REST e endpoints"
* "Documentacao do Astra Control Center 23,10"
* "Documentacao do Astra Control Service"

* "Versbes anteriores da documentacao do Astra Automation"

Ajude-nos a melhorar a documentagao

Siga-nos no Twitter para receber notificagdes sobre a documentagédo do NetApp. Vocé também pode fornecer
feedback tornando-se um "Colaborador do GitHub" ou enviando um e-mail para NetApp.com_.

Novidades da API REST do Astra Control

O NetApp atualiza regularmente a APl REST do Astra Control para oferecer novos
recursos, melhorias e corre¢des de bugs.


https://docs.netapp.com/us-en/astra-control-center-2310/
https://docs.netapp.com/us-en/astra-control-service/
https://docs.netapp.com/us-en/contribute/

7 de novembro de 2023 (23,10)

O Astra Control Service e o Astra Control Center foram atualizados com o langamento de 23,10. Ha melhorias
seletivas na APl REST para suportar os novos recursos.

Back-ends de armazenamento expandido

Vocé pode habilitar opera¢des de backup e restauragdo para ontap-nas-economy back-ends de
armazenamento.

Backups imutaveis

O Astra Control agora oferece suporte a backups inalteraveis e somente leitura como uma camada de
segurancga adicional contra malware e outras ameagas.

Controle aprimorado sobre ganchos de execugao

A partir desta versao, a funcionalidade de ganchos de execugao pode ser ativada ou desativada para
segurancga adicional (esta desativada por predefinicdo). Se vocé ainda nao criou ganchos de execugao para
uso com o Astra Control, sera necessario habilitar o recurso ganchos de execugao para comegar a criar
ganchos. Se vocé criou ganchos de execugao antes desta versdo, a funcionalidade ganchos de execugéao
permanece ativada e vocé pode usar ganchos como faria normalmente.

27 de julho de 2023 (23,07)

Esta verséao inclui melhorias seletivas para a APl REST. O Astra Control Service e o Astra Control Center
foram atualizados com o langamento de 23,07.

Operacgoes de clonagem e replicagao

A operacao de clone agora é compativel apenas com clones ativos (o estado atual da aplicagéo gerenciada).
Para clonar de um snapshot ou backup, vocé precisa usar a operacao de restauracéo. Além disso, as
aplicagdes agora podem ser replicadas entre os back-ends de storage do ONTAP no mesmo cluster do
Kubernetes.

Back-ends de armazenamento expandido
Agora é possivel usar backends de storage adicionais com o Astra Control Center, incluindo:

* NetApp MetroCluster em uma configuragao stretch

* "Longhorn" 1.5.0 e mais tarde

Novo tipo de gancho de execugao

O novo tipo de gancho de execugéo pos-failover esta disponivel com o Astra Control Center.

27 de junho de 2023 (23,06)

Esta verséao inclui atualizagdes seletivas para a APl REST.

Azure Marketplace

As assinaturas do Azure Marketplace agora sdo cobradas por hora em vez de por minuto. Consulte também


https://longhorn.io/

"Configure a faturagao" .

Otimizagao Restic

Vocé pode habilitar a otimizagdo de desempenho para backups usando o0 useResticParallel sinalizador
Nno novo astra.datamover recurso de API de configuragdes. Quando definido como true, 0 numero
backendConnections de utilizagbes de repeticdo aumenta ao efetuar copias de seguranga de volumes
grandes para um contentor Azure. Para volumes de 1TB a 4TB, sao utilizadas 128 ligagcdes. Para volumes
maiores que 4TB, 512 conexdes de back-end sdo usadas.

30 de maio de 2023 (23,05)

Esta verséao inclui atualizagdes seletivas para a APlI REST.

Operacoes de restauragao seletiva

Vocé pode selecionar a classe de storage de destino durante operagdes de restauragao ou clone.

Habilite pools de ANF dinamicos para clusters autogerenciados

Ao fazer backup de uma aplicagdo gerenciada em um cluster privado no local que tenha um back-end de
storage do ANF, agora vocé pode ativar o recurso Dynamic ANF Pools com uma ID de assinatura. Consulte
"Habilite pools de ANF dinamicos" para obter mais informagdes.

25 de abril de 2023 (23,04)

Esta verséao inclui atualizagdes seletivas para a APlI REST.

Operacgoes de restauracao seletiva

Vocé pode incluir ou excluir seletivamente recursos de aplicativos durante as operagdes de restauragao. Isso
¢ feito usando uma regra de filtro baseada em um namespace especifico, nome, rétulo ou GroupVersionKind
valor.

Suporte para aplicativos somente de dados

O suporte para gerenciamento de aplicativos foi estendido para aplicativos somente de dados.

17 de janeiro de 2023 (23,01)

Esta verséao inclui uma pequena atualizagao para a APl REST.

Funcionalidade aprimorada de ganchos de execugao com filtros

Ao usar ganchos de execugao, agora vocé pode adicionar filtros para controlar quais contentores um gancho
ira corresponder. Se vocé criar varios filtros para um unico gancho de execugéo, eles serdo combinados com
um operador LOGICO E. Vocé pode definir até 10 filtros ativos por gancho de execugéo.

22 de novembro de 2022 (22,11)

Esta versao inclui uma expansao e atualizacdo da APl REST, bem como namespace aprimorado e suporte a
LDAP.


https://docs.netapp.com/us-en/astra-control-service/use/set-up-billing.html

Recursos novos e aprimorados do Astra

Quatro novos tipos de recursos foram adicionados: ApiResource, IdapGroup, IdapUser e task. Além disso,
varios recursos e endpoints existentes foram aprimorados.

Suporte de monitoramento para tarefas de longa duragao

Os novos endpoints de tarefa fornecem acesso a recursos de tarefas gerenciadas e podem ser usados para
exibir o status de tarefas internas de longa execugao.

Cenarios aprimorados de uso de namespace

Foi adicionado suporte a aplicativos que abrangem varios namespaces, bem como recursos de cluster
associados a recursos qualificados para namespace.

Subscrigoes de nuvem expandidas

Varias assinaturas de conta agora podem ser adicionadas para cada um dos provedores de nuvem.

Fluxos de trabalho adicionais

Foram adicionados fluxos de trabalho adicionais que ilustram a APl REST do Astra Control. "Workflows de
infraestrutura"Consulte e "Fluxos de trabalho de gerenciamento” para obter mais informagdes.

Informacgdes relacionadas
 "Astra Control Center 22,11: Novidades"

10 de agosto de 2022 (22,08)

Esta versao inclui uma expansao e atualizagcao da API REST, bem como recursos administrativos e de
seguranga aprimorados.

Recursos novos e aprimorados do Astra

Trés novos tipos de recursos foram adicionados: Certificado, Grupo e AppMirror. Além disso, as versdes de
varios recursos existentes foram atualizadas.

Autenticagdo LDAP

Opcionalmente, é possivel configurar o Astra Control Center para integragdo com um servidor LDAP para
autenticar usuarios selecionados do Astra. Consulte "Configuracao LDAP" para obter mais informagoes.

Gancho de execugao melhorado

O suporte para ganchos de execuc¢ao foi adicionado com a versao Astra Control 21,12. Além dos ganchos de
execugao pré-snapshot e pés-snapshot existentes, agora vocé pode configurar os seguintes tipos de ganchos
de execugdo com a versao 22,08:

* Pré-backup

» Pdés-backup

* Pés-restauracao

O Astra Control agora também permite que o mesmo script seja usado para varios ganchos de execugéo.


https://docs.netapp.com/us-en/astra-control-center-2211/release-notes/whats-new.html

Replicacao de aplicativos usando o SnapMirror

Agora é possivel replicar altera¢des de dados e aplicagdes entre clusters usando a tecnologia NetApp
SnapMirror. Esse aprimoramento pode ser usado para melhorar a continuidade dos negdcios e os recursos de
recuperacao.

Informacgodes relacionadas
« "Astra Control Center 22,08: Novidades"
26 de abril de 2022 (22,04)

Esta versao inclui uma expansao e atualizagao da API REST, bem como recursos administrativos e de
seguranga aprimorados.

Recursos novos e aprimorados do Astra

Dois novos tipos de recursos foram adicionados: Pacote e Upgrade. Além disso, as versdes de varios
recursos existentes foram atualizadas.

RBAC aprimorado com granularidade de namespace

Ao vincular uma fungéo a um usuario associado, vocé pode limitar os namespaces aos quais o usuario tem
acesso. Consulte a referéncia Role Binding API e "Seguranca RBAC" para obter mais informacgdes.

Remocao do balde

Vocé pode remover um balde quando ele nao for mais necessario ou nao estiver funcionando corretamente.

Suporte para Cloud Volumes ONTAP

Agora, o Cloud Volumes ONTAP é compativel como um back-end de storage.

Melhorias adicionais do produto

Ha varios aprimoramentos adicionais nas duas implementacdes de produtos Astra Control, incluindo:

» Entrada genérica para Astra Control Center
¢ Cluster privado em AKS
* Suporte para Kubernetes 1,22

» Suporte ao portfélio VMware Tanzu
Consulte a pagina Novidades nos sites de documentagao do Astra Control Center e do Astra Control Service.

Informacgodes relacionadas
» "Astra Control Center 22,04: Novidades"

14 de dezembro de 2021 (21,12)

Esta versao inclui uma expansao da API REST, juntamente com uma alteragéo na estrutura de documentagao
para dar suporte a evolugcéo do Astra Control com as futuras atualizagbes de versoes.


https://docs.netapp.com/us-en/astra-control-center-2208/release-notes/whats-new.html
https://docs.netapp.com/us-en/astra-control-center-2204/release-notes/whats-new.html

Documentacgao separada do Astra Automation para cada versao do Astra Control

Todas as versdes do Astra Control incluem uma APl REST distinta que foi aprimorada e adaptada aos
recursos da versao especifica. A documentagéo para cada versao da APl REST do Astra Control agora esta
disponivel em seu proprio site dedicado, juntamente com o repositério de conteudo associado do GitHub. O
site principal do doc "Automacao do Astra Control" sempre contém a documentacao para a versao mais atual.
"Versoes anteriores da documentacao do Astra Control Automation"Consulte para obter informacgdes sobre
versdes anteriores.

Expansao dos tipos de recursos REST

O numero de tipos de recursos REST continuou a se expandir com énfase em ganchos de execugéao e
backends de armazenamento. Os novos recursos incluem: Conta, gancho de execugéao, fonte de gancho,
substituicdo de gancho de execuc¢ao, n6 de cluster, back-end de storage gerenciado, namespace, dispositivo
de storage e no de storage. Consulte "Recursos” para obter mais informagdes.

O NetApp ja esta disponivel

O NetApp é um pacote de codigo aberto que facilita o desenvolvimento de cédigo de automacéo para seu
ambiente Astra Control. No centro esta o SDK Astra, que inclui um conjunto de classes para abstrair a
complexidade das chamadas de API REST. Ha também um script de kit de ferramentas para executar tarefas
administrativas especificas, envolvendo e abstraindo as classes Python. Consulte "O NetApp ja esta
disponivel" para obter mais informacoes.

Informacgdes relacionadas
» "Astra Control Center 21,12: Novidades"

5 de agosto de 2021 (21,08)

Esta versao inclui a introdugdo de um novo modelo de implantagéo Astra e uma grande expansao da API
REST.

Modelo de implantagao do Astra Control Center

Além da oferta existente do Astra Control Service fornecida como servigo de nuvem publica, esta versao
também inclui o modelo de implantacao no local do Astra Control Center. Vocé pode instalar o Astra Control
Center no seu local para gerenciar seu ambiente Kubernetes local. Os dois modelos de implantagdo do Astra
Control compartilham a mesma API REST, com pequenas diferengas observadas conforme necessario na
documentagao.

Expansao dos tipos de recursos REST

O numero de recursos acessiveis por meio da APl REST Astra Control foi muito ampliado, com muitos dos
novos recursos fornecendo a base para a oferta do Astra Control Center no local. Os novos recursos incluem:
ASUP, direito, recurso, licenca, configuragédo, assinatura, bucket, nuvem, cluster, cluster gerenciado, back-end
de storage e classe de storage. Consulte "Recursos" para obter mais informagoes.

Pontos de extremidade adicionais compativeis com a implantagao do Astra

Além dos recursos REST expandidos, ha varios outros pontos de extremidade de API novos disponiveis para
dar suporte a implantagao do Astra Control.


https://docs.netapp.com/us-en/astra-automation/
https://docs.netapp.com/pt-br/astra-automation-2310/aa-earlier-versions.html
https://docs.netapp.com/us-en/astra-control-center-2112/release-notes/whats-new.html

Suporte ao OpenAPI

Os endpoints OpenAPI fornecem acesso ao documento JSON OpenAPI atual e a outros recursos
relacionados.

Suporte ao OpenMetrics
Os endpoints OpenMetrics fornecem acesso as métricas da conta por meio do recurso OpenMetrics.

15 de abril de 2021 (21,04)

Esta versdo inclui os seguintes novos recursos e aprimoramentos.

Introducao da APl REST

A API REST do Astra Control esta disponivel para uso com a oferta do Astra Control Service. Ele foi criado
com base em TECNOLOGIAS REST e nas melhores praticas atuais. A APl fornece uma base para a
automacao das implantagdes do Astra e inclui os recursos e beneficios a seguir.

Recursos
Existem quatorze tipos de recursos REST disponiveis.

Acesso ao token de API

O acesso a API REST é fornecido por meio de um token de acesso a APl que vocé pode gerar na interface
de usuario da Web Astra. O token de API fornece acesso seguro a API.

Suporte para colegoes

Ha um conjunto rico de parametros de consulta que podem ser usados para acessar as colegdes de
recursos. Algumas das operagdes suportadas incluem filtragem, classificagdo e paginacao.

Problemas conhecidos

Vocé deve analisar todos os problemas conhecidos da versao atual do Astra Control e da
API REST associada. Os problemas conhecidos identificam problemas que podem
impedi-lo de usar o produto com sucesso. Veja uma das paginas a seguir com base no
modelo de implantagao:

* "Problemas conhecidos do Astra Control Service"

* "Problemas conhecidos do Astra Control Center 23,10"

Versoes anteriores da documentacao do Astra Control
Automation

Vocé pode acessar a documentacado de automacao de versdes anteriores do Astra
Control nos links abaixo.

* "Documentacao do Astra Control Automation 23,07"
* "Documentacdo do Astra Control Automation 23,04"
* "Documentacao do Astra Control Automation 22,11"

* "Documentacao do Astra Control Automation 22,08"


https://docs.netapp.com/us-en/astra-control-service/release-notes/known-issues.html
https://docs.netapp.com/us-en/astra-control-center-2310/release-notes/known-issues.html
https://docs.netapp.com/us-en/astra-automation-2307/
https://docs.netapp.com/us-en/astra-automation-2304/
https://docs.netapp.com/us-en/astra-automation-2211/
https://docs.netapp.com/us-en/astra-automation-2208/

* "Documentacao do Astra Control Automation 22,04"
* "Documentagéo do Astra Control Automation 21,12"

* "Documentacao do Astra Control Automation 21,08"


https://docs.netapp.com/us-en/astra-automation-2204/
https://docs.netapp.com/us-en/astra-automation-2112/
https://docs.netapp.com/us-en/astra-automation-2108/

Visao geral dos recursos e beneficios

O Astra Control Center e o Astra Control Service fornecem uma APl REST comum que
vocé pode acessar diretamente por meio de uma linguagem de programacao ou utilitario,
como o Curl. Os principais destaques e beneficios da API sdo apresentados abaixo.

@ Para acessar a API REST, vocé precisa primeiro fazer login na interface de usuario da Web
Astra e gerar um token de API. Vocé deve incluir o token em cada solicitagcao de API.

Desenvolvido com base na TECNOLOGIA REST

A API Astra Control foi criada usando a TECNOLOGIA REST e as praticas recomendadas atuais. A tecnologia
principal inclui HTTP, JSON e RBAC.

Suporte para os dois modelos de implantagdo do Astra Control

O Astra Control Service é usado no ambiente de nuvem publica enquanto o Astra Control Center é para suas
implantagdes locais. Ha uma API REST compativel com ambos os modelos de implantagéo.

Limpar o mapeamento entre os recursos de endpoint REST e o modelo de objeto

Os pontos de extremidade REST externos usados para acessar o mapa de recursos a um modelo de objeto
consistente mantido internamente pelo servigo Astra. O modelo de objeto é projetado usando modelagem de
relacionamento de entidade (ER) que ajuda a definir claramente as agdes e respostas da API.

Conjunto rico de parametros de consulta

A API REST fornece um conjunto rico de parametros de consulta que vocé pode usar para acessar as
colecdes de recursos. Algumas das operagdes suportadas incluem filtragem, classificagao e paginacéo.

Alinhamento com a IU da Web Astra Control

O design da interface de usuario da Web Astra esta alinhado com a API REST e, portanto, ha consisténcia
entre os dois caminhos de acesso e a experiéncia do usuario.

Depuracgao robusta e dados de determinagao de problemas

A API REST do Astra Control fornece um recurso robusto de depuracéo e determinagao de problemas,
incluindo eventos do sistema e notificagbes do usuario.

Processos de fluxo de trabalho

Um conjunto de fluxos de trabalho é fornecido para ajudar no desenvolvimento de seu codigo de automacgéao.
Os fluxos de trabalho sédo organizados em duas categorias principais: Infraestrutura e gerenciamento.

Base para tecnologias avancadas de automacao

Além de acessar a APl REST diretamente, vocé pode usar outras tecnologias de automagao baseadas na API
REST.

Parte da documentagao da familia Astra

A documentacao do Astra Control Automation é parte da documentacao maior da familia Astra. Consulte
"Documentacao do Astra" para obter mais informacdes.
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https://docs.netapp.com/us-en/astra-family/

Comece agora

Antes de comecar

Vocé pode se preparar rapidamente para comecar a usar a APl REST do Astra Control
revisando as etapas abaixo.

Ter credenciais de conta Astra

Vocé precisara de credenciais Astra para fazer login na interface de usuario da Web Astra e gerar um token de
API. Com o Astra Control Center, vocé gerencia essas credenciais localmente. Com o Astra Control Service,
as credenciais da conta sdo acessadas pelo servico Auth0.

Familiarize-se com os conceitos basicos do Kubernetes

Vocé deve estar familiarizado com varios conceitos basicos do Kubernetes. Consulte "Conceitos basicos do
Kubernetes" para obter mais informacoes.

Rever conceitos REST e implementagao

Certifiqgue-se de consultar "Implementacao principal do REST"informacdes sobre conceitos REST e detalhes
sobre como a APl REST do Astra Control foi projetada.

Obtenha mais informagoes
Vocé deve estar ciente dos recursos de informagdes adicionais, conforme sugerido no "Recursos adicionais".

Obtenha um token de API

Vocé precisa obter um token da API Astra para usar a APl REST do Astra Control.

Visao geral
Um token de API identifica o chamador para o Astra e deve ser incluido em todas as chamadas da APl REST.

 Vocé precisa gerar um token de API usando a interface de usuario da Web Astra.

* O procedimento para gerar um token € o mesmo para ambos os modelos de implantagao do Astra.
Somente o URL usado para acessar o Astra € diferente.

* Aidentidade do usuario carregada com o token e as permissdes associadas sao determinadas pelo
usuario que criou o token.

* O token deve ser incluido no Authorization cabegalho de solicitagdo HTTP.
* Um token nunca expira depois que ele é criado.

* Vocé pode revogar um token na interface de usuario da Web Astra.

Informacgdes relacionadas
* "Revogar um token de API"

Crie um token da API Astra

As etapas a seguir descrevem como criar um token da API Astra.

Antes de comecar

11



Vocé precisa de credenciais para uma conta Astra.

Sobre esta tarefa

Essa tarefa gera um token de API na interface Web do Astra. Vocé também deve recuperar o ID da conta que
também é necessario ao fazer chamadas de API.

Passos

1. Faga login no Astra usando suas credenciais de conta da seguinte maneira:

o Astra Control Service: "htips://astra.netapp.io”

o Astra Control Center: Use o URL do seu ambiente local, conforme estabelecido durante a instalagcéo
2. Clique no icone de figura no canto superior direito da pagina e selecione Acesso a API.

3. Clique em Generate API token na pagina e, em seguida, cligue em Generate API token na janela pop-
up.
4. Clique no icone para copiar a string de token para a area de transferéncia e salva-la no editor.

5. Copie e salve o ID da conta que esta disponivel na mesma pagina.

Depois de terminar

Quando vocé acessa a API REST do Astra Control por meio de curl ou uma linguagem de programacgao, vocé
deve incluir o token portador da APl no cabegalho da solicitagdo HTTP Authorization.

Sua primeira chamada de API

Vocé pode emitir um comando curl simples na CLI da estac&o de trabalho para comecar
a usar a APl REST Astra Control e confirmar sua disponibilidade.

Antes de comecgar

O utilitario Curl deve estar disponivel na estagéo de trabalho local. Vocé também deve ter um token de APl e o
identificador de conta associado. Consulte "Obtenha um token de API" para obter mais informagdes.

Curl exemplo

O seguinte comando Curl recupera uma lista de usuarios Astra. Fornega o <ACCOUNT_ID>e o
<API_TOKEN> apropriados, conforme indicado.

curl --location --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/json' --header 'Authorization: Bearer

<API_TOKEN>'
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Exemplo de saida JSON

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"

1y

[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed9%9aal0l183a6c"

]

1y
"metadata": {}

Conceitos basicos do Kubernetes

Ha varios conceitos do Kubernetes que séo relevantes ao usar a APl REST do Astra.

Objetos

Os objetos mantidos em um ambiente Kubernetes sdo entidades persistentes que representam a configuragéo
do cluster. Esses objetos descrevem coletivamente o estado do sistema, incluindo a carga de trabalho do
cluster.

Namespaces

Namespaces fornecem uma técnica para isolar recursos em um unico cluster. Essa estrutura organizacional é
util ao dividir os tipos de trabalho, usuarios e recursos. Objetos com um escopo namespace precisam ser
exclusivos dentro do namespace, enquanto aqueles com um escopo cluster devem ser exclusivos em todo o
cluster.

Etiquetas

Os rétulos podem ser associados aos objetos Kubernetes. Eles descrevem atributos usando pares de chave-
valor e podem impor uma organizagao arbitraria no cluster que pode ser Util para uma organizagao, mas estéao
fora da operacao principal do Kubernetes.

Prepare-se para usar os fluxos de trabalho

Vocé deve estar familiarizado com a organizagao e o formato dos workflows do Astra
antes de usa-los em uma implantagao ao vivo.
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Introducgao

Um workflow € uma sequéncia de uma ou mais etapas necessarias para realizar uma tarefa ou objetivo
administrativo especifico. Cada etapa em um fluxo de trabalho do Astra Control € uma das seguintes:

* Chamada de API REST (com detalhes como exemplos curl e JSON)
* Invocacao de outro fluxo de trabalho Astra

« Tarefa relacionada diversos (como tomar uma decisédo de projeto necessaria)

Os fluxos de trabalho incluem as etapas principais e os parametros necessarios para realizar cada tarefa. Eles
fornecem um ponto de partida para personalizar seu ambiente de automacao.

Parametros de entrada comuns

Os parametros de entrada descritos abaixo sdo comuns a todas as amostras curl usadas para ilustrar uma
chamada de API REST.

Como esses parametros de entrada sao universalmente necessarios, eles ndo sdo descritos

@ mais detalhadamente nos fluxos de trabalho individuais. Se forem utilizados parametros de
entrada adicionais para um exemplo de curl especifico, estes sdo descritos na secgéao
parametros de entrada adicionais.

Parametros do caminho

O caminho do endpoint usado com cada chamada de APl REST inclui os seguintes parametros. Consulte
também "Formato de URL"para obter mais informacdes.

ID da conta

Esse é o valor UUIDv4 que identifica a conta Astra onde a operacéo da API é executada. "Obtenha um
token de API"Consulte para obter mais informagdes sobre como localizar o ID da sua conta.

Cabecalhos de solicitagao

Existem varios cabecalhos de solicitacdo que vocé pode precisar incluir dependendo da chamada da API
REST.

Autorizagao
Todas as chamadas de API nos fluxos de trabalho precisam de um token de API para identificar o usuario.

Vocé deve incluir o token no Authorization cabegalho da solicitagdo. Consulte "Obtenha um token de
API" para obter mais informagdes sobre como gerar um token de API.

Tipo de conteudo
Com as solicitagdes HTTP POST e PUT em que JSON ¢ incluido no corpo da solicitagédo, vocé deve
declarar o tipo de Midia com base no recurso Astra. Por exemplo, vocé pode incluir o cabegalho Content-
Type: application/astra-appSnap+3json ao criar um snapshot para um aplicativo gerenciado.

Aceitar

Vocé pode declarar o tipo de Midia especifico do conteldo esperado na resposta com base no recurso
Astra. Por exemplo, vocé pode incluir o cabegalho Accept: application/astra-appBackup+json
ao listar os backups de um aplicativo gerenciado. No entanto, para simplificar, as amostras curl nos fluxos
de trabalho aceitam todos os tipos de Midia.
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Apresentagao de tokens e identificadores

O token API e outros valores de ID usados com os exemplos curl sdo opacos sem significado discernivel. E
assim, para melhorar a legibilidade das amostras, os valores reais de token e ID ndo sdo usados. Em vez
disso, palavras-chave reservadas menores sao usadas que tem varios beneficios:

* As amostras curl e JSON sdo mais claras e faceis de entender.

* Como todas as palavras-chave usam o mesmo formato com colchetes e letras maiusculas, vocé pode
identificar rapidamente o local e o conteudo a ser inserido ou extraido.

* Nenhum valor é perdido porque os parédmetros originais ndo podem ser copiados e usados com uma
implantag&o real.

Aqui estédo algumas das palavras-chave reservadas comuns usadas nos exemplos curl. Esta lista ndo é
exaustiva e palavras-chave adicionais sdo usadas conforme necessario. Seu significado deve ser 6bvio com
base no contexto.

Palavra-chave Tipo Descricao

<ACCOUNT_ID> Caminho O valor UUIDv4 identificando a conta onde a operagao da API é
executada.

<AP|_TOKEN> Colhedor O token do portador identificando e autorizando o chamador.

<APP_ID> Caminho O valor UUIDv4 identificando o aplicativo para a chamada API.

Categorias de fluxo de trabalho

Ha duas grandes categorias de workflows do Astra disponiveis com base no seu modelo de implantagéo. Se
vocé estiver usando o Astra Control Center, comece com os workflows de infraestrutura e prossiga para os
workflows de gerenciamento. Ao usar o Astra Control Service, vocé costuma ir diretamente aos workflows de
gerenciamento.

@ As amostras curl nos fluxos de trabalho usam o URL do Astra Control Service. Vocé precisa
alterar o URL ao usar o Astra Control Center no local, conforme apropriado para seu ambiente.

Workflows de infraestrutura

Esses workflows lidam com a infraestrutura Astra, incluindo credenciais, buckets e back-ends de storage. Elas
sdo necessarias com o Astra Control Center, mas na maioria dos casos também podem ser usadas com o
Astra Control Service. Os fluxos de trabalho concentram-se nas tarefas necessarias para estabelecer e
manter um cluster gerenciado do Astra.

Fluxos de trabalho de gerenciamento

Vocé pode usar esses fluxos de trabalho depois de ter um cluster gerenciado. Os workflows se concentram
em operagdes de suporte e protecéo de aplicativos, como backup, restauragéo e clonagem de um aplicativo.

Referéncia de API online

Acesse a documentacao de referéncia da APl Astra

Vocé pode acessar os detalhes das chamadas da APl REST do Astra Control, incluindo

15



os métodos HTTP, parametros de entrada e respostas. Essa referéncia completa é util ao
desenvolver aplicativos de automacéo usando a API REST.

Antes de comecar

Vocé precisa de credenciais para fazer login na interface de usuario da Web Astra para sua implantagdo. O
procedimento para acessar a documentagao de referéncia € o mesmo para o Astra Control Service e o Astra
Control Center. Apenas o URL é diferente. Nao é necessario um token de API para acessar e visualizar o
documento de referéncia

Passos
1. Facga login no Astra usando suas credenciais de conta da seguinte maneira:

o Astra Control Service: "https://astra.netapp.io”
o Astra Control Center: Use o URL do seu ambiente local, conforme estabelecido durante a instalagéo
2. Clique no icone de figura no canto superior direito da pagina e selecione Acesso a API.

3. Na parte superior da pagina, clique no URL exibido em Documentacgao da API.

Resultado
A pagina Swagger € iniciada em uma nova janela ou guia. Aviso o URL inclui o ID da conta para a conta com

a qual vocé entrou.

O que se segue?

Vocé pode opcionalmente executar uma chamada de API a partir da pagina Swagger. Consulte "Emitir uma
chamada de API REST do Astra" para obter mais informacoes.

Emitir uma chamada de APl REST do Astra

Vocé pode emitir uma chamada da API REST do Astra Control na pagina de
documentacao de referéncia da API.

Antes de comecar

Vocé precisa fazer login no Astra e acessar a pagina de referéncia da API. Consulte "Acesse a documentacao
de referéncia da AP| Astra" para obter mais informagées. Vocé também precisa de um token para usar a API
REST. "Obtenha um token de API"Consulte para obter detalhes sobre como gerar um token de API.

Passos
1. Na parte superior da pagina de referéncia da API, clique em autorizar.

2. Copie e cole o valor do token da APl no campo na janela pop-up e clique em autorizar e, em seguida,
clique em Fechar.

3. Role a pagina para baixo e abra a chamada de API desejada.
4. Cligue com o botao direito em Experimente.
5. Role para baixo dentro da mesma chamada de API. Fornecga os valores de parametros necessarios e

cligue em execute para emitir a chamada.

Resultado
A chamada API é executada e o cédigo de status HTTP ¢é exibido.
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Implementacao de REST do Astra

Design central

Servigos web REST

Representational State Transfer (REST) € um estilo para a criagdo de aplicagbes web
distribuidas. Quando aplicado ao design de uma API de servigos da Web, ele estabelece
um conjunto de tecnologias e praticas recomendadas principais para expor recursos
baseados em servidor e gerenciar seus estados. Embora O REST fornega uma base
consistente para o desenvolvimento de aplicativos, os detalhes de cada API podem
variar com base nas escolhas especificas de design. Vocé deve estar ciente das
caracteristicas da APl REST do Astra Control antes de usa-la com uma implantacéo
ativa.

Recursos e representacao do Estado

Os recursos sao os componentes basicos de um sistema baseado na Web. Ao criar um aplicativo REST de
servigos da Web, as tarefas iniciais de design incluem:

* |dentificacao de recursos baseados em sistema ou servidor

Cada sistema usa e mantém recursos. Um recurso pode ser um arquivo, transagcéo comercial, processo
ou entidade administrativa. Uma das primeiras tarefas no projeto de um aplicativo baseado em servigos
web REST ¢ identificar os recursos.

* Definigao de estados de recursos e operagdes de estado associadas

Os recursos estdao sempre em um de um numero finito de estados. Os estados, bem como as operacoes
associadas usadas para afetar as mudancas de estado, devem ser claramente definidos.

Pontos de extremidade URI

Todos os recursos REST devem ser definidos e disponibilizados usando um esquema de enderegamento bem
definido. Os endpoints onde os recursos estéo localizados e identificados usam um URI (Uniform Resource
Identifier). O URI fornece uma estrutura geral para criar um nome exclusivo para cada recurso na rede. O
Uniform Resource Locator (URL) € um tipo de URI usado com servigos da Web para identificar e acessar
recursos. Os recursos sao normalmente expostos em uma estrutura hierarquica semelhante a um diretério de
arquivos.

Mensagens HTTP

O Hypertext Transfer Protocol (HTTP) € o protocolo usado pelo cliente e servidor de servigos da Web para
trocar mensagens de solicitagao e resposta sobre os recursos. Como parte do projeto de um aplicativo de
servigos da Web, os métodos HTTP sdo mapeados para os recursos € as ag¢des de gerenciamento de estado
correspondentes. HTTP esta sem estado. Portanto, para associar um conjunto de solicitagdes e respostas
relacionadas como parte de uma transacao, informacdes adicionais devem ser incluidas nos cabecalhos
HTTP carregados com os fluxos de dados de solicitagao e resposta.
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Formatacao JSON

Embora as informagdes possam ser estruturadas e transferidas entre um cliente e um servidor de servigos da
Web de varias maneiras, a opgao mais popular € JavaScript Object Notation (JSON). JSON é um padrao da
industria para representar estruturas de dados simples em texto simples e é usado para transferir informacoes
de estado descrevendo os recursos. AAPI REST DO Astra Control usa JSON para formatar os dados
transportados no corpo de cada solicitagao e resposta HTTP.

Recursos e colegoes

A API REST do Astra Control fornece acesso a instancias de recursos e colecdes de
instancias de recursos.

Conceitualmente um resource * REST é semelhante a um objeto * conforme definido com as
linguagens e sistemas de programac&o orientada a objetos (OOP). As vezes, esses termos séo

@ usados de forma intercambiavel. Mas, em geral, "recurso" é preferivel quando usado no
contexto da APl REST externa enquanto "objeto" é usado para os dados de instancia com
estado correspondente armazenados no servidor.

Atributos dos recursos do Astra

A API REST do Astra Control esta em conformidade com os principios de design RESTful. Cada instancia de
recurso Astra é criada com base em um tipo de recurso bem definido. Um conjunto de instancias de recursos
do mesmo tipo € chamado de Collection. As chamadas APl atuam sobre recursos individuais ou colegcbes de
recursos.

Tipos de recursos
Os tipos de recursos incluidos na API REST do Astra Control tém as seguintes caracteristicas:

» Cada tipo de recurso ¢é definido usando um esquema (normalmente em JSON)
» Cada esquema de recursos inclui o tipo de recurso e a versao

+ Os tipos de recursos sao globalmente unicos

Instancias de recursos
As instancias de recursos disponiveis pela APl REST do Astra Control tém as seguintes caracteristicas:

» As instancias de recurso sao criadas com base em um unico tipo de recurso

* O tipo de recurso € indicado utilizando o valor tipo de material

* As instancias sao compostas por dados com estado que sdo mantidos pelo servigo Astra

» Cada instancia é acessivel através de uma URL unica e de longa duragao

* Nos casos em que uma instancia de recurso pode ter mais de uma representacao, diferentes tipos de
Midia podem ser usados para solicitar a representagcéo desejada

Colecgées de recursos
As colegdes de recursos disponiveis pela API REST do Astra Control tém as seguintes caracteristicas:

» O conjunto de instancias de recursos de um Unico tipo de recurso é conhecido como uma colegéo

» Colegoes de recursos tém uma URL Unica e de longa duragao

Identificadores de instancia
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Cada instancia de recurso recebe um identificador quando é criada. Este identificador € um valor UUIDv4 de
128 bits. Os valores UUIDv4 atribuidos sédo globalmente Unicos e imutaveis. Depois de emitir uma chamada
de API que cria uma nova instancia, um URL com o ID associado é retornado ao chamador em um Location
cabecalho da resposta HTTP. Vocé pode extrair o identificador e usa-lo em chamadas subsequentes quando
se refere a instancia de recurso.

@ O identificador de recurso é a chave primaria usada para colecoées.

Estrutura comum para recursos do Astra

Todos os recursos do Astra Control sao definidos usando uma estrutura comum.

Dados comuns
Cada recurso Astra contém os valores-chave mostrados na tabela a seguir.

Chave Descrigao

tipo Um tipo de recurso globalmente Unico que € conhecido como tipo de recurso.
versao Um identificador de versédo que é conhecido como a versao resource.

id Um identificador global unico que é conhecido como resource identifier.

metadados Um objeto JSON contendo varias informagdes, incluindo rétulos de usuario e sistema.

Objeto de metadados
O objeto JSON de metadados incluido com cada recurso Astra contém os valores-chave mostrados na tabela

a seguir.
Chave Descrigao
etiquetas Matriz JSON de rotulos especificados pelo cliente associados ao recurso.

CriagaoTimest String JSON contendo um carimbo de data/hora indicando quando o recurso foi criado.
amp

Alteragdo do  String JSON contendo um carimbo de data/hora formatado 1ISO-8601 indicando quando o
Timestamp recurso foi alterado pela ultima vez.

CreatedBy String JSON contendo o identificador UUIDv4 do ID do usuario que criou o recurso. Se o
recurso foi criado por um componente interno do sistema e ndo houver UUID associado a
entidade criadora, o UUID null é usado.

Estado do recurso

Recursos selecionados um state valor que € usado para orquestrar transi¢cdes de ciclo de vida e controlar o
acesso.

Detalhes HTTP

A API REST do Astra Control usa HTTP e parametros relacionados para agir nas
instancias e colec¢des de recursos. Detalhes da implementacdo HTTP s&o apresentados
abaixo.

19



Transacgoes de APl e o modelo CRUD

A API REST do Astra Control implementa um modelo transacional com operagdes bem definidas e transi¢oes
de estado.

Transacgdo de API de solicitagdo e resposta

Cada chamada de API REST ¢é executada como uma solicitacado HTTP para o servigo Astra. Cada solicitacao
gera uma resposta associada de volta ao cliente. Esse par de solicitacdo-resposta pode ser considerado uma
transacéo de API.

Suporte para o modelo operacional CRUD

Cada uma das instancias e colecbes de recursos disponiveis por meio da APl REST do Astra Control é
acessada com base no modelo CRUD. Existem quatro operagdes, cada uma delas mapeia para um unico
método HTTP. As operacgdes incluem:

¢ Criar

* Leia

 Atualizacao

* Eliminar

Para alguns recursos do Astra, apenas um subconjunto dessas operagdes € suportado. Vocé deve revisar o
"Referéncia de APl online" para obter mais informagdes sobre uma chamada de API especifica.

Métodos HTTP

Os métodos HTTP ou verbos suportados pela API sdao apresentados na tabela abaixo.

Método CRUD Descrigcao

OBTER Leia Recupera propriedades de objeto para uma instancia ou colegéo de
recursos. Isso é considerado uma operacéo list quando usado com uma
colecao.

POST Criar Cria uma nova instancia de recurso com base nos parametros de entrada.
O URL de longo prazo é retornado em um Location cabecgalho de
resposta.

COLOQUE Atualizacéo Atualiza uma instancia de recurso inteira com o corpo de solicitagao JSON
fornecido. Os valores-chave que ndo sao modificaveis pelo usuario séo
preservados.

ELIMINAR Eliminar Exclui uma instancia de recurso existente.

Cabecalhos de solicitacdo e resposta

A tabela a seguir resume os cabecgalhos HTTP usados com a APl REST do Astra Control.

@ "RFC 7232"Consulte e "RFC 7233" para obter mais informacoes.
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Colhedor

Aceitar

Autorizacao
Tipo de conteudo

ETAG

[f-Match

Se-modificado-desde

If-Unmodified-since

Localizacéo

Tipo
Pedido

Pedido
Resposta

Resposta

Pedido

Pedido

Pedido

Resposta

Parametros de consulta

Notas de utilizagao

Se o valor for "[" ou nao for fornecido, application/json
sera retornado no cabecgalho de resposta Content-Type. Se
o valor estiver definido para o tipo de Midia de recurso
Astra, o mesmo tipo de Midia sera retornado no cabegalho
Content-Type.

Token de portador com a chave API para o usuario.

Devolvido com base no Accept cabecgalho da solicitagao.

Incluido com um sucesso como definido com RFC 7232. O
valor € uma representagdo hexadecimal do valor MD5 para
todo o recurso JSON.

Um cabecalho de solicitagao de pré-condigao
implementado conforme descrito na segédo 3,1 RFC 7232 e
suporte para solicitacées PUT.

Um cabecalho de solicitagao de pré-condigao
implementado conforme descrito na seg¢ao 3,4 RFC 7232 e
suporte para solicitacées PUT.

Um cabecalho de solicitagao de pré-condigao
implementado conforme descrito na seg¢ao 3,4 RFC 7232 e
suporte para solicitacdes PUT.

Contém a URL completa do recurso recém-criado.

Os seguintes parametros de consulta estdo disponiveis para uso com coleg¢des de recursos. Consulte
"Trabalhe com cole¢des" para obter mais informacgoes.

Parametro de
consulta

incluir

filtro

Ordenar
limite
ignorar

contar

Descrigao

Contém os campos que devem ser retornados ao ler uma colegao.

Indica os campos que devem corresponder para que um recurso seja retornado ao ler

uma colegao.

Determina a ordem de classificacdo dos recursos retornados ao ler uma colecao.

Limita o numero maximo de recursos retornados ao ler uma colegéo.

Define o niumero de recursos para passar e pular ao ler uma colecéo.

Indica se o numero total de recursos deve ser retornado no objeto metadados.

Cdédigos de status HTTP

Os codigos de status HTTP usados pela APl REST do Astra Control sdo descritos abaixo.

@ A API REST do Astra Control também usa o padrao Detalhes do problema para APIs HTTP.
Consulte "Diagndstico e suporte” para obter mais informacgdes.
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Codigo Significado Descrigcao

200 OK Indica sucesso para chamadas que nao criam uma nova instancia de
recurso.

201 Criado Um objeto é criado com sucesso e o cabegalho de resposta de
localizagao inclui o identificador exclusivo para o objeto.

204 Nenhum conteudo A solicitagao foi bem-sucedida, embora nenhum conteudo tenha sido
retornado.

400 Pedido incorreto A entrada de solicitacdo nao é reconhecida ou é inadequada.

401 N&o autorizado O usuario néo esta autorizado e deve autorizar.

403 Proibido O acesso é negado devido a um erro de autorizagao.

404 Nao encontrado O recurso referido na solicitacdo nao existe.

409 Conflito Uma tentativa de criar um objeto falhou porque o objeto ja existe.

500 Erro interno Ocorreu um erro interno geral no servidor.

503 Servigo indisponivel O servigo n&do esta pronto para lidar com a solicitagéo por algum
motivo.

Formato de URL

A estrutura geral da URL usada para acessar uma instancia ou cole¢ao de recursos
através da APl REST é composta por varios valores. Esta estrutura reflete o modelo de
objeto subjacente e o design do sistema.

Conta como raiz

A raiz do caminho do recurso para cada endpoint REST € a conta Astra. E assim todos os caminhos no URL
comegam com /account/{account id} onde account id € o valor UUIDv4 exclusivo para a conta.
Estrutura interna isso reflete um design em que todo o acesso a recursos € baseado em uma conta especifica.

Categoria de recurso de endpoint

Os pontos de extremidade de recursos do Astra se enquadram em trés categorias diferentes:
* (‘/core’Nucleo )
* Aplicativo gerenciado (/k8s)

* Topologia (/topology)
Consulte "Recursos" para obter mais informacgoes.

Versao da categoria

Cada uma das trés categorias de recursos tem uma versao global que controla a versao dos recursos
acessados. Por convencgao e definigdo, mover para uma nova versao principal de uma categoria de recurso
(como, de /v1 para /v2) introduzira alteragdes de quebra na API.

Instancia ou colegao de recursos

Uma combinagéo de tipos de recursos e identificadores pode ser usada no caminho, com base no acesso a
uma instancia ou colec¢ao de recursos.
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Exemplo
e Caminho do recurso

Com base na estrutura apresentada acima, um caminho tipico para um endpoint é:
/accounts/{account id}/core/vl/users.

* URL completo

O URL completo para o endpoint correspondente é:
https://astra.netapp.io/accounts/{account id}/core/vl/users.

Recursos e endpoints

Vocé pode acessar os recursos fornecidos pela APl REST do Astra Control para
automatizar uma implantagdo Astra. Cada recurso esta disponivel por meio de um ou
mais endpoints. Uma introducdo aos RECURSOS REST que vocé pode usar como parte
de uma implantacédo de automacéo € fornecida abaixo.

O formato do caminho e URL completo usados para acessar os recursos do Astra Control é

@ baseado em varios valores. Consulte "Formato de URL" para obter mais informagdes. Consulte
também "Referéncia de API online"para obter mais detalhes sobre como usar os recursos e
pontos de extremidade do Astra.

Resumo dos RECURSOS REST do Astra Control

Os principais pontos de extremidade de recurso fornecidos na APl REST do Astra Control sdo organizados
em trés categorias. Cada recurso pode ser acessado com o conjunto completo de operagées CRUD (criar, ler,
atualizar, excluir), exceto onde indicado.

A coluna Release indica a versao Astra quando o recurso foi introduzido pela primeira vez. Esse campo € em
negrito para os recursos adicionados mais recentemente a APl| REST.

Recursos basicos

Os principais pontos de extremidade dos recursos fornecem os servigos basicos necessarios para estabelecer
e manter o ambiente de tempo de execucgao do Astra.
Recurso Solte Descricao

Conta 21,12 Os recursos da conta permitem gerenciar locatarios isolados no ambiente
de implantagao com alocacgao a varios clientes Astra Control.

ASUP 21,08 Os recursos do ASUP representam os pacotes do AutoSupport
encaminhados para o suporte do NetApp.

Certificado 22,08 Os recursos de certificado representam os certificados instalados usados
para autenticacao forte para conexdes de saida.

Credencial 21,04 Os recursos de credenciais contém informagdes relacionadas a segurancga
que podem ser usadas com usuarios, clusters, buckets e back-ends de
storage do Astra.
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Recurso

Direitos

Evento

Gancho de
execucgao

Recurso

Grupo

Fonte do gancho

Grupo LDAP

Utilizador LDAP

Licenca

Notificacao

Pacote

Permisséo

Funcao

Vinculagao de

funcao

Definicao

Subscricao

Tarefa
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Solte
21,08

21,04

21,12

21,08

22,08

21,12

22,1

22,11

21,08

21,04

22,04

23,06

23,06

21,04

21,08

21,08

22,11

Descrigdo

Os recursos de direito representam os recursos e capacidades disponiveis
para uma conta com base nas licengas e assinaturas ativas.

Os recursos do evento representam todos os eventos que ocorrem no
sistema, incluindo o subconjunto classificado como notificagdes.

Os recursos do gancho de execugao representam scripts personalizados
que vocé pode executar antes ou depois que um snapshot de um aplicativo
gerenciado é executado.

Os recursos do recurso representam os recursos selecionados do Astra que
vocé pode consultar para determinar se eles estao ativados ou desativados
no sistema. O acesso é limitado a somente leitura.

Os recursos do grupo representam os grupos Astra e 0s recursos
associados. Apenas os grupos LDAP sdo suportados na versao atual.

Os recursos de origem do gancho representam o codigo-fonte real usado
com um gancho de execugao. Separar o codigo-fonte do controle de
execucao tem varios beneficios, como permitir que os scripts sejam
compartilhados.

Pode listar os grupos no servidor LDAP configurado. O acesso aos grupos
LDAP é somente leitura.

Pode listar os utilizadores no servidor LDAP configurado. O acesso aos
utilizadores LDAP ¢é apenas de leitura.

Os recursos de licenca representam as licencas disponiveis para uma conta
Astra.

Os recursos de notificacdo representam eventos Astra que tém um destino
de notificagdo. O acesso é fornecido por usuario.

Os recursos do pacote fornecem o Registro e o acesso as definicdes do
pacote. Pacotes de software consistem em varios componentes, incluindo
arquivos, imagens e outros artefatos.

Os recursos de permissao representam permissoes relacionadas a
operagdes dentro do sistema. A API fornece acesso somente leitura as
permissoes.

Os recursos de funcao representam as fungdes disponiveis no sistema. A
API fornece acesso somente leitura as funcgdes.

Os recursos de vinculagao de fungéo representam as relagdes entre pares
especificos de usuarios e contas. Além da ligagao entre os dois, um
conjunto de permissdes € especificado para cada um através de uma
fungéo especifica.

A configuragéo de recursos representa um conjunto de pares de valor-
chave que descrevem um recurso para uma conta Astra especifica.

Os recursos de subscricdo representam as subscrigdes ativas de uma conta
Astra.

Os recursos de tarefa fornecem acesso somente leitura a tarefa gerenciada
e podem ser usados para exibir o status das tarefas internas de longa
execucao.



Recurso Solte
Token 21,04
Notificagdo nado lida 21,04
Atualizacao 22,04
Utilizador 21,04

Descrigdo

Os recursos do token representam os tokens disponiveis para acessar
programaticamente a APl REST DO Astra Control.

Os recursos de notificacdo nao lidos representam notificagdes atribuidas a
um usuario especifico, mas ainda nao lidas.

Os recursos de atualizacédo fornecem acesso a componentes de software e
a capacidade de iniciar atualizacdes.

Os recursos de usuario representam usuarios do Astra capazes de acessar
o sistema com base em sua funcao definida.

Recursos de aplicativos gerenciados

Os pontos de extremidade de recursos de aplicagdo gerenciados fornecem acesso as aplicagdes Kubernetes

gerenciadas.

Recurso Solte
Ativo da aplicacao 21,04
Backup de 21,04
aplicativos

Snapshot da 21,04
aplicacao

Substituicdo do 21,12
gancho de execugao
Programacao 21,04

Recursos de topologia

Descrigdo

Os recursos de ativos da aplicagdo representam colegdes internas de
informacgdes de estado necessarias para gerenciar as aplicagdes Astra.

Os recursos de backup de aplicativos representam backups dos aplicativos
gerenciados.

Os recursos de snapshot do aplicativo representam snapshots dos
aplicativos gerenciados.

Os recursos de substituicdo do gancho de execugao permitem desativar os
ganchos de execugéao predefinidos do NetApp pré-carregados para
aplicagdes especificas, conforme necessario.

Os recursos do cronograma representam operagdes de protegdo de dados
agendadas para os aplicativos gerenciados como parte de uma politica de
protecédo de dados.

Os pontos de extremidade dos recursos de topologia fornecem acesso aos aplicativos ndo gerenciados e aos

recursos de storage.

Recurso Solte
Recurso de API 22,11
Aplicagao 21,04
AppMirror 22,08
Balde 21,08

Descrigcao

Os endpoints de recursos da API fornecem acesso somente leitura aos
recursos do Kubernetes em um cluster gerenciado especifico.

Os recursos da aplicagao representam todas as aplicagdes Kubernetes,
incluindo as ndo gerenciadas pelo Astra.

Os recursos do AppMirror representam os recursos do AppMirror a fornecer
para o gerenciamento de relacionamentos de espelhamento de aplicativos.

Os recursos de bucket representam os buckets em nuvem do S3 usados
para armazenar backups das aplicagdes gerenciadas pelo Astra.
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Recurso Solte Descrigdo

Nuvem 21,08 Os recursos de nuvem representam nuvens as quais os clientes Astra
podem se conectar para gerenciar clusters e aplicagdes.

Cluster 21,08 Os recursos do cluster representam os clusters do Kubernetes nao
gerenciados pelo Kubernetes.

N6 de cluster 21,12 Os recursos do né do cluster fornecem resolugao adicional, permitindo que
vocé acesse o0s nos individuais em um cluster do Kubernetes.

Cluster gerenciado 21,08 Os recursos do cluster gerenciado representam os clusters do Kubernetes
atualmente gerenciados pelo Kubernetes.

Namespace 21,12 Os recursos de namespace fornecem acesso aos namespaces usados em
um cluster do Kubernetes.

Back-end de storage 21,08 Os recursos de back-end de storage representam fornecedores de servigos
de storage que podem ser usados pelos clusters e aplicagbes gerenciados
do Astra.

Classe de 21,08 Os recursos da classe de armazenamento representam diferentes classes

armazenamento ou tipos de armazenamento descobertos e disponiveis para um cluster

gerenciado especifico.

Volume 21,04 Os recursos de volume representam os volumes de storage do Kubernetes
associados as aplicagdes gerenciadas.

Recursos e endpoints adicionais

Ha varios recursos e pontos de extremidade adicionais que vocé pode usar para dar suporte a uma
implantagdo do Astra.

@ Esses recursos e pontos de extremidade nao estado incluidos atualmente na documentacao de
referéncia da APl REST do Astra Control.

OpenAPI

Os endpoints OpenAPI fornecem acesso ao documento JSON OpenAPI atual e a outros recursos
relacionados.

OpenMetrics

Os endpoints OpenMetrics fornecem acesso as métricas da conta por meio do recurso OpenMetrics. O
suporte esta disponivel com o modelo de implantagéo do Astra Control Center.

Consideracoes adicionais

Seguranga RBAC

A API REST do Astra da suporte ao controle de acesso baseado em fungdes (RBAC)
para conceder e restringir o acesso as fun¢des do sistema.

Funcodes do Astra

Cada usuario do Astra é atribuido a uma Unica fungéo que determina as acdes que podem ser executadas. As
fungdes sdo organizadas em uma hierarquia conforme descrito na tabela abaixo.
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Funcao Descrigdo
Proprietario Tem todas as permissdes da fungdo Admin e também pode excluir contas Astra.

Administrador Tem todas as permissdes da funcdo Membro e também pode convidar os usuarios para
participar de uma conta.

Membro Pode gerenciar totalmente a aplicagéo Astra e os recursos de computagao.

Visualizador Restrito a visualizagdo apenas de recursos.

RBAC aprimorado com granularidade de namespace

@ Esse recurso foi introduzido com a versio 22,04 da APl REST do Astra.

Quando uma vinculagéo de fungéo é estabelecida para um usuario especifico, uma restricdo pode ser
aplicada para limitar os namespaces aos quais o usuario tem acesso. Existem varias maneiras de definir essa
restricdo como descrito na tabela abaixo. Consulte o parametro roleContraints na API de vinculagdo de
funcéo para obter mais informacdes.

Namespaces Descricédo

Tudo O usuario pode acessar todos os namespaces através do parametro curinga "*". Este é
o valor padrao para manter a compatibilidade com versées anteriores.

Nenhum A lista de restricoes € especificada embora esteja vazia. Isso indica que o usuario nao
pode acessar nenhum namespace.

Lista de namespace O UUID de um namespace esta incluido, o que restringe o usuario ao namespace
unico. Uma lista separada por virgulas também pode ser usada para permitir o acesso
a varios namespaces.

Etiqueta Um rotulo é especificado e 0 acesso € permitido a todos os namespaces
correspondentes.

Trabalhe com cole¢oes

A API REST do Astra Control fornece varias maneiras diferentes de acessar cole¢des de
recursos por meio dos parametros de consulta definidos.

Selecionar valores

Vocé pode especificar quais pares de chave-valor devem ser retornados para cada instancia de recurso
usando o include parémetro. Todas as instancias sdo retornadas no corpo de resposta.

Filtragem

A filiragem de recursos de coleta permite que um usuario da API especifique condigdes que determinam se
um recurso é retornado no corpo da resposta. O £ilter parametro € usado para indicar a condicao de
filtragem.

Ordenacgao

A classificagdo de recursos de coleta permite que um usuario da AP| especifique a ordem em que os recursos
sao retornados no corpo de resposta. O orderBy parametro € usado para indicar a condigao de filtragem.

Paginacgao
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Vocé pode impor a paginagao restringindo o niumero de instancias de recursos retornadas em uma solicitagéo
usando o 1imit parametro.

Contar

Se vocé incluir o pardmetro booleano count definido como true, 0 numero de recursos na matriz retornada
para uma determinada resposta sera fornecido na secdo metadados.

Diagnéstico e suporte

Ha varios recursos de suporte disponiveis com a APl REST do Astra Control que podem
ser usados para diagnosticos e depuragao.

Recursos de API

Ha varios recursos do Astra expostos por meio de recursos de API que fornecem informagdes de diagndstico
e suporte.

Tipo Descricédo
Evento Atividades do sistema registradas como parte do processamento do Astra.
Notificagao Um subconjunto dos Eventos que sao considerados importantes o suficiente para ser

apresentado ao usuario.

Notificagdo ndo lida As notificagdes que ainda nao foram lidas ou recuperadas pelo usuario.

Revogar um token de API

Vocé pode revogar um token de API na interface da Web Astra quando nao for mais
necessario.

Antes de comecar

Vocé precisa de credenciais para fazer login na interface de usuario da Web Astra para sua implantagdo. Vocé
também deve identificar os tokens que deseja revogar.

Sobre esta tarefa
Depois que um token é revogado, ele é imediatamente e permanentemente inutilizavel.

Passos
1. Faga login no Astra usando suas credenciais de conta da seguinte maneira:

a. Astra Control Service: "https://astra.netapp.io”

b. Astra Control Center: Use o URL do seu ambiente local, conforme estabelecido durante a instalagédo
2. Clique no icone de figura no canto superior direito da pagina e selecione Acesso a API.
3. Selecione o token ou tokens que vocé deseja revogar.

4. Na caixa suspensa agoes, clique em revogar tokens.
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Workflows de infraestrutura

Antes de comecar

Use esses workflows para criar e manter a infraestrutura usada com uma implantacéo do
Astra Control Center. Em muitos casos, os workflows também podem ser usados com o
Astra Control Service.

@ Esses fluxos de trabalho podem ser expandidos e aprimorados pelo NetApp a qualquer
momento, portanto, vocé deve revisa-los periodicamente.
Preparagao geral

Antes de usar qualquer um dos workflows do Astra, revise "Prepare-se para usar os fluxos de trabalho"o .

Categorias de fluxo de trabalho

Os fluxos de trabalho de infraestrutura sdo organizados em diferentes categorias para facilitar a localizagéo do
que voceé deseja.

Categoria Descrigao

Identidade e acesso Esses fluxos de trabalho permitem gerenciar identidade e como o Astra é
acessado. Os recursos incluem usuarios, credenciais e tokens.

Configuragao LDAP Opcionalmente, vocé pode configurar o Astra Control Center para usar o LDAP
para autenticar usuarios selecionados.

Clusters E possivel adicionar clusters gerenciados do Kubernetes que permitem proteger
e dar suporte as aplicacdes que eles contém.

Nuvens Esses workflows fornecem acesso as nuvens disponiveis por meio da APl REST
Astra Control.

Baldes Vocé pode usar esses fluxos de trabalho para criar e gerenciar os buckets do S3
usados para armazenar backups.

Armazenamento Esses fluxos de trabalho permitem adicionar e manter backends e volumes de
armazenamento.

Identidade e acesso

Liste os usuarios

Vocé pode listar os usuarios que estao definidos para uma conta Astra especifica.

1. Liste os usuarios

Execute a seguinte chamada de API REST.
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Método HTTP Caminho

OBTER /accounts/_id/core/v1/users

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de API REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
incluir Consulta Nao Opcionalmente, selecione os valores que vocé deseja

retornar na resposta.

Curl exemplo: Retorna todos os dados para todos os usuarios

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Curl exemplo: Retorna o primeiro nome, sobrenome e id para todos os usuarios

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/users?include=first
Name, lastName, id' --header 'Accept: */*' —--header 'Authorization: Bearer

<API TOKEN>'

Exemplo de saida JSON

"items": [
[
"David",
"Anderson",
"844ec6234-11e0-49ea-8434-a992a6270ecl"
1,
[
"Jane",
"Cohen",
"2a3e227c-fda7-4145-a86c-ed9%aal0l183a6c"
]
1,

"metadata": {}
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Crie um usuario

Vocé pode criar um usuario com credenciais especificas e uma funcao predefinida. Vocé
também pode, opcionalmente, restringir o acesso do usuario a namespaces especificos.

1. Selecione um nome de utilizador

Execute o fluxo de trabalho "Listar usuarios" e selecione um nome disponivel que nédo esteja atualmente em
uso.

2. Crie o usuario

Execute a seguinte chamada de API REST para criar um usuario. Apds a conclusao bem-sucedida da
chamada, o novo usuario ainda n&o sera utilizavel.

Método HTTP Caminho
POST /accounts/_id/core/v1/users
Exemplo de entrada JSON
{
"type" : Tapplication/astra-user",
"version" : "1.1",
"firstName" : "John",
"lastName" : "West",
"email" : "jwest@example.com"

Curl exemplo

curl --location -i --request POST

'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl1/users' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

Exemplo de saida JSON
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"metadata": {

"creationTimestamp": "2022-11-20T17:23:152",
"modificationTimestamp": "2022-11-20T17:23:152",
"createdBy": "a20e91f3-2c49-443b-b240-615d940ec5£3",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "dO0O7dac0a-a328-4840-a2l16-12delobbbd484",

"authProvider": "local",

"authID": "jwest@example.com",

"firstName": "John",

"lastName": "West",

"companyName": "",

"email": "jwest@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ™"

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",

"enableTimestamp": "2022-11-20T17:23:152",

"lastActTimestamp": ""

3. Opcionalmente, selecione os hamespaces permitidos

Execute o fluxo de trabalho "Liste os namespaces" e selecione os namespaces aos quais vocé deseja
restringir o acesso.

4. Vincule o usuario a uma fungao

Execute a seguinte chamada de API REST para vincular o usuario a uma fungao. O exemplo abaixo nao
coloca restricbes no acesso ao namespace. Consulte "RBAC aprimorado com granularidade de namespace”
para obter mais informacdes.

Método HTTP Caminho
POST /Accounts/_id/core/v1/roleBindings
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Exemplo de entrada JSON

"type" : Tapplication/astra-roleBinding",

"version" : "1.1",

"userID" : "dO07dac0a-a328-4840-a216-12delobbd484",
"accountID" : "29el1f39f-2bf4-44ba-al191-5b84ef414c95",
"role" : "viewer",

"roleConstraints": [ "*" ]

Curl exemplo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT_ ID>/core/vl/roleBindings’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

5. Crie uma credencial

Execute a seguinte chamada de API REST para criar uma credencial e associa-la ao usuario. Este exemplo
usa uma senha que é fornecida como um valor base64. A name propriedade deve conter o ID do usuario
retornado na etapa anterior. A propriedade de entrada change também deve ser codificada em base64 e
determina se o usuario deve alterar sua senha no primeiro login (true ou false ).

Essa etapa s6 é necessaria com implantagdes do Astra Control Center que usam autenticagao
local. Nao é necessario com implantacdes Astra Control Center que usam LDAP ou com
implantagdes Astra Control Service.

Método HTTP Caminho
POST /accounts/_id/core/v1/credentials
Exemplo de entrada JSON

33



"type" : "application/astra-credential",
"version"™ : "1.1",
"name" : "dO07dac0a-a328-4840-a2l16-12delobbbd484",
"keyType" : "passwordHash",
"keyStore" : {

"cleartext" : "TmVOQXBwWMTIz",

"change" : "ZmFsc2U="

by

"valid" : "true"

Curl exemplo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

Configuracao LDAP

Prepare-se para a configuragao LDAP

Opcionalmente, € possivel integrar o Astra Control Center a um servidor LDAP
(Lightweight Directory Access Protocol) para executar a autenticagcédo para usuarios
selecionados do Astra. O LDAP é um protocolo padrao do setor para acessar
informacgdes de diretérios distribuidos e uma escolha popular para autenticacao
empresarial.

Informacgdes relacionadas
» "Mapa rodoviario da especificagao técnica LDAP"

« "LDAP versao 3"

Visao geral do processo de implementacgao

Em um alto nivel, ha varias etapas que vocé precisa executar para configurar um servidor LDAP para fornecer
autenticagdo para usuarios Astra.

Enquanto as etapas apresentadas abaixo estdo em uma sequéncia, em alguns casos vocé
pode executa-las em uma ordem diferente. Por exemplo, vocé pode definir os usuarios e
grupos Astra antes de configurar o servidor LDAP.

1. Revise "Requisitos e limitacoes" para entender as opgoes, os requisitos e as limitacoes.

2. Selecione um servidor LDAP e as op¢des de configuragdo desejadas (incluindo segurancga).
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3. Execute o fluxo de trabalho "Configure o Astra para usar um servidor LDAP" para integrar o Astra ao
servidor LDAP.

4. Reveja os utilizadores e grupos no servidor LDAP para se certificar de que estéo definidos corretamente.

5. Execute o fluxo de trabalho apropriado em "Adicionar entradas LDAP ao Astra" para identificar os usuarios
a serem autenticados usando LDAP.

Requisitos e limitagoes

Antes de configurar o Astra para usar LDAP para autenticagao, vocé deve consultar os fundamentos de
configuragéo do Astra apresentados abaixo, incluindo limitagdes e opg¢des de configuragao.

Compativel apenas com Astra Control Center

A plataforma Astra Control oferece dois modelos de implantacao. A autenticacdo LDAP sé é compativel com
implantagdes do Astra Control Center.

Configuragao usando API REST ou interface de usuario da Web

A verséao atual do Astra Control Center é compativel com a configuragéo de autenticagao LDAP usando a API
REST Astra Control e a interface de usuario web Astra.

Servidor LDAP necessario

E necessario ter um servidor LDAP para aceitar e processar as solicitacdes de autenticagdo Astra. O ative
Directory da Microsoft € compativel com a versao atual do Astra Control Center.

Ligacado segura ao servidor LDAP

Ao configurar o servidor LDAP no Astra, vocé pode definir opcionalmente uma conexao segura. Neste caso, é
necessario um certificado para o protocolo LDAPS.

Configurar usuarios ou grupos

Vocé precisa selecionar os usuarios a serem autenticados usando LDAP. Vocé pode fazer isso identificando
os usuarios individuais ou um grupo de usuarios. As contas devem ser definidas no servidor LDAP. Eles
também precisam ser identificados no Astra (tipo LDAP), o que permite que as solicitagdes de autenticagao
sejam encaminhadas para LDAP.

Restricao de fungao ao vincular um usuario ou grupo

Com a versao atual do Astra Control Center, o Unico valor suportado para roleConstraint € "™". Isso indica
que o usuario nao esta restrito a um conjunto limitado de namespaces e pode acessar todos eles. Consulte
"Adicionar entradas LDAP ao Astra" para obter mais informacoes.

Credenciais LDAP
As credenciais usadas pelo LDAP incluem o nome de usuario (enderego de e-mail) e a senha associada.

Enderecos de e-mail exclusivos

Todos os enderecgos de e-mail atuando como nomes de usuario em uma implantagao do Astra Control Center
devem ser exclusivos. Nao é possivel adicionar um usuario LDAP com um endere¢o de e-mail que ja esteja
definido para Astra. Se houver um e-mail duplicado, vocé precisara primeiro exclui-lo do Astra. Consulte
"Remover usuarios" o site de documentagao do Astra Control Center para obter mais informagdées.

Opcionalmente, defina primeiro os usuarios e grupos LDAP

Vocé pode adicionar os usuarios e grupos LDAP ao Astra Control Center mesmo que eles ainda nao existam
no LDAP ou se o servidor LDAP nao estiver configurado. Isto permite pré-configurar os utilizadores e grupos
antes de configurar o servidor LDAP.
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Um usuario definido em varios grupos LDAP
Se um usuario LDAP pertencer a varios grupos LDAP e os grupos tiverem sido atribuidos diferentes fungdes
no Astra, a fungao efetiva do usuario ao autenticar sera a mais privilegiada. Por exemplo, se um usuario for
atribuido a viewer fungdo com group1, mas tiver a member fungdo em group2, a fungao do usuario sera
member. Isso é baseado na hierarquia usada pelo Astra (mais alto a mais baixo):

* Proprietario

* Administrador

* Membro

* Visualizador

Sincronizagéao periédica de contas

O Astra sincroniza os usuarios e grupos de Tl com o servidor LDAP aproximadamente a cada 60 segundo.
Portanto, se um usuario ou grupo for adicionado ou removido do LDAP, pode levar até um minuto antes de
estar disponivel no Astra.

Desativar e repor a configuragdo LDAP

Antes de tentar repor a configuracdo LDAP, tem de desativar primeiro a autenticacdo LDAP. Além disso, para
alterar o servidor LDAP (connectionHost), € necessario executar ambas as operagdes. Consulte "Desativar
e repor LDAP" para obter mais informacoes.

Parametros da APl REST

Os fluxos de trabalho de configuragdo LDAP fazem chamadas de APl REST para realizar as tarefas
especificas. Cada chamada de API pode incluir par@metros de entrada como mostrado nas amostras
fornecidas. Consulte "Referéncia de API online" para obter informacgdes sobre como localizar a documentagao
de referéncia.

Configure o Astra para usar um servidor LDAP

Vocé precisa selecionar um servidor LDAP e configurar o Astra para usar o servidor
como um provedor de autenticacdo. A tarefa de configuragdo consiste nos passos
descritos abaixo. Cada etapa inclui uma unica chamada de API REST.

1. Adicione um certificado de CA

Execute a seguinte chamada de APl REST para adicionar um certificado de CA ao Astra.

@ Esta etapa € opcional e somente necessaria se vocé quiser que o Astra e o LDAP se
comuniquem em um canal seguro usando o LDAPS.

Método HTTP Caminho

POST /accounts//core/v1/certificates

Exemplo de entrada JSON
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"type": "application/astra-certificate",

"version": "1.0",
"certUse": "rootCA",
"cert":

"LSO0tLS1CRUJAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN",
"isSelfSigned": "true"

Observe o seguinte sobre os parametros de entrada:
* cert E uma string JSON contendo um certificado formatado PKCS-11 codificado base64 (codificado
PEM).
* isSelfSigned deve ser definido como true se o certificado for auto-assinado. A predefinicdo é false

Curl exemplo

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/certificates'

-—-header 'Content-Type: application/astra-certificate+json'

—=-header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Exemplo de resposta JSON
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"type": "application/astra-certificate",
"version": "1.0",
"id": "ab212e7e-402b-4cff-bbal-63£3c6505199",
"certUse": "rootCA",
"cert": "LSOtLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUMyVEN"
"cn": "adldap.example.com",
"expiryTimestamp": "2023-07-08T20:22:072",
"isSelfSigned": "true",
"trustState": "trusted",
"trustStateTransitions": [
{

"from": "untrusted",

"to": |

"trusted",

"expired"

"from": "trusted",
"tO": [
"untrusted",

"expired"

"from": "expired",
"to": |
"untrusted",
"trusted"
]

}

I

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"creationTimestamp": "2022-07-21T04:16:062",
"modificationTimestamp": "2022-07-21T04:16:062",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"modifiedBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
}



2. Adicione as credenciais de vinculagido
Execute a seguinte chamada de API REST para adicionar as credenciais de vinculagao.

Método HTTP Caminho

POST /accounts/_id/core/v1/credentials

Exemplo de entrada JSON

"name": "ldapBindCredential",

"type": "application/astra-credential"
"version": "1.1",

"keyStore": {
"bindDn": "dW1lkPWEFkbWl1uLG91PXN5c3R1bQ=="",
"password": "cGFzc3dvcmQ="

Observe o seguinte sobre os paradmetros de entrada:

* bindDn E password sdo as credenciais de vinculacéo codificadas base64 do usuario de administrador
LDAP que é capaz de conetar e pesquisar o diretério LDAP. bindDn E 0 endere¢o de e-mail do usuario

LDAP.

Curl exemplo

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/credentials’
--header 'Content-Type: application/astra-credential+json' --header

'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Exemplo de resposta JSON
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"type": "application/astra-credential",

"version": "1.1",
"id": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"name": "ldapBindCredential",
"metadata": {
"creationTimestamp": "2022-07-21T06:53:112",
"modificationTimestamp": "2022-07-21T06:53:112",

"createdBy": "527329f2-662c-41c0-ada%9-2£428f14c137"

Observe os seguintes parametros de resposta:
* "id"O da credencial é utilizado em etapas subsequentes do fluxo de trabalho.

3. Recupere o UUID da configuragao LDAP

Execute a seguinte chamada de API REST para recuperar o UUID da astra.account.ldap configuragdo
incluida no Astra Control Center.

O exemplo curl abaixo usa um parametro de consulta para filtrar a colegao de configuragoes.
Em vez disso, vocé pode remover o filtro para obter todas as configuragdes e, em seguida,
procurar astra.account.ldap .

Método HTTP Caminho
OBTER /accounts/_id/core/v1/settings

Curl exemplo

curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings?filter=n
ame%20eg%20'astra.account.ldap'&include=name, id' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

Exemplo de resposta JSON
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"items": [
["astra.account.ldap",
"12072b56-e939-45ec-974d-2dd83b7815df"
]

1,

"metadata": {}

4. Atualize a definicao LDAP

Execute a seguinte chamada de APl REST para atualizar a configuragdo LDAP e concluir a configuragdo. Use
o id valor da chamada de API anterior para o <SETTING ID> valor no caminho de URL abaixo.

@ Vocé pode emitir uma SOLICITACAO GET para a configuragdo especifica primeiro para ver o
configSchema. Isso fornecera mais informagdes sobre os campos obrigatérios na configuragéo.

Método HTTP Caminho
COLOQUE /accounts/_id/core/v1/settings//setting_id

Exemplo de entrada JSON
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "true",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

Observe o seguinte sobre os parametros de entrada:

* isEnabled deve ser definido como true ou pode ocorrer um erro.
* credentialId é oid da credencial de ligagdo criada anteriormente.

* secureMode deve ser definido como LDAP ou LDAPS com base na sua configuragao na etapa anterior.
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* Apenas o 'ative Directory' é suportado como fornecedor.

Curl exemplo

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-settingtjson' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Se a chamada for bem-sucedida, a resposta HTTP 204 sera retornada.

5. Recupere a definicdo LDAP

Opcionalmente, vocé pode executar a seguinte chamada de API REST para recuperar as configuragdes LDAP
e confirmar a atualizagé&o.

Método HTTP Caminho
OBTER /accounts/_id/core/v1/settings//setting_id

Curl exemplo

curl --location -i --request GET
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Exemplo de resposta JSON

"items": [
{
"type": "application/astra-setting",
"version": "1.0",
"metadata": {
"creationTimestamp": "2022-06-17T21:16:31Z",
"modificationTimestamp": "2022-07-21T07:12:202",
"labels": [],
"createdBy": "system",
"modifiedBy": "00000000-0000-0000-0000-000000000000"

by

"id": "12072b56-e939-45ec-974d-2dd83b7815df",

"name": "astra.account.ldap",

"desiredConfig": {
"connectionHost": "10.193.61.88",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
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"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"currentConfig": {
"connectionHost": "10.193.160.209",
"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "ou=groups,ou=astra,dc=example,dc=com",
"isEnabled": "true",
"port": 686,
"secureMode": "LDAPS",
"userBaseDN": "ou=users,ou=astra,dc=example,dc=com",
"userSearchFilter": " ((objectClass=User))",
"vendor": "Active Directory"
by
"configSchema": {
"Sschema": "http://Jjson-schema.org/draft-07/schema#",
"title": "astra.account.ldap",
"type": "object",
"properties": {
"connectionHost": {
"type": "string",
"description": "The hostname or IP address of your LDAP server."
by
"credentialId": ({
"type": "string",
"description": "The credential ID for LDAP account."
by
"groupBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the group
search. The system searches the subtree from the specified location."

by

"groupSearchCustomFilter": {
"type": "string",
"description": "Type of search that controls the default group

search filter used."
by
"isEnabled": {
"type": "string",
"description": "This property determines if this setting is
enabled or not."

by
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"port": {

"type": "integer",
"description": "The port on which the LDAP server is running."
by
"secureMode": {
"type": "string",
"description": "The secure mode LDAPS or LDAP."
by
"userBaseDN": {
"type": "string",
"description": "The base DN of the tree used to start the user

search. The system searches the subtree from the specified location."

by

"userSearchFilter": {
"type": "string",
"description": "The filter used to search for users according a

search criteria."

by

"vendor": {
"type": "string",
"description": "The LDAP provider you are using.",
"enum": ["Active Directory"]
}
by
"additionalProperties": false,
"required": [

"connectionHost",
"secureMode",
"credentialId",
"userBaseDN",
"userSearchFilter",
"groupBaseDN",
"vendor",
"isEnabled"

]

b

"state": "valid",

1,

"metadata": {}

Localize o state campo na resposta que tera um dos valores na tabela abaixo.
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Estado Descrigao
pendente O processo de configuragao ainda esta ativo e ainda nao foi concluido.

valido A configuragéo foi concluida com sucesso e currentConfig na resposta
corresponde desiredConfig.

erro O processo de configuragao LDAP falhou.

Adicionar entradas LDAP ao Astra

Depois que o LDAP é configurado como um provedor de autenticagéo para o Astra
Control Center, vocé pode selecionar os usuarios LDAP que o Astra autenticara usando
as credenciais LDAP. Cada usuario precisa ter uma funcao no Astra antes de poder
acessar o Astra por meio da APl REST Astra Control.

Ha duas maneiras de configurar o Astra para atribuir fungdes. Escolha o que € apropriado para o seu
ambiente.

» "Adicione e vincule um usuario individual"

 "Adicione e vincule um grupo"

@ As credenciais LDAP estdo na forma de um nome de usuario como endereco de e-mail e a
senha LDAP associada.

Adicione e vincule um usuario individual

Vocé pode atribuir uma fungao a cada usuario Astra que é usado apds a autenticacdo LDAP. Isso é apropriado
quando ha um pequeno numero de usuarios e cada um pode ter carateristicas administrativas diferentes.

1. Adicionar um utilizador

Execute a seguinte chamada de API REST para adicionar um usuario ao Astra e indicar que o LDAP € o
provedor de autenticagao.

Método HTTP Caminho

POST /accounts/_id/core/v1/users

Exemplo de entrada JSON
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"type" : Tapplication/astra-user",

"version" : "1.1",

"authID" "cn=JohnDoe, ou=users, ou=astra,dc=example, dc=com",
"authProvider" : "ldap",

"firstName" : "John",

"lastName" : "Doe",

"email" : "john.doe@example.com"

Observe o seguinte sobre os parametros de entrada:

» S&0 necessarios os seguintes parametros:
° authProvider
° authID
° email
* authID E o nome distinto (DN) do usuario no LDAP

* email Deve ser exclusivo para todos os usuarios definidos no Astra

Se 0 email valor nao for exclusivo, ocorrera um erro € um cédigo de status HTTP 409 sera retornado na
resposta.

Curl exemplo

curl --location -i --request POST --data Q@JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/users' --header
'Content-Type: application/astra-user+json' --header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

Exemplo de resposta JSON
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"metadata": {
"creationTimestamp": "2022-07-21T17:44:182",
"modificationTimestamp": "2022-07-21T17:44:182",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

by

"type": "application/astra-user",

"version": "1.2",

"id": "a7bb5e674-albl-48f6-9729-6a571426d49f",

"authProvider": "ldap",

"authID": "cn=JohnDoe, ou=users,ou=astra,dc=example,dc=com",

"firstName": "John",

"lastName": "Doe",

"companyName": "",

"email": "john.doe@example.com",

"postalAddress": {

"addressCountry": "",
"addressLocality": "",
"addressRegion": "",
"streetAddressl": "",
"streetAddress2": "",
"postalCode™: ""

by

"state": "active",

"sendWelcomeEmail": "false",

"isEnabled": "true",

"isInviteAccepted": "true",
"enableTimestamp": "2022-07-21T17:44:182",
"lastActTimestamp": ""

2. Adicione uma vinculagao de funcao para o usuario

Execute a seguinte chamada de API REST para vincular o usuario a uma fungao especifica. Vocé precisa ter

o UUID do usuario criado na etapa anterior.

Método HTTP Caminho
POST /Accounts/_id/core/v1/roleBindings

Exemplo de entrada JSON
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"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"role": "member",

"roleConstraints": ["*"]

Observe o seguinte sobre os parametros de entrada:

* O valor utilizado acima para roleConstraint € a unica opgao disponivel para a versao atual do Astra.
Ele indica que o usuario ndo esta restrito a um conjunto limitado de namespaces e pode acessa-los todos.

Curl exemplo

curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'
-—-header 'Content-Type: application/astra-roleBinding+json'
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Exemplo de resposta JSON

"metadata": {
"creationTimestamp": "2022-07-21T18:08:242",
"modificationTimestamp": "2022-07-21T18:08:2472",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "user",
"version": "1.1",
"id": "b02c7e4d-d483-40dl-aaff-e1£900312114",
"userID": "a7b5e674-albl-48f6-9729-6a571426d49f",
"groupID": "00000000-0000-0000-0000-000000000000",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "member",
"roleConstraints": ["*"]

Observe o seguinte sobre os parametros de resposta:

—--header

* Ovalor user para 0 principalType campo indica que a vinculacao de fungao foi adicionada para um

48



usuario (n&o para um grupo).
Adicione e vincule um grupo

Vocé pode atribuir uma fungdo a um grupo Astra que € usado apds a autenticagao LDAP. Isso é apropriado
quando ha um grande numero de usuarios e cada um pode ter carateristicas administrativas semelhantes.

1. Adicionar um grupo

Execute a seguinte chamada de API REST para adicionar um grupo ao Astra e indicar que o LDAP é o
provedor de autenticacao.

Método HTTP Caminho

POST /accounts//core/v1/groups
Exemplo de entrada JSON
{

"type": "application/astra-group",
"version": "1.0",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra, DC=example, DC=com"

Observe o seguinte sobre os parametros de entrada:

* S0 necessarios os seguintes parametros:
° authProvider

° authID

Curl exemplo

curl --location -i --request POST --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/groups' --header
'Content-Type: application/astra-group+json' —--header 'Accept: */*!'
-—header 'Authorization: Bearer <API TOKEN>'

Exemplo de resposta JSON
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"type": "application/astra-group",

"version": "1.0",
"id": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"name": "Engineering",
"authProvider": "ldap",
"authID": "CN=Engineering, OU=groups,OU=astra,DC=example, DC=com",
"metadata": {
"creationTimestamp": "2022-07-21T18:42:522",
"modificationTimestamp": "2022-07-21T18:42:5272",
"createdBy": "8a02d2b8-a69d-4064-827f-36851b3elebe",
"labels": []

2. Adicione uma vinculagao de fungao para o grupo

Execute a seguinte chamada de API REST para vincular o grupo a uma funcéao especifica. Vocé precisa ter o
UUID do grupo criado na etapa anterior. Os usuarios que sdo membros do grupo poderao fazer login no Astra
apos o LDAP executar a autenticacao.

Método HTTP Caminho
POST /Accounts/_id/core/v1/roleBindings

Exemplo de entrada JSON

"type": "application/astra-roleBinding",
"version": "1.1",

"accountID": "{account id}",

"groupID": "8b5b54da-ae53-497a-963d-1£c89990525b",
"role": "viewer",

"roleConstraints": ["*"]

Observe o seguinte sobre os paradmetros de entrada:

* O valor utilizado acima para roleConstraint € a Unica opgao disponivel para a verséo atual do Astra.
Ele indica que o usuario ndo esta restrito a certos namespaces e pode acessa-los todos.

Curl exemplo
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curl --location -i --request POST --data @JSONinput

'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/roleBindings'

--header 'Content-Type: application/astra-roleBinding+json'
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Exemplo de resposta JSON

"metadata": {
"creationTimestamp": "2022-07-21T18:59:432",
"modificationTimestamp": "2022-07-21T718:59:432",
"createdBy": "527329f2-662c-41c0-ada9-2£428£f14cl137",
"labels": []
by
"type": "application/astra-roleBinding",
"principalType": "group",
"version": "1.1",
"id": "2£f91b06d-315e-41d8-ael8-7df7c08fbb77",
"userID": "00000000-0000-0000-0000-0000000000C00™",
"groupID": "8b5b54da-ae53-497a-963d-1£fc89990525b",
"accountID": "dOfdbfa7-be32-4a71-b59d-13d95b42329%a",
"role": "viewer",

"roleConstraints": [n*n]

Observe o seguinte sobre os parametros de resposta:

-—-header

* O valor group para o principalType campo indica que a vinculagdo de fungao foi adicionada para um

grupo (n&o para um usuario).

Desativar e repor LDAP

Ha duas tarefas administrativas opcionais relacionadas que vocé pode executar
conforme necessario para uma implantacédo do Astra Control Center. Pode desativar

globalmente a autenticacdo LDAP e repor a configuracdo LDAP.

Ambas as tarefas de fluxo de trabalho exigem o id para a astra.account. ldap configuragéo Astra.
Detalhes sobre como recuperar o ID de configuragéo estao incluidos em Configurar o servidor LDAP.

Consulte "Recupere o UUID da configuracao LDAP" para obter mais informacgdes.

* "Desativar a autenticacao LDAP"

» "Redefina a configuracao de autenticacdo LDAP"
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Desativar a autenticacao LDAP

Vocé pode executar a seguinte chamada de APl REST para desativar globalmente a autenticagédo LDAP para
uma implantacao especifica do Astra. A chamada atualiza a astra.account.ldap configuragéo e o
isEnabled valor é definido como false.

Método HTTP Caminho

COLOQUE /accounts/_id/core/v1/settings//setting_id
Exemplo de entrada JSON
"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "myldap.example.com",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Se a chamada for bem-sucedida, a HTTP 204 resposta sera retornada. Opcionalmente, vocé pode recuperar
as configuragdes novamente para confirmar a alteragao.

Redefina a configuragao de autenticagcdo LDAP

Vocé pode executar a seguinte chamada de API REST para desconetar o Astra do servidor LDAP e redefinir a
configuragéo LDAP no Astra. A chamada atualiza a astra.account. ldap configuragao e o valor de
connectionHost é apagado.

O valor de isEnabled também deve ser definido como false. Vocé pode definir esse valor antes de fazer a

chamada de redefinicdo ou como parte de fazer a chamada de redefinigdo. No segundo caso,
connectionHost deve ser limpo e isEnabled definido como false na mesma chamada de redefinigéo.
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Esta é uma operacéo disruptiva e vocé deve prosseguir com cuidado. Elimina todos os
utilizadores e grupos LDAP importados. Ele também exclui todos os usuarios, grupos e
roleBindings relacionados do Astra (tipo LDAP) que vocé criou no Astra Control Center.

Método HTTP Caminho
COLOQUE /accounts/_id/core/v1/settings//setting_id

Exemplo de entrada JSON

"type": "application/astra-setting",

"version": "1.0",

"desiredConfig": {

"connectionHost": "",

"credentialId": "3bd9c8a7-f5a4-4c44-b778-90a85fc7d154",
"groupBaseDN": "OU=groups,OU=astra, DC=example, DC=com",
"isEnabled": "false",

"port": 686,

"secureMode": "LDAPS",

"userBaseDN": "OU=users,OU=astra,DC=example,dc=com",
"userSearchFilter": " ((objectClass=User))",

"vendor": "Active Directory"

}

Observe o seguinte:

* Para alterar o servidor LDAP, vocé deve desabilitar e redefinir a alteragdo LDAP connectHost para um
valor nulo, como mostrado no exemplo acima.

curl --location -i --request PUT --data @JSONinput
'https://astra.example.com/accounts/<ACCOUNT ID>/core/vl/settings/<SETTING
_ID>' --header 'Content-Type: application/astra-setting+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Se a chamada for bem-sucedida, a HTTP 204 resposta sera retornada. Opcionalmente, vocé pode recuperar
a configuragdo novamente para confirmar a alteragao.

Clusters

Liste os clusters

E possivel listar os clusters disponiveis em uma nuvem especifica.
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1. Selecione a nuvem

Execute o fluxo de trabalho "Liste as nuvens" e selecione a nuvem que contém os clusters.

2. Liste os clusters

Execute a seguinte chamada de API REST para listar os clusters em uma nuvem especifica.

Método HTTP Caminho
OBTER /accounts//topology/v1/clouds/ /cloud_id/clusters

Exemplo de curl: Retorna todos os dados de todos os clusters

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

Exemplo de saida JSON

"items": [

"type": "application/astra-cluster",
"version": "1.1",
"id": "7ce83fba-6aal-4e0c-alf%94-26e714f5ebdo",
"name": "openshift-clstr-ol-07",
"state": "running",
"stateUnready": [],
"managedState": "managed",
"protectionState": "full",
"protectionStateDetails": [],
"restoreTargetSupported": "true",
"snapshotSupported": "true",
"managedStateUnready": [],
"managedTimestamp": "2022-11-03T15:50:592",
"inUse": "true",
"clusterType": "openshift",
"accHost": "true",
"clusterVersion": "1.23",
"clusterVersionString": "v1.23.12+6b34£f32",
"namespaces": [

"default",

"kube-node-lease",

"kube-public",

"kube-system",
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"metallb-system",

"mysql",

"mysgl-clonel",

"mysqgl-clone2",

"mysgl-clone3",

"mysgl-cloned",

"netapp-acc-operator",
"netapp-monitoring",

"openshift",

"openshift-apiserver",
"openshift-apiserver-operator",
"openshift-authentication",
"openshift-authentication-operator",
"openshift-cloud-controller-manager",
"openshift-cloud-controller-manager-operator",
"openshift-cloud-credential-operator",
"openshift-cloud-network-config-controller",
"openshift-cluster-csi-drivers",
"openshift-cluster-machine-approver",
"openshift-cluster-node-tuning-operator",
"openshift-cluster-samples-operator",
"openshift-cluster-storage-operator",
"openshift-cluster-version",
"openshift-config",
"openshift-config-managed",
"openshift-config-operator",
"openshift-console",
"openshift-console-operator",
"openshift-console-user-settings",
"openshift-controller-manager",
"openshift-controller-manager-operator",
"openshift-dns",
"openshift-dns-operator",
"openshift-etcd",
"openshift-etcd-operator",
"openshift-host-network",
"openshift-image-registry",
"openshift-infra",
"openshift-ingress",
"openshift-ingress-canary",
"openshift-ingress-operator",
"openshift-insights",
"openshift-kni-infra",
"openshift-kube-apiserver",
"openshift-kube-apiserver-operator",
"openshift-kube-controller-manager",
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"openshift-kube-controller-manager-operator",
"openshift-kube-scheduler",
"openshift-kube-scheduler-operator",
"openshift-kube-storage-version-migrator",
"openshift-kube-storage-version-migrator-operator",
"openshift-machine-api",
"openshift-machine-config-operator",
"openshift-marketplace",
"openshift-monitoring",
"openshift-multus",
"openshift-network-diagnostics",
"openshift-network-operator",
"openshift-node",
"openshift-ocauth-apiserver",
"openshift-openstack-infra",
"openshift-operator-lifecycle-manager",
"openshift-operators",
"openshift-ovirt-infra",

"openshift-sdn",

"openshift-service-ca",
"openshift-service-ca-operator",
"openshift-user-workload-monitoring",
"openshift-vsphere-infra",

"pcloud",

"postgreql",

"trident"
1,
"defaultStorageClass": "4bacbb3c-0727-4£58-b13c-3a2a06%baf89",
"cloudID": "4f1el086-f415-4451-a051-c7299cd672£f£f",
"credentialID": "7ffd7354-b6c2-4efa-8e7b-cf64d5598463",
"isMultizonal": "false",

"tridentManagedStateAllowed": [

"unmanaged"
I
"tridentVersion": "22.10.0",
"apiServiceID": "98df44dc-2baf-40d5-8826-e198b1b40909",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-
only/cloudName",
"value": "private"
}
1,
"creationTimestamp": "2022-11-03T15:50:592",
"modificationTimestamp": "2022-11-04T14:42:3272",



"createdBy": "00000000-0000-0000-0000-000000000000"

Adicione um cluster usando credenciais

Vocé pode adicionar um cluster para que ele fique disponivel para ser gerenciado pelo
Astra. A partir do langamento do Astra 22,11, vocé pode adicionar um cluster com Astra
Control Center e Astra Control Service.

@ A adicdo de um cluster ndo € necessaria ao usar um servigo Kubernetes de um dos principais
fornecedores de nuvem (AKS, EKS, GKE).

1. Obtenha o arquivo kubeconfig

Vocé precisa obter uma cépia do arquivo kubconfig do administrador ou servigo do Kubernetes.

2. Prepare o arquivo kubeconfig

Antes de usar o arquivo kubeconfig, vocé deve executar as seguintes operagoes:

Converter arquivo do formato YAML para JSON
Se vocé receber o arquivo kubeconfig formatado como YAML, vocé precisara converté-lo para JSON.

Codificar JSON em base64
Vocé deve codificar o arquivo JSON em base64.

Exemplo

Aqui estd um exemplo de conversao do arquivo kubeconfig de YAML para JSON e depois codifica-lo em
base64:

yqg -o=json ~/.kube/config | base64

3. Selecione a nuvem

Execute o fluxo de trabalho "Liste as nuvens" e selecione a nuvem em que o cluster sera adicionado.

@ A Unica nuvem que vocé pode selecionar € a nuvem privada.
4. Crie uma credencial
Execute a seguinte chamada de API REST para criar uma credencial usando o arquivo kubeconfig.

Método HTTP Caminho

POST /accounts/_id/core/v1/credentials
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Exemplo de entrada JSON

"type" : "application/astra-credential",
"version" : "1.1",
"name" : "Cloud One",
"keyType" : "kubeconfig",
"keyStore" : {
"base64": encoded kubeconfig
by
"valid" : "true"

Curl exemplo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
@JSONinput

5. Adicione o cluster

Execute a seguinte chamada de APl REST para adicionar o cluster a nuvem. O valor do credentiallID

campo de entrada é obtido a partir da chamada APl REST na etapa anterior.

Método HTTP Caminho

POST /accounts//topology/v1/clouds/ /cloud_id/clusters

Exemplo de entrada JSON

"type" : "application/astra-cluster",

"version" : "1.1",

"credentialID": credential id

Curl exemplo

'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I

curl --location -i --request POST
D>/clusters' —--header 'Accept: */*'
<API TOKEN>' --data @JSONinput
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Listar clusters gerenciados

E possivel listar os clusters de Kubernetes gerenciados atualmente pelo Astra.

1. Listar os clusters gerenciados

Execute a seguinte chamada de API REST.

Método HTTP Caminho
OBTER /Accounts/_id/topology/v1/managedclusters

Exemplo de curl: Retorna todos os dados de todos os clusters

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Gerenciar um cluster

E possivel gerenciar um cluster do Kubernetes para que a protecdo de dados possa ser
executada.

1. Selecione o cluster a gerir

Execute o fluxo de trabalho "Listar clusters" e selecione o cluster desejado. A propriedade managedState do
cluster deve ser unmanaged.

2. Opcionalmente, selecione a classe de armazenamento

Opcionalmente, execute o fluxo de trabalho "Listar classes de armazenamento” e selecione a classe de
armazenamento desejada.

@ Se vocé nao fornecer uma classe de armazenamento na chamada para gerenciar o cluster, sua
classe de armazenamento padréo sera usada.

3. Gerenciar o cluster

Execute a seguinte chamada de API REST para gerenciar o cluster.

Método HTTP Caminho
POST /Accounts/_id/topology/v1/managedclusters

Exemplo de entrada JSON
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"type": "application/astra-managedCluster",
"version": "1.0",
"id": "d0fdf455-4330-476d-bb5d-4d109714e07d"

Curl exemplo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/managedClusters
' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--data @JSONinput

Nuvens
Liste as nuvens
Vocé pode listar as nuvens definidas e disponiveis de uma conta especifica do Astra.

1. Liste as nuvens

Execute a seguinte chamada de API REST para listar as nuvens.

Método HTTP Caminho
OBTER /accounts/_id/topology/v1/clouds

Curl exemplo: Retorna todos os dados para todas as nuvens

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds'

--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
Baldes

Liste os buckets

Voceé pode listar os buckets do S3 definidos para uma conta especifica do Astra.

1. Liste os buckets

Execute a seguinte chamada de APl REST para listar os buckets.
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Método HTTP Caminho
OBTER /accounts/_id/topology/v1/buckets

Curl exemplo: Retorna todos os dados para todos os buckets

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/buckets'

--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
Armazenamento

Listar classes de armazenamento
Vocé pode listar as classes de armazenamento disponiveis.
1. Selecione a nuvem

Execute o fluxo de trabalho "Liste as nuvens" e selecione a nuvem na qual vocé estara trabalhando.

2. Selecione o cluster

Execute o fluxo de trabalho "Liste os clusters" e selecione o cluster.

3. Liste as classes de armazenamento de um cluster especifico

Execute a seguinte chamada de APl REST para listar as classes de armazenamento de um cluster e nuvem
especificos.

Método HTTP Caminho

OBTER /Accounts/(account_id)/topology/v1/clouds/<CLOUD_ID>/clusters/<CLUSTER_ID>/storageClI
asses

Curl exemplo: Retorna todos os dados para todas as classes de armazenamento

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/clouds/<CLOUD I
D>/clusters/<CLUSTER ID>/storageClasses' --header 'Accept: */*' --header

'Authorization: Bearer <API TOKEN>'

Exemplo de saida JSON

"items": [

"type": "application/astra-storageClass",
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"version": "1.1",
"id": "4bacbb3c-0727-4£58-b13c-3a2a069baf89",
"name": "ontap-basic",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"isDefault": "true",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T05:16:192",
"modificationTimestamp": "2022-10-26T05:16:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "150fe657-4a42-47a3-abcb-5dafba3de8bf",
"name": "thin",
"provisioner": "kubernetes.io/vsphere-volume",
"available": "ineligible",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:082",
"modificationTimestamp": "2022-11-04T14:58:192",
"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "7c6a5c58-6a0d-4cb6-98a0-8202ad2de74a",
"name": "thin-csi",
"provisioner": "csi.vsphere.vmware.com",
"available": "ineligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "WaitForFirstConsumer",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-10-26T04:46:172",
"modificationTimestamp": "2022-10-26T04:46:172",



"labels": []

"type": "application/astra-storageClass",
"version": "1.1",
"id": "7010ef09-92a5-4c90-a5e5-3118e02dc9a7",
"name": "vsim-san",
"provisioner": "csi.trident.netapp.io",
"available": "eligible",
"allowVolumeExpansion": "true",
"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate",
"metadata": {
"createdBy": "system",
"creationTimestamp": "2022-11-03T18:40:032",
"modificationTimestamp": "2022-11-03T18:40:032",
"labels": []

Listar backends de armazenamento

Vocé pode listar os backends de armazenamento disponiveis.

1. Liste os backends

Execute a seguinte chamada de API REST.

Método HTTP Caminho
OBTER /Accounts/_id/topology/v1/storageBackends

Curl exemplo: Retorna todos os dados para todos os backends de armazenamento

curl --location -i --request GET

'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/storageBackends

' —-header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
Exemplo de saida JSON
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"items": [

{

"backendCredentialsName": "10.191.77.177",
"backendName": "myinchunhcluster-1",
"backendType": "ONTAP",
"backendVersion": "9.8.0",
"configVersion": "Not applicable",
"health": "Not applicable",
"id": "46467cl6-1585-4b71-8e7f-f0bc5f£f9dalb",
"location": "nalab2",
"metadata": {
"createdBy": "4c483a7e-207b-4£f9a-87b7-799a4629d7c8",
"creationTimestamp": "2021-07-30T14:26:192",
"modificationTimestamp": "2021-07-30T14:26:192"
by
"ontap": {
"backendManagementIP": "10.191.77.177",
"managementIPs": [

"10.191.77.177",
"10.191.77.179"
]
by

"protectionPolicy": "Not applicable",
"region": "Not applicable",

"state": "Running",

"stateUnready": [],

"type": "application/astra-storageBackend",
"version": "1.0",

"zone": "Not applicable"

Habilite pools de ANF dindmicos para clusters autogerenciados

Ao fazer backup de uma aplicagao gerenciada em um cluster privado no local que tenha
um back-end de storage do ANF, vocé precisa ativar o recurso Dynamic ANF Pools. Isso
é feito fornecendo um ID de assinatura para usar ao expandir e contratar os pools de
capacidade.
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Os pools de ANF dinamicos sao recursos das aplicagcoes gerenciadas pelo Astra que usam um
back-end de storage do Azure NetApp Files (ANF). Ao fazer backup dessas aplicagdes, o Astra

@ expande e contrai automaticamente os pools de capacidade aos quais os volumes persistentes
pertencem por um fator de 1,5. Isso garante que haja espaco suficiente para o backup sem
incorrer em uma carga permanente adicional. Consulte "Backups de aplicativos do Azure" para
obter mais informagoes.

1. Adicione o identificador de assinatura do Azure

Execute a seguinte chamada de API REST.

@ Vocé precisa atualizar o exemplo de entrada JSON conforme apropriado para o seu ambiente,
incluindo o ID de assinatura e o valor base64 para o responsavel pelo servico.

Método HTTP Caminho

POST /accounts/_id/core/v1/credentials

65


https://docs.netapp.com/us-en/astra-control-service/learn/azure-storage.html#application-backups

Exemplo de entrada JSON

"keyStore": {

"privKey": "SGkh",
"pubKey": "UGhpcyCpcyBhbiBleGFtcGxlLg==",
"base64":

"fwogICAgImFwcElkIjogIjY4ZmSiODFiLTYOYWYtNDAjNC04ZjUzLWE2NDA1ZTUzMGZkZCIsC
1AgICA1Z2GlzcGxheUShbWUiOiAic3AtYXNOCmMEtLZGV2LXFhIiwKICAgICJuYW11IjogImhOdHA
6Ly9zcClhc3RyYS1kZXYtcWEiLA0ogICAgInBhc3N3b3JkIjogIllLQThREkIIVVIkZWZYMOpST
WJ1lLnpUeFBleVEOUNNwTG9DcUJjazA1iLA0gICAGINR1IbmFUdCI6ICIWMTEjZGY2Yy03NTEYLTQ
3MDUtYJI0ZS03NzIxYWZkOGNhMzciLAogICAgInNl1YnNjcmlwdGlvbklkIjogImIyMDAXNTVML
TAWMWEtNDNiZS04N2J1LTN1ZGR1ODNhY2VmNCIKfQ=="

by

"name": "myCert",
"type": "application/astra-credential",
"version": "1.1",
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-only/credType",
"value": "service-account"
by
{
"name": "astra.netapp.io/labels/read-only/cloudName",
"value": "OCP"
b
{
"name": "astra.netapp.io/labels/read-only/azure/subscriptionID",

"value": "b212156f-001a-43be-87be-3edde83acef5"

Curl exemplo

curl --location -i --request POST --data @JSONinput
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/credentials'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
--header 'Content-Type: application/astra-credential+json'

2. Adicione um balde, se necessario

Vocé deve adicionar um bucket ao aplicativo gerenciado, se necessario.
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3. Faga um backup do aplicativo gerenciado

Execute o fluxo de "Crie uma copia de segurancga para uma aplicacao"trabalho . O pool de capacidade onde o
volume persistente original esta presente ira expandir e diminuir automaticamente.

4. Reveja o registo de eventos

Os eventos de atividade s&o registados durante a copia de seguranca. Execute o fluxo de trabalho "Liste as
notificacoes" para exibir as mensagens.
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Fluxos de trabalho de gerenciamento

Antes de comecar

Use esses workflows como parte da administracdo das aplicagdes em um cluster
gerenciado do Astra.

@ Esses fluxos de trabalho podem ser expandidos e aprimorados pelo NetApp a qualquer
momento, portanto, vocé deve revisa-los periodicamente.

Preparagao geral

Antes de usar qualquer um dos workflows do Astra, revise "Prepare-se para usar os fluxos de trabalho"o .

Categorias de fluxo de trabalho

Os fluxos de trabalho de gerenciamento s&o organizados em diferentes categorias para facilitar a localizagao
do que vocé deseja.
Categoria Descrigcao

Controlo de aplicagao Esses fluxos de trabalho permitem que vocé controle os aplicativos gerenciados e
nao gerenciados. Vocé pode listar os aplicativos, bem como criar e remover um
aplicativo gerenciado.

Protegéo de aplicagéo Use esses fluxos de trabalho para proteger suas aplicagbes gerenciadas por
meio de snapshots e backups.

Clonagem e restauragédo Esse fluxo de trabalho descreve como clonar e restaurar aplicativos gerenciados.
de aplicacbes

Suporte Ha varios fluxos de trabalho disponiveis para depurar e dar suporte as suas
aplicagbes, bem como o ambiente geral do Kubernetes.

Consideragoes adicionais

Ha varias considerag¢des adicionais ao usar os fluxos de trabalho de gerenciamento.

Clonar uma aplicagao

Ha algumas coisas a considerar ao clonar um aplicativo. Os parametros descritos abaixo fazem parte da
entrada JSON.

Identificador do cluster de origem
O valor de sourceClusterID sempre identifica o cluster onde o aplicativo original esta instalado.

Identificador de cluster
O valor de clusterID identifica o cluster onde o novo aplicativo sera instalado.

* Ao clonar dentro do mesmo cluster clusterID e sourceClusterID ter o mesmo valor.

* Ao clonar entre clusters, os dois valores séo diferentes e clusterID devem ser a ID do cluster de
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destino.

Namespaces

O namespace valor deve ser diferente do aplicativo de origem original. Além disso, 0 namespace para o
clone ndo pode existir e o Astra o criara.

Backups e snhapshots

Opcionalmente, vocé pode clonar um aplicativo a partir de um backup ou snapshot existente usando os
backupID paradmetros ou snapshotID. Se vocé nao fornecer um backup ou snapshot, o Astra criara
primeiro um backup da aplicagao e, em seguida, clonara a partir do backup.

Restaurar uma aplicacao
Aqui estdo algumas coisas a considerar ao restaurar um aplicativo.

* Restaurar um aplicativo € muito semelhante a operacao clone.

» Ao restaurar um aplicativo, vocé deve fornecer um backup ou um snapshot.

Controlo de aplicacoes

Liste as aplicagoes

Vocé pode listar as aplicagbes que atualmente sdo gerenciadas pelo Astra. Vocé pode
fazer isso como parte de encontrar os snapshots ou backups de um aplicativo especifico.

1. Liste os aplicativos

Execute a seguinte chamada de API REST.

Método HTTP Caminho
OBTER /account//k8s/v2/apps

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de APl REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
incluir Consulta Nao Opcionalmente, selecione os valores que vocé deseja

retornar na resposta.

Curl exemplo: Retorna todos os dados para todos os aplicativos

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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Curl exemplo: Retorna o nome, id e estado de todos os aplicativos

curl --location -i —--request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps?include=name, id
,state' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

Exemplo de saida JSON

"items": [

"mysql",
"4ee2b8fa-3696-4£32-8879-399792£477c3",

Hreadyﬂ

"postgresqgl",
"3pb984474-e5¢c9-4b64-97ee-cdeb9bcd212e",

"ready"

1,
1,

"metadata": {}

Obtenha uma aplicagao
Vocé pode recuperar todas as variaveis de recurso descrevendo um unico aplicativo.

Antes de comecgar

Vocé deve ter o ID do aplicativo que deseja recuperar. Se necessario, vocé pode usar o fluxo de trabalho
"Liste as aplicacoes" para localizar o aplicativo.

1. Obtenha o aplicativo

Execute a seguinte chamada de APl REST.
Método HTTP Caminho

OBTER /accounts/_id/k8s/v2/apps//app_id

Parametros de entrada adicionais

Além dos paradmetros comuns com todas as chamadas de API REST, os seguintes pardmetros também sao
usados nos exemplos curl para esta etapa.
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Parametro Tipo Obrigaté Descrigao
rio

id da aplicacéo Caminho Sim Valor de ID da aplicagéo a recuperar.
Curl exemplo: Retorna todos os dados para o aplicativo

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Gerenciar um aplicativo

Vocé pode criar uma aplicagcéo gerenciada com base em uma aplicacio ja conhecida
pelo Astra em um namespace especifico. Quando uma aplicagao € gerenciada ou
definida no Astra, vocé pode protegé-la fazendo backups e snapshots.

1. Selecione o namespace

Execute o fluxo de trabalho "Liste os namespaces" e selecione o namespace.

2. Selecione o cluster

Execute o fluxo de trabalho "Liste os clusters" e selecione o cluster.

3. Gerencie o aplicativo

Execute a seguinte chamada de API REST para gerenciar o aplicativo.

Método HTTP Caminho
POST /accounts/_id/k8s/v2/apps

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de APl REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
JSON Corpo Sim Fornece os parametros necessarios para identificar o

aplicativo a ser gerenciado. Veja o exemplo abaixo.

Exemplo de entrada JSON
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"clusterID": "7ce83fba-6aal-4e0c-al%4-26e714f5ebdo",

"name": "subtext",

"namespaceScopedResources": [{"namespace": "kube-matrix"}],
"type": "application/astra-app",

"version": "2.0"

Curl exemplo: Gerencie um aplicativo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header 'Accept: */*' —--header
'Authorization: Bearer <API TOKEN>' --data @JSONinput

Desgerenciar um aplicativo

Vocé pode remover um aplicativo gerenciado quando n&o for mais necessario. A
remoc¢ao de um aplicativo gerenciado também exclui as programacgdes associadas.

Antes de comegar

Vocé deve ter o ID do aplicativo que deseja desgerenciar. Se necessario, vocé pode usar o fluxo de trabalho
"Liste as aplicacoes" para localizar o aplicativo.

Os backups e snapshots do aplicativo ndo sao removidos automaticamente quando sao excluidos. Se vocé
nao precisar mais dos backups e snapshots, exclua-os antes de remover o aplicativo.

1. Nao gerido a aplicagao

Execute a seguinte chamada de APl REST para remover o aplicativo.

Método HTTP Caminho
ELIMINAR /accounts/_id/k8s/v2/apps//app_id

Parametros de entrada adicionais

Além dos paradmetros comuns com todas as chamadas de API REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
id da aplicagao Caminho Sim Identifica o aplicativo a ser removido.
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Curl exemplo: Remover um aplicativo gerenciado

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Protecao da aplicacao

Liste os instantaneos

Vocé pode listar os snapshots que foram obtidos para um aplicativo especifico.

Antes de comegar

Vocé deve ter o ID do aplicativo para o qual deseja listar os snapshots. Se necessario, vocé pode usar o fluxo
de trabalho "Liste as aplicacdes" para localizar o aplicativo.

1. Liste os instantaneos

Execute a seguinte chamada de API REST para listar os snapshots.

Método HTTP Caminho
OBTER [Accounts/_id/k8s/v1/apps//app_id/appSnaps

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de APl REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
id da aplicagdo Caminho Sim Identifica o aplicativo que possui os snapshots listados.
contar Consulta Néo Se count=true 0 nimero de instantaneos estiver incluido na segéo

metadados da resposta.

Curl exemplo: Retornar todos os snapshots para o aplicativo

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna
ps' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Curl exemplo: Retorna todos os instantaneos para o aplicativo e a contagem

73



curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna
ps?count=true' --header 'Accept: */*' --header 'Authorization: Bearer

<API TOKEN>'

Exemplo de saida JSON
{
"items": [
{

"type": "application/astra-appSnap",

"version": "1.1",

"id": "lce34da4-bb0a-4926-b925-4a5d85dda8c2",

"hookState": "success",

"metadata": {
"createdBy": "ab30e865-23e8-4e2e-8020-e92c419a3867",
"creationTimestamp": "2022-10-30T22:44:20z2",
"modificationTimestamp": "2022-10-30T22:44:20z2",
"labels": []

by

"snapshotAppAsset": "Oebfe3f8-40ed-4bdc-88c4-2144fbda85a0",

"snapshotCreationTimestamp": "2022-10-30T22:44:332",

"name": "snapshot-david-1",

"state": "completed",

"stateUnready": []

1,

"metadata": {}

Liste os backups

Vocé pode listar os backups que foram criados para um aplicativo especifico.

Antes de comegar

Vocé deve ter o ID do aplicativo para o qual deseja listar os backups. Se necessario, vocé pode usar o fluxo
de trabalho "Liste as aplicacdes" para localizar o aplicativo.

1. Liste os backups

Execute a seguinte chamada de API REST.

Método HTTP Caminho
OBTER /Accounts/_id/k8s/v1/apps//app_id/appBackups
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Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de APl REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
id da aplicagao Caminho Sim Identifica o aplicativo gerenciado que possui os backups
listados.

Curl exemplo: Retornar todos os backups para o aplicativo

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac
kups' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Exemplo de saida JSON
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"items": [

"type": "application/astra-appBackup",
"version": "1.1",
"id": "8edeb4ad-fd8b-4222-a559-1013145b28fc",
"name": "backup-david-oct28-1",
"bucketID": "a443e58f-59bd-4d45-835a-1bc7813f659a",
"snapshotID": "dfe237cb-57b7-4576-af4d-00ba3a8£2828",
"state": "completed",
"stateUnready": [],
"hookState": "success",
"totalBytes": 205219132,
"bytesDone": 205219132,
"percentDone": 100,
"metadata": {
"labels": [
{
"name": "astra.netapp.io/labels/read-
only/triggerType",

"value": "backup"

1,

"creationTimestamp": "2022-10-28T21:58:372",
"modificationTimestamp": "2022-10-28T21:58:552",
"createdBy": "a530e865-23e8-4e2e-8020-e92c419a3867"

1,

"metadata": {}

Crie um instantaneo para um aplicativo

Vocé pode criar um instantaneo para um aplicativo especifico.

Antes de comegar

Vocé deve ter o ID do aplicativo para o qual deseja criar um instantaneo. Se necessario, vocé pode usar o
fluxo de trabalho "Liste as aplicagbes" para localizar o aplicativo.

1. Criar um instantaneo

Execute a seguinte chamada de API REST.
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Método HTTP Caminho
POST /Accounts/_id/k8s/v1/apps//app_id/appSnaps

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de API REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
id da aplicac&o Caminho Sim Identifica o aplicativo gerenciado onde o snapshot sera
criado.
JSON Corpo Sim Fornece os parametros para o instantaneo. Veja o exemplo
abaixo.
Exemplo de entrada JSON
{
"type": "application/astra-appSnap",
"version": "1.1",
"name": "snapshot-david-1"

Curl exemplo: Crie um instantaneo para o aplicativo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna

ps' —--header 'Content-Type: application/astra-appSnap+json' --header
'"Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

Crie uma cépia de seguranga para uma aplicagao

Vocé pode criar um backup para um aplicativo especifico e usar o backup para restaurar
ou clonar o aplicativo.

Antes de comegar

Vocé deve ter o ID do aplicativo que deseja fazer backup. Se necessario, vocé pode usar o fluxo de trabalho
"Liste as aplicacdes" para localizar o aplicativo.

1. Crie uma copia de seguranga

Execute a seguinte chamada de API REST.
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Método HTTP Caminho

POST /Accounts/_id/k8s/v1/apps//app_id/appBackups

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de API REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
id da aplicac&o Caminho Sim Identifica o aplicativo onde o backup sera criado.
JSON Corpo Sim Fornece os parametros para o backup. Veja o exemplo
abaixo.
Exemplo de entrada JSON
{

"type": "application/astra-appBackup",

"version": "1.1",

"name": "backup-david-1"

Curl exemplo: Crie um backup para o aplicativo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac
kups' --header 'Content-Type: application/astra-appBackup+json' --header
'Accept: */*' --header 'Authorization: Bearer <API TOKEN>' --data
@JSONinput

Eliminar um instantaneo
Pode eliminar um instantaneo associado a uma aplicacao.

Antes de comegar

Vocé deve ter o seguinte:

* ID do aplicativo que possui o snapshot. Se necessario, vocé pode usar o fluxo de trabalho "Liste as
aplicacoes" para localizar o aplicativo.

* ID do instantaneo que pretende eliminar. Se necessario, vocé pode usar o fluxo de trabalho "Liste os
instantaneos" para localizar o instantaneo.
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1. Eliminar o instantaneo

Execute a seguinte chamada de API REST.

Método HTTP Caminho
ELIMINAR /Accounts/_id/k8s/v1/apps//app_id/appSnaps//appSnap_id

Parametros de entrada adicionais

Além dos parédmetros comuns com todas as chamadas de API REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao

rio
id da aplicagao Caminho Sim Identifica o aplicativo gerenciado que possui o snapshot.
id do instantaneo Caminho Sim Identifica o instantaneo a ser eliminado.

Curl exemplo: Exclua um unico snapshot para o aplicativo

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appSna
ps/<SNAPSHOT ID>' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>'

Eliminar uma cépia de seguranga

Pode eliminar uma cépia de seguranca associada a uma aplicacao.

Antes de comegar

Vocé deve ter o seguinte:

* ID do aplicativo que possui o backup. Se necessario, vocé pode usar o fluxo de trabalho "Liste as
aplicacoes" para localizar o aplicativo.

+ ID da copia de seguranca que pretende eliminar. Se necessario, vocé pode usar o fluxo de trabalho "Liste
os backups" para localizar o instantaneo.

1. Eliminar a cépia de seguranca

Execute a seguinte chamada de APl REST.

@ Vocé pode forgar a exclusdo de um backup com falha usando o cabegalho de solicitagao
opcional, conforme descrito abaixo.

Método HTTP Caminho
ELIMINAR /Accounts/ k8s/v1/apps//app_id/appBackups/ appBackup_id
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Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de APl REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
id da aplicagao Caminho Sim Identifica o aplicativo gerenciado que possui o backup.
id de copia de seguranga Caminho Sim Identifica o backup a ser excluido.
forcar a eliminagéo Colhedor Nao Usado para forgar a exclusao de um backup com falha.

Curl exemplo: Exclua um unico backup para o aplicativo

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/appBac
kups/<BACKUP_ ID>' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>'

Curl exemplo: Exclua um unico backup para o aplicativo com a opgao forgar

curl --location -i --request DELETE
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP ID>/appBac
kups/<BACKUP_ID>' --header 'Accept: */*' --header 'Authorization: Bearer
<API TOKEN>' --header 'Force-Delete: true'

Crie uma politica de protecao de dados

Vocé pode criar uma politica de protecao de dados com base em um ou mais horarios.

1. Selecione a aplicagédo

Execute o fluxo de trabalho "Liste as aplicacoes" e selecione a aplicagao pretendida.

2. Crie a protegao

Execute a seguinte chamada de API REST para criar uma politica de protegéo para um aplicativo especifico.

Método HTTP Caminho
POST /accounts//k8s/v1/apps//app_id/programacgdes

Exemplo de entrada JSON
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"type": "application/astra-schedule",

"version": "1.3",

"name": "Backup Schedule",
"enabled": "true",
"granularity": "monthly",
"minute": "0",

"hour": "O",

"dayOfMonth": "1",
"snapshotRetention": "12",
"backupRetention": "12"

Curl exemplo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v1/apps/<APP_ID>/schedu
les' --header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

--data @JSONinput

Clonar e restaurar um aplicativo

Clonar uma aplicagao

ya

E possivel criar uma nova aplicacdo clonando uma aplicacio existente.

Antes de comegar

Observe o seguinte sobre este fluxo de trabalho:

* Nao é utilizado um backup ou instantaneo da aplicagao
» A operacao de clone é executada no mesmo cluster

» O novo aplicativo é colocado em um namespace diferente

@ Para clonar um aplicativo para um cluster diferente, vocé precisa atualizar o clusterId
parametro na entrada JSON conforme apropriado para o seu ambiente.

1. Selecione o aplicativo para clonar

Execute o fluxo de trabalho "Liste as aplicactes" e selecione a aplicagcado que deseja clonar. Varios dos valores
de recursos sdo necessarios para a chamada REST usada para clonar o aplicativo.

2. Clonar a aplicagao

Execute a seguinte chamada de API REST para clonar o aplicativo.
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Método HTTP Caminho
POST /accounts/_id/k8s/v2/apps

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de API REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
JSON Corpo Sim Fornece os parametros para o aplicativo clonado. Veja o

exemplo abaixo.

Exemplo de entrada JSON

"type": "application/astra-app",

"version": "2.0",

"name": "mysgl-clone",

"clusterID": "30880586-d579-4d27-930£f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930£-a9633e59173b",
"namespace": "mysgl-ns",

"sourceAppID": "e591eeb59-ea90-4a9f-8e6c-d2b6e8647096"

Curl exemplo: Clonar um aplicativo

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' —--header
'Authorization: Bearer <API TOKEN>' --data @JSONinput

Clonar um aplicativo a partir de um snapshot

Crie uma nova aplicacao clonando-a a partir de um snapshot.

Antes de comegar
Observe o seguinte sobre este fluxo de trabalho:
« E utilizado um instantaneo da aplicacéo

» A operacao de clone é executada no mesmo cluster

@ Para clonar um aplicativo para um cluster diferente, vocé precisa atualizar 0 clusterId
parametro na entrada JSON conforme apropriado para o seu ambiente.
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1. Selecione o aplicativo para clonar

Execute o fluxo de trabalho "Liste as aplicactes" e selecione a aplicagao que deseja clonar. Varios dos valores
de recursos sdo necessarios para a chamada REST usada para clonar o aplicativo.

2. Selecione o instantaneo a utilizar

Execute o fluxo de trabalho "Liste os instantaneos" e selecione instantdneo que deseja usar.

3. Clonar a aplicagao

Execute a seguinte chamada de API REST.

Método HTTP Caminho
POST /accounts/_id/k8s/v2/apps

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de APl REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
JSON Corpo Sim Fornece os parametros para o aplicativo clonado. Veja o

exemplo abaixo.

Exemplo de entrada JSON

"type": "application/astra-app",

"version": "2.0",

"name": "mysgl-clone2",

"clusterID": "30880586-d579-4d27-930£f-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930f-a%9633e59173b",
"namespace": "mysqgl",

"snapshotID": "e24515bd-a28e-4b28-b832-f3c74dbf32fb"

Curl exemplo: Clonar um aplicativo a partir de um snapshot

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' —--header
'Content-Type: application/astra-app+json' --header '*/*' --header
'Authorization: Bearer <API TOKEN>' --data @JSONinput
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Clonar um aplicativo a partir de um backup

Crie uma nova aplicacao clonando-a a partir de um backup.

Antes de comegar

Observe o seguinte sobre este fluxo de trabalho:

* Um backup de aplicativo é usado

* A operacao de clone € executada no mesmo cluster

@ Para clonar um aplicativo para um cluster diferente, vocé precisa atualizar 0 clusterId
parametro na entrada JSON conforme apropriado para o seu ambiente.
1. Selecione o aplicativo para clonar

Execute o fluxo de trabalho "Liste as aplicactes" e selecione a aplicagao que deseja clonar. Varios dos valores
de recursos sdo necessarios para a chamada REST usada para clonar o aplicativo.

2. Selecione a copia de seguranca a utilizar

Execute o fluxo de trabalho "Liste os backups" e selecione cépia de seguranga que pretende utilizar.

3. Clonar a aplicagao

Execute a seguinte chamada de APl REST.

Método HTTP Caminho
POST /accounts//k8s/v2/qpps

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de API REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
JSON Corpo Sim Fornece os parametros para o aplicativo clonado. Veja o

exemplo abaixo.

Exemplo de entrada JSON
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"type": "application/astra-app",

"version": "2.0",

"name": "mysgl-clone3",

"clusterID": "30880586-d579-4d27-930£-a9633e59173b",
"sourceClusterID": "30880586-d579-4d27-930f-a%9633e59173b",
"namespace": "mysqgl",

"backupID": "e24515bd-a28e-4b28-b832-f3c74dbf32fb"

Curl exemplo: Clonar um aplicativo a partir de um backup

curl --location -i --request POST
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps' --header
'Content-Type: application/astra-app+json' --header '*/*' --header
'Authorization: Bearer <API TOKEN>' --data Q@JSONinput

Restaurar uma aplicagao a partir de uma cépia de seguranca

Vocé pode restaurar um aplicativo criando um novo aplicativo a partir de um backup.

1. Selecione a aplicacao a restaurar

Execute o fluxo de trabalho "Liste as aplicacoes" e selecione a aplicagdo que deseja clonar. Varios dos valores
de recursos sdo necessarios para a chamada REST usada para restaurar o aplicativo.

2. Selecione a copia de seguranca a utilizar

Execute o fluxo de trabalho "Liste os backups" e selecione cépia de seguranga que pretende utilizar.

3. Restaure a aplicagao

Execute a seguinte chamada de APl REST. Vocé deve fornecer o ID para um backup (como mostrado abaixo)
ou snapshot.

Método HTTP Caminho

COLOQUE /accounts/_id/k8s/v2/apps//app_id

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de APl REST, os seguintes parametros também sao
usados nos exemplos curl para esta etapa.
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Parametro Tipo Obrigaté Descrigao

rio
JSON Corpo Sim Fornece os parametros para o aplicativo clonado. Veja o
exemplo abaixo.
Exemplo de entrada JSON
{
"type": "application/astra-app",
"version": "2.0",

"backupID": "e24515bd-a28e-4b28-b832-£f3c74dbf32fb"

Curl exemplo: Restaure um aplicativo no lugar a partir de um backup

curl --location -i --request PUT
'https://astra.netapp.io/accounts/<ACCOUNT ID>/k8s/v2/apps/<APP ID>'
--header 'Content-Type: application/astra-app+json' --header '*/*'
-—header 'ForceUpdate: true' --header 'Authorization: Bearer <API TOKEN>'

--data @JSONinput

Namespaces

Liste os namespaces

Vocé pode listar os namespaces disponiveis.

1. Liste os namespaces

Execute a seguinte chamada de API REST para listar os namespaces.

Método HTTP Caminho
OBTER /accounts/_id/topology/v1/namespaces

Curl exemplo: Retorna todos os dados para todos os namespaces

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/namespaces'’
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'

Curl exemplo: Retorna nome, estado e ID de cluster para todos os namespaces

86



curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/topology/vl/namespaces?incl
ude=name, namespaceState, clusterID' --header 'Accept: */*' —--header
'Authorization: Bearer <API TOKEN>'

Exemplo de saida JSON

"items": [
[
"default",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"kube-node-lease",
"discovered",
"922f924a-a476-4a79-97£f6-472571698154"

"kube-public",
"discovered",
"022f924a-a476-4a79-97f6-472571698154"

"kube-system",
"discovered",
"922£924a-a476-4a79-97£f6-472571698154"

"mysql " o
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"mysgl-clonel",
"discovered",
"922£924a-a476-4a79-97£6-472571698154"

"netapp-acc-operator",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"



"openshift",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

"trident",
"discovered",
"922f924a-a476-4a79-97f6-472571698154"

1,

"metadata": {}

Suporte

Liste as notificacoes

Vocé pode listar as notificacdes de uma conta Astra especifica. Vocé pode fazer isso
como parte do monitoramento da atividade do sistema ou depuracdo de um problema.

1. Liste as notificacoes

Execute a seguinte chamada de API REST.

Método HTTP Caminho

OBTER /accounts/_id/core/v1/notificagdes

Parametros de entrada adicionais

Além dos parametros comuns com todas as chamadas de APl REST, os seguintes parametros também séo
usados nos exemplos curl para esta etapa.

Parametro Tipo Obrigaté Descrigao
rio
filtro Consulta Nao Opcionalmente, filtre as notificagdes que vocé deseja

retornar na resposta.

incluir Consulta Nao Opcionalmente, selecione os valores que vocé deseja
retornar na resposta.

Curl exemplo: Retornar todas as notificagoes

curl --location -i —--request GET
'https://astra.netapp.io/accounts/<ACCOUNT_ ID>/core/vl/notifications'
--header 'Accept: */*' --header 'Authorization: Bearer <API TOKEN>'
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Curl exemplo: Retorne a descri¢ao para notificagbes com gravidade de aviso

curl --location -i --request GET
'https://astra.netapp.io/accounts/<ACCOUNT ID>/core/vl/notifications?filte
r=severity%20eg%20'warning'&include=description' --header 'Accept: */*'

-—header 'Authorization: Bearer <API TOKEN>'

Exemplo de saida JSON

"items": [
[

"Trident on cluster david-ie-00 has failed or timed out;
installation of the Trident operator failed or is not yet complete;
operator failed to reach an installed state within 300.00 seconds;
container trident-operator not found in operator deployment"

I
[

"Trident on cluster david-ie-00 has failed or timed out;
installation of the Trident operator failed or is not yet complete;
operator failed to reach an installed state within 300.00 seconds;
container trident-operator not found in operator deployment"

]
1y

"metadata": {}

Eliminar uma aplicagao com falha

Talvez vocé nao consiga remover um aplicativo gerenciado se ele tiver um backup ou
snapshot em um estado com falha. Neste caso, vocé pode remover manualmente o
aplicativo usando o fluxo de trabalho descrito abaixo.

1. Selecione a aplicagao a eliminar

Execute o fluxo de trabalho "Liste as aplicagbes" e selecione a aplicagao que pretende remover.

2. Liste os backups existentes para o aplicativo

Execute o fluxo de "Liste os backups"trabalho .

3. Exclua todos os backups

Exclua todos os backups de aplicativos executando o fluxo de trabalho "Eliminar uma copia de seguranca"
para cada backup na lista.
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4. Liste os instantaneos existentes para o aplicativo

Execute o fluxo de "Liste os instantaneos"trabalho .

5. Eliminar todos os instantaneos

Execute o fluxo de trabalho "Eliminar um instantaneo"de cada instantaneo na lista.

6. Remova a aplicacédo

Execute o fluxo de trabalho "Desgerenciar um aplicativo" para remover a aplicacao.
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Usando Python
O NetApp ja esta disponivel

O NetApp € um pacote de cddigo aberto que vocé pode usar para automatizar uma
implantacdo do Astra Control. O pacote também é um recurso valioso para aprender
sobre a APl REST do Astra Control, talvez como parte da criagdo de sua propria
plataforma de automacéo.

@ Para simplificar, o SDK do NetApp sera referido como o SDK ao longo do restante desta
pagina.

Duas ferramentas de software relacionadas

O SDK inclui duas ferramentas diferentes, embora relacionadas, que operam em diferentes niveis de
abstracao ao acessar a APl REST do Astra Control.

SDK do Astra

O Astra SDK fornece a funcionalidade principal da plataforma. Ele inclui um conjunto de classes Python que
abstraem as chamadas de APl REST subjacentes. As classes dao suporte a agbes administrativas em varios
recursos do Astra Control, incluindo aplicagdes, backups, snapshots e clusters.

O Astra SDK é uma parte do pacote e é fornecido em um Unico astraSDK.py arquivo. Vocé pode importar
esse arquivo para o seu ambiente e usar as classes diretamente.

@ O NetApp é o nome de todo o pacote. O *Astra SDK refere-se as classes Python principais
no Unico arquivo astraSDK.py.

Script do Toolkit

Além do arquivo Astra SDK, o0 toolkit.py script também esta disponivel. Este script opera em um nivel
mais alto de abstragéo, fornecendo acesso a agdes administrativas discretas definidas internamente como
fungdes Python. O script importa o Astra SDK e faz chamadas para as classes conforme necessario.

Como aceder
Vocé pode acessar o SDK das seguintes maneiras.

Pacote Python

O SDK esta disponivel em "indice do Pacote Python" sob o nome actoolkit. O pacote recebe um nimero de
versao e continuara a ser atualizado conforme necessario. Vocé deve usar o utilitario de gerenciamento de
pacotes PIP para instalar o pacote em seu ambiente.

Uma vez instalado, as classes astraSDK.py podem ser utilizadas colocando import astraSDK em seus
scripts. Além disso, actoolkit pode ser invocado diretamente no seu prompt de comando e € equivalente a

toolkit.py (actoolkit list clusters éigual "./toolkit.py list clusters'a).

Consulte "PyPIl: NetApp € um dos nossos selecionados Jogos de Plataforma" para obter mais informacoes.

Cédigo-fonte do GitHub
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O codigo-fonte do SDK também esta disponivel no GitHub. O repositorio inclui o seguinte:

* astraSDK.py (Astra SDK com classes Python)

* toolkit.py (script baseado em fungdes de nivel superior)

Requisitos e instrucdes de instalagcao detalhadas
* Scripts de instalagao

* Documentacéo adicional

Vocé pode clonar o "GitHub: NetApp/NetApp-astra-toolkits" repositério para o seu ambiente local.

Instalagao e requisitos basicos
Existem varias opc¢des e requisitos a considerar como parte da instalacéo do pacote e preparacao para usa-lo.

Resumo das opgdes de instalagao
Vocé pode instalar o SDK de uma das seguintes maneiras:

* Use aimagem preparada "Docker: Kits de ferramentas NetApp/astra”, que tem todas as dependéncias
necessarias instaladas, incluindo actoolkit

* Use o PIP para instalar o actoolkit pacote do PyPl em seu ambiente Python

» Clone o repositorio do GitHub e copie/modifique os dois arquivos Python principais para que eles estejam
acessiveis ao seu codigo de cliente Python

Consulte as paginas PyPI e GitHub para obter mais informacoes.

Requisitos para o ambiente Astra Control

Seja usando diretamente as classes Python no Astra SDK ou as fungdes no toolkit.py script, vocé estara
acessando a APl REST em uma implantagcéo do Astra Control. Por causa disso, vocé precisara de uma conta
Astra juntamente com um token de API. Consulte "Antes de comecar" e as outras paginas na segao
Introdugao desta documentagéo para obter mais informacgdes.

Requisitos para o SDK Python do NetApp

O SDK tem varios pré-requisitos relacionados ao ambiente Python local. Por exemplo, vocé deve usar Python
3,8 ou posterior. Além disso, existem varios pacotes Python que sdo necessarios. Consulte a pagina do
repositério do GitHub ou a pagina do pacote PyPI para obter mais informagdes.

Resumo dos recursos uteis
Aqui estdo alguns dos recursos que vocé precisara para comegar.

* "PyPI: NetApp € um dos nossos selecionados Jogos de Plataforma”
+ "GitHub: NetApp/NetApp-astra-toolkits"

* "Docker: Kits de ferramentas NetApp/astra"

Python nativo

92


https://github.com/NetApp/netapp-astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits
https://pypi.org/project/actoolkit
https://github.com/NetApp/netapp-astra-toolkits
https://hub.docker.com/r/netapp/astra-toolkits

Antes de comecgar

Python € uma linguagem de desenvolvimento popular para automagao de data center.
Antes de usar os recursos nativos do Python juntamente com varios pacotes comuns,
VOCé precisa preparar o ambiente e 0s arquivos de entrada necessarios.

Além de acessar a APl REST do Astra Control diretamente usando Python, o NetApp também
fornece um pacote de kit de ferramentas que abstrai a APIl e remove algumas das
complexidades. Consulte "O NetApp ja esta disponivel" para obter mais informacoes.

Prepare o ambiente

Os requisitos basicos de configuracao para executar os scripts Python s&o descritos abaixo.

Python 3
Vocé precisa ter a versdo mais recente do Python 3 instalada.

Bibliotecas adicionais

As bibliotecas requests e urllib3 devem ser instaladas. Vocé pode usar o pip ou outra ferramenta de
gerenciamento Python conforme apropriado para o seu ambiente.

Acesso arede

A estacédo de trabalho onde os scripts sdo executados deve ter acesso a rede e ser capaz de alcangar o Astra
Control. Ao usar o Astra Control Service, vocé deve estar conetado a Internet e ser capaz de se conetar ao
servicoem https://astra.netapp.io.

Informacgdes de identidade

Vocé precisa de uma conta Astra valida com o identificador de conta e token de API. Consulte "Obtenha um
token de API" para obter mais informacgoes.

Crie os arquivos de entrada JSON

Os scripts Python dependem de informagdes de configuragéo contidas em arquivos de entrada JSON. Os
arquivos de amostra sédo fornecidos abaixo.

@ Vocé precisa atualizar as amostras conforme apropriado para o seu ambiente.

Informacgdes de identidade

O arquivo a seguir contém o token de API e a conta Astra. Vocé precisa passar esse arquivo para scripts
Python usando o -1i pardmetro CLI (ou --identity).

"api token": "kH4CA uVIa8gq9UuPzhJaAHaGlaR7-no901DkkrVjIXk=",
"account id": "5131dfdf-03a4-5218-ad4b-fe84442b9786"

93


https://astra.netapp.io

Li

ste as aplicagoes

Vocé pode usar o script a seguir para listar os aplicativos da sua conta Astra.
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@ "Antes de comecar"Consulte para obter um exemplo do arquivo de entrada JSON necessario.

#!/usr/bin/env python3

Usage: python3 list man apps.py -i identity file.json
(C) Copyright 2022 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability

or fitness of any kind, expressed or implied. Permission to use,

solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms

#
#
#
#
#
#
#
#
# reproduce, modify and create derivatives of the sample code is granted
#
#
#
#
# no less restrictive than those set forth herein.

#

#

import argparse
import json
import requests
import urllib3
import sys

# Global variables
api token = ""
account id = ""

def get managed apps () :
'''" Get and print the list of apps '''

# Global variables
global api token
global account id

# Create an HTTP session
sessl = requests.Session()



# Suppress SSL unsigned certificate warning
urllib3.disable warnings (urllib3.exceptions.InsecureRequestWarning)

# Create URL
urll = "https://astra.netapp.io/accounts/" + account id +
"/k8s/v2/apps"

# Headers and response output
req _headers = {}
{}
{}

resp headers

resp data

# Prepare the request headers
req headers.clear

req headers['Authorization'] = "Bearer " + api token
req_headers|['Content-Type'] = "application/astra-app+json"
req headers['Accept'] = "application/astra-app+json"

# Make the REST call
try:
respl = sessl.request('get', urll, headers=req headers,
allow redirects=True, verify=False)

except requests.exceptions.ConnectionError:
print ("Connection failed")
sys.exit (1)

# Retrieve the output
http code = respl.status code
resp headers = respl.headers

# Print the list of apps

if respl.ok:
resp data = json.loads (respl.text)
items = resp data['items']

for i in items:

print (" ")
print ("Name: " + i['name'])
print ("ID: " + i['id'])
print ("State: " + i['state'l])
else:
print ("Failed with HTTP status code: " + str(http code))

print ( non )



# Close the session

sessl.close ()

return

def read id file (idf):

'''" Read the identity file and save values '''

# Global variables
global api token
global account id

with open(idf) as f:

data = json.load(f)

api token = data['api token']

account id = data['account id']

return

def main (args):
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""" Main top level function

# Global variables
global api token
global account id

# Retrieve name of JSON input file

identity file = args.id file

# Get token and account
read id file(identity file)

# Issue REST call
get managed apps ()

return

def parseArgs():

'''" Parse the CLI input parameters '''

parser = argparse.ArgumentParser (description='Astra REST API -

List the apps',

add _help =
parser.add argument ("-i", '
="id file", default=None,
help="' (Req)

True)

'-—identity", action="store", dest

Name of the identity input file',



required=True)

return parser.parse_ args ()

if name == ' main J g

''"'" Begin here '''

# Parse input parameters

args = parseArgs ()

# Call main function

main (args)
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Referéncia da API

Overview

The Astra Control REST API reference documentation contains the details of all the REST API calls, including
the endpoints, HTTP methods, input parameters, and responses. This complete reference is helpful when
developing automation applications using the API.

The Astra REST API provides CRUD (Create-Read-Update-Delete) access to all the Astra Control resources

except where noted for a specific resource category. This reference documentation applies to the 23.10
release of Astra Control REST API.

ASUP

ASUP overview

The ASUP API provides access to ASUP resources in order to create and optionally upload the AutoSupport
bundles.

Create a new ASUP resource
POST /accounts/{account id}/core/vl/asups

Indicates the desired values for the ASUP API resource to be created.

Parameters
Name Type In Required Description
account_id string path True ID of the containing

account resource

* example:
{{-Account}}
Request Body
Indicates the desired values for the ASUP API resource to be created.
Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"
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Name

version

upload

dataWindowStart

dataWindowEnd

Type

string

string

string

string

Required

True

True

False

False

Description

Version of the resource.
Defined values are:

° ll1 .Oll

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

 "true" - Upload the
AutoSupport bundle.

* "false" - Do not upload
the AutoSupport
bundle.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema
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Name Type Required Description

metadata type_astra_metadata False Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.

Example request

"type": "application/astra-asup",
"version": "1.0",
"upload": "true"
}
Response

Status: 201, Returns the newly created asup resource in the JSON response
body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"

version string True Version of the resource.

Defined values are:

° ll1 'Oll

100


#type_astra_metadata

Name

creationState

creationStateDetails

Type Required
string True
string True

array[type_astra_stateDet True
ail]

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can be
downloaded by
performing a GET of the
resource URI with an
Accept header containing
"/" or "application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

» "completed" -
AutoSupport bundle
generation has
completed.

* "partial" - AutoSupport
bundle generation has
completed but some
data was not included
in the bundle.

* "failed" - AutoSupport
bundle generation is
in a permanent failure
state.

JSON array of JSON
objects that lists additional
details about why
"creationState"
transitioned into "partial”
or "failed".

If no details are available,
this array will be empty.

e Minimum items: 0
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#type_astra_stateDetail
#type_astra_stateDetail

Name

upload

102

Type

string

Required

True

Description

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.



Name Type Required Description

uploadState string False JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -
AutoSupport bundle
upload is scheduled
for when AutoSupport
bundle creation
completes
("creationState" is
"running").

* "blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload was
blocked because
there is no license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

* "completed" -
AutoSupport bundle
upload has
completed.

* "failed" - AutoSupport
bundle upload is in a
permanent failure
state.
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Name

uploadStateDetails

triggerType

dataWindowStart

104

Type

Required

array[type_astra_stateDet False

ail]

string

string

True

True

Description

JSON array of JSON
objects that lists additional
details about why
"uploadState" transitioned
into "failed".

If no details are available,
this array will be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The ASUP
resource and
associated
AutoSupport bundle
were created
manually.

» "scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema


#type_astra_stateDetail
#type_astra_stateDetail

Name

dataWindowEnd

metadata

Type

string

type_astra_metadata

Required

True

True

Description

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
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#type_astra_metadata

Example response

"application/astra-asup",

: "9950003f-alc7-5ca7-8930-06eec25f60aa",

"type" .
"version": "1.0",
"id"
"creationState":

"creationStateDetails":
"upload":
"uploadState":

"true",

"uploadStateDetails":

"triggerType":
"dataWindowStart":
"dataWindowEnd":

"metadata": {
"labels": [],

"creationTimestamp":

"modificationTimestamp":

"createdBy":
}
}
Response
Status: 401, Unauthorized

Name Type
type string
title string
detail string
status string
correlationID string

106

"running",

"pending",

"manual",
"2020-08-05T12:24:00.000000z2",
"2020-08-06T12:24:52.000000z",

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True
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#invalidFields

Name

title

detail

status
correlationlD

invalidFields

Example response

ntypen .
"title":

"detail":

Type
string
string
string
string

array[invalidFields]

Required Description

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/10",

"JSON resource conflict",
"The request body JSON contains a field that conflicts with

an idempotent wvalue.",

"status"

Response

Status: 403,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":
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: "409"

Forbidden

Type
string
string
string
string

string

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"403"

"The requested operation isn't permitted.",


#invalidFields

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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See Definitions
type_astra_label

Name
name

value

type_astra_metadata

Client and service-specified metadata associated with the resource.

Defined values are:

Type
string

string

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails
invalidParams

Name

name

reason

invalidFields
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Type
array[type_astra_label]
string
string
string

string

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True
True

False

Required
True
True
True

False

Required

True

True

Description

Description

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid


#type_astra_label
#additionalDetails

Name Type Required
name string True
reason string True

List all ASUP resources

GET /accounts/{account_id}/core/vl/asups

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type In
account_id string path
include string query
limit string query

Required

True

False

False

Description

ID of the containing
account resource

* example:
{{-Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll
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Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
asup_1.0_get _response_
body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-asups",

"version": "1.0",

"items": [

1,

{

}

"type": "application/astra-asup",
"version": "1.0",
"id": "80796606-79ba-480b-966c-e4c600fbf623",
"creationState": "completed",
"creationStateDetails": [],
"upload": "true",
"uploadState": "running",
"uploadStateDetails": [],
"triggerType": "manual",
"dataWindowStart": "2020-08-05T12:24:00.000000z2",
"dataWindowEnd": "2020-08-06T12:24:52.0000002",
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z2",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1b32a508-cc6f-4f1b-809f-c42£d91b4848"

"type": "application/astra-asup",
"version": "1.0",
"id": "6503131d-8b36-4434-b34f-73661ae8100b",
"creationState": "completed",
"creationStateDetails": [],
"upload": "true",
"uploadState": "completed",
"uploadStateDetails": [1,
"triggerType": "scheduled",
"dataWindowStart": "2020-08-04T13:30:00.0000002",
"dataWindowEnd": "2020-08-05T13:30:00.000000z2",
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-05T13:30:00.0123212",
"modificationTimestamp": "2020-08-05T13:30:00.012321z",
"createdBy": "1b32a508-cc6f-4f1b-809f-c42£fd91b4848"

"metadata": {
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"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True
title string True
detail string True
status string True

correlationlD string False
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Name Type Required Description

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found
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Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"

Definitions
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additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

asup_1.0_get response_body

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"
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Name

version

creationState

Type

string

string

string

Required

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial”
states, the bundle can
be downloaded by
performing a GET of the
resource URI with an
Accept header
containing "/ or
"application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

* "completed" -
AutoSupport bundle
generation has
completed.

* "partial" -
AutoSupport bundle
generation has
completed but some
data was not
included in the
bundle.

* "failed" -
AutoSupport bundle
generation is in a
permanent failure
state.



Name

creationStateDetails

upload

Type

Required

array[type_astra_stateDe True

tail]

string

True

Description

JSON array of JSON
objects that lists
additional details about
why "creationState"
transitioned into "partial"
or "failed".

If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
value indicating whether
to upload the
AutoSupport bundle after
successful creation.
Defined values are:

* "true" - Upload the
AutoSupport bundle.

* "false" - Do not
upload the
AutoSupport bundle.
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Name

uploadState

Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -
AutoSupport bundle
upload is scheduled
for when
AutoSupport bundle
creation completes
("creationState" is
"running").

"blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload
was blocked
because there is no
license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

 "completed" -
AutoSupport bundle
upload has
completed.

* "failed" -
AutoSupport bundle
upload isin a
permanent failure
state.



Name

uploadStateDetails

triggerType

dataWindowStart

Type

Required

array[type_astra_stateDe False

tail]

string

string

True

True

Description

JSON array of JSON
objects that lists
additional details about
why "uploadState"
transitioned into "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The
ASUP resource and
associated
AutoSupport bundle
were created
manually.

"scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd"
key value. Maximum is 7
days before the current
time of the request.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema
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Name Type Required Description

dataWindowEnd string True JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

type_astra_metadata_list

Name Type Required Description
continue string False
count number False
labels array[type_astra_label]  False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter
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Name Type Required Description

reason string True Reason why the query
parameter is invalid

Retrieve an ASUP resource
GET /accounts/{account id}/core/vl/asups/{asup_id}

Returns the stored ASUP API resource in the JSON response body. If the AutoSupport bundle "creationState"
is "completed" or "partial”, the AutoSupport bundle can be downloaded by specifying an Accept header
containing "/ or "application/gzip".

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
asup_id string path True ID of the asup
collection to list
Response

Status: 200, Returns the stored ASUP API resource in the JSON response
body. If the AutoSupport bundle "creationState" is "completed" or
"partial", the AutoSupport bundle can be downloaded by specifying an
Accept header containing "*/*" or "application/gzip".

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
asup"

version string True Version of the resource.
Defined values are:

° ll1 .Oll
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Name

creationState

creationStateDetails
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Type Required
string True
string True

array[type_astra_stateDet True
ail]

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can be
downloaded by
performing a GET of the
resource URI with an
Accept header containing
"/" or "application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

» "completed" -
AutoSupport bundle
generation has
completed.

* "partial" - AutoSupport
bundle generation has
completed but some
data was not included
in the bundle.

* "failed" - AutoSupport
bundle generation is
in a permanent failure
state.

JSON array of JSON
objects that lists additional
details about why
"creationState"
transitioned into "partial”
or "failed".

If no details are available,
this array will be empty.

e Minimum items: 0


#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

upload string True JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation.

Defined values are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.
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Name

uploadState
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Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested.

Defined values are:

* "pending” -

AutoSupport bundle
upload is scheduled
for when AutoSupport
bundle creation
completes
("creationState" is
"running").

"blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload was
blocked because
there is no license.

"running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

"completed" -
AutoSupport bundle
upload has
completed.

"failed" - AutoSupport
bundle upload is in a
permanent failure
state.



Name

uploadStateDetails

triggerType

dataWindowStart

Type

Required

array[type_astra_stateDet False

ail]

string

string

True

True

Description

JSON array of JSON
objects that lists additional
details about why
"uploadState" transitioned
into "failed".

If no details are available,
this array will be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The ASUP
resource and
associated
AutoSupport bundle
were created
manually.

» "scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

127


#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

dataWindowEnd string True JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource.
Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.

Example response

"type": "application/astra-asup",
"version": "1.0",
"id": "9950003f-alc7-5ca7-8930-06eec25f60aa",
"creationState": "completed",
"creationStateDetails": [],
"upload": "false",
"triggerType": "manual",
"dataWindowStart": "2020-08-05T12:24:00.0000002",
"dataWindowEnd": "2020-08-06T12:24:52.0000002",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True
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Name Type Required Description

status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI
found.",

"status": "404"

Definitions

wasn't
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additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid
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Account

Account overview

The Account API represents isolated tenants in a multitenant system.

Create a new account

POST /accounts

Indicates the desired values for the Account API resource to be created.

Request Body

Indicates the desired values for the Account API resource to be created.

Name Type Required
type string True
version string True
name string True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account”

Version of the resource.
Defined values are:

. ll1 .O"

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.
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Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-account",
"version": "1.0",
"name": "Testing 123"
}
Response

Status: 201, Returns the newly created account resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
account”
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Name Type Required Description

version string True Version of the resource.
Defined values are:

° ll1 .Oll

id string True Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

name string True JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

state string True JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

 "active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue
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Name

isEnabled

enabledTimestamp

accountContact

metadata

136

Type Required
string True
string False
accountContact False

type_astra_metadata_upd True
ate

Description

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

* "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema

JSON object containing
user contact information
to create an owner user at
the time of account
activation.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#accountContact
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-account",
"version": "1.0",

"id": "666a3f38-d4fa-5b62-a391-a69029758d32",
"name": "fraught-pines",

"state": "pending",

"isEnabled": "false",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z72",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name

type

title

detail

status
correlation|D

invalidFields
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Type
string
string
string
string
string

array[invalidFields]

Required

True
True
True
True
False

False

Required
True

True

True

True
False

False

Description

List of invalid request
body fields

"The supplied query parameters are invalid.",

Description

List of invalid request
body fields


#invalidFields
#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name Type Required Description
labels array[type astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will

be empty.
Name Type Required Description
addressCountry string True JSON string containing

the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.

Defined values are:

* Minimum length: 2

* Maximum length: 2
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Name

addressLocality

addressRegion

postalCode

streetAddress1

streetAddress?2

accountContact

142

Type

string

string

string

string

string

Required

True

True

True

True

False

Description

JSON string containing
the locality (for example,
city) associated with the
postal address.

Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
optional ancillary street
address information,
post office box, and
more.

Defined values are:

* Minimum length: 1

* Maximum length: 63



JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string True JSON string containing a
user specified long-form
first name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

lastName string True JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

companyName string False JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company nhame has not
been provided.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name Type

email string
phone string
postalAddress postalAddress

invalidParams

Name Type
name string
reason string
invalidFields

Name Type
name string
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Required

True

False

True

Required

True

True

Required

True

Description

JSON strings containing
a user specified email
address.

Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field


#postalAddress

Name

reason

List all accounts

GET /accounts

Description

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

include

limit

Type

string

string

query

query

Required

False

False

Description

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll
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Name

filter

orderBy

skip
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Type

string

string

string

query

query

query

Required

False

False

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Indicates the sort
order of resource
when listing a
collection.

URL examples:
"orderBy=name",
"orderBy=name%20
desc"

OpenAPI examples:
"name desc"

Indicates the
number of resources
to skip over when
listing a collection.

URL examples:
"skip=1"

OpenAPI examples:
||1 n



Name Type In Required Description

count string query False Indicates if the total
number of resources
should be returned
in the metadata
object.

URL examples:
"count=true"

OpenAPI examples:
"true"

continue query False Indicates the token
to resume listing
from.

URL examples:
"continue=<continue
token="" from=""
collection=""
metadata="">"</cont
inue>

OpenAPI examples:
"<continue token=""
from="" collection=
metadata="">"</cont
inue>&lt;/continue&g
t;

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
account_1.0_get respons
e body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-accounts",
"version": "1.0",
"items": [
{
"type": "application/astra-account",
"version": "1.0",
"id": "70796606-79a-480b-966c-e4c600fbf622",
"name": "fraught-pines",
"state": "active",

"isEnabled": "true",
"enabledTimestamp": "2020-08-06T12:24:52.25662427",
"metadata": {

"labels": [],

"creationTimestamp": "2020-08-06T12:24:52.256624272",

"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1723al7e-9fd1-4636-86el-2ec9%9e04bce51"

"type": "application/astra-account",
"version": "1.0",

"id": "7976114d-35ec-48a7-ba31-22d8e9%4a8bb2",
"name": "sad-dino",

"state": "active",

"isEnabled": "true",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z7",
"metadata": {

"labels": [],

"creationTimestamp": "2020-08-06T12:24:52.256624z",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1723al7e-9fd1-4636-86el-2ec9%9e04bce51"

}
1,

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True
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Name Type Required Description

status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI
found.",

"status": "404"

Definitions

wasn't
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See Definitions

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string True JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string True JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string True JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string True JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string True JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string True JSON string containing a

user specified long-form
first name.
Defined values are:

* Minimum length: 1

* Maximum length: 63

* This string is

internally validated to

prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email

154

Type

string

string

string

Required

True

False

True

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.

Defined values are:

* Minimum length: 1

* Maximum length: 63



Name

phone

postalAddress

type_astra_label

Name
name

value

Type

string

postalAddress

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Required

False

True

Required
True

True

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp

createdBy

Type
array[type_astra_label]
string
string

string

Required
False
False
False

False

Description
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Name

modifiedBy

account_1.0_get response_body

Name

type

version

name
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Type

string

Type

string

string

string

string

Required

False

Required

True

True

True

True

Description

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account”

Version of the resource.
Defined values are:

° Il1 .O"

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.



Name

state

isEnabled

enabledTimestamp

Type

string

string

string

Required

True

True

False

Description

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating
the account is enabled.
Defined values are:

» "false" - Users are
not permitted to use
this account

» "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field
is absent.

Defined values are:

» Conforms to the
ISO-8601 Date Time
Schema
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Name Type Required Description

accountContact accountContact False JSON object containing
user contact information
to create an owner user
at the time of account

activation.
metadata type_astra_metadata_up True Client and service-
date specified metadata
associated with the

resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without

modification.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter
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Name

reason

Type

string

Retrieve an account

GET /accounts/{account_ id}

Required

True

Returns the stored Account API resource in the JSON response body.

Parameters

Name

account_id

Response

Status:
body.

Name

type

version

Type

string

path

Required

True

Description

Reason why the query
parameter is invalid

Description

ID of the account
collection to list

* example:
{{.Account}}

200, Returns the stored Account API resource in the JSON response

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account"

Version of the resource.
Defined values are:

. ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema
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Name

name

state

isEnabled

160

Type

string

string

string

Required

True

True

True

Description

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

e "true" - Users are
permitted to use this
account



Name

enabledTimestamp

accountContact

metadata

Type Required
string False
accountContact False

type astra_metadata_upd True
ate

Description

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing
user contact information
to create an owner user at
the time of account
activation.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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Example response

"type": "application/astra-account",
"version": "1.0",

"id": "666a3f38-d4fa-5b62-a391-a69029758d32",
"name": "fraught-pines",

"state": "active",

"isEnabled": "true",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z72",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string True JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string True JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string True JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string True JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string True JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string True JSON string containing a
user specified long-form
first name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email

Type

string

string

string

Required

True

False

True

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.
Defined values are:

* Minimum length: 1

* Maximum length: 63
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Name Type Required

phone string False

postalAddress postalAddress True

type_astra_label

Name Type Required
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.

Name Type Required
labels array[type_astra_label]  False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
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Name

modifiedBy

invalidParams

Name

name

reason

Modify an account

Type

string

Type

string

string

PUT /accounts/{account id}

Required

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Replaces the entire stored resource with the supplied JSON request body while preserving the key values that

are not user-modifiable.

Side Effects

* Changing "isEnabled" from "false" to "true" sets "enabledTimestamp" to the current time.

Parameters
Name Type
account_id string

Request Body

Description

ID of the account
collection to list

* example:
{{.Account}}

Replaces the entire stored resource with the supplied JSON request body while preserving the key values that

are not user-modifiable.

Side Effects

* Changing "isEnabled" from "false" to "true" sets "enabledTimestamp" to the current time.
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Name

type

version

name

170

Type

string

string

string

string

Required

True

True

False

False

Description

Media type of the
resource.
Defined values are:

* "application/astra-
account"

Version of the resource.
Defined values are:

. ll1 .Oll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.



Name

state

isEnabled

enabledTimestamp

Type

string

string

string

Required

False

False

False

Description

JSON string containing a
value indicating the
operational state of the
account.

Defined values are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

» "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled.

If the account has never
been enabled, this field is
absent.

Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema
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Name Type Required Description

accountContact accountContact False JSON object containing
user contact information
to create an owner user at
the time of account

activation.
metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-account",
"version": "1.0",
"name": "frightened-pine"
}
Response

Status: 204, Indicates if the account resource was updated.

Response

Status: 401, Unauthorized
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Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 400,

Name

type

title

detail

status
correlationID

invalidFields

Type
string
string
string
string

string

"Missing bearer token",

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

"401"

Bad request

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

174


#invalidFields

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.

"status": "404"
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postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided.

If this key exists, all six of the contained JSON strings will be present. If you provide nothing, the string will
be empty.

Name Type Required Description

addressCountry string False JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2.
Defined values are:

* Minimum length: 2

* Maximum length: 2

addressLocality string False JSON string containing
the locality (for example,
city) associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

addressRegion string False JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

postalCode string False JSON string containing
the postal code
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 31
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Name Type Required Description

streetAddress1 string False JSON string containing
the street address
associated with the
postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

streetAddress2 string False JSON string containing
optional ancillary street
address information,
post office box, and
more.
Defined values are:

* Minimum length: 1

* Maximum length: 63

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required Description

firstName string False JSON string containing a
user specified long-form
first name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email

Type

string

string

string

Required

False

False

False

Description

JSON string containing a
user specified long-form
last name.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided.

Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address.
Defined values are:

* Minimum length: 1

* Maximum length: 63
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Name Type Required

phone string False

postalAddress postalAddress False

type_astra_label

Name Type Required
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema

If not specified on create, a metadata object will be created with no labels.

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided.

Defined values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided.

If this key exists, all six
of the contained JSON
strings will be present. If
you provide nothing, the
string will be empty.

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.

Name Type Required
labels array[type_astra_label]  False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
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Name Type Required Description

modifiedBy string False
invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

Delete an account

DELETE /accounts/{account id}
Removes the specified Account API resource.
Side Effects

 "deletePending" is set to "true" and the account can no longer be accessed.

Parameters
Name Type In Required Description
account_id string path True ID of the account
collection to list
* example:
{{.Account}}
Response

Status: 204, Indicates if the account resource was deleted.
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

182

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True

Description

Description
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Name
status

correlationID

Type
string

string

Example error response

"type" .
"title":

"detail":
"status":

Definitions

See Definitions

invalidParams

Name

name

reason

App

App overview

Required
True

False

"https://astra.netapp.io/problems/1"
"Resource not found",

Description

"The resource specified in the request URI wasn't found.",

"404"

Type

string

string

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The App API represents Kubernetes applications, including those unmanaged by Astra.

Create a new app for a managed cluster

POST /accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps

Indicates the desired values for the App API resource to be created.

Parameters
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Name Type In Required
account_id string path True
managedCluster_id string path True

Request Body

Indicates the desired values for the App API resource to be created.

Name Type Required
type string True
version string True
name string True

Description
ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2-0ll

° Il2-1 n
° ll2-2ll

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

185



Name Type Required

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]

namespaceMapping array[namespaceMapping False
]

storageClassMapping array[storageClassMappin False
gl

186

Description

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

e Minimum ltems: O


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources
#namespaceMapping
#storageClassMapping
#storageClassMapping

Name

clusterID

sourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterlD and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceAppID,
backupID, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema
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Name

sourceClusterlD

188

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

restoreFilter

190

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.


#restoreFilter

Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-app",

"version": "2.2",

"name": "jenkins",

"clusterID": "0£f284377-e5dc-4dcd-bacd-3197£f2b8a347",

"namespaceScopedResources": |

{

"namespace": "production"

Response

Status: 201, Returns the newly created app resource in the JSON response
body.
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#type_astra_metadata_update
#type_astra_metadata_update

Name

type

version

links

name

clusterScopedResources
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Type

string

string

string

array[type_astra_link]

string

Required

True

True

True

True

True

array[clusterScopedResou False

rces]

Description

Media type of the
resource.
Defined values are:

* "application/astra-app'

Version of the resource.
Defined values are:

° ll2-0ll
. ll2. 1 n
° ll2'2ll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app


#type_astra_link
#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped True

ces

lastResourceCollectionTi
mestamp

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema
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#namespaceScopedResources
#namespaceScopedResources

Name

state

194

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

196

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

198

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type

of cluster.
Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

200

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

202

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

replicationSourceAppID string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

restoreFilter restoreFilter False JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one

kind of filter.
metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",
"version": "2.2",
"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [1,
"name": "Jjenkins",
"namespaceScopedResources": [
{
"namespace": "production",
"labelSelectors": []
}
I
"state": "pending",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": T[],

"namespaces": [
"production"
I
"clusterName": "GKE-22",
"clusterID": "0£f284377-e5dc-4dcd-bacd-3197f2b8a347",

"clusterType": "kubernetes",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
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Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions

208



See Definitions

GVK

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type
group string
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

True

Required

True

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

210

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that
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namespaceMapping

Name

source

destination

storageClassMapping

Name

source

212

Type

string

string

Type

string

Required

True

True

Required

True

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1

* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes



Name

destination

GVKN

Name

group

version

kind

Type

string

Type

string

string

string

Required

True

Required

False

False

False

Description

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

namespaces

names

214

Type

array[string]

array[string]

Required

False

False

Description

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string True JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

targetSchema
accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put
type_astra_link

Name

rel

href

type
targetSchema
title

hints

Type
string
string
string

string

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string
string
targetSchema
string

hints

namespaceScopedResources

Required Description
False
False
False

False

Required Description
False
False
False
False

False

Required Description
True

True

False

False

False

False
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#accept-post
#accept-put
#targetSchema
#hints

Name

namespace

218

Type

string

Required

True

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema



Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name
from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

restoreFilter

Type
string

array[string]

Type
string
string
string

additionalDetails

Required
True

True

Required
True
True
True

False

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name

resourceSelectionCriteria
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Type

string

Required

False

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.


#additionalDetails

Name

GVKN

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Type
array[GVKN]

Type

string

string

Type

string

string

Required

False

Required

True

True

Required

True

True

Description

JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation
error.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid
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#GVKN

List the apps for a managed cluster

GET /accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name

account_id

managedCluster_id

include

limit

222

Type

string

string

string

string

path

path

query

query

Required

True

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
l|2ll



Name

filter

Response

Status:
collection.

Type

string

query

Required

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name

items

metadata

array[Any of:
app_2.2_get response b
ody, array[]]

type astra_metadata_list

Description
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https://docs.netapp.com/pt-br/astra-automation-2310/python/.html#app_2_2_get_response_body
https://docs.netapp.com/pt-br/astra-automation-2310/python/.html#app_2_2_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-apps",
"version": "2.2",
"items": [
[
"2ff50f4b-fe40-4980-913f-8a4469184822",
"mysqgl",
"ready"

"aele6561-9e22-406c-8aba-762f4604dal0",
"jenkins",

"ready"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":
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"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"



Definitions
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See Definitions

targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

228

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources


#accept-post
#accept-put
#targetSchema
#hints

Name Type
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

Required

True

Description

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

230

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that
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type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping

232

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

True

True

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names

234

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string False JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.

235


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement

Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

Type
string
string
string

string

app_2.2_get response_body

Name

type

version

links

Type

string

string

string

array[type_astra_link]

Required
False
False
False

False

Required

True

True

True

True

Description

Description

Media type of the
resource.
Defined values are:

* "application/astra-
aF)pll

Version of the resource.
Defined values are:

° ll2-0ll

° ll2-1 n

° ll2.2ll

Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.
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#type_astra_link

Name Type Required Description

name string True JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

« Conforms to the
DNS 1123 Label

Schema
clusterScopedResources array[clusterScopedReso False JSON array of JSON
urces] objects describing the

cluster-scoped
resources that are part

of this app
namespaceScopedReso array[namespaceScoped True JSON array of JSON
urces Resources] objects describing the

resources that are part

of this app
lastResourceCollectionTi string False JSON string containing
mestamp the timestamp when the

last resource collection
was performed. This
field is unset if no
resource collection has
been performed for this
application yet.

Defined values are:

« Conforms to the

ISO-8601 Date Time
Schema
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#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The
application is
scheduled for
discovery

* "discovering" - The
application is in the
process of being
discovered

* "provisioning" - The
application is in the
process of being
provisioned

* "ready" - The
application is running
normally

* "failed" - The
application is in a
permanent failure
state

* "restoring" - The
application is being
restored from
backup or snapshot

* "unavailable" - The
application is not
currently accessible

* "unknown" - The
application state
cannot be
determined

* "deleting" - The
application is in the
process of being
deleted

239



Name

stateTransitions

stateDetails

240

Type Required

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe True
tail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state
transitions from a given
defined state.

Each JSON object
contains the fields "from"
and "to", where the
"from" value is the name
of a state, and the "to"
value is an array of
permitted destination
states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDe True
tail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with
that policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with
that policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

242

Type Required

string False

array[string] True

array[namespaceMappin False
¢]

Description

JSON string that
uniquely represents the
specific type of
application that is
detected.

Defined values are:

» "system" - The
application contains
a resource that
identifies it as part of
the Kubernetes
environment

* "acc" - The
application contains
resources that
identify it as an Astra
Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which
the application is
running.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping
#namespaceMapping

Name Type Required Description

storageClassMapping array[storageClassMappi False JSON array of JSON

ng] objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.
Defined values are:

* Minimum ltems: O

clusterName string False JSON string containing
the name of the cluster
that the application is
running on.
Not returned if the
application is not
currently running.

clusterlD string False JSON string containing
the ID of the cluster that
the application is running
on.
Not returned if the
application is not
currently running.
When specified on
create, clusterID
indicates which cluster
the application must be
cloned into. If the
specified cluster does
not exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the
clone will fail.
Defined values are:

e Conforms to the

Astra |dentifier
Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

244

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only
returned if the
application was cloned
from another application,
or was restored from a
backup or snapshot.
When specified on
create, the sourceApplD
is used in conjunction
with the sourceClusterlD
and indicates which
running application will
be cloned. If the
specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

246

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was
previously running on.
Only returned if the
application was cloned
from another cluster.
When specified on
create, the
sourceClusterID is used
in conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on
create, backupID
indicates that an
application will be cloned
from an existing backup.
If the specified backup
does not exist, the clone
will fail. Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-
place restored. If the
specified backup does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application
Defined values are:

» Conforms to the
Astra |dentifier
Schema
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Name

snapshotID

248

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on
create, snapshotID
indicates that an
application will be cloned
from an existing
snapshot. If the specified
shapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotID
indicates the application
snapshot from which the
application will be in-
place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application.
Defined values are:

» Conforms to the
Astra |dentifier
Schema



Name

replicationSourceAppID

restoreFilter

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the application

that is being replicated to

this application.

Only returned if the
application is currently
the destination in an
AppMirror relationship,
and the relationship is
not in the failedOver
state. When the
relationship is in the
failedOver state, this
field is not returned.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON object containing
a list of filters that
describe which
resources are included
or excluded from a
selective restore
operation. Include and
exclude are mutually
exclusive, and a
selective restore can
only use one kind of
filter.
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#restoreFilter

Name Type Required Description

metadata type astra_metadata_up True Client and service-
date specified metadata
associated with the

resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without

modification.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an app for a managed cluster

GET
/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app_
id}

Returns the stored App API resource in the JSON response body.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
managedCluster_id string path True ID of the containing
managedCluster
resource
app_id string path True ID of the app
collection to list
Response

Status: 200, Returns the stored App API resource in the JSON response
body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-app

version string True Version of the resource.
Defined values are:

° ll2-0ll
° ll2. 1 n
° ll2.2ll
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Name

links

name

clusterScopedResources

Type Required
string True
array[type_astra_link] True
string True

array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped  True

ces

252

Resources]

Description

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app


#type_astra_link
#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name Type Required Description

lastResourceCollectionTi  string False JSON string containing

mestamp the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.
Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema
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Name

state

254

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

256

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

258

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type

of cluster.
Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

260

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

262

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

replicationSourceAppID string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

restoreFilter restoreFilter False JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one

kind of filter.
metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",

"version": "2.2",

"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [

{

"rel": "canonical",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-

15b£f2154d079/topology/v2/managedClusters/6a358976-c3ac-49%9aa-b043-

9c9b425c90ac/apps/27467088-2e99-4bd8-aa9%0-014d5f44a62f"

bo
{
"rel": "collection",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/topology/vl/clouds/892814c9-77al-46f3-b54a-
82c34cdf0032/clusters/6a358976-c3ac-49aa-b043-

9c9b425c90ac/namespaces/da78daf6-8e11-4220-a461-6bld4a6dc231/apps™”

by
{

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b467-
15bf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "disruptiveBackup",

"hints": {

"allow": [1],
"permissions": [
"appBackup-create"

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/k8s/v1/apps/27467088-2e99-4bd8-aa9%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "nonDisruptiveBackup",

"hints": {

"allow": [
"POST"
1,

"permissions": [
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"appBackup-create”

}
by
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15p£2154d079/k8s/v2/apps",
"type": "application/astra-app",
"title": "restore",
"hints": {
"allow": [
"POST"
I
"permissions": [
"app-create"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appSnaps",

"type": "application/astra-appSnap",

"title": "snapshot",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appSnap-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/%k8s/v2/apps",
"type": "application/astra-app",
"title": "clone",
"hints": {
"allow": [
"POST"
1,

"permissions": [
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"app-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15bf2154d079/k8s/v2/apps/27467088-2e99-4bd8-aa%b-014d5f44a62f",
"type": "application/astra-app",
"title": "inPlaceRestore",
"hints": {
"allow": [
"PUT"
1y
"permissions": [
"app-update"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appMirrors",

"type": "application/astra-appMirror",

"title": "replication",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appMirror-create"

}
I
"name": "jenkins",
"namespaceScopedResources": [
{
"namespace": "production-clone",
"labelSelectors": [

"app = jenkins, release = production"
}
1,

"namespaceMapping": [
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"source": "production",
"destination": "production-clone"
}
I
"state": "ready",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": [],
"namespaces": [
"production-clone"

1,

"snapshotID": "8d561930-0437-4647-b3e6-4908a5362e3d",
"clusterName": "GKE-24",
"clusterID": "0f284377-e5dc-4dcd-bacd-3197f2b8a347",
"clusterType": "kubernetes",
"metadata": {

"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

270

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"



Definitions
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See Definitions

targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

272

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources


#accept-post
#accept-put
#targetSchema
#hints

Name Type
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

Required

True

Description

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

274

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping
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Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

True

True

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names
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Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string False JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Type
string
string
string

string

Type

string

string

Modify an app for a managed cluster

PUT

Required
False
False
False

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app_

id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.

Parameters
Name Type
account_id string

managedCluster_id string

app_id string

path

path

path

Required

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

ID of the app
collection to list
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Name Type In Required Description

forceUpdate string header False Flag that enables
destructive
overwrites. Only
include this when
requesting an in-
place restore (IPR).

* example: true

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-app

version string True Version of the resource.
Defined values are:
° ll2-0ll
° ll2-1 n
. ll2.2ll

id string False Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

282



Name Type Required

name string False

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]
lastResourceCollectionTi  string False
mestamp

Description

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema
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#namespaceScopedResources

Name

state
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Type

string

Required

False

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type astra_stateDet False
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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Name

protectionState

protectionStateDetails
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Type Required

string False

array[type_astra_stateDet False
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] False

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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Name

storageClassMapping

clusterName

clusterID
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Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type

of cluster.
Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

290

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

292

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

replicationSourceAppID string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

restoreFilter restoreFilter False JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one

kind of filter.
metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-app",
"version": "2.2",
"name": "mysgl-old"
}
Response

Status: 204, Indicates if the app resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",

"title": "JSON resource conflict",

"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",

"status": "409"

296



Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":
"status":

Definitions
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"https://astra.netapp.io/problems/1",

"Resource not found",
"The resource specified in the request URI
"404"

wasn't found.",
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GVK

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type
group string
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

False

False

False

Required

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

300

Type

string

Required

False

Required

False

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that
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type_astra_stateTransition

Name

from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping

302

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

False

False

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

False

False

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names
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Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string True JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#type_astra_label

Side Effects

Removes the specified App API resource.

« If the application is still running on a cluster, the application is no longer considered to be under

management and will no longer appear under /apps.

* First, the application goes into the deleting state and then deletes all associated schedules, snapshots,
backups, and the stored application state.

Parameters

Name Type Required Description
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False
invalidParams
Name Type Required Description
name string True Name of the invalid
query parameter
reason string True Reason why the query
parameter is invalid
invalidFields
Name Type Required Description
name string True Name of the invalid
request body field
reason string True Reason why the request
body field is invalid
Delete an app for a managed cluster
DELETE
/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app_
id}
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Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

managedCluster_id string path True ID of the containing
managedCluster
resource

app_id string path True ID of the app
collection to list

Response

Status: 204, Indicates if the app resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",

"title": "Missing bearer token",

"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 500, Internal server error

Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/91",
"title": "Application not deleted",
"detail": "The application wasn't deleted because of an internal
server issue.",
"status": "500"
}
Response
Status: 409, Conflict
Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example response

"type": "https://astra.netapp.io/problems/112",
"title": "Application not ready",

"detail": "The application is currently unavailable.",
"status": "409"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/1",

"title": "Resource not found",

"detail": "The resource specified in the request URI wasn't found.",
"status": "404"

Definitions
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See Definitions

invalidParams

Name Type
name string
reason string

Create a new app

POST /accounts/{account id}/k8s/v2/apps

Required

True

True

Indicates the desired values for the App API resource to be created.

Parameters
Name Type In
account_id string path

Request Body

Required

True

Indicates the desired values for the App API resource to be created.

Name Type
type string
version string
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Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

ID of the containing
account resource

* example:
{{.Account}}

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

° "2_0“

° ll2'1 n

° ll2-2ll



Name Type Required

name string True

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]

namespaceMapping array[namespaceMapping False
]

storageClassMapping array[storageClassMappin False
¢]

Description

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum Items: O

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

e Minimum Items: O
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#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources
#namespaceMapping
#storageClassMapping
#storageClassMapping

Name

clusterID

sourceAppID
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Type

string

string

Required

False

False

Description

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterlD and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceAppID,
backupID, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

backupID
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Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

restoreFilter

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.
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#restoreFilter

Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-app",

"version": "2.2",

"name": "jenkins",

"clusterID": "0£f284377-e5dc-4dcd-bacd-3197£f2b8a347",

"namespaceScopedResources": |

{

"namespace": "production"

Response

Status: 201, Returns the newly created app resource in the JSON response
body.
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#type_astra_metadata_update
#type_astra_metadata_update

Name

type

version

links

name

clusterScopedResources

Type

string

string

string

array[type_astra_link]

string

Required

True

True

True

True

True

array[clusterScopedResou False

rces]

Description

Media type of the
resource.
Defined values are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2-0ll
. ll2. 1 n
° ll2'2ll

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app
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#type_astra_link
#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped True

ces

lastResourceCollectionTi
mestamp

320

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema


#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

322

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

324

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1
* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

326

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

328

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

330

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

replicationSourceAppID

restoreFilter

metadata

Type Required
string False
restoreFilter False

type_astra_metadata_upd True
ate

Description

JSON string containing
the ID of the application
that is being replicated to
this application.

Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",
"version": "2.2",
"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [1,
"name": "Jjenkins",
"namespaceScopedResources": [
{
"namespace": "production",
"labelSelectors": []
}
I
"state": "pending",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": T[],

"namespaces": [
"production"
I
"clusterName": "GKE-22",
"clusterID": "0£f284377-e5dc-4dcd-bacd-3197f2b8a347",

"clusterType": "kubernetes",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True

332



Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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See Definitions

GVK
JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type Required Description

group string True JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

kind string True JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string True JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK True JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

338

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



namespaceMapping

Name

source

destination

storageClassMapping

Name

source

Type

string

string

Type

string

Required

True

True

Required

True

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1

* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes
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Name

destination

GVKN

Name

group

version

kind

340

Type

string

Type

string

string

string

Required

True

Required

False

False

False

Description

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

namespaces

names

Type

array[string]

array[string]

Required

False

False

Description

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string True

342

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name Type Required Description

creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False
targetSchema

accept-post

accept-put

hints

Name Type Required Description
status string False

allow array[string] False

accept-post accept-post False

permissions array|[string] False

accept-put accept-put False

type_astra_link

Name Type Required Description
rel string True

href string True

type string False

targetSchema targetSchema False

title string False

hints hints False

namespaceScopedResources
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#accept-post
#accept-put
#targetSchema
#hints

Name

namespace

Type

string

Required

True

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

346

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name
from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

restoreFilter

Type
string

array[string]

Type
string
string
string

additionalDetails

Required
True

True

Required
True
True
True

False

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name

resourceSelectionCriteria

Type

string

Required

False

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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#additionalDetails

Name

GVKN

invalidParams

Name

name

reason

invalidFields

Name

name

reason

348

Type
array[GVKN]

Type

string

string

Type

string

string

Required

False

Required

True

True

Required

True

True

Description

JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation
error.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid


#GVKN

List all apps

GET /accounts/{account_id}/k8s/v2/apps

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type
account_id string
include string
limit string

path

query

query

Required

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

349



Name Type In Required Description

filter string query False Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description
items array[Any of: True

app_2.2_get response b

ody, array[]]
metadata type_astra_metadata_list True
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Example response

"type": "application/astra-apps",
"version": "2.2",
"items": [
[
"2ff50f4b-fe40-4980-913f-8a4469184822",
"mysqgl",
"ready"

"aele6561-9e22-406c-8aba-762f4604dal0",
"jenkins",

"ready"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True

352


#invalidParams

Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't
found.",

"status": "404"

353



Definitions

354



See Definitions

targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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#accept-post
#accept-put
#targetSchema
#hints

Name Type Required Description

kind string True JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string True JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK True JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema

357


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement

Name

labelSelectors

358

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name Type Required Description

from string True
to array[string] True

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

additionalDetails

type_astra_stateDetall

Name Type Required Descizriiprtionr
type string True

title string True

detail string True

additionalDetails additionalDetails False

namespaceMapping

Name Type Required Description

source string True JSON string containing
the name of the
namespace on the
source cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

destination string True JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

storageClassMapping
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#additionalDetails

Name

source

destination

GVKN

Name

group

360

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

version

kind

namespaces

names

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string False

362

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name Type Required Description

creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

app_2.2_get response_body

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
aF)pll

version string True Version of the resource.
Defined values are:
° ll2-0ll
° ll2-1 n
° ll2.2ll

id string True Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

links array[type_astra_link] True Links describing
supported operations
against the resource.

364


#type_astra_link

Name Type Required Description

name string True JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

« Conforms to the
DNS 1123 Label

Schema
clusterScopedResources array[clusterScopedReso False JSON array of JSON
urces] objects describing the

cluster-scoped
resources that are part

of this app
namespaceScopedReso array[namespaceScoped True JSON array of JSON
urces Resources] objects describing the

resources that are part

of this app
lastResourceCollectionTi string False JSON string containing
mestamp the timestamp when the

last resource collection
was performed. This
field is unset if no
resource collection has
been performed for this
application yet.

Defined values are:

« Conforms to the

ISO-8601 Date Time
Schema
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#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

366

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The
application is
scheduled for
discovery

* "discovering" - The
application is in the
process of being
discovered

* "provisioning" - The
application is in the
process of being
provisioned

* "ready" - The
application is running
normally

* "failed" - The
application is in a
permanent failure
state

* "restoring" - The
application is being
restored from
backup or snapshot

* "unavailable" - The
application is not
currently accessible

* "unknown" - The
application state
cannot be
determined

* "deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe True
tail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state
transitions from a given
defined state.

Each JSON object
contains the fields "from"
and "to", where the
"from" value is the name
of a state, and the "to"
value is an array of
permitted destination
states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail
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Name

protectionState

protectionStateDetails

Type Required

string True

array[type_astra_stateDe True
tail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with
that policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with
that policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are
available, this array will
be empty.

Defined values are:

e Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] True

array[namespaceMappin False
¢]

Description

JSON string that
uniquely represents the
specific type of
application that is
detected.

Defined values are:

» "system" - The
application contains
a resource that
identifies it as part of
the Kubernetes
environment

* "acc" - The
application contains
resources that
identify it as an Astra
Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which
the application is
running.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping
#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

370

Type Required

array[storageClassMappi False
ng]

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not
currently running.

When specified on
create, clusterID
indicates which cluster
the application must be
cloned into. If the
specified cluster does
not exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the
clone will fail.

Defined values are:

e Conforms to the
Astra |dentifier
Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster.

Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

372

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only
returned if the
application was cloned
from another application,
or was restored from a
backup or snapshot.
When specified on
create, the sourceApplD
is used in conjunction
with the sourceClusterlD
and indicates which
running application will
be cloned. If the
specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was
previously running on.
Only returned if the
application was cloned
from another cluster.
When specified on
create, the
sourceClusterID is used
in conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

e Conforms to the
Astra |dentifier
Schema
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Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on
create, backupID
indicates that an
application will be cloned
from an existing backup.
If the specified backup
does not exist, the clone
will fail. Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-
place restored. If the
specified backup does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application
Defined values are:

» Conforms to the
Astra |dentifier
Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on
create, snapshotID
indicates that an
application will be cloned
from an existing
snapshot. If the specified
shapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotID
indicates the application
snapshot from which the
application will be in-
place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application.
Defined values are:

» Conforms to the
Astra |dentifier
Schema
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Name Type Required Description

replicationSourceAppID  string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently
the destination in an
AppMirror relationship,
and the relationship is
not in the failedOver
state. When the
relationship is in the
failedOver state, this
field is not returned.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

restoreFilter restoreFilter False JSON object containing
a list of filters that
describe which
resources are included
or excluded from a
selective restore
operation. Include and
exclude are mutually
exclusive, and a
selective restore can
only use one kind of
filter.
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#restoreFilter

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Type

Required

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource.

Defined values are:

» Conforms to the
Astra Metadata
Schema
If not specified on
create, a metadata
object will be created
with no labels.

If not specified on
update, the
metadata object’s
labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an app

GET /accounts/{account id}/k8s/v2/apps/{app_id}

Returns the stored App API resource in the JSON response body.

Parameters

Name Type
account_id string
app_id string
Response

path

path

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the app
collection to list

Status: 200, Returns the stored App API resource in the JSON response

body.

Name

type

version

378

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource.
Defined values are:

* "application/astra-app

Version of the resource.
Defined values are:

° ll2'Oll

° ll2'1 n

° ll2-2ll

Globally unique identifier
of the resource.
Defined values are:

» Conforms to the
UUIDv4 Schema



Name Type Required
links array[type_astra_link] True
name string True

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped  True

ces Resources]
lastResourceCollectionTi  string False
mestamp

Description

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema
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#type_astra_link
#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

380

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type astra stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

382

Type Required

string True

array[type_astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

384

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type

of cluster.
Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

386

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

388

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

replicationSourceAppID string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

restoreFilter restoreFilter False JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one

kind of filter.
metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",

"version": "2.2",

"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [

{

"rel": "canonical",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-

15b£f2154d079/topology/v2/managedClusters/6a358976-c3ac-49%9aa-b043-

9c9b425c90ac/apps/27467088-2e99-4bd8-aa9%0-014d5f44a62f"

bo
{
"rel": "collection",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/topology/vl/clouds/892814c9-77al-46f3-b54a-
82c34cdf0032/clusters/6a358976-c3ac-49aa-b043-

9c9b425c90ac/namespaces/da78daf6-8e11-4220-a461-6bld4a6dc231/apps™”

by
{

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b467-
15bf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "disruptiveBackup",

"hints": {

"allow": [1],
"permissions": [
"appBackup-create"

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/k8s/v1/apps/27467088-2e99-4bd8-aa9%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "nonDisruptiveBackup",

"hints": {

"allow": [
"POST"
1,

"permissions": [
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"appBackup-create”

}
by
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15p£2154d079/k8s/v2/apps",
"type": "application/astra-app",
"title": "restore",
"hints": {
"allow": [
"POST"
I
"permissions": [
"app-create"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appSnaps",

"type": "application/astra-appSnap",

"title": "snapshot",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appSnap-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/%k8s/v2/apps",
"type": "application/astra-app",
"title": "clone",
"hints": {
"allow": [
"POST"
1,

"permissions": [
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"app-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15bf2154d079/k8s/v2/apps/27467088-2e99-4bd8-aa%b-014d5f44a62f",
"type": "application/astra-app",
"title": "inPlaceRestore",
"hints": {
"allow": [
"PUT"
1y
"permissions": [
"app-update"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appMirrors",

"type": "application/astra-appMirror",

"title": "replication",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appMirror-create"

}
I
"name": "jenkins",
"namespaceScopedResources": [
{
"namespace": "production-clone",
"labelSelectors": [

"app = jenkins, release = production"
}
1,

"namespaceMapping": [

393



"source": "production",
"destination": "production-clone"
}
I
"state": "ready",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": [],
"namespaces": [
"production-clone"

1,

"snapshotID": "8d561930-0437-4647-b3e6-4908a5362e3d",
"clusterName": "GKE-24",
"clusterID": "0f284377-e5dc-4dcd-bacd-3197f2b8a347",
"clusterType": "kubernetes",
"metadata": {

"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

396

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"



Definitions
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See Definitions

targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

398

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources


#accept-post
#accept-put
#targetSchema
#hints

Name Type
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

Required

True

Description

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

400

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that
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type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping

402

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

True

True

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names

404

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string False JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Modify an app

Type
string
string
string

string

Type

string

string

Required
False
False
False

False

Required

True

True

PUT /accounts/{account id}/k8s/v2/apps/{app id}

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.

Parameters

Name Type
account_id string
app_id string
forceUpdate string

path

path

header

Required

True

True

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the app
collection to list

Flag that enables
destructive
overwrites. Only
include this when
requesting an in-
place restore (IPR).

* example: true
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Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.

Name

type

version

name

clusterScopedResources

408

Type

string

string

string

string

Required

True

True

False

False

array[clusterScopedResou False

rces]

Description

Media type of the
resource.
Defined values are:

* "application/astra-app

Version of the resource.
Defined values are:

° Il2-0ll
° ll2- 1 "
. ll2.2ll

Globally unique identifier
of the resource.
Defined values are:

« Conforms to the
UUIDv4 Schema

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app


#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped False

ces

lastResourceCollectionTi
mestamp

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet.

Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema
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#namespaceScopedResources
#namespaceScopedResources

Name

state

410

Type

string

Required

False

Description

JSON string containing a
value indicating the
operational state of the
application.

Defined values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type astra_stateDet False
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state.

Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

412

Type Required

string False

array[type_astra_stateDet False
ail]

Description

JSON string containing a
value indicating the
protection state of the
application.

Defined values are:

* "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that
policy

* "none" - The
application does not
have a protection
policy defined

» "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum Items: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array[string] False

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected.

Defined values are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

« Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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Name

storageClassMapping

clusterName

clusterID
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Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used.

Defined values are:

* Minimum ltems: O

JSON string containing
the name of the cluster
that the application is
running on.

Not returned if the
application is not currently
running.

JSON string containing
the ID of the cluster that
the application is running
on.

Not returned if the
application is not currently
running.

When specified on create,
clusterID indicates which
cluster the application
must be cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail.

Defined values are:

e Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name

clusterType

Type

string

Required

False

Description

JSON string containing a
value indicating the type

of cluster.
Defined values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

* "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName
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Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
shapshot.

When specified on create,
the sourceApplD is used
in conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail.

Only one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on.

Only returned if the
application was cloned
from another cluster.
When specified on create,
the sourceClusterID is
used in conjunction with
the sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

backupID
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Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from.

Only returned if the
application was restored
from a backup.

When specified on create,
backuplD indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist, the
clone will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application.

When specified on a
replace, backupID
indicates the application
backup from which the
application will be in-place
restored. If the specified
backup does not exist, the
restore will fail. Only one
of backupID or
snapshotID can be
specified when updating
an application

Defined values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from.

Only returned if the
application was restored
from a snapshot.

When specified on create,
snapshotID indicates that
an application will be
cloned from an existing
snapshot. If the specified
snapshot does not exist,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
When specified on a
replace, snapshotlD
indicates the application
snapshot from which the
application will be in-place
restored. If the specified
shapshot does not exist,
the restore will fail. Only
one of backuplID or
snapshotID can be
specified when updating
an application.

Defined values are:

» Conforms to the Astra
Identifier Schema
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Name Type Required Description

replicationSourceAppID string False JSON string containing
the ID of the application
that is being replicated to
this application.
Only returned if the
application is currently the
destination in an
AppMirror relationship,
and the relationship is not
in the failedOver state.
When the relationship is
in the failedOver state,
this field is not returned.
Defined values are:

» Conforms to the Astra
Identifier Schema

restoreFilter restoreFilter False JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one

kind of filter.
metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-app",
"version": "2.2",
"name": "mysgl-old"
}
Response

Status: 204, Indicates if the app resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",

"title": "JSON resource conflict",

"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",

"status": "409"
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Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False

423



Example error response

"type" .
"title":

"detail":
"status":

Definitions

424

"https://astra.netapp.io/problems/1",

"Resource not found",
"The resource specified in the request URI
"404"

wasn't found.",



See Definitions

GVK

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type
group string
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

False

False

False

Required

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

426

Type

string

Required

False

Required

False

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.

Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included.

Each element in this
array is a Kubernetes
label selector string and
follows the grammar for
those values.
Examples:

* [ "app=mysq"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|l

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysql or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

* ["lapp" ]— Select all
resources that do not
have a label named
app
Note that multiple
selection operators
can be included in a
single selector,
separated by
commas. In that



type_astra_stateTransition

Name

from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping

428

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

False

False

Description

L
"app=mysql,version=
2" ]— Select all
resources that have
a label whose name

Description

Description

JSON string containing
the name of the
namespace on the
source cluster.

Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

« Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

False

False

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes

JSON string containing
the name of the
destination storage
class.

Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names
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Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from.

Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

* Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore.
Each element in this
array is a Kubernetes
label selector string and
follows the same
grammar for those
values.
Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|
More examples can
be found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string True JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata_update

Client and service-specified metadata associated with the resource.
Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.
If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be
preserved without modification.
Name Type Required Description

labels array[type_astra_label]  False
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#GVKN
#type_astra_label

Name
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Delete an app

DELETE /accounts/{account id}/k8s/v2/apps/{app id}

Removes the specified App API resource.

Side Effects

Type
string
string
string

string

Type

string

string

Type

string

string

Required
False
False
False

False

Required

True

True

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

« If the application is still running on a cluster, the application is no longer considered to be under

management and will no longer appear under /apps.

* First, the application goes into the deleting state and then deletes all associated schedules, snapshots,

backups, and the stored application state.

Parameters
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Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

app_id string path True ID of the app
collection to list

Response

Status: 204, Indicates if the app resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

434



Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationID

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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#invalidParams

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 500, Internal server error

Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/91",
"title": "Application not deleted",
"detail": "The application wasn't deleted because of an internal
server issue.",
"status": "500"
}
Response
Status: 409, Conflict
Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example response

"type": "https://astra.netapp.io/problems/112",
"title": "Application not ready",

"detail": "The application is currently unavailable.",
"status": "409"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions
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See Definitions
invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

AppMirror

AppMirror overview

The AppMirror API enables management of AppMirror relationships.

Create a new AppMirror resource
POST /accounts/{account id}/k8s/vl/appMirrors

Indicates the desired values for the AppMirror API resource to be created.

Parameters
Name Type In Required Description
account_id string path True ID of the containing

account resource

* example:
{{.Account}}
Request Body
Indicates the desired values for the AppMirror API resource to be created.
Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appMirror"
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Name

version

sourceAppID

destinationClusterID

Type

string

string

string

Required

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .Oll
. ll1 .1Il

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID.
Defined values are:

* Conforms to the Astra
Identifier Schema
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Name Type Required Description

namespaceMapping array[namespaceMapping False The namespace or
] namespaces to use when

creating the destination
application, corresponding
to the namespaces of the
source application.
Each JSON object
contains the fields
"clusterI|D" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2

440
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Name

storageClasses

stateDesired

Type

array[storageClasses]

string

Required

False

True

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

* "deleted" - The
relationship was
successfully cleaned
up and deleted.
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Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the

resource.

Defined values are:

» Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without

modification.
Example request
{
"type": "application/astra-appMirror",
"version": "1.1",
"sourceAppID": "efd639b6-fc92-4112-8841-0c0ab789%90ae0",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"stateDesired": "established"
}
Response

Status: 201, Returns the newly created appMirror resource in the JSON
response body.

Name Type Required Description
type string True Media type of the
resource.

Defined values are:

* "application/astra-
appMirror"
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#type_astra_metadata_update

Name

version

sourceAppID

sourceClusterlD

Type

string

string

string

string

Required

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .Oll
. ll1 .1Il

Globally unique identifier
of the resource.
Defined values are:

e Conforms to the
UUIDv4 Schema

Identifier of the source
application.

Only updated when
swapping the
sourceAppID with the
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application.

This field is read-only and
is determined based on
the host cluster of the
source application.

If provided in an update, it
must match the cluster ID
of the source application,
so it can only change
when swapping the
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

destinationAppID

destinationClusterID

444

Type

string

string

Required

False

True

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization.

Can only be updated
when swapping
sourceAppID with the
destinationApplD.
Defined values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on.

If provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the Astra
Identifier Schema



Name Type Required Description

namespaceMapping array[namespaceMapping False The namespace or
] namespaces to use when

creating the destination
application, corresponding
to the namespaces of the
source application.
Each JSON object
contains the fields
"clusterI|D" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index.
If not provided, the same
namespace from the
source cluster will be
used in the destination
cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

storageClasses

446

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs).

Each JSON object
contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster.

If not provided or if the
value is missing for a
cluster, the default
storage class will be used
for that cluster.

Defined values are:

* Minimum length: O

* Maximum length: 2


#storageClasses

Name Type Required Description

state string True The state of the
relationship.
Defined values are:

« "establishing" - The
relationship is being
created.

 "established" - The
relationship is
created.

« "failingOver" - Failover
of the application to
the destination cluster
is in progress.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.
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Name

stateTransitions

stateDesired

448

Type

Required

array[type_astra_stateTra False

nsition]

string

True

Description

Permitted state
transitions.

The following state
transitions are possible for
this resource:

* "establishing":
"established",
"deleting”

» "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

 "failedOver":
"establishing",
"deleting”

 "deleting": "deleted"

» "deleted":

The desired state for the
relationship.

At creation, the only valid
value is "established".
Defined values are:

» "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateAllowed

stateDetails

Type Required

array[string] False

array[type_astra_stateDet True
ail]

Description

States that can be
requested in a given
state.

The following states can
be requested in each
defined state:

* "establishing":
"established",
"deleted"

* "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails
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Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer.

Defined values are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

Type

string

Required

True

Description

Health state of the
resource.
Defined values are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification
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Name

healthStateTransitions

healthStateDetails

metadata

452

Type Required

array[type_astra_stateTra True
nsition]

array[type_astra_stateDet True
ail]

type_astra_metadata_upd True
ate

Description

Permitted state transitions
from a given defined
state.

The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal":
"indeterminate",

"warning", "critical"

 "warning":
"indeterminate”,
"normal", "critical"

* "critical™:
"indeterminate”,
"normal”, "warning"

Additional details about
the current state including
why the current state was
reached.

If no details are available,
this array will be empty.
Defined values are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the
resource.

Defined values are:

* Conforms to the Astra
Metadata Schema
If not specified on
create, a metadata
object will be created
with no labels.
If not specified on
update, the metadata
object’s labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.1",

"id": "512c8dac-b7d4-5be9-836e-ee672965866a",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226"

"state": "establishing",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",
"deleting"

"from": "failingOver",
"to": [
"failedOver",
"deleting"

"from": "failedOver",

"to": [
"establishing",
"deleting"

"from": "deleting",
"toll: [
"deleted"

453



1,

"stateDesired": "established",

"stateAllowed": [
"deleted"
1y
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/3",
"title": "AppMirror is being established",
"detail": "The AppMirror relationship is in the process of being
established."
}
I
"healthState": "warning",

"healthStateTransitions": [
{
"from": "indeterminate",
"to": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"tO": [
"indeterminate",
"normal",

"warning"
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}

15
"healthStateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/4",
"title": "AppMirror not yet established",
"detail": "The relationship is in the process of being

established, so it's not protecting the app data yet."
}
1,

"metadata": {
"labels": T[],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/3",

"title": "Missing bearer token",

"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

Required Description
True

True

True

True

False

False List of invalid request
body fields

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name
type
title
detail
status

correlationlD

456

Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions

namespaceMapping

Name Type Required Description

clusterID string False Identifier of the cluster
for which the
namespaces are
specified.

Defined values are:

e Conforms to the
Astra |dentifier
Schema

namespaces array[string] False List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index.
Defined values are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

role string False The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used.
Defined values are:

* "source"

» "destination"

storageClasses
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Name

clusterID

storageClassName

role

type_astra_label

Name
name

value

Type

string

string

string

Type
string

string

type_astra_metadata_update

Client and service-specified metadata associated with the resource.

Defined values are:

* Conforms to the Astra Metadata Schema
If not specified on create, a metadata object will be created with no labels.

Required

False

False

False

Required
True

True

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

* Conforms to the
Astra |dentifier
Schema

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID".

Defined values are:

* Minimum length: 1

* Maximum length:
255

The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used.

Defined values are:

* "source"

» "destination"

Description

If not specified on update, the metadata object’s labels, creationTimestamp and createdBy, will be

preserved without modification.
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Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Type
array[type_astra_label]
string
string
string

string

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Type

string

string

Required
False
False
False
False

False

Required
True

True

Required
True
True
True

False

Required

True

True

Required

True

True

Description

Description

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid
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#type_astra_label
#additionalDetails

List all AppMirror resources
GET /accounts/{account_id}/k8s/vl/appMirrors

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

include string query False Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
ll2ll
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Name

filter

Response

Status:
collection.

Type

string

query

Required

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name

items

metadata

array[Any of:
appMirror_1.1_get _respon
se_body, array[]]

type astra_metadata_list

Description
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