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Referéncia da API

Overview

The Astra Control REST API reference documentation contains the details of all the REST API calls, including
the endpoints, HTTP methods, input parameters, and responses. This complete reference is helpful when
developing automation applications using the API. The Astra REST API provides CRUD (Create-Read-Update-
Delete) access to all the Astra Control resources except where noted for a specific resource category. This

reference documentation applies to the 24.02 release of Astra Control REST API.

ASUP

ASUP overview

The ASUP API provides access to ASUP resources in order to create and optionally upload the AutoSupport

bundles.

Create a new ASUP resource
POST /accounts/{account id}/core/vl/asups

Indicates the desired values for the ASUP API resource to be created.

Parameters
Name Type In Required
account_id string path True

Request Body

Indicates the desired values for the ASUP API resource to be created.

Name Type Required
type string True
version string True

Description

ID of the containing
account resource

* example:
{{.Account}}

Description

Media type of the
resource. Defined values
are:

* "application/astra-
asup"

Version of the resource.
Defined values are:
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Name

upload

dataWindowStart

dataWindowEnd

Type

string

string

string

Required

True

False

False

Description

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation. Defined values
are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request. Defined
values are:

» Conforms to the ISO-
8601 Date Time
Schema

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

e Conforms to the ISO-
8601 Date Time
Schema



Name Type Required Description

metadata type_astra_metadata False Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.

Example request

"type": "application/astra-asup",
"version": "1.0",
"upload": "true"
}
Response

Status: 201, Returns the newly created asup resource in the JSON response

body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
asup"

version string True Version of the resource.
Defined values are:
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#type_astra_metadata

Name

creationState

creationStateDetails

Type Required
string True
string True

array[type_astra_stateDet True
ail]

Description

Globally unique identifier
of the resource. Defined
values are:

* Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can be
downloaded by
performing a GET of the
resource URI with an
Accept header containing
"/* or "application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

 "completed" -
AutoSupport bundle
generation has
completed.

* "partial" - AutoSupport
bundle generation has
completed but some
data was not included
in the bundle.

* "failed" - AutoSupport
bundle generation is
in a permanent failure
state.

JSON array of JSON
objects that lists additional
details about why
"creationState"
transitioned into "partial”
or "failed". If no details are
available, this array will be
empty.

e Minimum items: 0


#type_astra_stateDetail
#type_astra_stateDetail

Name

upload

Type

string

Required

True

Description

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation. Defined values
are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.



Name

uploadState

Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested. Defined values
are:

* "pending"” -
AutoSupport bundle
upload is scheduled
for when AutoSupport
bundle creation
completes
("creationState" is
"running").

* "blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload was
blocked because
there is no license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

+ "completed" -
AutoSupport bundle
upload has
completed.

* "failed" - AutoSupport
bundle upload is in a
permanent failure
state.



Name

uploadStateDetails

triggerType

dataWindowStart

Type

Required

array[type_astra_stateDet False

ail]

string

string

True

True

Description

JSON array of JSON
objects that lists additional
details about why
"uploadState" transitioned
into "failed". If no details
are available, this array
will be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The ASUP
resource and
associated
AutoSupport bundle
were created
manually.

 "scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request. Defined
values are:

» Conforms to the ISO-
8601 Date Time
Schema


#type_astra_stateDetail
#type_astra_stateDetail

Name

dataWindowEnd

metadata

Type

string

type_astra_metadata

Required

True

True

Description

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.


#type_astra_metadata

Example response

"application/astra-asup",

: "9950003f-alc7-5ca7-8930-06eec25f60aa",

"type" .
"version": "1.0",
"id"
"creationState":

"creationStateDetails":
"upload":
"uploadState":

"true",

"uploadStateDetails":

"triggerType":
"dataWindowStart":
"dataWindowEnd":

"metadata": {
"labels": [],

"creationTimestamp":

"modificationTimestamp":

"createdBy":
}
}
Response
Status: 401, Unauthorized

Name Type
type string

title string
detail string
status string

correlationlD

string

"running",

"pending",

"manual",
"2020-08-05T12:24:00.000000z2",
"2020-08-06T12:24:52.000000z",

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True

10


#invalidFields

Name

title

detail

status
correlationlD

invalidFields

Example response

ntypen .
"title":

"detail":

Type
string
string
string
string

array[invalidFields]

Required Description

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/10",

"JSON resource conflict",
"The request body JSON contains a field that conflicts with

an idempotent wvalue.",

"status"

Response

Status: 403,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":

"status"

: "409"

Forbidden

Type
string
string
string
string

string

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted.",
: "403"
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#invalidFields

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions

12



See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

13


#type_astra_label
#additionalDetails

Name

name

reason

Type

string

string

List all ASUP resources

GET /accounts/{account_id}/core/vl/asups

Required

True

True

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type
account_id string
include string
limit string

14

path

query

query

Required

True

False

False

Description

ID of the containing
account resource

* example:
{{-Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll



Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
asup_1.0_get _response_
body, array[]]

metadata type astra_metadata_list True

15


https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#asup_1_0_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#asup_1_0_get_response_body
#type_astra_metadata_list

Example response
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"type": "application/astra-asups",

"version": "1.0",

"items": [

1,

{

}

"type": "application/astra-asup",
"version": "1.0",
"id": "80796606-79ba-480b-966c-e4c600fbf623",
"creationState": "completed",
"creationStateDetails": [],
"upload": "true",
"uploadState": "running",
"uploadStateDetails": [],
"triggerType": "manual",
"dataWindowStart": "2020-08-05T12:24:00.000000z2",
"dataWindowEnd": "2020-08-06T12:24:52.0000002",
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z2",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1b32a508-cc6f-4f1b-809f-c42£d91b4848"

"type": "application/astra-asup",
"version": "1.0",
"id": "6503131d-8b36-4434-b34f-73661ae8100b",
"creationState": "completed",
"creationStateDetails": [],
"upload": "true",
"uploadState": "completed",
"uploadStateDetails": [1,
"triggerType": "scheduled",
"dataWindowStart": "2020-08-04T13:30:00.0000002",
"dataWindowEnd": "2020-08-05T13:30:00.000000z2",
"metadata": {
"labels": [],
"creationTimestamp": "2020-08-05T13:30:00.0123212",
"modificationTimestamp": "2020-08-05T13:30:00.012321z",
"createdBy": "1b32a508-cc6f-4f1b-809f-c42£fd91b4848"

"metadata": {



"labels": [],

"creationTimestamp":

"modificationTimestamp":

"createdBy":
}
}
Response
Status: 401, Unauthorized

Name Type
type string
title string
detail string
status string
correlationlD string

Example response

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

n type " :
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response
Status: 400, Bad request

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

"The request is missing the required bearer token.",

Required Description
True
True
True
True

False
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Name

invalidParams

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 403,
Name

type

title

detail

status

correlationlD

Example response

" type LAl :
"title":
"detail"
"status"
}
Error
Status: 404,

18

Type Required

array[invalidParams]

Description

False List of invalid query

parameters

"https://astra.netapp.io/problems/5",

"Invalid query parameters",
"The supplied query parameters are invalid.",
"400"

Forbidden
Type Required Description
string True
string True
string True
string True
string False

"https://astra.netapp.io/problems/11",

"Operation not permitted",
: "The requested operation isn't permitted.",
: "403"

Not found


#invalidParams

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions

19



See Definitions

additionalDetails

type_astra_stateDetall

Name Type
type string
title string
detail string
additionalDetails additionalDetails

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required
True
True
True

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels.

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string
asup_1.0_get _response_body

Name Type
type string

20

Required
True
True
True
True

False

Required

True

Description

Description

Media type of the
resource. Defined values
are:

* "application/astra-
asup"


#additionalDetails
#type_astra_label

Name

version

creationState

Type

string

string

string

Required

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .O"

Globally unique identifier
of the resource. Defined
values are:

« Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial”
states, the bundle can
be downloaded by
performing a GET of the
resource URI with an
Accept header
containing "/ or
"application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

* "completed" -
AutoSupport bundle
generation has
completed.

* "partial" -
AutoSupport bundle
generation has
completed but some
data was not
included in the
bundle.

* "failed" -
AutoSupport bundle
generation is in a
permanent failure
state.

21
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Name

creationStateDetails

upload

Type

Required

array[type_astra_stateDe True

tail]

string

True

Description

JSON array of JSON
objects that lists
additional details about
why "creationState"
transitioned into "partial"
or "failed". If no details
are available, this array
will be empty.

e Minimum items: 0

JSON string containing a
value indicating whether
to upload the
AutoSupport bundle after
successful creation.
Defined values are:

 "true" - Upload the
AutoSupport bundle.

* "false" - Do not
upload the
AutoSupport bundle.


#type_astra_stateDetail
#type_astra_stateDetail

Name

uploadState

Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested. Defined
values are:

* "pending"” -
AutoSupport bundle
upload is scheduled
for when
AutoSupport bundle
creation completes
("creationState" is
"running").

* "blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload
was blocked
because there is no
license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

 "completed"” -
AutoSupport bundle
upload has
completed.

* "failed" -
AutoSupport bundle
upload isin a
permanent failure
state.
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Name

uploadStateDetails

triggerType

dataWindowStart

Type

Required

array[type_astra_stateDe False

tail]

string

string

True

True

Description

JSON array of JSON
objects that lists
additional details about
why "uploadState"
transitioned into "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The
ASUP resource and
associated
AutoSupport bundle
were created
manually.

"scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd"
key value. Maximum is 7
days before the current
time of the request.
Defined values are:

« Conforms to the
ISO-8601 Date Time
Schema


#type_astra_stateDetail
#type_astra_stateDetail

Name

dataWindowEnd

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

Type

string

type_astra_metadata

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

Required

True

True

Required
False
False
False
False
False
False

False

Required

True

Description

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

* Conforms to the
ISO-8601 Date Time
Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels.

Description

Description

Name of the invalid
query parameter

25


#type_astra_metadata
#type_astra_label

Name Type Required Description

reason string True Reason why the query
parameter is invalid

Retrieve an ASUP resource
GET /accounts/{account id}/core/vl/asups/{asup_id}

Returns the stored ASUP API resource in the JSON response body. If the AutoSupport bundle "creationState"
is "completed" or "partial”, the AutoSupport bundle can be downloaded by specifying an Accept header
containing "/ or "application/gzip".

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
asup_id string path True ID of the asup
collection to list
Response

Status: 200, Returns the stored ASUP API resource in the JSON response
body. If the AutoSupport bundle "creationState" is "completed" or
"partial", the AutoSupport bundle can be downloaded by specifying an

Accept header containing "*/*" or "application/gzip".

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
asup"

version string True Version of the resource.
Defined values are:

. ll1 .Oll
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Name

creationState

creationStateDetails

Type Required
string True
string True

array[type_astra_stateDet True
ail]

Description

Globally unique identifier
of the resource. Defined
values are:

* Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating the
creation state of the
AutoSupport bundle. For
"completed" and "partial"
states, the bundle can be
downloaded by
performing a GET of the
resource URI with an
Accept header containing
"/* or "application/gzip".
Defined values are:

* "running" -
AutoSupport bundle
generation is running
normally.

 "completed" -
AutoSupport bundle
generation has
completed.

* "partial" - AutoSupport
bundle generation has
completed but some
data was not included
in the bundle.

* "failed" - AutoSupport
bundle generation is
in a permanent failure
state.

JSON array of JSON
objects that lists additional
details about why
"creationState"
transitioned into "partial”
or "failed". If no details are
available, this array will be
empty.

e Minimum items: 0

27


#type_astra_stateDetail
#type_astra_stateDetail

Name

upload

28

Type

string

Required

True

Description

JSON string containing a
value indicating whether
to upload the AutoSupport
bundle after successful
creation. Defined values
are:

» "true" - Upload the
AutoSupport bundle.

« "false" - Do not upload
the AutoSupport
bundle.



Name

uploadState

Type

string

Required

False

Description

JSON string containing a
value that indicates the
state of the AutoSupport
bundle upload if it was
requested. Defined values
are:

* "pending"” -
AutoSupport bundle
upload is scheduled
for when AutoSupport
bundle creation
completes
("creationState" is
"running").

* "blocked" -
AutoSupport bundle
upload was not
attempted because
the bundle was not
created
("creationState" is
"failed") or upload was
blocked because
there is no license.

* "running" -
AutoSupport bundle
upload is running
normally
("creationState" is
"completed" or
"partial").

+ "completed" -
AutoSupport bundle
upload has
completed.

* "failed" - AutoSupport
bundle upload is in a
permanent failure
state.
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Name

uploadStateDetails

triggerType

dataWindowStart

30

Type

Required

array[type_astra_stateDet False

ail]

string

string

True

True

Description

JSON array of JSON
objects that lists additional
details about why
"uploadState" transitioned
into "failed". If no details
are available, this array
will be empty.

e Minimum items: 0

JSON string containing a
value that indicates what
triggered the creation of
the ASUP resource.
Defined values are:

* "manual" - The ASUP
resource and
associated
AutoSupport bundle
were created
manually.

 "scheduled" - The
ASUP resource and
associated
AutoSupport bundle
were created
according to a
configured schedule.

JSON string containing a
timestamp indicating the
start time of the
AutoSupport bundle data
collection window.
Defaults to 24 hours
before the
"dataWindowEnd" key
value. Must occur before
the "dataWindowEnd" key
value. Maximum is 7 days
before the current time of
the request. Defined
values are:

» Conforms to the ISO-
8601 Date Time
Schema


#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required
dataWindowEnd string True

metadata type_astra_metadata True

Example response

"type": "application/astra-asup",

"version": "1.0",

"id": "9950003f-alc7-5ca7-8930-06eec25f60aa",

"creationState": "completed",
"creationStateDetails": [],
"upload": "false",
"triggerType": "manual",

"dataWindowStart": "2020-08-05T12:24:00.0000002",
"dataWindowEnd": "2020-08-06T12:24:52.0000002",

"metadata": {
"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",

Description

JSON string containing a
timestamp indicating the
end time of the
AutoSupport bundle data
collection window.
Defaults to the current
time of the request.
Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.

"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

31


#type_astra_metadata

Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

32

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True

detail string True



Name Type Required Description
status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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additionalDetails

type_astra_stateDetall

Name Type
type string
title string
detail string
additionalDetails additionalDetails

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required
True
True
True

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels.

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

Name Type
name string
reason string

Required
True
True
True
True

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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#additionalDetails
#type_astra_label

Account

Account overview

The Account API represents isolated tenants in a multitenant system.

Create a new account

POST /accounts

Indicates the desired values for the Account API resource to be created.

Request Body

Indicates the desired values for the Account API resource to be created.

Name Type Required
type string True
version string True
name string True

36

Description

Media type of the
resource. Defined values
are:

* "application/astra-
account”

Version of the resource.
Defined values are:

. ll1 .O“

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.



Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-account",
"version": "1.0",
"name": "Testing 123"
}
Response

Status: 201, Returns the newly created account resource in the JSON

response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
account"
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#type_astra_metadata_update
#type_astra_metadata_update

Name

version

name

state
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Type

string

string

string

string

Required

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1 .O"

Globally unique identifier
of the resource. Defined
values are:

« Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing a
value indicating the
operational state of the
account. Defined values
are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

 "active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue



Name

isEnabled

enabledTimestamp

accountContact

metadata

Type Required
string True
string False
accountContact False

type astra_metadata_upd True
ate

Description

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

* "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled. If the
account has never been
enabled, this field is
absent. Defined values
are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON object containing
user contact information
to create an owner user at
the time of account
activation.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

* Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#accountContact
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-account",
"version": "1.0",

"id": "666a3f38-d4fa-5b62-a391-a69029758d32",
"name": "fraught-pines",

"state": "pending",

"isEnabled": "false",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z72",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

"type": "https://astra.netapp.io/problems/5"
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name

type

title

detail

status
correlation|D

invalidFields

Type
string
string
string
string
string

array[invalidFields]

Required

True
True
True
True
False

False

Required
True

True

True

True
False

False

Description

List of invalid request
body fields

"The supplied query parameters are invalid.",

Description

List of invalid request
body fields
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#invalidFields
#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided. If this key exists, all six of the contained JSON strings
will be present. If you provide nothing, the string will be empty.

Name Type Required Description

addressCountry string True JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2. Defined values
are:

* Minimum length: 2

* Maximum length: 2
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#type_astra_label

Name

addressLocality

addressRegion

postalCode

streetAddress1

streetAddress?2

accountContact

Type

string

string

string

string

string

Required

True

True

True

True

False

Description

JSON string containing
the locality (for example,
city) associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the postal code
associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 31

JSON string containing
the street address
associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
optional ancillary street
address information,
post office box, and
more. Defined values
are:

* Minimum length: 1

* Maximum length: 63
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JSON object containing user contact information to create an owner user at the time of account activation.

Name Type Required
firstName string True
lastName string True
companyName string False

46

Description

JSON string containing a
user specified long-form
first name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing a
user specified long-form
last name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.



Name Type Required
email string True
phone string False
postalAddress postalAddress True
invalidParams

Name Type Required
name string True
reason string True
invalidFields

Name Type Required
name string True

Description

JSON strings containing
a user specified email
address. Defined values
are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided. Defined
values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided. If this key
exists, all six of the
contained JSON strings
will be present. If you
provide nothing, the
string will be empty.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field
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#postalAddress

Name

reason

List all accounts

GET /accounts

Description

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

include

limit
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Type

string

string

query

query

Required

False

False

Description

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll



Name

filter

orderBy

skip

Type

string

string

string

query

query

query

Required

False

False

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Indicates the sort
order of resource
when listing a
collection.

URL examples:
"orderBy=name",
"orderBy=name%20
desc"

OpenAPI examples:
"name desc"

Indicates the
number of resources
to skip over when
listing a collection.

URL examples:
"skip=1"

OpenAPI examples:
||1 n
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Name

count

continue

Response

Status:
collection.

Type

string

query

query

Required

False

False

Description

Indicates if the total
number of resources
should be returned
in the metadata
object.

URL examples:
"count=true"

OpenAPI examples:
"true"

Indicates the token
to resume listing
from.

URL examples:
"continue=<continue
token="" from=""
collection=""
metadata="">"</cont
inue>

OpenAPI examples:
"<continue token=""
from="" collection=
metadata="">"</cont
inue>&lt;/continue&g
t;

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name

items

metadata
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array[Any of:
account_1.0_get respons
e_body, array[]]

type astra_metadata_list

Description


https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#account_1_0_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#account_1_0_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-accounts",

"version": "1.0",

"items": [

{

}
1,

"type": "application/astra-account",

"version": "1.0",

"id": "70796606-79ba-480b-966c-e4c600fbf622",

"name": "fraught-pines",

"state": "active",

"isEnabled": "true",

"enabledTimestamp": "2020-08-06T12:24:52.25662427",

"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624272",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1723al7e-9fd1-4636-86el-2ec9e04bceb1l"

"type": "application/astra-account",

"version": "1.0",

"id": "7976114d-35ec-48a7-ba31-22d8e9%4a8bb2",

"name": "sad-dino",

"state": "active",

"isEnabled": "true",

"enabledTimestamp": "2020-08-06T12:24:52.256624Z7",

"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "1723al7e-9fd1-4636-86el-2ec9%9e04bce51"

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
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Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams
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Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True

detail string True



Name Type Required Description
status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided. If this key exists, all six of the contained JSON strings
will be present. If you provide nothing, the string will be empty.

Name

addressCountry

addressLocality

addressRegion

postalCode

Type

string

string

string

string

Required

True

True

True

True

Description

JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2. Defined values
are:

* Minimum length: 2

* Maximum length: 2

JSON string containing
the locality (for example,
city) associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the postal code
associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 31
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Name

streetAddress1

streetAddress?2

accountContact

Type

string

string

Required

True

False

Description

JSON string containing
the street address
associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
optional ancillary street
address information,
post office box, and
more. Defined values
are:

* Minimum length: 1

* Maximum length: 63

JSON object containing user contact information to create an owner user at the time of account activation.

Name

firstName

Type

string

Required

True

Description

JSON string containing a
user specified long-form
first name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.



Name

lastName

companyName

email

Type

string

string

string

Required

True

False

True

Description

JSON string containing a
user specified long-form
last name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address. Defined values
are:

* Minimum length: 1

» Maximum length: 63
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Name

phone

postalAddress

type_astra_label

Name
name

value

Type

string

postalAddress

Type
string

string

type_astra_metadata_update

Required

False

True

Required
True

True

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided. Defined
values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided. If this key
exists, all six of the
contained JSON strings
will be present. If you
provide nothing, the
string will be empty.

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and

createdBy, will be preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

Type
array[type_astra_label]
string
string
string

string

account_1.0_get_response_body

Required
False
False
False
False

False

Description


#postalAddress
#type_astra_label

Name

type

version

name

Type

string

string

string

string

Required

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
account"

Version of the resource.
Defined values are:

° ll1 .O"

Globally unique identifier
of the resource. Defined
values are:

« Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

state

isEnabled

enabledTimestamp

Type

string

string

string

Required

True

True

False

Description

JSON string containing a
value indicating the
operational state of the
account. Defined values
are:

"pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending” -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating
the account is enabled.
Defined values are:

- "false" - Users are
not permitted to use
this account

* "true" - Users are
permitted to use this
account

JSON string containing
the timestamp indicating
when the account was
last enabled. If the
account has never been
enabled, this field is
absent. Defined values
are:

e Conforms to the
ISO-8601 Date Time
Schema



Name

accountContact

metadata

type _astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

Type Required Description
accountContact False JSON object containing
user contact information
to create an owner user
at the time of account
activation.
type_astra_metadata_up True Client and service-
date specified metadata
associated with the
resource. Defined values
are:
» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without
modification.
Type Required Description
string False
number False
array[type_astra_label]  False
string False
string False
string False
string False
Type Required Description
string True Name of the invalid

query parameter
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#accountContact
#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Name

reason

Retrieve an account

Type

string

GET /accounts/{account_ id}

Required

True

Returns the stored Account API resource in the JSON response body.

Parameters

Name Type
account_id string
Response

path

Required

True

Description

Reason why the query
parameter is invalid

Description

ID of the account
collection to list

* example:
{{.Account}}

Status: 200, Returns the stored Account API resource in the JSON response

body.

Name

type

version

62

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
account"

Version of the resource.
Defined values are:

° ll1 .0"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema



Name

name

state

isEnabled

Type

string

string

string

Required

True

True

True

Description

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing a
value indicating the
operational state of the
account. Defined values
are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

"active" - Changes
can be made to any
resource under the
account

"deletePending” -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue

JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

* "true" - Users are
permitted to use this
account
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Name

enabledTimestamp

accountContact

metadata
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Type Required
string False
accountContact False

type_astra_metadata_upd True
ate

Description

JSON string containing
the timestamp indicating
when the account was
last enabled. If the
account has never been
enabled, this field is
absent. Defined values
are:

* Conforms to the ISO-
8601 Date Time
Schema

JSON object containing
user contact information
to create an owner user at
the time of account
activation.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#accountContact
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-account",
"version": "1.0",

"id": "666a3f38-d4fa-5b62-a391-a69029758d32",
"name": "fraught-pines",

"state": "active",

"isEnabled": "true",
"enabledTimestamp": "2020-08-06T12:24:52.256624Z72",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD
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Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided. If this key exists, all six of the contained JSON strings
will be present. If you provide nothing, the string will be empty.

Name

addressCountry

addressLocality

addressRegion

postalCode
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Type

string

string

string

string

Required

True

True

True

True

Description

JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2. Defined values
are:

* Minimum length: 2

* Maximum length: 2

JSON string containing
the locality (for example,
city) associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the postal code
associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 31



Name

streetAddress1

streetAddress?2

accountContact

JSON object containing user contact information to create an owner user at the time of account activation.

Name

firstName

Type

string

string

Type

string

Required

True

False

Required

True

Description

JSON string containing
the street address
associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
optional ancillary street
address information,
post office box, and
more. Defined values
are:

* Minimum length: 1

* Maximum length: 63

Description

JSON string containing a
user specified long-form
first name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.
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Name

lastName

companyName

email

Type

string

string

string

Required

True

False

True

Description

JSON string containing a
user specified long-form
last name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address. Defined values
are:

* Minimum length: 1

» Maximum length: 63



Name

phone

postalAddress

type_astra_label

Name
name

value

Type

string

postalAddress

Type
string

string

type_astra_metadata_update

Required

False

True

Required
True

True

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided. Defined
values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided. If this key
exists, all six of the
contained JSON strings
will be present. If you
provide nothing, the
string will be empty.

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and

createdBy, will be preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Type
array[type_astra_label]
string
string
string

string

Required
False
False
False
False

False

Description


#postalAddress
#type_astra_label

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify an account
PUT /accounts/{account_id}

Replaces the entire stored resource with the supplied JSON request body while preserving the key values that
are not user-modifiable.

Side Effects

« Changing "isEnabled" from "false" to "true" sets "enabledTimestamp" to the current time.

Parameters
Name Type In Required Description
account_id string path True ID of the account

collection to list

* example:
{{.Account}}

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving the key values that
are not user-modifiable.

Side Effects

* Changing "isEnabled" from "false" to "true" sets "enabledTimestamp" to the current time.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
account"
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Name

version

name

state

Type

string

string

string

string

Required

True

False

False

False

Description

Version of the resource.
Defined values are:

° ll1 .O"

Globally unique identifier
of the resource. Defined
values are:

« Conforms to the
UUIDv4 Schema

JSON string containing a
name for the account.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

JSON string containing a
value indicating the
operational state of the
account. Defined values
are:

» "pending" - Changes
can only be made to
user and role
resources under the
account (default
value)

 "active" - Changes
can be made to any
resource under the
account

"deletePending" -
Users cannot log in,
data protection
operations are
suspended, charges
no longer accrue
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Name Type Required Description

isEnabled string False JSON string indicating the
account is enabled.
Defined values are:

» "false" - Users are not
permitted to use this
account

* "true" - Users are
permitted to use this
account

enabledTimestamp string False JSON string containing
the timestamp indicating
when the account was
last enabled. If the
account has never been
enabled, this field is
absent. Defined values
are:

e Conforms to the ISO-
8601 Date Time
Schema

accountContact accountContact False JSON object containing
user contact information
to create an owner user at
the time of account

activation.
metadata type astra_metadata_upd False Client and service-
ate specified metadata

associated with the
resource. Defined values
are:

* Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#accountContact
#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-account",
"version": "1.0",
"name": "frightened-pine"
}
Response

Status: 204, Indicates if the account resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request



Name

type

title

detail

status
correlationlD

invalidFields

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 409,

Name

type

title

detail

status
correlationlD

invalidFields
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Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

: "The supplied query parameters are invalid.",

: "400"

Conflict

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields
#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True



Name Type Required Description

detail string True
status string True
correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.
"status": "404"
}
Definitions
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See Definitions

postalAddress

JSON object containing a collection of JSON strings specifying an address. If this key does not exist, it
indicates that an address has not been provided. If this key exists, all six of the contained JSON strings
will be present. If you provide nothing, the string will be empty.

Name

addressCountry

addressLocality

addressRegion

postalCode

Type

string

string

string

string

Required

False

False

False

False

Description

JSON string containing
the country name or
country code associated
with the postal address,
as specified in ISO 3166
Alpha-2. Defined values
are:

* Minimum length: 2

* Maximum length: 2

JSON string containing
the locality (for example,
city) associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the region (for example,
state) associated with
the postal address.
Defined values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
the postal code
associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 31
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Name

streetAddress1

streetAddress?2

accountContact

Type

string

string

Required

False

False

Description

JSON string containing
the street address
associated with the
postal address. Defined
values are:

* Minimum length: 1

* Maximum length: 63

JSON string containing
optional ancillary street
address information,
post office box, and
more. Defined values
are:

* Minimum length: 1

* Maximum length: 63

JSON object containing user contact information to create an owner user at the time of account activation.

Name

firstName

Type

string

Required

False

Description

JSON string containing a
user specified long-form
first name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.



Name

lastName

companyName

email

Type

string

string

string

Required

False

False

False

Description

JSON string containing a
user specified long-form
last name. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON string containing
the company name
associated with the user.
If this key does not exist,
it indicates that a
company name has not
been provided. Defined
values are:

* Minimum length: 1
* Maximum length: 63

 This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

JSON strings containing
a user specified email
address. Defined values
are:

* Minimum length: 1

» Maximum length: 63
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Name

phone

postalAddress

type_astra_label

Name
name

value

Type

string

postalAddress

Type
string

string

type_astra_metadata_update

Required

False

False

Required
True

True

Description

JSON string containing
the phone number of the
user. If this key does not
exist, it indicates that a
phone number has not
been provided. Defined
values are:

* Minimum length: 1

* Maximum length: 31

JSON object containing
a collection of JSSON
strings specifying an
address. If this key does
not exist, it indicates that
an address has not been
provided. If this key
exists, all six of the
contained JSON strings
will be present. If you
provide nothing, the
string will be empty.

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and

createdBy, will be preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Type
array[type_astra_label]
string
string
string

string

Required
False
False
False
False

False

Description


#postalAddress
#type_astra_label

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

Delete an account

DELETE /accounts/{account_id}
Removes the specified Account API resource.
Side Effects

» "deletePending" is set to "true" and the account can no longer be accessed.

Parameters
Name Type In Required Description
account_id string path True ID of the account
collection to list
* example:
{{.Account}}
Response

Status: 204, Indicates if the account resource was deleted.

Response

Status: 401, Unauthorized



Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 400,

Name

type

title

detail

status
correlationID

invalidParams
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Type
string
string
string
string

string

"Missing bearer token",

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

"401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required Description
True

True

True

True

False

False List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True

detail string True



Name
status

correlationID

Type
string

string

Example error response

"type" .
"title":

"detail":
"status":

Definitions

See Definitions
invalidParams

Name

name

reason

App

App overview

Required
True

False

"https://astra.netapp.io/problems/1"
"Resource not found",

Description

"The resource specified in the request URI wasn't found.",

"404"

Type

string

string

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The App API represents Kubernetes applications, including those unmanaged by Astra.

Create a new app for a managed cluster

POST /accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps

Indicates the desired values for the App API resource to be created.

Parameters
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Name Type In Required
account_id string path True
managedCluster_id string path True

Request Body

Indicates the desired values for the App API resource to be created.

Name Type Required
type string True
version string True
name string True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

Description

Media type of the
resource. Defined values
are:

* "application/astra-app

Version of the resource.
Defined values are:

. "2.0“

° Il2-1 n
° ll2-2ll

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

* Conforms to the DNS
1123 Label Schema

87



Name Type Required

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]

namespaceMapping array[namespaceMapping False
]

storageClassMapping array[storageClassMappin False
gl
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Description

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum ltems: O


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources
#namespaceMapping
#storageClassMapping
#storageClassMapping

Name

clusterID

sourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not currently
running. When specified
on create, clusterlD
indicates which cluster the
application must be
cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail. Defined values
are:

e Conforms to the Astra
Identifier Schema

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot. When specified
on create, the
sourceAppID is used in
conjunction with the
sourceClusterlD and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplID,
backuplD, or snapshot|D
can be specified when
creating an application.
Defined values are:

e Conforms to the Astra
Identifier Schema
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Name

sourceClusterlD

90

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on. Only returned
if the application was
cloned from another
cluster. When specified on
create, the
sourceClusterID is used in
conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the application
was restored from a
backup. When specified
on create, backuplD
indicates that an
application will be cloned
from an existing backup. If
the specified backup does
not exist, the clone will
fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
backuplD indicates the
application backup from
which the application will
be in-place restored. If the
specified backup does not
exist, the restore will fail.
Only one of backuplID or
snapshotID can be
specified when updating
an application Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

restoreFilter

92

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the application
was restored from a
snapshot. When specified
on create, snapshotlD
indicates that an
application will be cloned
from an existing snapshot.
If the specified snapshot
does not exist, the clone
will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot from
which the application will
be in-place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of backupID
or snapshotID can be
specified when updating
an application. Defined
values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.


#restoreFilter

Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-app",

"version": "2.2",

"name": "jenkins",

"clusterID": "0f284377-ebdc-4dcd-bacd-3197f2b8a347",

"namespaceScopedResources": [

{

"namespace": "production"

Response

Status: 201, Returns the newly created app resource in the JSON response
body.
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#type_astra_metadata_update
#type_astra_metadata_update

Name

type

version

links

name

clusterScopedResources

94

Type

string

string

string

array[type_astra_link]

string

Required

True

True

True

True

True

array[clusterScopedResou False

rces]

Description

Media type of the
resource. Defined values
are:

* "application/astra-app

Version of the resource.
Defined values are:

° ll2-0ll
° ll2- 1 n
° ll2.2ll

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app


#type_astra_link
#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped True

ces

lastResourceCollectionTi
mestamp

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet. Defined
values are:

* Conforms to the ISO-
8601 Date Time
Schema
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#namespaceScopedResources
#namespaceScopedResources

Name

state

96

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application. Defined
values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

98

Type Required

string True

array[type astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application. Defined
values are:

 "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that

policy

* "none" - The
application does not
have a protection
policy defined

* "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array|[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected. Defined values
are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

100

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum Items: O

JSON string containing
the name of the cluster
that the application is
running on. Not returned if
the application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not currently
running. When specified
on create, clusterID
indicates which cluster the
application must be
cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name Type Required Description

clusterType string False JSON string containing a
value indicating the type
of cluster. Defined values
are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

» "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

102

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot. When specified
on create, the
sourceApplD is used in
conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on. Only returned
if the application was
cloned from another
cluster. When specified on
create, the
sourceClusterID is used in
conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

104

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the application
was restored from a
backup. When specified
on create, backuplD
indicates that an
application will be cloned
from an existing backup. If
the specified backup does
not exist, the clone will
fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
backuplD indicates the
application backup from
which the application will
be in-place restored. If the
specified backup does not
exist, the restore will fail.
Only one of backuplID or
snapshotID can be
specified when updating
an application Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

replicationSourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the application
was restored from a
snapshot. When specified
on create, snapshotlD
indicates that an
application will be cloned
from an existing snapshot.
If the specified snapshot
does not exist, the clone
will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot from
which the application will
be in-place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of backupID
or snapshotID can be
specified when updating
an application. Defined
values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of the application
that is being replicated to
this application. Only
returned if the application
is currently the destination
in an AppMirror
relationship, and the
relationship is not in the
failedOver state. When
the relationship is in the
failedOver state, this field
is not returned. Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

restoreFilter

metadata

106

Type Required

restoreFilter False

type_astra_metadata_upd True
ate

Description

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",
"version": "2.2",
"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [1,
"name": "Jjenkins",
"namespaceScopedResources": [
{
"namespace": "production",
"labelSelectors": []
}
I
"state": "pending",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": T[],

"namespaces": [
"production"
I
"clusterName": "GKE-22",
"clusterID": "0£f284377-e5dc-4dcd-bacd-3197f2b8a347",

"clusterType": "kubernetes",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
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Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"

Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type
group string
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

True

Required

True

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

112

Name

namespace

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of
the individual
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namespaceMapping

Name

source

destination

storageClassMapping

Name

source

114

Type

string

string

Type

string

Required

True

True

Required

True

Description

JSON string containing
the name of the
namespace on the

source cluster. Defined
values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1

* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes



Name

destination

GVKN

Name

group

version

kind

Type

string

Type

string

string

string

Required

True

Required

False

False

False

Description

JSON string containing
the name of the
destination storage
class. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

namespaces

names
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Type

array[string]

array|[string]

Required

False

False

Description

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore. Each element in
this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string True JSON string containing a
value that indicates how

resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label

Name Type Required Description
name string True

value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False

modificationTimestamp  string False
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#GVKN
#type_astra_label

Name
createdBy
modifiedBy

targetSchema
accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put
type_astra_link

Name

rel

href

type
targetSchema
title

hints

Type
string

string

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string
string
targetSchema
string

hints

namespaceScopedResources

Required Description
False

False

Required Description
False
False
False
False

False

Required Description
True

True

False

False

False

False
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#accept-post
#accept-put
#targetSchema
#hints

Name

namespace

120

Type

string

Required

True

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema



Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of
the individual
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type_astra_stateTransition

Name
from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

restoreFilter

Type
string

array[string]

Type
string
string
string

additionalDetails

Required
True

True

Required
True
True
True

False

Description

= ] wuivuL Ui

resources that have
a label whose name
is app and whose

value is mysql and a

Description

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name

resourceSelectionCriteria

122

Type

string

Required

False

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.


#additionalDetails

Name

GVKN

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Type
array[GVKN]

Type

string

string

Type

string

string

Required

False

Required

True

True

Required

True

True

Description

JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation
error.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid
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#GVKN

List the apps for a managed cluster

GET /accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name

account_id

managedCluster_id

include

limit

124

Type

string

string

string

string

path

path

query

query

Required

True

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
l|2ll



Name

filter

Response

Status:
collection.

Type

string

query

Required

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name

items

metadata

array[Any of:
app_2.2_get response b
ody, array[]]

type astra_metadata_list

Description
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#type_astra_metadata_list

Example response

"type": "application/astra-apps",
"version": "2.2",
"items": [
[
"2ff50f4b-fe40-4980-913f-8a4469184822",
"mysqgl",
"ready"

"aele6561-9e22-406c-8aba-762f4604dal0",
"jenkins",

"ready"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

128

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"
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targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group
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Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources


#accept-post
#accept-put
#targetSchema
#hints

Name Type
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

Required

True

Description

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

132

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of
the individual
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type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping
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Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

True

True

Description

= ] wuivuL Ui

resources that have
a label whose name
is app and whose

value is mysql and a

Description

Description

JSON string containing
the name of the
namespace on the
source cluster. Defined
values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes

JSON string containing
the name of the
destination storage
class. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names
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Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore. Each element in
this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string False JSON string containing a
value that indicates how

resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label

Name Type Required Description
name string True

value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
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#GVKN
#type_astra_label

Name

createdBy
modifiedBy

Type
string

string

app_2.2_get_response_body

Name

type

version

links

name

Type

string

string

string

array[type_astra_link]

string

Required
False

False

Required

True

True

True

True

True

Description

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appll

Version of the resource.
Defined values are:

° ll2.0ll
. ll2. 1 n
° Il2-2ll

Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

» Conforms to the
DNS 1123 Label
Schema
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#type_astra_link

Name Type Required

clusterScopedResources array[clusterScopedReso False
urces]

namespaceScopedReso array[namespaceScoped True

urces Resources]
lastResourceCollectionTi string False
mestamp
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Description

JSON array of JSON
objects describing the
cluster-scoped
resources that are part
of this app

JSON array of JSON
objects describing the
resources that are part
of this app

JSON string containing
the timestamp when the
last resource collection
was performed. This
field is unset if no
resource collection has
been performed for this
application yet. Defined
values are:

e Conforms to the
ISO-8601 Date Time
Schema


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application. Defined
values are:

* "pending" - The
application is
scheduled for
discovery

* "discovering" - The
application is in the
process of being
discovered

* "provisioning" - The
application is in the
process of being
provisioned

* "ready" - The
application is running
normally

+ "failed" - The
application is in a
permanent failure
state

* "restoring" - The
application is being
restored from
backup or snapshot

* "unavailable" - The
application is not
currently accessible

* "unknown" - The
application state
cannot be
determined

* "deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

142

Type Required

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe True
tail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state
transitions from a given
defined state. Each
JSON object contains
the fields "from" and "to",
where the "from" value is
the name of a state, and
the "to" value is an array
of permitted destination
states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type astra_stateDe True
tail]

Description

JSON string containing a
value indicating the
protection state of the
application. Defined
values are:

 "protected" - The
application has a
protection policy
defined and is in
conformance with
that policy

"partial" - The
application has a
protection policy
defined, but is out of
conformance with
that policy

* "none" - The
application does not
have a protection
policy defined

"atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached. If no details are
available, this array will
be empty. Defined
values are:

e Minimum ltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping
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Type Required
string False
array[string] True

array[namespaceMappin False
¢]

Description

JSON string that
uniquely represents the
specific type of
application that is
detected. Defined values
are:

» "system" - The
application contains
a resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The
application contains
resources that
identify it as an Astra
Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which
the application is
running. Defined values
are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping
#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappi False
ng]

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum Items: O

JSON string containing
the name of the cluster
that the application is
running on. Not returned
if the application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not
currently running. When
specified on create,
clusterID indicates which
cluster the application
must be cloned into. If
the specified cluster
does not exist, or if the
cluster specified does
not match the clusterlD
specified in the request
URI, the clone will fail.
Defined values are:

* Conforms to the
Astra |dentifier
Schema
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#storageClassMapping
#storageClassMapping

Name Type Required Description

clusterType string False JSON string containing a
value indicating the type
of cluster. Defined
values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

» "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only
returned if the
application was cloned
from another application,
or was restored from a
backup or snapshot.
When specified on
create, the sourceApplD
is used in conjunction
with the sourceClusterlD
and indicates which
running application will
be cloned. If the
specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the
Astra |dentifier
Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

148

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was
previously running on.
Only returned if the
application was cloned
from another cluster.
When specified on
create, the
sourceClusterlD is used
in conjunction with the
sourceAppID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the
Astra |dentifier
Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the
application was restored
from a backup. When
specified on create,
backupID indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist,
the clone will fail. Only
one of sourceApplD,
backupID, or snapshotID
can be specified when
creating an application.
When specified on a
replace, backuplD
indicates the application
backup from which the
application will be in-
place restored. If the
specified backup does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application
Defined values are:

e Conforms to the
Astra Identifier
Schema
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Name

snapshotID
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Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the
application was restored
from a snapshot. When
specified on create,
snapshotID indicates
that an application will
be cloned from an
existing snapshot. If the
specified snapshot does
not exist, the clone will
fail. Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot
from which the
application will be in-
place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of
backuplD or snapshotlD
can be specified when
updating an application.
Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

replicationSourceAppID

restoreFilter

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the application

that is being replicated to

this application. Only
returned if the
application is currently
the destination in an
AppMirror relationship,
and the relationship is
not in the failedOver
state. When the
relationship is in the
failedOver state, this
field is not returned.
Defined values are:

e Conforms to the
Astra Identifier
Schema

JSON object containing
a list of filters that
describe which
resources are included
or excluded from a
selective restore
operation. Include and
exclude are mutually
exclusive, and a
selective restore can
only use one kind of
filter.
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#restoreFilter

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason
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Type

Required

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid


#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an app for a managed cluster

GET
/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app_

id}

Returns the stored App API resource in the JSON response body.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
managedCluster_id string path True ID of the containing
managedCluster
resource
app_id string path True ID of the app
collection to list
Response

Status: 200, Returns the stored App API resource in the JSON response
body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-app'

version string True Version of the resource.
Defined values are:

° Il2-0ll
° ll2- 1 "
° ll2.2ll
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Name

links

name

clusterScopedResources

Type Required
string True
array[type_astra_link] True
string True

array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped  True

ces
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Resources]

Description

Globally unique identifier
of the resource. Defined
values are:

* Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app


#type_astra_link
#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name Type Required Description

lastResourceCollectionTi  string False JSON string containing

mestamp the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet. Defined
values are:

» Conforms to the ISO-
8601 Date Time
Schema
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Name

state

156

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application. Defined
values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails
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Type Required

string True

array[type astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application. Defined
values are:

 "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that

policy

* "none" - The
application does not
have a protection
policy defined

* "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array|[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected. Defined values
are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID
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Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum Items: O

JSON string containing
the name of the cluster
that the application is
running on. Not returned if
the application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not currently
running. When specified
on create, clusterID
indicates which cluster the
application must be
cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name Type Required Description

clusterType string False JSON string containing a
value indicating the type
of cluster. Defined values
are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

» "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName
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Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot. When specified
on create, the
sourceApplD is used in
conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on. Only returned
if the application was
cloned from another
cluster. When specified on
create, the
sourceClusterID is used in
conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema
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Name

backupID
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Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the application
was restored from a
backup. When specified
on create, backuplD
indicates that an
application will be cloned
from an existing backup. If
the specified backup does
not exist, the clone will
fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
backuplD indicates the
application backup from
which the application will
be in-place restored. If the
specified backup does not
exist, the restore will fail.
Only one of backuplID or
snapshotID can be
specified when updating
an application Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

replicationSourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the application
was restored from a
snapshot. When specified
on create, snapshotlD
indicates that an
application will be cloned
from an existing snapshot.
If the specified snapshot
does not exist, the clone
will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot from
which the application will
be in-place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of backupID
or snapshotID can be
specified when updating
an application. Defined
values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of the application
that is being replicated to
this application. Only
returned if the application
is currently the destination
in an AppMirror
relationship, and the
relationship is not in the
failedOver state. When
the relationship is in the
failedOver state, this field
is not returned. Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

restoreFilter

metadata

166

Type Required

restoreFilter False

type_astra_metadata_upd True
ate

Description

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",

"version": "2.2",

"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [

{

"rel": "canonical",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-

15b£f2154d079/topology/v2/managedClusters/6a358976-c3ac-49%9aa-b043-

9c9b425c90ac/apps/27467088-2e99-4bd8-aa9%0-014d5f44a62f"

bo
{
"rel": "collection",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/topology/vl/clouds/892814c9-77al-46f3-b54a-
82c34cdf0032/clusters/6a358976-c3ac-49aa-b043-

9c9b425c90ac/namespaces/da78daf6-8e11-4220-a461-6bld4a6dc231/apps™”

by
{

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b467-
15bf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "disruptiveBackup",

"hints": {

"allow": [1],
"permissions": [
"appBackup-create"

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/k8s/v1/apps/27467088-2e99-4bd8-aa9%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "nonDisruptiveBackup",

"hints": {

"allow": [
"POST"
1,

"permissions": [
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"appBackup-create”

}
by
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15p£2154d079/k8s/v2/apps",
"type": "application/astra-app",
"title": "restore",
"hints": {
"allow": [
"POST"
I
"permissions": [
"app-create"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appSnaps",

"type": "application/astra-appSnap",

"title": "snapshot",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appSnap-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/%k8s/v2/apps",
"type": "application/astra-app",
"title": "clone",
"hints": {
"allow": [
"POST"
1,

"permissions": [
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"app-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15bf2154d079/k8s/v2/apps/27467088-2e99-4bd8-aa%b-014d5f44a62f",
"type": "application/astra-app",
"title": "inPlaceRestore",
"hints": {
"allow": [
"PUT"
1y
"permissions": [
"app-update"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appMirrors",

"type": "application/astra-appMirror",

"title": "replication",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appMirror-create"

}
I
"name": "jenkins",
"namespaceScopedResources": [
{
"namespace": "production-clone",
"labelSelectors": [

"app = jenkins, release = production"
}
1,

"namespaceMapping": [
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"source": "production",
"destination": "production-clone"
}
I
"state": "ready",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": [],
"namespaces": [
"production-clone"

1,

"snapshotID": "8d561930-0437-4647-b3e6-4908a5362e3d",
"clusterName": "GKE-24",
"clusterID": "0f284377-e5dc-4dcd-bacd-3197f2b8a347",
"clusterType": "kubernetes",
"metadata": {

"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

172

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"



Definitions
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See Definitions

targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group
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Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources


#accept-post
#accept-put
#targetSchema
#hints

Name Type
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

Required

True

Description

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

176

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of
the individual
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type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping

178

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

True

True

Description

= ] wuivuL Ui

resources that have
a label whose name
is app and whose

value is mysql and a

Description

Description

JSON string containing
the name of the
namespace on the
source cluster. Defined
values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes

JSON string containing
the name of the
destination storage
class. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names

180

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore. Each element in
this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string False JSON string containing a
value that indicates how

resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label

Name Type Required Description
name string True

value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
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#GVKN
#type_astra_label

Name
createdBy
modifiedBy

invalidParams

Name

name

reason

Type
string

string

Type

string

string

Modify an app for a managed cluster

PUT

Required
False

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app_

id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.

Parameters

Name

account_id

managedCluster_id

app_id

forceUpdate

Type

string

string

string

string

path

path

path

header

Required

True

True

True

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

ID of the app
collection to list

Flag that enables
destructive
overwrites. Only
include this when
requesting an in-
place restore (IPR).

* example: true
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Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.

Name

type

version

name

clusterScopedResources

184

Type

string

string

string

string

Required

True

True

False

False

array[clusterScopedResou False

rces]

Description

Media type of the
resource. Defined values
are:

* "application/astra-app

Version of the resource.
Defined values are:

° Il2-0ll
° ll2- 1 "
° ll2.2ll

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app


#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped False

ces

lastResourceCollectionTi
mestamp

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet. Defined
values are:

* Conforms to the ISO-
8601 Date Time
Schema
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#namespaceScopedResources
#namespaceScopedResources

Name

state

186

Type

string

Required

False

Description

JSON string containing a
value indicating the
operational state of the
application. Defined
values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

188

Type Required

string False

array[type astra_stateDet False
ail]

Description

JSON string containing a
value indicating the
protection state of the
application. Defined
values are:

 "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that

policy

* "none" - The
application does not
have a protection
policy defined

* "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array|[string] False

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected. Defined values
are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

190

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum Items: O

JSON string containing
the name of the cluster
that the application is
running on. Not returned if
the application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not currently
running. When specified
on create, clusterID
indicates which cluster the
application must be
cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name Type Required Description

clusterType string False JSON string containing a
value indicating the type
of cluster. Defined values
are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

» "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

192

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot. When specified
on create, the
sourceApplD is used in
conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on. Only returned
if the application was
cloned from another
cluster. When specified on
create, the
sourceClusterID is used in
conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

194

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the application
was restored from a
backup. When specified
on create, backuplD
indicates that an
application will be cloned
from an existing backup. If
the specified backup does
not exist, the clone will
fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
backuplD indicates the
application backup from
which the application will
be in-place restored. If the
specified backup does not
exist, the restore will fail.
Only one of backuplID or
snapshotID can be
specified when updating
an application Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

replicationSourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the application
was restored from a
snapshot. When specified
on create, snapshotlD
indicates that an
application will be cloned
from an existing snapshot.
If the specified snapshot
does not exist, the clone
will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot from
which the application will
be in-place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of backupID
or snapshotID can be
specified when updating
an application. Defined
values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of the application
that is being replicated to
this application. Only
returned if the application
is currently the destination
in an AppMirror
relationship, and the
relationship is not in the
failedOver state. When
the relationship is in the
failedOver state, this field
is not returned. Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

restoreFilter

metadata

Example request

"type" .

"version":

"name" :

Response

Status:

196

204,

Type

restoreFilter

Required

False

type_astra_metadata_upd False

ate

"application/astra-app",

"2-2"'
"mysgl-old"

Indicates 1f the

app resource was

updated.

Description

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions
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GVK
JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type Required Description

group string False JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

kind string False JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string False JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK False JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

False

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors
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Type

array[string]

Required

False

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of
the individual



type_astra_stateTransition

Name

from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

False

False

Description

= ] wuivuL Ui

resources that have
a label whose name
is app and whose

value is mysql and a

Description

Description

JSON string containing
the name of the
namespace on the
source cluster. Defined
values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema
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#additionalDetails

Name

source

destination

GVKN

Name

group

204

Type

string

string

Type

string

Required

False

False

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes

JSON string containing
the name of the
destination storage
class. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

version

kind

namespaces

names

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore. Each element in
this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string True
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Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label

Name Type Required Description
name string True

value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
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#GVKN
#type_astra_label

Name Type Required Description
createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

Delete an app for a managed cluster

DELETE
/accounts/{account id}/topology/v2/managedClusters/{managedCluster id}/apps/{app
id}

Removes the specified App API resource.
Side Effects

« If the application is still running on a cluster, the application is no longer considered to be under
management and will no longer appear under /apps.

* First, the application goes into the deleting state and then deletes all associated schedules, snapshots,
backups, and the stored application state.

Parameters
Name Type In Required Description
account_id string path True ID of the containing

account resource

* example:
{{-Account}}
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Name

managedCluster _id

app_id

Response

Status: 204,

Response

Type

string

string

path

path

Required Description

True ID of the containing
managedCluster
resource

True ID of the app

collection to list

Indicates if the app resource was deleted.

Status: 401, Unauthorized
Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400,

Name

type

Bad request

Type

string

Required Description

True
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Name

title

detail

status
correlationlD

invalidParams

Example response

ntypen .
"title":

"detail":

"status":

Response

Status: 403,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":

"detail":

"status":
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Type
string
string
string
string

array[invalidParams]

Required
True

True

True
False

False

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",

"400"

Forbidden

Type
string
string
string
string

string

"The requested operation isn't permitted.

"403"

Required
True
True
True
True

False

"https://astra.netapp.io/problems/11",
"Operation not permitted",

Description


#invalidParams

Response

Status: 500, Internal server error

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/91",
"title": "Application not deleted",
"detail": "The application wasn't deleted because of an internal

server issue.",
"status": "500"

Response

Status: 409, Conflict

Name Type Required Description
type string True
title string True
detail string True
status string True

correlationlD string False
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Example response

"type":
"title":

"detail":
"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

"Application not ready",
"The application is currently unavailable.",

"409"

Not found

Type
string
string
string
string

string

Example error response

"type":
"title":

"detail":
"status":

Definitions

212

"Resource not found",
"The resource specified in the request URI wasn't found.

"404"

"https://astra.netapp.io/problems/112",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/1",

Description



See Definitions

invalidParams

Name Type Required
name string True
reason string True

Create a new app
POST /accounts/{account id}/k8s/v2/apps

Indicates the desired values for the App API resource to be created.

Parameters
Name Type In Required
account_id string path True

Request Body

Indicates the desired values for the App API resource to be created.

Name Type Required
type string True
version string True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

ID of the containing
account resource

* example:
{{.Account}}

Description

Media type of the
resource. Defined values
are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2.0ll
. ll2. 1 n
° Il2-2ll
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Name Type Required

name string True

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped False

ces Resources]

namespaceMapping array[namespaceMapping False
]

storageClassMapping array[storageClassMappin False
¢]
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Description

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

* Minimum ltems: O

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum ltems: O


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources
#namespaceMapping
#storageClassMapping
#storageClassMapping

Name

clusterID

sourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not currently
running. When specified
on create, clusterlD
indicates which cluster the
application must be
cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail. Defined values
are:

e Conforms to the Astra
Identifier Schema

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot. When specified
on create, the
sourceAppID is used in
conjunction with the
sourceClusterlD and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplID,
backuplD, or snapshot|D
can be specified when
creating an application.
Defined values are:

e Conforms to the Astra
Identifier Schema
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Name

sourceClusterlD
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Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on. Only returned
if the application was
cloned from another
cluster. When specified on
create, the
sourceClusterID is used in
conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the application
was restored from a
backup. When specified
on create, backuplD
indicates that an
application will be cloned
from an existing backup. If
the specified backup does
not exist, the clone will
fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
backuplD indicates the
application backup from
which the application will
be in-place restored. If the
specified backup does not
exist, the restore will fail.
Only one of backuplID or
snapshotID can be
specified when updating
an application Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

restoreFilter

218

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the application
was restored from a
snapshot. When specified
on create, snapshotlD
indicates that an
application will be cloned
from an existing snapshot.
If the specified snapshot
does not exist, the clone
will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot from
which the application will
be in-place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of backupID
or snapshotID can be
specified when updating
an application. Defined
values are:

» Conforms to the Astra
Identifier Schema

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.


#restoreFilter

Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-app",

"version": "2.2",

"name": "jenkins",

"clusterID": "0f284377-ebdc-4dcd-bacd-3197f2b8a347",

"namespaceScopedResources": [

{

"namespace": "production"

Response

Status: 201, Returns the newly created app resource in the JSON response
body.
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#type_astra_metadata_update
#type_astra_metadata_update

Name

type

version

links

name

clusterScopedResources
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Type

string

string

string

array[type_astra_link]

string

Required

True

True

True

True

True

array[clusterScopedResou False

rces]

Description

Media type of the
resource. Defined values
are:

* "application/astra-app

Version of the resource.
Defined values are:

° ll2-0ll
° ll2- 1 n
° ll2.2ll

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

e Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app


#type_astra_link
#clusterScopedResources
#clusterScopedResources

Name

Type

Required

namespaceScopedResour array[namespaceScoped True

ces

lastResourceCollectionTi
mestamp

Resources]

string

False

Description

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet. Defined
values are:

* Conforms to the ISO-
8601 Date Time
Schema
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#namespaceScopedResources
#namespaceScopedResources

Name

state

222

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application. Defined
values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted



Name

stateTransitions

stateDetails

Type Required

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

224

Type Required

string True

array[type astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application. Defined
values are:

 "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that

policy

* "none" - The
application does not
have a protection
policy defined

* "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

Type Required

string False

array|[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected. Defined values
are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1

* Maximum length: 253

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O
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#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

226

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum Items: O

JSON string containing
the name of the cluster
that the application is
running on. Not returned if
the application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not currently
running. When specified
on create, clusterID
indicates which cluster the
application must be
cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema


#storageClassMapping
#storageClassMapping

Name Type Required Description

clusterType string False JSON string containing a
value indicating the type
of cluster. Defined values
are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

» "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

228

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot. When specified
on create, the
sourceApplD is used in
conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.



Name

sourceClusterlD

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on. Only returned
if the application was
cloned from another
cluster. When specified on
create, the
sourceClusterID is used in
conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema
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Name

backupID

230

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the application
was restored from a
backup. When specified
on create, backuplD
indicates that an
application will be cloned
from an existing backup. If
the specified backup does
not exist, the clone will
fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
backuplD indicates the
application backup from
which the application will
be in-place restored. If the
specified backup does not
exist, the restore will fail.
Only one of backuplID or
snapshotID can be
specified when updating
an application Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

snapshotID

replicationSourceAppID

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the application
was restored from a
snapshot. When specified
on create, snapshotlD
indicates that an
application will be cloned
from an existing snapshot.
If the specified snapshot
does not exist, the clone
will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot from
which the application will
be in-place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of backupID
or snapshotID can be
specified when updating
an application. Defined
values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of the application
that is being replicated to
this application. Only
returned if the application
is currently the destination
in an AppMirror
relationship, and the
relationship is not in the
failedOver state. When
the relationship is in the
failedOver state, this field
is not returned. Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

restoreFilter

metadata
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Type Required

restoreFilter False

type_astra_metadata_upd True
ate

Description

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",
"version": "2.2",
"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [1,
"name": "Jjenkins",
"namespaceScopedResources": [
{
"namespace": "production",
"labelSelectors": []
}
I
"state": "pending",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": T[],

"namespaces": [
"production"
I
"clusterName": "GKE-22",
"clusterID": "0£f284377-e5dc-4dcd-bacd-3197f2b8a347",

"clusterType": "kubernetes",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True

233



Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type
group string
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

True

Required

True

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

238

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#set-based-requirement

Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of 239
the individual



namespaceMapping

Name

source

destination

storageClassMapping

Name

source

240

Type

string

string

Type

string

Required

True

True

Required

True

Description

JSON string containing
the name of the
namespace on the

source cluster. Defined
values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1

* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "' to specify all
storage classes



Name

destination

GVKN

Name

group

version

kind

Type

string

Type

string

string

string

Required

True

Required

False

False

False

Description

JSON string containing
the name of the
destination storage
class. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

namespaces

names

242

Type

array[string]

array|[string]

Required

False

False

Description

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore. Each element in
this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string True JSON string containing a
value that indicates how

resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label

Name Type Required Description
name string True

value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
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#GVKN
#type_astra_label

Name
createdBy
modifiedBy

targetSchema
accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put
type_astra_link

Name

rel

href

type
targetSchema
title

hints

Type
string

string

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string
string
targetSchema
string

hints

namespaceScopedResources

Required Description
False

False

Required Description
False
False
False
False

False

Required Description
True

True

False

False

False

False
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#accept-post
#accept-put
#targetSchema
#hints

Name

namespace

246

Type

string

Required

True

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] True JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of 247
the individual



type_astra_stateTransition

Name
from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

restoreFilter

Type
string

array[string]

Type
string
string
string

additionalDetails

Required
True

True

Required
True
True
True

False

Description

= ] wuivuL Ui

resources that have
a label whose name
is app and whose

value is mysql and a

Description

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name

resourceSelectionCriteria

248

Type

string

Required

False

Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.


#additionalDetails

Name

GVKN

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Type
array[GVKN]

Type

string

string

Type

string

string

Required

False

Required

True

True

Required

True

True

Description

JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation
error.

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid
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#GVKN

List all apps

GET /accounts/{account_id}/k8s/v2/apps

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type
account_id string
include string
limit string

250

path

query

query

Required

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll



Name Type In Required Description

filter string query False Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description
items array[Any of: True

app_2.2_get response b

ody, array[]]
metadata type_astra_metadata_list True
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Example response

"type": "application/astra-apps",
"version": "2.2",
"items": [
[
"2ff50f4b-fe40-4980-913f-8a4469184822",
"mysqgl",
"ready"

"aele6561-9e22-406c-8aba-762f4604dal0",
"jenkins",

"ready"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

254

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"
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targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group
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Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources


#accept-post
#accept-put
#targetSchema
#hints

Name Type
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

True

True

Required

True

Description

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

258

Type

string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name Type Required Description

labelSelectors array([string] True JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of 259
the individual



type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping
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Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

True

True

Description

= ] wuivuL Ui

resources that have
a label whose name
is app and whose

value is mysql and a

Description

Description

JSON string containing
the name of the
namespace on the
source cluster. Defined
values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema


#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes

JSON string containing
the name of the
destination storage
class. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names

262

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore. Each element in
this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string False JSON string containing a
value that indicates how

resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label

Name Type Required Description
name string True

value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
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#GVKN
#type_astra_label

Name Type Required Description
createdBy string False

modifiedBy string False

app_2.2_get_response_body

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appll

version string True Version of the resource.
Defined values are:

° ll2.0ll
. ll2. 1 n
° Il2-2ll

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema

links array[type_astra_link] True Links describing
supported operations
against the resource.

name string True JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks.

» Conforms to the
DNS 1123 Label
Schema
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#type_astra_link

Name Type Required

clusterScopedResources array[clusterScopedReso False
urces]

namespaceScopedReso array[namespaceScoped True

urces Resources]
lastResourceCollectionTi string False
mestamp
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Description

JSON array of JSON
objects describing the
cluster-scoped
resources that are part
of this app

JSON array of JSON
objects describing the
resources that are part
of this app

JSON string containing
the timestamp when the
last resource collection
was performed. This
field is unset if no
resource collection has
been performed for this
application yet. Defined
values are:

e Conforms to the
ISO-8601 Date Time
Schema


#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application. Defined
values are:

* "pending" - The
application is
scheduled for
discovery

* "discovering" - The
application is in the
process of being
discovered

* "provisioning" - The
application is in the
process of being
provisioned

* "ready" - The
application is running
normally

+ "failed" - The
application is in a
permanent failure
state

* "restoring" - The
application is being
restored from
backup or snapshot

* "unavailable" - The
application is not
currently accessible

* "unknown" - The
application state
cannot be
determined

* "deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

268

Type Required

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe True
tail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state
transitions from a given
defined state. Each
JSON object contains
the fields "from" and "to",
where the "from" value is
the name of a state, and
the "to" value is an array
of permitted destination
states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type astra_stateDe True
tail]

Description

JSON string containing a
value indicating the
protection state of the
application. Defined
values are:

 "protected" - The
application has a
protection policy
defined and is in
conformance with
that policy

"partial" - The
application has a
protection policy
defined, but is out of
conformance with
that policy

* "none" - The
application does not
have a protection
policy defined

"atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached. If no details are
available, this array will
be empty. Defined
values are:

e Minimum ltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

270

Type Required
string False
array[string] True

array[namespaceMappin False
¢]

Description

JSON string that
uniquely represents the
specific type of
application that is
detected. Defined values
are:

» "system" - The
application contains
a resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The
application contains
resources that
identify it as an Astra
Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which
the application is
running. Defined values
are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping
#namespaceMapping

Name Type Required Description

storageClassMapping array[storageClassMappi False JSON array of JSON

ng] objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum Items: O

clusterName string False JSON string containing
the name of the cluster
that the application is
running on. Not returned
if the application is not
currently running.

clusterID string False JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not
currently running. When
specified on create,
clusterID indicates which
cluster the application
must be cloned into. If
the specified cluster
does not exist, or if the
cluster specified does
not match the clusterlD
specified in the request
URI, the clone will fail.
Defined values are:

* Conforms to the

Astra |dentifier
Schema
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#storageClassMapping
#storageClassMapping

Name Type Required Description

clusterType string False JSON string containing a
value indicating the type
of cluster. Defined
values are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

» "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes
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Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only
returned if the
application was cloned
from another application,
or was restored from a
backup or snapshot.
When specified on
create, the sourceApplD
is used in conjunction
with the sourceClusterlD
and indicates which
running application will
be cloned. If the
specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplD,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

» Conforms to the
Astra |dentifier
Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

274

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was
previously running on.
Only returned if the
application was cloned
from another cluster.
When specified on
create, the
sourceClusterlD is used
in conjunction with the
sourceAppID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the
Astra |dentifier
Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the
application was restored
from a backup. When
specified on create,
backupID indicates that
an application will be
cloned from an existing
backup. If the specified
backup does not exist,
the clone will fail. Only
one of sourceApplD,
backupID, or snapshotID
can be specified when
creating an application.
When specified on a
replace, backuplD
indicates the application
backup from which the
application will be in-
place restored. If the
specified backup does
not exist, the restore will
fail. Only one of
backupID or snapshotID
can be specified when
updating an application
Defined values are:

e Conforms to the
Astra Identifier
Schema
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Name

snapshotID

276

Type

string

Required

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the
application was restored
from a snapshot. When
specified on create,
snapshotID indicates
that an application will
be cloned from an
existing snapshot. If the
specified snapshot does
not exist, the clone will
fail. Only one of
sourceAppID, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot
from which the
application will be in-
place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of
backuplD or snapshotlD
can be specified when
updating an application.
Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

replicationSourceAppID

restoreFilter

Type

string

restoreFilter

Required

False

False

Description

JSON string containing
the ID of the application

that is being replicated to

this application. Only
returned if the
application is currently
the destination in an
AppMirror relationship,
and the relationship is
not in the failedOver
state. When the
relationship is in the
failedOver state, this
field is not returned.
Defined values are:

e Conforms to the
Astra Identifier
Schema

JSON object containing
a list of filters that
describe which
resources are included
or excluded from a
selective restore
operation. Include and
exclude are mutually
exclusive, and a
selective restore can
only use one kind of
filter.
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#restoreFilter

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason
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Type

Required

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid


#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an app

GET /accounts/{account id}/k8s/v2/apps/{app_id}

Returns the stored App API resource in the JSON response body.

Parameters

Name Type
account_id string
app_id string
Response

path

path

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the app
collection to list

Status: 200, Returns the stored App API resource in the JSON response

body.

Name

type

version

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2.0ll

° ll2'1 n

° ll2-2ll

Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name Type Required
links array[type_astra_link] True
name string True

clusterScopedResources array[clusterScopedResou False
rces]

namespaceScopedResour array[namespaceScoped  True

ces Resources]
lastResourceCollectionTi  string False
mestamp

280

Description

Links describing
supported operations
against the resource.

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

» Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet. Defined
values are:

e Conforms to the ISO-
8601 Date Time
Schema


#type_astra_link
#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
application. Defined
values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

282

Type Required

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string True

array[type astra_stateDet True
ail]

Description

JSON string containing a
value indicating the
protection state of the
application. Defined
values are:

 "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that

policy

* "none" - The
application does not
have a protection
policy defined

* "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

284

Type Required

string False

array|[string] True

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected. Defined values
are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1
* Maximum length: 253

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum Items: O

JSON string containing
the name of the cluster
that the application is
running on. Not returned if
the application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not currently
running. When specified
on create, clusterID
indicates which cluster the
application must be
cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

286

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster. Defined values
are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

» "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot. When specified
on create, the
sourceApplD is used in
conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

288

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on. Only returned
if the application was
cloned from another
cluster. When specified on
create, the
sourceClusterID is used in
conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the application
was restored from a
backup. When specified
on create, backuplD
indicates that an
application will be cloned
from an existing backup. If
the specified backup does
not exist, the clone will
fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
backuplD indicates the
application backup from
which the application will
be in-place restored. If the
specified backup does not
exist, the restore will fail.
Only one of backuplID or
snapshotID can be
specified when updating
an application Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

replicationSourceAppID

290

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the application
was restored from a
snapshot. When specified
on create, snapshotlD
indicates that an
application will be cloned
from an existing snapshot.
If the specified snapshot
does not exist, the clone
will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot from
which the application will
be in-place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of backupID
or snapshotID can be
specified when updating
an application. Defined
values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of the application
that is being replicated to
this application. Only
returned if the application
is currently the destination
in an AppMirror
relationship, and the
relationship is not in the
failedOver state. When
the relationship is in the
failedOver state, this field
is not returned. Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

restoreFilter

metadata

Type Required

restoreFilter False

type_astra_metadata_upd True
ate

Description

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-app",

"version": "2.2",

"id": "39clc79f-efab-5357-88fb-20e628c4ddo6",
"links": [

{

"rel": "canonical",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15b£f2154d079/topology/v2/managedClusters/6a358976-c3ac-49%9aa-b043-
9c9b425c90ac/apps/27467088-2e99-4bd8-aa9%0-014d5f44a62f"

bo
{

"rel": "collection",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/topology/vl/clouds/892814c9-77al-46f3-b54a-
82c34cdf0032/clusters/6a358976-c3ac-49%9aa-b043-
9c9b425c90ac/namespaces/da78daf6-8e11-4220-a461-6bld4a6dc231/apps™”

by
{

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b467-
15bf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "disruptiveBackup",

"hints": {

"allow": [1],
"permissions": [
"appBackup-create"

"rel": "related",

"href": "/accounts/652f7al8-d4ed-47b2-b4d67-
15bf2154d079/k8s/v1/apps/27467088-2e99-4bd8-aa9%b-
014d5f44a62f/appBackups",

"type": "application/astra-appBackup",

"title": "nonDisruptiveBackup",

"hints": {

"allow": [
"POST"
1,

"permissions": [

292



"appBackup-create”

}
by
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15p£2154d079/k8s/v2/apps",
"type": "application/astra-app",
"title": "restore",
"hints": {
"allow": [
"POST"
I
"permissions": [
"app-create"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appSnaps",

"type": "application/astra-appSnap",

"title": "snapshot",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appSnap-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ed-47b2-bd67-
15bf2154d079/%k8s/v2/apps",
"type": "application/astra-app",
"title": "clone",
"hints": {
"allow": [
"POST"
1,

"permissions": [
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"app-create"

}
b
{
"rel": "related",
"href": "/accounts/652f7al8-d4ded-47b2-b467-
15bf2154d079/k8s/v2/apps/27467088-2e99-4bd8-aa%b-014d5f44a62f",
"type": "application/astra-app",
"title": "inPlaceRestore",
"hints": {
"allow": [
"PUT"
1y
"permissions": [
"app-update"

}

by
{

"rel": "related",

"href": "/accounts/652f7al18-d4ed-47b2-bd67-
15pf2154d079/k8s/vl/apps/27467088-2e99-4bd8-aa%b-
014d5f44a62f/appMirrors",

"type": "application/astra-appMirror",

"title": "replication",

"hints": {

"allow": [
"POST"

1,

"permissions": [

"appMirror-create"

}
I
"name": "jenkins",
"namespaceScopedResources": [
{
"namespace": "production-clone",
"labelSelectors": [

"app = jenkins, release = production"
}
1,

"namespaceMapping": [
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"source": "production",
"destination": "production-clone"
}
I
"state": "ready",
"stateDetails": [],
"protectionState": "none",
"protectionStateDetails": [],
"namespaces": [
"production-clone"

1,

"snapshotID": "8d561930-0437-4647-b3e6-4908a5362e3d",
"clusterName": "GKE-24",
"clusterID": "0f284377-e5dc-4dcd-bacd-3197f2b8a347",
"clusterType": "kubernetes",
"metadata": {

"labels": [],

"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't
found.",

"status": "404"
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targetSchema

accept-post
accept-put

hints

Name
status

allow
accept-post
permissions

accept-put

type_astra_link

Name
rel

href

type

targetSchema

title

hints

GVK

Type
string
array[string]
accept-post
array[string]

accept-put

Type
string
string

string

targetSchema

string

hints

Required
False
False
False
False

False

Required
True

True
False
False
False

False

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name

group

Type

string

Required

True

Description

Description

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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#accept-post
#accept-put
#targetSchema
#hints

Name Type Required Description

kind string True JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

version string True JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

clusterScopedResources

Name Type Required Description

GVK GVK True JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name Type

labelSelectors array([string]

namespaceScopedResources

Name Type

namespace string

Required

False

Required

True

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name

labelSelectors

302

Type

array[string]

Required

True

Description

JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of
the individual



type_astra_stateTransition

Name

from

to
additionalDetails
type_astra_stateDetall

Name
type
title
detail

additionalDetails

namespaceMapping

Name

source

destination

storageClassMapping

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Required
True

True

Required
True
True
True

False

Required

True

True

Description

= ] wuivuL Ui

resources that have
a label whose name
is app and whose

value is mysql and a

Description

Description

JSON string containing
the name of the
namespace on the
source cluster. Defined
values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema
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#additionalDetails

Name

source

destination

GVKN

Name

group

304

Type

string

string

Type

string

Required

True

True

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes

JSON string containing
the name of the
destination storage
class. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources



Name

version

kind

namespaces

names

Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema
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Name Type Required

labelSelectors array[string] False

restoreFilter

Description

JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore. Each element in
this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only

use one kind of filter.

Name Type Required

resourceSelectionCriteria string False
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Description

JSON string containing a
value that indicates how
resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] False JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label

Name Type Required Description
name string True

value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
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#GVKN
#type_astra_label

Name
createdBy
modifiedBy

invalidParams

Name

name

reason

Modify an app

Type
string

string

Type

string

string

Required
False

False

Required

True

True

PUT /accounts/{account id}/k8s/v2/apps/{app id}

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.

Parameters

Name

account_id

app_id

forceUpdate

Request Body

Type

string

string

string

path

path

header

Required

True

True

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the app
collection to list

Flag that enables
destructive
overwrites. Only
include this when
requesting an in-
place restore (IPR).

* example: true

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.
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Name

type

version

name

clusterScopedResources

namespaceScopedResour
ces

Type

string

string

string

string

Required

True

True

False

False

array[clusterScopedResou False

rces]

array[namespaceScoped False

Resources]

Description

Media type of the
resource. Defined values
are:

* "application/astra-app"

Version of the resource.
Defined values are:

° ll2-0ll
° ll2- 1 n
° ll2.2ll

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
name for the application.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks.

» Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects describing the
cluster-scoped resources
that are part of this app

JSON array of JSON
objects describing the
resources that are part of
this app
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#clusterScopedResources
#clusterScopedResources
#namespaceScopedResources
#namespaceScopedResources

Name

lastResourceCollectionTi
mestamp

310

Type

string

Required

False

Description

JSON string containing
the timestamp when the
last resource collection
was performed. This field
is unset if no resource
collection has been
performed for this
application yet. Defined
values are:

» Conforms to the ISO-
8601 Date Time
Schema



Name

state

Type

string

Required

False

Description

JSON string containing a
value indicating the
operational state of the
application. Defined
values are:

* "pending" - The

application is
scheduled for
discovery

"discovering" - The
application is in the
process of being
discovered

"provisioning" - The
application is in the
process of being
provisioned

"ready" - The
application is running
normally

"failed" - The
application is in a
permanent failure
state

"restoring" - The
application is being
restored from backup
or snapshot

"unavailable" - The
application is not
currently accessible

"unknown" - The
application state
cannot be determined

"deleting" - The
application is in the
process of being
deleted
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Name

stateTransitions

stateDetails

312

Type Required

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

protectionState

protectionStateDetails

Type Required

string False

array[type astra_stateDet False
ail]

Description

JSON string containing a
value indicating the
protection state of the
application. Defined
values are:

 "protected" - The
application has a
protection policy
defined and is in
conformance with that

policy

* "partial" - The
application has a
protection policy
defined, but is out of
conformance with that

policy

* "none" - The
application does not
have a protection
policy defined

* "atRisk" - The default
storage class on the
cluster does not
support snapshots,
the application is at
risk of gaining an
unsupported volume

JSON array of JSON
objects which lists
additional details about
the current protection
state, including why the
current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

appDetectedType

namespaces

namespaceMapping

314

Type Required

string False

array|[string] False

array[namespaceMapping False

]

Description

JSON string that uniquely
represents the specific
type of application that is
detected. Defined values
are:

» "system" - The
application contains a
resource that
identifies it as part of
the Kubernetes
environment

» "acc" - The application
contains resources
that identify it as an
Astra Control Center
instance

JSON array of JSON
strings containing the
names of the
namespaces in which the
application is running.
Defined values are:

* Minimum length: 1
* Maximum length: 253

* Conforms to the DNS
1123 Label Schema

JSON array of JSON
objects, each mapping a
source namespace to a
destination namespace
for a clone operation.
Defined values are:

e Minimum ltems: O


#namespaceMapping

Name

storageClassMapping

clusterName

clusterID

Type Required

array[storageClassMappin False
gl

string False

string False

Description

JSON array of JSON
objects, each mapping a
source storage class to a
destination storage class
for a restore operation. If
no elements or not
present, original source
storage class names will
be used. Defined values
are:

e Minimum Items: O

JSON string containing
the name of the cluster
that the application is
running on. Not returned if
the application is not
currently running.

JSON string containing
the ID of the cluster that
the application is running
on. Not returned if the
application is not currently
running. When specified
on create, clusterID
indicates which cluster the
application must be
cloned into. If the
specified cluster does not
exist, or if the cluster
specified does not match
the clusterlD specified in
the request URI, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema
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#storageClassMapping
#storageClassMapping

Name

clusterType

316

Type

string

Required

False

Description

JSON string containing a
value indicating the type
of cluster. Defined values
are:

» "gke" - Kubernetes
hosted on Google
Kubernetes Engine
(GKE)

» "aks" - Kubernetes
hosted on Microsoft
Azure Kubernetes
Service (AKS)

» "eks" - Kubernetes
hosted on Amazon
Elastic Kubernetes
Service (Amazon
EKS)

* "openshift" - The
cluster is of type
OpenShift

» "kubernetes" - The
cluster is generic
Kubernetes



Name

sourceAppID

sourceClusterName

Type

string

string

Required

False

False

Description

JSON string containing
the ID of a source
application. Only returned
if the application was
cloned from another
application, or was
restored from a backup or
snapshot. When specified
on create, the
sourceApplD is used in
conjunction with the
sourceClusterID and
indicates which running
application will be cloned.
If the specified application
does not exist on the
specified source cluster,
the clone will fail. Only
one of sourceApplID,
backuplD, or snapshotID
can be specified when
creating an application.
Defined values are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the name of the cluster
the application was
previously running on.
Only returned if the
application was cloned
from another cluster.
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Name

sourceClusterlD

318

Type

string

Required

False

Description

JSON string containing
the ID of the cluster the
application was previously
running on. Only returned
if the application was
cloned from another
cluster. When specified on
create, the
sourceClusterID is used in
conjunction with the
sourceApplID and
indicates the source
cluster of the application
to be cloned. If the
specified source cluster
does not exist, the clone
will fail. Defined values
are:

» Conforms to the Astra
Identifier Schema



Name

backupID

Type

string

Required

False

Description

JSON string containing
the ID of the backup that
the application was
restored from. Only
returned if the application
was restored from a
backup. When specified
on create, backuplD
indicates that an
application will be cloned
from an existing backup. If
the specified backup does
not exist, the clone will
fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
backuplD indicates the
application backup from
which the application will
be in-place restored. If the
specified backup does not
exist, the restore will fail.
Only one of backuplID or
snapshotID can be
specified when updating
an application Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotID

replicationSourceAppID

320

Type

string

string

Required

False

False

Description

JSON string containing
the ID of the snapshot
that the application was
restored from. Only
returned if the application
was restored from a
snapshot. When specified
on create, snapshotlD
indicates that an
application will be cloned
from an existing snapshot.
If the specified snapshot
does not exist, the clone
will fail. Only one of
sourceApplD, backuplD,
or snapshotID can be
specified when creating
an application. When
specified on a replace,
snapshotID indicates the
application snapshot from
which the application will
be in-place restored. If the
specified snapshot does
not exist, the restore will
fail. Only one of backupID
or snapshotID can be
specified when updating
an application. Defined
values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the ID of the application
that is being replicated to
this application. Only
returned if the application
is currently the destination
in an AppMirror
relationship, and the
relationship is not in the
failedOver state. When
the relationship is in the
failedOver state, this field
is not returned. Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

restoreFilter

metadata

Example request

"type" .

"version":

"name" :

Response

Status:

204,

Type

restoreFilter

Required

False

type_astra_metadata_upd False

ate

"application/astra-app",

"2-2"'
"mysgl-old"

Indicates 1f the

app resource was

updated.

Description

JSON object containing a
list of filters that describe
which resources are
included or excluded from
a selective restore
operation. Include and
exclude are mutually
exclusive, and a selective
restore can only use one
kind of filter.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#restoreFilter
#type_astra_metadata_update
#type_astra_metadata_update

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found."
"status": "404"
}
Definitions
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See Definitions

GVK

JSON object containing a Kubernetes group/version/kind.

* This object is internally validated against Astra /apiResources.

Name Type
group string
kind string
version string

clusterScopedResources

Name Type
GVK GVK

Required

False

False

False

Required

False

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

Description

JSON object containing
a Kubernetes
group/version/kind.

» This object is
internally validated
against Astra
/apiResources.
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#GVK

Name

labelSelectors

Type

array[string]

namespaceScopedResources

Name

namespace

326

Type

string

Required

False

Required

False

Description

JSON array of JSON
strings representing a
label selector for the
cluster-scoped
GroupVersionKinds
(GVKs) within the
cluster. If this is empty,
then all GVK instances
on the cluster are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

Description

JSON string containing
the name of a
namespace in which the
application is defined.
Defined values are:

* Minimum length: 1

* Maximum length:
253

e Conforms to the
DNS 1123 Label
Schema
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Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings representing a
label selector within the
namespace. If this is
empty, then all resources
in the namespace are
included. Each element
in this array is a
Kubernetes label
selector string and
follows the grammar for
those values. Examples:

* [ "app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysq|

* ["app != mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is not mysq|

[ "app in (mysql,
mariadb)" ] — Select
all resources that
have a label whose
name is app and
value is mysq| or
mariadb

* [ "app notin (nginx,
wordpress)"
]— Select all
resources that do not
have a label whose
name is app and
whose values are
nginx or wordpress

* ["app" ]— Select all
resources that have
a label named app

» ["lapp" ]— Select all
resources that do not
have a label named
app Note that
multiple selection
operators can be
included in a single
selector, separated
by commas. In that
case, the results of 307
the individual



type_astra_stateTransition

Name Type Required Description
from string True
to array[string] True

= ] wuivuL Ui

resources that have
a label whose name
is app and whose

value is mysql and a

additionalDetails

type_astra_stateDetall

Name Type Required Desc;ription
type string True

title string True

detail string True

additionalDetails additionalDetails False

namespaceMapping

Name Type Required Description

source string False JSON string containing
the name of the
namespace on the
source cluster. Defined
values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

destination string False JSON string containing
the name of the
namespace on the
destination cluster.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema

storageClassMapping
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#additionalDetails

Name

source

destination

GVKN

Name

group

Type

string

string

Type

string

Required

False

False

Required

False

Description

JSON string containing
the name of the source
storage class. Can also
be ™' to specify all
source storage classes.
Defined values are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema if Storage
Class name is used

* "™ to specify all
storage classes

JSON string containing
the name of the
destination storage
class. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

Description

JSON string containing a
group identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources
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Name

version

kind

namespaces

names
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Type

string

string

array[string]

array[string]

Required

False

False

False

False

Description

JSON string containing a
version identifier
assigned by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON string containing a
kind identifier assigned
by Kubernetes.

* This string is
internally validated
against Astra
/apiResources

JSON array of JSON
strings describing
namespaces to include
or exclude resources
from. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema

JSON array of JSON
strings describing
Kubernetes resource
names to include or
exclude from the
selective restore.
Defined values are:

* Minimum length: 1

* Maximum length:
253

» Conforms to the
DNS 1123 Label
Schema



Name Type Required Description

labelSelectors array([string] False JSON array of JSON
strings describing
Kubernetes label
selectors used to include
or exclude resources
from the selective
restore. Each element in
this array is a
Kubernetes label
selector string and
follows the same
grammar for those
values. Examples:

* ["app=mysql"
]— Select all
resources that have
a label whose name
is app and whose
value is mysqgl More
examples can be
found here:
https://kubernetes.io/
docs/concepts/
overview/working-
with-objects/labels/#
set-based-
requirement

restoreFilter

JSON object containing a list of filters that describe which resources are included or excluded from a
selective restore operation. Include and exclude are mutually exclusive, and a selective restore can only
use one kind of filter.

Name Type Required Description

resourceSelectionCriteria string True JSON string containing a
value that indicates how

resource filters select
resources. Valid values
are include or exclude.
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Name Type Required Description

GVKN array[GVKN] True JSON array of JSON
objects that describe
resources to filter during
a selective restore. A
resource matches a
single GVKN filter
element if all of the
specified filter fields
match the corresponding
resource field. Filter
fields that are arrays (for
example, namespaces
and names) match if any
of its elements match the
corresponding resource
field. The labelSelectors
field requires that all
selectors match. A
resource that matches
any filter in the array of
GVKN filter objects is
included or excluded
from the restore based
on the
resourceSelectionCriteri
a value. Specifying
empty GVKN objects
results in a validation

error.
type_astra_label

Name Type Required Description
name string True

value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
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#GVKN
#type_astra_label

Name Type Required Description
createdBy string False

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

Delete an app

DELETE /accounts/{account _id}/k8s/v2/apps/{app id}
Removes the specified App API resource.

Side Effects

« If the application is still running on a cluster, the application is no longer considered to be under
management and will no longer appear under /apps.

* First, the application goes into the deleting state and then deletes all associated schedules, snapshots,
backups, and the stored application state.

Parameters
Name Type In Required Description
account_id string path True ID of the containing

account resource

* example:
{{.Account}}

333



Name Type In Required Description
app_id string path True ID of the app
collection to list
Response
Status: 204, Indicates if the app resource was deleted.
Response
Status: 401, Unauthorized
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"

Response

Status:

Name
type
title
detail
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400, Bad request

Type Required Description
string True
string True
string True



Name
status
correlationID

invalidParams

Example response

"type" :
"title":

"detail":

"status":

Response

Status: 403,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Type Required Description

string True

string False

array[invalidParams] False List of invalid query

parameters

"https://astra.netapp.io/problems/5",

"Invalid query parameters",
"The supplied query parameters are invalid.",
"400"

Forbidden
Type Required Description
string True
string True
string True
string True
string False

"https://astra.netapp.io/problems/11",

"Operation not permitted",
"The requested operation isn't permitted.",
"403"
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Status: 500, Internal server error

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/91",
"title": "Application not deleted",
"detail": "The application wasn't deleted because of an internal

server issue.",
"status": "500"

Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type":
"title":

"detail":
"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

"Application not ready",
"The application is currently unavailable.",

"409"

Not found

Type
string
string
string
string

string

Example error response

"type":
"title":

"detail":
"status":

Definitions

"Resource not found",
"The resource specified in the request URI wasn't found.

"404"

"https://astra.netapp.io/problems/112",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/1",

Description

337



See Definitions

invalidParams

Name Type Required
name string True
reason string True

AppMirror

AppMirror overview

The AppMirror API enables management of AppMirror relationships.

Create a new AppMirror resource
POST /accounts/{account id}/k8s/vl/appMirrors

Indicates the desired values for the AppMirror API resource to be created.

Parameters
Name Type In Required
account_id string path True

Request Body

Indicates the desired values for the AppMirror API resource to be created.

Name Type Required
type string True
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Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

ID of the containing
account resource

* example:
{{.Account}}

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"



Name

version

sourceAppID

destinationClusterID

Type

string

string

string

Required

True

True

True

Description

Version of the resource.
Defined values are:

° ll1.0ll
° ll1 .1"

Identifier of the source
application. Only updated
when swapping the
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on. If
provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID. Defined
values are:

* Conforms to the Astra
Identifier Schema
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Name

namespaceMapping

340

Type Required

array[namespaceMapping False

]

Description

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application. Each
JSON object contains the
fields "clusterID" and
"namespaces"”, where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If not
provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2


#namespaceMapping

Name

storageClasses

stateDesired

Type

array[storageClasses]

string

Required

False

True

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs). Each JSON
object contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

» "established" - The
relationship is
created.

* "failedOver" - Failover
of the application to
the destination cluster
has completed.

* "deleted" - The
relationship was
successfully cleaned
up and deleted.
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Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-appMirror",

"version": "1.1",

"sourceAppID": "efd639%6-fc92-4112-8841-0c0ab7890ae0",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"stateDesired": "established"

Response

Status: 201, Returns the newly created appMirror resource in the JSON

response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"
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#type_astra_metadata_update
#type_astra_metadata_update

Name

version

sourceAppID

sourceClusterlD

Type

string

string

string

string

Required

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1.0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

Identifier of the source
application. Only updated
when swapping the
sourceAppID with the
destinationAppID. Defined
values are:

* Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application. This field is
read-only and is
determined based on the
host cluster of the source
application. If provided in
an update, it must match
the cluster ID of the
source application, so it
can only change when
swapping the
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema
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Name

destinationAppID

destinationClusterID

344

Type

string

string

Required

False

True

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization. Can only be
updated when swapping
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on. If
provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

namespaceMapping

Type Required

array[namespaceMapping False

]

Description

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application. Each
JSON object contains the
fields "clusterID" and
"namespaces"”, where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If not
provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2
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Name

storageClasses

346

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs). Each JSON
object contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2


#storageClasses

Name

state

stateTransitions

Type Required

string True

array[type_astra_stateTra False
nsition]

Description

The state of the
relationship. Defined
values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.

Permitted state
transitions. The following
state transitions are
possible for this resource:

"establishing":
"established",
"deleting”

"established":
"failingOver",
"deleting"
"failingOver":
"failedOver",
"deleting"

"failedOver":
"establishing",
"deleting"

"deleting": "deleted"

"deleted":
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#type_astra_stateTransition
#type_astra_stateTransition

Name

stateDesired

stateAllowed

stateDetails

348

Type Required

string True

array|[string] False

array[type astra stateDet True
ail]

Description

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

 "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.

States that can be
requested in a given
state. The following states
can be requested in each
defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer. Defined values
are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

* Minimum ltems: O

349


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

healthStateTransitions

350

Type Required

string True

array[type astra_stateTra True
nsition]

Description

Health state of the
resource. Defined values
are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

e "normal";
"indeterminate”,

"warning", "critical"

* "warning":
"indeterminate",
"normal", "critical"

* "critical":
"indeterminate”,
"normal”, "warning"


#type_astra_stateTransition
#type_astra_stateTransition

Name

healthStateDetails

metadata

Type Required

array[type_astra_stateDet True
ail]

type_astra_metadata_upd True
ate

Description

Additional details about

the current state including
why the current state was
reached. If no details are

available, this array will
empty. Defined values
are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the

be

resource. Defined values

are:

» Conforms to the Astra
Metadata Schema If

not specified on
create, a metadata

object will be created
with no labels. If not
specified on update,
the metadata object’s

labels,
creationTimestamp

and createdBy, will be

preserved without
modification.
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#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.1",

"id": "512c8dac-b7d4-5be9-836e-ee672965866a",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226"

"state": "establishing",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",
"deleting"

"from": "failingOver",
"to": [
"failedOver",
"deleting"

"from": "failedOver",

"to": [
"establishing",
"deleting"

"from": "deleting",
"toll: [
"deleted"
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1,

"stateDesired":
"stateAllowed":

"established",
[

"deleted"

1,

"stateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/3",
"title": "AppMirror is being established",
"detail": "The AppMirror relationship is in the process of

established."”

}
1,

"healthState":
"healthStateTransitions":

{

"from": "indeterminate",

"tO": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"toll: [
"indeterminate",
"normal",

"warning"

"warning",
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}

15
"healthStateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/4",

"title": "AppMirror not yet established",

"detail": "The AppMirror relationship is not protecting the app
data yet because the relationship is in the process of being
established."

}

I

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

}

}
Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",

"title": "Missing bearer token",

"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

Required Description
True

True

True

True

False

False List of invalid request
body fields

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions

namespaceMapping

Name Type
clusterID string
namespaces array[string]
role string

storageClasses

358

Required

False

False

False

Description

Identifier of the cluster
for which the
namespaces are
specified. Defined values
are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index. Defined values
are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the
DNS 1123 Label
Schema

The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

* "source"

 "destination"



Name Type Required Description

clusterlD string False Identifier of the cluster
for which the storage
class is specified.
Defined values are:

» Conforms to the
Astra Identifier
Schema

storageClassName string False Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID". Defined
values are:

* Minimum length: 1

* Maximum length:
255

role string False The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

 "source"

 "destination"

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.
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Name Type Required Description

labels array[type_astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

type_astra_stateTransition

Name Type Required Description
from string True
to array[string] True

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid
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List all AppMirror resources
GET /accounts/{account_id}/k8s/vl/appMirrors

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

include string query False Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
ll2ll
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Name Type In Required Description

filter string query False Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appMirror_1.1_get _respon
se_body, array[]]

metadata type_astra_metadata_list True
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Example response

"type": "application/astra-appMirrors",
"version": "1.1",
"items": [
{
"type": "application/astra-appMirror",
"version": "1.1",
"id": "f1lc98c2e-6391-42d3-8b21-3e75dac048a3",
"sourceAppID": "efd639%6-fc92-4112-8841-0c0ab7890ae0",
"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"namespaceMapping": [
{
"clusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"namespaces": [
"nsl-src",
"ns2-src"
]
by
{
"clusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"namespaces": [
"nsl-dest",

"ns2-dest"

}
1y
"state": "established",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"
]
b
{
"from": "established",
"to": [
"failingOver",

"deleting"

by

363



"from": "failingOver",
"ol [
"failedOver",
"deleting"

"from": "failedOver",

"toll: [
"establishing",
"deleting"

"from": "deleting",
"tO": [
"deleted"

1,

"stateDesired": "established",
"stateAllowed": [
"failedOver",
"deleted"
I
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/1",
"title": "AppMirror relationship established",
"detail": "The AppMirror relationship has been successfully
established."
}
1y
"healthState": "normal",
"healthStateTransitions": [
{
"from": "indeterminate",
"to": |
"normal",
"warning",
"critical"
]
by
{

"from": "normal",
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"toll: [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"to": [
"indeterminate",
"normal",

"warning"

}
1y
"healthStateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/2",
"title": "SnapMirror syncing successfully",

"detail": "All SnapMirror relationships are synchronizing as

expected."

}

1,

"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z2",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "llcOcfal-4f27-4ef7-a2lc-cb452fc5c9%aa"

"type": "application/astra-appMirror",

"version": "1.1",

"id": "114633f0-5b59-4bd7-adce-a%bad423albd",
"sourceAppID": "eaf8b854-211d-460a-acl8-d093d8e2ac70",

"sourceClusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",
"destinationAppID": "e829c5e0-750f-44ad-a684-ace85be2c2bb",
"destinationClusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",
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"namespaceMapping": [
{
"clusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",
"namespaces": [
"app-namespace"

1,

"role": "source"

by

{
"clusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",
"namespaces": [

"destination-app-namespace"
1,
"role": "destination"
}
1,
"storageClasses": [
{
"storageClassName": "destination-sc",
"clusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",
"role": "destination"
}
1y
"state": "established",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",

"deleting"

"from": "failingOver",
"to": |
"failedOver",
"deleting"

by
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"from": "failedOver",

"to": [
"establishing",
"deleting"

"stateDesired": "established",
"stateAllowed": [

"failedOver",
"deleted"

"stateDetails": [],
"transferState": "idle",

"transferStateTransitions": [

{
"from": "transferring",
"to": [
"idle"
]
by
{
"from": "idle",
"to": [

"transferring"

"transferStateDetails": [

{
"type": "https://astra.netapp.io/stateDetails/24",
"title": "Snapshot replication completed",
"detail": "A snapshot was replicated to the destination.",
"additionalDetails": {
"completionTime": "2023-07-06T22:46:392",
"snapshotID": "ae60820d-e963-4eab-8bb3-9159%9e9£012f0",
"startTime": "2023-07-06T22:46:082"

"healthState": "normal",
"healthStateTransitions": [],
"healthStateDetails": [

{
"type": "https://astra.netapp.io/stateDetails/24",
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"title": "Snapshot replication completed",

"detail": "A snapshot was replicated to the destination.",

"additionalDetails": {

"completionTime": "2023-07-06T22:46:392",
"snapshotID": "ae60820d-e963-4eab-8bb3-9159e9£f012£f0",
"startTime": "2023-07-06T22:46:082"
}
}
I
"metadata": {
"labels": [],
"creationTimestamp": "2023-07-06T22:45:2427",
"modificationTimestamp": "2023-07-06T22:45:247",

"createdBy": "cc420827-£f968-4da7-9e72-df8a0£fd52£94"

}
1,

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

370

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"
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See Definitions

namespaceMapping

Name Type
clusterID string
namespaces array[string]
role string

storageClasses

372

Required

False

False

False

Description

Identifier of the cluster
for which the
namespaces are
specified. Defined values
are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index. Defined values
are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the
DNS 1123 Label
Schema

The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

* "source"

 "destination"



Name

clusterID

storageClassName

role

type_astra_stateTransition

Name
from

to
additionalDetails
type_astra_stateDetall

Name

type
title
detail

Type

string

string

string

Type
string

array[string]

Type
string
string

string

Required

False

False

False

Required
True

True

Required
True
True

True

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

» Conforms to the
Astra Identifier
Schema

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID". Defined
values are:

* Minimum length: 1

* Maximum length:
255

The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

 "source"

 "destination"

Description

Description
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Name Type Required Description

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

appMirror_1.1_get_response_body

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"

version string True Version of the resource.
Defined values are:

° Il1-0ll
° ll1 -1"

374


#additionalDetails
#type_astra_label

Name

sourceAppID

sourceClusterlD

Type

string

string

string

Required

True

True

True

Description

Globally unique identifier
of the resource. Defined
values are:

* Conforms to the
UUIDv4 Schema

Identifier of the source
application. Only
updated when swapping
the sourceAppID with
the destinationApplD.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

Identifier of the managed
cluster hosting the
source application. This
field is read-only and is
determined based on the
host cluster of the
source application. If
provided in an update, it
must match the cluster
ID of the source
application, so it can
only change when
swapping the
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the
Astra Identifier
Schema
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Name

destinationAppID

destinationClusterID

376

Type

string

string

Required

False

True

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization. Can only be
updated when swapping
sourceAppID with the
destinationAppID.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination
application will be
created on. If provided
on update, it must match
the cluster ID of the
destination application,
so it can only change
when swapping
sourceAppID with
destinationAppID.
Defined values are:

e Conforms to the
Astra Identifier
Schema



Name Type Required Description

namespaceMapping array[namespaceMappin False The namespace or
o] namespaces to use

when creating the
destination application,
corresponding to the
namespaces of the
source application. Each
JSON object contains
the fields "clusterID" and
"namespaces", where
the "clusterID" value is
the JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If
not provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2
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Name

storageClasses

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating
new Persistent Volume
Claims (PVCs). Each
JSON object contains
the fields "clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to
use when creating PVCs
on that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2


#storageClasses

Name

state

Type

string

Required

True

Description

The state of the
relationship. Defined
values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" -
Failover of the
application to the
destination cluster is
in progress.

"failedOver" -
Failover of the
application to the
destination cluster
has completed.

"deleting" -
Resources created
by the relationship
are being cleaned
up.

"deleted" - The
relationship was
cleaned up and
deleted.
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Name

stateTransitions

stateDesired

380

Type

Required

array[type_astra_stateTr False

ansition]

string

True

Description

Permitted state
transitions. The following
state transitions are
possible for this
resource:

* "establishing":
"established",
"deleting"

 "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

+ "failedOver":
"establishing",
"deleting"

» "deleting": "deleted"

* "deleted":

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

 "established" - The
relationship is
created.

* "failedOver" -
Failover of the
application to the
destination cluster
has completed.

* "deleted" - The
relationship was
successfully cleaned
up and deleted.


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateAllowed

stateDetails

Type Required

array[string] False

array[type_astra_stateDe True
tail]

Description

States that can be
requested in a given
state. The following
states can be requested
in each defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver",
"deleted"

* "failingOver":
"failedOver",
"deleted"

 "failedOver":
"established",
"deleted"

» "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,

including why the current

state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O
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#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

382

Type Required

string False

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe False
tail]

Description

State of the current or
most recent snapshot
transfer. Defined values
are:

* "transferring" - A
new snapshot was
created and is now
being replicated to
the destination
cluster. This state
also covers the
transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer
in progress.

Permitted state
transitions from a given
defined state. The
following state
transitions are possible
for this resource:

* "transferring": "idle"

* "idle"™: "transferring"

Additional details about
the current state
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

Type

string

Required

True

Description

Health state of the
resource. Defined values
are:

* "indeterminate" - The
health of the
resource cannot be
determined (for
example, due to lack
of connectivity)

"normal" - The
resource has no
known issues and
can provide services
in accordance with
the interface
specification

"warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface
specification

"critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface
specification
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Name Type Required Description

healthStateTransitions array[type_astra_stateTr True Permitted state
ansition] transitions from a given
defined state. The
following state
transitions are possible
for this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal";
"indeterminate”,

"warning", "critical"

* "warning":
"indeterminate",
"normal", "critical"

* "critical":
"indeterminate”,
"normal”, "warning"

healthStateDetails array[type_astra_stateDe True Additional details about
tail] the current state
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

metadata type_astra_metadata_up True Client and service-
date specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without

modification.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label]  False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an AppMirror resource
GET /accounts/{account_ id}/k8s/vl/appMirrors/{appMirror id}

Returns the stored AppMirror API resource in the JSON response body.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
appMirror_id string path True ID of the appMirror
collection to list
Response

Status: 200, Returns the stored AppMirror API resource in the JSON
response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"

version string True Version of the resource.
Defined values are:

. "1.0“
° Il1 -1ll

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name

sourceAppID

sourceClusterlD

destinationAppID

Type

string

string

string

Required

True

True

False

Description

Identifier of the source
application. Only updated
when swapping the
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application. This field is
read-only and is
determined based on the
host cluster of the source
application. If provided in
an update, it must match
the cluster ID of the
source application, so it
can only change when
swapping the
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization. Can only be
updated when swapping
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

destinationClusterID

namespaceMapping

388

Type Required

string True

array[namespaceMapping False

]

Description

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on. If
provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application. Each
JSON object contains the
fields "clusterID" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If not
provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2


#namespaceMapping

Name

storageClasses

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs). Each JSON
object contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

state

stateTransitions

390

Type Required

string True

array[type_astra_stateTra False
nsition]

Description

The state of the
relationship. Defined
values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.

Permitted state
transitions. The following
state transitions are
possible for this resource:

"establishing":
"established",
"deleting”

"established":
"failingOver",
"deleting"
"failingOver":
"failedOver",
"deleting"

"failedOver":
"establishing",
"deleting"

"deleting": "deleted"

"deleted":


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateDesired

stateAllowed

stateDetails

Type Required

string True

array|[string] False

array[type astra stateDet True
ail]

Description

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

 "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.

States that can be
requested in a given
state. The following states
can be requested in each
defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

392

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer. Defined values
are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

healthStateTransitions

Type Required

string True

array[type astra_stateTra True
nsition]

Description

Health state of the
resource. Defined values
are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

e "normal";
"indeterminate”,

"warning", "critical"

* "warning":
"indeterminate",
"normal", "critical"

* "critical":
"indeterminate”,
"normal”, "warning"
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#type_astra_stateTransition

Name Type Required Description

healthStateDetails array[type_astra_stateDet True Additional details about
ail] the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O

metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.1",

"id": "512c8dac-b7d4-5be9-836e-ee672965866a",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",

"namespaceMapping": [
{
"clusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"namespaces": [
"nsl-src",
"ns2-src"
]
by
{
"clusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",

"namespaces": [
"nsl-dest",
"ns2-dest"

}
1,
"state": "established",
"stateTransitions": |
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",

"deleting"

"from": "failingOver",
"to'l: [
"failedOver",
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"deleting"
]
by
{
"from": "failedOver",
"to": |
"establishing",
"deleting"
]
by
{
"from": "deleting",
"to": [
"deleted"

1,

"stateDesired": "established",
"stateAllowed": [
"failedOver",

"deleted"
I
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/1",
"title": "AppMirror relationship established",
"detail": "The AppMirror relationship has been successfully
established.”
}
I
"healthState": "normal",

"healthStateTransitions": [
{
"from": "indeterminate",
"to": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"
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]
b
{
"from": "warning",
"to": [
"indeterminate",
"normal",
"critical"
]
}I
{
"from": "critical",
"to": [
"indeterminate",
"normal",

"warning"

}
1,
"healthStateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/2",
"title": "SnapMirror syncing successfully",
"detail": "All SnapMirror relationships are synchronizing as
expected."
}
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
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Name
detail
status

correlationID

Example response

"type":

"title":
"detail"
"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

Example response

ntypen .
"title":

"detail":
"status":

398

Type
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",


#invalidParams

Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

400

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't



See Definitions

namespaceMapping

Name Type
clusterID string
namespaces array[string]
role string

storageClasses

Required

False

False

False

Description

Identifier of the cluster
for which the
namespaces are
specified. Defined values
are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index. Defined values
are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the
DNS 1123 Label
Schema

The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

* "source"

 "destination"
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Name

clusterID

storageClassName

role

type_astra_stateTransition

Name
from

to

additionalDetails
type_astra_stateDetall

Name

type
title
detail

402

Type

string

string

string

Type
string

array[string]

Type
string
string

string

Required

False

False

False

Required
True

True

Required
True
True

True

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

» Conforms to the
Astra Identifier
Schema

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID". Defined
values are:

* Minimum length: 1

* Maximum length:
255

The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

 "source"

 "destination"

Description

Description



Name Type Required Description

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify an AppMirror resource

PUT /accounts/{account id}/k8s/vl/appMirrors/{appMirror id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.

Side Effects

» Various side effects based on desiredState.
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#additionalDetails
#type_astra_label

Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

appMirror_id string path True ID of the appMirror
collection to list

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Side Effects

« Various side effects based on desiredState.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"

version string True Version of the resource.
Defined values are:

. ll1.0ll
° Il1 -1ll

id string False Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name

sourceAppID

sourceClusterlD

destinationAppID

Type

string

string

string

Required

False

False

False

Description

Identifier of the source
application. Only updated
when swapping the
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application. This field is
read-only and is
determined based on the
host cluster of the source
application. If provided in
an update, it must match
the cluster ID of the
source application, so it
can only change when
swapping the
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization. Can only be
updated when swapping
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

destinationClusterID

namespaceMapping

406

Type Required

string False

array[namespaceMapping False

]

Description

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on. If
provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application. Each
JSON object contains the
fields "clusterID" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If not
provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2


#namespaceMapping

Name

storageClasses

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs). Each JSON
object contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

state

stateTransitions

408

Type Required

string False

array[type_astra_stateTra False
nsition]

Description

The state of the
relationship. Defined
values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.

Permitted state
transitions. The following
state transitions are
possible for this resource:

"establishing":
"established",
"deleting”

"established":
"failingOver",
"deleting"
"failingOver":
"failedOver",
"deleting"

"failedOver":
"establishing",
"deleting"

"deleting": "deleted"

"deleted":


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateDesired

stateAllowed

stateDetails

Type Required

string False

array|[string] False

array[type astra_stateDet False
ail]

Description

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

 "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.

States that can be
requested in a given
state. The following states
can be requested in each
defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

410

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer. Defined values
are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

healthStateTransitions

Type Required

string False

array[type astra_stateTra False
nsition]

Description

Health state of the
resource. Defined values
are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

e "normal";
"indeterminate”,

"warning", "critical"

* "warning":
"indeterminate",
"normal", "critical"

* "critical":
"indeterminate”,
"normal”, "warning"
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#type_astra_stateTransition

Name Type Required Description

healthStateDetails array[type_astra_stateDet False Additional details about
ail] the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-appMirror",
"version": "1.1",
"stateDesired": "failedOver"

Response

Status: 204, Indicates if the appMirror resource was updated.

Response
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#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Status:

Name
type
title
detail
status

correlationID

401, Unauthorized

Type
string
string
string
string

string

Example response

n type " :
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response
Status: 400, Bad request

Name

type

title

detail

status
correlation|D

invalidFields

Type
string
string
string
string
string

array[invalidFields]

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

Required Description
True

True

True

True

False

False List of invalid request
body fields
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

414


#invalidFields

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.

"status": "404"
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namespaceMapping

Name Type
clusterID string
namespaces array[string]
role string

storageClasses

Required

False

False

False

Description

Identifier of the cluster
for which the
namespaces are
specified. Defined values
are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index. Defined values
are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the
DNS 1123 Label
Schema

The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

* "source"

 "destination"
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Name

clusterID

storageClassName

role

type_astra_stateTransition

Name
from

to

additionalDetails
type_astra_stateDetall

Name

type
title
detail

418

Type

string

string

string

Type
string

array[string]

Type
string
string

string

Required

False

False

False

Required
True

True

Required
True
True

True

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

» Conforms to the
Astra Identifier
Schema

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID". Defined
values are:

* Minimum length: 1

* Maximum length:
255

The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

 "source"

 "destination"

Description

Description



Name Type Required Description

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid
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#type_astra_label

Delete an AppMirror resource
DELETE /accounts/{account id}/k8s/vl/appMirrors/{appMirror id}

Removes the specified AppMirror AP| resource. Starts a process to asynchronously remove the AppMirror
resource, along with any resources on the source and destination clusters that were created as a result of the
AppMirror relationship. The resources removed are dependent on the state of the relationship at the time of
deletion.

Side Effects

* The stateDesired field is set to "deleted".
* The state field is set to "deleting".

« If state is "established", the TridentMirrorRelationships and PersistentVolumeClaims created by the
AppMirror relationship will be deleted.

« If state is "failedOver", the TridentMirrorRelationships created by the AppMirror relationship will be deleted
and the PersistentVolumeClaims in the destination application will be left in place.

* When the asynchronous delete operation is completed, the AppMirror API resource will be removed from
both the source and destination applications.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
appMirror_id string path True ID of the appMirror
collection to list
Response

Status: 204, Indicates if the appMirror resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
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Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",
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Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions

See Definitions

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Create a new AppMirror resource for an app
POST /accounts/{account id}/k8s/v1/apps/{app id}/appMirrors

Indicates the desired values for the AppMirror API resource to be created.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
app_id string path True ID of the containing

app resource

Request Body

Indicates the desired values for the AppMirror API resource to be created.
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Name

type

version

sourceAppID

destinationClusterID

424

Type

string

string

string

string

Required

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1 .1"

Identifier of the source
application. Only updated
when swapping the
sourceAppID with the
destinationAppID. Defined
values are:

* Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on. If
provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID. Defined
values are:

* Conforms to the Astra
Identifier Schema



Name

namespaceMapping

Type Required

array[namespaceMapping False

]

Description

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application. Each
JSON object contains the
fields "clusterID" and
"namespaces"”, where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If not
provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2
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Name

storageClasses

stateDesired

426

Type

array[storageClasses]

string

Required

False

True

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs). Each JSON
object contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

» "established" - The
relationship is
created.

* "failedOver" - Failover
of the application to
the destination cluster
has completed.

* "deleted" - The
relationship was
successfully cleaned
up and deleted.


#storageClasses

Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-appMirror",

"version": "1.1",

"sourceAppID": "efd639%6-fc92-4112-8841-0c0ab7890ae0",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"stateDesired": "established"

Response

Status: 201, Returns the newly created appMirror resource in the JSON

response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"
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#type_astra_metadata_update
#type_astra_metadata_update

Name

version

sourceAppID

sourceClusterlD

428

Type

string

string

string

string

Required

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1.0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

Identifier of the source
application. Only updated
when swapping the
sourceAppID with the
destinationAppID. Defined
values are:

* Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application. This field is
read-only and is
determined based on the
host cluster of the source
application. If provided in
an update, it must match
the cluster ID of the
source application, so it
can only change when
swapping the
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema



Name

destinationAppID

destinationClusterID

Type

string

string

Required

False

True

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization. Can only be
updated when swapping
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on. If
provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema
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Name

namespaceMapping
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Type Required

array[namespaceMapping False

]

Description

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application. Each
JSON object contains the
fields "clusterID" and
"namespaces"”, where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If not
provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2


#namespaceMapping

Name

storageClasses

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs). Each JSON
object contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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Name

state

stateTransitions

432

Type Required

string True

array[type_astra_stateTra False
nsition]

Description

The state of the
relationship. Defined
values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.

Permitted state
transitions. The following
state transitions are
possible for this resource:

"establishing":
"established",
"deleting”

"established":
"failingOver",
"deleting"
"failingOver":
"failedOver",
"deleting"

"failedOver":
"establishing",
"deleting"

"deleting": "deleted"

"deleted":


#type_astra_stateTransition
#type_astra_stateTransition

Name

stateDesired

stateAllowed

stateDetails

Type Required

string True

array|[string] False

array[type astra stateDet True
ail]

Description

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

 "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.

States that can be
requested in a given
state. The following states
can be requested in each
defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

434

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer. Defined values
are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

* Minimum ltems: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

healthStateTransitions

Type Required

string True

array[type astra_stateTra True
nsition]

Description

Health state of the
resource. Defined values
are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

e "normal";
"indeterminate”,

"warning", "critical"

* "warning":
"indeterminate",
"normal", "critical"

* "critical":
"indeterminate”,
"normal”, "warning"
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#type_astra_stateTransition
#type_astra_stateTransition

Name Type Required Description

healthStateDetails array[type_astra_stateDet True Additional details about
ail] the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O

metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.1",

"id": "512c8dac-b7d4-5be9-836e-ee672965866a",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226"

"state": "establishing",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",
"deleting"

"from": "failingOver",
"to": [
"failedOver",
"deleting"

"from": "failedOver",

"to": [
"establishing",
"deleting"

"from": "deleting",
"toll: [
"deleted"
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1,

"stateDesired": "established",

"stateAllowed": [
"deleted"
1y
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/3",
"title": "AppMirror is being established",
"detail": "The AppMirror relationship is in the process of being
established."
}
I
"healthState": "warning",

"healthStateTransitions": [
{
"from": "indeterminate",
"to": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"tO": [
"indeterminate",
"normal",

"warning"
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}

15
"healthStateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/4",

"title": "AppMirror not yet established",

"detail": "The AppMirror relationship is not protecting the app
data yet because the relationship is in the process of being
established."

}

I

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

}

}
Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",

"title": "Missing bearer token",

"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

Required Description
True

True

True

True

False

False List of invalid request
body fields

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name
type
title
detail
status

correlationlD
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Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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See Definitions

namespaceMapping

Name Type
clusterID string
namespaces array[string]
role string

storageClasses

Required

False

False

False

Description

Identifier of the cluster
for which the
namespaces are
specified. Defined values
are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index. Defined values
are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the
DNS 1123 Label
Schema

The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

* "source"

 "destination"
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Name Type Required Description

clusterlD string False Identifier of the cluster
for which the storage
class is specified.
Defined values are:

» Conforms to the
Astra Identifier
Schema

storageClassName string False Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID". Defined
values are:

* Minimum length: 1

* Maximum length:
255

role string False The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

 "source"

 "destination"

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

444



Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

type_astra_stateTransition

Name
from

to

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

invalidParams

Name

name

reason

invalidFields

Name

name

reason

Type
array[type_astra_label]
string
string
string

string

Type
string

array[string]

Type
string
string
string

additionalDetails

Type

string

string

Type

string

string

Required
False
False
False
False

False

Required
True

True

Required
True
True
True

False

Required

True

True

Required

True

True

Description

Description

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid
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#type_astra_label
#additionalDetails

List the AppMirror resources for an app
GET /accounts/{account id}/k8s/vl/apps/{app_id}/appMirrors

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

app_id string path True ID of the containing
app resource

include string query False Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll
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Name

filter

Response

Status:
collection.

Type

string

query

Required

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name

items

metadata

array[Any of:
appMirror_1.1_get _respon
se_body, array[]]

type astra_metadata_list

Description
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https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appMirror_1_1_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appMirror_1_1_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-appMirrors",

"version": "1.1",

"items": [

{
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"type": "application/astra-appMirror",
"version": "1.1",
"id": "f1lc98c2e-6391-42d3-8b21-3e75dac048a3",
"sourceAppID": "efd639%6-fc92-4112-8841-0c0ab7890ae0",
"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"namespaceMapping": [
{
"clusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"namespaces": [
"nsl-src",
"ns2-src"
]
by
{
"clusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",
"namespaces": [
"nsl-dest",

"ns2-dest"

}
1y
"state": "established",
"stateTransitions": [
{
"from": "establishing",
"to": [
"established",
"deleting"
]
b
{
"from": "established",
"to": [
"failingOver",

"deleting"

by



1,

"stateDesired":

"from": "failingOver",
"ol [
"failedOver",
"deleting"

"from": "failedOver",

"toll: [
"establishing",
"deleting"

"from": "deleting",
"tO": [
"deleted"

"stateAllowed": [
"failedOver",
"deleted"

1,

"stateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/1",
"title": "AppMirror relationship established",

"detail": "The AppMirror relationship has been successfully

established."

}
1,

"healthState": "normal",

"healthStateTransitions":

{

by
{

"from": "indeterminate",

"toll: [
"normal",
"warning",
"critical"

]

"from": "normal",

"established",
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"toll: [
"indeterminate",
"warning",

"critical"

"from": "warning",

"to": [
"indeterminate",
"normal",

"critical"

"from": "critical",

"to": [
"indeterminate",
"normal",

"warning"

}
1y
"healthStateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/2",
"title": "SnapMirror syncing successfully",

"detail": "All SnapMirror relationships are synchronizing as

expected."

}

1,

"metadata": {
"labels": [],
"creationTimestamp": "2020-08-06T12:24:52.256624z2",
"modificationTimestamp": "2020-08-06T12:24:52.2566242",
"createdBy": "llcOcfal-4f27-4ef7-a2lc-cb452fc5c9%aa"

"type": "application/astra-appMirror",

"version": "1.1",

"id": "114633f0-5b59-4bd7-adce-a%bad423albd",
"sourceAppID": "eaf8b854-211d-460a-acl8-d093d8e2ac70",

"sourceClusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",
"destinationAppID": "e829c5e0-750f-44ad-a684-ace85be2c2bb",
"destinationClusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",



"namespaceMapping": [

{

}
1,

"clusterID": "fcb27b51-ebb7-40ca-b8fl1-1d23ebd06889",

"namespaces": [
"app-namespace"

1,

"role": "source"
"clusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",
"namespaces": [

"destination-app-namespace"

1,

"role": "destination"

"storageClasses": [

{

}
1,

"storageClassName": "destination-sc",

"clusterID": "fcb27b51-ebb7-40ca-b8f1-1d23ebd06889",

"role": "destination"

"state": "established",

"stateTransitions": [

{

by

"from": "establishing",
"tO": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",

"deleting"

"from": "failingOver",
"to": |
"failedOver",
"deleting"
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"from": "failedOver",

"to": [
"establishing",
"deleting"

1,

"stateDesired": "established",
"stateAllowed": [
"failedOver",
"deleted"
1,
"stateDetails": [],
"transferState": "idle",
"transferStateTransitions": [
{
"from": "transferring",
"to": [
"idle"
]
by
{
"from": "idle",
"to": [

"transferring"

1,

"transferStateDetails": [
{

"type": "https://astra.netapp.io/stateDetails/24",

"title": "Snapshot replication completed",

"detail": "A snapshot was replicated to the destination.",

"additionalDetails": {
"completionTime": "2023-07-06T22:46:392",
"snapshotID": "ae60820d-e963-4eab-8bb3-9159%9e9£012f0",
"startTime": "2023-07-06T22:46:082"

1,

"healthState": "normal",
"healthStateTransitions": [],
"healthStateDetails": [

{
"type": "https://astra.netapp.io/stateDetails/24",
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"title": "Snapshot replication completed",

"detail": "A snapshot was replicated to the destination.",

"additionalDetails": {

"completionTime": "2023-07-06T22:46:392",
"snapshotID": "ae60820d-e963-4eab-8bb3-9159e9£f012£f0",
"startTime": "2023-07-06T22:46:082"
}
}
I
"metadata": {
"labels": [],
"creationTimestamp": "2023-07-06T22:45:2427",
"modificationTimestamp": "2023-07-06T22:45:247",

"createdBy": "cc420827-£f968-4da7-9e72-df8a0£fd52£94"

}
1,

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/2",

"title": "Collection not found",

"detail": "The collection specified in the request URI wasn't
found.",

"status": "404"
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See Definitions

namespaceMapping

Name Type
clusterID string
namespaces array[string]
role string

storageClasses

Required

False

False

False

Description

Identifier of the cluster
for which the
namespaces are
specified. Defined values
are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index. Defined values
are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the
DNS 1123 Label
Schema

The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

* "source"

 "destination"
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Name

clusterID

storageClassName

role

type_astra_stateTransition

Name
from

to

additionalDetails
type_astra_stateDetall

Name

type
title
detail

458

Type

string

string

string

Type
string

array[string]

Type
string
string

string

Required

False

False

False

Required
True

True

Required
True
True

True

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

» Conforms to the
Astra Identifier
Schema

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID". Defined
values are:

* Minimum length: 1

* Maximum length:
255

The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

 "source"

 "destination"

Description

Description



Name

additionalDetails

type_astra_label

Name
name

value

Type

additionalDetails

Type
string

string

type astra_metadata_update

Required

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and

createdBy, will be preserved without modification.

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

Type
array[type_astra_label]
string
string
string

string

appMirror_1.1_get_response_body

Name

type

version

Type

string

string

Required
False
False
False
False

False

Required

True

True

Description

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"

Version of the resource.
Defined values are:

° Il1-0ll
° ll1 -1"
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#additionalDetails
#type_astra_label

Name

sourceAppID

sourceClusterlD

460

Type

string

string

string

Required

True

True

True

Description

Globally unique identifier
of the resource. Defined
values are:

* Conforms to the
UUIDv4 Schema

Identifier of the source
application. Only
updated when swapping
the sourceAppID with
the destinationApplD.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

Identifier of the managed
cluster hosting the
source application. This
field is read-only and is
determined based on the
host cluster of the
source application. If
provided in an update, it
must match the cluster
ID of the source
application, so it can
only change when
swapping the
sourceAppID with
destinationAppID.
Defined values are:

» Conforms to the
Astra Identifier
Schema



Name

destinationAppID

destinationClusterID

Type

string

string

Required

False

True

Description

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization. Can only be
updated when swapping
sourceAppID with the
destinationAppID.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination
application will be
created on. If provided
on update, it must match
the cluster ID of the
destination application,
so it can only change
when swapping
sourceAppID with
destinationAppID.
Defined values are:

e Conforms to the
Astra Identifier
Schema
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462

Name

namespaceMapping

Type Required

array[namespaceMappin False
gl

Description

The namespace or
namespaces to use
when creating the
destination application,
corresponding to the
namespaces of the
source application. Each
JSON object contains
the fields "clusterID" and
"namespaces", where
the "clusterID" value is
the JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If
not provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2


#namespaceMapping
#namespaceMapping

Name Type Required Description

storageClasses array[storageClasses] False The storage class to be
used on the destination
cluster when creating
new Persistent Volume
Claims (PVCs). Each
JSON object contains
the fields "clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to
use when creating PVCs
on that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2
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#storageClasses

Name

state

464

Type

string

Required

True

Description

The state of the
relationship. Defined
values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" -
Failover of the
application to the
destination cluster is
in progress.

"failedOver" -
Failover of the
application to the
destination cluster
has completed.

"deleting" -
Resources created
by the relationship
are being cleaned
up.

"deleted" - The
relationship was
cleaned up and
deleted.



Name

stateTransitions

stateDesired

Type

Required

array[type_astra_stateTr False

ansition]

string

True

Description

Permitted state
transitions. The following
state transitions are
possible for this
resource:

* "establishing":
"established",
"deleting"

 "established":
"failingOver",
"deleting"

* "failingOver":
"failedOver",
"deleting"

+ "failedOver":
"establishing",
"deleting"

» "deleting": "deleted"

* "deleted":

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

 "established" - The
relationship is
created.

* "failedOver" -
Failover of the
application to the
destination cluster
has completed.

* "deleted" - The
relationship was
successfully cleaned
up and deleted.
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#type_astra_stateTransition
#type_astra_stateTransition

Name

stateAllowed

stateDetails

466

Type Required

array[string] False

array[type_astra_stateDe True
tail]

Description

States that can be
requested in a given
state. The following
states can be requested
in each defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver",
"deleted"

* "failingOver":
"failedOver",
"deleted"

 "failedOver":
"established",
"deleted"

» "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

Type Required

string False

array[type_astra_stateTr False
ansition]

array[type_astra_stateDe False
tail]

Description

State of the current or
most recent snapshot
transfer. Defined values
are:

* "transferring" - A
new snapshot was
created and is now
being replicated to
the destination
cluster. This state
also covers the
transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer
in progress.

Permitted state
transitions from a given
defined state. The
following state
transitions are possible
for this resource:

* "transferring": "idle"

* "idle"™: "transferring"

Additional details about
the current state
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

468

Type

string

Required

True

Description

Health state of the
resource. Defined values
are:

* "indeterminate" - The
health of the
resource cannot be
determined (for
example, due to lack
of connectivity)

"normal" - The
resource has no
known issues and
can provide services
in accordance with
the interface
specification

"warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface
specification

"critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface
specification



Name Type Required Description

healthStateTransitions array[type_astra_stateTr True Permitted state
ansition] transitions from a given
defined state. The
following state
transitions are possible
for this resource:

* "indeterminate":
"normal”, "warning",
"critical"

* "normal";
"indeterminate”,

"warning", "critical"

* "warning":
"indeterminate",
"normal", "critical"

* "critical":
"indeterminate”,
"normal”, "warning"

healthStateDetails array[type_astra_stateDe True Additional details about
tail] the current state
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

470

Type

Required

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid


#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve an AppMirror resource for an app

GET /accounts/{account_id}/k8s/vl/apps/{app_id}/appMirrors/{appMirror id}

Returns the stored AppMirror API resource in the JSON response body.

Parameters

Name Type
account_id string
app_id string
appMirror_id string
Response

path

path

path

Required

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

ID of the appMirror
collection to list

Status: 200, Returns the stored AppMirror API resource in the JSON

response body.

Name

type

version

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"

Version of the resource.
Defined values are:

° Il1-0ll
° ll1 -1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema
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Name

sourceAppID

sourceClusterlD

destinationAppID

472

Type

string

string

string

Required

True

True

False

Description

Identifier of the source
application. Only updated
when swapping the
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application. This field is
read-only and is
determined based on the
host cluster of the source
application. If provided in
an update, it must match
the cluster ID of the
source application, so it
can only change when
swapping the
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization. Can only be
updated when swapping
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

destinationClusterID

namespaceMapping

Type Required

string True

array[namespaceMapping False

]

Description

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on. If
provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application. Each
JSON object contains the
fields "clusterID" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If not
provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2
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#namespaceMapping

Name

storageClasses

474

Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs). Each JSON
object contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2


#storageClasses

Name

state

stateTransitions

Type Required

string True

array[type_astra_stateTra False
nsition]

Description

The state of the
relationship. Defined
values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.

Permitted state
transitions. The following
state transitions are
possible for this resource:

"establishing":
"established",
"deleting”

"established":
"failingOver",
"deleting"
"failingOver":
"failedOver",
"deleting"

"failedOver":
"establishing",
"deleting"

"deleting": "deleted"

"deleted":
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#type_astra_stateTransition
#type_astra_stateTransition

Name

stateDesired

stateAllowed

stateDetails

476

Type Required

string True

array|[string] False

array[type astra stateDet True
ail]

Description

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

 "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.

States that can be
requested in a given
state. The following states
can be requested in each
defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O


#type_astra_stateDetail
#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer. Defined values
are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

* Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

healthState

healthStateTransitions

478

Type Required

string True

array[type astra_stateTra True
nsition]

Description

Health state of the
resource. Defined values
are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

e "normal";
"indeterminate”,

"warning", "critical"

* "warning":
"indeterminate",
"normal", "critical"

* "critical":
"indeterminate”,
"normal”, "warning"


#type_astra_stateTransition
#type_astra_stateTransition

Name

healthStateDetails

metadata

Type Required

array[type_astra_stateDet True
ail]

type_astra_metadata_upd True
ate

Description

Additional details about

the current state including
why the current state was
reached. If no details are

available, this array will
empty. Defined values
are:

e Minimum ltems: O

Client and service-
specified metadata
associated with the

be

resource. Defined values

are:

» Conforms to the Astra
Metadata Schema If

not specified on
create, a metadata

object will be created
with no labels. If not
specified on update,
the metadata object’s

labels,
creationTimestamp

and createdBy, will be

preserved without
modification.
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#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-appMirror",

"version": "1.1",

"id": "512c8dac-b7d4-5be9-836e-ee672965866a",
"sourceAppID": "efd639%06-fc92-4112-8841-0c0ab7890ae0",

"sourceClusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"destinationAppID": "cd7b6d91-fc19-4983-a754-9a7bb4d80a7b",
"destinationClusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",

"namespaceMapping": [
{
"clusterID": "5789e026-c2e2-41e9-ab00-9766bcfa8951",
"namespaces": [
"nsl-src",
"ns2-src"
]
by
{
"clusterID": "c5d023a9-4061-4a8a-bfbf-3bellff06226",

"namespaces": [
"nsl-dest",
"ns2-dest"

}
1,
"state": "established",
"stateTransitions": |
{
"from": "establishing",
"to": [
"established",
"deleting"

"from": "established",
"to": [
"failingOver",

"deleting"

"from": "failingOver",
"to'l: [
"failedOver",
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"deleting"
]
by
{
"from": "failedOver",
"to": |
"establishing",
"deleting"
]
by
{
"from": "deleting",
"to": [
"deleted"

1,

"stateDesired": "established",
"stateAllowed": [
"failedOver",

"deleted"
I
"stateDetails": [
{
"type": "https://astra.netapp.io/stateDetails/1",
"title": "AppMirror relationship established",
"detail": "The AppMirror relationship has been successfully
established.”
}
I
"healthState": "normal",

"healthStateTransitions": [
{
"from": "indeterminate",
"to": [
"normal",
"warning",

"critical"

"from": "normal",

"to": [
"indeterminate",
"warning",

"critical"
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]
by
{

"from": "warning",
"to": [
"indeterminate",
"normal",
"critical"
]
}I
{

"from": "critical",

"tO": [
"indeterminate",
"normal",

"warning"

}
1,
"healthStateDetails": [

{

"type": "https://astra.netapp.io/stateDetails/2",
"title": "SnapMirror syncing successfully",
"detail": "All SnapMirror relationships are synchronizing as
expected."
}
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlationlD string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",

"title": "Invalid query parameters",

"detail": "The supplied query parameters are invalid.",
"status": "400"
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#invalidParams

Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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See Definitions

namespaceMapping

Name Type
clusterID string
namespaces array[string]
role string

storageClasses

486

Required

False

False

False

Description

Identifier of the cluster
for which the
namespaces are
specified. Defined values
are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index. Defined values
are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the
DNS 1123 Label
Schema

The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

* "source"

 "destination"



Name

clusterID

storageClassName

role

type_astra_stateTransition

Name
from

to
additionalDetails
type_astra_stateDetall

Name

type
title
detail

Type

string

string

string

Type
string

array[string]

Type
string
string

string

Required

False

False

False

Required
True

True

Required
True
True

True

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

» Conforms to the
Astra Identifier
Schema

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID". Defined
values are:

* Minimum length: 1

* Maximum length:
255

The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

 "source"

 "destination"

Description

Description
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Name Type Required Description

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify an AppMirror resource for an app
PUT /accounts/{account_id}/k8s/vl/apps/{app_ id}/appMirrors/{appMirror id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Side Effects

» Various side effects based on desiredState.
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#additionalDetails
#type_astra_label

Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

app_id string path True ID of the containing
app resource

appMirror_id string path True ID of the appMirror
collection to list

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Side Effects

» Various side effects based on desiredState.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appMirror"

version string True Version of the resource.
Defined values are:

° ll1-0ll
° ll1 .1"

id string False Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema
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Name

sourceAppID

sourceClusterlD

destinationAppID

490

Type

string

string

string

Required

False

False

False

Description

Identifier of the source
application. Only updated
when swapping the
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema

Identifier of the managed
cluster hosting the source
application. This field is
read-only and is
determined based on the
host cluster of the source
application. If provided in
an update, it must match
the cluster ID of the
source application, so it
can only change when
swapping the
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema

Identifier of the
destination application.
Cannot be provided on
create because a new
app ID will be generated
as part of relationship
initialization. Can only be
updated when swapping
sourceAppID with the
destinationAppID. Defined
values are:

» Conforms to the Astra
Identifier Schema



Name

destinationClusterID

namespaceMapping

Type Required

string False

array[namespaceMapping False

]

Description

Identifier of the managed
cluster to host the
destination application.
Must be provided on
create because it
determines what cluster
the destination application
will be created on. If
provided on update, it
must match the cluster ID
of the destination
application, so it can only
change when swapping
sourceAppID with
destinationAppID. Defined
values are:

e Conforms to the Astra
Identifier Schema

The namespace or
namespaces to use when
creating the destination
application, corresponding
to the namespaces of the
source application. Each
JSON object contains the
fields "clusterID" and
"namespaces", where the
"clusterID" value is the
JSON string ID of the
source or destination
cluster, and the
"namespaces" value is a
JSON array of JSON
strings. There must be
exactly one JSON object
for each cluster, and the
namespaces will be
correlated by index. If not
provided, the same
namespace from the
source cluster will be
used in the destination
cluster. Defined values
are:

* Minimum length: O

* Maximum length: 2
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Name

storageClasses
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Type

array[storageClasses]

Required

False

Description

The storage class to be
used on the destination
cluster when creating new
Persistent Volume Claims
(PVCs). Each JSON
object contains the fields
"clusterID" and
"storageClassName",
where the "clusterID"
value is the JSON string
ID of the source or
destination cluster, and
the "storageClassName"
is the storage class to use
when creating PVCs on
that cluster. If not
provided or if the value is
missing for a cluster, the
default storage class will
be used for that cluster.
Defined values are:

* Minimum length: 0

* Maximum length: 2


#storageClasses

Name

state

stateTransitions

Type Required

string False

array[type_astra_stateTra False
nsition]

Description

The state of the
relationship. Defined
values are:

"establishing" - The
relationship is being
created.

"established" - The
relationship is
created.

"failingOver" - Failover
of the application to
the destination cluster
is in progress.

"failedOver" - Failover
of the application to
the destination cluster
has completed.

"deleting" - Resources
created by the
relationship are being
cleaned up.

"deleted" - The
relationship was
cleaned up and
deleted.

Permitted state
transitions. The following
state transitions are
possible for this resource:

"establishing":
"established",
"deleting”

"established":
"failingOver",
"deleting"
"failingOver":
"failedOver",
"deleting"

"failedOver":
"establishing",
"deleting"

"deleting": "deleted"

"deleted":
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Name

stateDesired

stateAllowed

stateDetails
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Type Required

string False

array|[string] False

array[type astra_stateDet False
ail]

Description

The desired state for the
relationship. At creation,
the only valid value is
"established". Defined
values are:

 "established" - The
relationship is
created.

 "failedOver" - Failover
of the application to
the destination cluster
has completed.

 "deleted" - The
relationship was
successfully cleaned
up and deleted.

States that can be
requested in a given
state. The following states
can be requested in each
defined state:

* "establishing":
"established",
"deleted"

 "established":
"failedOver", "deleted"

* "failingOver":
"failedOver", "deleted"

 "failedOver":
"established",
"deleted"

 "deleting": "deleted"

» "deleted": "deleted"

Additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

* Minimum ltems: O
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#type_astra_stateDetail

Name

transferState

transferStateTransitions

transferStateDetails

Type Required

string False

array[type_astra_stateTra False
nsition]

array[type_astra_stateDet False
ail]

Description

State of the current or
most recent snapshot
transfer. Defined values
are:

* "transferring" - A new
snapshot was created
and is now being
replicated to the
destination cluster.
This state also covers
the transfers that have
failed on previous
attempts and are
being continually
retried.

* "idle" - There is
currently no transfer in
progress.

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "transferring": "idle"

* "idle": "transferring"

Additional details about
the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

* Minimum ltems: O
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Name

healthState

healthStateTransitions

496

Type Required

string False

array[type astra_stateTra False
nsition]

Description

Health state of the
resource. Defined values
are:

* "indeterminate" - The
health of the resource
cannot be determined
(for example, due to
lack of connectivity)

* "normal" - The
resource has no
known issues and can
provide services in
accordance with the
interface specification

* "warning" - The
resource has known
issues that do not
prevent it providing
services in
accordance with the
interface specification

* "critical" - The
resource has known
issues that prevent it
from providing
services in
accordance with the
interface specification

Permitted state transitions
from a given defined
state. The following state
transitions are possible for
this resource:

* "indeterminate":
"normal”, "warning",
"critical"

e "normal";
"indeterminate”,

"warning", "critical"

* "warning":
"indeterminate",
"normal", "critical"

* "critical":
"indeterminate”,
"normal”, "warning"


#type_astra_stateTransition
#type_astra_stateTransition

Name Type Required Description

healthStateDetails array[type_astra_stateDet False Additional details about
ail] the current state including
why the current state was
reached. If no details are
available, this array will be
empty. Defined values
are:

e Minimum ltems: O

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-appMirror",
"version": "1.1",
"stateDesired": "failedOver"

Response

Status: 204, Indicates if the appMirror resource was updated.

Response
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#type_astra_metadata_update

Status:

Name
type
title
detail
status

correlationID

401, Unauthorized

Type
string
string
string
string

string

Example response

n type " :
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response
Status: 400, Bad request

Name

type

title

detail

status
correlation|D

invalidFields

498

Type
string
string
string
string
string

array[invalidFields]

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden
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Name
type
title
detail
status

correlationID

Example response

"type":

"title":
"detail"
"status"

Error

Status: 404,

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

: "The requested operation isn't permitted.",

: "403"

Not found

Type
string
string
string
string

string

Example error response

ntypen .
"title":

"detail":
"status":

500

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/1",

"Resource not found",

"404"

"The resource specified in the request URI wasn't found.
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namespaceMapping

Name Type
clusterID string
namespaces array[string]
role string

storageClasses

502

Required

False

False

False

Description

Identifier of the cluster
for which the
namespaces are
specified. Defined values
are:

e Conforms to the
Astra |dentifier
Schema

List of namespaces to
use on the cluster.
Correlated with the other
cluster namespace list
by index. Defined values
are:

* Minimum length: 1
* Maximum length: 63

* Conforms to the
DNS 1123 Label
Schema

The initial role for this
namespace definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

* "source"

 "destination"



Name

clusterID

storageClassName

role

type_astra_stateTransition

Name
from

to
additionalDetails
type_astra_stateDetall

Name

type
title
detail

Type

string

string

string

Type
string

array[string]

Type
string
string

string

Required

False

False

False

Required
True

True

Required
True
True

True

Description

Identifier of the cluster
for which the storage
class is specified.
Defined values are:

» Conforms to the
Astra Identifier
Schema

Name of the storage
class to use when
creating PVCs on the
cluster specified in
"clusterID". Defined
values are:

* Minimum length: 1

* Maximum length:
255

The initial role for this
storage class definition.
This parameter is
optional except for when
a same-cluster
replication configuration
is used. Defined values
are:

 "source"

 "destination"

Description

Description
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Name Type Required Description

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid
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Delete an AppMirror resource for an app
DELETE /accounts/{account id}/k8s/vl/apps/{app id}/appMirrors/{appMirror id}

Removes the specified AppMirror AP| resource. Starts a process to asynchronously remove the AppMirror
resource, along with any resources on the source and destination clusters that were created as a result of the
AppMirror relationship. The resources removed are dependent on the state of the relationship at the time of
deletion.

Side Effects

* The stateDesired field is set to "deleted".
* The state field is set to "deleting".

« If state is "established", the TridentMirrorRelationships and PersistentVolumeClaims created by the
AppMirror relationship will be deleted.

« If state is "failedOver", the TridentMirrorRelationships created by the AppMirror relationship will be deleted
and the PersistentVolumeClaims in the destination application will be left in place.

* When the asynchronous delete operation is completed, the AppMirror API resource will be removed from
both the source and destination applications.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
app_id string path True ID of the containing
app resource
appMirror_id string path True ID of the appMirror
collection to list
Response

Status: 204, Indicates if the appMirror resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description

type string True
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Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlationlD string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",

"title": "Invalid query parameters",

"detail": "The supplied query parameters are invalid.",
"status": "400"
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Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions

See Definitions

invalidParams

Name Type Required
name string True
reason string True

Application Asset

Application Asset overview

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The Application Asset API provides access to internal collections of state information used to manage

applications.

List the application assets for an application backup

GET /accounts/{account id}/topology/vl/appBackups/{appBackup id}/appAssets

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters
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Name

account_id

appBackup _id

include

limit

Response

Status: 200,
collection.

Type

string

string

string

string

path

path

query

query

Required

True

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
appBackup resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
ll2ll

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.
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Name Type Required Description

items array[Any of: True
appAsset_1.1_get respon
se_body, array[]]

metadata type _astra_metadata_list True

Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",

"mediawiki-69c6fcf864-2wx61"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",

"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized
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Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",

"status": "400"

511



Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

514

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type Required Description

name string True JSON string containing
the label name Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

value string True JSON string containing
the label value Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:

"M[a-z0-9A-Z_.-
1){1,63}$"
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

appAsset_1.1_get response_body
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Name

type

version

assetType

creationTimestamp

GVK

516

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.


#GVK

Name

resource

assetlD

labels

assetName

namespace

Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset. If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254
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Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource. Defined values
are:

« Conforms to the
Astra Metadata

Schema

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid

Retrieve an application asset from an application backup

GET

/accounts/{account id}/topology/vl/appBackups/{appBackup id}/appAssets/{appAsset
id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

appBackup _id string path True ID of the containing
appBackup resource

appAsset_id string path True ID of the appAsset
collection to list

Response

Status: 200, Returns the stored Application Asset API resource in the JSON
response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

version string True Version of the resource.
Defined values are:

° "1.0“
. ll1 .1"

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

520

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0


#GVK
#type_json
#labels

Name

assetName

namespace

metadata

Type

string

string

type _astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource. Defined values
are:

e Conforms to the Astra
Metadata Schema
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Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group " : " apps n ,
"kind". "POd"

. 4
"version": "v1"

by

"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",

"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
}
Response
Status: 401, Unauthorized

Name Type Required
type string True
title string True
detail string True
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Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",
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Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

526

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type Required Description

name string True JSON string containing
the label name Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

value string True JSON string containing
the label value Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:

"M[a-z0-9A-Z_.-
1){1,63}$"
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

invalidParams
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Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

List the application assets for a managed cluster

GET
/accounts/{account id}/topology/vl/managedClusters/{managedCluster id}/apps/{app_
id}/appAssets

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{-Account}}
managedCluster_id string path True ID of the containing
managedCluster
resource
app_id string path True ID of the containing
app resource
include string query False Indicates which

fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name
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Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appAsset_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name

name

value

type_astra_label

Name
name

value

type_astra_metadata

Type

string

string

Type

string

string

Required

True

True

Required
True

True

Description

JSON string containing
the label name Defined
values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

JSON string containing
the label value Defined
values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"N[a-z0-9A-Z_.-
1){1,63}$"

Description

Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

Type
array[type_astra_label]
string
string
string

string

appAsset_1.1_get response_body
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Required

True
True
True
True

False

Description


#type_astra_label

Name

type

version

assetType

creationTimestamp

GVK

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.
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Name

resource

assetlD

labels

assetName

namespace
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Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset. If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254


#type_json
#labels

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Retrieve an application asset for a managed cluster

GET

Type

type_astra_metadata

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required

True

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

« Conforms to the
Astra Metadata
Schema

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

/accounts/{account id}/topology/vl/managedClusters/{managedCluster id}/apps/{app_
id}/appAssets/{appAsset id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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#type_astra_metadata
#type_astra_label

Name

account_id

managedCluster_id

app_id

appAsset _id

Response

Status: 200,

Type

string

string

string

string

path

path

path

path

Required

True

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
managedCluster
resource

ID of the containing
app resource

ID of the appAsset
collection to list

Returns the stored Application Asset API resource in the JSON

response body.

Name

type

version
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Type

string

string

string

Required

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1 -Oll

. ll1 .1ll

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema



Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0

539


#GVK
#type_json
#labels

Name

assetName

namespace

metadata

540

Type

string

string

type _astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource. Defined values
are:

e Conforms to the Astra
Metadata Schema


#type_astra_metadata

Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group " : " apps n ,
"kind". "POd"

. 4
"version": "v1"

by

"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",

"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",
"metadata": {

Response

Status:

Name
type
title
detail

"createdBy":

401,

"labels": [],
"creationTimestamp":
"modificationTimestamp":

Unauthorized

Type
string
string

string

"2022-10-06T20:58:16.305662Z2",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required
True
True

True

Description
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Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response
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Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",


#invalidParams

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

544

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name

name

value

type_astra_label

Name
name

value

type_astra_metadata

Type

string

string

Type

string

string

Required

True

True

Required
True

True

Description

JSON string containing
the label name Defined
values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

JSON string containing
the label value Defined
values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"N[a-z0-9A-Z_.-
1){1,63}$"

Description

Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams
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Type
array[type_astra_label]
string
string
string

string

Required

True
True
True
True

False

Description


#type_astra_label

Name

name

reason

Type

string

string

List the application assets for an app

Required

True

True

GET /accounts/{account_id}/k8s/vl1/apps/{app_id}/appAssets

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters
Name Type
account_id string
app_id string
include string

path

path

query

Required

True

True

False

Description

ID of the containing
account resource

* example:
{{-Account}}

ID of the containing
app resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name
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Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appAsset_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True
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#type_astra_metadata_list

Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

552

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type Required Description

name string True JSON string containing
the label name Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

value string True JSON string containing
the label value Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:

"M[a-z0-9A-Z_.-
1){1,63}$"
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

appAsset_1.1_get response_body
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#type_astra_label

Name

type

version

assetType

creationTimestamp

GVK
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Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.


#GVK

Name

resource

assetlD

labels

assetName

namespace

Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset. If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254
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#type_json
#labels

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Retrieve an application asset for an app

Type

type_astra_metadata

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required

True

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

« Conforms to the
Astra Metadata
Schema

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

GET /accounts/{account id}/k8s/vl/apps/{app_id}/appAssets/{appAsset id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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#type_astra_label

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

app_id string path True ID of the containing
app resource

appAsset_id string path True ID of the appAsset
collection to list

Response

Status: 200, Returns the stored Application Asset API resource in the JSON
response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

version string True Version of the resource.
Defined values are:

° "1.0“
. ll1 .1"

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

558

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0


#GVK
#type_json
#labels

Name

assetName

namespace

metadata

Type

string

string

type _astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource. Defined values
are:

e Conforms to the Astra
Metadata Schema
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Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group " : " apps n ,
"kind". "POd"

. 4
"version": "v1"

by

"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",

"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
}
Response
Status: 401, Unauthorized

Name Type Required
type string True
title string True
detail string True

560

Description



Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",
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Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

564

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type Required Description

name string True JSON string containing
the label name Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

value string True JSON string containing
the label value Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:

"M[a-z0-9A-Z_.-
1){1,63}$"
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

invalidParams
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Name

name

reason

List the application assets from an application backup for an app

GET

Type

string

string

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

/accounts/{account id}/k8s/v1/apps/{app id}/appBackups/{appBackup id}/appAssets

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

account_id

app_id

appBackup_id

include

566

Type

string

string

string

string

In Required
path True

path True

path True
query False

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

ID of the containing
appBackup resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name



Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appAsset_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True
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Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name

name

value

type_astra_label

Name
name

value

type_astra_metadata

Type

string

string

Type

string

string

Required

True

True

Required
True

True

Description

JSON string containing
the label name Defined
values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

JSON string containing
the label value Defined
values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"N[a-z0-9A-Z_.-
1){1,63}$"

Description

Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

Type
array[type_astra_label]
string
string
string

string

appAsset_1.1_get response_body
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Required

True
True
True
True

False

Description


#type_astra_label

Name

type

version

assetType

creationTimestamp

GVK

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.
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Name

resource

assetlD

labels

assetName

namespace

574

Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset. If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254


#type_json
#labels

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

Type

type_astra_metadata

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required

True

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

« Conforms to the
Astra Metadata
Schema

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Retrieve an application asset from an application backup for an app

GET

/accounts/{account id}/k8s/vl/apps/{app id}/appBackups/{appBackup id}/appAssets/{

appAsset id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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#type_astra_metadata
#type_astra_label

Name

account_id

app_id

appBackup_id

appAsset _id

Response

Status: 200,

Type

string

string

string

string

path

path

path

path

Required

True

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

ID of the containing
appBackup resource

ID of the appAsset
collection to list

Returns the stored Application Asset API resource in the JSON

response body.

Name

type

version

576

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1 -Oll

° ll1 -1"

Globally unique identifier
of the resource. Defined
values are:

« Conforms to the
UUIDv4 Schema



Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0
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#type_json
#labels

Name

assetName

namespace

metadata

578

Type

string

string

type _astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource. Defined values
are:

e Conforms to the Astra
Metadata Schema


#type_astra_metadata

Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group " : " apps n ,
"kind". "POd"

. 4
"version": "v1"

by

"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",

"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",
"metadata": {

Response

Status:

Name
type
title
detail

"createdBy":

401,

"labels": [],
"creationTimestamp":
"modificationTimestamp":

Unauthorized

Type
string
string

string

"2022-10-06T20:58:16.305662Z2",
"2022-10-06T20:58:16.3056622",
"8£84cf09-8036-51e4-b579-bd30cb07b269"

Required
True
True

True

Description
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Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

580

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",


#invalidParams

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

582

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254
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Name

name

value

type_astra_label

Name
name

value

type_astra_metadata

Type

string

string

Type

string

string

Required

True

True

Required
True

True

Description

JSON string containing
the label name Defined
values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

JSON string containing
the label value Defined
values are:

* Minimum length: 1

* Maximum length: 63

* Defined regex is:
"N[a-z0-9A-Z_.-
1){1,63}$"

Description

Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams
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Type
array[type_astra_label]
string
string
string

string

Required

True
True
True
True

False

Description


#type_astra_label

Name

name

reason

List application assets for an application snapshot

Type

string

string

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

GET /accounts/{account_id}/k8s/vl/apps/{app_id}/appSnaps/{appSnap id}/appAssets

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

account_id

app_id

appSnap_id

include

Type

string

string

string

string

path

path

path

query

Required

True

True

True

False

Description

ID of the containing
account resource

* example:
{{-Account}}

ID of the containing
app resource

ID of the containing
appSnap resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
assetType,asset
Name
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Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appAsset_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True

586


https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appAsset_1_1_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appAsset_1_1_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-appAssets",
"version": "1.1",
"items": [
[
"Pod",
"mediawiki-69c6fcf864-2wx61l"

"ReplicaSet",
"mediawiki-69c6fcf864"

"Service",

"mediawiki"

"Deployment",
"mediawiki"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlation|D string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

590

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type Required Description

name string True JSON string containing
the label name Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

value string True JSON string containing
the label value Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:

"M[a-z0-9A-Z_.-
1){1,63}$"
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

appAsset_1.1_get response_body
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#type_astra_label

Name

type

version

assetType

creationTimestamp

GVK

592

Type

string

string

string

string

string

GVK

Required

True

True

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
value indicating what
type of asset is being
described as obtained
from Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

e Conforms to the
ISO-8601 Date Time
Schema

JSON object containing
a Kubernetes
group/version/kind.


#GVK

Name

resource

assetlD

labels

assetName

namespace

Type
type_json

string

array[labels]

string

string

Required

False

True

True

True

False

Description

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing
an identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the
Astra |dentifier
Schema

JSON array of JSON
objects, each containing
a Kubernetes labels
associated with the
asset. If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254
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#labels

Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource. Defined values
are:

« Conforms to the
Astra Metadata

Schema

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid

Retrieve an application asset for an application snapshot and app

GET
/accounts/{account id}/k8s/vl/apps/{app id}/appSnaps/{appSnap id}/appAssets/{appA
sset id}

Returns the stored Application Asset API resource in the JSON response body.

Parameters
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#type_astra_metadata
#type_astra_label

Name

account_id

app_id

appSnap_id

appAsset _id

Response

Status:

Type

string

string

string

string

path

path

path

path

Required

True

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

ID of the containing
appSnap resource

ID of the appAsset
collection to list

200, Returns the stored Application Asset API resource in the JSON

response body.

Name

type

version

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appAsset"

Version of the resource.
Defined values are:

° Il1-0ll
° ll1 -1"

Globally unique identifier
of the resource. Defined
values are:

« Conforms to the
UUIDv4 Schema
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Name

assetType

creationTimestamp

GVK

resource

assetlD

labels

596

Type

string

string

GVK

type_json

string

array[labels]

Required

True

True

True

False

True

True

Description

JSON string containing a
value indicating what type
of asset is being
described as obtained
from Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
timestamp indicating
when the Kubernetes
metadata was created.
Defined values are:

* Conforms to the ISO-
8601 Date Time
Schema

JSON object containing a
Kubernetes
group/version/kind.

JSON object containing
the entire content of the
Kubernetes resource
definition.

JSON string containing an
identifier assigned by
Kubernetes. Defined
values are:

e Conforms to the Astra
Identifier Schema

JSON array of JSON
objects, each containing a
Kubernetes labels
associated with the asset.
If no details are available,
this array will be empty.

e Minimum items: 0


#GVK
#type_json
#labels

Name

assetName

namespace

metadata

Type

string

string

type _astra_metadata

Required

True

False

True

Description

JSON string containing a
name assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

JSON string containing a
namespace assigned by
Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length: 254

Client and service-
specified metadata
associated with the
resource. Defined values
are:

e Conforms to the Astra
Metadata Schema
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#type_astra_metadata

Example response

"type": "application/astra-appAsset",

"version": "1.1",

"id": "6415e851-b820-553b-9432-ebd057d19174d",
"assetType": "Pod",

"creationTimestamp": "2020-08-06T12:24:52.256624272",
"GVK": {

"group " : " apps n ,
"kind". "POd"

. 4
"version": "v1"

by

"assetID": "93ec0c61-d993-4aal-bb08-f4dcdd5e97f6",
"labels": [
{
"name": "app",

"value": "mediawiki"

"name": "pod-template-hash",
"value": "69co6fcf864"
}
I
"assetName": "mediawiki-69cofcf864-2wx61",

"namespace": "wiki",

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"
}
Response
Status: 401, Unauthorized

Name Type Required
type string True
title string True
detail string True
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Name
status

correlationID

Example response

"type":
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response

Status: 400,

Name

type

title

detail

status
correlation|D

invalidParams

Example response

"type" .
"title":

"detail":

"status":

Response

Type
string

string

"https://astra.netapp.io/problems/3",

Bad request

Type
string
string
string
string
string

array[invalidParams]

"https://astra.netapp.io/problems/5",

Required
True

False

Required
True

True

True

True
False

False

"Invalid query parameters",

"400"

Description

"The request is missing the required bearer token.",

Description

List of invalid query
parameters

"The supplied query parameters are invalid.",
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Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type" .
"title":

"detail":

found.",

"status":

Definitions

"https://astra.netapp.io/problems/2",

"Collection not found",
"The collection specified in the request URI

"404"

wasn't
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GVK

JSON object containing a Kubernetes group/version/kind.

Name Type
group string
kind string
version string
type_json

JSON object containing the entire content of the Kubernetes resource definition.

labels

602

Required

False

False

False

Description

JSON string containing a
group identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
kind identifier assigned
by Kubernetes. Defined
values are:

* Minimum length: 1

* Maximum length:
254

JSON string containing a
version identifier
assigned by Kubernetes.
Defined values are:

* Minimum length: 1

* Maximum length:
254



Name Type Required Description

name string True JSON string containing
the label name Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:
"MINS.){1,253}V)?([a-
z0-9A-Z_.-]){1,63}3"

value string True JSON string containing
the label value Defined
values are:
* Minimum length: 1
* Maximum length: 63

* Defined regex is:

"M[a-z0-9A-Z_.-
1){1,63}$"
type_astra_label
Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

* Conforms to the Astra Metadata Schema

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

invalidParams
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#type_astra_label

Name Type Required

name string True

reason string True

Application Backup

Application Backup overview

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The Application Backup API enables a user to create and view backups of a managed application.

List all application backups

GET /accounts/{account_id}/topology/vl/appBackups

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters
Name Type In
account_id string path
include string query

604

Required

True

False

Description

ID of the containing
account resource

* example:
{{.Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state



Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appBackup_1.2_get_resp
onse_body, array[]]

metadata type astra_metadata_list True

605


https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appBackup_1_2_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appBackup_1_2_get_response_body
#type_astra_metadata_list

Example response

"type" .
"version":

"items": [

[

"application/astra-appBackups",
"1.2"’

"5¢cb608£9-571b-492e-a520-5bfb900a%boc",

"app-name-245",

"pending"

"f8faa690-7e09-48a4-b33c-7965712acd0c",

"app-name-244",

"completed"
]
I
"metadata": {
"labels":

"modificationTimestamp":

"createdBy":

Response

Status:

Name
type
title
detail
status

correlationlD
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401, Unauthorized

(1,

"creationTimestamp":

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",

"8£84cf09-8036-51e4-b579-bd30cb07b269"

Type
string
string
string
string

string

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Response

Status: 500,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":

issue.",

"status":
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Type
string
string
string

string

Required Description

True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted.",

"403"

Internal server error

Type
string
string
string
string

string

"Backups not listed",

Required Description

True
True
True
True

False

"https://astra.netapp.io/problems/96",

"The backups didn't 1list because of an internal

"500"

server



Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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additionalDetails

type_astra_stateDetall

Name Type
type string
title string
detail string
additionalDetails additionalDetails

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required
True
True
True

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels.

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string
appBackup_1.2_get_response_body

Name Type
type string
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Required
True
True
True
True

False

Required

True

Description

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appBackup"


#additionalDetails
#type_astra_label

Name

version

name

bucketlD

Type

string

string

string

string

Required

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1.0ll
° ll1.1ll
. ll1.2Il

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by
a schedule, the system
assigns a name for the
backup. Defined values
are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

JSON string containing
an optional bucket ID
that indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket
is used. If no buckets are
available, an error will be
returned on create.
Defined values are:

« Conforms to the
Astra |dentifier
Schema
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Name

snapshotID

schedulelD

612

Type

string

string

Required

False

False

Description

JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON string containing
an optional schedule ID
that indicates that the
backup was triggered by
a schedule and which
schedule triggered the
backup. Only present for
backups initiated by a
schedule. Defined
values are:

» Conforms to the
Astra Identifier
Schema



Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
backup. Defined values
are:

* "pending" - The
application backup is
scheduled for
discovery

* "discovering" - The
application backup is
in the process of
being discovered

* "running" - The
application backup is
running normally

» "completed" - The
application backup
has completed
successfully

+ "failed" - The
application backup is
in a permanent
failure state

* "removed" - The
application backup is
not currently
accessible

* "unknown" - The
application backup
state cannot be
determined

 "deleting" - The
application backup is
scheduled for
deletion
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Name

stateUnready

stateDetails

hookState

614

Type Required

array[string] True

array[type_astra_stateDe False
tail]

string False

Description

JSON array of JSON
strings, each indicating a
reason why an
application backup is
unable to transition to
"running”, or why it has
transitioned to "failed" or
"removed". Defined
values are:

* Minimum length: 1

* Maximum length:
127

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O

JSON string containing a
value indicating the state
of any execution hooks
run as part of a
snapshot. Defined
values are:

 "failed" - One or
more execution
hooks have failed

* "success" - There
were zero or more
applicable hooks and
all were successful


#type_astra_stateDetail
#type_astra_stateDetail

Name

hookStateDetails

backupCreationTimesta
mp

totalBytes

bytesDone

percentDone

Type Required

array[type_astra_stateDe False
tail]

string False
number False
number False
number False

Description

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
timestamp indicating
when the backup was
taken. Defined values
are:

» Conforms to the
ISO-8601 Date Time
Schema

JSON number
containing the total
number of bytes in the
backup.

JSON number
containing the number of
bytes backed up for a
running backup. When
the backup is completed,
it matches with the
totalBytes field.

JSON number
containing the
percentage complete for
a running backup. When
the backup is completed,
it is set to "100".

615


#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with

no labels.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid

Retrieve an application backup
GET /accounts/{account_id}/topology/vl/appBackups/{appBackup id}

Returns the stored Application Backup API resource in the JSON response body.

Parameters
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#type_astra_metadata
#type_astra_label

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

appBackup _id string path True ID of the appBackup
collection to list

Response

Status: 200, Returns the stored Application Backup API resource in the
JSON response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appBackup"

version string True Version of the resource.
Defined values are:
° ll1 -Oll
. ll1 .1 n
° ll1 '2Il

id string True Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema
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Name

name

bucketlD

snapshotID

618

Type

string

string

string

Required

True

True

False

Description

JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by a
schedule, the system
assigns a name for the
backup. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the DNS
1123 Label Schema

JSON string containing an
optional bucket ID that
indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket is
used. If no buckets are
available, an error will be
returned on create.
Defined values are:

e Conforms to the Astra
Identifier Schema

JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

e Conforms to the Astra
Identifier Schema



Name

schedulelD

Type

string

Required

False

Description

JSON string containing an
optional schedule ID that
indicates that the backup
was triggered by a
schedule and which
schedule triggered the
backup. Only present for
backups initiated by a
schedule. Defined values
are:

» Conforms to the Astra
Identifier Schema
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Name

state

620

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
backup. Defined values
are:

* "pending" - The
application backup is
scheduled for
discovery

* "discovering" - The
application backup is
in the process of
being discovered

* "running" - The
application backup is
running normally

» "completed" - The
application backup
has completed
successfully

+ "failed" - The
application backup is
in a permanent failure
state

* "removed" - The
application backup is
not currently
accessible

* "unknown" - The
application backup
state cannot be
determined

 "deleting" - The
application backup is
scheduled for deletion



Name

stateUnready

stateDetails

hookState

hookStateDetails

Type Required

array[string] True

array[type_astra_stateDet False
ail]

string False

array[type_astra_stateDet False
ail]

Description

JSON array of JSON
strings, each indicating a
reason why an application
backup is unable to
transition to "running", or
why it has transitioned to
"failed" or "removed".
Defined values are:

* Minimum length: 1

* Maximum length: 127

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum ltems: O

JSON string containing a
value indicating the state
of any execution hooks
run as part of a snapshot.
Defined values are:

 "failed" - One or more
execution hooks have
failed

* "success" - There
Were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed". If
no details are available,
this array will be empty.

e Minimum items: 0

621


#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail

Name Type
backupCreationTimestam string

p

totalBytes number

bytesDone number

percentDone number

metadata type_astra_metadata
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Required

False

False

False

False

True

Description

JSON string containing a
timestamp indicating
when the backup was
taken. Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema

JSON number containing
the total number of bytes
in the backup.

JSON number containing
the number of bytes
backed up for a running
backup. When the backup
is completed, it matches
with the totalBytes field.

JSON number containing
the percentage complete
for a running backup.
When the backup is
completed, it is set to
"100".

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.


#type_astra_metadata

Example response

"type": "application/astra-appBackup",

"version"

: "1.2n,

"id": "bab39d53-2d04-5297-b92e-58df89a2117b",

"name": "app-name-245",

"bucketID": "Oafbe357-a717-4c7a-8b3d-d0368959c8de",
"scheduleID": "1fe83650-9b3c-41ef-bb25-a2910c19c33e",

"state":

"pending",

"stateUnready": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD
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Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 500, Internal server error

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/95",

"title": "Backup not retrieved",

"detail": "The backup wasn't retrieved because of an internal
issue.",

"status": "500"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True

server
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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additionalDetails

type_astra_stateDetall

Name Type
type string
title string
detail string
additionalDetails additionalDetails

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required
True
True
True

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels.

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

Name Type
name string
reason string

Required
True
True
True
True

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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#type_astra_label

Delete an application backup
DELETE /accounts/{account id}/topology/vl/appBackups/{appBackup id}

Removes the specified Application Backup API resource. Backups in progress will be canceled, and then
deleted.

Side Effects

« If a backup is complete, the backup data is deleted.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
appBackup_id string path True ID of the appBackup
collection to list
Response

Status: 204, Indicates if the appBackup resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Response

Status: 500,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":

issue.",

"status":

630

"https://astra.netapp.io/problems/97",

"Backup not deleted",

"The backup wasn't deleted because of an internal

"500"

Type Required Description
string True
string True
string True
string False
"https://astra.netapp.io/problems/11",
"Operation not permitted",
"The requested operation isn't permitted.",
"403"
Internal server error
Type Required Description
string True
string True
string True
string True
string False

server



Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/128",
"title": "Backup cancellation not allowed",
"detail": "A pending backup can't be canceled.",
"status": "409"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions

See Definitions

invalidParams

Name

name

reason

Type

string

string

Required

True

True

Create a new application backup for an app

POST /accounts/{account id}/k8s/v1/apps/{app id}/appBackups

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Indicates the desired values for the Application Backup API resource to be created.

Parameters

Name Type
account_id string
app_id string

Request Body

path

path

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

Indicates the desired values for the Application Backup API resource to be created.
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Name

type

version

name

bucketlD

Type

string

string

string

string

Required

True

True

False

False

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appBackup"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1.1ll
. ll1.2Il

JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by a
schedule, the system
assigns a name for the
backup. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the DNS
1123 Label Schema

JSON string containing an
optional bucket ID that
indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket is
used. If no buckets are
available, an error will be
returned on create.
Defined values are:

* Conforms to the Astra
Identifier Schema
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Name Type Required Description

snapshotID string False JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

e Conforms to the Astra
Identifier Schema

metadata type_astra_metadata False Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.

Example request

"type": "application/astra-appBackup",
"version": "1.2",
"name": "app-name-245"
}
Response

Status: 201, Returns the newly created appBackup resource in the JSON
response body.
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#type_astra_metadata

Name

type

version

name

Type

string

string

string

string

Required

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appBackup"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1.1ll
° ll1.2Il

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by a
schedule, the system
assigns a name for the
backup. Defined values
are:

* Minimum length: 1
* Maximum length: 63

« Conforms to the DNS
1123 Label Schema
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Name

bucketlD

shapshotlD

schedulelD

636

Type

string

string

string

Required

True

False

False

Description

JSON string containing an
optional bucket ID that
indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket is
used. If no buckets are
available, an error will be
returned on create.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing an
optional schedule ID that
indicates that the backup
was triggered by a
schedule and which
schedule triggered the
backup. Only present for
backups initiated by a
schedule. Defined values
are:

» Conforms to the Astra
Identifier Schema



Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
backup. Defined values
are:

* "pending" - The
application backup is
scheduled for
discovery

* "discovering" - The
application backup is
in the process of
being discovered

* "running" - The
application backup is
running normally

» "completed" - The
application backup
has completed
successfully

+ "failed" - The
application backup is
in a permanent failure
state

* "removed" - The
application backup is
not currently
accessible

* "unknown" - The
application backup
state cannot be
determined

 "deleting" - The
application backup is
scheduled for deletion
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Name

stateUnready

stateDetails

hookState

hookStateDetails

638

Type Required

array[string] True

array[type_astra_stateDet False
ail]

string False

array[type_astra_stateDet False
ail]

Description

JSON array of JSON
strings, each indicating a
reason why an application
backup is unable to
transition to "running", or
why it has transitioned to
"failed" or "removed".
Defined values are:

* Minimum length: 1

* Maximum length: 127

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum ltems: O

JSON string containing a
value indicating the state
of any execution hooks
run as part of a snapshot.
Defined values are:

 "failed" - One or more
execution hooks have
failed

* "success" - There
Were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed". If
no details are available,
this array will be empty.

e Minimum items: 0


#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail

Name Type
backupCreationTimestam string

p

totalBytes number

bytesDone number

percentDone number

metadata type_astra_metadata

Required

False

False

False

False

True

Description

JSON string containing a
timestamp indicating
when the backup was
taken. Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema

JSON number containing
the total number of bytes
in the backup.

JSON number containing
the number of bytes
backed up for a running
backup. When the backup
is completed, it matches
with the totalBytes field.

JSON number containing
the percentage complete
for a running backup.
When the backup is
completed, it is set to
"100".

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.
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#type_astra_metadata

Example response

"type": "application/astra-appBackup",

"version"

: "1.2n,

"id": "bab39d53-2d04-5297-b92e-58df89a2117b",

"name": "app-name-245",

"bucketID": "Oafbe357-a717-4c7a-8b3d-d0368959c8de",
"scheduleID": "1fe83650-9b3c-41ef-bb25-a2910c19c33e",

"state":

"pending",

"stateUnready": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Name
type
title
detail

status

correlationlD

Example response

Status: 401, Unauthorized
Type Required Description
string True
string True
string True
string True
string False
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status:

Name

type

title

detail

status
correlationlD

invalidFields

400, Bad request

Type
string
string
string
string
string

array[invalidFields]

Example response

Required Description
True

True

True

True

False

False List of invalid request
body fields

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 409, Conflict

Name
type
title
detail
status

correlationlD

Type
string
string
string
string

string

Required Description
True
True
True
True

False

641


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 500, Internal server error

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/94",
"title": "Backup not created",
"detail": "The backup wasn't created because of an internal server
issue.",
"status": "500"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
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See Definitions

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields
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Name

name

reason

List the application backups for an app

GET /accounts/{account_id}/k8s/v1/apps/{app_id}/appBackups

Type

string

string

Required

True

True

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters
Name Type
account_id string
app_id string
include string
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path

path

query

Required

True

True

False

Description

ID of the containing
account resource

* example:
{{-Account}}

ID of the containing
app resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state



Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appBackup_1.2_get_resp
onse_body, array[]]

metadata type astra_metadata_list True
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https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appBackup_1_2_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appBackup_1_2_get_response_body
#type_astra_metadata_list

Example response

"type" .
"version":

"items": [

[

"application/astra-appBackups",
"1.2"’

"5¢cb608£9-571b-492e-a520-5bfb900a%boc",

"app-name-245",

"pending"

"f8faa690-7e09-48a4-b33c-7965712acd0c",

"app-name-244",

"completed"
]
I
"metadata": {
"labels":

"modificationTimestamp":

"createdBy":

Response

Status:

Name
type
title
detail
status

correlationlD
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401, Unauthorized

(1,

"creationTimestamp":

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",

"8£84cf09-8036-51e4-b579-bd30cb07b269"

Type
string
string
string
string

string

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Response

Status: 500,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":

issue.",

"status":

650

Type
string
string
string

string

Required Description

True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted.",

"403"

Internal server error

Type
string
string
string
string

string

"Backups not listed",

Required Description

True
True
True
True

False

"https://astra.netapp.io/problems/96",

"The backups didn't 1list because of an internal

"500"

server



Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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additionalDetails

type_astra_stateDetall

Name Type
type string
title string
detail string
additionalDetails additionalDetails

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required
True
True
True

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels.

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string
appBackup_1.2_get_response_body

Name Type
type string

652

Required
True
True
True
True

False

Required

True

Description

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appBackup"


#additionalDetails
#type_astra_label

Name Type Required Description

version string True Version of the resource.
Defined values are:

° ll1.0ll
° ll1.1ll
. ll1.2Il

id string True Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

name string True JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by
a schedule, the system
assigns a name for the
backup. Defined values
are:

* Minimum length: 1
* Maximum length: 63

» Conforms to the
DNS 1123 Label
Schema

bucketID string True JSON string containing
an optional bucket ID
that indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket
is used. If no buckets are
available, an error will be
returned on create.
Defined values are:

« Conforms to the

Astra |dentifier
Schema
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Name

snapshotID

schedulelD

654

Type

string

string

Required

False

False

Description

JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

JSON string containing
an optional schedule ID
that indicates that the
backup was triggered by
a schedule and which
schedule triggered the
backup. Only present for
backups initiated by a
schedule. Defined
values are:

» Conforms to the
Astra Identifier
Schema



Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
backup. Defined values
are:

* "pending" - The
application backup is
scheduled for
discovery

* "discovering" - The
application backup is
in the process of
being discovered

* "running" - The
application backup is
running normally

» "completed" - The
application backup
has completed
successfully

+ "failed" - The
application backup is
in a permanent
failure state

* "removed" - The
application backup is
not currently
accessible

* "unknown" - The
application backup
state cannot be
determined

 "deleting" - The
application backup is
scheduled for
deletion
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Name

stateUnready

stateDetails

hookState

656

Type Required

array[string] True

array[type_astra_stateDe False
tail]

string False

Description

JSON array of JSON
strings, each indicating a
reason why an
application backup is
unable to transition to
"running”, or why it has
transitioned to "failed" or
"removed". Defined
values are:

* Minimum length: 1

* Maximum length:
127

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum Iltems: O

JSON string containing a
value indicating the state
of any execution hooks
run as part of a
snapshot. Defined
values are:

 "failed" - One or
more execution
hooks have failed

* "success" - There
were zero or more
applicable hooks and
all were successful


#type_astra_stateDetail
#type_astra_stateDetail

Name

hookStateDetails

backupCreationTimesta
mp

totalBytes

bytesDone

percentDone

Type Required

array[type_astra_stateDe False
tail]

string False
number False
number False
number False

Description

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0

JSON string containing a
timestamp indicating
when the backup was
taken. Defined values
are:

» Conforms to the
ISO-8601 Date Time
Schema

JSON number
containing the total
number of bytes in the
backup.

JSON number
containing the number of
bytes backed up for a
running backup. When
the backup is completed,
it matches with the
totalBytes field.

JSON number
containing the
percentage complete for
a running backup. When
the backup is completed,
it is set to "100".
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#type_astra_stateDetail

Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with

no labels.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid

Retrieve an application backup for an app
GET /accounts/{account_id}/k8s/vl/apps/{app_id}/appBackups/{appBackup id}

Returns the stored Application Backup API resource in the JSON response body.

Parameters
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#type_astra_label

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

app_id string path True ID of the containing
app resource

appBackup_id string path True ID of the appBackup
collection to list

Response

Status: 200, Returns the stored Application Backup API resource in the
JSON response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appBackup"

version string True Version of the resource.
Defined values are:
° ll1 'OII
° ll1 '1 n
° ll1 -2"

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name

name

bucketlD

snapshotID

660

Type

string

string

string

Required

True

True

False

Description

JSON string containing a
user-specified name for
the backup. If not
specified, or when
backups are initiated by a
schedule, the system
assigns a name for the
backup. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the DNS
1123 Label Schema

JSON string containing an
optional bucket ID that
indicates where the
backup will be stored on
create. If not specified, a
system-selected bucket is
used. If no buckets are
available, an error will be
returned on create.
Defined values are:

e Conforms to the Astra
Identifier Schema

JSON string containing
the snapshot that was
used to create the
backup. To create the
backup, a snapshot ID
associated with the
application being backed
up can be specified on
create. If not specified, a
new snapshot will be
created for the backup.
Defined values are:

e Conforms to the Astra
Identifier Schema



Name

schedulelD

Type

string

Required

False

Description

JSON string containing an
optional schedule ID that
indicates that the backup
was triggered by a
schedule and which
schedule triggered the
backup. Only present for
backups initiated by a
schedule. Defined values
are:

» Conforms to the Astra
Identifier Schema
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Name

state

662

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
backup. Defined values
are:

* "pending" - The
application backup is
scheduled for
discovery

* "discovering" - The
application backup is
in the process of
being discovered

* "running" - The
application backup is
running normally

» "completed" - The
application backup
has completed
successfully

+ "failed" - The
application backup is
in a permanent failure
state

* "removed" - The
application backup is
not currently
accessible

* "unknown" - The
application backup
state cannot be
determined

 "deleting" - The
application backup is
scheduled for deletion



Name

stateUnready

stateDetails

hookState

hookStateDetails

Type Required

array[string] True

array[type_astra_stateDet False
ail]

string False

array[type_astra_stateDet False
ail]

Description

JSON array of JSON
strings, each indicating a
reason why an application
backup is unable to
transition to "running", or
why it has transitioned to
"failed" or "removed".
Defined values are:

* Minimum length: 1

* Maximum length: 127

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum ltems: O

JSON string containing a
value indicating the state
of any execution hooks
run as part of a snapshot.
Defined values are:

 "failed" - One or more
execution hooks have
failed

* "success" - There
Were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed". If
no details are available,
this array will be empty.

e Minimum items: 0
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#type_astra_stateDetail
#type_astra_stateDetail

Name Type
backupCreationTimestam string

p

totalBytes number

bytesDone number

percentDone number

metadata type_astra_metadata
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Required

False

False

False

False

True

Description

JSON string containing a
timestamp indicating
when the backup was
taken. Defined values are:

» Conforms to the ISO-
8601 Date Time
Schema

JSON number containing
the total number of bytes
in the backup.

JSON number containing
the number of bytes
backed up for a running
backup. When the backup
is completed, it matches
with the totalBytes field.

JSON number containing
the percentage complete
for a running backup.
When the backup is
completed, it is set to
"100".

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.


#type_astra_metadata

Example response

"type": "application/astra-appBackup",

"version"

: "1.2n,

"id": "bab39d53-2d04-5297-b92e-58df89a2117b",

"name": "app-name-245",

"bucketID": "Oafbe357-a717-4c7a-8b3d-d0368959c8de",
"scheduleID": "1fe83650-9b3c-41ef-bb25-a2910c19c33e",

"state":

"pending",

"stateUnready": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"

665



Response

Status: 400, Bad request
Name Type
type string
title string
detail string
status string
correlationlD string
invalidParams array[invalidParams]

Example response

Required Description
True

True

True

True

False

False List of invalid query
parameters

"The supplied query parameters are invalid.",

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail":
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationlD
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Type
string
string
string
string

string

Required Description
True
True
True
True

False


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 500, Internal server error

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/95",

"title": "Backup not retrieved",

"detail": "The backup wasn't retrieved because of an internal
issue.",

"status": "500"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True

server
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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additionalDetails

type_astra_stateDetall

Name Type
type string
title string
detail string
additionalDetails additionalDetails

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required
True
True
True

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels.

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

Name Type
name string
reason string

Required
True
True
True
True

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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#additionalDetails
#type_astra_label

Delete an application backup for an app

DELETE /accounts/{account id}/k8s/vl/apps/{app id}/appBackups/{appBackup id}

Removes the specified Application Backup API resource. Backups in progress will be canceled, and then

deleted.

Side Effects

« If a backup is complete, the backup data is deleted.

Parameters

Name Type
account_id string
app_id string
appBackup_id string
Response

Status: 204, Indicates if the appBackup resource was deleted.

Response

Status: 401, Unauthorized

Name
type
title
detail
status

correlationID
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Type
string
string
string
string

string

path

path

path

Required
True
True
True
True

False

Required

True

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

ID of the appBackup
collection to list

Description



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Response

Status: 500,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":

issue.",

"status":

672

"https://astra.netapp.io/problems/97",

"Backup not deleted",

"The backup wasn't deleted because of an internal

"500"

Type Required Description
string True
string True
string True
string False
"https://astra.netapp.io/problems/11",
"Operation not permitted",
"The requested operation isn't permitted.",
"403"
Internal server error
Type Required Description
string True
string True
string True
string True
string False

server



Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/128",
"title": "Backup cancellation not allowed",
"detail": "A pending backup can't be canceled.",
"status": "409"

Error

Status: 404, Not found

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.",
"status": "404"
}
Definitions

See Definitions

invalidParams

Name Type
name string
reason string

Application Snapshot

Application Snapshot overview

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The Application Snapshot API enables a user to create and view snapshots of a managed application.

Create a new application snapshot for an app

POST /accounts/{account id}/k8s/v1/apps/{app 1id}/appSnaps

Indicates the desired values for the Application Snapshot API resource to be created.

Parameters
Name Type In
account_id string path

674

Required Description

True ID of the containing
account resource

* example:
{{.Account}}



Name

app_id

Request Body

Description

ID of the containing
app resource

Indicates the desired values for the Application Snapshot API resource to be created.

Name

type

version

name

Type

string

string

string

Required

True

True

False

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appSnap"

Version of the resource.
Defined values are:

. "1.0"
UKL
. "2
. ".3"

JSON string containing a
user-specified name for
the snapshot. If not
specified, or when
snapshots are initiated by
a schedule, the system
assigns a name for the
snapshot. Defined values
are:

* Minimum length: 1
* Maximum length: 63

« Conforms to the DNS
1123 Label Schema
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Name Type Required Description

bucketID string False JSON string containing an
optional bucket ID that
indicates where the
snapshot will be stored on
create. If not specified, a
default bucket on the
cluster is used. If no
default bucket is specified
on the cluster, the
corresponding cloud
default bucket will be
used. If the cloud default
bucket is not available, an
error will be returned on
create. Defined values
are:

e Conforms to the Astra
Identifier Schema

metadata type_astra_metadata False Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.

Example request

"type": "application/astra-appSnap",
"version": "1.3",
"name": "app-name-245"
}
Response

Status: 201, Returns the newly created appSnap resource in the JSON
response body.
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#type_astra_metadata

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
appSnap"

version string True Version of the resource.
Defined values are:

. "1.0"
. "1
. "2
. ".3"

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema

name string True JSON string containing a
user-specified name for
the snapshot. If not
specified, or when
snapshots are initiated by
a schedule, the system
assigns a name for the
snapshot. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the DNS
1123 Label Schema
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Name

bucketlD

schedulelD

snapshotAppAsset

678

Type

string

string

string

Required

False

False

False

Description

JSON string containing an
optional bucket ID that
indicates where the
snapshot will be stored on
create. If not specified, a
default bucket on the
cluster is used. If no
default bucket is specified
on the cluster, the
corresponding cloud
default bucket will be
used. If the cloud default
bucket is not available, an
error will be returned on
create. Defined values
are:

e Conforms to the Astra
Identifier Schema

JSON string containing an
optional schedule ID that
indicates that the
snapshot was triggered by
a schedule and specifies
which schedule triggered
the snapshot. Only
present for snapshots
initiated by a schedule.
Defined values are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the ID of the application
asset corresponding to
the snapshot. This field
will be returned when the
state of the application
snapshot is "completed".
Defined values are:

e Conforms to the Astra
Identifier Schema



Name

state

stateUnready

Type

string

array[string]

Required

True

True

Description

JSON string containing a
value indicating the
operational state of the
snapshot. Defined values
are:

* "pending" - The
application snapshot
is scheduled for
discovery

* "discovering" - The
application snapshot
is in the process of
being discovered

* "running" - The
application snapshot
is running normally

» "completed" - The
application snapshot
has completed

* "failed" - The
application snapshot
is in a permanent
failure state

* "removed" - The
application snapshot
is not currently
accessible

 "deleting" - The
application snapshot
is being deleted

* "unknown" - The
application snapshot
state cannot be
determined

JSON array of JSON
strings, each indicating a
reason why an application
snapshot is unable to
transition to "running", or
why it has transitioned to
"failed". Defined values
are:

* Minimum length: 1

* Maximum length: 127
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Name

stateDetails

hookState

hookStateDetails

metadata

680

Type Required

array[type_astra_stateDet False
ail]

string False

array[type_astra_stateDet False
ail]

type_astra_metadata True

Description

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum ltems: O

JSON string containing a
value indicating the state
of any execution hook or
hooks running as a part of
a snapshot. Defined
values are:

 "failed" - One or more
execution hooks have
failed

* "success" - There
were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed". If
no details are available,
this array will be empty.

e Minimum items: 0

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.


#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata

Example response

"type": "application/astra-appSnap",

"version"

: "1.3",

"id": "c2ccb5c22-ed0e-5c2b-8b7e-0£fb81727£617",

"name": "app-name-245",

"bucketID": "Oafbe357-a717-4c7a-8b3d-d0368959c8de",
"scheduleID": "1fe83650-9b3c-41ef-bb25-a2910c19c33e",

"state":

"pending",

"stateUnready": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",

"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
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Response

Status: 400, Bad request

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationID string False
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Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata
Client and service-specified metadata associated with the resource. Defined values are:

« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels.

Name Type Required Description
labels array[type_astra_label]  True

creationTimestamp string True

modificationTimestamp  string True

createdBy string True

modifiedBy string False

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields
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#type_astra_label
#additionalDetails

Name

name

reason

List the application snapshots for an app

Type

string

string

Required

True

True

GET /accounts/{account_id}/k8s/v1/apps/{app_id}/appSnaps

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters
Name Type
account_id string
app_id string
include string

686

path

path

query

Required

True

True

False

Description

ID of the containing
account resource

* example:
{{-Account}}

ID of the containing
app resource

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state



Name Type In Required Description

limit string query False Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items
JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
appSnap_1.3_get respon
se_body, array[]]

metadata type astra_metadata_list True
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https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appSnap_1_3_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#appSnap_1_3_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-appSnaps",
"version": "1.3",
"items": [

[
"2b6dafc3-2172-4431-a482-6306b2703130",
"app-name-245",
"pending"

"6£fd99p31a-3924-4c%9a-878b-175fa9538b8c",
"app-name-244",

"completed"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T720:58:16.30566272",

"createdBy": "8£f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

690

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"



Definitions
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additionalDetails

type_astra_stateDetall

Name Type
type string
title string
detail string
additionalDetails additionalDetails

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required
True
True
True

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

» Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels.

Name Type
labels array[type_astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string
appSnap_1.3_get_response_body

Name Type
type string

692

Required
True
True
True
True

False

Required

True

Description

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appSnap"


#additionalDetails
#type_astra_label

Name Type Required Description

version string True Version of the resource.
Defined values are:

. "1.0"
. "1
. ".2"
. ".3"

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema

name string True JSON string containing a
user-specified name for
the snapshot. If not
specified, or when
snapshots are initiated
by a schedule, the
system assigns a name
for the snapshot.
Defined values are:

* Minimum length: 1

* Maximum length: 63

e Conforms to the
DNS 1123 Label
Schema
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Name

bucketlD

schedulelD

snapshotAppAsset
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Type

string

string

string

Required

False

False

False

Description

JSON string containing
an optional bucket ID
that indicates where the
snapshot will be stored
on create. If not
specified, a default
bucket on the cluster is
used. If no default
bucket is specified on
the cluster, the
corresponding cloud
default bucket will be
used. If the cloud default
bucket is not available,
an error will be returned
on create. Defined
values are:

e Conforms to the
Astra |dentifier
Schema

JSON string containing
an optional schedule ID
that indicates that the
snapshot was triggered
by a schedule and
specifies which schedule
triggered the snapshot.
Only present for
snhapshots initiated by a
schedule. Defined
values are:

e Conforms to the
Astra Identifier
Schema

JSON string containing
the ID of the application
asset corresponding to
the snapshot. This field
will be returned when the
state of the application
snapshot is "completed".
Defined values are:

e Conforms to the
Astra |dentifier
Schema



Name

state

Type

string

Required

True

Description

JSON string containing a
value indicating the
operational state of the
snapshot. Defined
values are:

* "pending" - The
application snapshot
is scheduled for
discovery

* "discovering" - The
application snapshot
is in the process of
being discovered

* "running" - The
application snapshot
is running normally

» "completed" - The
application snapshot
has completed

* "failed" - The
application snapshot
is in a permanent
failure state

* "removed" - The
application snapshot
is not currently
accessible

 "deleting" - The
application snapshot
is being deleted

* "unknown" - The
application snapshot
state cannot be
determined
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Name

stateUnready

stateDetails

hookState

hookStateDetails

696

Type Required

array[string] True

array[type_astra_stateDe False
tail]

string False

array[type_astra_stateDe False
tail]

Description

JSON array of JSON
strings, each indicating a
reason why an
application snapshot is
unable to transition to
"running”, or why it has
transitioned to "failed".
Defined values are:

* Minimum length: 1

* Maximum length:
127

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum ltems: O

JSON string containing a
value indicating the state
of any execution hook or
hooks running as a part
of a snapshot. Defined
values are:

 "failed" - One or
more execution
hooks have failed

"success" - There
were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0


#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the

resource. Defined values

are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with

no labels.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra label] False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid

Retrieve an application snapshot
GET /accounts/{account_id}/k8s/vl/apps/{app_id}/appSnaps/{appSnap id}

Returns the stored Application Snapshot API resource in the JSON response body.

Parameters
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#type_astra_metadata
#type_astra_label

Name

account_id

app_id

appSnap_id

Response

Status: 200,

Type

string

string

string

JSON response body.

Name

type

version
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Type

string

string

string

path

path

path

Required

True

True

True

Required

True

True

True

Returns the stored Application Snapshot API

Description
ID of the containing
account resource

* example:
{{.Account}}

ID of the containing
app resource

ID of the appSnap
collection to list

resource in the

Description

Media type of the
resource. Defined values
are:

* "application/astra-
appSnap"

Version of the resource.
Defined values are:

* "1.0"

« ".1"

« ".2"

« "1.3"

Globally unique identifier
of the resource. Defined
values are:

« Conforms to the
UUIDv4 Schema



Name

name

bucketlD

schedulelD

Type

string

string

string

Required

True

False

False

Description

JSON string containing a
user-specified name for
the snapshot. If not
specified, or when
snapshots are initiated by
a schedule, the system
assigns a name for the
snapshot. Defined values
are:

* Minimum length: 1
* Maximum length: 63

e Conforms to the DNS
1123 Label Schema

JSON string containing an
optional bucket ID that
indicates where the
snapshot will be stored on
create. If not specified, a
default bucket on the
cluster is used. If no
default bucket is specified
on the cluster, the
corresponding cloud
default bucket will be
used. If the cloud default
bucket is not available, an
error will be returned on
create. Defined values
are:

» Conforms to the Astra
Identifier Schema

JSON string containing an
optional schedule ID that
indicates that the
snapshot was triggered by
a schedule and specifies
which schedule triggered
the snapshot. Only
present for snapshots
initiated by a schedule.
Defined values are:

» Conforms to the Astra
Identifier Schema
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Name

snapshotAppAsset

state

700

Type

string

string

Required

False

True

Description

JSON string containing
the ID of the application
asset corresponding to
the snapshot. This field
will be returned when the
state of the application
snapshot is "completed".
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing a
value indicating the
operational state of the
snapshot. Defined values
are:

* "pending" - The
application snapshot
is scheduled for
discovery

* "discovering" - The
application snapshot
is in the process of
being discovered

* "running" - The
application snapshot
is running normally

* "completed" - The
application snapshot
has completed

* "failed" - The
application snapshot
is in a permanent
failure state

* "removed" - The
application snapshot
is not currently
accessible

 "deleting" - The
application snapshot
is being deleted

* "unknown" - The
application snapshot
state cannot be
determined



Name

stateUnready

stateDetails

hookState

hookStateDetails

Type Required

array[string] True

array[type_astra_stateDet False
ail]

string False

array[type astra_stateDet False
ail]

Description

JSON array of JSON
strings, each indicating a
reason why an application
snapshot is unable to
transition to "running", or
why it has transitioned to
"failed". Defined values
are:

* Minimum length: 1

* Maximum length: 127

JSON array of JSON
objects which lists
additional details about
the current state,
including why the current
state was reached. If no
details are available, this
array will be empty.
Defined values are:

e Minimum ltems: O

JSON string containing a
value indicating the state
of any execution hook or
hooks running as a part of
a snapshot. Defined
values are:

 "failed" - One or more
execution hooks have
failed

* "success" - There
were zero or more
applicable hooks and
all were successful

JSON array of JSON
objects which lists
additional details about
why "hookState"
transitioned into "failed". If
no details are available,
this array will be empty.

* Minimum items: 0
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#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_stateDetail

Name Type Required Description

metadata type_astra_metadata True Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels.

Example response

"type": "application/astra-appSnap",

"version": "1.3",

"id": "c2cc5c22-ed0e-5¢c2b-8b7e-0fb81727f617",

"name": "app-name-245",

"bucketID": "Oafbe357-a717-4c7a-8b3d-d0368959c8de",

"scheduleID": "1fe83650-9b3c-41ef-bb25-a2910c19c33e",

"state": "pending",

"stateUnready": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

}

}
Response

Status: 401, Unauthorized

Name Type Required Description
type string True
title string True
detail string True
status string True
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#type_astra_metadata

Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlationlD string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden
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#invalidParams

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
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Definitions

See Definitions

additionalDetails

type_astra_stateDetall

Name Type
type string
title string
detail string
additionalDetails additionalDetails

type_astra_label

Name Type
name string
value string

type_astra_metadata

Required
True
True
True

False

Required
True

True

Description

Description

Client and service-specified metadata associated with the resource. Defined values are:

« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels.

Name Type
labels array[type astra_label]
creationTimestamp string

modificationTimestamp  string
createdBy string

modifiedBy string

invalidParams

Name Type
name string
reason string

Required
True
True
True
True

False

Required

True

True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid
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#additionalDetails
#type_astra_label

Delete an application snapshot

DELETE /accounts/{account id}/k8s/v1l/apps/{app id}/appSnaps/{appSnap id}
Removes the specified Application Snapshot API resource.

Side Effects

« If a snapshot is in progress, the snapshot is cancelled.

« If a snapshot is complete, the snapshot data is deleted.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
app_id string path True ID of the containing
app resource
appSnap_id string path True ID of the appSnap
collection to list
Response

Status: 204, Indicates if the appSnap resource was deleted.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/144",
"title": "Backup in progress",
"detail": "The snapshot wasn't deleted because it is currently being

used by a backup.",
"status": "409"
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Error

Status: 404,

Name
type
title
detail
status

correlationlD

Not found

Type
string
string
string
string

string

Example error response

lltype" :
"title":

"detail":

w.
.

"status

Definitions

See Definitions
invalidParams

Name

name

reason

Bucket

"Resource not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/1"

Description

"The resource specified in the request URI wasn't found.",

"404"

Type

string

string

Bucket overview

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The Bucket API provides access to buckets used to store application backups in Astra.
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Create a new bucket
POST /accounts/{account id}/topology/v1l/buckets

Indicates the desired values for the Bucket APl resource to be created.

Parameters
Name Type In Required
account_id string path True

Request Body

Indicates the desired values for the Bucket API resource to be created.

Name Type Required
type string True
version string True
name string False

710

Description
ID of the containing
account resource

* example:
{{.Account}}

Description

Media type of the
resource. Defined values
are:

* "application/astra-
bucket"

Version of the resource.
Defined values are:

° ll1 -Oll

° ll1 -1"

° ll1 -2"

JSON string containing a
user-assigned name for
the bucket. Defined
values are:

* Minimum length: 1

* Maximum length: 256



Name

credentiallD

provider

bucketParameters

metadata

Type Required
string True
string True
bucketParameters True

type_astra_metadata_upd False
ate

Description

JSON string containing
the identifier of the
credentials used to
access the bucket.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string indicating the
bucket protocol that can
be used to access the
bucket. Defined values
are:

* "ontap-s3"

* "storagegrid-s3"
* "generic-s3"

* "gep
» "azure"

* "aws

JSON object that provides
bucket provider-specific
information required to
access the bucket. The
specific values in this
bucket vary per provider.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

* Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#bucketParameters
#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-bucket",
"version": "1.2",
"name": "Test Bucket",
"credentialID": "d5b3854c-38de-42c6-9269-b5c052aba76£f",
"provider": "gcp",
"bucketParameters": {

"gep": |

"bucketName": "bucketName"

Response

Status: 201, Returns the newly created bucket resource in the JSON
response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
bucket"

version string True Version of the resource.
Defined values are:
° ll1 .Oll
° ll1 '1 n
° ll1 -2ll

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name Type Required Description

name string True JSON string containing a
user-assigned name for
the bucket. Defined
values are:

* Minimum length: 1

* Maximum length: 256

credentiallD string True JSON string containing
the identifier of the
credentials used to
access the bucket.
Defined values are:

» Conforms to the Astra
Identifier Schema

state string True JSON string containing a
value indicating the
operational state of the
bucket. Defined values
are:

* "pending" - The
bucket is scheduled
for discovery

e "available" - The
bucket is available for
use

* "failed" - The bucket is
in a permanent failure
state

* "removed" - The
bucket is not currently
accessible

* "unknown" - The
bucket state cannot
be determined

stateDetails array[type_astra_stateDet True JSON array of JSON
ail] objects that lists additional
details about why "state"
transitioned to "removed"
or "failed". If no details are
available, this array will be
empty.

* Minimum items: 0
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#type_astra_stateDetail
#type_astra_stateDetail

Name

retentionTime

provider

bucketParameters

714

Type

number

string

bucketParameters

Required

False

True

True

Description

Number of seconds
representing the time a
file on this bucket will be
retained for. Defined
values are:

* -1 (Unsupported
bucket)

* 0 (No known retention
policy)
* 0 (Known
retention
policy)

JSON string indicating the
bucket protocol that can
be used to access the
bucket. Defined values
are:

* "ontap-s3"

* "storagegrid-s3"
* "generic-s3"

* "gep
» "azure"

* "aws

JSON object that provides
bucket provider-specific
information required to
access the bucket. The
specific values in this
bucket vary per provider.


#bucketParameters

Name

Type Required Description

metadata type_astra_metadata_upd True Client and service-

ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example response

"type": "application/astra-bucket",
"version": "1.2",
"id": "9b296ce0-c545-5022-acfa-1980c5aaead’",
"name": "Test Bucket",
"credentialID": "8f039324-7795-40bf-a5ca-4442580f7ab0",
"state": "available",
"stateDetails": [],
"provider": "gcp",
"bucketParameters": {

"gcp": |

"bucketName": "bucketName"

}

by

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
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#type_astra_metadata_update
#type_astra_metadata_update

Response

Status:

Name
type
title
detail
status

correlationlD

401, Unauthorized

Type
string
string
string
string

string

Example response

Al type \AJ :
"title": "Missing bearer token",
"detail":
"status": "401"
}
Response
Status: 400, Bad request

Name

type

title

detail

status
correlationlD

invalidFields

716

Type
string
string
string
string
string

array[invalidFields]

Required
True
True
True
True

False

"https://astra.netapp.io/problems/3",

Required
True

True

True

True
False

False

Description

"The request is missing the required bearer token.",

Description

List of invalid request
body fields


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden
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#invalidFields

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
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s3

JSON object that provides Simple Storage Service (S3) protocol parameters. (Use this object for all S3

type providers).

Name Type Required
serverURL string True
bucketName string True

gcp

JSON object that provides Google Cloud protocol parameters.

Name Type Required
bucketName string True
azure

JSON object that provides Azure protocol parameters.

720

Description

JSON string containing a
URL to the base path for
the bucket. Defined
values are:

* Minimum length: O

* Maximum length:
1023

JSON string containing
the name of the S3
bucket. Defined values
are:

* Minimum length: 0

* Maximum length: 63

Description

JSON string containing
the name of the backing
Google Cloud bucket
name. Defined values
are:

* Minimum length: 0

* Maximum length: 63



Name Type

storageAccount string
bucketName string
bucketParameters

Required

True

True

Description

JSON string containing
the Azure storage
account name. Defined
values are:

* Minimum length: O

* Maximum length: 63

JSON string containing
the name of the backing
Azure blob name.
Defined values are:

* Minimum length: 0

* Maximum length: 63

JSON object that provides bucket provider-specific information required to access the bucket. The

specific values in this bucket vary per provider.

Name Type
s3 s3
gcp gcp
azure azure

type_astra_label

Name Type
name string
value string

type_astra_metadata_update

Required

False

False

False

Required

True

True

Description

JSON object that
provides Simple Storage
Service (S3) protocol
parameters. (Use this
object for all S3 type
providers).

JSON object that
provides Google Cloud
protocol parameters.

JSON object that
provides Azure protocol
parameters.

Description

Client and service-specified metadata associated with the resource. Defined values are:
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#s3
#gcp
#azure

« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid

List all buckets

GET /accounts/{account id}/topology/vl/buckets
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#type_astra_label
#additionalDetails

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the

request, the items JSON array will contain the fields requested for each matching resource in the order
specified.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
Response

Status: 200, Returns a JSON array of all matching resources in the
collection. If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in
the order specified.

Name Type Required Description

items array[Any of: True
bucket 1.2 _get response
_body, array[]]

metadata type astra_metadata_list True
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https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#bucket_1_2_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#bucket_1_2_get_response_body
#type_astra_metadata_list

Example response

"type": "application/astra-buckets",
"version": "1.2",
"items": [
[
"4c753e39-25e9-4b36-a8de-69f168aa59cd",
"Test Bucket",

" g—cp "

"d8£d585d-6429-4c08-a308-af193a88eac7",
"Local",
"ontap-s3"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True

725


#invalidParams

Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

726

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"



Definitions

727



See Definitions

additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

s3

Type
string
string
string

additionalDetails

Required
True
True
True

False

Description

JSON object that provides Simple Storage Service (S3) protocol parameters. (Use this object for all S3

type providers).

Name

serverURL

bucketName

gcp

Type

string

string

Required

True

True

JSON object that provides Google Cloud protocol parameters.
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Description

JSON string containing a
URL to the base path for
the bucket. Defined
values are:

* Minimum length: 0

* Maximum length:
1023

JSON string containing
the name of the S3
bucket. Defined values
are:

* Minimum length: O

* Maximum length: 63


#additionalDetails

Name Type Required Description

bucketName string True JSON string containing
the name of the backing
Google Cloud bucket
name. Defined values
are:

* Minimum length: 0

* Maximum length: 63

azure

JSON object that provides Azure protocol parameters.

Name Type Required Description

storageAccount string True JSON string containing
the Azure storage
account name. Defined
values are:

* Minimum length: O

* Maximum length: 63

bucketName string True JSON string containing
the name of the backing
Azure blob name.
Defined values are:

* Minimum length: 0

* Maximum length: 63

bucketParameters

JSON object that provides bucket provider-specific information required to access the bucket. The
specific values in this bucket vary per provider.

Name Type Required Description

s3 s3 False JSON object that
provides Simple Storage
Service (S3) protocol
parameters. (Use this
object for all S3 type
providers).

gcp gcp False JSON object that
provides Google Cloud
protocol parameters.
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#s3
#gcp

Name Type Required Description

azure azure False JSON object that
provides Azure protocol
parameters.

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:

« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created
with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

bucket 1.2 get response_body

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
bucket"

version string True Version of the resource.
Defined values are:

° Il1-0ll
° ll1-1ll
° ll1.2ll
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#azure
#type_astra_label

Name Type Required Description

id string True Globally unique identifier
of the resource. Defined
values are:

* Conforms to the
UUIDv4 Schema

name string True JSON string containing a
user-assigned name for
the bucket. Defined
values are:

* Minimum length: 1

* Maximum length:
256

credentiallD string True JSON string containing
the identifier of the
credentials used to
access the bucket.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

state string True JSON string containing a
value indicating the
operational state of the
bucket. Defined values
are:

* "pending" - The
bucket is scheduled
for discovery

* "available" - The
bucket is available
for use

« "failed" - The bucket
is in a permanent
failure state

* "removed" - The
bucket is not
currently accessible

e "unknown" - The
bucket state cannot
be determined
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Name

stateDetails

retentionTime

provider

bucketParameters

732

Type Required

array[type_astra_stateDe True
tail]

number False
string True
bucketParameters True

Description

JSON array of JSON
objects that lists
additional details about
why "state" transitioned
to "removed" or "failed".
If no details are
available, this array will
be empty.

e Minimum items: 0

Number of seconds
representing the time a
file on this bucket will be
retained for. Defined
values are:

* -1 (Unsupported
bucket)

* 0 (No known
retention policy)

* 0 (Known
retention

policy)

JSON string indicating
the bucket protocol that
can be used to access
the bucket. Defined
values are:

* "ontap-s3"
* "storagegrid-s3"

* "generic-s3"

* gcep

JSON object that
provides bucket
provider-specific
information required to
access the bucket. The
specific values in this
bucket vary per provider.


#type_astra_stateDetail
#type_astra_stateDetail
#bucketParameters

Name Type Required Description

metadata type_astra_metadata_up True Client and service-
date specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without

modification.

type_astra_metadata_list

Name Type Required Description
continue string False

count number False

labels array[type_astra_label]  False

creationTimestamp string False

modificationTimestamp  string False

createdBy string False

modifiedBy string False
invalidParams

Name Type Required Description
name string True Name of the invalid

query parameter

reason string True Reason why the query
parameter is invalid
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#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve a bucket

GET /accounts/{account_id}/topology/vl/buckets/{bucket id}

Returns the stored Bucket API resource in the JSON response body.

Parameters
Name Type
account_id string
bucket_id string
Response

path

path

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the bucket
collection to list

Status: 200, Returns the stored Bucket API resource in the JSON response

body.

Name

type

version

734

Type

string

string

string

Required

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
bucket"

Version of the resource.
Defined values are:

° ll1 'OII

° ll1 -1ll

° ll1 -2"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema



Name Type Required Description

name string True JSON string containing a
user-assigned name for
the bucket. Defined
values are:

* Minimum length: 1

* Maximum length: 256

credentiallD string True JSON string containing
the identifier of the
credentials used to
access the bucket.
Defined values are:

» Conforms to the Astra
Identifier Schema

state string True JSON string containing a
value indicating the
operational state of the
bucket. Defined values
are:

* "pending" - The
bucket is scheduled
for discovery

e "available" - The
bucket is available for
use

* "failed" - The bucket is
in a permanent failure
state

* "removed" - The
bucket is not currently
accessible

* "unknown" - The
bucket state cannot
be determined

stateDetails array[type_astra_stateDet True JSON array of JSON
ail] objects that lists additional
details about why "state"
transitioned to "removed"
or "failed". If no details are
available, this array will be
empty.

* Minimum items: 0
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#type_astra_stateDetail
#type_astra_stateDetail

Name

retentionTime

provider

bucketParameters

736

Type

number

string

bucketParameters

Required

False

True

True

Description

Number of seconds
representing the time a
file on this bucket will be
retained for. Defined
values are:

* -1 (Unsupported
bucket)

* 0 (No known retention
policy)
* 0 (Known
retention
policy)

JSON string indicating the
bucket protocol that can
be used to access the
bucket. Defined values
are:

* "ontap-s3"

* "storagegrid-s3"
* "generic-s3"

* "gep
» "azure"

* "aws

JSON object that provides
bucket provider-specific
information required to
access the bucket. The
specific values in this
bucket vary per provider.


#bucketParameters

Name Type Required Description

metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example response

"type": "application/astra-bucket",
"version": "1.2",
"id": "9b296ce0-c545-5022-acfa-1980c5aaead’",
"name": "Test Bucket",
"credentialID": "8f039324-7795-40bf-a5ca-4442580f7ab0",
"state": "available",
"stateDetails": [],
"retentionTime": 57627,
"provider": "gcp",
"bucketParameters": {
"gep": |
"bucketName": "bucketName"
}
by
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"
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#type_astra_metadata_update
#type_astra_metadata_update

Response

Status: 401,

Name
type
title
detail
status

correlationlD

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 400,

Name

type

title

detail

status
correlationlD

invalidParams

738

Unauthorized

Type
string
string
string
string

string

"https://astra.netapp.io/problems/3",
"Missing bearer token",

Required
True
True
True
True

False

Description

: "The request is missing the required bearer token.",

: "401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required
True

True

True

True
False

False

Description

List of invalid query
parameters


#invalidParams

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required
type string True
title string True
detail string True
status string True
correlation|D string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required
type string True
title string True
detail string True

Description

Description
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Name Type Required Description
status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

s3

Type
string
string
string

additionalDetails

Required
True
True
True

False

Description

JSON object that provides Simple Storage Service (S3) protocol parameters. (Use this object for all S3

type providers).

Name

serverURL

bucketName

gcp

Type

string

string

Required

True

True

JSON object that provides Google Cloud protocol parameters.

Description

JSON string containing a
URL to the base path for
the bucket. Defined
values are:

* Minimum length: 0

* Maximum length:
1023

JSON string containing
the name of the S3
bucket. Defined values
are:

* Minimum length: O

* Maximum length: 63
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#additionalDetails

Name Type Required
bucketName string True
azure

JSON object that provides Azure protocol parameters.

Name Type Required
storageAccount string True
bucketName string True
bucketParameters

Description

JSON string containing
the name of the backing
Google Cloud bucket
name. Defined values
are:

* Minimum length: 0

* Maximum length: 63

Description

JSON string containing
the Azure storage
account name. Defined
values are:

* Minimum length: O

* Maximum length: 63

JSON string containing
the name of the backing
Azure blob name.
Defined values are:

* Minimum length: 0

* Maximum length: 63

JSON object that provides bucket provider-specific information required to access the bucket. The

specific values in this bucket vary per provider.

Name Type Required
s3 s3 False
gcp gcp False

742

Description

JSON object that
provides Simple Storage
Service (S3) protocol
parameters. (Use this
object for all S3 type
providers).

JSON object that
provides Google Cloud
protocol parameters.


#s3
#gcp

Name Type Required Description

azure azure False JSON object that
provides Azure protocol
parameters.

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify a bucket

PUT /accounts/{account_id}/topology/vl/buckets/{bucket id}

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are

not user-modifiable.
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#azure
#type_astra_label

Parameters

Name Type In Required Description

account_id string path True ID of the containing
account resource

* example:
{{.Account}}

bucket_id string path True ID of the bucket
collection to list

Request Body

Replaces the entire stored resource with the supplied JSON request body while preserving key values that are
not user-modifiable.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
bucket"

version string True Version of the resource.
Defined values are:
. ll1 .Oll
° ll1 .1 "
° ll1 '2ll

id string False Globally unique identifier
of the resource. Defined
values are:

* Conforms to the
UUIDv4 Schema

name string False JSON string containing a
user-assigned name for
the bucket. Defined
values are:

* Minimum length: 1

* Maximum length: 256
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Name

credentiallD

state

stateDetails

Type Required
string False
string False

array[type_astra_stateDet False
ail]

Description

JSON string containing
the identifier of the
credentials used to
access the bucket.
Defined values are:

» Conforms to the Astra
Identifier Schema

JSON string containing a
value indicating the
operational state of the
bucket. Defined values
are:

* "pending" - The
bucket is scheduled
for discovery

e "available" - The
bucket is available for
use

* "failed" - The bucket is
in a permanent failure
state

* "removed" - The
bucket is not currently
accessible

e "unknown" - The
bucket state cannot
be determined

JSON array of JSON
objects that lists additional
details about why "state"
transitioned to "removed"
or "failed". If no details are
available, this array will be
empty.

e Minimum items: 0
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#type_astra_stateDetail
#type_astra_stateDetail

Name

provider

bucketParameters

metadata

746

Type Required
string False
bucketParameters False

type_astra_metadata_upd False
ate

Description

JSON string indicating the
bucket protocol that can
be used to access the
bucket. Defined values
are:

* "ontap-s3"
* "storagegrid-s3"

* "generic-s3"

* gcp

JSON object that provides
bucket provider-specific
information required to
access the bucket. The
specific values in this
bucket vary per provider.

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.


#bucketParameters
#type_astra_metadata_update
#type_astra_metadata_update

Example request

"type": "application/astra-bucket",
"version": "1.2",
"name": "New Bucket Name"
}
Response

Status: 204, Indicates if the bucket resource was updated.

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request
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Name

type

title

detail

status
correlationlD

invalidFields

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 409,

Name

type

title

detail

status
correlationlD

invalidFields

748

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/5",

"Invalid query parameters",

: "The supplied query parameters are invalid.",

: "400"

Conflict

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields
#invalidFields

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent value.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
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Name Type Required Description

detail string True
status string True
correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/1",
"title": "Resource not found",
"detail": "The resource specified in the request URI wasn't found.
"status": "404"
}
Definitions
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additionalDetails

type_astra_stateDetall

Name
type
title
detail

additionalDetails

s3

Type
string
string
string

additionalDetails

Required
True
True
True

False

Description

JSON object that provides Simple Storage Service (S3) protocol parameters. (Use this object for all S3

type providers).

Name

serverURL

bucketName

gcp

Type

string

string

Required

False

False

JSON object that provides Google Cloud protocol parameters.

Description

JSON string containing a
URL to the base path for
the bucket. Defined
values are:

* Minimum length: 0

* Maximum length:
1023

JSON string containing
the name of the S3
bucket. Defined values
are:

* Minimum length: O

* Maximum length: 63
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#additionalDetails

Name Type Required
bucketName string False
azure

JSON object that provides Azure protocol parameters.

Name Type Required
storageAccount string False
bucketName string False
bucketParameters

Description

JSON string containing
the name of the backing
Google Cloud bucket
name. Defined values
are:

* Minimum length: 0

* Maximum length: 63

Description

JSON string containing
the Azure storage
account name. Defined
values are:

* Minimum length: O

* Maximum length: 63

JSON string containing
the name of the backing
Azure blob name.
Defined values are:

* Minimum length: 0

* Maximum length: 63

JSON object that provides bucket provider-specific information required to access the bucket. The

specific values in this bucket vary per provider.

Name Type Required
s3 s3 False
gcp gcp False

752

Description

JSON object that
provides Simple Storage
Service (S3) protocol
parameters. (Use this
object for all S3 type
providers).

JSON object that
provides Google Cloud
protocol parameters.


#s3
#gcp

Name Type Required Description

azure azure False JSON object that
provides Azure protocol
parameters.

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type_astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid
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#azure
#type_astra_label

Delete a bucket

DELETE /accounts/{account id}/topology/vl/buckets/{bucket id}

Removes the specified Bucket API resource.
Side Effects

* Internal data structures are cleaned up.

Parameters

Name Type
account_id string
bucket _id string
Response

path

path

Required Description

True ID of the containing
account resource

* example:
{{.Account}}

True ID of the bucket
collection to list

Status: 204, Indicates if the bucket resource was deleted.

Response

Status: 401, Unauthorized

Name Type
type string
title string
detail string
status string
correlationlD string

754

Required Description
True
True
True
True

False



Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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#invalidParams

Name
title
detail
status

correlationlD

Example response

lltype" :
"title":
"detail"

"status"

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

"https://astra.netapp.io/problems/11",

Required
True
True
True

False

"Operation not permitted",

: "The requested operation isn't permitted.",

: "403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":
"status":

Definitions
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"Resource not found",

"404"

Required
True
True
True
True

False

"https://astra.netapp.io/problems/1",

"The resource specified in the request URI

Description

Description

wasn't found.
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invalidParams

Name Type Required
name string True
reason string True

Certificate

Certificate overview

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

The Certificate API represents admin-trusted certificates that are used for establishing outgoing connections.

Create a new certificate
POST /accounts/{account id}/core/vl/certificates

Indicates the desired values for the Certificate API resource to be created.

Parameters
Name Type In Required
account_id string path True

Request Body

Indicates the desired values for the Certificate API resource to be created.

Name Type Required
type string True

Description

ID of the containing
account resource

* example:
{{.Account}}

Description

Media type of the
resource. Defined values
are:

* "application/astra-
certificate"
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Name

version

certUse

cert

758

Type

string

string

string

Required

True

False

True

Description

Version of the resource.
Defined values are:

° ll1.0ll
° ll1 .1"

JSON string indicating the
use of the certificate. If
not specified, defaults to
"rootCA". Defined values
are:

* "rootCA" - The
certificate is a
certificate authority
(CA) certificate used
to trust any certificate
signed by that CA.

* "intermediateCA" -
The certificate is an
intermediate CA
certificate issued by a
root CA.

JSON string containing a
base64 encoded PKCS-
11 formatted certificate
(PEM). Defined values
are:

» Conforms to the
base64 Encoded Data
Schema



Name

isSelfSigned

trustStateDesired

Type

string

string

Required

False

False

Description

JSON string indicating
whether the certificate is
self-signed. If not
provided on create, the
value defaults to "false".
On update:

* If the value is
provided, that value
will be used.

* If the value is not
provided and the
"cert" field is included
in the update, the
value will be set to
"false".

* If the value is not
provided and the
"cert" field is not
included in the
update, the existing
value will be retained.
Defined values are:

* "true" - The certificate
is self-signed.

 "false" - The certificate
is not self-signed.

JSON string containing a
value indicating whether
the certificate is trusted. If
not specified on create,
the default value is
"trusted". Defined values
are:

e "untrusted" - The
certificate is not
trusted.

* "trusted" - The
certificate is marked
as trusted.
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Name Type Required Description

metadata type_astra_metadata_upd False Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Example request

"type": "application/astra-certificate",
"version": "1.1",

"certUse": "rootCA",

"Cert" -

"LSO0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCk1JSUZYVENDQTVXZ0F3MVJIHbnFGbUJSSW
RyV1kwPQotLSOtLUVORCBDRVJUSUZJQOFURSOtLSOtL"
}

Response

Status: 201, Returns the newly created certificate resource in the JSON

response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
certificate"
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#type_astra_metadata_update
#type_astra_metadata_update

Name

version

certUse

cert

cn

Type

string

string

string

string

string

Required

True

True

True

True

True

Description

Version of the resource.
Defined values are:

° ll1.0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string indicating the
use of the certificate. If
not specified, defaults to
"rootCA". Defined values
are:

* "rootCA" - The
certificate is a
certificate authority
(CA) certificate used
to trust any certificate
signed by that CA.

* "intermediate CA" -
The certificate is an
intermediate CA
certificate issued by a
root CA.

JSON string containing a
base64 encoded PKCS-
11 formatted certificate
(PEM). Defined values
are:

» Conforms to the
base64 Encoded Data
Schema

JSON string containing a
common name extracted
from the certificate.
Defined values are:

* Minimum length: 1

» Maximum length: 511
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Name

expiryTimestamp

isSelfSigned

762

Type

string

string

Required

True

True

Description

JSON string containing a
timestamp indicating
when the certificate
expires. Defined values
are:

e Conforms to the ISO-
8601 Date Time
Schema

JSON string indicating
whether the certificate is
self-signed. If not
provided on create, the
value defaults to "false".
On update:

* |If the value is
provided, that value
will be used.

* If the value is not
provided and the
"cert" field is included
in the update, the
value will be set to
"false".

* If the value is not
provided and the
"cert" field is not
included in the
update, the existing
value will be retained.
Defined values are:

» "true" - The certificate
is self-signed.

» "false" - The certificate
is not self-signed.



Name

trustState

trustStateTransitions

trustStateDesired

Type

string

Required

True

array[type astra_stateTra True

nsition]

string

False

Description

JSON string containing
one of a set of
enumerated values
indicating whether the
certificate is trusted.
Defined values are:

* "untrusted" - The
certificate is not
trusted.

» "trusted" - The
certificate is marked
as trusted.

» "expired" - The
certificate is expired,
so is neither trusted or
not trusted.

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON string containing a
value indicating whether
the certificate is trusted. If
not specified on create,
the default value is
"trusted". Defined values
are:

* "untrusted" - The
certificate is not
trusted.

* "trusted" - The
certificate is marked
as trusted.
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#type_astra_stateTransition
#type_astra_stateTransition

Name Type Required Description

trustStateDetails array[type_astra_stateDet True JSON array of JSON
ail] objects that lists additional
details about the trust
state of the certificate. If
no details are available,
this array will be empty.

e Minimum ltems: O

metadata type astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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#type_astra_stateDetail
#type_astra_stateDetail
#type_astra_metadata_update
#type_astra_metadata_update

Example response

"type": "application/astra-certificate",
"version": "1.1",

"id": "a26cbed4-2183-58ce-aal9-e37ca8b0531a",
"certUse": "rootCA",

"cert":

"LSO0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCkl1JSUZYVENDQTVXZOF3MVJIJHbnFGbUJSSW
RyV1kwPQotLSOtLUVORCBDRVJUSUZJQOFURSOtLSOtL",
"cn": "vcenter.example.com",
"isSelfSigned": "false",
"expiryTimestamp": "2022-03-23T16:48:38.52334612",
"trustState": "trusted",
"trustStateTransitions": [
{
"from": "untrusted",
"to": [
"trusted"
]
by
{

"from": "trusted",
"to": [

"untrusted"

}
1,

"trustStateDesired": "trusted",

"trustStateDetails": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 400, Bad request
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Name Type Required
type string True
title string True
detail string True
status string True
correlationlD string False
invalidFields array[invalidFields] False
Example response
{
"type": "https://astra.netapp.io/problems/7",
"title": "Invalid JSON payload",
"detail": "The request body is not valid JSON.",
"status": "400"
}
Response
Status: 403, Forbidden

Name
type
title
detail
status

correlationID

766

Type
string
string
string
string

string

Required
True
True
True
True

False

Description

List of invalid request
body fields

Description


#invalidFields

Example response

"type":

"title":
"detail"
"status"

Response

Status: 500,

Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 503,

Name
type
title
detail

"https://astra.netapp.io/problems/11",

"Operation not permitted",

: "The requested operation isn't permitted.",

: "403"

Internal server error

Type
string
string
string
string

string

Required
True
True
True
True

False

"https://astra.netapp.io/problems/34",

"Internal server error",

"500"

Service unavailable

Type
string
string

string

Required
True
True

True

Description

"The server was unable to process this request.",

Description
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Name Type Required Description
status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/41",

"title": "Service not ready",

"detail": "Currently, the service can't respond to this request.",
"status": "503"

Error

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example error response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Definitions
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type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

type astra_stateTransition

Name Type Required Description
from string True
to array[string] True

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False
invalidFields
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Name

name

reason

List all certificates

Type

string

string

Required

True

True

GET /accounts/{account_id}/core/vl/certificates

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.
Parameters

Name

account_id

continue

770

Type

string

path

query

Required

True

False

Description

ID of the containing
account resource

* example:
{{-Account}}

Indicates the token
to resume listing
from.

URL examples:
"continue=<continue
token="" from=""
collection=""
metadata="">"</cont
inue>

OpenAPI examples:
"<continue token=""
from="" collection=
metadata="">"</cont
inue>&lt;/continue&g
t;



Name

filter

include

Type

string

string

query

query

Required

False

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

« example:
certUse%20eq%
20’rootCA'

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,cn,isSelfSigne
d

771



Name Type In Required

limit string query False
orderBy string query False
Response

Description

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll

Indicates the sort
order of resource
when listing a
collection.

URL examples:
"orderBy=name",
"orderBy=name%20
desc"

OpenAPI examples:
"name desc"

Status: 200, Returns a JSON array of all matching resources in the

collection. If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name Type Required

items array[Any of: True
certificate_1.1_get_respon
se_body, array[]]

metadata type astra_metadata_list True
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https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#certificate_1_1_get_response_body
https://docs.netapp.com/pt-br/astra-automation/{relative_path}.html#certificate_1_1_get_response_body
#type_astra_metadata_list

Example response

"type" .

"version": "1.1",

"items": [

[

]
1,

"met
"l

"creationTimestamp":

"modificationTimestamp":

"C

Response

Status:

Name
type
title
detail
status

correlationlD

"application/astra-certificates",

"£97£3441-075e-4£90-9d1e-47£9f62a3fc4",

"prod.region-1l.example.com",

"true"

"5e365p4d-034£f-4£13-95ef-d3a7fbc0d£3d",

"prod.region-2.example.com",

"false"

"11ceb350-1999-4b79-80a6-46a980a27856",

"prod.example.com",

"false"

adata": {
abels": [1],

"2022-10-06T20:58:16.3056622",
"2022-10-06T20:58:16.3056622",

reatedBy": "8£84cf09-8036-51e4-b579-bd30cb07b269"

401, Unauthorized

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 503, Service unavailable

Name Type Required Description

type string True
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Name Type Required Description

title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to this request.",
"status": "503"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/164",
"title": "Requested resource in unexpected state",
"detail": "The requested resource can't be returned because it isn't

in the expected state. Wait for the conflict to be resolved and retry
the request.",
"status": "409"
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Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
1
Definitions
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type_astra_stateTransition

Name Type Required Description
from string True
to array|[string] True

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

certificate_1.1_get _response_body
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#type_astra_label

Name

type

version

certUse

cert

778

Type

string

string

string

string

string

Required

True

True

True

True

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
certificate"

Version of the resource.
Defined values are:

° ll1-0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string indicating
the use of the certificate.
If not specified, defaults
to "rootCA". Defined
values are:

* "rootCA" - The
certificate is a
certificate authority
(CA) certificate used
to trust any
certificate signed by
that CA.

"intermediateCA" -
The certificate is an
intermediate CA
certificate issued by
a root CA.

JSON string containing a
base64 encoded PKCS-
11 formatted certificate
(PEM). Defined values
are:

« Conforms to the
base64 Encoded
Data Schema



Name

cn

expiryTimestamp

Type

string

string

Required

True

True

Description

JSON string containing a
common name extracted
from the certificate.
Defined values are:

* Minimum length: 1

* Maximum length:
511

JSON string containing a
timestamp indicating
when the certificate
expires. Defined values
are:

e Conforms to the
ISO-8601 Date Time
Schema

779



Name Type Required Description

isSelfSigned string True JSON string indicating
whether the certificate is
self-signed. If not
provided on create, the
value defaults to "false".
On update:

* If the value is
provided, that value
will be used.

* If the value is not
provided and the
"cert" field is
included in the
update, the value will
be set to "false".

* If the value is not
provided and the
"cert" field is not
included in the
update, the existing
value will be
retained. Defined
values are:

* "true" - The
certificate is self-
signed.

- "false" - The
certificate is not self-
signed.

trustState string True JSON string containing
one of a set of
enumerated values
indicating whether the
certificate is trusted.
Defined values are:

* "untrusted" - The
certificate is not
trusted.

* "trusted" - The
certificate is marked
as trusted.

"expired" - The
certificate is expired,
so is neither trusted
or not trusted.
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Name

trustStateTransitions

trustStateDesired

trustStateDetails

Type Required

array[type_astra_stateTr True
ansition]

string False

array[type_astra_stateDe True
tail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state
transitions from a given
defined state. Each
JSON object contains
the fields "from" and "to",
where the "from" value is
the name of a state, and
the "to" value is an array
of permitted destination
states.

JSON string containing a
value indicating whether
the certificate is trusted.
If not specified on
create, the default value
is "trusted". Defined
values are:

* "untrusted" - The
certificate is not
trusted.

e "trusted" - The
certificate is marked
as trusted.

JSON array of JSON
objects that lists
additional details about
the trust state of the
certificate. If no details
are available, this array
will be empty.

e Minimum ltems: O
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#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

metadata

type_astra_metadata_list

Name

continue

count

labels
creationTimestamp
modificationTimestamp
createdBy

modifiedBy

invalidParams

Name

name

reason

782

Type

Required

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

string

string

Type

string

string

Required
False
False
False
False
False
False

False

Required

True

True

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid


#type_astra_metadata_update
#type_astra_metadata_update
#type_astra_label

Retrieve a certificate
GET /accounts/{account id}/core/vl/certificates/{certificate id}

Returns the stored Certificate API resource in the JSON response body.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
certificate_id string path True ID of the certificate
collection to list
Response

Status: 200, Returns the stored Certificate API resource in the JSON
response body.

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
certificate"

version string True Version of the resource.
Defined values are:

. "1.0“
° Il1 -1ll

id string True Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema
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Name

certUse

cert

cn

expiryTimestamp

784

Type

string

string

string

string

Required

True

True

True

True

Description

JSON string indicating the
use of the certificate. If
not specified, defaults to
"rootCA". Defined values
are:

* "rootCA" - The
certificate is a
certificate authority
(CA) certificate used
to trust any certificate
signed by that CA.

* "intermediate CA" -
The certificate is an
intermediate CA
certificate issued by a
root CA.

JSON string containing a
base64 encoded PKCS-
11 formatted certificate
(PEM). Defined values
are:

e Conforms to the
base64 Encoded Data
Schema

JSON string containing a
common name extracted
from the certificate.
Defined values are:

* Minimum length: 1

* Maximum length: 511

JSON string containing a
timestamp indicating
when the certificate
expires. Defined values
are:

» Conforms to the ISO-
8601 Date Time
Schema



Name

isSelfSigned

trustState

Type

string

string

Required

True

True

Description

JSON string indicating
whether the certificate is
self-signed. If not
provided on create, the
value defaults to "false".
On update:

* If the value is
provided, that value
will be used.

* If the value is not
provided and the
"cert" field is included
in the update, the
value will be set to
"false".

* If the value is not
provided and the
"cert" field is not
included in the
update, the existing
value will be retained.
Defined values are:

* "true" - The certificate
is self-signed.

 "false" - The certificate
is not self-signed.

JSON string containing
one of a set of
enumerated values
indicating whether the
certificate is trusted.
Defined values are:

* "untrusted" - The
certificate is not
trusted.

» "trusted" - The
certificate is marked
as trusted.

» "expired" - The
certificate is expired,
so is neither trusted or
not trusted.
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Name

trustStateTransitions

trustStateDesired

trustStateDetails

786

Type Required

array[type_astra_stateTra True
nsition]

string False

array[type_astra_stateDet True
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON string containing a
value indicating whether
the certificate is trusted. If
not specified on create,
the default value is
"trusted". Defined values
are:

* "untrusted" - The
certificate is not
trusted.

* "trusted" - The
certificate is marked
as trusted.

JSON array of JSON
objects that lists additional
details about the trust
state of the certificate. If
no details are available,
this array will be empty.

e Minimum Items: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

metadata

Type Required

type_astra_metadata_upd True
ate

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.
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Example response

"type": "application/astra-certificate",
"version": "1.1",

"id": "a26cbed4-2183-58ce-aal9-e37ca8b0531a",
"certUse": "rootCA",

"cert":

"LSO0tLS1CRUAJTiBDRVJUSUZJQOFURSOtLSO0tCkl1JSUZYVENDQTVXZOF3MVJIJHbnFGbUJSSW
RyV1kwPQotLSOtLUVORCBDRVJUSUZJQOFURSOtLSOtL",
"cn": "vcenter.example.com",
"expiryTimestamp": "2022-03-23T16:48:38.52334612",
"isSelfSigned": "true",
"trustState": "untrusted",
"trustStateTransitions": [
{
"from": "untrusted",
"to": [
"trusted"
]
by
{

"from": "trusted",
"to": [

"untrusted"

}

1,

"trustStateDetails": [],

"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized
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Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 400,

Name

type

title

detail

status
correlationID

invalidParams

Type
string
string
string
string

string

"Missing bearer token",

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

"401"

Bad request

Type
string
string
string
string
string

array[invalidParams]

Required Description
True

True

True

True

False

False List of invalid query
parameters
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Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 503, Service unavailable

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description
status string True

correlationID string False

Example response

"type": "https://astra.netapp.io/problems/41",
"title": "Service not ready",
"detail": "Currently, the service can't respond to this request.",
"status": "503"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/164",
"title": "Requested resource in unexpected state",
"detail": "The requested resource can't be returned because it isn't

in the expected state. Wait for the conflict to be resolved and retry
the request.",
"status": "409"

Error
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Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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type_astra_stateTransition

Name Type Required Description
from string True
to array|[string] True

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams
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Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

Modify a certificate

PUT /accounts/{account _id}/core/vl/certificates/{certificate id}
Replaces the entire stored resource with the supplied JSON request body.

Side Effects

* An updated CA certificate will be updated in the trust store.
« If an existing trusted CA certificate becomes untrusted, it will be removed from the trust store.

« If a certificate body is updated ("cert" field), the "isSelfSigned" indicator must be included to indicate the
state of the new certificate. If the "isSelfSigned" indicator is not included in this case, the value will be set to

"false".

« If an update does not modify the certificate body ("cert" field), the "isSelfSigned" indicator is optional and
the existing value will be retained if not provided.

Parameters
Name Type In Required Description
account_id string path True ID of the containing
account resource
* example:
{{.Account}}
certificate_id string path True ID of the certificate

collection to list

Request Body

Replaces the entire stored resource with the supplied JSON request body.
Side Effects

* An updated CA certificate will be updated in the trust store.
« If an existing trusted CA certificate becomes untrusted, it will be removed from the trust store.

« If a certificate body is updated ("cert" field), the "isSelfSigned" indicator must be included to indicate the
state of the new certificate. If the "isSelfSigned" indicator is not included in this case, the value will be set to
"false".
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« If an update does not modify the certificate body ("cert" field), the "isSelfSigned" indicator is optional and

the existing value will be retained if not provided.

Name

type

version

certUse

Type

string

string

string

string

Required

True

True

False

False

Description

Media type of the
resource. Defined values
are:

* "application/astra-
certificate"

Version of the resource.
Defined values are:

. "1.0“
° ll1 -1ll

Globally unique identifier
of the resource. Defined
values are:

» Conforms to the
UUIDv4 Schema

JSON string indicating the
use of the certificate. If
not specified, defaults to
"rootCA". Defined values
are:

* "rootCA" - The
certificate is a
certificate authority
(CA) certificate used
to trust any certificate
signed by that CA.

* "intermediate CA" -
The certificate is an
intermediate CA
certificate issued by a
root CA.
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Name

cert

cn

expiryTimestamp

796

Type

string

string

string

Required

False

False

False

Description

JSON string containing a
base64 encoded PKCS-
11 formatted certificate
(PEM). Defined values
are:

« Conforms to the
base64 Encoded Data
Schema

JSON string containing a
common name extracted
from the certificate.
Defined values are:

* Minimum length: 1

* Maximum length: 511

JSON string containing a
timestamp indicating
when the certificate
expires. Defined values
are:

» Conforms to the ISO-
8601 Date Time
Schema



Name

isSelfSigned

trustState

Type

string

string

Required

False

False

Description

JSON string indicating
whether the certificate is
self-signed. If not
provided on create, the
value defaults to "false".
On update:

* If the value is
provided, that value
will be used.

* If the value is not
provided and the
"cert" field is included
in the update, the
value will be set to
"false".

* If the value is not
provided and the
"cert" field is not
included in the
update, the existing
value will be retained.
Defined values are:

* "true" - The certificate
is self-signed.

 "false" - The certificate
is not self-signed.

JSON string containing
one of a set of
enumerated values
indicating whether the
certificate is trusted.
Defined values are:

* "untrusted" - The
certificate is not
trusted.

» "trusted" - The
certificate is marked
as trusted.

» "expired" - The
certificate is expired,
so is neither trusted or
not trusted.
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Name

trustStateTransitions

trustStateDesired

trustStateDetails

798

Type Required

array[type_astra_stateTra False
nsition]

string False

array[type_astra_stateDet False
ail]

Description

JSON array of JSON
objects, each
representing the set of
permitted state transitions
from a given defined
state. Each JSON object
contains the fields "from"
and "to", where the "from"
value is the name of a
state, and the "to" value is
an array of permitted
destination states.

JSON string containing a
value indicating whether
the certificate is trusted. If
not specified on create,
the default value is
"trusted". Defined values
are:

* "untrusted" - The
certificate is not
trusted.

* "trusted" - The
certificate is marked
as trusted.

JSON array of JSON
objects that lists additional
details about the trust
state of the certificate. If
no details are available,
this array will be empty.

e Minimum Items: O


#type_astra_stateTransition
#type_astra_stateTransition
#type_astra_stateDetail
#type_astra_stateDetail

Name

metadata

Example request

"type" .
"version": "1.1",

"trustStateDesired":

Response

Status:

Response

Status:

Name
type
title
detail

status

204,

401,

Type

Required

type_astra_metadata_upd False

ate

"trusted"

"application/astra-certificate",

Description

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

Indicates if the certificate resource was updated.

Unauthorized

Type
string
string
string

string

Required
True
True
True

True

Description
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Name Type Required Description

correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlationlD string False

invalidFields array[invalidFields] False List of invalid request
body fields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict
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Name

type

title

detail

status
correlationlD

invalidFields

Example response

" type" :
"title":
"detail"

"status"

Response

Status: 403,

Name
type
title
detail
status

correlationID

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields

"https://astra.netapp.io/problems/10",

"JSON resource conflict",

: "The request body JSON contains a field that conflicts with
an idempotent wvalue.",

: "409"

Forbidden

Type
string
string
string
string

string

Required Description
True
True
True
True

False
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Example response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Response

Status: 503, Service unavailable

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/41",

"title": "Service not ready",

"detail": "Currently, the service can't respond to this request.",
"status": "503"

Error

Status: 404, Not found

Name Type Required Description
type string True
title string True
detail string True
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Name Type Required Description

status string True

correlationID string False

Example error response

"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI
found.",
"status": "404"
}
Definitions

wasn't
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type_astra_stateTransition

Name Type Required Description
from string True
to array|[string] True

additionalDetails

type_astra_stateDetall

Name Type Required Description
type string True

title string True

detail string True

additionalDetails additionalDetails False

type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra_label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams
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Name

name

reason

invalidFields

Name

name

reason

Delete a certificate

Type

string

string

Type

string

string

Required

True

True

Required

True

True

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

Name of the invalid
request body field

Reason why the request
body field is invalid

DELETE /accounts/{account id}/core/vl/certificates/{certificate id}

Removes the specified Certificate API resource.

Parameters

Name Type
account_id string
certificate_id string
Response

Status: 204, Indicates if the certificate

Response

path

path

Status: 503, Service unavailable

Required

True

True

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the certificate
collection to list

resource was deleted.

805



Name Type Required Description

type string True
title string True
detail string True
status string True
correlationlD string False

Example response

"type": "https://astra.netapp.io/problems/41",

"title": "Service not ready",

"detail": "Currently, the service can't respond to this request.",
"status": "503"

Error

Status: 403, Forbidden

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False

Example error response

"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",

"detail": "The requested operation isn't permitted.",
"status": "403"
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Cloud

Cloud overview

The Cloud API provides access to cloud resources to allow clients to connect to specific clouds to manage
clusters and applications.

Create a new cloud
POST /accounts/{account id}/topology/v1l/clouds

Indicates the desired values for the Cloud API resource to be created.

Parameters
Name Type In Required Description
account_id string path True ID of the containing

account resource

* example:
{{.Account}}
Request Body
Indicates the desired values for the Cloud API resource to be created.
Name Type Required Description
type string True Media type of the
resource. Defined values

are:

* "application/astra-
cloud"

version string True Version of the resource.
Defined values are:

. ll1-0ll
° Il1 -1"
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Name

name

cloudType

credentiallD

808

Type

string

string

string

Required

True

True

False

Description

JSON string containing
the name of the cloud.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks

JSON string containing a
value indicating the type
of cloud. Defined values
are:

* "gcp" - The cloud is
provided by Google

* "azure" - The cloud is
provided by Microsoft

* "aws" - The cloud is
provided by Amazon

* "private" - The cloud is
customer managed

JSON string containing a
value indicating the ID of
the credential that
contains the service
account for the cloud.
This is required for
cloudType "gcp", "azure"
and "aws". Defined values

are:

e Conforms to the Astra
Identifier Schema



Name Type Required

defaultBucketID string False
metadata type astra_metadata_upd False
ate

Example request

Description

JSON string containing
the ID of a bucket that is
to be used by default
when creating backups for
applications within the
cloud. This is required
when cloning applications
across clusters and is
used as a default if a
bucket is not specified
when creating backups
and schedules. Defined
values are:

* Conforms to the Astra
Identifier Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without
modification.

"type": "application/astra-cloud",

"version": "1.1",

"name": "GKE",

"cloudType": "gcp",

"credentialID": "6fa2f917-f730-41b8-9¢c15-17£f531843b31"
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#type_astra_metadata_update

Response

Status:

body.

Name

type

version

name

810

201,

Returns the newly created cloud resource in

Type

string

string

string

string

Required

True

True

True

True

the JSON response

Description

Media type of the
resource. Defined values
are:

* "application/astra-
cloud"

Version of the resource.
Defined values are:

. ll1 .Oll
° ll1 '1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing
the name of the cloud.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks



Name

state

stateUnready

Type

string

array[string]

Required

True

True

Description

JSON string containing a
value indicating the
operational state of the
cloud. Defined values are:

* "pending" - The cloud
is scheduled for
discovery

* "discovering" - The
cloud is in the process
of being discovered

* "provisioning" - The
cloud is in the process
of being provisioned

* "running" - The cloud
is running normally

+ "failed" - The cloud is
in a permanent failure
state

* "'removed" - The cloud
is not currently
accessible

e "unknown" - The cloud
state cannot be
determined

JSON array of JSON
strings, each indicating a
reason why a cloud is
unable to transition to
"running" or why it has
transitioned to "failed".
Defined values are:

* Minimum length: 1

* Maximum length: 127

811



Name

cloudType

credentiallD

defaultBucketID

812

Type

string

string

string

Required

True

False

False

Description

JSON string containing a
value indicating the type
of cloud. Defined values
are:

* "gcp" - The cloud is
provided by Google

» "azure" - The cloud is
provided by Microsoft

» "aws" - The cloud is
provided by Amazon

* "private" - The cloud is
customer managed

JSON string containing a
value indicating the ID of
the credential that
contains the service
account for the cloud.
This is required for
cloudType "gcp", "azure"
and "aws". Defined values

are:

* Conforms to the Astra
Identifier Schema

JSON string containing
the ID of a bucket that is
to be used by default
when creating backups for
applications within the
cloud. This is required
when cloning applications
across clusters and is
used as a defaultif a
bucket is not specified
when creating backups
and schedules. Defined
values are:

» Conforms to the Astra
Identifier Schema



Name Type Required Description

metadata type_astra_metadata_upd True Client and service-
ate specified metadata
associated with the
resource. Defined values
are:

» Conforms to the Astra
Metadata Schema If
not specified on
create, a metadata
object will be created
with no labels. If not
specified on update,
the metadata object’s
labels,
creationTimestamp
and createdBy, will be
preserved without

modification.
Example response
{
"type": "application/astra-cloud",
"version": "1.1",
"id": "1c9512c3-ec62-5ed8-8013-02£c090b9d03",
"name": "GKE",
"state": "discovering",
"stateUnready": |
"Cloud discovery in progress"
1,
"cloudType": "gcp",
"credentiallID": "6fa2f917-f730-41b8-9¢c15-17£531843b31",
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T20:58:16.3056622",

"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized
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Name
type
title
detail
status

correlationID

Example response

"type" .
"title":

"detail":
"status":

Response

Status: 400,

Name

type

title

detail

status
correlationID

invalidFields

814

Type
string
string
string
string

string

"Missing bearer token",

Required Description
True
True
True
True

False

"https://astra.netapp.io/problems/3",

"The request is missing the required bearer token.",

"401"

Bad request

Type
string
string
string
string
string

array[invalidFields]

Required Description
True

True

True

True

False

False List of invalid request
body fields


#invalidFields

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 409, Conflict

Name Type Required Description
type string True

title string True

detail string True

status string True

correlation|D string False

Example response

"type": "https://astra.netapp.io/problems/10",
"title": "JSON resource conflict",
"detail": "The request body JSON contains a field that conflicts with
an idempotent wvalue.",
"status": "409"
}
Response

Status: 403, Forbidden

Name Type Required Description
type string True
title string True
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Name Type Required Description
detail string True
status string True
correlationID string False
Example response
{
"type": "https://astra.netapp.io/problems/11",
"title": "Operation not permitted",
"detail": "The requested operation isn't permitted.",
"status": "403"
}
Error
Status: 404, Not found
Name Type Required Description
type string True
title string True
detail string True
status string True
correlationlD string False
Example error response
{
"type": "https://astra.netapp.io/problems/2",
"title": "Collection not found",
"detail": "The collection specified in the request URI wasn't
found.",
"status": "404"
}
Definitions
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type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

invalidParams

Name Type Required Description

name string True Name of the invalid
query parameter

reason string True Reason why the query
parameter is invalid

invalidFields

Name Type Required Description

name string True Name of the invalid
request body field

reason string True Reason why the request

body field is invalid
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List all clouds

GET /accounts/{account_id}/topology/vl/clouds

Returns a JSON array of all matching resources in the collection. If individual fields are specified in the
request, the items JSON array will contain the fields requested for each matching resource in the order

specified.

Parameters

Name Type
account_id string
include string
limit string

818

path

query

query

Required

True

False

False

Description

ID of the containing
account resource

* example:
{{.Account}}

Indicates which
fields should be
returned when listing
a collection.

URL examples:
"include=id",
"include=id,name"

OpenAPI examples:
llidll

* example:
id,name,state

Indicates the
maximum number of
resources to return
when listing a
collection.

URL examples:
"limit=2"

OpenAPI examples:
||2ll



Name

filter

Response

Status:
collection.

Type

string

query

Required

False

Description

Indicates which
fields should be
matched in order to
return a resource
when listing a
collection.

Supported operators
are:

* eq - Equality

o It/gt - Less
than/Greater
than

* lte/gte - Less
than or equals
to/Greater than
or equals to

URL example:
"filter=field%20eq%?2
0%27value%27"

OpenAPI examples:
"field eq 'value™

Returns a JSON array of all matching resources in the
If individual fields are specified in the request, the items

JSON array will contain the fields requested for each matching resource in

the order specified.

Name

items

metadata

array[Any of:
cloud_1.1_get response
body, array[]]

type astra_metadata_list

Description
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Example response

"type": "application/astra-clouds",
"version": "1.1",
"items": [
[
"2f9%e63fa-8baB8-414a-a57¢c-0£3042b80682",
"gcp",
"discovering"

"f723febe-bl167-44dd-b07d-c075a8bbedf3",
"aws",
"failed"
]
I
"metadata": {
"labels": [],
"creationTimestamp": "2022-10-06T20:58:16.3056622",
"modificationTimestamp": "2022-10-06T720:58:16.30566272",
"createdBy": "8f84cf09-8036-51e4-b579-bd30cb07b269"

Response

Status: 401, Unauthorized

Name Type Required Description
type string True

title string True

detail string True

status string True

correlationlD string False
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Example response

"type": "https://astra.netapp.io/problems/3",
"title": "Missing bearer token",
"detail": "The request is missing the required bearer token.",
"status": "401"
}
Response

Status: 400, Bad request

Name Type Required Description

type string True

title string True

detail string True

status string True

correlation|D string False

invalidParams array[invalidParams] False List of invalid query
parameters

Example response

"type": "https://astra.netapp.io/problems/5",
"title": "Invalid query parameters",
"detail": "The supplied query parameters are invalid.",
"status": "400"
}
Response

Status: 403, Forbidden

Name Type Required Description

type string True
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Name
title
detail
status

correlationlD

Example response

"type" .
"title":

"detail":

"status":

Error

Status: 404,

Name
type
title
detail
status

correlationID

Type
string
string
string

string

Required
True
True
True

False

"https://astra.netapp.io/problems/11",

"Operation not permitted",

"The requested operation isn't permitted."

"403"

Not found

Type
string
string
string
string

string

Example error response

"type" .
"title":

"detail":

found.",

"status":

822

"Collection not found",

Required
True
True
True
True

False

"https://astra.netapp.io/problems/2",

Description

Description

"The collection specified in the request URI wasn't

"404"
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type_astra_label

Name Type Required Description
name string True
value string True

type_astra_metadata_update
Client and service-specified metadata associated with the resource. Defined values are:
« Conforms to the Astra Metadata Schema If not specified on create, a metadata object will be created

with no labels. If not specified on update, the metadata object’s labels, creationTimestamp and
createdBy, will be preserved without modification.

Name Type Required Description
labels array[type astra label] False
creationTimestamp string False
modificationTimestamp  string False
createdBy string False
modifiedBy string False

cloud_1.1_get response_body

Name Type Required Description

type string True Media type of the
resource. Defined values
are:

* "application/astra-
cloud"

version string True Version of the resource.
Defined values are:

° Il1-0ll
° ll1 -1"

id string True Globally unique identifier
of the resource. Defined
values are:

« Conforms to the
UUIDv4 Schema
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Name

name

state

Type

string

string

Required

True

True

Description

JSON string containing
the name of the cloud.
Defined values are:

* Minimum length: 1
* Maximum length: 63

* This string is
internally validated to
prevent XSS,
Unicode, directory
traversal, and SQL-
injection attacks

JSON string containing a
value indicating the
operational state of the
cloud. Defined values
are:

* "pending" - The
cloud is scheduled
for discovery

* "discovering" - The
cloud is in the
process of being
discovered

* "provisioning" - The
cloud is in the
process of being
provisioned

"running" - The cloud
is running normally

"failed" - The cloud is
in a permanent
failure state

* "removed" - The
cloud is not currently
accessible

* "unknown" - The
cloud state cannot
be determined
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Name

stateUnready

cloudType

credentiallD

826

Type

array[string]

string

string

Required

True

True

False

Description

JSON array of JSON
strings, each indicating a
reason why a cloud is
unable to transition to
"running" or why it has
transitioned to "failed".
Defined values are:

* Minimum length: 1

* Maximum length:
127

JSON string containing a
value indicating the type
of cloud. Defined values
are:

* "gcp" - The cloud is
provided by Google

» "azure" - The cloud
is provided by
Microsoft

» "aws" - The cloud is
provided by Amazon

 "private" - The cloud
is customer
managed

JSON string containing a
value indicating the ID of
the credential that
contains the service
account for the cloud.
This is required for
cloudType "gcp", "azure"
and "aws". Defined

values are:

e Conforms to the
Astra |dentifier
Schema



Name

defaultBucketID

metadata

type astra_metadata_list

Name

continue

count

labels
creationTimestamp

modificationTimestamp

Type

string

Required

False

type_astra_metadata_up True

date

Type

string

number
array[type_astra_label]
string

string

Required
False
False
False
False

False

Description

JSON string containing
the ID of a bucket that is
to be used by default
when creating backups
for applications within
the cloud. This is
required when cloning
applications across
clusters and is used as a
default if a bucket is not
specified when creating
backups and schedules.
Defined values are:

e Conforms to the
Astra |dentifier
Schema

Client and service-
specified metadata
associated with the
resource. Defined values
are:

» Conforms to the
Astra Metadata
Schema If not
specified on create,
a metadata object
will be created with
no labels. If not
specified on update,
the metadata
object’s labels,
creationTimestamp
and createdBy, will
be preserved without
modification.

Description
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Name
createdBy
modifiedBy

invalidParams

Name

name

reason

Retrieve a cloud

Type
string

string

Type

string

string

Required
False

False

Required

True

True

GET /accounts/{account id}/topology/vl/clouds/{cloud id}

Returns the stored Cloud API resource in the JSON response body.

Parameters

Name Type
account_id string
cloud_id string
Response

In Required
path True
path True

Description

Description

Name of the invalid
query parameter

Reason why the query
parameter is invalid

Description

ID of the containing
account resource

* example:
{{.Account}}

ID of the cloud
collection to list

Status: 200, Returns the stored Cloud API resource in the JSON response

body.

Name

type

828

Type

string

Required

True

Description

Media type of the
resource. Defined values
are:

* "application/astra-
cloud"



Name

version

name

Type

string

string

string

Required

True

True

True

Description

Version of the resource.
Defined values are:

° ll1.0ll
° ll1 .1"

Globally unique identifier
of the resource. Defined
values are:

e Conforms to the
UUIDv4 Schema

JSON string containing
the name of the cloud.
Defined values are:

* Minimum length: 1
* Maximum length: 63

 This string is internally
validated to prevent
XSS, Unicode,
directory traversal,
and SQL-injection
attacks
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Name

state

stateUnready
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Type

string

array[string]

Required

True

True

Description

JSON string containing a
value indicating the
operational state of the
cloud. Defined values are:

* "pending" - The cloud
is scheduled for
discovery

* "discovering" - The
cloud is in the process
of being discovered

* "provisioning" - The
cloud is in the process
of being provisioned

* "running" - The cloud
is running normally

+ "failed" - The cloud is
in a permanent failure
state

* "'removed" - The cloud
is not currently
accessible

e "unknown" - The cloud
state cannot be
determined

JSON array of JSON
strings, each indicating a
reason why a cloud is
unable to transition to
"running" or why it has
transitioned to "failed".
Defined values are:

* Minimum length: 1

* Maximum length: 127



Name

cloudType

credentiallD

defaultBucketID

Type

string

string

string

Required

True

False

False

Description

JSON string containing a
value indicating the type
of cloud. Defined values
are:

* "gcp" - The cloud is
provided by Google

» "azure" - The cloud is
provided by Microsoft

» "aws" - The cloud is
provided by Amazon

* "private" - The cloud is
customer managed

JSON string containing a
value indicating the ID of
the credential that
contains th