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Permissoes e regras de seguranca do agente
AWS

Permissoes da AWS para o agente do Console

Quando o NetApp Console inicia um agente do Console na AWS, ele anexa uma politica
ao agente que fornece ao agente permissdes para gerenciar recursos e processos
dentro dessa conta da AWS. O agente usa as permissdes para fazer chamadas de API
para varios servicos da AWS, incluindo EC2, S3, CloudFormation, IAM, Key
Management Service (KMS) e muito mais.

Politicas de IAM

As politicas do IAM disponiveis abaixo fornecem as permissdes que um agente do Console precisa para
gerenciar recursos e processos dentro do seu ambiente de nuvem publica com base na sua regido da AWS.

Observe o seguinte:
« Se vocé criar um agente do Console em uma regido padrdao da AWS diretamente do Console, o Console
aplicara automaticamente as politicas ao agente.

» Vocé precisa configurar as politicas sozinho se implantar o agente do AWS Marketplace, se instalar
manualmente o0 agente em um host Linux ou se quiser adicionar credenciais adicionais da AWS ao
Console.

+ Em ambos os casos, vocé precisa garantir que as politicas estejam atualizadas a medida que novas
permissdes forem adicionadas em versdes subsequentes. Se novas permissdes forem necessarias, elas
seréo listadas nas notas de versao.

* Se necessario, vocé pode restringir as politicas do IAM usando o IAM Condition elemento.
"Documentacao da AWS: Elemento Condition"

« Para ver instrugdes passo a passo sobre como usar essas politicas, consulte as seguintes paginas:
o "Configurar permissdes para uma implantacdo do AWS Marketplace"
o "Configurar permissdes para implantagées locais"
o "Configurar permissdes para o modo restrito"

o "Configure as permissdes para o modo privado"

Selecione sua regiao para visualizar as politicas necessarias:


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.netapp.com/pt-br/console-setup-admin/task-install-agent-aws-marketplace.html#step-2-set-up-aws-permissions
https://docs.netapp.com/pt-br/console-setup-admin/task-install-agent-on-prem.html#agent-permission-aws-azure
https://docs.netapp.com/pt-br/console-setup-admin/task-prepare-restricted-mode.html#step-6-prepare-cloud-permissions
https://docs.netapp.com/pt-br/console-setup-admin/task-prepare-private-mode.html#step-6-prepare-cloud-permissions

Regides padrao

Para regides padrao, as permissdes sao distribuidas em duas politicas. Duas politicas sdo necessarias
devido ao limite maximo de tamanho de caracteres para politicas gerenciadas na AWS.



Politica n° 1

"Version": "2012-10-17",
"Statement": |
{

"Action": [
"ec2:DescribeAvailabilityZones",
"ec?2:DescribelInstances",
"ec?2:DescribelInstanceStatus",
"ec2:RunInstances",
"ec2:ModifyInstanceAttribute",
"ec2:DescribelnstanceAttribute",
"ec2:DescribeRouteTables",
"ec2:DescribelImages",
"ec2:CreateTags",
"ec2:CreateVolume",
"ec?2:DescribeVolumes",
"ec2:ModifyVolumeAttribute",
"ec2:CreateSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:RevokeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:RevokeSecurityGroupIngress",
"ec?2:CreateNetworkInterface",
"ec?2:DescribeNetworkInterfaces",
"ec2:ModifyNetworkInterfaceAttribute",
"ec?2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeDhcpOptions",
"ec2:CreateSnapshot",
"ec2:DescribeSnapshots",
"ec2:GetConsoleOutput",
"ec2:DescribeKeyPairs",
"ec2:DescribeRegions",
"ec2:DescribeTags",
"ec2:AssociateIlamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations"
"ec2:DisassociatelamInstanceProfile",
"ec2:CreatePlacementGroup",
"ec2:DescribeReservedInstancesOfferings",
"ec2:AssignPrivatelIpAddresses",
"ec?2:CreateRoute",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",



"ec2:UnassignPrivateIpAddresses",
"ec2:DeleteSecurityGroup",
"ec?2:DeleteNetworkInterface",
"ec2:DeleteSnapshot",
"ec2:DeleteTags",
"ec2:DeleteRoute",
"ec2:DeletePlacementGroup",
"ec2:DescribePlacementGroups",
"ec2:DescribeVolumesModifications",
"ec2:ModifyVolume",
"cloudformation:CreateStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:ListStacks",
"cloudformation:ValidateTemplate",
"cloudformation:DeleteStack",
"iam:PassRole",

"iam:CreateRole",
"iam:PutRolePolicy",
"iam:CreateInstanceProfile",
"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:ListInstanceProfiles",

m"wa

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DeleteInstanceProfile",
"iam:GetRolePolicy",
"iam:GetRole",
"sts:DecodeAuthorizationMessage",
"sts:AssumeRole",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:CreateBucket",
"s3:GetLifecycleConfiguration",
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketPolicy",
"s3:GetBucketAcl",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:DeletelObject"”,
"s3:DeleteObjectVersion",
"s3:PutObject",
"s3:ListAl1MyBuckets",



"s3:GetObject",
"s3:GetEncryptionConfiguration",

"kms :
"kms :
"fsx:
"fsx:

"kms:

1,

ReEncrypt*",
CreateGrant",
Describe*",
List*",

GenerateDataKeyWithoutPlaintext"

"Resource": "*",
"Effect": "Allow",

"Sid":

"cvoServicePolicy"

"Action": [

"ec2:
"ec?2
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec?2
"ec2:
"ec2:

"ec2:

StartInstances",

:StopInstances",

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",

TerminateInstances",
DescribeInstanceAttribute",
DescribeImages",
CreateTags",

CreateVolume",

:CreateSecurityGroup",

DescribeSubnets",
DescribeVpcs",

DescribeRegions",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"ec2:

"kms:

DescribeVpcEndpoints",
ListAliases",

"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartitions"

1,

"Resource": "*",
"Effect": "Allow",

"Sid":

"backupPolicy"

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"s3:ListBucket",



"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:

1,

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketAcl",
PutBucketPublicAccessBlock",
GetObject",
PutEncryptionConfiguration",
DeleteObject",
DeleteObjectVersion",
ListBucketMultipartUploads",
PutObject",

PutBucketAcl",

:AbortMultipartUpload",
:ListMultipartUploadParts",

DeleteBucket",
GetObjectVersionTagging",
GetObjectVersionAcl",
GetObjectRetention",
GetObjectTagging",
GetObjectVersion",
PutObjectVersionTagging",
PutObjectRetention",

:DeleteObjectTagging",

DeleteObjectVersionTagging",
GetBucketObjectLockConfiguration",
GetBucketVersioning",
PutBucketObjectLockConfiguration",
PutBucketVersioning",

:BypassGovernanceRetention",

PutBucketPolicy",
PutBucketOwnershipControls"

"Resource": |

"arn:aws:s3:::netapp-backup-*"

1,

"Effect": "Allow",

g el
by
{

"backupS3Policy"

"Action": [

"s3:
"s3:
"s3:
"s3:

CreateBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",



"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteBucket"

1y

"Resource": [
"arn:aws:s3:::fabric-pool*"

1y

"Effect": "Allow",

"Sid": "fabricPoolS3Policy"

"Action": [
"ec2:DescribeRegions"

1y

"Resource": "*",

"Effect": "Allow",

"Sid": "fabricPoolPolicy"

"Condition": {
"StringLike": {

"ec2:ResourceTag/netapp-adc-manager":

by

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:TerminateInstances"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Action": [

"ec?2:StartInstances",

"Wk n

"ok



"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume",
"ec2:StopInstances",
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
"Effect": "Allow"

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment": "*"

b

"Action": [
"ec2:DeleteVolume"

1,

"Resource": [
"arn:aws:ec2:*:*:volume/*"

1,

"Effect": "Allow"

Politica n° 2



"Version":

"2012-10-17",

"Statement": [

{

"Action": [

"ec?

"ec2:
"ec2:
"tag:
"tag:
"tag:
"tag:
"tag:

1,

:CreateTags",

DeleteTags",
DescribeTags",
getResources",
getTagKeys",
getTagValues",
TagResources",
UntagResources"

"Resource": "*",
"Effect": "Allow",

"Sid":

"tagServicePolicy"



Regides GovCloud (EUA)

10

"Version":

"2012-10-17",

"Statement": |

{

"Effect": "Allow",
"Action": [

"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
"iam:
:ModifyVolumeAttribute",
"sts:

"ec2

"ec2:
"ec2:
"ec2:
"iam:

"ec2:

"ec2

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2:

"ec?
"ec?2
"ec?2
"ec?

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:

ListInstanceProfiles",
CreateRole",

DeleteRole",

PutRolePolicy",
CreatelInstanceProfile",
DeleteRolePolicy",
AddRoleToInstanceProfile",
RemoveRoleFromInstanceProfile",
DeleteInstanceProfile",

DecodeAuthorizationMessage",
DescribeImages",
DescribeRouteTables",
DescribeInstances",
PassRole",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

CreateTags",
CreateVolume",
DescribeVolumes",
DeleteVolume",
CreateSecurityGroup",

:DeleteSecurityGroup",

DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",
:RevokeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",
DescribeVpcs",
DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",



"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

DescribeSnapshots",
StopInstances",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
:DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ListStacks",

"cloudformation:ValidateTemplate",

"s3
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"kms

"kms:

"ec2

"ec2:
"ec2:
"ec2:
"ec2:

"ec2:

1,

:GetObject",

ListBucket",

:ListAl1MyBuckets",

GetBucketTagging",
GetBucketLocation",
CreateBucket",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",
GetBucketPolicy",
:ReEncrypt*",

CreateGrant",

:AssociatelamInstanceProfile",

DisassociateIamInstanceProfile",
DescribeInstanceAttribute",
CreatePlacementGroup",

DeletePlacementGroup"

"Resource": "x"

"Sid":

"fabricPoolPolicy",

"Effect": "Allow",
"Action": [

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

DeleteBucket",
GetLifecycleConfiguration",
PutLifecycleConfiguration",
PutBucketTagging",
ListBucketVersions",
GetBucketPolicyStatus",
GetBucketPublicAccessBlock",
GetBucketAcl",

DescribeIlamInstanceProfileAssociations",



12

by
{

"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": |
"arn:aws-us—-gov:s3:::fabric-pool*"

]

"Sid": "backupPolicy",

"Effect": "Allow",

"Action": [
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:GetBucketPolicyStatus",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"arn:aws-us—-gov:s3:::netapp-backup-*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

}s
"Resource": |

"arn:aws-us-gov:ec2:*:*:instance/*"

"ok



"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-us—gov:ec2:*:*:volume/*"

13



Regides secretas
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"Version":

"2012-10-17",

"Statement": |

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?
"ec2

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec2
"ec2

"ec?2

"ec2:
"ec2:

"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",
"ec2:

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ListStacks",



"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso-b:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",

15



16

b
{

"ec?2:DetachVolume"
I
"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment":

Yo
"Resource": [
"arn:aws-iso-b:ec2:*:*:instance/*"

]

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": [

"arn:aws-iso-b:ec2:*:*:volume/*"

L]



Regides ultrasecretas

"Version":

"2012-10-17",

"Statement": |

{

"Effect": "Allow",
"Action": [

"ec2:
"ec2:

"ec?
"ec2

"ec?2

"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec2
"ec2

"ec?2

"ec2:
"ec2:

"ec2:

"ec2

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",

:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",

DeleteNetworkInterface",

:ModifyNetworkInterfaceAttribute",
"ec2:

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",
DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ListStacks",

17



18

"cloudformation:ValidateTemplate",
"iam:PassRole",

"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy",

iam:CreateInstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleToInstanceProfile",

iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",

"s3:GetObject",

"s3:ListBucket",

"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"ec2:AssociatelamInstanceProfile",
"ec2:DescribelamInstanceProfileAssociations",
"ec2:DisassociatelamInstanceProfile",
"ec2:DescribelInstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup",

1,

iam:ListinstanceProfiles"

"Resource": "*"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",
"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",



"ec2:DetachVolume"

1/
"Condition": {
"StringLike": ({

"ec2:ResourceTag/WorkingEnvironment": "*"

b
"Resource": [
"arn:aws—-iso:ec2:*:*:instance/*"
]
b
{
"Effect": "Allow",

"Action": [
"ec2:AttachVolume",

"ec2:DetachVolume"

1,
"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"

Como as permissoes da AWS sao usadas

As segdes a seguir descrevem como as permissdes sao usadas para cada servigo de gerenciamento ou
dados do NetApp Console . Essas informagdes podem ser Uteis se suas politicas corporativas determinarem
que as permissdes sejam fornecidas somente quando necessario.

Amazon FSx para ONTAP

O agente do Console faz as seguintes solicitagbes de API para gerenciar um sistema de arquivos Amazon
FSx para ONTAP :

* ec2:Descreverlnstancias

» ec2:DescreverStatusDalnstancia

» ec2:DescribelnstanceAttribute

» ec2:DescreverTabelas de Rota

» ec2:Descreverlmagens

* ec2:CriarTags

* ec2:DescreverVolumes

» ec2:DescreverGruposDeSeguranga

» ec2:DescreverinterfacesDeRede



» ec2:DescreverSub-redes

» ec2:DescreverVpcs

» ec2:DescribeDhcpOptions

» ec2:Descrever Instantaneos

» ec2:DescreverParesDeChaves

* ec2:DescreverRegides

* ec2:DescreverTags

» ec2:DescribelaminstanceProfileAssociations
» ec2:DescribeReservedinstancesOfferings
» ec2:DescreverVpcEndpoints

» ec2:DescreverVpcs
 ec2:DescribeVolumesModifications

» ec2:DescreverGruposDePosicionamento
» kms:CriarConcessao

* kms:ListAliases

« fsx:Descreva*®

» fsx:Lista*

Descoberta de bucket do Amazon S3

O agente do Console faz a seguinte solicitagdo de API para descobrir buckets do Amazon S3:

s3:0bterConfiguracao de Criptografia

NetApp Backup and Recovery

O agente faz as seguintes solicitagdes de API para gerenciar backups no Amazon S3:

» s3:0ObterlLocalizacdo do Balde
 s3:ListarTodosOsMeusBuckets

» s3:ListBucket

+ s3:CriarBucket

+ s3:0bterConfiguragéo do Ciclo de Vida
« s3:PutLifecycleConfiguration

* s3:PutBucketTagging

* s3:ListBucketVersdes

* $3:0ObterBucketAcl

+ s3:PutBucketBloco de Acesso Publico
* s3:0bterObjeto

» ec2:DescreverVpcEndpoints

¢ kms:ListAliases

20



+ s3:PutEncryptionConfiguration

O agente faz as seguintes solicitagdes de APl quando vocé usa o método Pesquisar e Restaurar para
restaurar volumes e arquivos:
 s3:CriarBucket
* s3:ExcluirObjeto
* s3:ExcluirVersaoDoObjeto
* s3:ObterBucketAcl
» s3:ListBucket
 s3:ListBucketVersdes
* s3:ListBucketMultipartUploads
* s3:ColocarObjeto
* s3:ColocarBucketAcl
» s3:PutLifecycleConfiguration
+ s3:PutBucketBloco de Acesso Publico
 s3:AbortarUploadMultipart
 s3:ListMultipartUploadParts
O agente faz as seguintes solicitagdes de APl quando vocé usa o DataLock e o NetApp Ransomware
Resilience para seus backups de volume:
» s3:0ObterTag deVersao do Objeto
» s3:GetBucketObjectLockConfiguration
* s3:0bterVersaoDoObjetoAcl
+ s3:PutObjectTagging
* s3:ExcluirObjeto
 s3:ExcluirMarcagéoDeObjeto
* s3:0bterRetengdoDeObjeto
+ s3:ExcluirMarcagaoDeVersaoDoObjeto
* s3:ColocarObjeto
* s3:0bterObjeto
 s3:PutBucketObjectLockConfiguragao
+ s3:0bterConfiguragéo do Ciclo de Vida
» s3:ListBucketPorTags
* s$3:0Obter marcacgao de balde
» s3:ExcluirVersaoDoObjeto
* s3:ListBucketVersdes
 s3:ListBucket
* s3:PutBucketTagging



* s3:0ObterMarcacaoDeObjeto

 s3:PutBucketVersionamento

+ s3:PutObjectVersionTagging

» s3:GetBucketVersionamento

» s3:0ObterBucketAcl

 s3:Ignorar Governanga Retencao

» s3:PutObjectRetention

 s3:0ObterlLocalizagédo do Balde

+ s3:0bterVersaoDoObjeto
O agente faz as seguintes solicitagbes de API se vocé usar uma conta da AWS diferente para seus backups
do Cloud Volumes ONTAP do que vocé esta usando para os volumes de origem:

« s3:PoliticaPutBucket

 s3:PutBucketOwnershipControls

Permissoes legadas para backup e recuperagao.

Vocé so precisa das seguintes permissdes se tiver habilitado os recursos de indexacao legados antes do
lancamento da verséo 2 da indexacéo:

» kms:Lista*

» kms:Descreva*

» athena:Execugéao de Consulta Inicial

» athena:ObterResultados da Consulta

» athena:GetQueryExecution

 athena:PararExecugdoDeConsulta

* cola:CriarBancoDeDados

* cola:CriarTabela

» cola:BatchDeletePartition

NetApp Data Classification

O agente faz as seguintes solicitagbes de API para implantar a NetApp Data Classification:

» ec2:Descreverlnstancias

» ec2:DescreverStatusDalnstancia
» ec2:Executarlnstancias

» ec2:Terminatelnstances

* ec2:CriarTags

» ec2:CriarVolume

» ec2:AnexarVolume

» ec2:CriarGrupoDeSeguranca
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* ec2:ExcluirGrupoDeSeguranca

» ec2:DescreverGruposDeSegurancga

» ec2:Criarlnterface de Rede

» ec2:DescreverinterfacesDeRede

» ec2:Excluirlnterface de Rede

» ec2:DescreverSub-redes

» ec2:DescreverVpcs

» ec2:Criar Instantaneo

» ec2:DescreverRegides

» formacao de nuvem: CreateStack

» formacao de nuvem:DeleteStack

* cloudformation:DescribeStacks

» cloudformation:DescreverEventosStack

* cloudformation:ListStacks

* iam:AdicionarFuncdoAoPerfilDalnstancia

» ec2:AssociatelamlnstanceProfile

* ec2:DescribelamInstanceProfileAssociations
O agente faz as seguintes solicitacdes de API para verificar buckets do S3 quando vocé usa a NetApp Data
Classification:

* iam:AdicionarFuncédoAoPerfilDalnstancia

» ec2:AssociatelamlnstanceProfile

» ec2:DescribelamInstanceProfileAssociations

* s3:0bter marcagao de balde

* s3:0ObterLocalizagédo do Balde

 s3:ListarTodosOsMeusBuckets

 s3:ListBucket

+ s3:0ObterStatusdaPoliticaDoBucket

* s3:ObterPolitica deBucket

» s3:0ObterBucketAcl

* s3:0bterObjeto

» iam:GetRole

* s3:ExcluirObjeto

» s3:ExcluirVersaoDoObjeto

* s3:ColocarObjeto

» sts:AssumaFuncéao



Cloud Volumes ONTAP

O agente faz as seguintes solicitagbes de API para implantar e gerenciar o Cloud Volumes ONTAP na AWS.

Propésito Acao Usado para Usado para Usado para
implantagao? operacgoes diarias? exclusao?
Crie e gerencie iam:ListInstanceProfi Sim Sim Nao
fungdes do IAM e les
perfis de instancia . - _ ~ ~
para instancias do iam:CriarFuncéao Sim Nao Nao
Cloud Volumes iam:ExcluirFungdo  N&o Sim Sim
ONTAP
iam:PutRolePolicy  Sim Né&o Néo
iam:CriarPerfilDelnst Sim Nao Néao
ancia
iam:DeleteRolePolic Néao Sim Sim
y
iam:AdicionarFungca Sim Nao Nao
oAoPerfilDalnstancia
iam:RemoveRoleFro Nao Sim Sim
minstanceProfile
iam:ExcluirPerfilDeln Nao Sim Sim
stance
iam:PassRole Sim Nao Nao
ec2:Associatelamlns Sim Sim Néao
tanceProfile
ec2:Describelamlnst Sim Sim Néao
anceProfileAssociati
ons
ec2:DesassociarPerf Nao Sim Néao
iIDelnstancialam
Decodificar sts:DecodificarMens Sim Sim Néao
mensagens de agemDeAutorizagao
status de
autorizacao
Descreva as ec2:Descreverlmage Sim Sim Néao
imagens ns

especificadas (AMIs)
disponiveis para a

conta
Descreva as tabelas ec2:DescreverTabel Sim Nao Nao
de rotas em uma as de Rota

VPC (necessario
apenas para pares
HA)
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Propésito

Parar, iniciar e
monitorar instancias

Verifique se a rede
aprimorada esta
habilitada para os
tipos de instancia
suportados

Marque os recursos
com as tags
"WorkingEnvironme
nt" e
"WorkingEnvironme
ntld", que sao
usadas para
manutencao e
alocacao de custos.

Gerenciar volumes
EBS que o Cloud
Volumes ONTAP
usa como
armazenamento de
backend

Acao
ec2:Instancias de
Inicio
ec2:Stoplnstances

ec2:Descreverlnstan
cias

ec2:DescreverStatus
Dalnstancia

ec2:Executarlnstanci
as

ec2:Terminatelnstan
ces

ec2:ModificarAtribut
oDelnstancia

ec2:Describelnstanc
eAttribute

ec2:CriarTags

ec2:CriarVolume

ec2:DescreverVolum
es

ec2:ModificarAtribut
oVolume

ec2:AnexarVolume
ec2:ExcluirVolume

ec2:DetachVolume

Usado para
implantagao?
Sim

Sim

Sim

Sim

Sim

Nao

Nao

Nao

Sim

Sim
Sim
Nao
Sim
Nao

Nao

Usado para
operagoes diarias?
Sim

Sim

Sim

Sim

Sim

Sim

Sim

Sim
Sim
Sim
Sim
Sim

Sim

Usado para
exclusao?
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Propésito

Crie e gerencie
grupos de
seguranga para o
Cloud Volumes
ONTAP

Crie e gerencie
interfaces de rede
para o Cloud
Volumes ONTAP na
sub-rede de destino

Obtenha a lista de
sub-redes de destino
e grupos de
seguranga

Obtenha servidores
DNS e o nome de
dominio padrao para
instancias do Cloud
Volumes ONTAP

Faca snapshots de
volumes EBS para
Cloud Volumes
ONTAP
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Acao

ec2:CriarGrupoDeSe
gurancga

ec2:ExcluirGrupoDe
Segurancga

ec2:DescreverGrupo
sDeSeguranga

ec2:RevokeSecurity
GroupEgress

ec2:AuthorizeSecurit
yGroupEgress

ec2:AutorizarEntrad
a de Grupo de
Segurancga

ec2:Revogaringress
oDoGrupoDeSegura
nga

ec2:Criarlnterface de
Rede

ec2:Descreverlnterfa
cesDeRede

ec2:Excluirlnterface
de Rede

ec2:ModificarAtribut
oDelnterfaceDeRed
e

ec2:DescreverSub-
redes

ec2:DescreverVpcs

ec2:DescribeDhcpO
ptions

ec2:Criar
Instantaneo

ec2:Excluirlnstantan
€o

ec2:Descrever
Instantaneos

Usado para
implantagao?
Sim

Néao

Sim

Sim

Sim

Sim

Sim

Sim

Sim

Nao

Sim

Sim

Sim

Sim

Nao

Usado para Usado para
operagoes diarias? exclusao?
Nao Néo

Sim Sim

Sim Sim

Nao Nao

Nao Nao

Nao Nao

Sim Nao

Nao Nao

Sim Nao

Sim Sim

Sim Néo

Sim Néo

Sim Néo

Nao Nao

Sim Néo

Sim Sim

Sim Néo



Propésito

Capture o console
Cloud Volumes
ONTAP , que esta
anexado as
mensagens do
AutoSupport

Obtenha a lista de
pares de chaves
disponiveis

Obtenha a lista de
regides AWS
disponiveis

Gerenciar tags para
recursos associados
a instancias do
Cloud Volumes
ONTAP

Criar e gerenciar
pilhas para modelos
do AWS
CloudFormation

Acao

ec2:ObterSaida do
Console

ec2:DescreverPares
DeChaves

ec2:DescreverRegid
es

ec2:ExcluirTags

ec2:DescreverTags

formagéao de nuvem:
CreateStack

formacao de
nuvem:DeleteStack

cloudformation:Desc
ribeStacks

cloudformation:Desc
reverEventosStack

cloudformation:Valid
arModelo

Usado para
implantagao?

Sim

Sim

Sim

Nao

Sim

Sim

Sim

Sim

Sim

Usado para Usado para
operagoes diarias? exclusao?
Sim Nao

Nao Nao

Sim Nao

Sim Sim

Sim Nao

N&o Nao

N&o N&o

Sim Nao

N&o N&o

Nao Néao
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Propésito

Crie e gerencie um
bucket S3 que um
sistema Cloud
Volumes ONTAP
usa como uma
camada de
capacidade para
hierarquizagéo de
dados

Habilitar a
criptografia de dados
do Cloud Volumes
ONTAP usando o
AWS Key
Management
Service (KMS)
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Acao

s3:CriarBucket
s3:ExcluirBucket

s3:0bterConfiguraca
o do Ciclo de Vida

s3:PutLifecycleConfi
guration

s3:PutBucketTaggin
g

s3:ListBucketVersoe
S

s3:0ObterStatusdaPol
iticaDoBucket

s3:GetBucketBloco
de Acesso Publico

s3:0ObterBucketAcl

s3:0ObterPolitica
deBucket

s3:PutBucketBloco
de Acesso Publico

s3:0bter marcacao
de balde

s3:0ObterLocalizagao
do Balde

s3:ListarTodosOsMe
usBuckets

s3:ListBucket

kms:Recriptografar®

kms:CriarConcesséo

kms:GerarChaveDe
DadosSemTextoSim
ples

Usado para
implantagao?

Sim
Nao

Nao

Nao

Nao

Nao

Nao

Nao

Nao

Nao

Nao

Nao

Nao

Nao

Nao

Sim

Sim

Sim

Usado para Usado para
operagoes diarias? exclusao?
Sim Nao

Sim Sim

Sim Nao

Sim Nao

Sim Nao

Sim Nao

Sim Nao

Sim N&o

Sim Nao

Sim Nao

Sim Nao

Sim Nao

Sim Nao

Néao Néao

Sim Nao

Nao Nao

Sim Nao

Sim Nao



Propésito Acao Usado para Usado para Usado para

implantagao? operagoes diarias? exclusao?

Crie e gerencie um  ec2:CriarGrupoDePo Sim Nao Nao
grupo de sicionamento
posicionamento de
spread da AWS para
dois n6s de HA e o
mediador em uma  €C2:ExcluirGrupo de Né&o Sim Sim
Unica Zona de Posicionamento
Disponibilidade da
AWS
Criar relatorios fsx:Descreva* Nao Sim Nao

fsx:Lista* Nao Sim Nao
Crie e gerencie ec2:DescribeVolume Nao Sim Nao
agregados que sModifications
oferecem suporte ao
recurso Amazon ec2:ModificarVolume Nao Sim Nao
EBS Elastic Volumes
Verifique se a Zona ec2:DescreverZonas Sim Nao Sim

de Disponibilidade € DeDisponibilidade
uma Zona Local da

AWS e valide se

todos os parametros

de implantacéo sao

compativeis

Registro de alteragoes

Conforme as permissdes forem adicionadas e removidas, elas serdo anotadas nas secdes abaixo.

24 fevereiro 2026

A seguinte permissao agora € necessaria para Data Classification:

cloudformation:ListStacks

11 de novembro de 2025

As seguintes permissdes n&o sdo mais necessarias para o NetApp Backup and Recovery, a menos que vocé
utilize a indexagao legada. Essas permissbes foram removidas das politicas desta pagina:

kms:Lista*

kms:Descreva*

athena:Execucéo de Consulta Inicial
athena:ObterResultados da Consulta
athena:GetQueryExecution
athena:PararExecucdoDeConsulta

cola:CriarBancoDeDados
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 cola:CriarTabela

« cola:BatchDeletePartition

9 de setembro de 2024

As permissdes foram removidas da politica n°® 2 para regides padrao porque o NetApp Console nao oferece

mais suporte ao cache de borda do NetApp , nem a descoberta e ao gerenciamento de clusters do
Kubernetes.
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Visualizar as permissdes que foram removidas da politica

"Action": [
"ec2:DescribeRegions",
"eks:ListClusters",
"eks:DescribeCluster",
"iam:GetInstanceProfile"

1,

"Resource": "*",
"Effect": "Allow",
"Sid": "K8sServicePolicy"
Yo
{
"Action": [

"cloudformation:DescribeStacks",
"cloudwatch:GetMetricStatistics",
"cloudformation:ListStacks"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "GFCservicePolicy"

"Condition": {
"StringLike": {
"ec2:ResourceTag/GFCInstance": "*"

by

"Action": [
"ec2:StartInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

I

"Resource": |
"arn:aws:ec2:*:*:instance/*"

I

"Effect": "Allow"

9 de maio de 2024

A seguinte permissao agora € necessaria para o Cloud Volumes ONTAP:
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ec2:DescreverZonasDeDisponibilidade

6 de junho de 2023

A seguinte permissao agora é necessaria para o Cloud Volumes ONTAP:
kms:GerarChaveDeDadosSemTextoSimples

14 de fevereiro de 2023

A seguinte permissao agora é necessaria para o NetApp Cloud Tiering:

ec2:DescreverVpcEndpoints

Regras de grupo de seguranca do agente de console na
AWS

O grupo de seguranca da AWS para o agente requer regras de entrada e saida. O
NetApp Console cria automaticamente esse grupo de seguranga quando vocé cria um
agente do Console a partir do Console. Vocé precisa configurar este grupo de seguranga
para todas as outras opg¢des de instalagao.

Regras de entrada

Protocol Porta Propésito

o

SSH 22 Fornece acesso SSH ao host do agente

HTTP 80 » Fornece acesso HTTP dos navegadores da web do cliente para a interface do
usuario local

» Usado durante o processo de atualizagdo do Cloud Volumes ONTAP

HTTPS 443 Fornece acesso HTTPS a interface do usuario local e conexdes da instancia de
NetApp Data Classification

TCP 3128 Fornece Cloud Volumes ONTAP com acesso a internet. Vocé deve abrir esta porta
manualmente apds a implantacao.

Regras de saida

O grupo de seguranga predefinido para o agente abre todo o trafego de saida. Se isso for aceitavel, siga as
regras basicas de saida. Se precisar de regras mais rigidas, use as regras de saida avangadas.

Regras basicas de saida

O grupo de seguranga predefinido para o agente inclui as seguintes regras de saida.

Protocolo Porta Propésito

Todos TCP Todos Todo o trafego de saida
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Protocolo

Todos os UDP

Porta

Todos

Regras avangadas de saida

Propésito

Todo o trafego de saida

Se vocé precisar de regras rigidas para o trafego de saida, podera usar as seguintes informagdes para abrir
apenas as portas necessarias para a comunicagao de saida pelo agente

@ O endereco IP de origem ¢é o host do agente.

Servigo

Chamadas de APl e
AutoSupport

Chamadas de API

DNS

Protocolo

HTTPS

TCP

TCP

UDP

Porta
443

3000

8080

53

Destino

Gerenciamento de
cluster de Internet
de saida e ONTAP
LIF

Mediador ONTAP
HA

Classificacao de
Dados

DNS

Propésito

Chamadas de API
para AWS, para
ONTAP, para
NetApp Data
Classification e
envio de mensagens
AutoSupport para
NetApp

Comunicagéo com o
mediador ONTAP
HA

Sondar a instancia
de classificagao de
dados durante a
implantacao

Usado para
resolucdo de DNS
pelo Console
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