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Upgrade and revert ONTAP

Upgrade ONTAP on ASA r2 storage systems

When you upgrade your ONTAP software on your ASA r2 system, you can take
advantage of new and enhanced ONTAP features that can help you reduce costs,
accelerate critical workloads, improve security, and expand the scope of data protection
available to your organization.

ONTAP software upgrades for ASA r2 systems follow the same process as upgrades for other ONTAP
systems. If you have an active SupportEdge contract for Active 1Q Digital Advisor (also known as Digital
Advisor), you should prepare to upgrade with Upgrade Advisor. Upgrade Advisor provides intelligence that
helps you minimize uncertainty and risk by assessing your cluster and creating an upgrade plan specific to
your configuration. If you don’t have an active SupportEdge contract for Active 1Q Digital Advisor, you should
prepare to upgrade without Upgrade Advisor.

After you prepare for your upgrade, it is recommended that you perform upgrades using automated non-
disruptive upgrade (ANDU) from System Manager. ANDU takes advantage of ONTAP’s high-availability (HA)
failover technology to ensure that clusters continue to serve data without interruption during the upgrade.

Learn more about ONTAP software upgrades.

Revert ONTAP on ASA r2 storage systems

ONTAP software reverts for ASA r2 systems follow the same process as reverts for other
ONTAP systems.

Reverting an ONTAP cluster is disruptive. You must take the cluster offline for the duration of the reversion.
You should not revert a production cluster without assistance from technical support. You can revert a new or
test cluster without assistance. If the revert of a new or test system fails or if it finishes successfully, but you are
not satisfied with the cluster performance in your production environment, you should contact technical support
for assistance.

Revert an ONTAP cluster.

Revert requirements for ASA r2 systems

Certain ASA r2 cluster configurations require you to take specific actions before you begin an ONTAP software
revert.

Reverting from ONTAP 9.17.1

If you are reverting from ONTAP 9.17.1 on an ASA r2 system, you should perform the following actions before
you begin the revert:

dynamic space balancing is enabled by default 14 days after either upgrading to ONTAP 9.17.1
or initializing a new ONTAP 9.17.1 ASA r2 cluster. You cannot revert from ONTAP 9.17.1 on
your ASA r2 system after dynamic space balancing is enabled.


https://docs.netapp.com/us-en/ontap/upgrade/create-upgrade-plan.html
https://docs.netapp.com/us-en/ontap/upgrade/prepare.html
https://docs.netapp.com/us-en/ontap/upgrade/task_upgrade_andu_sm.html
https://docs.netapp.com/us-en/ontap/upgrade/task_upgrade_andu_sm.html
https://docs.netapp.com/us-en/ontap/upgrade/index.html
https://docs.netapp.com/us-en/ontap/revert/task_reverting_an_ontap_cluster.html
https://docs.netapp.com/us-en/asa-r2/administer/space-balancing.html

If you have... Before you revert you should...

Hierarchical consistency groups in a SnapMirror Delete the SnapMirror active sync relationship.
active sync relationship

Active import relationships Delete the active import relationships.

Learn about import relationships.

Anti-ransomware protection enabled Pause anti-ransomware protection.

Update firmware on ASA r2 storage systems

ONTAP automatically downloads and updates firmware and system files on your ASA r2
system by default. If you want the flexibility of viewing recommended updates before they
are downloaded and installed, you can use ONTAP System Manager to disable
automated updates or to edit update parameters to show you notifications of available
updates before any action is performed.

Enable automatic updates

Recommended updates for storage firmware, SP/BMC firmware and system files are automatically
downloaded and installed on your ASA r2 system by default. If automatic updates have been disabled, you can
enable them to reinstate the default behavior.

Steps
1. In System Manager, select Cluster > Settings.

2. Under Software updates, select Enable.
3. Read the EULA.

4. Accept the defaults to Show notification of recommended updates. Optionally, select to Automatically
update or to Automatically dismiss recommended updates.

5. Select to acknowledge that your update modifications will be applied to all current and future updates.
6. Select Save.

Result

Recommended updates are automatically downloaded and installed on your ASA r2 system based upon your
update selections.

Disable automatic updates

Disable automatic updates only if you want to manage updates entirely yourself. With automatic updates
turned off, the system will not notify, download, or install updates. You are responsible for monitoring,
downloading, scheduling, and installing all updates manually.

Steps
1. In System Manager, select Cluster > Settings.

2. Under Software updates, select Disable.

Result


https://docs.netapp.com/us-en/asa-r2/data-protection/snapmirror-active-sync-delete-relationship.html
https://docs.netapp.com/us-en/asa-r2/install-setup/set-up-data-access.html#migrate-data-from-a-third-party-storage-system
https://docs.netapp.com/us-en/asa-r2/secure-data/pause-resume-anti-ransomware-protection.html

Automatic updates are disabled. You should regularly check for recommended updates and decide if you want
to perform a manual installation.

View automatic updates

View a list of firmware and system file updates that have been downloaded to your cluster and are scheduled
for automatic installation. Also view updates that have been previously automatically installed.

Steps
1. In System Manager, select Cluster > Settings.

2. Next to Software updates select -5, then select View all automatic updates.

Edit automatic updates

You can select to have recommended updates for your storage firmware, SP/BMC firmware and your system
files automatically downloaded and installed on your cluster, or you can select to have recommended updates
automatically dismissed. If you want to manually control installation or dismissal of updates, select to be
notified when a recommended update is available; then you can manually select to install or dismiss it.

Steps
1. In System Manager, select Cluster > Settings.

2. Next to Software updates select -3, then select All other updates.
3. Update the selections for automatic updates.

4. Select Save.

Result
Automatic updates are modified based on your selections.

Update firmware manually

If you want the flexibility of viewing recommended updates before they are downloaded and installed, you can
disable automated updates and update your firmware manually.

Steps
1. Download your firmware update file to a server or local client.

2. In System Manager, select Cluster > Overview, then select All other updates.

3. Under Manual Updates, select Add firmware files; then select Download from the server or Upload
from the local client.

4. Install the firmware update file.

Result
Your firmware is updated.



Copyright information

Copyright © 2026 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered by
copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, including
photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission
of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL
NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice. NetApp
assumes no responsibility or liability arising from the use of products described herein, except as expressly
agreed to in writing by NetApp. The use or purchase of this product does not convey a license under any
patent rights, trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or
pending applications.

LIMITED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to restrictions as set
forth in subparagraph (b)(3) of the Rights in Technical Data -Noncommercial Items at DFARS 252.227-7013
(FEB 2014) and FAR 52.227-19 (DEC 2007).

Data contained herein pertains to a commercial product and/or commercial service (as defined in FAR 2.101)
and is proprietary to NetApp, Inc. All NetApp technical data and computer software provided under this
Agreement is commercial in nature and developed solely at private expense. The U.S. Government has a non-
exclusive, non-transferrable, nonsublicensable, worldwide, limited irrevocable license to use the Data only in
connection with and in support of the U.S. Government contract under which the Data was delivered. Except
as provided herein, the Data may not be used, disclosed, reproduced, modified, performed, or displayed
without the prior written approval of NetApp, Inc. United States Government license rights for the Department
of Defense are limited to those rights identified in DFARS clause 252.227-7015(b) (FEB 2014).

Trademark information

NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of NetApp, Inc.
Other company and product names may be trademarks of their respective owners.


http://www.netapp.com/TM

	Upgrade and revert ONTAP : ASA r2
	Table of Contents
	Upgrade and revert ONTAP
	Upgrade ONTAP on ASA r2 storage systems
	Revert ONTAP on ASA r2 storage systems
	Revert requirements for ASA r2 systems

	Update firmware on ASA r2 storage systems
	Enable automatic updates
	Disable automatic updates
	View automatic updates
	Edit automatic updates
	Update firmware manually



