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What’s new with BlueXP remediation and
Tagging

Learn what’s new in BlueXP remediation and Tagging.

3 March 2022

Now you can build a Template to find specific working environments

Using the "Find Existing Resources" action you can identify the working environment, and then use other
template actions, such as creating a volume, to easily perform actions on existing working environments. Go
here for details.

Ability to create a Cloud Volumes ONTAP HA working environment in AWS

The existing support for creating a Cloud Volumes ONTAP working environment in AWS has been expanded to
include creating a high-availability system in addition to a single-node system. See how to create a template for
a Cloud Volumes ONTAP working environment.

9 February 2022

Now you can build a Template to find specific existing volumes and then enable
Cloud Backup

Using the new "Find Resource" action you can identify all the volumes on which you want to enable Cloud
Backup, and then use the Cloud Backup action to enable backup on those volumes.

Current support is for volumes on Cloud Volumes ONTAP and on-premises ONTAP systems. Go here for
details.

31 October 2021

Now you can tag your Sync relationships so you can group or categorize them for
easy access

Learn more about resource tagging.
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Get started

Learn about BlueXP remediation

The BlueXP remediation service enables you to standardize resource creation in your
working environments in BlueXP. For example, you can hard-code required parameters in
a "volume template" that are later applied when a storage admin creates a volume using
the template. This can include required disk type, size, protocol, snapshot policy, cloud
provider, and more. You can also turn on certain services, like BlueXP backup and
recovery, for every created volume.

Templates make it easy for your storage admins to create volumes that are optimized for the workload
requirements for each deployed application; such as databases, email, or streaming services. And it makes life
easier for your storage architects knowing that each volume is created optimally for each application.

Features

BlueXP remediation offers the following features and benefits:

• Automates and improves the design and development of your infrastructure

• Provides a single location to activate different NetApp Cloud services; like BlueXP backup and recovery
and BlueXP classification

• Identifies resources that have been changed and are no longer compliant with the template (using the
"drift" feature)

At this time, you’ll need to manually make adjustments to bring the resource back into compliance with the
template. Learn more about drift.

Available template actions

A template is a chain of "actions" that have some pre-defined values. You can build templates that include the
following actions:

Resource actions:

• Create a Cloud Volumes ONTAP volume (on AWS, Azure, or GCP)

• Create an Azure NetApp Files volume

• Create an on-premises ONTAP volume

• Create a Cloud Volumes ONTAP working environment (single node or HA system on AWS)

• Find existing resources that meet certain criteria (so you can apply a "services" action on exiting resources)

Services actions:

• Activate BlueXP backup and recovery on volumes (not applicable for Azure NetApp Files)

• Activate BlueXP classification on volumes

• Activate BlueXP replication on volumes (not applicable for Azure NetApp Files)
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For example, you can create a template that creates a Cloud Volumes ONTAP volume. Or that creates a Cloud
Volumes ONTAP volume and then enables BlueXP backup and recovery on that volume. Or that that creates a
Cloud Volumes ONTAP volume, and then enables BlueXP backup and recovery and BlueXP classification on
that volume.

More actions will be added over time by NetApp.

How BlueXP remediation works

The BlueXP remediation service is made up of 3 parts. The available template "actions", the customized
application template, and the deployed resource as a result of running the template. The following image
shows the relationship between each component:

At a high level, Templates work like this:

1. NetApp defines the available template "actions".

For example, an "action" to create a Cloud Volumes ONTAP volume or an Azure NetApp Files volume.

2. Your storage architect selects the "actions" they want to use to create an Application Template, and then
they hard-code certain values for the listed parameters.

For example, they select high speed disks and a large amount of RAM for Cloud Volumes ONTAP volumes
that will be used to carry the workloads for Oracle databases. And they require that backups are made for
each volume.

3. Your storage admins use the templates to create resources that are optimized for the applications they will
be used for.

For example, they create a volume that will be used for an Oracle database by using the volume template
created for databases.

4. The service tracks certain resource settings defined in the template using the "drift" feature as determined
by your storage architect.
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Pricing and licenses

The BlueXP remediation feature requires no licensing and is free to use by all BlueXP users.

Templates enable you to apply a cloud service onto a created resources, for example, enable
BlueXP backup and recovery on every volume. In this case there is a cost for using the Backup
service and for the object storage space used by the backup files.

Limitations

• The BlueXP remediation service is not supported in any of the Gov Cloud regions or in sites without
internet access.

• You can’t use a template to create a Cloud Volumes ONTAP volume on an existing aggregate. New
volumes are created in a new aggregate.

Learn about tagging

BlueXP enables you to apply tags to your existing resources to help organize and
manage those resources. Tags are metadata that you can use to group resources to
identify applications, environments, regions, billing codes, cloud providers, and more.

Tags consists of a tag key and a tag value. For example, you can create a tag key called "Environment" and
then add tag values of "Production" and "Test". After they are applied to your resources, you can quickly search
for and view resources that match the key/value pair.

You can add tag key/value pairs to new resources when you create a working environment or an Azure NetApp
Files volume. You can also define tag key/value pairs in BlueXP templates that you build for your storage
admins and DevOps engineers.

You can add new tags using the Tagging service, and you can change or delete existing tags.

Features

The Tagging service offers the following features and benefits:

• Create tag keys and tag values that match the terms you use in your environment

• Organize the resources in your environment for easier monitoring and management

• Add, remove, and edit tag keys and tag values by resource type

• Tag ONTAP resources and resources in your environment from AWS and Azure.

Pricing and licenses

The ability to tag your resources requires no licensing and is free to use by all BlueXP users with the Account
Admin or Workspace Admin role.

Resources that you can tag

You can apply tags to the following resources.
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Provider Service Resource

ONTAP Cloud Volumes ONTAP Aggregate
Storage VM
Volume

On-premise ONTAP Aggregate
Storage VM
Volume

Azure NetApp Files Volume

NetApp-Service Sync Relationship

AWS EC2 Instance
Security Group
Subnet
Volume
VPC

Azure Compute Snapshot
Virtual Machine

Network Security Group
Virtual Network

Resource Resource Group

Storage Storage Account

GCP Compute Instance

Storage Bucket

For information about AWS EC2 tags, refer to AWS Documentation: Tagging your Amazon EC2 Resources.

For information about Azure tags, refer to Azure Documentation: Tagging your Azure resources.

For information about Google labels, refer to Google Cloud Documentation: Tagging your Google Cloud
resources.

Prerequisites

Verify your AWS Connector permissions

If you created the Connector using BlueXP version 3.9.10 or greater, then you’re all set. If you created the
Connector using an earlier version of BlueXP, then you’ll need to add some required permissions for the
BlueXP IAM role to tag AWS EC2 instances:

6

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://cloud.google.com/compute/docs/labeling-resources
https://cloud.google.com/compute/docs/labeling-resources


{

  "Action": [

    "ec2:CreateTags",

    "ec2:DeleteTags",

    "ec2:DescribeTags",

    "tag:getResources",

    "tag:getTagKeys",

    "tag:getTagValues",

    "tag:TagResources",

    "tag:UntagResources"

  ],

  "Resource": "*",

  "Effect": "Allow",

  "Sid": "tagServicePolicy"

}

Verify your Azure Connector permissions

If you created the Connector using BlueXP version 3.9.10 or greater, then you’re all set. If you created the
Connector using an earlier version of BlueXP, then you’ll need to add some required permissions for the
BlueXP Operator IAM role to tag Azure resources:
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{

  "id": "<ID>",

  "properties": {

    "roleName": "Cloud Manager Operator-<ID>",

    "description": "Cloud Manager Operator",

    "assignableScopes": [

      "/subscriptions/<SUBSCRIPTION-ID>"

    ],

    "permissions": [

      {

        "actions": [

          "Microsoft.Resources/tags/read",

          "Microsoft.Resources/tags/write",

          "Microsoft.Resources/tags/delete",

          "Microsoft.ClassicCompute/virtualMachines/read"

        ],

        "notActions": [],

        "dataActions": [],

        "notDataActions": []

      }

    ]

  }

}

Tag rules and restrictions

The following rules apply when creating tag keys and tag values:

• Maximum key length: 128 characters

• Maximum key value length: 256 characters

• Valid tag and tag value characters: letters, numbers, spaces, and special characters (_, @, &, *, etc.)

• Tags are case upper/lower sensitive.

• Maximum tags per resource: 30

• Per resource, each tag key must be unique

Tag examples

Key Values

Env production
test

Dept finance
sales
eng
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Key Values

Owner admin
storage
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Use BlueXP remediation

Use templates to standardize resource creation

Build application templates for your organization

Select one or more of the NetApp-provided "actions" and quickly build an application
template that your organization can use to start optimizing the creation of resources.

Quick start

Get started quickly by following these steps, or scroll down to the remaining sections for full details.

 Verify required prerequisites

• Before users can create a volume for a Cloud Volumes ONTAP, on-premises ONTAP, or Azure NetApp
Files system using a template, make sure they have access to an appropriate working environment where
the volume will be deployed.

• If you plan to add a Cloud service "action" to your template, such as BlueXP backup and recovery or
BlueXP classification, ensure that the service is active and licensed in your environment.

 Launch the Application Templates service

Select Health > Remediation, click the Editor tab, and select the actions you’ll use in your template.

 Build the template by selecting "actions" and defining parameters

Follow the creation steps and define the actions that will be performed by the template.

Requirements

Read the following requirements to make sure that you have a supported configuration.

• If you don’t already have a Connector, see how to create Connectors for AWS, Azure, and GCP.

• When creating a Cloud Volumes ONTAP volume template, make sure you have a Cloud Volumes ONTAP
working environment available for your users. See how to launch a Cloud Volumes ONTAP system in AWS,
Azure, or in GCP.

• When creating an on-premises ONTAP volume template, make sure you have an on-premises ONTAP
working environment available for your users. See how to discover an on-premises ONTAP system in
BlueXP.

• When creating an Azure NetApp Files volume template, make sure you have an Azure NetApp Files
working environment available for your users. See how to create an Azure NetApp Files working
environment in BlueXP.

• If you plan to use BlueXP backup and recovery to backup up a volume in the template, ensure that your
environment has activated BlueXP backup and recovery.

• If you plan to use BlueXP classification to scan volumes in the template, ensure that your environment has
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activated BlueXP classification.

• If you plan to enable BlueXP replication in the template, and the template is for an on-premises ONTAP
volume, the ONTAP cluster must have an active SnapMirror license.

Examples of creating resources using templates

Resource templates enable you to create new volumes or a new Cloud Volumes ONTAP working environment.

Create a template for a Cloud Volumes ONTAP volume

See how to provision Cloud Volumes ONTAP volumes for details about all the parameters you need to
complete in the Cloud Volumes ONTAP volume template.

For this example we’ll create a template named "CVO volume for databases" and include the following 2
actions:

• Create Cloud Volumes ONTAP Volume

Make the volume for the AWS environment, configure it with 100 GB of storage, set the Snapshot Policy to
"default", and enable Storage Efficiency.

• Enable BlueXP backup and recovery

Create 30 daily, 13 weekly, and 3 monthly backups (using the 3 Months Retention policy).

Steps

1. Select Health > Remediation, click the Templates tab, and click Add New Template.

The Select_a Template page is displayed.
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2. Select Volume for Cloud Volumes ONTAP + Backup as the type of resource you want to create, and
click Get Started.

The Create Volume in Cloud Volumes ONTAP Action Definition page is displayed.

3. Action Name: Optionally, enter a customized action name instead of the default value.

4. Context: Enter the Cloud Volumes ONTAP working environment context; if required.

When users launch the template from an existing working environment, this information gets filled in
automatically.

When users launch the template from the Templates Dashboard (not in a working environment context),
then they need to select the working environment and the SVM where the volume will be created. That’s
why these fields are marked as "Editable".

5. Details: Enter the volume name and size.

Field Description

Volume Name Click in the field and select one of the 5 options. You can let the admin enter
any name by selecting Free Text, or you can specify that the volume name
must have a certain prefix or suffix, that it contains certain characters, or that it
follows rules from a regular expression (regex) you enter.

For example, you could specify that "db" be a required prefix, suffix, or
contains; requiring the user to add volume names like "db_vol1", "vol1_db", or
"vol_db_1".

Volume Size You can specify a range of allowable values, or you can specify a fixed size.
This value is in GB. For our example we can add a fixed value 100.
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Field Description

Tags Enter a name and value pair for a tag that you want to associate with this
volume. For example, you could add "Cost Center" as the tag name and the
cost center code "6655829" as the value. You can associate more than one tag
with a volume by adding more tag name and value pairs.

6. Protection: Choose whether this volume will have Snapshot copies created by selecting "Default" or some
other policy, or choose "None" if you do not want to create Snapshot copies.

7. Usage Profile: Choose whether or not NetApp storage efficiency features are applied to the volume. This
includes Thin Provisioning, Deduplication, and Compression. For our example, keep storage efficiency
enabled.

8. Disk Type: Choose the cloud storage provider and the type of disk. For some disk selections you can also
select a minimum and maximum IOPS or Throughput (MB/s) value; basically defining a certain Quality of
Service (QoS).

9. Protocol Options: Select NFS or SMB to set the protocol of the volume. And then the provide the protocol
details.

NFS Fields Description

Access Control Choose whether access controls are needed to access the volume.

Export Policy Create an export policy to define the clients in the subnet that can access the
volume.

NFS Version Select the NFS version for the volume: either NFSv3 or NFSv4, or you can
select both.

SMB Fields Description

Share Name Click in the field and select one of the 5 options. You can let the admin enter
any name (Free Text) or you can specify that the share name must have a
certain prefix or suffix, that it contains certain characters, or that it follows rules
from a regular expression (regex) you enter.

Permissions Select the level of access to a share for users and groups (also called access
control lists, or ACLs).

Users / Groups Specify local or domain Windows users or groups, or UNIX users or groups. If
you specify a domain Windows user name, you must include the user’s domain
using the format domain\username.

10. Tiering: Choose the tiering policy that you would like applied to the volume, or set this to "None" if you do
not want to tier cold data from this volume to object storage.

See volume tiering policies for an overview, and see Tiering inactive data to object storage to make sure
your environment is set up for tiering.

11. Click Apply after you have defined the parameters needed for this action.

If the template values are correctly completed, a green checkmark is added to the "Create Volume in Cloud
Volumes ONTAP" box.

12. Click the Enable Cloud Backup on Volume box and the Enable Cloud Backup on Volume Action

Definition dialog is displayed so you can fill in the BlueXP backup and recovery details.
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13. Select the 3 Months Retention backup policy to create 30 daily, 13 weekly, and 3 monthly backups.

14. Below the Working Environment and Volume Name fields there are three selections you use to indicate
which volume will have backup enabled. See how to complete these fields.

15. Click Apply and the BlueXP backup and recovery dialog is saved.

16. Enter the template name CVO volume for databases (for this example) in the top left.

17. Click Settings & Drift to provide a more detailed description so that this template can be distinguished
from other similar templates, and so you can enable Drift for the overall template, and then click Apply.

Drift allows BlueXP to monitor the hard-coded values you entered for parameters when creating this
template.

18. Click Save Template.

Result

The template is created and you are returned to the Templates Dashboard where your new template appears.

See what you should tell your users about templates.

Create a template for an Azure NetApp Files volume

Creating a template for an Azure NetApp Files volume is done in the same manner as creating a template for a
Cloud Volumes ONTAP volume.

See how to provision Azure NetApp Files volumes for details about all the parameters you need to complete in
the ANF volume template.

Steps
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1. Select Health > Remediation, click the Templates tab, and click Add New Template.

The Select_a Template page is displayed.

2. Select Blank template and click Get Started.

3. Select Create Volume in Azure NetApp Files as the type of resource you want to create, and click Apply.

The Create Volume in Azure NetApp Files Action Definition page is displayed.
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4. Action Name: Optionally, enter a customized action name instead of the default value.

5. Volume Details: Enter a volume name and size, and optionally specify tags for the volume.

Field Description

Volume Name Click in the field and select one of the 5 options. You can let the admin enter
any name by selecting Free Text, or you can specify that the volume name
must have a certain prefix or suffix, that it contains certain characters, or that it
follows rules from a regular expression (regex) you enter.

For example, you could specify that "db" be a required prefix, suffix, or
contains; requiring the user to add volume names like "db_vol1", "vol1_db", or
"vol_db_1".

Volume Size You can specify a range of allowable values, or you can specify a fixed size.
This value is in GB.

Tags Enter a name and value pair for a tag that you want to associate with this
volume. For example, you could add "Cost Center" as the tag name and the
cost center code "6655829" as the value. You can associate more than one tag
with a volume by adding more tag name and value pairs.

6. Protocol: Select NFSv3, NFSv4.1, or SMB to set the protocol of the volume. And then the provide the
protocol details.

NFS Fields Description

Volume Path Select one of the 5 options. You can let the admin enter any path by selecting
Free Text, or you can specify that the path name must have a certain prefix or
suffix, that it contains certain characters, or that it follows rules from a regular
expression (regex) you enter.

Export Policy Rules Create an export policy to define the clients in the subnet that can access the
volume.

SMB Fields Description

Volume Path Select one of the 5 options. You can let the admin enter any path by selecting
Free Text, or you can specify that the path name must have a certain prefix or
suffix, that it contains certain characters, or that it follows rules from a regular
expression (regex) you enter.

7. Context: Enter the Azure NetApp Files working environment, details for a new or an existing Azure NetApp
Files account, and other details.

Field Description

Working Environment When storage admin users launch the template from an existing working
environment, this information gets filled in automatically.

When users launch the template from the Templates Dashboard (not in a
working environment context), then they need to select the working
environment where the volume will be created.

NetApp Account Name Enter the name you want to use for the account.
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Field Description

Azure Subscription ID Enter the Azure Subscription ID. This is the full ID in a format similar to
"2b04f26-7de6-42eb-9234-e2903d7s327".

Region Enter the region using the internal region name.

Resource Group Name Enter the name of the Resource Group you want to use.

Capacity Pool Name Enter the name of an existing capacity pool.

Subnet Enter the VNet and subnet. This value includes the full path, in a format similar
to "/subscriptions/<subscription_id>/resourceGroups/<resource_group>/
providers/Microsoft.Network/virtualNetworks/<vpc_name>/subnets/<subhet_na
me>".

8. Snapshot Copy: Enter the Snapshot ID for an existing volume Snapshot if you want this new volume to be
created using characteristics from an existing volume.

9. Click Apply after you have defined the parameters needed for this action.

10. Enter the name you want to use for the template in the top left.

11. Click Settings & Drift to provide a more detailed description so that this template can be distinguished
from other similar templates, and so you can enable Drift for the overall template, and then click Apply.

Drift allows BlueXP to monitor the hard-coded values you entered for parameters when creating this
template.

12. Click Save Template.

Result

The template is created and you are returned to the Templates Dashboard where your new template appears.

See what you should tell your users about templates.

Create a template for an on-premises ONTAP volume

See how to provision on-premises ONTAP volumes for details about all the parameters you need to complete
in the on-premises ONTAP volume template.

Steps

1. Select Health > Remediation, click the Templates tab, and click Add New Template.

The Select_a Template page is displayed.
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2. Select Blank template and click Get Started.

The Add New Action page is displayed.
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3. Select Create Volume in On-Premises ONTAP as the type of resource you want to create, and click
Apply.

The Create Volume in On-Premises ONTAP Action Definition page is displayed.

4. Action Name: Optionally, enter a customized action name instead of the default value.

5. Context: Enter the on-premises ONTAP working environment context; if required.

When users launch the template from an existing working environment, this information gets filled in
automatically.

When users launch the template from the Templates Dashboard (not in a working environment context),
then they need to select the working environment, the SVM, and the aggregate where the volume will be
created.

6. Details: Enter the volume name and size.

Field Description

Volume Name Click in the field and select one of the 5 options. You can let the admin enter
any name by selecting Free Text, or you can specify that the volume name
must have a certain prefix or suffix, that it contains certain characters, or that it
follows rules from a regular expression (regex) you enter.

For example, you could specify that "db" be a required prefix, suffix, or
contains; requiring the user to add volume names like "db_vol1", "vol1_db", or
"vol_db_1".

Volume Size You can specify a range of allowable values, or you can specify a fixed size.
This value is in GB. For our example we can add a fixed value 100.

19



Field Description

Tags Enter a name and value pair for a tag that you want to associate with this
volume. For example, you could add "Cost Center" as the tag name and the
cost center code "6655829" as the value. You can associate more than one tag
with a volume by adding more tag name and value pairs.

7. Protection: Choose whether this volume will have Snapshot copies created by selecting "Default" or some
other policy, or choose "None" if you do not want to create Snapshot copies.

8. Usage Profile: Choose whether or not NetApp storage efficiency features are applied to the volume. This
includes Thin Provisioning, Deduplication, and Compression.

9. Protocol Options: Select NFS or SMB to set the protocol of the volume. And then the provide the protocol
details.

NFS Fields Description

Access Control Choose whether access controls are needed to access the volume.

Export Policy Create an export policy to define the clients in the subnet that can access the
volume.

NFS Version Select the NFS version for the volume: either NFSv3 or NFSv4, or you can
select both.

SMB Fields Description

Share Name Click in the field and select one of the 5 options. You can let the admin enter
any name (Free Text) or you can specify that the share name must have a
certain prefix or suffix, that it contains certain characters, or that it follows rules
from a regular expression (regex) you enter.

Permissions Select the level of access to a share for users and groups (also called access
control lists, or ACLs).

Users / Groups Specify local or domain Windows users or groups, or UNIX users or groups. If
you specify a domain Windows user name, you must include the user’s domain
using the format domain\username.

10. Click Apply after you have defined the parameters needed for this action.

If the template values are correctly completed, a green checkmark is added to the "Create Volume in On-
Premises ONTAP" box.

11. Enter the template name in the top left.

12. Click Settings & Drift to provide a more detailed description so that this template can be distinguished
from other similar templates, and so you can enable Drift for the overall template, and then click Apply.

Drift allows BlueXP to monitor the hard-coded values you entered for parameters when creating this
template.

13. Click Save Template.

Result

The template is created and you are returned to the Template Dashboard where your new template appears.
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See what you should tell your users about templates.

Create a template for a Cloud Volumes ONTAP working environment

You can create a single-node or high-availability Cloud Volumes ONTAP working environment using templates.

• This support is provided only for AWS environments at this time.

• This template doesn’t create the first volume in the working environment. You must add a
"Create Volume in Cloud Volumes ONTAP" action in the template to create the volume.

See how to launch a single-node Cloud Volumes ONTAP system in AWS or a Cloud Volumes ONTAP HA pair
in AWS for the prerequisites that must be in place, and for details about all the parameters you’ll need to define
in this template.

Steps

1. Select Health > Remediation, click the Templates tab, and click Add New Template.

The Select_a Template page is displayed.

2. Select Blank template and click Get Started.

The Add New Action page is displayed.
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3. Select Create Working Environment in AWS (single node) or Create Working Environment in AWS

(high availability) as the type of resource you want to create, and click Apply.

For this example, the Create Working Environment in AWS (single node) page is displayed.
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4. Action Name: Optionally, enter a customized action name instead of the default value.

5. Details and Credentials: Select the AWS credentials to use, enter a working environment name, and add
tags, if needed.

Some of the fields in this page are self-explanatory. The following table describes fields for which you might
need guidance:

Field Description

Credentials These are the credentials for the Cloud Volumes ONTAP cluster admin
account. You can use these credentials to connect to Cloud Volumes ONTAP
through ONTAP System Manager or its CLI.

Working Environment
Name

BlueXP uses the working environment name to name both the Cloud Volumes
ONTAP system and the Amazon EC2 instance. It also uses the name as the
prefix for the predefined security group, if you select that option.

Click in the field and select one of the 5 options. You can let the admin enter
any name by selecting Free Text, or you can specify that the working
environment name must have a certain prefix or suffix, that it contains certain
characters, or that it follows rules from a regular expression (regex) you enter.

Tags AWS tags are metadata for your AWS resources. BlueXP adds the tags to the
Cloud Volumes ONTAP instance and each AWS resource associated with the
instance.

For information about tags, refer to AWS Documentation: Tagging your
Amazon EC2 Resources.

6. Location & Connectivity: Enter the network information that you recorded in the AWS worksheet. This
includes the AWS Region, VPC, Subnet, and Security Group.
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If you have an AWS Outpost, you can deploy a single node Cloud Volumes ONTAP system in that Outpost
by selecting the Outpost VPC. The experience is the same as any other VPC that resides in AWS.

7. Authentication Method: Select the SSH authentication method you want to use; either a password or a
key pair.

8. Data Encryption: Choose no data encryption or AWS-managed encryption.

For AWS-managed encryption, you can choose a different Customer Master Key (CMK) from your account
or another AWS account.

Learn how to set up the AWS KMS for Cloud Volumes ONTAP.

9. Charging Method: Specify which charging option would you like to use with this system.

Learn about these charging methods.

10. NetApp Support Site Account: Select a NetApp Support Site account.

11. Preconfigured Packages: Select one of the four preconfigured packages that will determine several
factors for volumes created in the working environment.

12. SMB Configuration: If you plan to deploy volumes using SMB on this working environment, you can set
up a CIFS server and related configuration elements.

13. Click Apply after you have defined the parameters needed for this action.

If the template values are correctly completed, a green checkmark is added to the "Create Working
Environment in AWS (single node)" box.

14. You may want to add another action in this template to create a volume for this working environment. If so,
click  and add that action. See how to create a template for a Cloud Volumes ONTAP volume for details.

15. Enter the template name in the top left.

16. Click Settings & Drift to provide a more detailed description so that this template can be distinguished
from other similar templates, and so you can enable Drift for the overall template, and then click Apply.

Drift allows BlueXP to monitor the hard-coded values you entered for parameters when creating this
template.

17. Click Save Template.

Result

The template is created and you are returned to the Template Dashboard where your new template appears.

See what you should tell your users about templates.

Examples of finding existing resources using templates

Using the Find Existing Resources action you can find specific working environments or find existing volumes
by providing a variety of filters so you can narrow your search to just the resources you are interested in. After
finding the correct resources, you can add volumes to a working environment, or enable a cloud service on the
resulting volumes.
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At this time you can find volumes within Cloud Volumes ONTAP, on-premises ONTAP, and
Azure NetApp Files systems. And you can enable BlueXP backup and recovery on Cloud
Volumes ONTAP and on-premises ONTAP volumes. Additional resources and services will be
available at a later time.

Find existing volumes and activate a cloud service

The current Find Existing Resources action functionality enables you to find volumes on Cloud Volumes
ONTAP and on-premises ONTAP working environments that do not currently have BlueXP backup and
recovery or BlueXP classification enabled. When you enable BlueXP backup and recovery on specific
volumes, this action also sets the backup policy you configured as the default policy for that working
environment - so all future volumes on those working environments can use the same backup policy.

Steps

1. Select Health > Remediation, click the Templates tab, and click Add New Template.

The Select_a Template page is displayed.

2. Select Blank template and click Get Started.

The Add New Action page is displayed.
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3. Select Find Existing Resources as the type of action you want to define, and click Apply.

The Find Existing Resources Action Definition page is displayed.

4. Action Name: Enter a customized action name instead of the default value. For example, "Find large
volumes on cluster ABC and enable Backup".

5. Resource Type: Select the type of resource you want to find. In this case you might select Volumes in

Cloud Volumes ONTAP.

This is the only required entry for this action. You could click Continue now and you’ll receive a list of all
volumes on all Cloud Volumes ONTAP systems in your environment.

Instead, it is recommended that you fill out a few filters to reduce the number of results (in this case,
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volumes) on which you’ll apply the BlueXP backup and recovery action.

6. In the Context area you can select a specific working environment and some other details about that
working environment.

7. In the Details area you can select the volume name, the volume size range, and any tags assigned to the
volumes.

For the volume name, click in the field and select one of the 5 options. You can let the admin enter any
name by selecting Free Text, or you can specify that the volume name must have a certain prefix or suffix,
that it contains certain characters, or that it follows rules from a regular expression (regex) you enter.

For volume size you can specify a range; for example, all volumes between 100 GiB and 500 GiB.

For tags you can narrow the search further so that the results display only volumes with certain tag
key/value pairs.
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8. Click Continue and the page updates to show the Search Criteria that you’ve defined in the template.

9. Click Test your search criteria now to see the current results.

◦

If the results are not what you expected, click  next to Search Criteria and refine your search
further.

◦ When the results are good, click Done.

Your completed Find Existing Resources action appears in the editor window.

10. Click the Plus sign to add another action, select Enable Cloud Backup On Volume, and click Apply.

The Enable Cloud Backup On Volume action is added to the window.
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11. Now you can define the Backup criteria as described in Adding Backup functionality to a volume so that the
template applies the correct backup policy to the volumes you select from the Find Existing Resources

action.

12. Click Apply to save the customization you made to the Backup action, and then click Save Template when
you are done.

Result

The template is created and you are returned to the Template Dashboard where your new template appears.

See what you should tell your users about templates.

Find existing working environments

Using the Find Existing Resources action you can find the working environment, and then use other template
actions, such as creating a volume, to easily perform actions on the existing working environment.

Steps

1. Select Health > Remediation, click the Templates tab, and click Add New Template.

The Select_a Template page is displayed.

2. Select Blank template and click Get Started.
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The Add New Action page is displayed.

3. Select Find Existing Resources as the type of action you want to define, and click Apply.

The Find Existing Resources Action Definition page is displayed.

4. Action Name: Enter a customized action name instead of the default value. For example, "Find work
environments that include Dallas".

5. Resource Type: Select the type of resource you want to find. In this case you would select Working

Environments.

This is the only required entry for this action. You could click Continue now and you’ll receive a list of all
working environments in your environment.

Instead, it is recommended that you fill out a few filters to reduce the number of results (in this case,
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working environments).

6. After defining a few filters in the Details area, you can select a specific working environment.

7. Click Continue to save your settings, and then click Done.

8. Enter the template name in the top left, and then click Save Template

Result

The template is created and you are returned to the Template Dashboard where your new template appears.

See what you should tell your users about templates.

Examples of enabling services using templates

Service templates enable you to activate BlueXP backup and recovery, BlueXP classification, or BlueXP
replication (SnapMirror) services on a newly created volume.

Add Backup functionality to a volume

When creating a volume template, you can add in the template that you want to create backups of the volume
periodically using the BlueXP backup and recovery service.

This action is not applicable for Azure NetApp Files volumes.
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1. Policy: Select the backup policy that you want to use.

2. Context: By default, the variables are filled out for the working environment, storage VM, and volume to
indicate that you will be creating backups for the volume created previously in this same template. So if
that’s what you want to do, you’re all set.

If you want to create backups for a different volume, you can enter those details manually. See how to
complete the Context fields to indicate a different volume.

3. Click Apply to save your changes.

Add BlueXP classification functionality to a volume

When creating a volume template, you can add in the template that you want to scan the volume for
compliance and classification using the BlueXP classification service.
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1. Context: By default, the variables are filled out for the working environment, volume name, volume UUID,
volume path, and protocol to indicate that you will be scanning data for the volume created previously in
this same template. So if that’s what you want to do, you’re all set.

If you want to scan data for a different volume, you can enter those details manually. See how to complete
the Context fields to indicate a different volume.
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2. Click Apply to save your changes.

Add BlueXP replication functionality to a volume

When creating a volume template, you can add in the template that you want to replicate the data in the
volume to another volume using the BlueXP replication service. You can replicate data to a Cloud Volumes
ONTAP cluster or to an on-prem ONTAP cluster.

This action is not applicable for Azure NetApp Files volumes.

BlueXP replication functionality consists of three parts: selecting the source volume, selecting the destination
volume, and defining the replication settings. Each section is described below.

1. Source Details: Enter the details about the source volume you want to replicate:

a. By default, the first three variables are filled out for the working environment, storage VM, and volume
to indicate that you will be replicating the volume created previously in this same template. So if that’s
what you want to do, you’re all set.

If you want to replicate a different volume, you can enter those details manually. See how to complete
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the Context fields to indicate a different volume.

b. BlueXP replication requires that the source and destination working environments are connected
through their intercluster LIFs. Enter the intercluster LIF IP address for the source working
environment.

To get this information: double-click the working environment, click the menu icon, and click
Information.

2. Destination Details: Enter the details about the destination volume that will be created by the replication
operation:

a. Select the working environment where the volume will be created.

b. Select the storage VM on which the volume will reside.

c. When replicating a volume to a Cloud Volumes ONTAP cluster (not to an on-prem ONTAP cluster), you
need to specify the Destination Provider (AWS, Azure, or GCP).

d. When replicating a volume to a Cloud Volumes ONTAP cluster, you can specify whether volume tiering
is enabled on the destination volume.
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e. For the destination volume name, click in the field and select one of the 5 options. You can let the
admin enter any name by selecting Free Text, or you can specify that the volume name must have a
certain prefix or suffix, that it contains certain characters, or that it follows rules from a regular
expression (regex) you enter.

f. BlueXP replication requires that the source and destination working environments are connected
through their intercluster LIFs. Enter the intercluster LIF IP address for the destination working
environment.

g. Select the aggregate on which the volume will reside.

h. When replicating a volume to a Cloud Volumes ONTAP cluster (not to an on-prem ONTAP cluster), you
need to specify the type of disk that will be used for the new volume.

3. Replication Details: Enter the details about the type and frequency of the replication operation:

a. Select the replication policy that you want to use.

b. Choose a one-time copy or a recurring replication schedule.

c. Enable replication health status monitoring if you want the drift report to include the replication health of
the SnapMirror relationship along with the lag time, status, and last transfer time. See what this looks
like in the drift report.

d. Select whether you want to set a transfer rate limit, and then enter the maximum rate (in kilobytes per
second) at which data can be transferred. You can enter a fixed value, or you can provide a minimum
and maximum and let the storage admin select a value in that range.

4. Click Apply to save your changes.

What to do after you have created the template

After you have created a template, you should inform your storage administrators to use the template when
creating new working environments and volumes.
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You can point them to Creating resources using templates for details.

Edit or delete a template

You can modify a template if you need to change any of the parameters. After you save your changes, all
future resources created from the template will use the new parameter values.

You can also delete a template if you no longer need it. Deleting a template does not affect any of the
resources that were created with the template. However, no Drift compliance checking can be done after the
template is deleted.

Make a copy of a template

You can create a copy of an existing template. This can save a lot of time in case you want to create a new
template that is very similar to an existing template. Just make the duplicate with a new name, and then you
can edit the template to change the couple items that make the template unique.

Check resources for template compliance

BlueXP can monitor the parameter values used when a resource was created with a
template using the "drift" feature. Drift identifies resources that have been changed and
that are no longer compliant with the template settings.

At this time, drift identifies the changed parameters in a resource — you must manually make adjustments to
the resource to bring it back into compliance with the template. In the future we’ll be able to send you
notifications when a resource is out of compliance, or even reverse a user’s change so that all resources
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created from a template are brought back into compliance automatically.

How does drift work

Drift identifies non-compliant parameters like this:

1. When creating a template, you turn drift on for certain parameters that you do not want users to change.
For example, you may require that Snapshot copies are created using the "Default" policy for all volumes
created from a template.

2. You turn drift on for the template, and then save the template.

3. Storage admins run the template to create volumes.

4. Later, a storage admin edits a volume and disables Snapshot copies.

5. You run drift checking on all templates, and the BlueXP remediation service compares the Snapshot copies
template setting to the current setting in the volume. Any non-compliant values are flagged so you can fix
the incorrect setting.

The Drift Dashboard

The Drift Dashboard shows the total number of resources (for example, volumes) that have been created using
your templates, the number that are still compliant with the template, the number that are not compliant
(drifted), and the number that were created with Drift disabled.

38



• The controls at the top of each column allow you to sort the results in numerical or alphabetical order.

• The  enables you to filter the results by Template Name, Drift Policy & Status, and Action Type. For
example:

• The search bar enables you to search for a specific volume name or template name.

• To find out more details about the actual resource (or volume), such as the working environment and
storage VM, you can click the .

Populate the Drift Dashboard

You must run drift checking on a template before it populates the values in the Drift Dashboard.

You can run drift checking for all templates from the Templates Dashboard:
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You can run drift checking on a single template from the Templates Dashboard:

Create a drift report for non-compliant resources

You can view a drift report for a single resource, or run a report to download a report for all resources. Using
this report you can assign actions to system admins to make changes that bring the resources back into
compliance with the template.

You can click the Drift icon for a resource in the Drift Dashboard to view a list of the parameters in each
resource that is non-compliant.
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To view a drift report for resources that have been created from your templates, click  to download a .CSV
file. The drift report reflects what is currently filtered on the page - it does not show all resources unless you
haven’t applied any filters on the page.

BlueXP replication health details in the drift report

When enabling BlueXP replication on a volume using templates, you can choose to show more detailed
replication information in the drift report by enabling drift in the "Enable replication health monitoring" field.
When enabled, the drift report shows whether the health of the BlueXP replication relationship is healthy or
unhealthy (drifted), along with the SnapMirror lag time, status, and last transfer time.

This screenshot shows the replication details for a SnapMirror relationship that is unhealthy in the drift report.

Note: As replication is initially being applied to the volume the health will be returned as "False", meaning it is
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unhealthy. After a few minutes the real replication status will be displayed.

Create or modify resources using templates

Select one of the application templates that your organization has built to create working
environments or volumes that are optimized for specific workloads and applications.
Templates also enable you to activate BlueXP backup and recovery, BlueXP
classification, and BlueXP replication on the created volumes, or on existing volumes.

Templates enable you to create volumes for Cloud Volumes ONTAP, Azure NetApp Files, and on-premises
ONTAP systems.

Quick start

Get started quickly by following these steps, or scroll down to the remaining sections for full details.

 Verify required prerequisites

• Before you can create a volume for a Cloud Volumes ONTAP, on-premises ONTAP, or Azure NetApp Files
system using a template, make sure you have access to an appropriate working environment where the
volume will be deployed.

• If the template activates a cloud service on the volume, such as BlueXP backup and recovery or BlueXP
classification, ensure that the service is active and licensed in your environment.

 Launch the Application Templates service

Select Health > Remediation and click the Templates tab.

 Build the resource by running the template and defining parameters

Select the template, click Run Template, and enter values in the editable fields to create the resource.

Requirements

Read the following requirements to make sure that you have a supported configuration.

• If you don’t already have a Connector, see how to create Connectors for AWS, Azure, and GCP.

• When creating a Cloud Volumes ONTAP volume, make sure you have a Cloud Volumes ONTAP working
environment available.

• When creating an on-premises ONTAP volume, make sure you have an on-premises ONTAP working
environment available.

• When creating an Azure NetApp Files volume, make sure you have an Azure NetApp Files working
environment available.

• If the template activates a cloud service on the volume, such as BlueXP backup and recovery, BlueXP
classification, or BlueXP replication, ensure that the service is active and licensed in your environment.
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Select and run a volume template

There are multiple ways to select and run a template to create new volumes:

• Run the volume template from the working environment

• Run the volume template from the Templates dashboard

Regardless of the method you choose, the details about the required volume parameters that you must define
are available in these sections:

• How to provision Cloud Volumes ONTAP volumes

• How to provision Azure NetApp Files volumes

• How to provision on-premises ONTAP volumes

Run a volume template from the working environment

You can add a volume to an existing working environment from the Working Environment page and from the
Volume Details page.

Steps

1. From the Working Environment page or from the Volume Details page, click Add Volume From Template.

The Templates Dashboard is displayed and it lists only those templates that are applicable to the selected
working environment — for example, it only shows Cloud Volumes ONTAP templates.

2. Click  and Run Template.
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The Add Volume from Template page appears.

3. Enter values in the editable fields to create the volume and click Run Template.

Run a volume template from the Templates Dashboard

You can add a volume to an existing working environment from the Templates Dashboard.

Steps

1. Select Health > Remediation and click the Templates tab.

The Templates Dashboard is displayed.

2. For the template that you want to use, click  and Run Template.
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The Run Template page appears.

3. Enter values in editable fields to create the volume and click Run Template.

Note that when you run the template from the dashboard that you need to select the working environment
and other variables (for example, the storage VM and/or aggregate). When you run the template from the
working environment, the working environment gets filled in automatically.

Select and run a working environment template

You can create a new working environment from the Templates Dashboard if your company has created a
template for this functionality.

If you have any questions about the details required to create the working environment, see Launching Cloud
Volumes ONTAP in AWS.

Steps

1. Select Health > Remediation and click the Templates tab.

The Templates Dashboard is displayed.

2. For the template that you want to use, click  and Run Template.
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The Run Template page appears.

3. Enter values in editable fields to create the working environment and the first volume and click Run

Template.

Select and run a template that finds existing resources

You can run a template that finds certain resources (for example, volumes), and then enables a cloud service
on those resources (for example, BlueXP backup and recovery), if your company has created a template using
this functionality. When running the template, you can make some minor adjustments so that you apply the
cloud service only to the appropriate resources.

Steps

1. Select Health > Remediation and click the Templates tab.

The Templates Dashboard is displayed.

2. For the template that you want to use, click  and Run Template.
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The Run Template page appears and immediately runs the search that was defined in the template to find
the volumes that match the criteria.

3. View the list of returned volumes in the Volume Results area.

4. If the results are what you expected, select the checkbox for each volume that you want to have BlueXP
backup and recovery enabled using the criteria from the Enable Cloud Backup on Volume part of the
template and click Run Template.

If the results are not what you expected, click  next to Search Criteria and refine the search further.

Results

The template will run and it will enable BlueXP backup and recovery on each volume that you checked from
the search criteria.

Any error will be called out in the Running your Template page, and you can resolve the issues if needed.
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Organize your resources using tags

Manage tags for your resources

You can view, add, modify, and delete the tags assigned to your existing resources using
the BlueXP Tagging service. This allows you to organize and simplify the management of
your resources.

Search for resources that have certain tags

If you want to see all the resources that have a certain tag, or a certain tag and tag key value, you can search
for those tags. You can search across all resources, or just within certain resource categories.

Steps

1. Select Health > Remediation and click the Tags tab.

2. If necessary, choose the credentials for a specific cloud provider in the Select credentials field.

3. In the Resource Type field, select the resource, for example, ONTAP:CVO:VOLUME to search across all
Cloud Volumes ONTAP volumes.

4. In the Tag Key field, select the tag, for example, Env to restrict the search to volumes with the "Env" tag.

5. In the Tag Value field, select the key value, for example, production to restrict the search to volumes with
the tag name "Env" and the tag value "production".

6. Click the  to add this search criteria to the Search area.

7. If you are done with your search, click Search and the search results appear in the Resources section.
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If you want to add additional search criteria, follow steps 3 through 6 again and then click Search.

Search rules

The following rules apply when defining your search:

• After choosing a Resource Type, you can leave the Tag Key field and Tag Value fields empty if you want to
list all the resources that have any key and any key value.

• You can choose a single search, or you can define multiple searches to refine the results in the Resource
section.

• When defining multiple sets of search criteria:

◦ If the criteria for two searches are for different resource types, then this is treated as an "OR" operation
and the result shows the resources from both searches. For example, the following search returns all
Azure NetApp Files volumes that have the "Environment:demo" tag value and all Cloud Volumes
ONTAP volumes that have the "Environment:demo" tag value.

◦ If the criteria for two searches are for the same resource type, then this is treated as an "AND"
operation and the result shows only the resources that match both searches. For example, the
following search returns Azure NetApp Files volumes that have both the "Environment:demo" tag value
and "Group:Finance" tag value.

• If you have defined multiple search criteria and then decide you want to remove one, just click the  to
remove it from the Search area.

Add tags to existing resources

You can apply tags to a single resource or to multiple resources. The resources could have existing tags or
have no current tags.

See the list of resources that you can tag at this time.

Steps
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1. From the Tags tab, create your search criteria and click Search.

2. Select the resource, or resources, that you want to tag.

◦ To select all resources on the page, check the box in the title row ( ).

◦ To select multiple resources, check the box for each resource ( ).

◦ To select a single resource, click the  icon for the resource.

3. Click Manage Tags and the Resource Tags dialog appears. Any existing tags will appear in this dialog.

4. Click Add New Tag and a blank Tag Key and Tag Value row appears in the dialog.

5. Enter the tag key and tag value. Add more tags at this time if you want more tags on this resource, and
then click Review and Apply.

6. If your changes look correct in the Reviewing page, click Save and the new tag is added to the resource, or
to all selected resources.

Change tag values for a resource

You can change the tags that are assigned to resources, and you can change the tag value that is applied to
an existing tag.

Steps

1. From the Tags tab, create your search criteria and click Search.

2. Select the resource, or resources, on which you want to change tags.

3. Click Manage Tags and the Resource Tags dialog appears.

4. Enter a new value for the tag value and click Review and Apply.
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5. If your change looks correct in the Reviewing page, click Save and the tag value is changed for the
resource, or for all selected resources.

Delete tags from resources

You can delete a tag key/value pair from a single resource or from multiple resources.

Steps

1. From the Tags tab, create your search criteria and click Search.

2. Select the resource, or resources, from which you want to remove tags.

3. Click Manage Tags and the Resource Tags dialog appears.

4. Click the  for the tag key/value pair you want to delete and the row is removed, and then click Review

and Apply.

5. If your change looks correct in the Reviewing page, click Save and the tag key/value pair is removed from
the resource, or from all selected resources.
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Concepts

Template building blocks

There are certain features you can use when building a template that enable you pass
values between actions (like a volume name), conditionally branch to connect actions
together (enable backups on a new volume), and that help your users customize
resources when using the template.

Special template controls

Before you start creating your template, you should understand some special options that you can set when
pre-populating a value for a parameter in a template.

Editable checkbox

Check this box to let the storage admin override the pre-populated value you have entered in the template.
This gives the storage admin a suggestion for what the value should be, but it allows them to customize the
value when creating the resource.

When unchecked, the user can’t change the value and the hard-coded value in the template is always used
when the admin deploys a resource.

Drift checkbox

Check this box so that BlueXP monitors the hard-coded value you entered for a parameter when a resource is
created with the template. Later, you can run a Drift Report to see which fields configured with Drift are no
longer compliant with the template settings.

When unchecked, the user can change the value to any value after the resource has been created.

For the drift feature to work, after you have defined drift for some parameters in the template,
you must enable the drift feature for the template. This is the last step when creating a template.
Drift doesn’t work if it is enabled for a parameter but hasn’t been enabled on the template.

Using a regular expression (regex) in fields

There are a few fields within templates that allow you to enter a regex to define the value that your admin can
enter in the field; for example "Volume Name" and "Share Name".

As an example, if you enter "^[a-zA-Z][0-9a-zA-Z_]{0,149}$" as the regex for the volume name, it means that
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"the name should start with an alphabetic character, it can contain only numbers, letters, or the underscore,

and it should be 150 or fewer characters in length".

Pass values between template actions

Templates have the ability to use information from a previous action to populate a field in a future action. For
example, when defining the name of the volume that will have BlueXP backup and recovery functionality
enabled, you can instruct the Backup action to use the value the storage admin entered as the name of the
volume from the Create Cloud Volumes ONTAP action.

There are three types of information that the BlueXP remediation service can use:

• Input value - This is the actual value the storage admin entered into a field in a previous template action.

• Output value - This is the value BlueXP generates after creating a resource from a previous template
action.

• Enter your own value - This is a value that you enter; it is not accessed from a previous action in the
template.

For example, to enable compliance scanning on a volume, the BlueXP classification service needs both the
"volume name" that the storage admin enters (the Input value), and the "volume uuid" that BlueXP generates
when it creates the volume (the Output value).

The following illustration shows how to enter this information in the BlueXP classification action section of the
template.
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Use conditions to perform different actions based on logic statements

Conditions tell the template to execute different actions depending on whether the condition is true or false
when the storage admin runs the template. You add a condition by selecting the Logical If action:

For example, you may have a guideline that if a volume has a capacity larger than 50 GB then BlueXP backup
and recovery is required to be enabled on that volume. If the volume has a smaller capacity, then BlueXP
backup and recovery is not enabled. You can implement this in your template as shown below.

Conditions consist of two parts:

• Rules - The item you are checking for being either true or false.

• And/Or statement - Allows you to use multiple rules to further refine whether additional actions are added.

A Rule is made up of three parts:

Source field - The location from which you will get the value to compare.
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• Get input value from action - The actual value the storage admin entered into a field in a previous template
action.

• Get output value from action - The value BlueXP generated after creating a resource from a previous
template action.

• Enter value - This is a value that you enter; it is not accessed from a previous action in the template. This
can be a value from a resource that already exists; for example an existing volume.

Operator - The operator used for the comparison. The options are Equal, Not Equal, Greater Than, Less

Than, Greater Than or Equal, Less Than or Equal.

Field value - The actual value you are comparing. The options are the same as those for the Source field.

An And/Or statement enables you to conditionally add more actions for users when they run the template
based on whether multiple rules are evaluated as True or False. And requires all rules to be true or false, and
Or requires just one of the rules needs to be true or false.

When using both an And and Or statement with your rules, the evaluation process follows standard
mathematical order where “AND” precedes “OR”. For example:

• <Rule1> OR <Rule2> AND <Rule3>

This statement is evaluated in the following order:
<Rule1> OR (<Rule2> AND <Rule3>)
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Knowledge and support

Register for support

Support registration is required to receive technical support specific to BlueXP and its storage solutions and
services. Support registration is also required to enable key workflows for Cloud Volumes ONTAP systems.

Registering for support does not enable NetApp support for a cloud provider file service. For technical support
related to a cloud provider file service, its infrastructure, or any solution using the service, refer to "Getting
help" in the BlueXP documentation for that product.

• Amazon FSx for ONTAP

• Azure NetApp Files

• Cloud Volumes Service for Google Cloud

Support registration overview

There are two forms of registration to activate support entitlement:

• Registering your BlueXP account ID support subscription (your 20 digit 960xxxxxxxxx serial number
located on the Support Resources page in BlueXP).

This serves as your single support subscription ID for any service within BlueXP. Each BlueXP account-
level support subscription must be registered.

• Registering the Cloud Volumes ONTAP serial numbers associated with a subscription in your cloud
provider’s marketplace (these are 20 digit 909201xxxxxxxx serial numbers).

These serial numbers are commonly referred to as PAYGO serial numbers and get generated by BlueXP at
the time of Cloud Volumes ONTAP deployment.

Registering both types of serial numbers enables capabilities like opening support tickets and automatic case
generation. Registration is completed by adding NetApp Support Site (NSS) accounts to BlueXP as described
below.

Register your BlueXP account for NetApp support

To register for support and activate support entitlement, one user in your BlueXP account must associate a
NetApp Support Site account with their BlueXP login. How you register for NetApp support depends on
whether you already have a NetApp Support Site (NSS) account.

Existing customer with an NSS account

If you’re a NetApp customer with an NSS account, you simply need to register for support through BlueXP.

Steps

1. In the upper right of the BlueXP console, select the Settings icon, and select Credentials.

2. Select User Credentials.

3. Select Add NSS credentials and follow the NetApp Support Site (NSS) Authentication prompt.

4. To confirm that the registration process was successful, select the Help icon, and select Support.
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The Resources page should show that your account is registered for support.

Note that other BlueXP users will not see this same support registration status if they have not associated
a NetApp Support Site account with their BlueXP login. However, that doesn’t mean that your BlueXP
account is not registered for support. As long as one user in the account has followed these steps, then
your account has been registered.

Existing customer but no NSS account

If you’re an existing NetApp customer with existing licenses and serial numbers but no NSS account, you need
to create an NSS account and associate it with your BlueXP login.

Steps

1. Create a NetApp Support Site account by completing the NetApp Support Site User Registration form

a. Be sure to select the appropriate User Level, which is typically NetApp Customer/End User.

b. Be sure to copy the BlueXP account serial number (960xxxx) used above for the serial number field.
This will speed up the account processing.

2. Associate your new NSS account with your BlueXP login by completing the steps under Existing customer
with an NSS account.

Brand new to NetApp

If you are brand new to NetApp and you don’t have an NSS account, follow each step below.

Steps

1. In the upper right of the BlueXP console, select the Help icon, and select Support.

2. Locate your account ID serial number from the Support Registration page.
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3. Navigate to NetApp’s support registration site and select I am not a registered NetApp Customer.

4. Fill out the mandatory fields (those with red asterisks).

5. In the Product Line field, select Cloud Manager and then select your applicable billing provider.

6. Copy your account serial number from step 2 above, complete the security check, and then confirm that
you read NetApp’s Global Data Privacy Policy.

An email is immediately sent to the mailbox provided to finalize this secure transaction. Be sure to check
your spam folders if the validation email doesn’t arrive in few minutes.

7. Confirm the action from within the email.

Confirming submits your request to NetApp and recommends that you create a NetApp Support Site
account.

8. Create a NetApp Support Site account by completing the NetApp Support Site User Registration form

a. Be sure to select the appropriate User Level, which is typically NetApp Customer/End User.

b. Be sure to copy the account serial number (960xxxx) used above for the serial number field. This will
speed up the account processing.

After you finish

NetApp should reach out to you during this process. This is a one-time onboarding exercise for new users.

Once you have your NetApp Support Site account, associate the account with your BlueXP login by completing
the steps under Existing customer with an NSS account.

Associate NSS credentials for Cloud Volumes ONTAP support

Associating NetApp Support Site credentials with your BlueXP account is required to enable the following key
workflows for Cloud Volumes ONTAP:

• Registering pay-as-you-go Cloud Volumes ONTAP systems for support

Providing your NSS account is required to activate support for your system and to gain access to NetApp
technical support resources.

• Deploying Cloud Volumes ONTAP when you bring your own license (BYOL)

Providing your NSS account is required so that BlueXP can upload your license key and to enable the
subscription for the term that you purchased. This includes automatic updates for term renewals.

• Upgrading Cloud Volumes ONTAP software to the latest release

Associating NSS credentials with your BlueXP account is different than the NSS account that is associated
with a BlueXP user login.

These NSS credentials are associated with your specific BlueXP account ID. Users who belong to the BlueXP
account can access these credentials from Support > NSS Management.
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• If you have a customer-level account, you can add one or more NSS accounts.

• If you have a partner or reseller account, you can add one or more NSS accounts, but they can’t be added
alongside customer-level accounts.

Steps

1. In the upper right of the BlueXP console, select the Help icon, and select Support.

2. Select NSS Management > Add NSS Account.

3. When you’re prompted, select Continue to be redirected to a Microsoft login page.

NetApp uses Microsoft Entra ID as the identity provider for authentication services specific to support and
licensing.

4. At the login page, provide your NetApp Support Site registered email address and password to perform the
authentication process.

These actions enable BlueXP to use your NSS account for things like license downloads, software upgrade
verification, and future support registrations.

Note the following:

◦ The NSS account must be a customer-level account (not a guest or temp account). You can have
multiple customer-level NSS accounts.

◦ There can be only one NSS account if that account is a partner-level account. If you try to add
customer-level NSS accounts and a partner-level account exists, you’ll get the following error message:

"The NSS customer type is not allowed for this account as there are already NSS Users of different
type."

The same is true if you have pre-existing customer-level NSS accounts and try to add a partner-level
account.

◦ Upon successful login, NetApp will store the NSS user name.

This is a system-generated ID that maps to your email. On the NSS Management page, you can
display your email from the  menu.
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◦ If you ever need to refresh your login credential tokens, there is also an Update Credentials option in
the  menu.

Using this option prompts you to log in again. Note that the token for these accounts expire after 90
days. A notification will be posted to alert you of this.

Get help

NetApp provides support for BlueXP and its cloud services in a variety of ways. Extensive free self-support
options are available 24x7, such as knowledgebase (KB) articles and a community forum. Your support
registration includes remote technical support via web ticketing.

Get support for a cloud provider file service

For technical support related to a cloud provider file service, its infrastructure, or any solution using the service,
refer to "Getting help" in the BlueXP documentation for that product.

• Amazon FSx for ONTAP

• Azure NetApp Files

• Cloud Volumes Service for Google Cloud

To receive technical support specific to BlueXP and its storage solutions and services, use the support options
described below.

Use self-support options

These options are available for free, 24 hours a day, 7 days a week:

• Documentation

The BlueXP documentation that you’re currently viewing.

• Knowledge base

Search through the BlueXP knowledge base to find helpful articles to troubleshoot issues.

• Communities

Join the BlueXP community to follow ongoing discussions or create new ones.

Create a case with NetApp support

In addition to the self-support options above, you can work with a NetApp Support specialist to resolve any
issues after you activate support.

Before you get started

• To use the Create a Case capability, you must first associate your NetApp Support Site credentials with
your BlueXP login. Learn how to manage credentials associated with your BlueXP login.

• If you’re opening a case for an ONTAP system that has a serial number, then your NSS account must be
associated with the serial number for that system.
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Steps

1. In BlueXP, select Help > Support.

2. On the Resources page, choose one of the available options under Technical Support:

a. Select Call Us if you’d like to speak with someone on the phone. You’ll be directed to a page on
netapp.com that lists the phone numbers that you can call.

b. Select Create a Case to open a ticket with a NetApp Support specialist:

▪ Service: Select the service that the issue is associated with. For example, BlueXP when specific to
a technical support issue with workflows or functionality within the service.

▪ Working Environment: If applicable to storage, select Cloud Volumes ONTAP or On-Prem and
then the associated working environment.

The list of working environments are within scope of the BlueXP account, workspace, and
Connector you have selected in the top banner of the service.

▪ Case Priority: Choose the priority for the case, which can be Low, Medium, High, or Critical.

To learn more details about these priorities, hover your mouse over the information icon next to the
field name.

▪ Issue Description: Provide a detailed description of your problem, including any applicable error
messages or troubleshooting steps that you performed.

▪ Additional Email Addresses: Enter additional email addresses if you’d like to make someone else
aware of this issue.

▪ Attachment (Optional): Upload up to five attachments, one at a time.

Attachments are limited to 25 MB per file. The following file extensions are supported: txt, log, pdf,
jpg/jpeg, rtf, doc/docx, xls/xlsx, and csv.
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After you finish

A pop-up will appear with your support case number. A NetApp Support specialist will review your case and get
back to you soon.

For a history of your support cases, you can select Settings > Timeline and look for actions named "create
support case." A button to the far right lets you expand the action to see details.

It’s possible that you might encounter the following error message when trying to create a case:

"You are not authorized to Create a Case against the selected service"

This error could mean that the NSS account and the company of record it’s associated with is not the same
company of record for the BlueXP account serial number (ie. 960xxxx) or the working environment serial
number. You can seek assistance using one of the following options:

• Use the in-product chat

• Submit a non-technical case at https://mysupport.netapp.com/site/help
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Manage your support cases (Preview)

You can view and manage active and resolved support cases directly from BlueXP. You can manage the cases
associated with your NSS account and with your company.

Case management is available as a Preview. We plan to refine this experience and add enhancements in
upcoming releases. Please send us feedback by using the in-product chat.

Note the following:

• The case management dashboard at the top of the page offers two views:

◦ The view on the left shows the total cases opened in the past 3 months by the user NSS account you
provided.

◦ The view on the right shows the total cases opened in the past 3 months at your company level based
on your user NSS account.

The results in the table reflect the cases related to the view that you selected.

• You can add or remove columns of interest and you can filter the contents of columns like Priority and
Status. Other columns provide just sorting capabilities.

View the steps below for more details.

• At a per-case level, we offer the ability to update case notes or close a case that is not already in Closed or
Pending Closed status.

Steps

1. In BlueXP, select Help > Support.

2. Select Case Management and if you’re prompted, add your NSS account to BlueXP.

The Case management page shows open cases related to the NSS account that is associated with your
BlueXP user account. This is the same NSS account that appears at the top of the NSS management

page.

3. Optionally modify the information that displays in the table:

◦ Under Organization’s cases, select View to view all cases associated with your company.

◦ Modify the date range by choosing an exact date range or by choosing a different time frame.
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◦ Filter the contents of the columns.

◦
Change the columns that appear in the table by selecting  and then choosing the columns that
you’d like to display.
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4. Manage an existing case by selecting  and selecting one of the available options:

◦ View case: View full details about a specific case.

◦ Update case notes: Provide additional details about your problem or select Upload files to attach up
to a maximum of five files.

Attachments are limited to 25 MB per file. The following file extensions are supported: txt, log, pdf,
jpg/jpeg, rtf, doc/docx, xls/xlsx, and csv.

◦ Close case: Provide details about why you’re closing the case and select Close case.
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Legal notices

Legal notices provide access to copyright statements, trademarks, patents, and more.

Copyright

https://www.netapp.com/company/legal/copyright/

Trademarks

NETAPP, the NETAPP logo, and the marks listed on the NetApp Trademarks page are trademarks of NetApp,
Inc. Other company and product names may be trademarks of their respective owners.

https://www.netapp.com/company/legal/trademarks/

Patents

A current list of NetApp owned patents can be found at:

https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf

Privacy policy

https://www.netapp.com/company/legal/privacy-policy/

Open source

Notice files provide information about third-party copyright and licenses used in NetApp software.

• Notice for BlueXP

• Notice for BlueXP remediation
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Copyright © 2024 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered by
copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, including
photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission
of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and disclaimer:
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