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Restore guest files and folders

Requirements and limitations when restoring guest files
and folders

You can restore files or folders from a virtual machine disk (VMDK) on a Windows guest
OS.

Guest restore workflow

Guest OS restore operations include the following steps:
1. Attach
Attach a virtual disk to a guest VM and start a guest file restore session.
2. Wait

Wait for the attach operation to complete before you can browse and restore. When the attach operation
finishes, a guest file restore session is automatically created.

3. Select files or folders
Browse the VMDK files and select one or more files or folders to restore.
4. Restore

Restore the selected files or folders to a specified location.

Prerequisites for restoring guest files and folders
Review all requirements before restoring files or folders from a VMDK on a Windows guest OS.
* VMware tools must be installed and running.

NetApp Backup and Recovery uses information from VMware tools to establish a connection to the
VMware Guest OS.

* The Windows guest OS must be running Windows Server 2008 R2 or later.
For the latest information about supported versions, refer to NetApp Interoperability Matrix Tool (IMT).

» Credentials for the target VM use the built-in domain or local administrator account with the username
"Administrator". Before starting the restore operation, configure the credentials for the VM where you want

to attach the virtual disk. Credentials are required for both attach and restore operations. Workgroup users
can use the built-in local administrator account.

@ If you must use an account that is not the built-in administrator account, but has
administrative privileges within the VM, you must disable UAC on the guest VM.

* You must know the backup snapshot and VMDK to restore from.


https://imt.netapp.com/imt/imt.jsp?components=180121;&solution=1517&isHWU&src=IMT

NetApp Backup and Recovery does not support searching of files or folders to restore. Before you begin
you must know where the files or folders are in the snapshot and the corresponding VMDK.

* Virtual disk to be attached must be in a NetApp Backup and Recovery backup.

The virtual disk that contains the file or folder you want to restore must be in a VM backup that was
performed using NetApp Backup and Recovery.

* For files with non-English-alphabet names, you must restore them in a directory, not as a single file.

You can restore files with non-alphabetic names, such as Japanese Kaniji, by restoring the directory in
which the files are located.

Guest file restore limitations

Before you restore a file or folder from a guest OS, you should be aware of the feature limitations.

* You cannot restore dynamic disk types inside a guest OS.

« If you restore an encrypted file or folder, the encryption attribute is not retained.

* You cannot restore files or folders to an encrypted folder.

+ Hidden files and folders are displayed in the file browse page, and you cannot filter them.

* You cannot restore from a Linux guest OS.

You cannot restore files and folders from a VM that is running Linux guest OS. However, you can attach a
VMDK and then manually restore the files and folders. For the latest information on supported guest OS,
refer to the NetApp Interoperability Matrix Tool (IMT).

* You cannot restore from a NTFS file system to a FAT file system.

When you try to restore from NTFS-format to FAT-format, the NTFS security descriptor is not copied
because the FAT file system does not support Windows security attributes.

* You cannot restore guest files from a cloned VMDK or an uninitialized VMDK.

* You cannot restore the directory structure for a file.

When you restore a file from a nested directory, the system restores only the file, not its directory structure.
To restore the entire directory tree, copy the top-level directory.

* You cannot restore guest files from a vVol VM to an alternate host.

* You cannot restore encrypted guest files.

Restore guest files and folders from VMDKs
You can restore one or more files or folders from a VMDK on a Windows guest OS.

Before you begin

You need to create credentials for the guest VM in NetApp Backup and Recovery before you can restore files
and folders from it. NetApp Backup and Recovery uses these credentials to authenticate with the guest VM
when attaching the virtual disk.


https://imt.netapp.com/imt/imt.jsp?components=180121;&solution=1517&isHWU&src=IMT

About this task

Guest file or folder restore performance depends upon two factors: the size of the files or folders being
restored; and the number of files or folders being restored. Restoring a large number of small-sized files might
take a longer time than anticipated compared to restoring a small number of large-sized files, if the data set to
be restored is of same size.

@ Only one attach or restore operation can run at the same time on a VM. You cannot run parallel
attach or restore operations on the same VM.

With the guest restore feature, you can view and restore system and hidden files and view
encrypted files. Do not overwrite an existing system file or restore encrypted files to an

@ encrypted folder. During the restore operation, the hidden, system, and encrypted attributes of
guest files are not kept in the restored file. Viewing or browsing reserved partitions might cause
an error.

Steps
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. From the NetApp Backup and Recovery menu, select Inventory.

Select the Virtual machines menu.

Choose a virtual machine from the list that contains files that you want to restore.
Select the Actions icon =+ for that VM.

Select Restore files and folders.

Select a snapshot from which to restore and then select Next.

Choose the snapshot location to restore from. If you choose a secondary location, select the secondary
snapshot from the list.

Select Next.
Choose virtual disk from the list to attach to the VM and then select Next.

On the Select virtual machine credential page, if you haven’t yet stored a credential for the guest VM,
select Add credentials and do the following:

a. Credentials name: Enter a name for the credentials.
b. Authentication mode: Select Windows.

c. Agents: Select a Console agent from the list that will handle communication between NetApp Backup
and Recovery and this host.

d. Domain and user name: Enter the NetBIOS or domain FQDN and user name for the credentials.
e. Password: Enter a password for the credential.
f. Select Add.

Choose a virtual machine credential to use to authenticate with the guest VM.

NetApp Backup and Recovery attaches the virtual disk to the VM and displays all files and folders,
including hidden ones. It assigns a drive letter to every partition, including system reserved partitions.

Files and folders you have selected are listed in the right pane of the screen.

Select Next.

Enter the UNC share path to the guest where the selected files will be restored.



° IPv4 address example: \\10.60.136.65\c$
° IPv6 address example: \\£d20-8ble-b255-832e—61.ipv6-literal.net\C\restore

If there are existing files with the same name, you can choose to overwrite or skip them.
14. Select Restore.

You can view the restore progress on the Job Monitoring page.

Guest file restore troubleshooting

When attempting to restore a guest file, you might encounter any of the following
scenarios.

Guest file restore session is blank

This issue occurs if you create a guest file restore session and the guest operating system reboots during the
session. VMDKs in the guest OS might stay offline, so the guest file restore session list is blank.

To correct the issue, manually put the VMDKSs back online in the guest OS. When the VMDKs are online, the
guest file restore session will display the correct contents.

Guest file restore attach disk operation fails

This issue occurs when you start a guest file restore operation, but the attach disk operation fails even though
VMware tools is running and the Guest OS credentials are correct. If this occurs, the following error is returned:

Error while validating guest credentials, failed to access guest system using
specified credentials: Verify VMWare tools is running properly on system and
account used is Administrator account, Error is SystemError vix error codes =
(3016, 0).

To correct the issue, restart the VMware Tools Windows service on the Guest OS, and then retry the guest file
restore operation.

Backups are not detached after guest file restore session is discontinued

This issue occurs when you perform a guest file restore operation from a VM-consistent backup. While the
guest file restore session is active, another VM-consistent backup is performed for the same VM. When the
guest file restore session is disconnected, either manually or automatically after 24 hours, the backups for the
session are not detached.

To correct the issue, manually detach the VMDKSs that were attached from the active guest file restore session.



Copyright information

Copyright © 2026 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered by
copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, including
photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission
of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL
NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice. NetApp
assumes no responsibility or liability arising from the use of products described herein, except as expressly
agreed to in writing by NetApp. The use or purchase of this product does not convey a license under any
patent rights, trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or
pending applications.

LIMITED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to restrictions as set
forth in subparagraph (b)(3) of the Rights in Technical Data -Noncommercial Items at DFARS 252.227-7013
(FEB 2014) and FAR 52.227-19 (DEC 2007).

Data contained herein pertains to a commercial product and/or commercial service (as defined in FAR 2.101)
and is proprietary to NetApp, Inc. All NetApp technical data and computer software provided under this
Agreement is commercial in nature and developed solely at private expense. The U.S. Government has a non-
exclusive, non-transferrable, nonsublicensable, worldwide, limited irrevocable license to use the Data only in
connection with and in support of the U.S. Government contract under which the Data was delivered. Except
as provided herein, the Data may not be used, disclosed, reproduced, modified, performed, or displayed
without the prior written approval of NetApp, Inc. United States Government license rights for the Department
of Defense are limited to those rights identified in DFARS clause 252.227-7015(b) (FEB 2014).

Trademark information

NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of NetApp, Inc.
Other company and product names may be trademarks of their respective owners.


http://www.netapp.com/TM

	Restore guest files and folders : NetApp Backup and Recovery
	Table of Contents
	Restore guest files and folders
	Requirements and limitations when restoring guest files and folders
	Guest restore workflow
	Prerequisites for restoring guest files and folders
	Guest file restore limitations

	Restore guest files and folders from VMDKs
	Guest file restore troubleshooting
	Guest file restore session is blank
	Guest file restore attach disk operation fails
	Backups are not detached after guest file restore session is discontinued



