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Manage hot spares

Hot spare drive overview

Hot spares act as standby drives in RAID 1, RAID 5, or RAID 6 volume groups for
SANItricity System Manager.

They are fully functional drives that contain no data. If a drive fails in the volume group, the controller
automatically reconstructs data from the failed drive to a drive assigned as a hot spare.

Hot spares are not dedicated to specific volume groups. They can be used for any failed drive in the storage
array, as long as the hot spare and the drive share these attributes:

» Equal capacity (or greater capacity for the hot spare)
+ Same media type (for example, HDD or SSD)

« Same interface type (for example, SAS)

How to identify hot spares

You can assign hot spares through the Initial Setup Wizard or from the Hardware page. To determine if hot
spares are assigned, go to the Hardware page and look for any drive bays shown in pink.

How hot spare coverage works
Hot spare coverage works as follows:

* You reserve an unassigned drive as a hot spare for RAID 1, RAID 5, or RAID 6 volume groups.

Hot spares cannot be used for pools, which have a different method of data protection.

@ Instead of reserving an additional drive, pools reserve spare capacity (called preservation
capacity) within each drive of the pool. If a drive fails in a pool, the controller reconstructs
data in that spare capacity.

« If a drive within a RAID 1, RAID 5, or RAID 6 volume group fails, the controller automatically uses
redundancy data to reconstruct the data from the failed drive. The hot spare is automatically substituted for
the failed drive without requiring a physical swap.

* When you have physically replaced the failed drive, a copyback operation occurs from the hot spare drive
to the replaced drive. If you have designated the hot spare drive as a permanent member of a volume
group, the copyback operation is not needed.

* The availability of tray loss protection and drawer loss protection for a volume group depends on the
location of the drives that comprise the volume group. The tray loss protection and drawer loss protection
might be lost because of a failed drive and location of the hot spare drive. To make sure that tray loss
protection and drawer loss protection are not affected, you must replace a failed drive to initiate the
copyback process.

» The storage array volume remains online and accessible while you are replacing the failed drive, because
the hot spare drive is automatically substituted for the failed drive.



Considerations for hot spare drive capacity

Select a drive with a capacity equal to or greater than the total capacity of the drive you want to protect. For
example, if you have an 18-GiB drive with configured capacity of 8 GiB, you can use a 9-GiB or larger drive as
a hot spare. Generally, do not assign a drive as a hot spare unless its capacity is equal to or greater than the
capacity of the largest drive in the storage array.

If hot spares are not available that have the same physical capacity, a drive with lower capacity
may be used as a hot spare if the "used capacity" of the drive is the same or smaller than the
capacity of the hot spare drive.

Considerations for media and interface types

The drive used as a hot spare must share the same media type and interface type as the drives it will protect.
For example, an HDD drive cannot serve as a hot spare for SSD drives.

Considerations for secure-capable drives

A secure-capable drive, such as FDE or FIPS, can serve as a hot spare for drives with or without security
capabilities. However, a drive that is not secure-capable cannot serve as a hot spare for drives with security
capabilities.

When you select a secure-enabled drive to be used for a hot spare, System Manager prompts you to perform a
Secure Erase before you can proceed. The Secure Erase resets the drive’s security attributes to secure-
capable, but not secure-enabled.

When you enable the Drive Security feature and then create a pool or volume group from
secure-capable drives, the drives become secure-enabled. Read and write access is available

@ only through a controller that is configured with the correct security key. This added security
prevents unauthorized access to the data on a drive that is physically removed from the storage
array.

Recommended number of hot spare drives

If you used the Initial Setup wizard to automatically create hot spares, System Manager creates one hot spare
for every 30 drives of a particular media type and interface type. Otherwise, you can manually create hot spare
drives among the volume groups in the storage array.

Assign hot spares

You can assign a hot spare as a standby drive for additional data protection in RAID 1,
RAID 5, or RAID 6 volume groups. If a drive fails in one of these volume groups, the
controller reconstructs data from the failed drive to the hot spare.

Before you begin

* RAID 1, RAID 5, or RAID 6 volume groups must be created. (Hot spares cannot be used for pools. Instead,
a pool uses spare capacity within each drive for its data protection.)

» Adrive that meets the following criteria must be available:

o Unassigned, with Optimal status.



o Same media type as the drives in the volume group (for example, SSDs).
o Same interface type as the drives in the volume group (for example, SAS).

o Capacity equal to or larger than the used capacity of the drives in the volume group.

About this task

This task describes how to manually assign a hot spare from the Hardware page. The recommended coverage
is two hot spares per drive set.

@ Hot spares can also be assigned from the Initial Setup wizard. You can determine if hot spares
are already assigned by looking for drive bays shown in pink on the Hardware page.

Steps
1. Select Hardware.

2. If the graphic shows the controllers, click Show front of shelf.
The graphic changes to show the drives instead of the controllers.
3. Select an unassigned drive (shown in gray) that you want to use as a hot spare.
The drive’s context menu opens.
4. Select Assign hot spare.
If the drive is secure-enabled, the Secure Erase Drive? dialog box opens. To use a secure-enabled drive

as a hot spare, you must first perform a Secure Erase operation to remove all its data and reset its security
attributes.

@ Possible loss of data— Make sure that you have selected the correct drive. After
completing the Secure Erase operation, you cannot recover any of the data.

If the drive is not secure-enabled, the Confirm Assign Hot Spare Drive dialog box opens.
5. Review the text in the dialog box, and then confirm the operation.

The drive is displayed in pink on the Hardware page, which indicates it is now a hot spare.

Results

If a drive within a RAID 1, RAID 5, or RAID 6 volume group fails, the controller automatically uses redundancy
data to reconstruct the data from the failed drive to the hot spare.

Unassign hot spares

You can change a hot spare back to an unassigned drive.

Before you begin
The hot spare must be in Optimal, Standby status.

About this task

You cannot unassign a hot spare that is currently taking over for a failed drive. If the hot spare is not in Optimal
status, follow the Recovery Guru procedures to correct any problems before trying to unassign the drive.



Steps
1. Select Hardware.

2. If the graphic shows the controllers, click Show front of shelf.
The graphic changes to show the drives instead of the controllers.
3. Select the hot spare drive (displayed in pink) that you want to unassign.

If there are diagonal lines through the pink drive bay, the hot spare is currently in use and cannot be
unassigned.

The drive’s context menu opens.
4. From the drive’s drop-down list, select Unassign hot spare.

The dialog box shows any volume groups affected by removing this hot spare and if any other hot spares
are protecting them.

5. Confirm the unassign operation.

Results
The drive is returned to Unassigned (shown in gray).
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