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Manage interface settings

Manage password protection

You must configure the storage array with passwords to protect it from unauthorized
access.

Set and change passwords

When you start System Manager for the first time, you are prompted to set an administrator password. Any
user who has the admin password can make configuration changes to the storage array, such as adding,
changing, or removing objects or settings. To set the admin password during initial startup, see Access System
Manager.

For security reasons, you can attempt to enter a password only five times before the storage array enters a
"lockout" state. In this state, the storage array will reject subsequent password attempts. You must wait 10
minutes for the storage array to reset to a "normal" state before you try to enter a password again.

In addition to the admin password, the storage array includes pre-defined user profiles with one or more roles
mapped to them. For more information, see Permissions for mapped roles. The user profiles and mappings
cannot be changed. Only passwords can be modified. If you want to change the admin password or other user
passwords, see Change passwords.

Re-enter passwords after session timeouts

The system prompts you for the password only once during a single management session. However, a session
times out after 30 minutes of inactivity, at which time, you must enter the password again. If another user
managing the same storage array from another management client changes the password while your session
is in progress, you are prompted for a password the next time you attempt a configuration operation or a view
operation.

You can adjust the session timeout or you can disable session timeouts altogether. See Manage session
timeouts.

Remove drives or password protection

If you remove password-protected drives or you want to disable password protection, be aware of the
following:

* If you remove drives with password protection — The password is stored on a reserved area of each
drive on the storage array. If you remove all drives from a storage array, its password will no longer work.
To correct this condition, re-install one of the original drives to the storage array.

* If you want to remove password protection — If you no longer want to have commands password-
protected, enter the current administrator password, and leave the new password text boxes blank.

Running configuration commands on a storage array can cause serious damage, including data

@ loss. For this reason, you should always set an administrator password for your storage array.
Use a long administrator password with at least 15 alphanumeric characters to increase
security.


https://docs.netapp.com/us-en/e-series-santricity-118/san-getstarted/access-sam.html
https://docs.netapp.com/us-en/e-series-santricity-118/san-getstarted/access-sam.html
https://docs.netapp.com/us-en/e-series-santricity-118/sm-settings/permissions-for-mapped-roles.html
https://docs.netapp.com/us-en/e-series-santricity-118/sm-settings/change-passwords.html

Set default units for capacity values

SANtricity System Manager can display capacity values in either gibibytes (GiB) or
tebibytes (TiB).

Preferences are stored in the browser’s local storage so all users can have their own settings.

Steps
1. Select Preferences > Set preferences.
2. Click the radio button for either Gibibytes or Tebibytes, and confirm that you want to perform the
operation.

See the following table for abbreviations and values.

Abbreviation Value
GiB 1,0243 bytes
TiB 1,024* bytes

Set default time frame for performance graphs

You can change the default time frame shown by the performance graphs.

About this task
Performance graphs shown on the Home page and on the Performance page initially show a time frame of 1

hour. Preferences are stored in the browser’s local storage so all users can have their own settings.
Steps
1. Select Preferences > Set preferences.

2. In the drop-down list, select either 5 minutes, 1 hour, 8 hours, 1 day, or 7 days, and confirm that you
want to perform the operation.

Configure login banner

You can create a login banner that is presented to users before they establish sessions in
SANItricity System Manager. The banner can include an advisory notice and a consent
message.

About this task
When you create a banner, it appears before the login screen in a dialog box.

Steps
1. Select Settings » System.

2. Under the General section, select Configure Login Banner.

The Configure Login Banner dialog box opens.



3. Enter the text you want to appear in the login banner.
@ Do not use HTML or other markup tags for formatting.

4. Click Save.

Results

The next time users log in to System Manager, the text opens in a dialog box. Users must click OK to continue
to the login screen.

Manage session timeouts

You can configure timeouts in SANtricity System Manager, so that users' inactive
sessions are disconnected after a specified time.

About this task

By default, the session timeout for System Manager is 30 minutes. You can adjust that time or you can disable
session timeouts altogether.

If Access Management is configured using the Security Assertion Markup Language (SAML)
capabilities embedded in the array, a session timeout might occur when the user’s SSO session
reaches its maximum limit. This might occur before the System Manager session timeout.

Steps
1. Select Settings > System.

2. Under the General section, select Enable/Disable Session Timeout.
The Enable/Disable Session Timeout dialog box opens.
3. Use the spinner controls to increase or decrease the time in minutes.

The minimum timeout you can set for System Manager is 15 minutes.
@ To disable session timeouts, deselect the Set the length of time... checkbox.

4. Click Save.
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