Manage syslog
SANtricity 11.8

NetApp
December 16, 2024

This PDF was generated from https://docs.netapp.com/us-en/e-series-santricity-118/sm-settings/view-
audit-log-activity.html on December 16, 2024. Always check docs.netapp.com for the latest.



Table of Contents

Manage syslog
View audit log activity
Define audit log policies
Delete events from the audit log
Configure syslog server for audit logs
Edit syslog server settings for audit log records

o O~ W



Manage syslog

View audit log activity

By viewing audit logs, users with Security Admin permissions can monitor user actions,
authentication failures, invalid login attempts, and the user session lifespan.

Before you begin
You must be logged in with a user profile that includes Security admin permissions. Otherwise, the Access

Management functions do not appear.
Steps
1. Select Settings » Access Management.

2. Select the Audit Log tab.
Audit log activity appears in tabular format, which includes the following columns of information:

- Date/Time — Timestamp of when the storage array detected the event (in GMT).

o Username — The user name associated with the event. For any non-authenticated actions on the
storage array, "N/A" appears as the user name. Non-authenticated actions might be triggered by the
internal proxy or some other mechanism.

o Status Code — HTTP status code of the operation (200, 400, etc.) and descriptive text associated with
the event.

o URL Accessed — Full URL (including host) and query string.
o Client IP Address — IP address of the client associated with the event.

o Source — Logging source associated with the event, which can be System Manager, CLI, Web
Services, or Support Shell.

o Description — Additional information about the event, if applicable.

3. Use the selections on the Audit Log page to view and manage events.



Selection details

Selection

Show events from the...

Filter

Refresh

View/Edit Settings

Delete events

Show/hide columns

Toggle column filters

Undo changes

Export

Description

Limit events shown by date range (last 24 hours, last 7 days, last 30 days,
or a custom date range).

Limit events shown by the characters entered in the field. Use quotes ("")
for an exact word match, enter OR to return one or more words, or enter a
dash (—) to omit words.

Select Refresh to update the page to the most current events.

Select View/Edit Settings to open a dialog box that allows you to specify a
full log policy and level of actions to be logged.

Select Delete to open a dialog box that allows you to remove old events
from the page.

Click the Show/Hide column icon ED to select additional columns for
display in the table. Additional columns include:

* Method — The HTTP method (for example, POST, GET, DELETE,
etc.).

* CLI Command Executed — The CLI command (grammar) executed
for Secure CLI requests.

» CLI Return Status — A CLI status code or a request for input files
from the client.

* SYMbol Procedure — The SYMbol procedure executed.

» SSH Event Type — Secure Shell (SSH) events type, such as login,
logout, and login_fail.

* SSH Session PID — Process ID number of the SSH session.

* SSH Session Duration(s) — The number of seconds the user was
logged in.

* Authentication Type — Types can include Local user, LDAP, SAML,
and Access token.

« Authentication ID — ID of the authenticated session.

Click the Toggle icon Y to open filtering fields for each column. Enter
characters within a column field to limit events shown by those characters.
Click the icon again to close the filtering fields.

Click the Undo icon *) to return the table to the default configuration.

Click Export to save the table data to a comma separated value (CSV) file.



Define audit log policies
You can change the overwrite policy and the types of events recorded in the audit log.

Before you begin

You must be logged in with a user profile that includes Security admin permissions. Otherwise, the Access
Management functions do not appear.

About this task

This task describes how to change the audit log settings, which include the policy for overwriting old events
and the policy for recording event types.

Steps
1. Select Settings » Access Management.

2. Select the Audit Log tab.
3. Select View/Edit Settings.

The Audit Log Settings dialog box opens.

4. Change the overwrite policy or types of events recorded.



Field details

Setting Description

Overwrite policy Determines the policy for overwriting old events when the maximum
capacity is reached:

+ Allow the oldest events in the audit log to be overwritten when the
audit log is full — Overwrites the old events when the audit log
reaches 50,000 records.

* Require audit log events to be manually deleted — Specifies that
events will not be automatically deleted; instead, a threshold warning
appears at the set percentage. Events must be deleted manually.

If the overwrite policy is disabled and the audit log
entries reach the maximum limit, access to System
@ Manager is denied to users without Security Admin
permissions. To restore system access to users without
Security Admin permissions, a user assigned to the
Security Admin role must delete the old event records.

@ Overwrite policies do not apply if a syslog server is
configured for archiving audit logs.

Level of actions to be Determines types of events to be logged:

logged

* Record modification events only — Shows only the events where a
user action involves making a change in the system.

* Record all modification and read-only events — Shows all events,
including a user action that involves reading or downloading
information.

5. Click Save.

Delete events from the audit log

You can clear the audit log of old events, which makes searching through events more
manageable. You have the option of saving old events to a CSV (comma-separated
values) file upon deletion.

Before you begin

You must be logged in with a user profile that includes Security admin permissions. Otherwise, the Access
Management functions do not appear.

Steps

1. Select Settings » Access Management.

2. Select the Audit Log tab.



3. Select Delete.
The Delete Audit Log dialog box opens.

4. Select or enter the number of oldest events that you want to delete.

5. If you want to export the deleted events to a CSV file (recommended), keep the checkbox selected. You
will be prompted to enter a file name and location when you click Delete in the next step. Otherwise, if you
do not want to save events to a CSV file, click the checkbox to deselect it.

6. Click Delete.
A confirmation dialog box opens.
7. Type delete in the field, and then click Delete.

The oldest events are removed from the Audit Log page.

Configure syslog server for audit logs

If you want to archive audit logs onto an external syslog server, you can configure
communications between that server and the storage array. After the connection is
established, audit logs are automatically saved to the syslog server.

Before you begin

* You must be logged in with a user profile that includes Security admin permissions. Otherwise, the Access
Management functions do not appear.

* The syslog server address, protocol, and port number must be available. The server address can be a fully
qualified domain name, an IPv4 address, or an |IPv6 address.

« If your server uses a secure protocol (for example, TLS), a Certificate Authority (CA) certificate must be
available on your local system. CA certificates identify website owners for secure connections between
servers and clients.

Steps
1. Select Settings » Access Management.

2. From the Audit Log tab, select Configure Syslog Servers.
The Configure Syslog Servers dialog box opens.

3. Click Add.
The Add Syslog Server dialog box opens.

4. Enter information for the server, and then click Add.
o Server address — Enter a fully qualified domain name, an IPv4 address, or an IPv6 address.
> Protocol — Select a protocol from the drop-down list (for example, TLS, UDP, or TCP).

o Upload certificate (optional) — If you selected the TLS protocol and have not yet uploaded a signed
CA certificate, click Browse to upload a certificate file. Audit logs are not archived to a syslog server
without a trusted certificate.



If the certificate becomes invalid later, the TLS handshake will fail. As a result, an error
@ message is posted to the audit log and messages are no longer sent to the syslog
server. To resolve this issue, you must fix the certificate on the syslog server and then go

to Settings » Audit Log » Configure Syslog Servers > Test All.

o Port— Enter the port number for the syslog receiver. After you click Add, the Configure Syslog Servers
dialog box opens and displays your configured syslog server on the page.

5. To test the server connection with the storage array, select Test All.

Results

After configuration, all new audit logs are sent to the syslog server. Previous logs are not transferred. To further
configure syslog settings for alerts, see Configure syslog server for alerts.

NOTE: If multiple syslog servers are configured, all configured syslog

servers will receive an audit log.

Edit syslog server settings for audit log records

You can change the settings for the syslog server used for archiving audit logs, and also
upload a new Certificate Authority (CA) certificate for the server.

Before you begin

* You must be logged in with a user profile that includes Security admin permissions. Otherwise, the Access
Management functions do not appear.

* The syslog server address, protocol, and port number must be available. The server address can be a fully
qualified domain name, an IPv4 address, or an |IPv6 address.

* If you are uploading a new CA certificate, the certificate must be available on your local system.

Steps
1. Select Settings » Access Management.
2. From the Audit Log tab, select Configure Syslog Servers.
Configured syslog servers are displayed on the page.
3. To edit the server information, select the Edit (pencil) icon to the right of the server name, and then make
desired changes in the following fields:
> Server Address — Enter a fully qualified domain name, an IPv4 address, or an IPv6 address.
> Protocol — Select a protocol from the drop-down list (for example, TLS, UDP, or TCP).
o Port— Enter the port number for the syslog receiver.

4. If you changed the protocol to the secure TLS protocol (from either UDP or TCP), click Import Trusted
Certificate to upload a CA certificate.

5. To test the new connection with the storage array, select Test All.

Results
After configuration, all new audit logs are sent to the syslog server. Previous logs are not transferred.
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