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Enable FIPS 140-2 for HTTPS on your cluster

You can use the EnableFeature APl method to enable the FIPS 140-2 operating mode for
HTTPS communications.

With NetApp Element software, you can choose to enable Federal Information Processing Standards (FIPS)
140-2 operating mode on your cluster. Enabling this mode activates the NetApp Cryptographic Security Module
(NCSM) and leverages FIPS 140-2 Level 1 certified encryption for all communication via HTTPS to the NetApp
Element Ul and API.

After you enable FIPS 140-2 mode, it cannot be disabled. When FIPS 140-2 mode is enabled,
each node in the cluster reboots and runs through a self-test ensuring that the NCSM is

@ correctly enabled and operating in the FIPS 140-2 certified mode. This causes an interruption to
both management and storage connections on the cluster. You should plan carefully and only
enable this mode if your environment needs the encryption mechanism it offers.

For more information, see the Element API information.

The following is an example of the API request to enable FIPS:

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

After this operating mode is enabled, all HTTPS communication uses the FIPS 140-2 approved ciphers.

Find more information

» SSL ciphers
* Manage storage with the Element API
» SolidFire and Element Software Documentation

* NetApp Element Plug-in for vCenter Server

SSL ciphers

SSL ciphers are encryption algorithms used by hosts to establish a secure
communication. There are standard ciphers that Element software supports and non-
standard ones when FIPS 140-2 mode is enabled.

The following lists provide the standard Secure Socket Layer (SSL) ciphers supported by Element software
and the SSL ciphers supported when FIPS 140-2 mode is enabled:


https://docs.netapp.com/us-en/element-software-127/api/index.html
https://docs.netapp.com/us-en/element-software/index.html
https://docs.netapp.com/us-en/vcp/index.html

« FIPS 140-2 disabled
TLS_DHE_RSA_ WITH_AES_128 CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES_256 CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048) - A
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (secp256r1) - A
TLS_ECDHE_RSA_ WITH_AES_128 GCM_SHA256 (secp256r1) - A
TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA384 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (secp256r1) - A
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
TLS_RSA WITH_AES_128 CBC_SHA256 (rsa 2048) - A
TLS_RSA_ WITH_AES_128 GCM_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
TLS_RSA_WITH_CAMELLIA_ 128 _CBC_SHA (rsa 2048) - A
TLS_RSA WITH_CAMELLIA 256_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_IDEA _CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_RC4_128 MD?5 (rsa 2048) - C
TLS_RSA_WITH_RC4_128_SHA (rsa 2048) - C
TLS_RSA_WITH_SEED_CBC_SHA (rsa 2048) - A

* FIPS 140-2 enabled
TLS DHE_RSA WITH_AES_128 CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (dh 2048) - A
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (dh 2048) - A

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (sect571r1) - A



TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (secp256r1) - A
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (secp256r1) - A
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (sect571r1) - A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (sect571r1) - A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256r1) - A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256r1) - A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (sect571r1) - A
TLS_RSA_WITH_3DES_EDE_CBC_SHA (rsa 2048) - C
TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES 128 GCM_SHA256 (rsa 2048) - A
TLS_RSA_WITH_AES 256 _CBC_SHA (rsa 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A

TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
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