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Manage virtual networks

Manage virtual networks

Virtual networking in SolidFire storage enables traffic between multiple clients that are on
separate logical networks to be connected to one cluster. Connections to the cluster are
segregated in the networking stack through the use of VLAN tagging.
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Add a virtual network

You can add a new virtual network to a cluster configuration to enable a multi-tenant
environment connection to a cluster running Element software.

What you’ll need
+ Identify the block of IP addresses that will be assigned to the virtual networks on the cluster nodes.

* Identify a storage network IP (SVIP) address that will be used as an endpoint for all NetApp Element
storage traffic.

@ You must consider the following criteria for this configuration:

* VLANSs that are not VRF-enabled require initiators to be in the same subnet as the SVIP.

* VLANSs that are VRF-enabled do not require initiators to be in the same subnet as the SVIP, and routing is
supported.

» The default SVIP does not require initiators to be in the same subnet as the SVIP, and routing is supported.
When a virtual network is added, an interface for each node is created and each requires a virtual network IP
address. The number of IP addresses you specify when creating a new virtual network must be equal to or
greater than the number of nodes in the cluster. Virtual network addresses are bulk provisioned by and

assigned to individual nodes automatically. You do not need to manually assign virtual network addresses to
the nodes in the cluster.

Steps
1. Click Cluster > Network.

2. Click Create VLAN.

3. In the Create a New VLAN dialog box, enter values in the following fields:
o VLAN Name
> VLAN Tag



> SVIP

> Netmask

o (Optional) Description
4. Enter the Starting IP address for the range of IP addresses in IP Address Blocks.
5. Enter the Size of the IP range as the number of IP addresses to include in the block.
6. Click Add a Block to add a non-continuous block of IP addresses for this VLAN.
7. Click Create VLAN.

View virtual network details
Steps
1. Click Cluster > Network.
2. Review the details.
o ID: Unique ID of the VLAN network, which is assigned by the system.
o Name: Unique user-assigned name for the VLAN network.
o VLAN Tag: VLAN tag assigned when the virtual network was created.
o SVIP: Storage virtual IP address assigned to the virtual network.
> Netmask: Netmask for this virtual network.

o Gateway: Unique IP address of a virtual network gateway. VRF must be enabled.

o

VRF Enabled: Indication of whether virtual routing and forwarding is enabled or not.

> IPs Used: The range of virtual network IP addresses used for the virtual network.

Enable virtual routing and forwarding

You can enable virtual routing and forwarding (VRF), which allows multiple instances of a
routing table to exist in a router and work simultaneously. This functionality is available for
storage networks only.

You can enable VRF only at the time of creating a VLAN. If you want to switch back to non-VRF, you must
delete and re-create the VLAN.

1. Click Cluster > Network.

2. To enable VRF on a new VLAN, select Create VLAN.
a. Enter relevant information for the new VRF/VLAN. See Adding a virtual network.
b. Select the Enable VRF check box.
c. Optional: Enter a gateway.

3. Click Create VLAN.

Find more information
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Edit a virtual network

You can change VLAN attributes, such as VLAN name, netmask, and size of the IP
address blocks. The VLAN tag and SVIP cannot be modified for a VLAN. The gateway
attribute is not a valid parameter for non-VRF VLANSs.

If any iSCSI, remote replication, or other network sessions exist, the modification might fail.
When managing the size of VLAN IP address ranges, you should note the following limitations:
* You can only remove |IP addresses from the initial IP address range assigned at the time the VLAN was

created.

* You can remove an IP address block that was added after the initial IP address range, but you cannot
resize an IP block by removing IP addresses.

* When you try to remove IP addresses, from either the initial IP address range or in an IP block, that are in
use by nodes in the cluster, the operation might fail.

* You cannot reassign specific in-use IP addresses to other nodes in the cluster.
You can add an IP address block by using the following procedure:

1. Select Cluster > Network.

Select the Actions icon for the VLAN you want to edit.

Select Edit.

In the Edit VLAN dialog box, enter the new attributes for the VLAN.

Select Add a Block to add a non-continuous block of IP addresses for the virtual network.
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Select Save Changes.

Link to troubleshooting KB articles

Link to the Knowledge Base articles for help with troubleshooting issues with managing your VLAN IP address
ranges.

» Duplicate IP warning after adding a storage node in VLAN on Element cluster

* How to determine which VLAN IP’s are in use and which nodes those IP’s are assigned to in Element

Edit VRF VLANs

You can change VRF VLAN attributes, such as VLAN name, netmask, gateway, and IP
address blocks.

1. Click Cluster > Network.

2. Click the Actions icon for the VLAN you want to edit.

3. Click Edit.

4. Enter the new attributes for the VRF VLAN in the Edit VLAN dialog box.
5. Click Save Changes.


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/Element_Software/Duplicate_IP_warning_after_adding_a_storage_node_in_VLAN_on_Element_cluster
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/NetApp_HCI/How_to_determine_which_VLAN_IP%27s_are_in_use_and_which_nodes_those_IP%27s_are_assigned_to_in_Element

Delete a virtual network

You can remove a virtual network object. You must add the address blocks to another
virtual network before you remove a virtual network.

1. Click Cluster > Network.
2. Click the Actions icon for the VLAN you want to delete.
3. Click Delete.

4. Confirm the message.

Find more information
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