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VMware vSphere 6.7U2 deployment procedure

This section provides detailed procedures for installing VMware ESXi 6.7U2 in a FlexPod Express
configuration. The deployment procedures that follow are customized to include the environment variables
described in previous sections.

Multiple methods exist for installing VMware ESXi in such an environment. This procedure uses the virtual
KVM console and virtual media features of the CIMC interface for Cisco UCS C-Series servers to map remote
installation media to each individual server.

@ This procedure must be completed for Cisco UCS server A and Cisco UCS server B.

@ This procedure must be completed for any additional nodes added to the cluster.

Log in to CIMC interface for Cisco UCS C-Series standalone
servers
The following steps detail the method for logging in to the CIMC interface for Cisco UCS C-Series standalone

servers. You must log in to the CIMC interface to run the virtual KVM, which enables the administrator to begin
installation of the operating system through remote media.

All hosts

1. Navigate to a web browser and enter the IP address for the CIMC interface for the Cisco UCS C-Series.
This step launches the CIMC GUI application.

2. Log in to the CIMC Ul using the admin user name and credentials.
3. In the main menu, select the Server tab.
4. Click Launch KVM Console.
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5. From the virtual KVM console, select the Virtual Media tab.
6. Select Map CD/DVD.

@ You might first need to click Activate Virtual Devices. Select Accept This Session if
prompted.

7. Browse to the VMware ESXi 6.7U2 installer ISO image file and click Open. Click Map Device.

8. Select the Power menu and choose Power Cycle System (Cold Boot). Click Yes.

Install VMware ESXi

The following steps describe how to install VMware ESXi on each host.



Download ESXI 6.7U2 Cisco custom image

Navigate to the VMware vSphere download page for custom ISOs.
Click Go to Downloads next to the Cisco Custom Image for the ESXi 6.7U2 Install CD.
Download the Cisco Custom Image for the ESXi 6.7U2 Install CD (ISO).

When the system boots, the machine detects the presence of the VMware ESXi installation media.

I

Select the VMware ESXi installer from the menu that appears. The installer loads, which can take several
minutes.

6. After the installer has finished loading, press Enter to continue with the installation.
7. After reading the end-user license agreement, accept it and continue with the installation by pressing F11.

8. Select the NetApp LUN that was previously set up as the installation disk for ESXi, and press Enter to
continue with the installation.

HETAPP  LUN C-Mode inaa . GO0aM9EE3EA0IRES6H34 . . . ) 15 B8 GiB
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9. Select the appropriate keyboard layout and press Enter.
10. Enter and confirm the root password and press Enter.

11. The installer warns you that existing partitions are removed on the volume. Continue with the installation by
pressing F11. The server reboots after the installation of ESXi.

Set up VMware ESXi host management networking

The following steps describe how to add the management network for each VMware ESXi host.

All hosts

. After the server has finished rebooting, enter the option to customize the system by pressing F2.
. Log in with root as the login name and the root password previously entered during the installation process.

. Select the Configure Management Network option.

1

2

3

4. Select Network Adapters and press Enter.

5. Select the desired ports for vSwitch0. Press Enter.
6

. Select the ports that correspond to ethO and eth1 in CIMC.


https://my.vmware.com/web/vmware/info/slug/datacenter_cloud_infrastructure/vmware_vsphere/6_7
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Network Adapters

Select the adapters for this host s default management network
connection. Use two or more adapters for fault-tolerance and
load-balancing.

Device Mane Harduware Label (MAC Address) 5Status

vnn icl LOM Port 1 (...:5a:b5:8d:6e) Connected
vhnicl LOM Port 2 (...:5a:b5:8d:6f) Disconnected
vnnic? VIC-MLOM-ethO (...:70:6c: Connected
vnnic3 VIC-iSCS5I-A (...3c:70:6c: Connected
vnn icd YIC-HLOM-ethZ (...:70:6c: Connected
vnnicS VIC-iSCS5I-B (...3c:70:6C: Connected

«<D> View Details <Space> Toggle Selected <Enter> {Esc> Cancel

Select VLAN (optional) and press Enter.
Enter the VLAN ID <<mgmt_vlan_ id>>. Press Enter.

From the Configure Management Network menu, select IPv4 Configuration to configure the IP address of
the management interface. Press Enter.

Use the arrow keys to highlight Set Static IPv4 Address and use the space bar to select this option.
Enter the IP address for managing the VMware ESXi host <<esxi host mgmt ip>>.

Enter the subnet mask for the VMware ESXi host <<esxi host mgmt netmask>>.

Enter the default gateway for the VMware ESXi host <<esxi host mgmt gateway>>.

Press Enter to accept the changes to the IP configuration.

Enter the IPv6 configuration menu.

Use the space bar to disable IPv6 by unselecting the Enable IPv6 (restart required) option. Press Enter.
Enter the menu to configure the DNS settings.

Because the IP address is assigned manually, the DNS information must also be entered manually.
Enter the primary DNS server’s IP address <<nameserver ip>>.

(Optional) Enter the secondary DNS server’s IP address.

Enter the FQDN for the VMware ESXi host name: <<esxi host fgdn>>.

Press Enter to accept the changes to the DNS configuration.

Exit the Configure Management Network submenu by pressing Esc.

Press Y to confirm the changes and reboot the server.

Select Troubleshooting Options, and then Enable ESXi Shell and SSH.



@ These troubleshooting options can be disabled after the validation pursuant to the

customer’s security policy.

26. Press Esc twice to return to the main console screen.

27. Click Alt-F1 from the CIMC Macros > Static Macros > Alt-F drop-down menu at the top of the screen.

28. Log in with the proper credentials for the ESXi host.

29. At the prompt, enter the following list of esxcli commands sequentially to enable network connectivity.

esxcli network vswitch standard policy failover set -v vSwitchO -a

vmnic2,vmnic4 -1 iphash

Configure ESXi host

Use the information in the following table to configure each ESXi host.

Detail
ESXi host name

ESXi host management IP

ESXi host management mask

ESXi host management gateway

ESXi host NFS IP

ESXi host NFS mask

ESXi host NFS gateway
ESXi host vMotion IP

ESXi host vMotion mask
ESXi host vMotion gateway
ESXi host iISCSI-A IP

ESXi host iSCSI-A mask
ESXi host iSCSI-A gateway
ESXi host iSCSI-B IP

ESXi host iSCSI-B mask
ESXi host iISCSI-B gateway

Log in to the ESXi host

To log in to the ESXi host, complete the following steps:

Detail value

<<esxi_host_fqdn>>
<<esxi_host_mgmt_ip>>
<<esxi_host_mgmt_netmask>>
<<esxi_host_mgmt_gateway>>
<<esxi_host NFS ip>>
<<esxi_host NFS_netmask>>
<<esxi_host_NFS_gateway>>
<<esxi_host_vMotion_ip>>
<<esxi_host_vMotion_netmask>>
<<esxi_host_vMotion_gateway>>
<<esxi_host_iSCSI-A_ip>>
<<esxi_host_iSCSI-A_netmask>>
<<esxi_host_iSCSI-A_gateway>>
<<esxi_host_iSCSI-B_ip>>
<<esxi_host iSCSI-B_netmask>>

<<esxi_host_SCSI-B_gateway>>

1. Open the host’'s management IP address in a web browser.

2. Log in to the ESXi host using the root account and the password you specified during the install process.



3. Read the statement about the VMware Customer Experience Improvement Program. After selecting the
proper response, click OK.

Configure iSCSI boot
To configure iISCSI boot, complete the following steps:

1. Select Networking on the left.
2. On the right, select the Virtual Switches tab.

vimware ESXi

I Navigator | €2 VM-Host-Infra-01 - Networking
~ [g Host Paort groups | Virtual switches |
Manage
Monitor #= Add standard virtual switch
=1 Virtual Machines Name
H Sstorage = vSwitchl
& iScsiBootvSwitch
== vSwitch0
B vmk1
B vmk0
More networks...

Click iScsiBootvSwitch.

Select Edit settings.

Change the MTU to 9000 and click Save.

Rename the iISCSIBootPG port to iISCSIBootPG-A.

o o ~ W

Vmnic3 and vmnic5 are used for iSCSI boot in this configuration. If you have additional NICs

@ in your ESXi host, you might have different vmnic numbers. To confirm which NICs are used
for iISCSI boot, match the MAC addresses on the iSCSI vNICs in CIMC to the vmnics in
ESXi.

7. In the center pane, select the VMkernel NICs tab.
8. Select Add VMkernel NIC.
a. Specify a new port group name of iScsiBootPG-B.
b. Select iScsiBootvSwitch for the virtual switch.
C. Enter <<iscsib_vlan_id>> for the VLAN ID.
Change the MTU to 9000.
Expand IPv4 Settings.

-~ ©® o

Select Static Configuration.



9. Enter <<var hosta iscsib_ip>> for Address.
h. Enter <<var hosta iscsib mask>> for Subnet Mask.

i. Click Create.
@ Set the MTU to 9000 on iScsiBootPG-A.

9. To set the failover, complete the following steps:

a. Click Edit Settings on iSCSIBootPG-A > Tiering and Failover > Failover Order > Vmnic3. Vmnic3
should be active and vmnic5 should be unused.

b. Click Edit Settings on iISCSIBootPG-B > Teaming and Failover > Failover order > Vmnic5. Vmnic5
should be active and vmnic3 should be unused.

IScsiBootPG-A - Edit Settings

Properties
Load balancin
Security b
Traffic shaping Metwork failure detection

Teaming and failover

Motify switches

Failback

Failover order

Owerride

Active adapters -

vmnic3
Standby adapters

Unused adapters

vmnics

-

Select active and standby adapters

Configure iSCSI multipathing

To set up iISCSI multipathing on the ESXi hosts, complete the following steps:



1. Select Storage in the left navigation pane. Click Adapters.
2. Select the iISCSI software adapter and click Configure iSCSI.

vmware EsXi

| HE VM-Host-Infra-01 - Storage

~ [g Host

Manage

Datastores [ Adapters Devices Persistent Memory

Monitor B3 Configure iSCSI B3 Software iSCSI Rescan | (@ Refresh | ¥ Actions

51 Virtual Machines S \
= Storage @& vmhbal
~€) Networking @ vmhbat
vSwitchd i@ vmhba2
vmk1 @ vmhba3
B vmk0 & vmhbad

More networks... K3 vmhbat4

8 vmhbab

Model iSCSI Software Adapter

Driver iscsi_vmk

3. Under Dynamic Targets, click Add Dynamic Target.



Configure iSCSI - vmhba64

iSCSI enabled

+ Name & alias

+ CHAP authentication

+ Mutual CHAP authentication

r Advanced settings

MNetwork port bindings

Static targets

Disabled '® Enabled

ign. 1992-01_com.cisco:ucsA-01

Do not use CHAP

Do not use CHAP

Click to expand

No port bindings

B Add static target (Q search )
Target v | Address v | Port ~
ign.1992-08 com.netapp:sn.e42fatb2d2el11e9a68d00a008f. .  172.21.183.105 3260
ign.1992-08 com.netapp:sn.ed42fatb2d2e011e9a68d00a098f. . 172.21.184.106 3260
ign.1992-08. com.netapp:sn.e42fatb2d2e011e9a68d00a098f...  172.21.183.106 3260
ign.1992-08.com.netapp:sn.e42fatb2d2e011e9a68d00a098f...  172.21.184.105 3260
Dynamic targets gg Add dynamic target ':Q Search l
Address ~ | Port ~
172.21.183.105 3260
172.21.184.105 3260
172.21.183.106 3260
172.21.184.106 3260
Save configuration || Cancel

4. Enter the IP address iscsi 1if0la.

a. Repeat with the IP addresses iscsi 1if01b, iscsi 1if02a,and iscsi 1if02b.

b. Click Save Configuratio

Dynamic targets

n.

3 Add dynamic target

(@ search )
Address ~ | Port ~
172.21.183.105 3260
172.21.184.105 3260
172.21.183.106 3260
172.21.184.106 3260
| save configuration || Cancel

You can find the iSCSI LIF IP addresses by running the network interface show
@ command on the NetApp cluster or by looking at the Network Interfaces tab in System

Manager.

Configure the ESXi host

To configure ESXi boot, complete the following steps:

1. In the left navigation pane, select Networking.
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2. Select vSwitchO.

vmware ESXi’

root@172.21.181.100 ~ | Help ~ | ((SYEEELH]

°I% Navigator (2 vSwitchd

~ [ Host
Manage

T vSwitch0

Type
Part groups: 4
Uplinks: 2

{51 Virtual Machines
B storage
~ 62 Networking

& Adduplink 7 Editsettings | (3 Refresh | & Actions

Standard vSwitch

@ vmk0
@ vmki

[~ vSwitch Details

9000

& iScsiBootvSwitch
More networks...

Link discovery
Aftached VM3 3 (3 active)

Beacon interval 1

5086 (5065 available]

Listen / Cisco discovery protocol (CDP)

[+ vswitch topology

@ MGMT-Network
VLAN ID: 3437
+ Virtual Machines (3)
& 10meter-Vh test!
VAT Adress 00:50.50 6 7ec
& warriorsV'SC

[+ NIC teaming policy

Notiy switches Yes

Policy

3. Select Edit Settings.
4. Change the MTU to 9000.

Route based on IP hash

WA Address 00:50:56:85:85:2F
B 1ometer-vM
MAC Address 00:50:50:35:220a

m Physical adaplers

W vmnic4 , 10000 Mbps, Full
. M vmnic2 , 10000 Mops, Full

5. Expand NIC Teaming and verify that both vmnic2 and vmnic4 are set to active and NIC Teaming and
Failover is set to Route Based on IP Hash.

The IP hash method of load balancing requires the underlying physical switch to be properly
configured using SRC-DST-IP EtherChannel with a static (mode- on) port channel. You

®

might experience intermittent connectivity due to possible switch misconfiguration. If so, then
temporarily shut down one of the two associated uplink ports on the Cisco switch to restore

communication to the ESXi management vmkernel port while troubleshooting the port-

channel settings.

Configure the port groups and VMkernel NICs

To configure the port groups and VMkernel

NICs, complete the following steps:

1. In the left navigation pane, select Networking.

2. Right-click the Port Groups tab.

vmware ESXi

I Navigator

| Q_ ucsesxia.cie.netapp.com - Networking

» [g Host
| Manage

Manitar

(=1 Virtual Machines
E storage
£ Networking
&8 iScsiBootv Switch
= vSwitchd
More networks...

| Port groups Virtual switches

%9 Add port group
MName

€3 VM Network [
€3 Management Network 1
€3 iScsiBootPG 1




3. Right-click VM Network and select Edit. Change the VLAN ID to <<var vm_traffic_vlan>>.
4. Click Add Port Group.

a. Name the port group MGMT-Network.
b. Enter <<mgmt vlan>> for the VLAN ID.
c. Make sure that vSwitchO is selected.

d. Click save.

5. Click the VMkernel NICs tab.

°T% Navigator £ || €3 VM-Host-Infra-01 - Networking
- @ Host Port groups Virtual switches Physical NICs | VMkemel NICs TCFP/IF stacks
Manage
Monitor ¥ Add VMkemel NIC 7 Editzetings | (& Refresh | A
{1 Virtual Machines Name ~ | Porigroup ~ | TCP/P stack
E] storage 3] & vmik0 g Management Network == Default TCPAP stack
® Networking 1 s @ iScsiBootPG-A == Default TCP/IP stack

6. Select Add VMkernel NIC.

a. Select New Port Group.

b. Name the port group NFS-Network.

C. Enter <<nfs vlan_ id>> for the VLAN ID.
Change the MTU to 9000.

Expand IPv4 Settings.

-~ ® o

Select Static Configuration.

Enter <<var hosta nfs ip>> for Address.

5 @

Enter <<var hosta nfs mask>> for Subnet Mask.

i. Click Create.

7. Repeat this process to create the vMotion VMkernel port.
8. Select Add VMkernel NIC.

10

a. Select New Port Group.

b. Name the port group vMotion.

C. Enter <<vmotion vlan id>> for the VLAN ID.
Change the MTU to 9000.

Expand IPv4 Settings.

-~ ® o

Select Static Configuration.

Enter <<var hosta vmotion ip>> for Address.

5 «

Enter <<var hosta vmotion mask>> for Subnet Mask.

Make sure that the vMotion checkbox is selected after IPv4 Settings.



¥4 Add VMkernel NIC

Virtual switch vSwitcho v

VLAN ID

MTU 9000
IF version IPv4 only v
- |Pv4 setlings
Configuration DHCP '® Static
Address 1722118563 |
Subnet mask | 255.255.255.0 |
Tz Default TCP/IP stack v
Services

! yiotion ! Provisioning ! Fault tolerance logging

I Management ! Replication ' NFC replication

Create || Cancel

There are many ways to configure ESXi networking, including by using the VMware
(D vSphere distributed switch if your licensing allows it. Alternative network configurations
are supported in FlexPod Express if they are required to meet business requirements.

Mount the first datastores

The first datastores to be mounted are the infra datastore datastore for VMs and the infra_ swap
datastore for VM swap files.

1. Click Storage in the left navigation pane, and then click New Datastore.

11



vmware ESXi

] °I' Navigator

[ | | ] ucsesxia.cie.netapp.com - Storage

* [g Host | Datastores | Adapters Devices
Manage

Manitor

(51 Virtual Machines MName

= datastore

3 i lall  m=

2. Select Mount NFS Datastore.

ﬂNewdatasture ncrease capacit

#3 New datastore

Select creation type

2 Provide NFS mount details How would you like to create a datastore?

3 Ready to complete

Create new VMFS datastore

Increase the size of an existing VMFS datastore

Mount NFS datastore

Create a new datastore by mounting a remote NFS volume

Back

Finish

Cancel

El

3. Enter the following information in the Provide NFS Mount Details page:

4.
5.

12

° Name: infra datastore

° NFS server: <<var nodea nfs 1if>>

° Share: /infra datastore

o Make sure that NFS 3 is selected.
Click Finish. You can see the task completing in the Recent Tasks pane.
Repeat this process to mount the infra swap datastore:

° Name: infra swap

° NFS server: <<var nodea nfs 1if>>

° Share: /infra swap



o Make sure that NFS 3 is selected.

Configure NTP

To configure NTP for an ESXi host, complete the following steps:

1. Click Manage in the left navigation pane. Select System in the right pane and then click Time & Date.
2. Select Use Network Time Protocol (Enable NTP Client).

3. Select Start and Stop with Host as the NTP service startup policy.

4. Enter <<var_ ntp>> as the NTP server. You can set multiple NTP servers.

5

. Click Save.

“I% Navigator 1 || [J VM-Hostnfra-01 - Manage
%7 @ Host | System Hardware Licensing Packages Services Security & users
Wanitor Advanced settings ¢ Editsettings | (@ Refresh | {# Actions
Autostart N Ep-
{Z1 Virtual Machines Current date and time Monday, October 14, 2019, 08:50:27 UTC
B st Jvap
orage :
) Time & date NTP service status Running
~ €3 Networking
& vmko NTP servers 1.10.54.17.30
M vmki 2.10.61.184.233
3.1061.184.234
== vSwitchd
&= iScsiBootvSwitch
More networks...

Move the VM swap file location
These steps provide details for moving the VM swap file location.

1. Click Manage in the left navigation pane. Select system in the right pane, then click Swap.

I Navigator "1 || [g ucsesxia.cie.netapp.com - Manage
~ [g Host | System Hardware Licensing Packages Services Securih
Monitor Advanced settings & Editsettings | (@ Refresh
Autostart
(51 Virtual Machines Enabled Yes
Swap
£ storage
_ Time & date Datastore Mo
+ 3 Networking
Host cache Yes
= vSwitch0
=8 iScsiBootv Switch Local swap Yes
More networks...

2. Click Edit Settings. Select infra_swap from the Datastore options.

13



Enabled ® ves O No
Datastore ‘ infra_swap r ‘
Local swap enabled ® ves O No
Host cache enabled ® vas ) Mo
3. Click Save.

Next: VMware vCenter Server 6.7U2 installation procedure
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