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Deploying NetApp HCI with Cisco ACI
VMware vSphere: NetApp HCI with Cisco ACI

VMware vSphere is an industry-leading virtualization platform that provides a way to build
a resilient and reliable virtual infrastructure. vSphere contains virtualization, management,
and interface layers. The two core components of VMware vSphere are ESXi server and
the vCenter Server. VMware ESXi is hypervisor software installed on a physical machine
that facilitates hosting of VMs and virtual appliances. vCenter Server is the service
through which you manage multiple ESXi hosts connected in a network and pool host
resources. For more information on VMware vSphere, see the documentation here.

Workflow

The following workflow was used to up the virtual environment. Each of these steps might involve several
individual tasks.

1. Install and configure Nexus 9000 switches in ACI mode and APIC software on the UCS C-series server.
See the Install and Upgrade documentation for detailed steps.

2. Configure and setup ACI fabric by referring to the documentation.

3. Configure the tenants, application profiles, bridge domains, and EPGs required for NetApp HCI nodes.
NetApp recommends using one BD to one EPG framework, except for iSCSI. See the documentation here
for more details. The minimum set of EPGs required are in-band management, iSCSI, iSCSI-A, iSCSI-B,
VM motion, VM-data network, and native.

@ iISCSI multipathing requires two iISCSI EPGs: iISCSI-A and iSCSI-B, each with one active
uplink.

@ NetApp mNode requires an iISCSI EPG with both uplinks active.

4. Create the VLAN pool, physical domain, and AEP based on the requirements. Create the switch and
interface profiles for individual ports. Then attach the physical domain and configure the static paths to the
EPGs. See the configuration guide for more details.


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/getting_started/b_APIC_Getting_Started_Guide_Rel_3_x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide.html

VLAN Pool - HCI-Internal-Phys-Dom-VLAN (Static Allocation)

Properties
Name: HCl-Internal-Phys-Dom-VLAN

Description: | optional

Alias:

Allocation Mode: Static Allocation

Encap Blocks:

VLAN Range
[2]

[3201-3250]

Domains: . Name

HCI-Internal-Phys-Dom

Allocation Mode

Inherit allocMode fram

Inherit allocMode from

parent

parant

Type

Physical Domain

(2 [X)

Palicy Operational Faults History

Role
External or On the wire encapsulations

External or On the wire encapsulations

Leaf Access Port Policy Group - HCI-Compute-ESX

Properties

Name:

Description:

Alias: |
Link Level Policy:
CDP Paolicy:
MCP Policy:
CoPP Policy:

LLDP Policy:

HCI-Compute-

optional

10G-Auto

CDP-Disabled
select a value
select a value

LLDP-Enabled

ESX

& &

&

@ Use an access port policy group for interfaces connecting to NetApp HCI compute nodes,
and use vPC policy group for interfaces to NetApp HCI storage nodes.

5. Create and assign contracts for tightly-controlled access between workloads. For more information on



configuring the contracts, see the guide here.

. Install and configure NetApp HCI using NDE. NDE configures all the required parameters, including VDS
port groups for networking, and also installs the mNode VM. See the deployment guide for more
information.

. Though VMM integration of Cisco ACI with VMware VDS is optional, using the VMM integration feature is a
best practice. When not using VMM integration, an NDE-installed VDS can be used for networking with
physical domain attachment on Cisco ACI.

. If you are using VMM integration, NDE-installed VDS cannot be fully managed by ACI and can be added
as read-only VMM domain. To avoid that scenario and make efficient use of Cisco AClis VMM networking
feature, create a new VMware VMM domain in ACI with an explicit dynamic VLAN pool. The VMM domain
created can integrate with any supported virtual switch.

a. Integrate with VDS. If you wish to integrate ACI with VDS, select the virtual switch type to be VMware
Distributed Switch. Consider the configuration best practices noted in the following table. See the
configuration guide for more details.

Properties
MName: hci-aci-vds-02
Virtual Switch; Distributed Switch

Associated Attachable Entity & Name

Profiles:
HCl-Internal

Encapsulation: vlan

Delimiter:

Enable VM Folder Data Retrieval:

Access Mode: | Read Only Mode

Enable Tag Collection:
[

Endpoint Retention Time (seconds): |0 C
VLAN Pool: | hci-aci-vmware(dynamic | » @

b. Integrate with Cisco AVE. If you are integrating Cisco AVE with Cisco ACI, select the virtual switch
type to be Cisco AVE. Cisco AVE requires a unique VLAN pool of type Internal for communicating
between internal and external port groups. Follow the configuration best practices noted in this table.
See the installation guide to install and configure Cisco AVE.


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/Operating_ACI/guide/b_Cisco_Operating_ACI/b_Cisco_Operating_ACI_chapter_01000.html
https://docs.netapp.com/hci/index.jsp
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/virtualization/Cisco-ACI-Virtualization-Guide-3-2-x/Cisco-ACI-Virtualization-Guide-3-2-x_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/aci_virtual_edge/installation_upgrade/2-x/Cisco-ACI-Virtual-Edge-Installation-Guide-201.html

Froperties
MName: hci-vmware-ave
Virtual Switch: Cisco AVE
AVE Time-out Time (seconds): | 30

¢ 5

Host Availability Assurance: [

Associated Attachable Entity « Name

Profiles:
HCl-Internal

Switching Preference: | No Local Switching Local Switching
Enhanced Lag Policy: | select an option V]

Encapsulation: vxlan
Default Encap Mode: | Unspecified VAN

Enable Tag Collection:
Enable VM Folder Data Retrieval: [ ]

T

Endpoint Retention Time (seconds): | 0 35

VLAN Pool: | hei-aci-vimware(dynarmic  «- @

AVE Fabric-Wide Multicast | 227.200.100.100
Address: MustUsea W

from the Mu

Pool of Multicast Addresses (one mulicest-ave 'v @

per-EPG):

9. Attach the VMM domain to the EPGs using Pre-Provision Resolution Immediacy. Then migrate all the
VMNICs, VMkernel ports, and VNICs from the NDE-created VDS to AClI-created VDS or AVE and so on.
Configure the uplink failover and teaming policy for iISCSI-A and iSCSI-B to have one active uplink each.
VMs can now attach their VMNICs to AClI-created port groups to access network resources. The port
groups on VDS that are managed by Cisco ACI are in the format of <tenant-name>|<application-
profile-name>|<epg-name>.

@ Pre-Provision Resolution Immediacy is required to ensure the port policies are downloaded
to the leaf switch even before the VMM controller is attached to the virtual switch.



B @ 8 9

hci-aci-vds-02 | ACTIONs v
~ [ hai-aci-rtp-veenter.cie.netapp.com Summary Monitor Configure Permissions Ports Hosts VMs Networks
v [ NetApp-HCI-Datacenter-01
v [ hei-aci-veis-02 Manufacturer: VMware, inc.
—_— Version: 6.6.0
™ (einEta e e 02 / Upgrades available
(=] hci-aci-vds-02-DVUplinks-122 I
(% HCl-Infral AFF-A200| AFF-NFS &
(_% HCH-InfralHCIIHCI-IB-Mgmt
{% HCl-Infral HCIIHCI-ISCSI
£y HC-InfralHCIIHC-Select-internal Switch Details v
£ HCl-InfralHCIIHCI-YM-motion
r.'ﬁ HCHInfralHCIIHCI-VM-network Notes =
£y HCHNfralHCIHC-VM-Network-02
£ HC-InfralHOIlISCSI-A-multipath APIC Virtual Switch
£ HCHInfralHCIlISCSI-B-multipath Edit Notes...
£y quarantine
VMkernel adapters
%3 Add Networking... €@ Refresh |
Device Y Network Label T Switch T IP Address T TCP/IP Stack T vMotion Y Provisioning 4
[ vmik© :% HCH-InfralHCIIH. - hcl-vmware-ave 17222960 Default Disabled Disabied
[ vmia :% HCEInfralHCIIS .. £ hel-vmware-ave 172221080 Default Disabled Disabled
[ vmk2 (% HCl-InfralHCIIS hcl-vmware-ave 172221058 Default Disabled Disabled
[ vmik3 L% HCH-infralHCIIH. . hcl-vmware-ave 172221360 Default Enabled Disabled
[ ks é HCHInfralAFF-A. . hcl-vmware-ave 172221560 Default Disabled Disabled

10. If you intend to use micro-segmentation, then create micro-segment (uSeg) EPGs attaching to the right BD.
Create attributes in VMware vSphere and attach them to the required VMs. Ensure the VMM domain has
Enable Tag Collection enabled. Configure the uSeg EPGs with the corresponding attribute and attach the
VMM domain to it. This provides more granular control of communication on the endpoint VMs.

Tenant HCl-Infra @ = © uSeg Attributes (4]
v B9 useg-ubuntu-prod = Palicy  History
Domains (VMs and Bare-Me.
- Q&
Contr,
Static Endpoint Match Any v ° o
Attri
I ASepcouing [V - Tag v | [ubuntu ) [conuins v | [ubuntu-prod [~oX -]

Subinets

The networking functionality for VMware vSphere on NetApp HCI in this solution is provided either using
VMware VDS or Cisco AVE.

VMware VDS

VMware vSphere Distributed Switch (VDS) is a virtual switch that connects to multiple ESXi hosts in the cluster
or set of clusters allowing virtual machines to maintain consistent network configuration as they migrate across
multiple hosts. VDS also provides for centralized management of network configurations in a vSphere
environment. For more details, see the VDS documentation.


https://www.vmware.com/in/products/vsphere/distributed-switch.html
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The following table outlines the necessary parameters and best practices for configuring and integrating Cisco
ACI with VMware VDS.



Resource

Endpoint groups

Interface policy

VMM Integration

VDS

Configuration Considerations

¥ Separate EPG for native
VLANs

¥ Static binding of interfaces to
HCI storage and compute
nodes in native VLAN EPG
uses 802.1P mode. This is
required for node discovery to
run NDE.

¥ Separate EPGs for iSCSI,
iISCSI-A, and iSCSI-B with a
common BD

¥ iISCSI-A and iSCSI-B are for
iSCSI multipathing and are
used for VMkernel ports on
ESXi hosts

¥ Physical domain to be attached

to iISCSI EPG before running
NDE

¥ VMM domain to be attached to
iSCSI, iSCSI-A, and iSCSI-B
EPGs

¥ A common leaf access port
policy group for all ESXi hosts

¥ One vPC policy group per
NetApp HCI storage node

¥ LLDP enabled, CDP disabled

¥ Local switching preference

¥ Access mode is Read Write.

¥ Both uplinks active for iSCSI
port-group

¥ One uplink each for iISCSI-A
and iSCSI-B

Best Practices

¥ Contracts between EPGs to be

well defined. Allow only
required ports for
communication.

Use unique native VLAN for
NDE node discovery

For EPGs corresponding to
port-groups being attached to
VMkernel ports, VMM domain
to be attached with Pre-
Provision for Resolution
Immediacy

¥ Separate VLAN pool for VMM

domain with dynamic allocation
turned on

Recommended to use vPC with
LACP Active port-channel
policy for interfaces towards
NetApp HCI Storage Nodes

Recommended to use
individual interfaces for
Compute Nodes, No LACP.

MAC-Pinning-Physical-NIC-
Load for vSwitch policy

LLDP for discovery policy

Enable Tag collection if micro-
segmentation is used

¥ Load balancing method for all

port-groups to be (Route based
on physical NIC loadi

¥ iISCSI VMkernel port migration

to be done one at a time from
NDE deployed VDS to ACI
integrated VDS



For traffic load-balancing, port channels with vPCs can be used on Cisco ACI along with LAGs on VDS with
LACP in active mode. However, using LACP can affect storage performance when compared to iSCSI
multipathing.

Cisco AVE

Cisco ACI Virtual Edge (AVE) is a virtual switch offering by Cisco that extends the Cisco ACI policy model to
virtual infrastructure. It is a hypervisor- independent distributed network service that sits on top of the native
virtual switch of the hypervisor. It leverages the underlying virtual switch using a VM-based solution to provide
network visibility into the virtual environments. For more details on Cisco AVE, see the documentation. The
following figure depicts the internal networking of Cisco AVE on an ESXi host (as tested).

Legend
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The following table lists the necessary parameters and best practices for configuring and integrating Cisco ACI
with Cisco AVE on VMware ESXi. Cisco AVE is currently only supported with VMware vSphere.


https://www.cisco.com/c/en/us/products/switches/application-centric-infrastructure-virtual-edge/index.html

Resource

Endpoint Groups

Interface Policy

Configuration Considerations

Separate EPG for native VLANs
Static binding of interfaces towards
HCI storage and compute nodes in
native VLAN EPG uses 802.1P
mode. This is required for node
discovery to run NDE.

Separate EPGs for iSCSI, iSCSI-A
and iSCSI-B with a common BD
iISCSI-A and iISCSI-B are for iSCSI
multipathing and are used for
VMkKernel ports on ESXi hosts
Physical domain to be attached to
iISCSI EPG before running NDE
VMM domain is attached to iSCSI,
iSCSI-A, and iSCSI-B EPGs

¥ One vPC policy group per ESXi
host

¥ One vPC policy group per
NetApp HCI storage node

¥ LLDP enabled, CDP disabled

Best Practices

Separate VLAN pool for VMM
domain with dynamic allocation
turned on

Contracts between EPGs to be well
defined. Allow only required ports
for communication.

Use unique native VLAN for NDE
node discovery

Use native switching mode in VMM
domain for EPGs that correspond
to port groups being attached to
hostis VMkernel adapters

Use AVE switching mode in VMM
domain for EPGs corresponding to
port groups carrying user VM traffic
For EPGs corresponding to port-
groups being attached to VMkernel
ports, VMM domain is attached with
Pre-Provision for Resolution
Immediacy

¥ NetApp recommends using
VvPCs to ESXi hosts

¥ Use static mode on port-
channel policy for vPCs to ESXi

¥ Use Layer-4 SRC port load
balancing hashing method for
port-channel policy

¥ NetApp recommends using
vPC with LACP active port-
channel policy for interfaces to
NetApp HCI storage nodes



Resource Configuration Considerations Best Practices

VMM Integration ¥ Create a new VLAN range [or ¥ Static mode on for vSwitch
Encap Block] with role Internal policy
and Dynamic allocation{
attached to the VLAN pool
intended for VMM domain

¥ Ensure that vSwitch port-
channel policy and interface
policy groupls port-channel

¥ Create a pool of multicast policy are using the same
addresses (one address per mode
EPG)

¥ LLDP for discovery policy

¥ Reserve another multicast
address different from the pool
of multicast addresses intended
for AVE fabric-wide multicast ¥ Recommended option for
address Default Encap mode is VXLAN

¥ Enable Tag collection if using
micro-segmentation

¥ Local switching preference

¥ Access mode to be Read Write

mode
VDS ¥ - Both uplinks active for iISCSI ¥ iISCSI VMkernel port migration
port-group is done one at a time from NDE
¥ - One uplink each for iISCSI-A q?ployﬁddvaDSSto ACI
and iSCSI-B integrate

¥ Load balancing method for all
port-groups to be Route based
on IP hash

For traffic load balancing, port channel with vPCs can be used on Cisco ACI along with LAGs on
@ ESXi hosts with LACP in active mode. However, using LACP can affect storage performance
when compared to iISCSI multipathing.

Red Hat Virtualization: NetApp HCI with Cisco ACI

Red Hat Virtualization (RHV) is an enterprise virtual data center platform that runs on Red Hat Enterprise Linux
using the KVM hypervisor. The key components of RHV include Red Hat Virtualization Hosts (RHV- H) and the
Red Hat Virtualization Manager (RHV- M). RHV-M provides centralized, enterprise-grade management for the
physical and logical resources within the virtualized RHV environment. RHV-H is a minimal, light-weight
operating system based on Red Hat Enterprise Linux that is optimized for the ease of setting up physical
servers as RHV hypervisors. For more information on RHV, see the documentation here. The following figure
provides an overview of RHV.

10


https://access.redhat.com/documentation/en-us/red_hat_virtualization/4.3/
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Starting with Cisco APIC release 3.1, Cisco ACI supports VMM integration with Red Hat Virtualization
environments. The RHV VMM domain in Cisco APIC is connected to RHV-M and directly associated with a
data center object. All the RHV-H clusters under this data center are considered part of the VMM domain.
Cisco ACI automatically creates logical networks in RHV- M when the EPGs are attached to the RHV VMM
domain in ACI. RHV hosts that are part of a Red Hat VMM domain can use Linux bridge or Open vSwitch as its
virtual switch. This integration simplifies and automates networking configuration on RHV-M, saving a lot of
manual work for system and network administrators.

Workflow

The following workflow is used to set up the virtual environment. Each of these steps might involve several
individual tasks.

1

Install and configure Nexus 9000 switches in ACI mode and APIC software on the UCS C-series server.
Refer to the Install and Upgrade documentation for detailed steps.

Configure and setup the ACI fabric by referring to the documentation.

Configure tenants, application profiles, bridge domains, and EPGs required for NetApp HCI nodes. NetApp
recommends using one BD to one EPG framework, except for iSCSI. See the documentation here for more
details. The minimum set of EPGs required are in-band management, iSCSI, VM motion, VM-data network,
and native.

. Create the VLAN pool, physical domain, and AEP based on the requirements. Create the switch and

interface profiles and policies for vPCs and individual ports. Then attach the physical domain and configure
the static paths to the EPGs. see the configuration guide for more details. This table lists best practices for
integrating ACI with Linux bridge on RHV.

11


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/getting_started/b_APIC_Getting_Started_Guide_Rel_3_x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/L2_config/b_Cisco_APIC_Layer_2_Configuration_Guide.html

PC/VPC Interface Policy Group - HCI-RHVHO1

Name:

Description:

Link Aggregation Type:

Link Level Policy:

CDP Policy:

MCP Policy:

CoPP Policy:

LLDP Policy:

STP Interface Policy:

Egress Data Plane Policing Policy:
Ingress Data Plane Policing Policy:
Priority Flow Control Paolicy:

Fibre Channel Interface Policy:
Slow Drain Policy:

Port Channel Policy:

HCI-RHVHO

ophona

Port Channel
10G-Auto
COP-Disabled
select a value
select a value
LLDP-Enabled
select a value
select a valuas
select a value
select a value
soelect a value
select a value

LACP-Active

kil

@ Use a vPC policy group for interfaces connecting to NetApp HCI storage and compute

nodes.

5. Create and assign contracts for tightly controlled access between workloads. For more information on
configuring the contracts, see the guide here.

6. Install and configure the NetApp HCI Element cluster. Do not use NDE for this install; rather, install a
standalone Element cluster on the HCI storage nodes. Then configure the required volumes for installation
of RHV. Install RHV on NetApp HCI. Refer to RHV on NetApp HCI NVA for more details.

7. RHV installation creates a default management network called ovirtmgmt. Though VMM integration of
Cisco ACI with RHV is optional, leveraging VMM integration is preferred. Do not create other logical
networks manually. To use Cisco ACI VMM integration, create a Red Hat VMM domain and attach the
VMM domain to all the required EPGs, using Pre- Provision Resolution Immediacy. This process
automatically creates corresponding logical networks and vNIC profiles. The vNIC profiles can be directly

12


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/Operating_ACI/guide/b_Cisco_Operating_ACI/b_Cisco_Operating_ACI_chapter_01000.html
https://docs.netapp.com/us-en/hci-solutions/redhat_virtualization_solution_overview__netapp_hci_with_rhv.html

used to attach to hosts and VMs for their communication. The networks that are managed by Cisco ACI are
in the format <tenant-name>|]<application-profile-name>|<epg-name> tagged with a label of
format aci_<rhv-vmm-domain-name>. See Ciscols whitepaper for creating and configuring a VMM
domain for RHV. Also, see this table for best practices when integrating RHV on NetApp HCI with Cisco
ACI.

@ Except for ovirtmgmt, all other logical networks can be managed by Cisco ACI.

Network = Networks

Network: x| v |Q New || Import | | Edit | Remove
| - 1-8 | <[>
Name Comment Data Center Description Role VLAN Tag QoS Nam Label Provider MTU
———— Dutt ) I ST
HCHnfra | HCI | HOHB-Mamt. Default = 1567 ad_hd-aci-rhv Default (1500)
HCHnfra| HCI | HCHSCS Default = 1568 acl_hci-aci-riw 9000
HCHinfra | HCI | HO-viM-motion Default 1634 - aci_hdi-aci-riw Default (1500)
HCHNfra | HOl | HO-VV-network. Default = 1570 acl_hei-aci-rin Default (1500)
owvirtmgmt Default Management Network = 3201 - - Default (1500)
quarantine Default = 666 - acl_hcl-aci-rhw Default (1500)
uplinkNetwork Default uplinkNetwork = Default (1500)
»
Setup Host hci-aci-rtp-rhvh01.cie.netapp.com Networks X

Drag to make changes

Interfaces Assigned Logical Networks Networks

b
= :
A HClInfra| AFF-A200]... @ # ® [New Label]
(VLAN 1569)
» aci_hci-aci-rhv
4 HCHnfra|HCI|HCI-S... @] #
(VLAN 1568) 4 HCl-nfra|AFF-A200... (@ ¢
§oonde . . (VLAN 1569)
‘ - Eenol P | . | & HCHnfra|HCI[HC-V... (5] ¢
(VLAN 1634) 4 HCl-Infra|HCI [HCIHB-Mg..| @
° @ensMﬁ 4 (VLAN 1567)
. | & HCHInfra|HCI|HCIV... [@]| ¢
(VLAN 1570) A HClnfra]HCI|HCH... (@ #
4 ovirtmgmt || = @A £ (VLAN 1568)
LAN 3201 e
v i 4 HClnfra|HCI [HCIV.. 5] ¢
a@enOZ £ ! no network assigned
. 4 HCHnfra]HC [ HCIV.. @ & v
@ Verify connectivity between Host and Engine 0
¢ Save network configuration 9

The networking functionality for RHVH hosts in this solution is provided by Linux bridge.

13


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-740535.html

Linux Bridge

Linux Bridge is a default virtual switch on all Linux distributions that is usually used with KVM/QEMU-based
hypervisors. It is designated to forward traffic between networks based on MAC addresses and thus is
regarded as a layer-2 virtual switch. For more information, see the documentation here. The following figure
depicts the internal networking of Linux Bridge on RHV-H (as tested).

Lagend

ovirtmgmit
-------- EPG:HCI-i5CS!
— EPG:HCI-WM-network

ACI-Dynamic VLAN Pool and ACI-Physical VLAN Poal ACI-Ohymamic VLAN Pool and ACHPhysical VLAN Pool

— —

Qmaet)  QymiesD

bond0

Linux Bridge

VLAN Pool: hei-ach-physical WVLAN Pool: hei-acl-rhv VLAN Pool ! hol-acl-rhy

avirtmgmt HCk-Infra |HCI |HO-SCS HEl-infra |HCI | HO-VM-network
prsssssssl Qesssssns gessssanna
'
RHV-H '

L]

L ]

'

'

' =
................ - ] ]
mnade Wik User ViMs

The following table outlines the necessary parameters and best practices for configuring and integrating Cisco
ACI with Linux Bridge on RHV hosts.
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/networking_guide/ch-configure_network_bridging

Resource

Endpoint groups

Interface policy

VMM Integration

Configuration considerations Best Practices

¥ Separate EPG for native VLAN ¥ Separate VLAN pool for VMM
domain with dynamic allocation

¥ Static binding of interfaces
turned on

towards HCI storage and
compute nodes in native VLAN ¥ Contracts between EPGs to be
EPG to be on 802.1P mode well defined. Allow only
required ports for

¥ Static binding of vPCs required L
communication.

on In-band management EPG

and iSCSI EPG before RHV ¥ Use unique native VLAN for

installation discovery during Element
cluster formation

¥ For EPGs corresponding to
port-groups being attached to
VMkernel ports, VMM domain
to be attached with (Pre-
Provisioni for Resolution

Immediacy
¥ One vPC policy group per ¥ Recommended to use vPC
RHV-H host towards RHV-H hosts
¥ One vPC policy group per ¥ Use (LACP Activel for the port-
NetApp HCI storage node channel policy

¥ LLDP enabled, CDP disabled ¥ Use only (Graceful
Convergencel and (Symmetric
Hashing control bits for port-
channel policy
Use (Layer4 Src-port] load
balancing hashing method for
port-channel policy
Recommended to use vPC with
LACP Active port-channel
policy for interfaces towards
NetApp HCI storage nodes

Do not migrate host management  iSCSI host logical interface to be
logical interfaces from ovirtmgmt to migrated to iISCSI logical network
any other logical network managed by ACI VMM integration

Except for the ovirtmgmt logical network, it is possible to create all other infrastructure logical
@ networks on Cisco APIC and map them to the VMM domain. (ovirtmgmt logical network uses
the static path binding on the In-band management EPG attached with the physical domain.

Next: KVM on RHEL: NetApp HCI with Cisco ACI

Red Hat Virtualization: NetApp HCI with Cisco ACI

Red Hat Virtualization (RHV) is an enterprise virtual data center platform that runs on Red Hat Enterprise Linux
using the KVM hypervisor. The key components of RHV include Red Hat Virtualization Hosts (RHV-H) and the
Red Hat Virtualization Manager (RHV- M). RHV-M provides centralized, enterprise-grade management for the
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physical and logical resources within the virtualized RHV environment. RHV-H is a minimal, light-weight
operating system based on Red Hat Enterprise Linux that is optimized for the ease of setting up physical
servers as RHV hypervisors. For more information on RHYV, see the documentation here. The following figure
provides an overview of RHV.

ity ' 1 ! :
{ 1 |} Manager {! 2 | | 3 i 4 !
HA 1 (] e ) HA 1 L] )
VOSM services S = VDSM services S '
Virtual machines Virtual machines

Shared Storage

Starting with Cisco APIC release 3.1, Cisco ACI supports VMM integration with Red Hat Virtualization
environments. The RHV VMM domain in Cisco APIC is connected to RHV-M and directly associated with a
data center object. All the RHV-H clusters under this data center are considered part of the VMM domain.
Cisco ACI automatically creates logical networks in RHV- M when the EPGs are attached to the RHV VMM
domain in ACI. RHV hosts that are part of a Red Hat VMM domain can use Linux bridge or Open vSwitch as its
virtual switch. This integration simplifies and automates networking configuration on RHV-M, saving a lot of
manual work for system and network administrators.

Workflow

The following workflow is used to set up the virtual environment. Each of these steps might involve several
individual tasks.

1. Install and configure Nexus 9000 switches in ACI mode and APIC software on the UCS C-series server.
Refer to the Install and Upgrade documentation for detailed steps.

2. Configure and setup the ACI fabric by referring to the documentation.

3. Configure tenants, application profiles, bridge domains, and EPGs required for NetApp HCI nodes. NetApp
recommends using one BD to one EPG framework, except for iSCSI. See the documentation here for more
details. The minimum set of EPGs required are in-band management, iSCSI, VM motion, VM-data network,
and native.

4. Create the VLAN pool, physical domain, and AEP based on the requirements. Create the switch and
interface profiles and policies for vPCs and individual ports. Then attach the physical domain and configure
the static paths to the EPGs. see the configuration guide for more details. This table lists best practices for
integrating ACI with Linux bridge on RHV.
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PC/VPC Interface Policy Group - HCI-RHVHO1

Name: HCI-RHWVHO

Description: | optona

Link Aggregation Type: | Port Channel

Link Level Policy: | 10G-Auto | @

CDP Paolicy: | CDP-Disabled o |'l_:=’,-‘.|
MCP Policy: | select a value W
CoPP Policy: | select a value e

LLDP Policy: | LLDP-Enabled v @
STP Interface Policy: | select a value [
Egress Data Plane Policing Policy: | select a valua R
Ingress Data Plane Policing Policy: | select a value W
Priority Flow Control Policy: | select a value e
Fibre Channel Interface Policy: | select a value -v
Slow Drain Policy: | select a value [

Port Channel Policy: | LACP-Active L' |'l_:=’,-‘.|

@ Use a vPC policy group for interfaces connecting to NetApp HCI storage and compute
nodes.

5. Create and assign contracts for tightly controlled access between workloads. For more information on
configuring the contracts, see the guide here.

6. Install and configure the NetApp HCI Element cluster. Do not use NDE for this install; rather, install a
standalone Element cluster on the HCI storage nodes. Then configure the required volumes for installation
of RHV. Install RHV on NetApp HCI. Refer to RHV on NetApp HCI NVA for more details.

7. RHV installation creates a default management network called ovirtmgmt. Though VMM integration of
Cisco ACI with RHV is optional, leveraging VMM integration is preferred. Do not create other logical
networks manually. To use Cisco ACI VMM integration, create a Red Hat VMM domain and attach the
VMM domain to all the required EPGs, using Pre- Provision Resolution Immediacy. This process
automatically creates corresponding logical networks and vNIC profiles. The vNIC profiles can be directly
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used to attach to hosts and VMs for their communication. The networks that are managed by Cisco ACI are
in the format <tenant-name>|]<application-profile-name>|<epg-name> tagged with a label of
format aci_<rhv-vmm-domain-name>. See Ciscols whitepaper for creating and configuring a VMM
domain for RHV. Also, see this table for best practices when integrating RHV on NetApp HCI with Cisco
ACI.

@ Except for ovirtmgmt, all other logical networks can be managed by Cisco ACI.

Network = Networks

Network: x| v |Q New || Import | | Edit | Remove
| - 1-8 | <[>
Name Comment Data Center Description Role VLAN Tag QoS Nam Label Provider MTU
———— Dutt ) I ST
HCHnfra | HCI | HOHB-Mamt. Default = 1567 ad_hd-aci-rhv Default (1500)
HCHnfra| HCI | HCHSCS Default = 1568 acl_hci-aci-riw 9000
HCHinfra | HCI | HO-viM-motion Default 1634 - aci_hdi-aci-riw Default (1500)
HCHNfra | HOl | HO-VV-network. Default = 1570 acl_hei-aci-rin Default (1500)
owvirtmgmt Default Management Network = 3201 - - Default (1500)
quarantine Default = 666 - acl_hcl-aci-rhw Default (1500)
uplinkNetwork Default uplinkNetwork = Default (1500)
»
Setup Host hci-aci-rtp-rhvh01.cie.netapp.com Networks X

Drag to make changes

Interfaces Assigned Logical Networks Networks

b
= :
A HClInfra| AFF-A200]... @ # ® [New Label]
(VLAN 1569)
» aci_hci-aci-rhv
4 HCHnfra|HCI|HCI-S... @] #
(VLAN 1568) 4 HCl-nfra|AFF-A200... (@ ¢
§oonde . . (VLAN 1569)
‘ - Eenol P | . | & HCHnfra|HCI[HC-V... (5] ¢
(VLAN 1634) 4 HCl-Infra|HCI [HCIHB-Mg..| @
° @ensMﬁ 4 (VLAN 1567)
. | & HCHInfra|HCI|HCIV... [@]| ¢
(VLAN 1570) A HClnfra]HCI|HCH... (@ #
4 ovirtmgmt || = @A £ (VLAN 1568)
LAN 3201 e
v i 4 HClnfra|HCI [HCIV.. 5] ¢
a@enOZ £ ! no network assigned
. 4 HCHnfra]HC [ HCIV.. @ & v
@ Verify connectivity between Host and Engine 0
¢ Save network configuration 9

The networking functionality for RHVH hosts in this solution is provided by Linux bridge.


https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-740535.html

Linux Bridge

Linux Bridge is a default virtual switch on all Linux distributions that is usually used with KYM/QEMU-based
hypervisors. It is designated to forward traffic between networks based on MAC addresses and thus is

regarded as a layer-2 virtual switch. For more information, see the documentation here. The following figure
depicts the internal networking of Linux Bridge on RHV-H (as tested).

ovirtmgmit

EPGIHLI-ISCE

EPGIHCI-YM-network

ACI-Dynamic VLAN Pool and ACI-Physical VLAN Poal

ACI-Dynarmic VLAN Pocl and ACHPhysical VLAN Pool

— —

—
1

Comnict ) Cvmnes )

band0

Linux Bridge

VLAN Poal: hei-aci-physical
avirtmgmt

RHV-H

VLAN Pool: hoi-ackrhv

HCH-Infra | HCT | HO1-ISCSE

]

VLAN Pool! hil-acl-rhy

HCI-tnfra |HC | HO-VM-netwark

--------

mnade Vi

- -

vm'l wm|

User VMs

The following table outlines the necessary parameters and best practices for configuring and integrating Cisco

ACI with Linux Bridge on RHV hosts.
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Resource

Endpoint groups

Interface policy

VMM Integration

Configuration considerations

¥ Separate EPG for native VLAN

¥ Static binding of interfaces
towards HCI storage and
compute nodes in native VLAN
EPG to be on 802.1P mode

¥ Static binding of vPCs required
on In-band management EPG
and iSCSI EPG before RHV
installation

¥ One vPC policy group per
RHV-H host

¥ One vPC policy group per
NetApp HCI storage node

¥ LLDP enabled, CDP disabled

Do not migrate host management
logical interfaces from ovirtmgmt to
any other logical network

Best Practices

¥ Separate VLAN pool for VMM
domain with dynamic allocation
turned on

¥ Contracts between EPGs to be
well defined. Allow only
required ports for
communication.

¥ Use unique native VLAN for
discovery during Element
cluster formation

¥ For EPGs corresponding to
port-groups being attached to
VMkernel ports, VMM domain
to be attached with (Pre-
Provisioni for Resolution
Immediacy

¥ Recommended to use vPC
towards RHV-H hosts

¥ Use (LACP Activel for the port-
channel policy

¥ Use only (Graceful
Convergencel and (Symmetric
Hashing control bits for port-
channel policy
Use (Layer4 Src-port] load
balancing hashing method for
port-channel policy
Recommended to use vPC with
LACP Active port-channel
policy for interfaces towards
NetApp HCI storage nodes

iISCSI host logical interface to be
migrated to iISCSI logical network
managed by ACI VMM integration

Except for the ovirtmgmt logical network, it is possible to create all other infrastructure logical
@ networks on Cisco APIC and map them to the VMM domain. (ovirtmgmt logical network uses
the static path binding on the In-band management EPG attached with the physical domain.

Next: KVM on RHEL: NetApp HCI with Cisco ACI

KVM on RHEL: NetApp HCI with Cisco ACI

KVM (for Kernel-based Virtual Machine) is an open-source full virtualization solution for
Linux on x86 hardware such as Intel VT or AMD-V. In other words, KVM lets you turn a
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Linux machine into a hypervisor that allows the host to run multiple, isolated VMs.

KVM converts any Linux machine into a type-1 (bare-metal) hypervisor. KVM can be implemented on any
Linux distribution, but implementing KVM on a supported Linux distribution ¥ like Red Hat Enterprise
Linux ¥ expands KVMis capabilities. You can swap resources among guests, share common libraries, and
optimize system performance.

Workflow

The following high-level workflow was used to set up the virtual environment. Each of these steps might involve
several individual tasks.

1. Install and configure Nexus 9000 switches in ACI mode, and install and configure APIC software on a UCS
C-series server. See the Install and Upgrade documentation for detailed steps.

2. Configure and set up the ACI fabric by referring to the documentation.

3. Configure the tenants, application profiles, bridge domains, and EPGs required for NetApp HCI nodes.
NetApp recommends using a one-BD-to-one-EPG framework except for iISCSI. See the documentation
here for more details. The minimum set of EPGs required are in-band management, iSCSI, VM Motion,
VM-data network, and native.

4. Create the VLAN pool, physical domain, and AEP based on the requirements. Create the switch and
interface profiles and policies for vPCs and individual ports. Then attach the physical domain and configure
the static paths to the EPGs. See the configuration guide for more details. Also see this table <link> for
best practices for integrating ACI with Open vSwitch on the RHELDKVM hypervisor.

@ Use a vPC policy group for interfaces connecting to NetApp HCI storage and compute
nodes.

5. Create and assign contracts for tightly-controlled access between workloads. For more details on
configuring the contracts, see the guide here.

6. Install and configure a NetApp HCI Element cluster. Do not use NDE for this installation; rather, install a
standalone Element cluster on HCI storage nodes. Then configure the required volumes for the installation
of RHEL. Install RHEL, KVM, and Open vSwitch on the NetApp HCI compute nodes. Configure storage
pools on the hypervisor using Element volumes for a shared storage service for hosts and VMs. For more
details on installation and configuration of KVM on RHEL, see the Red Hat documentation. See the OVS
documentation for details on configuring Open vSwitch.

7. RHEL KVM hypervisorls Open vSwitch cannot be VMM integrated with Cisco ACI. Physical domain and
static paths must be configured on all required EPGs to allow the required VLANSs on the interfaces
connecting the ACI leaf switches and RHEL hosts. Also configure the corresponding OVS bridges on
RHEL hosts and configure VMs to use those bridges. The networking functionality for the RHEL KVM hosts
in this solution is achieved using Open vSwitch virtual switch.

Open vSwitch

Open vSwitch is an open-source, enterprise-grade virtual switch platform. It uses virtual network bridges and
flow rules to forward packets between hosts. Programming flow rules work differently in OVS than in the
standard Linux Bridge. The OVS plugin does not use VLANS to tag traffic. Instead, it programs flow rules on
the virtual switches that dictate how traffic should be manipulated before forwarded to the exit interface. Flow
rules determine how inbound and outbound traffic should be treated. The following figure depicts the internal
networking of Open vSwitch on an RHEL-based KVM host.
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The following table outlines the necessary parameters and best practices for configuring Cisco ACI and Open
vSwitch on RHEL based KVM hosts.

Resource Configuration Considerations Best Practices

Endpoint groups ¥ Separate EPG for native VLAN ¥ Separate VLAN pool for
physical domain with static

¥ Static binding of interfaces )
allocation turned on

towards HCI storage and
compute nodes in native VLAN ¥ Contracts between EPGs to be
EPG to be on 802.1P mode well defined. Allow only
required ports for

¥ Static binding of vPCs required s
communication.

on in-band management EPG

and iISCSI EPG before KVM ¥ Use unique native VLAN for

installation discovery during Element
cluster formation
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Resource Configuration Considerations

Interface Policy - One vPC policy group per RHEL
host
- One vPC policy group per NetApp
HCI storage node
- LLDP enabled, CDP disabled

Next: ONTAP on AFF: NetApp HCI and Cisco ACI

Best Practices

¥ NetApp recommends using
vPC towards RHV-H hosts

¥ Use LACP Active for the port-
channel policy

¥ Use only Graceful
Convergence and Symmetric
Hashing control bits for port-
channel policy

¥ Use Layer4 Src-Port load-
balancing hashing method for
port-channel policy

¥ NetApp recommends using
vPC with LACP Active port-
channel policy for interfaces
towards NetApp HCI storage
nodes

ONTAP on AFF: NetApp HCI and Cisco ACI

NetApp AFF is a robust storage platform that provides low-latency performance,
integrated data protection, multiprotocol support, and nondisruptive operations. Powered
by NetApp ONTAP data management software, NetApp AFF ensures nondisruptive
operations, from maintenance to upgrades to complete replacement of your storage

system.

NetApp ONTAP is a powerful storage operating system with capabilities like inline compression, nondisruptive
hardware upgrades, and cross-storage import. A NetApp ONTAP cluster provides a unified storage system
with simultaneous data access and management of Network File System (NFS), Common Internet File System
(CIFS), iISCSI, Fibre Channel (FC), Fibre Channel over Ethernet (FCoE), and NVMe/FC protocols. ONTAP
provides robust data protection capabilities, such as NetApp MetroCluster, SnapLock, Snapshot copies,
SnapVault, SnapMirror, SyncMirror technologies and more. For more information, see the ONTAP

documentation.

To extend the capabilities of storage to file services and add many more data protection abilities, ONTAP can

be used in conjunction with NetApp HCI. If NetApp ONTAP already exists in your environment, you can easily

integrate it with NetApp HCI and Cisco ACI.

Workflow

The following high-level workflow was used to set up the environment. Each of these steps might involve

several individual tasks.

1. Create a separate bridge domain and EPG on ACI for NFS and/or other protocols with the corresponding

subnets. You can use the same HCl-related iSCSI EPGs.

2. Make sure you have proper contracts in place to allow inter-EPG communication for only the required
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ports.

3. Configure the interface policy group and selector for interfaces towards AFF controllers. Create a vPC
policy group with the LACP Active mode for port-channel policy.

PC/VPC Interface Policy Group - Storage-AFF-01

Properties
MName: Storage-AFF-01

Description: |optional

Link Aggregation Type: | Port Channel VYPC

Link Level Paolicy: | 100G -Auto |./ @
COP Policy: |C" £-Enabled |v @
MCP Palicy: |:-JI':‘"rf_:i_‘,E a valuea |\,.
CoPP Policy: |select a valus |x-
LLDP Policy: |_L[‘.-F-'-Er1c1t_1lﬂd |v. @
STP Interface Policy: |5eh;'1:‘-. & valus |v
Egress Data Plane Policing Policy: |select 8 value |\,
Ingress Data Plane Policing Policy: |:~e'au 3 valua |\,
Priarity Flow Control Policy: |::r:-ir::;i a valus |-x
Fibre Channel Interface Policy: |select a valus |v
Slow Drain Policy: |:-JI':‘"rf_:i_‘,E a valuea |\,.
Port Channel Policy: |_.ﬂ-.CF’--’—‘-.L;t|-.rE |x- @

4. Attach both a physical and VMM domain to the EPGs created. Attach the vPC policy as static paths and, in
the case of theCisco AVE virtual switch, use Native switching mode when you attach the VMM domain.

VMM Domain o | [Immediste |, | formed a.g.. vian-1 |:| natve w

5. Install and configure an ONTAP cluster on the AFF controllers. Then create and configure NFS and/or
iISCSI volumes/LUNs. See the AFF and ONTAP documentation for more information.

6. Create a VMkernel adapter (in the case of VMware ESXi) or a logical interface (in the case of RHV-H and
RHEL-KVM hosts) attaching the NFS (or other protocols) port group or logical network.

7. Create additional datastores, storage domains, or storage pools on hypervisors (VMware, RHV, or KVM)
using AFF storage.
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Next: ONTAP Select with VMware vSphere: NetApp HCI and Cisco ACI

ONTAP Select with VMware vSphere: NetApp HCI and Cisco
ACI

NetApp ONTAP Select is the NetApp solution for software-defined storage (SDS),
bringing enterprise-class storage management features to the software-defined data
center. ONTAP Select extends ONTAP functionality to extreme edge use cases including
loT and tactical servers as a software-defined storage appliance that acts as a full
storage system. It can run as a simple VM on top of a virtual environment to provide a
flexible and scalable storage solution.

Running ONTAP as software on top of another software application allows you to leverage much of the
qualification work done by the hypervisor. This capability is critical for helping us to rapidly expand our list of
supported platforms. Also, positioning ONTAP as a virtual machine (VM) allows customers to plug into existing
management and orchestration frameworks, which allows rapid provisioning and end-to-end automation from
deployment to sunsetting. The following figure provides an overview of a four-node ONTAP Select instance.

Deploying ONTAP Select in the environment to use the storage offered by NetApp HCI extends the capabilities
of NetApp Element.

Workflow

The following workflow was used to set up the environment. In this solution, we deployed a two-node ONTAP
Select cluster. Each of these steps might involve several individual tasks.

1. Create an L2 BD and EPG for the OTS cluster(s internal communication and attach the VMM domain to the
EPG in the Native switching mode (in case of a Cisco AVE virtual switch) with Pre-Provision Resolution
Immediacy.
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EPG - HCIl-Select-Internal

x
e

Fropertias

Contract Exception Tag;

oS class:
Custom QoS;

Data-Plane Policer:

Intra EPG |solation:

Preferred Group Member

Flood on Encapsulation:;
Conhguration Status:
Configuration Issues:
Label Match Criteria:
Bridge Domain:

Resolved Bridge Domain:
Monitoring Policy:

FHS Trust Control Policy

Unsuecfﬁe&

[x]
sglect a value A7
splect a value L)

Disabled Enabled
applied
| AtleastOne [\

SELECT-internal

HCI-Infra/SELECT -Interma

select a value

| select a value |v

2. Verify that you have a VMware vSphere license.

3. Create a datastore that hosts OTS.

4. Deploy and configure ONTAP Select according to the ONTAP Select documentation.

26


https://docs.netapp.com/us-en/ontap-select/

@ Cluster Details

Name hci-aci-ontap-zelect Cluster Size 2 node cluster (1 HA Pairg)
OMNTAP Image Version 2.7 Licensing evaluation
IPv4 Address 172.22.3.81 Cluster MTU 2000
MNetmask 255.255.255.0 Domain Names cie.netapp.com
Gateway 172.22.8.1 Server |P Addresses 10.61.184.251,

10.61.154,252
Mediator Status HA Active

NTP Server 10.51.134.48
Last Refresh -

 Node Details

> HAPairl

Node1 hci-aci-ontap-zelect... — 278 Host1 172.22.8.61 — (Small (4 CPU, 16 GB Memary))

+
Mode2 hci-aci-ontap-select... — 278 + Host2 172.22.9.60 — (Small (4 CPU, 16 GB Memory))

5. Create additional datastores using ONTAP Select to make use of additional capabilities.

Next: StorageGRID with VMware vSphere: NetApp HCI and Cisco ACI

StorageGRID with VMware vSphere: NetApp HCI and Cisco
ACI

StorageGRID is a robust software-defined, object-based storage platform that stores and
manages unstructured data with a tiered approach along with intelligent policy-driven
management. It allows you to manage data while optimizing durability, protection, and
performance. StorageGRID can also be deployed as hardware or as an appliance on top
of a virtual environment that decouples storage management software from the
underlying hardware. StorageGRID opens a new realm of supported storage platforms,
increasing flexibility and scalability. StorageGRID platform services are also the
foundation for realizing the promise of the hybrid cloud, letting you tier and replicate data
to public or other S3-compatible clouds. See the StorageGRID documentation for more
details. The following figure provides an overview of StorageGRID nodes.

27


https://docs.netapp.com/sgws-113/index.jsp

Grid Network

-
w |
> o &
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Workflow

The following workflow was used to set up the environment. Each of these steps might involve several
individual tasks.

1. Create an L2 BD and EPG for the grid network used for internal communication between the nodes in the
StorageGRID system. However, if your network design for StorageGRID consists of multiple grid networks,
then create an L3 BD instead of an L2 BD. Attach the VMM domain to the EPG with the Native switching
mode (in the case of a Cisco AVE virtual switch) and with Pre-Provision Resolution Immediacy. The
corresponding port group is used for the grid network on StorageGRID nodes.
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EPG - GridNetwork

Froperties

QoS class:

Custom QoS:

Data-Plane Policer:

Intra EPG Isolation:

Unspecified
select a value "
salect a value o
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Flood on Encapsulation:

Configuration Status:
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EPG Contract Mastar;
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appiied

AtleastOne
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e

HCI-Infra/GridMNetwork-BD
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select a value o

2. Create a datastore to host the StorageGRID nodes.

3. Deploy and configure StorageGRID. For more details on installation and configuration, see the
StorageGRID documentation. If the environment already has ONTAP or ONTAP Select, then you can use
the NetApp Fabric Pool feature. Fabric Pool is an automated storage tiering feature in which active data
resides on local high-performance solid-state drives (SSDs) and inactive data is tiered to low-cost object
storage. It was first made available in NetApp ONTAP 9.2. For more information on Fabric Pool, see the

documentation here.

Next: Validation Results
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