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TR-4964: Oracle Database backup, restore and
clone with SnapCenter Services - AWS

This solution provides overview and details for Oracle database backup, restore, clone
using NetApp SnapCenter SaaS using BlueXP console in Azure cloud.

Allen Cao, Niyaz Mohamed, NetApp

Purpose

SnapCenter Services is the Saa$S version of the classic SnapCenter database management Ul tool that is
available through the NetApp BlueXP cloud management console. It is an integral part of the NetApp cloud-
backup, data-protection offering for databases such as Oracle and HANA running on NetApp cloud storage.
This SaaS-based service simplifies traditional SnapCenter standalone server deployment that generally
requires a Windows server operating in a Windows domain environment.

In this documentation, we demonstrate how you can set up SnapCenter Services to backup, restore, and clone
Oracle databases deployed to Amazon FSx ONTAP storage and EC2 compute instances. Although it is much
easier to set up and use, SnapCenter Services deliver key functionalities that are available in the legacy
SnapCenter Ul tool.

This solution addresses the following use cases:

» Database backup with snapshots for Oracle databases hosted in Amazon FSx ONTAP
* Oracle database recovery in the case of a failure

» Fast and storage-efficient cloning of primary databases for a dev/test environment or other use cases

Audience
This solution is intended for the following audiences:

» The DBA who manages Oracle databases running on Amazon FSx ONTAP storage

* The solution architect who is interested in testing Oracle database backup, restore, and clone in the public
AWS cloud

* The storage administrator who supports and manages the Amazon FSx ONTAP storage

» The application owner who owns applications that are deployed to Amazon FSx ONTAP storage

Solution test and validation environment

The testing and validation of this solution was performed in an AWS FSx and EC2 environment that might not
match the final deployment environment. For more information, see the section Key factors for deployment
consideration.

Architecture
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This image provides a detailed picture of BlueXP backup and recovery for applications within the BlueXP

console, including the Ul, the connector, and the resources it manages.

Hardware and software components

Hardware

FSx ONTAP storage Current version offered by AWS

EC2 instance for compute t2.xlarge/4vCPU/16G

Software

RedHat Linux RHEL-8.6.0_HVM-20220503-

x86_64-2-Hourly2-GP2

Oracle Grid Infrastructure Version 19.18

Oracle Database Version 19.18

Oracle OPatch

Version 12.2.0.1.36

SnapCenter Service Version

One FSx HA cluster in the same
VPC and availability zone

Two EC2 T2 xlarge EC2 instances,
one as primary DB server and the
other as clone DB server

Deployed RedHat subscription for
testing

Applied RU patch
p34762026_190000_Linux-x86-
64.zip

Applied RU patch
p34765931_190000_Linux-x86-
64.zip

Latest patch
p6880880_190000_Linux-x86-
64.zip

v2.3.1.2324



Key factors for deployment consideration

» Connector to be deployed in the same VPC as database and FSx. When possible, the connector
should be deployed in the same AWS VPC, which enables connectivity to the FSx storage and the EC2
compute instance.

* An AWS IAM policy created for SnapCenter connector. The policy in JSON format is available in the
detailed SnapCenter service documentation. When you launch connector deployment with the BlueXP
console, you are also prompted to set up the prerequisites with details of required permission in JSON
format. The policy should be assigned to the AWS user account that owns the connector.

* The AWS account access key and the SSH key pair created in the AWS account. The SSH key pair is
assigned to the ec2-user for logging into the connector host and then deploying a database plug-in to the
EC2 DB server host. The access key grants permission for provisioning the required connector with IAM
policy above.

» A credential added to the BlueXP console setting. To add Amazon FSx ONTAP to the BlueXP working
environment, a credential that grants BlueXP permissions to access Amazon FSx ONTAP is set up in the
BlueXP console setting.

 java-11-openjdk installed on the EC2 database instance host. SnapCenter service installation requires
java version 11. It needs to be installed on application host before plugin deployment attempt.

Solution deployment

There is extensive NetApp documentation with a broader scope to help you protect your cloud-native
application data. The goal of this documentation is to provide step-by-step procedures that cover SnapCenter
Service deployment with the BlueXP console to protect your Oracle database deployed to Amazon FSx
ONTAP and an EC2 compute instance. This document fills in certain details that might be missing from more
general instructions.

To get started, complete the following steps:

* Read the general instructions Protect your cloud native applications data and the sections related to Oracle
and Amazon FSx ONTAP.

» Watch the following video walkthrough.

Solution Deployment

Prerequisites for SnapCenter service deployment


https://docs.netapp.com/us-en/bluexp-backup-recovery/
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=4b0fd212-7641-46b8-9e55-b01200f9383a

Deployment requires the following prerequisites.

1. A primary Oracle database server on an EC2 instance with an Oracle database fully deployed and
running.

2. An Amazon FSx ONTAP cluster deployed in AWS that is hosting the database volumes above.

3. An optional database server on an EC2 instance that can be used for testing the cloning of an Oracle
database to an alternate host for the purpose of supporting a dev/test workload or any use cases that
requires a full data set of a production Oracle database.

4. If you need help to meet the above prerequisites for Oracle database deployment on Amazon FSx
ONTAP and EC2 compute instance, see Oracle Database Deployment and Protection in AWS

FSx/EC2 with iISCSI/ASM or white paper Oracle Database Deployment on EC2 and FSx Best
Practices

Onboarding to BlueXP preparation


https://docs.netapp.com/us-en/netapp-solutions-databases/oracle/aws-ora-fsx-ec2-iscsi-asm.html
https://docs.netapp.com/us-en/netapp-solutions-databases/oracle/aws-ora-fsx-ec2-iscsi-asm.html
https://docs.netapp.com/us-en/netapp-solutions-databases/oracle/aws-ora-fsx-ec2-deploy-intro.html
https://docs.netapp.com/us-en/netapp-solutions-databases/oracle/aws-ora-fsx-ec2-deploy-intro.html

1. Use the link NetApp BlueXP to sign up for BlueXP console access.

2. Login to your AWS account to create an IAM policy with proper permissions and assign the policy to
the AWS account that will be used for BlueXP connector deployment.

aws i services | Q ct [Alt+S] | LA @  Globaly

@ Resource Groups & Tag Editor

Identity and Access Policies > snapcenter
Management (I1AM 4
Rement (AN Summary
Dashboard Policy ARN arm:aws:iam::541696183547:policy/snapcenter €
« Access management Description Policy to grant snapcenter service permission to create connector in AWS.
User groups —_—
Permissions Policy usage Tags Policy versions Access Advisor
Users
Roles Policy summary | ) JSON | Edit policy
Policies n

Identity providers

Account settings

« Access reporls
Access analyzer
Archive rules
Analyzers

Settings

Credential report
Qrganization activity

Service control policies (SCPs)

The policy should be configured with a JSON string that is available in NetApp documentation. The
JSON string can also be retrieved from the page when connector provisioning is launched and you
are prompted for the prerequisites permissions assignment.

3. You also need the AWS VPC, subnet, security group, an AWS user account access key and secrets,
an SSH key for ec2-user, and so on ready for connector provisioning.

Deploy a connector for SnapCenter services


https://console.bluexp.netapp.com/

1. Login to the BlueXP console. For a shared account, it is a best practice to create an individual
workspace by clicking Account > Manage Account > Workspace to add a new workspace.

Manage Account: Automation-team Overview Members

Workspaces

BlueXP Connector X

Manage the BlueXP connector Workspaces

+ Add New Workspace

Database we
Database-2 we
sufians-kg we
Workspace-1 w2

2. Click Add a Connector to launch the connector provisioning workflow.

Workspace
new-workspace

M NetApp Cloud Manager Account ~

Automation-team

Connector
N/A

4 @ Backup & Restore Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
e
=]
Backup & Restore .
@ E\.‘ H?J’H '1225'
Fully integrated data protection for ONTAP anywhere
@ Cloud Backup dramatically reduces the complexity of backing up critical structured =
R and unstrucutred data across your ONTAP hybrid cloud environments to cost-
= effective object storage. All you need to do is select the source, the target and the
® protection policy and you're protected s
17178 @' mnT
® To start your Backup & Restore experience, please deploy our connector
-~ Add a Connector
]
[
¢
-
"] Simple & intuitive Hybrid Multicloud Unmatched Efficiency
No backup or cloud expertise required. Simply click Backup from On-premises or Cloud Volumes
=

the button above and follow the instructions ONTAP to AWS, Azure, GCP or StorageGRID

Combines incremental, block-level operatio
storage efficiencies to reduce time and ¢



1. Choose your cloud provider (in this case, Amazon Web Services).

Add Connector

Provider
Choose the cloud provider where you want to run the Connector:
[ 1 aws :
L —
Microsoft Azure Amazon Web Services Google Cloud Platform

1. Skip the Permission, Authentication, and Networking steps if you already have them set up in your
AWS account. If not, you must configure these before proceeding. From here, you could also retrieve
the permissions for the AWS policy that is referenced in the previous section "Onboarding to BlueXP

preparation.”



Add Connector - AWS

Deploying a Connector

The Connector is a crucial component for the day-to-day use of Cloud Manager.
It's used to connect Cloud Manager's services to your hybrid-cloud environments.

The Connector can then manage the resources and processes within your public cloud environment.

Before you begin the deployment process, ensure that you have completed the required preparations. This guide

will enable you to focus on the minimum requirements for Connector installation.

Permissions Authentication Networking

Set up an 1AM role with the Choose between two AWS Obtain details about the VPC and

required permissions authentication methods: AWS keys subnet in which the Connector will
or assuming an IAM role reside

Skip to Deployment

Previous Continue

1. Enter your AWS account authentication with Access Key and Secret Key.

Add Connector - AWS

o AWS Credentials @ Details @ Network @ Security Group @ Review

AWS Authentication

Region

us-east-1| US East (N. Virginia)

Select the Authentication Method: O Assume Role @ AWS Keys

AWS Access Key AWS Secret Key

AKIAB|RXABZVGVFSHMO3 .n.u..".u...n.....u..u.u...n..-{

Want to launch an instance without AWS Credentials? ~

next

More Information



2. Name the connector instance and select Create Role under Details.

Add Connector - AWS More Information x

@ AWS Credentials e Details @ Network @ Security Group @ Review

Details

Connector Instance Name
Connector Role

SnapCentersvs
@ Create Role O Select an existing Role

Role Name

@ Add Tags to Connector Instance Cloud-Manager-Operator-VZzS5P9-SnapCenter

AWS Managed Encryption

Next .

1. Configure networking with the proper VPC, Subnet, and SSH Key Pair for connector access.



10

Add BlueXP Connector - AWS

More Information

@ AWS Credentials @ Details o Network @ Security Group @ Review

Network

Connectivity

VPC

wpc-0b522d5e982a50ceb - 172.30.15.0/25

Subnet

172.30.15.0/25 | priv-subnet-01

Key Pair (i ]

sufi_new

Public IP
Use subnet settings (Disable)

Motice: Ensure that the subnet has internet connectivity
through a NAT device or proxy server so that the Connector
can communicate with AWS services.

Previous

2. Set the Security Group for the connector.

Add BlueXP Connector - AWS

Assign a security group: O Create a new securnity group.

1 Security Group

Security Group Name

@ default

Previous

Proxy Configuration (Optienal)

HTTP Proxy

Define Credentials for this Proxy ~

Upload a root certificate ~

More Information

@ AWS Credentials @ Details @ Netwaork o Security Group @ Review

Security Group

The security group must allow inbound HTTP, HTTPS and SS5H access.

(®) Select an existing security group

default VPC security group

X




3. Review the summary page and click Add to start connector creation. It generally takes about 10 mins

to complete deployment. Once completed, the connector instance appears in the AWS EC2

dashboard.

Add BlueXP Connector - AWS

@ AWS Credentials

AWS Access Key
Region

VPC

Subnet

Key Pair

Public IP

Proxy

Security Group

@ Details @ Network @ Security Group e Review

Review

Code for Terraform Automation

BlueXP Connector Name  aws-snapctr-us-east

AKIAX4H43ZT561WWR3TI

us-east-1

vpc-0b522d5e982a50ceb - 172.30.15.0/25
172.30.15.0/25 | priv-subnet-01

sufi_new

Use subnet settings (Disable)

None

default

Previous “

Define a credential in BlueXP for AWS resources access

More Information

X

11



1. First, from AWS EC2 console, create a role in Identity and Access Management (IAM) menu Roles,
Create role to start role creation workflow.

identity and Access ® AN Y ke
Management (IAM)

e TR - |
Q
o £ y @
. o T aak
8}
- e
]~ ]
<] "

2. In Select trusted entity page, choose AWS account, Another AWS account, and paste in the
BlueXP account ID, which can be retrieved from BlueXP console.

IAM > Roles > Create role

Select trusted entity e

Select trusted entity

Trusted entity type

AWS service O AWs account Web identity

SAML 2.0 federation Custom trust policy

An AWS account

Allow entities in other AWS accounts belonging to you or a 3rd party to perform actior

This account (541696183547)
© Another AWS account
Account D
\dentifer of the accoun

952013314444
ount ID 15 3 12-digit number.

Options

Require external ID (Best practice when a third party will assume this role)
Require MFA

3. Filter permission policies by fsx and add Permissions policies to the role.



IAM > Roles > Create role

Select trusted entity

Add permissions e

permissions

o Create policy (7
b 4 matches ¢oa 0y ®
‘s X | Clearfilters
= Policy name (7 =  Type v | Description
W AmazonFSxReadOnlyAccess AWS ma. Provides read only access to Amazon FSx.
W AmazonFSxFullAccess AWS ma. Provides full access to Amazon FSx and aceess to related AWS services
Wil AmazonFsxConsoleReadOnlyAccess AWS ma. Provides read only access to Amazon FSx and access to related AWS services via the AWS Management Console.
Wil AmazonFsxConsoleFullAccess AWS ma Provides full access to Amazon FSx and access to related AWS services via the AWS Management Console

b Set permissions boundary - optional into
Seta 1o controt this role can have. This is not a commen setting, but you can use it to delegate permission management to others.

cancel Previous m
4. In Role details page, name the role, add a description, then click Create role.

IAM > Roles > Createrole

Name, review, and create

Select trusted entity

tep Role details
Add permissions
Role name

Name, review, and create

fexn_bluexp

Step 1: Select trusted entities Edit

1-f
2

5
e

L
10 “Condition": {}
11 }

15§

5. Back to BlueXP console, click on setting icon on top right corner of the console to open Account
credentials page, click Add credentials to start credential configuration workflow.

—— Account [rr—
NetApp Bluexp Automation- Databas
& {:c} Credentials Account credentials  User credentials
v
BlueXP and the Connector use account-level credentials to deploy
v nd manage rsoUrces it your closd environment
5 Credentials Add credentials
LA
aws  Shantanucreds
] = Type: Assume Role | BlueXP
-
o4 210811600188 nkarthik_kafka_nfs_role_FSxN
AWS Account ID Assume Role

6. Choose credential location as - Amazon Web Services - BlueXP.

13
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Account

FINetApp  Bluexp

& @ Add Credentials X

Choose Credentials Location

v
]
u as @
o Microsoft Azure Amazon Web Services
® - -
Choose how to associate the credentials
L
=
«©J
Connector BlueXP

T (=)

7. Define AWS credentials with proper Role ARN, which can be retrieved from AWS IAM role created in
step one above. BlueXP account ID, which is used for creating AWS IAM role in step one.

Account

I NetApp  BluexpP

& &  Add Credentials © credentizlstype @) Define Credentials  (3) Review X

Define Amazon Web Services Credentials

. Learn more about AWS authentication methods
(]
When creating the 1AM role. select Another AWS account and enter the account ID for
BlueXP: 952013314444
(]
-2 Credentials Name © Role ARN (1]
foun_bluexp || amawsiamisatess1s3sazioler... |
External ID Optional @

| have verified that the |AM policy associated with this IAM role adheres to the
BlueXP 1AM palicy raquirements,

“ Q

8. Review and Add.



Automation-te.. Database-2 acao-aws-conn...

M NetApp  BlueXP 7 Account v Workspace Connector ‘ QZ) 5 @ 0

& # Add Credentials @ credentials Type @ Define Credentials @ ien X
°
Review
v
Credentials Type AWS
o ype
® Credentials Name fsxn_bluexp

Credential Storage Cloud Manager

Role ARN amn:aws:iam:541696183547:role/fsxn_bluexp

“ O

SnapCenter services setup

15
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With the connector deployed and the credential added, SnapCenter services can now be set up with the
following procedure:

1. From My Working Environment click Add working Environment to discover FSx deployed in AWS.

M NetApp BlueXP /’u , Account v Workspace v connec(qrr ~ T - )

Autornation- team Datobase-2 aws-snapctr-us-...

& © canvas My Working Environments My Opportunities FH] Go to Tabular View
” 2
+ Add Working Environment Q Enable Services @ Working Environments
L]
o
®

Amazon 53

3
Buckets aws

1. Choose Amazon Web Services as the location.

S Account ~ Workspace ~ ‘Connector ~
FINetApp  BlueXP e Database 3 e L 3 0 0
& Add Working Environment Choose a Location X
©
L J
== aws ) =
[~
Microsoft Azure ‘Amazon Web Services Google Cloud Platform On-Premises
®

1. Click Discover Existing next to Amazon FSx ONTAP.



M NetApp  BluexpP

Account ~ Workspace Connector ™~ 2
Automation-team Database-2 aws-snapctr-us-. 2

(_Q Buexpsearch )

& @ 0

Add Working Environment Choose a Lacation
ws @ a =
Microsoft Azure Amazon Web Services Google Cloud Platform On-Premises
Select Type
Cloud Volumes ONTAP
Cloud Volumes ONTAP HA
High Avalability

Amazon FSx for ONTAP
High Availability

. Select the Credentials Name that you have created in previous section to grant BlueXP with the
permissions that it needs to manage FSx ONTAP. If you have not added credentials, you can add it

from the Settings menu at the top right corner of the BlueXP console.

e Account o Workspace ™ Connector
FINetApp  Bluexp G Automation-team Database-2 aws-snapctr-is- L &
& Add an Existing FSx for ONTAP FSx for ONTAP Authentication
L
™ Select the credentials that provides BlueXP with the permissions that it

needs to manage FSx for ONTAP,

Credentials Name

® DemoFSkNCMCredentials

To add a new set of credential. go to the Credentials Page

2. Choose the AWS region where Amazon FSx ONTAP is deployed, select the FSx cluster that is

hosting the Oracle database and click Add.

&+ @ O

17



Add an Existing FSx for ONTAP

Select FSx for ONTAP

X
0
% Choose an AWS region and then select the working environment that you want to add
Region
>
us-east-1| US East (. Virginia)
]
7 FSx for ONTAP instance Q
L4
File Systam ID Subnet 1D Management Address Deployment modal
O fxot i e A ROt Single Availability Zone @
i 02ad7bf3476b741df 0b52205e9823... 04151e7073ffS... 02ad7bf3476b741df foxus-east.. g %

fiins “

1. The discovered Amazon FSx ONTAP instance now appears in the working environment.

I NetApp BluexP

Account v Workspace ¥

Automation-team Database-2

& ® canvas My Working Environments My Opportunities FH Go to Tabular View

+ Add Working Envirenment

? ‘Working Environments
£ Enable Services @ 9
L ]

@ 1 Fsxfor ONTAP (High-Availability)
@ 250Gig Provisioned Capacity

fax 01
FSx for ONTAP Amazon 53
250 G 5
Volumes | Capacty  aws, Bucksis aws

1. You can log into the FSx cluster with your fsxadmin account credentials.



NI NetApp  BlueXP (Q swowsear ) AT

Automation-team

& @ fsx_01 Overview  Volumes e @

L]
. f.‘:)'
: O
®
One last step and you are ready to start

Provide GNTAP Cluster Password

ONTAP Cluster Password

1. After you log into Amazon FSx ONTAP, review your database storage information (such as database
volumes).

M NetApp  BlueXP (Qoewseran ) Aoent

Automatior-team

& fsx_01 Overview  Volumes @ @

v Volumes summary 3 250 cis 26.03 Gis 0 ais

Volumes Provisioned Capacity $SD Used Capacity Pool Used
(]
L Q B Add Volume
3 Volumes =
<
g ora_01_data ™ ONLINE Manage Volume % ora_01_logs ™ ONLINE Manage Volume
INFO CAPACITY INFO CAPACITY
Disk Type ssD Provisioned 100 GiB Disk Type ssD Provisioned 100 GiB
SVM Name svm_ora 55D Used 579.Gi§ SVM Name svm_ora SSD Used 114 Gig
Tiering Policy Snapshot Only Capacity Pool 0Gis Tiering Policy Snapshot Only Capacity Pool 0GB
Used Used
INFO CAPACITY
Disk Type sSD Provisioned 50 GiB
SVM Name svm_ora 55D Used 191 Gi§

Tiering Policy Snapshot Only Capacity Pool 0GiB
Used

1. From the left-hand sidebar of the console, hover your mouse over the protection icon, and then click
Protection > Applications to open the Applications launch page. Click Discover Applications.

19



20

BEEVEY Vi * At sty

o
v Cloud Backup for Applications
L
Integrated Data Protection for ONTAP primary
L]
- 4

)
&)

®

Sanve time & resources Protect data in minutes

Streamiined dots managament

Account ~

Automation-team

Select Application Source Type

Select the application source type that you want to manage.

-
©
L J
Lo —
]
® Hybrid
Applications hosted within your
- organization's infrastructure.

1. Choose Oracle for the application type.

Cloud Native

Applications that are hosted and run in
the cloud using AWS, Azure, GCP, etc.,

aws-snapetr-us-.




P NetApp BlueXP

Account ~ Workspace
Automation-team Database-2

( Q Bluexpsearch )

Discover Applications

Select Application Type

ORACLE EITFANA )

Oracle SAP HANA

. Fill in the AWS EC2 Oracle application host details. Choose Using SSH as Host Installation Type for

one step plugin installation and database discovery. Then, click on Add SSH Private Key.

I NetApp  BlueXP

( Q pluexe search )

& @) Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubernetes Job Monitoring
L]
Add Host
.
Provide the following detals to add host and discover applications

>

Host Installation Type O Manual @ ® UsingssH @
®
i

Host FQDN or IP Connector @

‘ 172.30.15.58 ‘ ‘ aws-snapctr-us-east v

Username(sudo) @

‘ ec2-user ‘ (3) Add S5H Private Key Optional @
SSH Port Plug-in Port
‘ 22 ‘ ‘ 8145

Next

2. Paste in your ec2-user SSH key for the database EC2 host and click on Validate to proceed.

21
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FINetApp  Bluexp

b Add SSH Private Key

Validate SSH connectivity to host

SSH Private Key

[ ENDRSAPRWATEKEY— |
Validate

3. You will be prompted for Validating fingerprint to proceed.

M NetApp BlueXP

& (@) Backup and recovery Volumes  Restore  Applications  Virtual Machines  Kubernetes  Job Monitoring

Validating fingerprint

Algorithm

Fingerprint NoYTitbmizdl

By proceeding further, | confirm that the above fingerprint for host is valid.

Procced Cancel

4. Click on Next to install an Oracle database plugin and discover the Oracle databases on the EC2
host. Discovered databases are added to Applications. The database Protection Status shows as
Unprotected when initially discovered.



I NetApp BlueXP (Q sluexe search )

& @) Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubernetes  Job Monitoring
o
v
‘ Cloud Native - ‘ ‘ Oracle . 4 ‘
>
° Application Protection
(0@ 0o
e Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By (6@l  Manage Databases | ¥ Settings i

Name ~ | HostName 2 | Policy Name | Protection status Sl

db1 172.30.15.58 1 Unprotected

1-10f1 | << <-> =

This completes the initial setup of SnapCenter services for Oracle. The next three sections of this
document describe Oracle database backup, restore, and clone operations.

Oracle database backup

23
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1. Click the three dots next to the database Protection Status, and then click Polices to view the
default preloaded database protection policies that can be applied to protect your Oracle databases.

s Account S ‘Workspace A Connector M
FINetApp  Blucx ( ) i | vt e L -
& @ Backup and recovery Volumes Restore  Applications  Virtual Machines  Kubernetes Job Monitoring
©
L]
= o I e -]
«
® Application Protection
00 (0]m)
i 1 ooy 1 90 N @o 1
e Hosts ORACLE Clone protected Unprotected
1 patabases
Filter By Q Manage Databases | ¥ Settings v
Policies
Name ~ | Host Name 5 | Policy Name | Pprotection Status
About
b1 172.30.15.58 ) Unprotected
Hosts

1. You can also create your own policy with a customized backup frequency and backup data-retention
window.

l NetApp  BluexP ( BlueXP Search w i - Comedtor = L & @ 0

Automation-team aws-snapctr-us-

& @ Backup and recovery Volumes Restore  Applications  Virtual Machines Kubemetes  Job Monitoring
©
Applications > Policies
L/
L] ‘ Cloud Native W ‘ ‘ Oracle W ‘
® 4 policies (3} Create Policy
o o it
'. Policy Name ~ | Backup Type 2 | Schedulesand Retention |

Dally: Repeats Every 1 Day, Keeps 14 copies
©radle Full Backup for Bronze FullBackup Weekly: Repeats Every Fri, Keeps 4 copies er
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov

Hourly: Repeats Every 6 Hrs, Keeps 16 copies
Daily: Repeats Every 1 Day, Keeps 30 copies
Oracle Full Backup for Gold FuliBackup B e T 1Pay. Recr Bl aee
WeeKly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, OCt, Noy

Hourly: Repeats Evary 12 Hrs, Keeps 6 coples
Daily: Repeats Every 1 Day, Keeps 14 copies
Oracle Full Backup for Silver FuliBackup vz Rep ¥ Dayikeen: 7 S35
Weekly: Repeats Every Fri, Keeps 4 coples

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul. Aug, Sep, OCt, Nov

my_full_bkup FullBackup Hourly: Repeats Every 1 Hr, Keeps 3 Days s

1. When you are happy with the policy configuration, you can then assign your policy of choice to protect
the database.



MINCtApp  Bluexp ( 7‘ Account ~ Workspace v Connector F - )

Automation-team Database-2 aws-snapctr-us-.
& @ Backup and recovery Valumes Restore Applications Virtual Machines Kubernetes  Job Monitoring
©
L/

[ oiiie - [ e -]
[~
® Application Protection

(5]w] (8]w)

5 1 00 1 0o 0 Qo 01
“ Hosts ORACLE Clone

Protected Unprotected

1 Databases

Name ~

Host Name 2 | PolicyName | Protection Status S

db1 172.30.15.58 ) Unprotected oee

View Details

1. Choose the policy to assign to the database.

()

[ " Account 2 Workspace » ‘Connector
FINetApp  BluexP ot geld ) Automation-team Database-2 aws-snapctr-
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubemetes Job Monitoring
o

Applications > Assign Policy
. s s
Assign Policy

@ Assign a policy to start taking backups of the database "db1"
] 4 policies
L Backup Type Schedules

Daily: Repeats Every 1 Day, Keeps 14 copies
Oracle Full Backup for Bronze FullBackup Weekly: Repeats Every Fri, Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr. May. Jun, Jul, Aug, Sep, C

Hourly: Repeats Every 6 Hrs, Keeps 16 coples

Daily: Repeats Every 1 Day, Keeps 30 copies

WeeKly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, C

Oracle Full Backup for Gold FullBackup

Hourly: Repeats Every 12 Hrs, Keeps 6 Copies

Daily: Repeats Every 1 Day, Keeps 14 copies

Weekly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul. Aug, Sep. C

Oracle Full Backup for Silver FullBackup

° my_full_bkup FullBackup Hourly: Repeats Every 1 Hr, Keeps 3 Days

1. After the policy is applied, the database protection status changed to Protected with a green check
mark.
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N NetApp  BlueXP ( Q sepseacn ) Aot ¥

e Automation-team

& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
©
v

Cloud Native - ‘ Oracle v ‘
[~
® Application Protection

0o oo

5 E 1 ge. 1 g, O . .
% Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By [O@  Manage Databases | v Sattings 1w

Name A | HostName 2 | PolicyName | Protection Status 2

db1 17230.15.58 £ my_full_bkup @ Protected

1-10f1 <« <-> »

1. The database backup runs on a predefined schedule. You can also run a one-off on-demand backup
as shown below.

ra ™\ Account W Workspace N Connectar N
Q o
I NetApp  BluexP (G Seadh ) Automiatian-team Database 2 aws-Snapeir-is-.. L &
& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
©
v
Cloud Native > ‘ Oracle >, ‘
>
@ Application Protection
(]w] 00 5

>4 E 1 S 1 & 0 0 ! ¢
®e Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By Q Manage Databases | ¥ settings v

Name ~ | HostName 2 | Policy Name | Protection Status |

db1 172.30.15.58 € Oracle Full Backup for Gold © Protected “ee
View Details
- S
On-Demand Backup
——

Assign Policy

Un-assign Policy

1. The database backups details can be viewed by clicking View Details from the menu list. This
includes the backup name, backup type, SCN, and backup date. A backup set covers a snapshot for
both data volume and log volume. A log volume snapshot takes place right after a database volume
snapshot. You can apply a filter if you are looking for a particular backup in a long list.



N NetApp BlueXP

Bluexp Search

Account ™ Workspace Connector ¥

Automation-team Databa: aWS-SNapetr-us-...
& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
Applications > Database Details
v
- Database Details
o db1 @ Protected Oracle Full Backup for Gold Database Type
Database Name Protection Policy Names
C]
172.30.15.58 FSx Unreachable bKed8yv2T19BJ0V5QyqvA...
£ Host Name Host Storage Database Version Agent Id
Clones Parent Database
8 Backups
Filter By Q, | select Timeframe ¥
Backup Name > Backup Type SCN Backup Date
Oracle_Full_Backup_for_Gold_Weekly_db1_2023_03_24 19_12_18_60900_1 Log 2589354 Mar 24, 2023, 3:12:34 pm Delete
Oracle_Full_Backup_for_Gold_Weekly_db1_2023_03_24_19_11_51_51476_0 Data 2589306 Mar 24, 2023, 3:12:18 pm e
Oracle_rull_Backup_for_Gold_Hourly_db1_2023 03_24_18_10_31_71953_1 Log 2586621 Mar 24, 2023, 2:10:45 pm Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_03_70535_0 Data 2586557 Mar 24, 2023, 2:10:31 pm aee

Oracle database restore and recovery
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1. For a database restore, choose the right backup, either by the SCN or backup time. Click the three
dots from the database data backup, and then click Restore to initiate database restore and recovery.

Account v ‘Connector W
FINetApp  Bluexp e Pl L 0 0
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubernetes  Job Meonitoring
L]
Applications > Database Details
®
Database Details
>
b @ Protected Oracle Full Backup for Gold EETR
® § Database Name Protection Policy Names
o
* 172.30.15.58 Fsx Unreachable bKed8yv2T19BJOVSQyqUA...
Host Name Host Storage Database Version Agent1d
Clones Parent Database
6 Backups
Filter By Q| select Timeframe ¥

Backup Name 2 | BackupType s | sen 2 | Backupbpate v |

Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_31_71953_1 Log 2586621 Mar 24, 2023, 2:10:45 pm Delete

Oracle_Full_Backup_for_Gold_Hourly_db1_2023 03_24_18_10_03_70535_0 Data 2586557 Mar 24, 2023, 2:10:31 pm was

l Restore |
Oracle_Full_Backup_for_Geld_Hourly_db1_2023_03_24_15_37_04_98851_1 Log 2580577 Mar 24, 2023, 11:37:1 e
Delete.
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_15_36_33_27205_0 Data 2580524 Mar 24, 2023, 11:37.0  clone

1. Choose your restore setting. If you are sure that nothing has changed in the physical database
structure after the backup (such as the addition of a data file or a disk group), you can use the Force
in place restore option, which is generally faster. Otherwise, do not check this box.

rd - Y Account hd ‘Connector hd
FINEtAPD  BluckP Camersn ) L0 ——— | 8B @ O
- Restore "db1" @ restore settings  (2) Review
L
. Restore Settings
) Restorescope @ af@) Al Data Files
Data Files Restore
®
Control Files
Control Files Restore
.
e

Force in place restore

In place restore will skip the foreign files(files which are not part of the database) validation check. The Oracle
database and the ASM disk group will be restored to the point when the backup was created.

(D Database state will be changed if needed for restore and recovery.

Recovery Scope @®AllLogs @  Ountil System Change Number ~ ODateand Time O No Recovery
Archive Log Files Locations | /mnt/log_locationoo1

Open the database or the container database in READ-WRITE mode after recovery.

1. Review and start database restore and recovery.



M NetApp BlueXP

- Restore "db1" (@) Restore settings © review
0
Review

v
(]

Backup Name Oracle_Full_Backup_for_Gold_Week!
® y_db1_2023_03 24 19_11_51_51476_

0

o )

Restore Scope All Data Files

Recovery Scope Al Logs

Force In Place Restore Yes

Open Database or Container Yes

Database in READ-WRITE Mode
After Recovery

Previous Restore .

1. From the Job Monitoring tab, you can view the status of the restore job as well as any details while it
is running.

NetApp BlueXP Account Connector

Automat aws-snapctr-

- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Mo
v
Job Monitoring ez Dpigted
March 24 2023, 1525:33
v
o = E
=  Advanced Search & Filtering Timeframe: Last 24 Hours v
[c]
Jobs(30) A
-
Job ID + | Type % | Resource Name % | status % | Job Name % | startTime o
@ 1fdcabbd-a9c8-452a... -~ -- (©) Success Restore for Oracle Database db1 ... Mar 24 2023, 3:16:28 pr
—_—
O tefafe2d-3040-497F-... -- -- (®) Success Backup of db1 oracle database o Mar 24 2023, 3:11:51 pr
O 5e3299f5-29db-4dcc... -~ -- (©) Success Backup of db1 oracle database o... Mar 24 2023, 2:10:03 pr
3 6daSe5ie-1a79-deTe.. -- -- (®) Success Initialize FullBackup backup of po..  Mar24 2023, 2110:01 pr
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Account ~ Connector
n NetApp BlueXP " Q Bluexp Search B Automation-team aws-snapctr-us-...
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
© Job Monitoring > Job Id: 1fdcaObd-a9c8-45aa-9d7a-05a07cb291f4
L J
Job Details
o Job Id: 1fdcaObd-a9¢c8-45aa-9d7a-05a07ch291f4
Expand All
Sub-Jobs(6)
®
Job Name + | JobID + | Start Time ~ | End Time + | Duration = e
<
Restore for Oracle Database db1 using backup ... O 1fdcaObd-agc8-45aa-9d... Mar 24 2023, 3:16:28 pm Mar 24 2023, 3:23:33 pm 7 Minutes

Post Restore Cleanup (3 2096a8e4-889d-4b2a-9... Mar 24 2023, 3:23:18 pm Mar 24 2023, 3:23:32 pm 14 Seconds

Post Restore ) fb7b1171-9f61-4228-9.. Mar 24 2023, 3:20:06 pm Mar 24 2023, 3:23:19 pm 3 Minutas

Restore 7 0f4580d0-6598-458b-a7..  Mar 24 2023, 3:17:49 pm Mar 24 2023, 3:20:07 pm 2 Minutes

Oracle database clone
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To clone a database, launch the clone workflow from the same database backup details page.

1. Select the right database backup copy, click the three dots to view the menu, and choose the Clone
option.

S Account ~ Workspace V'
M NetApp  Bluexp bW Elie il I A Databse2
& @ Backup and recovery Volumes ~ Restore  Applications Virtual Machines Kubernetes  Job Monitoring
©
Applications > Database Details
v
Database Details
@
5 db1 @ Protected Oradle Full Backup for Gold Database Type
® Database Name Protection Policy Names
-
* 172.30.15.58 Fox Unreachable bKed8yv2T19BJOV5QyqUA...
Host Name Host Storage Database Version Agentld
Clones Parent Database
2 Backups
Backup Name 2 | BackupType s | sen 2 | BackupDate v |
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_13_34_41.30491_1 Log 2575607 Mar 24, 2023, 9:34:55 am Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_13_34_07_26748_( Data 2575555 Mar 24, 2023, 9:34:41 am

Restore

< - 5 [ s
Delete

1. Select the Basic option if you don’t need to change any cloned database parameters.

FINetApp  Bluex? (a2 Cmetr |, B @ O
& Clone Database of "db1" © clone petails (@) review
°
Create Clone
L

Provide following details to create a clone from the database backup "Oracle_Full_Backup_for_Gold_Hourly_db1_2025_03 24 13._...

>
Select Clone Options ® Baxsic @ O specification file @
@
L
Clone Host Clone SID
i 17230.15.58 - ‘ | db1cione ‘
Clone Naming Scheme Oracle Home
[i]
‘Aumrg,enerated - ‘ ‘ /u01/apporacle/product/19.0.0/db1 |
Database Credentials optional  ASM Credentials optional
[ ] []
@ Add Credential (@) Add Credential

1. Alternatively, select Specification file, which gives you the option of downloading the current init file,
making changes, and then uploading it back to the job.
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N NetApp BluexP

Connector N

aws-snapcir-us-..

Account ~ Waorkspace

Automation-team Database-2

® Specification file @

& Clone Database of "db1" @ conepetais @) review
©
Create Clone
v
Provide following details to create a clone from the database backup "Oracle_Full_Backup_for_Gold_Weekly db1_2023 03 24 19...
@
Select Clone Options Q Basic @
®
%

@ Generate specification file to modify input parameters and use for clone.

4 Download File

Specification File [ ]
| db1_3 24 2023 10_14_specjson | X Browse ‘
Clone Host Clone sID
| 172.30.15.58 - ‘ | dbiclone ‘
Database Credentials Optional ASM Credentials Optional

]
@ Add Credential

[}
@ Add Credential

1. Review and launch the job.

Account ~ Workspace v Connector

Database 2

FINetApp BlueXP

Q sluexp search )

Automation-team aws-snapetr

& Clone Database of "db1" (@) clone Details © review
©
. Review
L~ General Database parameters
® Backup Name Oracle_Full_Backup_for_Gold_Hourly_db1_2023 03 24 13 34_07_26748 0
L

Clone siD dbiclone

Clone Host 172301558

ons DATA_dbiclone

Control files

+DATA _dbiclone/db1clone/control/controlo1.ctl

Redo logs RedoGroup = 1 TotalSize = 1024 Path =
+DATA_dbiclone/db1clone/redolog/redo01_01.log
RedoGroup = 2 TotalSize = 1024 Path =
+DATA_dbiclone/dbiclone/redolog/redo02 01.log
RedoGroup = 3 TotalSize = 1024 Path =
+DATA_dbiclone/dbiclone/redolog/redo03_01.log

Until cancel using selected backup's archive logs

Previous Clone

1. Monitor the cloning job status from the Job Monitoring tab.




P NetApp BluexP Q. Bluexp Account ¥ LI

Automation-team Database-2

Connector

‘aws-snapetr-us-.

& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubernetes  Job Monitoring
© Job Monitoring > Job Id: cd30abaf-fbe2-4052-a6db-4bf965a8d29b
v
Job Details
Job Id: cd30abaf-fbe2-4052-a6db-4bf965a829b
>
Sub-Jobs(2)
®
Job Name 2| JobID 2 | StartTime % | EndTime 2+ | Duration
<
Cloning Oracle Database dbi as dblclone on h... 9 cd30abaf-fbe2-4052-a6..  Mar 24 2023, 1:3036 pm .
Running pre scripts ) 5171521-853a-dec6-adf..  Mar 24 2023, 1:30:41 pm Mar 24 2023, 1:30:41 pm 0 Second
Validating clone request () 9326¢44-2eb2-4c52-9f... Mar 24 2023, 1:30:35 pm Mar 24 2023, 1:30:42 pm 7 Seconds

1. Validate the cloned database on the EC2 instance host.

Expand All v

N +)
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app/oracle

(DO NOT EREMOVE

LONE . dg

ONLINE

CHNLINE

OFFLINE

ora.cssd
1 CNLINE
ora.dbl.db

ONLINE

ONLINE

ora.diskmon

OFFLINE OFFLINE

er.afd

ONLINE ONL

HOME=/ull/app/oracle/pr

_5ID=dbiclone
SORACLE HOME/bi

as sysdba

Fri Mar

Edition Release 19.0.0.0.0

ct name, open mode from vidatabase;

OPEN_MODE




Additional information

To learn more about the information that is described in this document, review the following documents and/or
websites:

« Set up and administer BlueXP
https://docs.netapp.com/us-en/cloud-manager-setup-admin/index.html

* BlueXP backup and recovery documentation
https://docs.netapp.com/us-en/cloud-manager-backup-restore/index.html

« Amazon FSx ONTAP
https://aws.amazon.com/fsx/netapp-ontap/

* Amazon EC2
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-
4784bced9843&sc_channel=ps&s_kwcid=AL!4422131467723097970!e!!g!laws%20ec2&ef_id=Cj0KCQiIA54KfB

hCKARIsAJzSrdqwQrghn6171jiwzSeaT9Uh1-vY-VfhJixF-
xnv5rWwn2S7RgZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL14422131467723097970'e!'g!laws%20ec2
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https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2

Copyright information

Copyright © 2025 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered by
copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, including
photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission
of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL
NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice. NetApp
assumes no responsibility or liability arising from the use of products described herein, except as expressly
agreed to in writing by NetApp. The use or purchase of this product does not convey a license under any
patent rights, trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or
pending applications.

LIMITED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to restrictions as set
forth in subparagraph (b)(3) of the Rights in Technical Data -Noncommercial Items at DFARS 252.227-7013
(FEB 2014) and FAR 52.227-19 (DEC 2007).

Data contained herein pertains to a commercial product and/or commercial service (as defined in FAR 2.101)
and is proprietary to NetApp, Inc. All NetApp technical data and computer software provided under this
Agreement is commercial in nature and developed solely at private expense. The U.S. Government has a non-
exclusive, non-transferrable, nonsublicensable, worldwide, limited irrevocable license to use the Data only in
connection with and in support of the U.S. Government contract under which the Data was delivered. Except
as provided herein, the Data may not be used, disclosed, reproduced, modified, performed, or displayed
without the prior written approval of NetApp, Inc. United States Government license rights for the Department
of Defense are limited to those rights identified in DFARS clause 252.227-7015(b) (FEB 2014).

Trademark information

NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of NetApp, Inc.
Other company and product names may be trademarks of their respective owners.

36


http://www.netapp.com/TM

	TR-4964: Oracle Database backup, restore and clone with SnapCenter Services - AWS : NetApp database solutions
	Table of Contents
	TR-4964: Oracle Database backup, restore and clone with SnapCenter Services - AWS
	Purpose
	Audience
	Solution test and validation environment
	Architecture
	Hardware and software components
	Key factors for deployment consideration

	Solution deployment
	Prerequisites for SnapCenter service deployment
	Onboarding to BlueXP preparation
	Deploy a connector for SnapCenter services
	Define a credential in BlueXP for AWS resources access
	SnapCenter services setup
	Oracle database backup
	Oracle database restore and recovery
	Oracle database clone

	Additional information


