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SAP HANA backup and recovery with
SnapCenter

Protect SAP HANA systems with SnapCenter across
ONTAP, Azure NetApp Files, and FSx for ONTAP

Protect SAP HANA systems with NetApp SnapCenter using Snapshot-based backups
and data replication. This solution covers SnapCenter configuration and operational best
practices for SAP HANA systems on ONTAP AFF and ASA systems, Azure NetApp Files,
and Amazon FSx for ONTAP, including backup strategies, consistency checks, and
recovery workflows.

Author: Nils Bauer, NetApp

Additional use case specific details on SAP system refresh operations and SAP HANA system replication can
be found at:

+ Automating SAP HANA System Copy and Clone Operations with SnapCenter

« SAP HANA System Replication - Backup and Recovery with SnapCenter

Best practices for combining SnapCenter data protection and NetApp SnapMirror active sync are described in

+ SAP HANA data protection and high availability with SnapCenter, SnapMirror active sync and VMware
Metro Storage Cluster

Additional platform specific best practices documentation is available at

+ SAP HANA data protection with SnapCenter with VMware VMFS and NetApp ASA systems

« SAP HANA on Amazon FSx for NetApp ONTAP - Backup and recovery with SnapCenter

+ SAP HANA data protection on Azure NetApp Files with SnapCenter (blog and video)

+ SAP System Refresh and Cloning operations on Azure NetApp Files with SnapCenter (blog and video)

Learn about SAP HANA data protection with NetApp
Snapshot technology

Discover how NetApp Snapshot technology protects SAP HANA databases with backups
that complete in minutes, regardless of database size. Learn about backup and recovery
strategies using Snapshot copies, SnapRestore for fast recovery, and replication with
SnapVault or Azure NetApp Files backup for secondary protection.

Companies today require continuous, uninterrupted availability for their SAP applications. They expect
consistent performance levels and they need automated daily operations in the face of ever-increasing
volumes of data and the need for routine maintenance tasks, such as system backups. Performing backups of
SAP databases is a critical task and can have a significant performance impact on the production SAP system.

Backup windows are shrinking while the amount of data to be backed up is increasing. Therefore, it is difficult
to find a time when you can perform backups with minimal effect on business processes. The time needed to
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restore and recover SAP systems is a concern because downtime for SAP production and nonproduction
systems must be minimized to reduce costs to the business.

Backup and recovery using Snapshot backups

You can use NetApp Snapshot technology to create database backups in minutes. The time needed to create
a Snapshot copy is independent of the size of the database because a Snapshot copy does not move any
physical data blocks on the storage platform. In addition, the use of Snapshot technology has no performance
effect on the live SAP system, since all operations are executed at the storage system. Therefore, you can
schedule the creation of Snapshot copies without considering peak dialog or batch activity periods. SAP on
NetApp customers typically schedule multiple online Snapshot backups during the day; for example, every six
hours is common. These Snapshot backups are typically kept for three to five days on the primary storage
system before being removed or tiered to cheaper storage for long term retention.

Snapshot copies also provide key advantages for restore and recovery operations. A restore operation brings
back the data in the file system based on the state of a backup. A recovery operation is used to roll forward the
database state to a point in time using database log backups.

NetApp SnapRestore technology enables the restoration of an entire database or, alternatively, just a portion of
a database, based on the currently available Snapshot backups. The restore process is finished in a few
seconds, independent of the size of the database. Because several online Snapshot backups can be created
during the day, the time needed for the recovery process is significantly reduced compared to a traditional once
per day backup approach. Because you can perform a restore with a Snapshot copy that is at most only a few
hours old (rather than up to 24 hours), fewer transaction logs must be applied during forward recovery. The
time needed for restore and recovery is significantly reduced compared to traditional streaming backups.

Because Snapshot backups are stored on the same disk system as the active online data, NetApp
recommends using Snapshot copy backups as a supplement rather than a replacement for backups to a
secondary location. Most restore and recovery actions are managed by using SnapRestore on the primary
storage system. Restores from a secondary location are only necessary if the primary storage system
containing the Snapshot copies is not available. You can also use the secondary backup if it is necessary to
restore a backup that is no longer available on the primary storage.

A backup to a secondary location is based on Snapshot copies created on the primary storage. Hence the data
is read directly from the primary storage system without generating load on the SAP database server and its
network. The primary storage communicates directly with the secondary storage and replicates the backup
data to the destination by using either SnapVault or ANF backup functionality.

SnapVault and ANF backup offer significant advantages compared to traditional backups. After an initial data
transfer, where all data is transferred from the source to the destination, all subsequent backups only replicate
the changed blocks to the secondary storage. Therefore, the load on the primary storage system and the time
needed for a full backup are significantly reduced. Because only the changed blocks are stored at the
destination, any additional full database backup consumes significantly less disk space.

Runtime of Snapshot backup and restore operations

The following figure shows a customer’s HANA Studio using Snapshot backup operations. The image shows
that the HANA database (approximately 4TB in size) is backed up in 1 minute and 20 seconds by using
Snapshot backup technology and more than 4 hours with a file-based backup operation.

The largest part of the overall backup workflow runtime is the time needed to execute the HANA database
Snapshot operation. The storage Snapshot backup itself is finished in a couple of seconds independent of the
HANA database size.
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Recovery time objective comparison

This section provides a recovery time objective (RTO) comparison of file-based and storage-based Snapshot
backups. The RTO is defined by the sum of the time needed to restore, recover, and then to start the database.

Time needed to restore database

With a file-based backup, the restore time depends on the size of the database and backup infrastructure,
which defines the restore speed in megabytes per second. For example, if the infrastructure supports a restore
operation at a speed of 250MBps, it takes approximately 4.5 hours to restore a database 4TB in size on the
persistence.

With NetApp Snapshot backups, the restore time is independent of the size of the database and is always in
the range of a couple of seconds.

Time needed to recover database

The recovery time depends on the number of logs that must be applied after the restore. This number is
determined by the frequency at which data backups are taken.

With file-based data backups, the backup schedule is typically once per day. A higher backup frequency is
normally not possible, because the backup degrades production performance. Therefore, in the worst case, all
the logs that were written during the day must be applied during forward recovery.

Snapshot backups are typically scheduled with a higher frequency because they do not have any impact on
the performance of the SAP HANA database. For example, if Snapshot backups are scheduled every six
hours, logs would need to be applied in the worst case for the last six hours, if the failure occurs directly before
the next Snapshot would have been created. For a daily file-based backup logs for last 24 hours would need to
be applied in worst case.

Time needed to start database

The database start time depends on the size of the database and the time needed to load the data into
memory. In the following examples, it is assumed that the data can be loaded with 1000MBps. Loading 4TB
into memory takes around 1hour and 10 minutes. The start time is the same for a file-based and Snapshot
based restore and recovery operations.



Restore and recovery sample calculation

The following figure shows a comparison between restore and recovery operations with a daily file-based
backup and Snapshot backups with different schedules.

The first two bars show that even with a single Snapshot backup per day, the restore and recovery is reduced
to 43% due to the speed of the restore operation from a Snapshot backup. If multiple Snapshot backups per
day are created, the runtime can be reduced further because less logs need to be applied during forward
recovery.

The following figure also shows that four to six Snapshot backups per day makes the most sense, because a
higher frequency does not have a big influence on the overall runtime anymore.

Restore and Recovery of a 4TB HANA Database (8TB RAM)
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Use cases and values of accelerated backup and cloning operations

Executing backups is a critical part of any data protection strategy. Backups are scheduled on a regular basis
to ensure that you can recover from system failures. This is the most obvious use case, but there are also
other SAP lifecycle management tasks, where accelerating backup and recovery operations is crucial.

SAP HANA system upgrade is an example where an on-demand backup before the upgrade and a possible
restore operation if the upgrade fails has a significant impact on the overall planned downtime. With the
example of a 4TB database, you can reduce the planned downtime by 8 hours, or you have 8 more hours for
analyzing and fixing errors by using the Snapshot-based backup and restore operations.

Another use case would be a typical test cycle, where testing must be done over multiple iterations with
different data sets or parameters. When leveraging the fast backup and restore operations, you can easily
create save points within your test cycle and reset the system to any of these previous save points if a test fails
or needs to be repeated. This enables testing to finish earlier or enables more testing at the same time and
improves test results.
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When Snapshot backups have been implemented, they can be used to address multiple other use cases,
which require copies of a HANA database. You can create a new volume based on the content of any available
Snapshot backup. The runtime of this operation is a few seconds, independent of the size of the volume.

The most popular use case is the SAP System Refresh, where data from the production system needs to be
copied to the test or QA system. By leveraging the ONTAP or ANF cloning feature, you can provision the
volume for the test system from any Snapshot copy of the production system in a matter of seconds. The new
volume then must be attached to the test system and the HANA database must be recovered.

The second use case is the creation of a repair system, which is used to address logical corruption in the
production system. In this case, an older Snapshot backup of the production system is used to start a repair
system, which is an identical clone of the production system with the data before the corruption occurred. The
repair system is then used to analyze the problem and export the required data before it got corrupted.

The last use case is the ability to run a disaster recover failover test without stopping the replication and
therefore without influencing RTO and recovery point objective (RPO) of the disaster recovery setup. When
ONTAP SnapMirror replication or ANF cross region replication is used to replicate the data to the disaster
recovery site, the production Snapshot backups are available at the disaster recovery site as well and can then
be used to create a new volume for disaster recover testing.
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Learn about the SnapCenter architecture

Learn about the SnapCenter architecture for SAP HANA data protection, including the
SnapCenter server, plug-in components, and supported storage platforms. SnapCenter
provides centralized backup, restore, and clone management for SAP HANA databases
on ONTAP systems, Azure NetApp Files, and FSx for ONTAP.

SnapCenter is a unified platform for application-consistent data protection. SnapCenter provides centralized
control and oversight, while delegating the ability for users to manage application-specific backup, restore, and
clone operations. NetApp SnapCenter is a single tool that can be used by database and storage administrators
to manage backup, restore, and cloning operations for a variety of applications and databases. SnapCenter
supports NetApp ONTAP storage systems, as well as Azure NetApp Files and FSx for ONTAP. You can also
use SnapCenter to replicate data between on-premises environments; between on-premises environments and
the cloud; and between private, hybrid, or public clouds.

SnapCenter includes the SnapCenter server and the SnapCenter plug-ins. The plug-ins are available for
various applications and infrastructure components. The SnapCenter server can run either on Windows or
Linux.
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Learn about SnapCenter backup and recovery for SAP
HANA

SnapCenter provides comprehensive backup and recovery capabilities for SAP HANA
databases using storage-based Snapshot copies, automated retention management, and
integration with NetApp ONTAP, Azure NetApp Files, and FSx for NetApp ONTAP. The
solution supports application-consistent database backups, non-data volume protection,
block integrity checks, and replication to secondary storage using SnapVault or ANF
backup.

The SnapCenter backup solution for SAP HANA covers the following areas:

» Backup operations, scheduling, and retention management
+ SAP HANA data backup with storage-based Snapshot copies

* Non-data volume backup with storage-based Snapshot copies (for example, /hana/shared)

Database block integrity check operations
o using a file-based backup
> using the SAP HANA hdbpersdiag tool

Snapshot backup replication to a secondary backup location

> using SnapVault/SnapMirror
o using Azure NetApp Files ANF backup
* Housekeeping of the SAP HANA backup catalog
o for HANA data backups (Snapshot and file-based)
o for HANA log backups
* Restore and recovery operations
o Automated restore and recovery

> Single tenant restore operations



Database data backups are executed by SnapCenter in combination with the SnapCenter plug-in for SAP
HANA. The plug-in triggers an SAP HANA internal database snapshot so that the snapshots, which are
created on the storage system, are based on an application consistent image of the SAP HANA database.

SnapCenter enables the replication of consistent database images to a secondary backup or disaster recovery
location by using SnapVault or the SnapMirror- feature. Typically, different retention policies are defined for
backups at primary and at secondary storage. SnapCenter handles the retention at primary storage, and
ONTAP handles the retention at the secondary backup storage.

To allow a complete backup of all SAP HANA-related resources, SnapCenter also enables you to back up all
non-data volumes by using the SAP HANA plug-in with storage-based Snapshot copies. You can schedule
non-data volumes independently from the database data backup to enable individual retention and protection
policies.

SAP recommends combining storage-based Snapshot backups with a weekly consistency check of the
persistence layer. You can execute the block consistency check from within SnapCenter either by running a
file-based backup or by executing the SAP hdbpersdiag tool.

Based on your configured retention policies, SnapCenter manages the housekeeping of data file backups at
the primary storage, log file backups, and the SAP HANA backup catalog.

SnapCenter handles the retention at primary storage, while ONTAP manages secondary backup retention.
The following figure shows an overview of the SnapCenter backup and retention management operations.

When executing a storage-based Snapshot backup of the SAP HANA database, SnapCenter performs the
following tasks:
» Backup operation:

o Triggers an internal HANA database snapshot to get an application consistent image on the
persistence layer

o Creates a storage-based Snapshot backup of the data volume

> Closes the internal HANA database snapshot, confirms or abandons the backup operation. This step
registers the backup in the HANA backup catalog.

* Retention management:
> Deletes storage Snapshot backups based on the defined retention
o Deletes Snapshots on storage layer
o Deletes SAP HANA backup catalog entries

> Deletes all log backups that are older than the oldest data backup. Log backups are deleted on the file
system and in the SAP HANA backup catalog
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Learn about SnapCenter supported configurations for SAP

SnapCenter supports a wide range of SAP HANA system architectures and deployment
scenarios across on-premises and cloud storage platforms. Learn about supported SAP
HANA configurations, platform combinations, storage protocols, and available backup
and restore operations for each environment.

Supported SAP HANA configurations

SnapCenter supports the following HANA configurations and features:

* SAP HANA single host systems



* SAP HANA multiple host systems

o Requires a central plug-in deployment as described in "Deployment options for SnapCenter plug-in for
SAP HANA".

+ SAP HANA MDC systems
> with a single or with multiple tenants
* SAP HANA systems with multiple partitions
» SAP HANA System Replication
« SAP HANA encryption (data, log, backup)

Supported platform and infrastructure configurations

SnapCenter supports the following combinations of host platforms, file systems and storage platforms.

Host platform SAP HANA storage connection and file system Storage platform

VMware In-guest NFS mounts ONTAP AFF

VMware FC datastore with VMFS ONTAP AFF or ASA
VM with XFS w/ or w/o Linux LVM

KVM In-guest NFS mounts ONTAP AFF

Bare metal server NFS mounts ONTAP AFF

Bare metal server FC SAN ONTAP AFF or ASA (¥)
and XFS w/ or w/o Linux LVM

Azure VM NFS mounts Azure NetApp Files

AWS EC2 NFS mounts FSx for ONTAP

(*): ASA support available starting with SnapCenter 6.2 release

The HANA and Linux plug-ins are only available for the Intel CPU platform. For Linux on IBM
Power a central HANA plug-in deployment needs to be setup as described in "Deployment
options for SnapCenter plug-in for SAP HANA".

Supported features and operations

Abbreviation explanation

* VBSR: Volume based SnapRestore
A volume based SnapRestore reverts the volume back to the state of the Snapshot.

* SFSR: Single file SnapRestore
A single file SnapRestore can be used to restore specific file(s) or LUN(s) within a volume.

See also Types of restore operations for auto discovered SAP HANA databases

ONTAP AFF and FSx for ONTAP

@ Only column 1 (NFS mounts) of the table below is relevant for FSx for ONTAP.
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Operation NFS mounts FC SAN FC datastore

Bare metal or in- Bare metal VMware VMFS
guest with VMware
or KVM

Snapshot backup and restore

operations for HANA database

Snapshot backup Yes Yes Yes

Tamperproof Snapshot Yes Yes Yes

Full restore VBSR or SFSR SFSR of complete  Clone, mount, copy
(selectable) LUN

Single tenant restore SFSR Clone, mount, copy Clone, mount, copy

SnapVault backup and restore

operations for HANA database

SnapVault replication Yes Yes Yes

Tamperproof Snapshot Yes Yes Yes

Full restore Yes Yes Clone, mount, copy

Single tenant restore Yes Clone, mount, copy Clone, mount, copy

HANA recovery operation from primary

Snapshot or SnapVault target

Automated recovery MDC single tenant Yes Yes Yes

Automated recovery MDC multiple tenants No No No

Backup and restore non-data volumes

Snapshot backup Yes Yes Yes (*)

Restore from Snapshot VBSR or SFSR SFSR of complete  VBSR (*)
(selectable) LUN

SnapVault replication Yes Yes Yes (%)

Restore from SnapVault target Yes Yes Yes (¥)

SAP System Refresh

From primary Snapshot Yes Yes (**) Yes (**)

From SnapVault target Yes Yes (**) Yes (**)

HA and DR

HSR support Snapshots and SnapVault Yes Yes Yes

SnapMirror replication updates with SC Yes Yes Yes

SnapMirror active sync NA Yes Yes

(*): No VMware integration - crash image Snapshot and full volume restore

(**): Workarounds required for SnapCenter releases < 6.2



ONTAP ASA

Operation FC SAN FC datastore
Bare metal (*) VMware VMFS

Snapshot backup and restore
operations for HANA database

Snapshot backup Yes Yes
Tamperproof Snapshot No No
Full restore SFSR of complete LUN Clone, mount, copy
Single tenant restore Clone, mount, copy Clone, mount, copy

SnapVault backup and restore
operations for HANA database

SnapVault replication Yes Yes
Tamperproof Snapshot No No
Full restore Yes Clone, mount, copy
Single tenant restore Clone, mount, copy Clone, mount, copy

HANA recovery operation from primary
Snapshot or SnapVault target

Automated recovery MDC single tenant Yes Yes
Automated recovery MDC multiple tenants No No

Backup and restore non-data volumes

Snapshot backup Yes Yes (*)
Restore from Snapshot SFSR of complete LUN SFSR of complete LUN (*)
SnapVault replication Yes Yes (*)
Restore from SnapVault target Yes Yes (¥)

SAP System Refresh

From primary Snapshot Yes Yes (**)
From SnapVault target Yes Yes (**)
HA and DR

HSR support Snapshots and SnapVault Yes Yes
SnapMirror replication updates triggered Yes Yes

by SnapCenter

SnapMirror active sync Yes Yes

(*): Support starting with SnapCenter 6.2 release

(**): Workarounds required for SnapCenter releases < 6.2
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Azure NetApp Files

Operation NFS mounts

Snapshot backup and restore operations for HANA database

Snapshot backup Yes

Tamperproof Snapshot No

Full in-place restore Volume revert or SFSR (selectable)
Single tenant restore SFSR

ANF backup and restore operations for HANA database

ANF backup replication Yes
Tamperproof Snapshot No
Full in-place restore Yes
Single tenant restore Yes

HANA recovery operation from primary Snapshot or ANF

backup
Automated recovery MDC single tenant Yes
Automated recovery MDC multiple tenants No

Backup and restore non-data volumes

Snapshot backup Yes

Restore from Snapshot Volume revert
ANF backup replication Yes

Full in-place restore from ANF backup No (*)

SAP System Refresh

From primary Snapshot Yes
From ANF backup Yes
HA and DR

HSR support Snapshots and ANF backup Yes
Cross region replication update triggered by SnapCenter No

(*): With the current version, a restore operation must be done using Azure portal or CLI

Learn about SnapCenter data protection concepts and best
practices

Learn about SnapCenter deployment options, data protection strategies, and backup
retention management for SAP HANA environments. SnapCenter supports plug-in
deployment on database hosts or central hosts, auto discovery and manual configuration,
block consistency checks using file-based backups or hdbpersdiag, and comprehensive
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retention management across primary and secondary storage.

Deployment options for SnapCenter plug-in for SAP HANA

The following figure shows the logical view of the communication between the SnapCenter server, the SAP
HANA database and the storage system. The SnapCenter server leverages the HANA and the Linux plug-ins
to communicate with the HANA database and the Linux operating systems.

v

SnapCenter Server SQL operations m ANA
. ) SAP HANA plug-in -
Plug-in operations

——
Linux OS operations .

Linux plug-in >

Storage
operations

The recommended and default deployment option for the SnapCenter plug-ins is the installation on the HANA
database host. With this deployment option, all configurations and features described in chapter SnapCenter
supported configuration are valid. There are a few exceptions where the SnapCenter plug-ins can’t be installed
on the HANA database host but need to be configured on a central plug-in host, which could be the
SnapCenter server itself. A central plug-in host is required for HANA multiple host systems or HANA systems
running on the IBM Power platform. Both deployment options can also be mixed, e.g. using the SnapCenter
server as a central plug-in host for a multiple host system and deploying the plug-ins on the HANA database
hosts for all other single host HANA systems.

In SnapCenter a HANA resource can be either auto discovered or manually configured. A HANA system is
auto discovered by default as soon as the HANA and Linux plug-ins are deployed on the database host.
SnapCenter auto discovery does not support multiple HANA installations on the same host. HANA systems
managed using a central plug-in host must be configured manually in SnapCenter. Also, non-data volumes are
by default manual configured resources.

Plug-in deployed at SnapCenter resource
HANA database Database host Auto discovered
HANA database Central plug-in host Manual configured
Non-data volume N/A Manual configured

While SnapCenter supports a central plug-in deployment for HANA systems, there are limitations in platform
and feature support. The following infrastructure configurations and operations are not supported for HANA
systems configured with a central plug-in host:

* VMware with FC datastores

« SnapMirror active sync

» SnapCenter server high availability if used as a central plug-in host

* HANA system auto discovery

» Automated HANA database recovery
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* Automated SAP System Refresh

 Single tenant restore

SnapCenter plug-in for HANA deployed on the SAP HANA database host

The SnapCenter server communicates through the HANA plug-in with the HANA databases. The HANA plug-in
uses the HANA hdbsql client software to execute SQL commands to the HANA databases. The HANA hdb
userstore is used to provide the user credentials, the host name, and the port information to access the HANA
databases. The SnapCenter Linux plug-in is used to cover any host file system operations as well as auto
discovery of file system and storage resources.

When the HANA plug-in is deployed on the HANA database host, the HANA system is auto discovered by
SnapCenter and is flagged as an auto discovered resource in SnapCenter.

SAP HANA database host I

SnapCenter Server

SQL
statements

EIHANA

\ 'OS\

Linux OS
operations
Storage Linux plug-in —

operations

il EH

SnapCenter server high availability

SnapCenter can be set up in a two-node HA configuration. In such a configuration, a load balancer (for
example, F5) is used to access the SnapCenter hosts. The SnapCenter repository (the MySQL database) is
replicated by SnapCenter between the two hosts so that the SnapCenter data is always in-sync.

SnapCenter server HA is not supported if the HANA plug-in is installed on the SnapCenter server. More details
on SnapCenter HA can be found at Configure SnapCenter Servers for High Availability.
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MySQL database
replication

HANA plug-in

Linux plug-in Linux plug-in Linux plug-in

Central plug-in host

As discussed in the chapter before, a central plug-in is required for

* HANA multiple host systems

* HANA systems running on IBM Power

With a central plug-in host, the HANA plug-in and the SAP HANA hdbsq| client must be installed on a host
outside of the HANA database hosts. This host can be any Windows or Linux host, for example the
SnapCenter server.

When you run your SnapCenter server on Windows, you can use your Windows system as
CD central plug-in host. When you run your SnapCenter server on Linux, you must use a different
host as central plug-in host .

For a HANA multiple host system, SAP HANA user store keys for all worker and standby hosts must be
configured at the central plug-in host. SnapCenter tries to connect to the database using each of the provided
keys and can therefore operate independently of a failover of the system database (HANA name server) to a
different host.
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SAP HANA multiple host system \

- SETFANA

For multiple single host HANA systems managed by a central plug-in host, all individual SAP HANA user store
keys of the HANA systems must be configured at the central plug-in host.

s e s

SAP HANA block consistency check

SAP recommends including regular HANA block consistency checks into the overall backup strategy. With
traditional file-based backups this check is done with each backup operation. With Snapshot backups, the
consistency check must be executed in addition to the Snapshot backup operations, for example once per
week.

Technically there are two options to execute the block consistency check.

» Executing a standard file-based or backint-based backup

» Executing the HANA tool hdbpersdiag, see also Persistence Consistency Check | SAP Help Portal
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The HANA hdbpersdiag tool is part of the HANA installation and allows to execute block consistency check
operations against an offline HANA database. Hence it is a perfect fit to be used in combination with Snapshot
backups where existing Snapshot backups can be presented to hdbpersdiag.

When comparing the two approaches, hdbpersdiag has significant advantages compared to the file-based
backup for HANA block consistency checks. One dimension is the required storage capacity. With file-based
backups at least the size of one backup needs to be available for each HANA system. If you have, for
example, 15 HANA systems with a persistence size of 3TB you would need additional 45TB just for the
consistency checks. With hdbpersdiag no additional storage capacity is required since the operation is
executed against an existing Snapshot backup or a FlexClone of an existing Snapshot backup. The second
dimension is the CPU load at the HANA host during the consistency check operation. A file-based backup will
require CPU cycles at the HANA database host while the hdbpersdiag processing can be fully offloaded from
the HANA host when used in combination with a central verification host. The table below summarizes the key
characteristics.

Required storage capacity CPU and network load at HANA

host

File-based backup Minimal 1 x data backup size for High
each HANA
system

hdbpersdiag using Snapshot None Medium
directory at HANA host (NFS only)
Central verification host used to run None None
hdbpersdiag with FlexClone
volumes

NetApp recommends using hdbpersdiag to execute HANA block consistency checks. Further details on the
implementation are available in chapter "Block consistency checks with SnapCenter".

Data protection strategy

Before configuring SnapCenter and the SAP HANA plug-in, the data protection strategy must be defined based
on the RTO and RPO requirements of the various SAP systems.

A common approach is to define system types such as production, development, test, or sandbox systems. All
SAP systems of the same system type typically have the same data protection parameters.

The parameters that must be defined are:

* How often should a Snapshot backup be executed?

* How long should Snapshot copy backups be kept on the primary storage system?

» How often should a block integrity check be executed?

» Should the primary backups be replicated to a secondary backup site?

* How long should the backups be kept at the secondary backup storage?
The following table shows an example of data protection parameters for the system types production,
development, and test. For the production system, a high backup frequency has been defined, and the

backups are replicated to a secondary backup site once per day. The test systems have lower requirements
and no replication of the backups.
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Parameters Production systems

Backup frequency Every 6 hours
Primary retention 3 days
Block integrity check Once per week

Replication to secondary  Once per day
backup site

Secondary backup 2 weeks
retention

Development systems
Every 6 hours

3 days

Once per week

Once per day

2 weeks

Test systems
Every 12 hours
6 days

No

No

No

The following table shows the policies and the schedules that would need to be configured for the above data

protection parameters.

Policy Backup type Schedule Primary
frequency retention

LocalSnap Snapshot based Every 6 Count=12
hours
LocalSnapAndSnapVault Snapshot based Once per Count=2
day
SnapAndCallHdbpersdia Snapshot based Once per Count=2
g week

SnapVault Secondary
replication retention

NA

Yes Count=14

NA

For ONTAP system or FSx for ONTAP a data protection relationship must be configured in
@ ONTAP for the SnapVault replication, before SnapCenter can execute SnapVault update
operations. The secondary retention is defined within the ONTAP protection policy.

@ For ANF backup, no additional configuration is required outside of SnapCenter. The ANF
backup secondary retention is managed by SnapCenter.

@ For this example configuration, hdbpersdiag is used for the block integrity check operation. More
details can be found in chapter "Block consistency checks with SnapCenter".

The figure below summarizes the schedules and backup retentions. If SnapCenter is used to manage log
backup retention, all log backups which are older than the oldest Snapshot backup will be deleted. In other
words, log backups are kept as long as required to enable recovery to current in time for every available

backup.

e thror o bk

Block integrity check with
hdbpersdiag once per week

t=0

)

T

Local Snapshot backups

every 6 hours
Retention count: 12
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Backup of encryption root keys

When HANA persistence encryption is used it is critical to create backups of the root keys in addition to the
standard data backups. Root key backups are required to recover the HANA database in case the data volume
and the HANA installation file system are lost. For more information see SAP HANA Administration Guide.

Keep in mind, that if a root key is changed, the new root key can’t be used to recover old HANA
@ database backups which have been created before. You always need the root key that has been
active at the creation time of the backup.

Backup operations

SnapCenter supports Snapshot backup operations of HANA MDC systems with a single or with multiple
tenants. SnapCenter also supports two different restore operations of a HANA MDC system. You can either
restore the complete system, the System DB and all tenants, or you can restore just one tenant. There are
some pre-requisites to enable SnapCenter to execute these operations.

In an MDC System, the tenant configuration is not necessarily static. Tenants can be added, or tenants can be
deleted. SnapCenter cannot rely on the configuration that is discovered when the HANA database is added to
SnapCenter. To enable a single tenant restore operation, SnapCenter must know which tenants are included in
each Snapshot backup. In addition, it must know which files and directories belong to each tenant included in
the Snapshot backup.

Therefore, with each backup operation, SnapCenter identifies the tenant information. This includes the tenant
names and the corresponding file and directory information. This data must be stored in the Snapshot backup
metadata to be able to support a single tenant restore operation.

Another step of the application auto discovery is the detection of HANA System Replication (HSR) primary or
secondary node. If a HANA system is configured with HSR, SnapCenter must identify the primary node with
each backup operation so that the backup SQL commands are executes at the HSR primary node. See also
SAP HANA System Replication - Backup and Recovery with SnapCenter.

SnapCenter also detects the HANA data volume configuration and maps it to file system and storage
resources. With this approach SnapCenter can handle HANA volume configuration changes, e.g. multiple
partitions or storage configuration changes like migrations of volumes.

The next step is the Snapshot backup operation itself. This step includes the SQL command to trigger the
HANA database snapshot, the storage Snapshot backup, and the SQL command to close the HANA snapshot
operation. By using the close command, the HANA database updates the backup catalog of the system DB
and each tenant.

@ SAP does not support Snapshot backup operations for MDC systems when one or more tenants
are stopped.

For the retention management of data backups and the HANA backup catalog management, SnapCenter must
execute the catalog delete operations for the system database and all tenant databases that were identified in

the first step. In the same way for the log backups, the SnapCenter workflow must operate on each tenant that
was part of the backup operation.

The following figure shows an overview of the backup workflow.
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Backup retention management

The data backup retention management and log backup housekeeping can be divided into five main areas,
including retention management of:
* Local backups at the primary storage
* File-based backups
» Backups at the secondary storage (SnapVault or ANF backup)
Data backups in the SAP HANA backup catalog
* Log backups in the SAP HANA backup catalog and on the file system

The following figure provides an overview of the different workflows and the dependencies of each operation.
The following sections describe the different operations in detail.

—
Any local
Create local R EiET
backup retention?
backups ] N, veo N
backups = ~
Manual Delete local Delete local Does backup \éder:tqu
deletion of Snapshot on backup in exist on obaiiupama
local backup storage SnapCenter secondary? SAP HANA
No catalog
-
No -~ G L
Decrease Delete all
- Delets
File-based Create file- Any file-based  ves Delete fle file-based e older log
backups based back backup outof  ———> I packip SAP HANA = backups in
asaciacp retention? SRl counter in it SAP HANA
4 SnapCenter catalog
_ No QI
PEECE]
Secondary o older log
. Did ONTAP Delete
cleanup job, delete any Yes secondary kﬁckupf on
scheduled by secondary backup(s) in ile system
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Secondary
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topology view B

Retention management of local backups at the primary storage

SnapCenter handles the housekeeping of SAP HANA database backups and non-data volume backups by
deleting Snapshot copies on the primary storage and in the SnapCenter repository according to a retention
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defined in the SnapCenter backup policy. Retention management is included with each backup workflow in
SnapCenter. Local backups at the primary storage can also be deleted manually in SnapCenter.

Retention management of file-based backups

SnapCenter handles the housekeeping of file-based backups by deleting the backups on the file system
according to a retention defined in the SnapCenter backup policy. Retention management logic is executed
with each backup workflow in SnapCenter.

Retention management of backups at the secondary storage (SnapVault)

The retention management of backups at the secondary storage (SnapVault) is handled by ONTAP based on
the retention defined in the ONTAP protection relationship. To synchronize these changes on the secondary
storage in the SnapCenter repository, SnapCenter uses a scheduled cleanup job. This cleanup job
synchronizes all secondary storage backups with the SnapCenter repository for all SnapCenter plug-ins and all
resources.

The cleanup job is scheduled once per week by default. This weekly schedule results in a delay with deleting
backups in SnapCenter and SAP HANA Studio when compared with the backups that have already been
deleted at the secondary storage. To avoid this inconsistency, customers can change the schedule to a higher
frequency, for example, once per day. For details about how to adapt the schedule of the cleanup job or how to
trigger a manual refresh, refer to the chapter "Cleanup of secondary backups".

Retention management of backups at the secondary storage (ANF backup)

The retention of ANF backups is configured and handled by SnapCenter. SnapCenter handles the
housekeeping of ANF backup backups by deleting the backups according to a retention defined in the
SnapCenter backup policy. Retention management is included with each backup workflow in SnapCenter.

Retention management of data backups within the SAP HANA backup catalog

When SnapCenter has deleted any backup, local Snapshot or file based or if SnapCenter has identified a
backup deletion at the secondary storage, this data backup is also deleted in the SAP HANA backup catalog.
Before deleting the SAP HANA catalog entry for a local Snapshot backup at the primary storage, SnapCenter
checks if the backup still exists at the secondary storage.

Retention management of log backups

The SAP HANA database automatically creates log backups. These operations create backup files for each
individual SAP HANA service in a backup directory configured in SAP HANA. Log backups older than the latest
data backup are no longer required for forward recovery and can therefore be deleted. SnapCenter handles
the housekeeping of log file backups on the file system level as well as in the SAP HANA backup catalog by
executing the following steps:

1. SnapCenter reads the SAP HANA backup catalog to get the backup ID of the oldest successful data
backup.

2. SnapCenter deletes all log backups in the SAP HANA catalog and the file system that are older than this
backup ID.

SnapCenter only handles housekeeping for backups that have been created by SnapCenter. If
additional file-based backups are created outside of SnapCenter, you must make sure that the

@ file-based backups are deleted from the backup catalog. If such a data backup is not deleted
manually from the backup catalog, it can become the oldest data backup, and older log backups
are not deleted until this file-based backup is deleted.
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Even though retention is defined for on-demand backups in the policy configuration, the
housekeeping is only done when another on-demand backup is executed. Therefore, on-

@ demand backups typically must be deleted manually in SnapCenter to make sure that these
backups are also deleted in the SAP HANA backup catalog and that log backup housekeeping
is not based on an old on-demand backup.

@ Log backup retention management is enabled by default. If required, it can be disabled as
described in the section Deactivate automated log backup housekeeping.

Learn about configuring SnapCenter for SAP HANA
environments

Configure SnapCenter for SAP HANA environments using a two-phase approach: initial
configuration for shared resources (credentials, storage systems, and policies) and
resource-specific configuration for individual HANA systems (host deployment, auto
discovery, and protection settings).

The SnapCenter configuration for an SAP HANA environment with multiple HANA systems can be split into two

main areas:

* The initial configuration

° Credential, storage and policy configurations.
These settings or resources are typically consumed by multiple HANA systems.

» The HANA resource-specific configuration

o Host, HANA and resource protection configuration must be done for each HANA system individually.
The figure below illustrates the different configuration components and their dependencies.

All configuration steps are described in detail in the following topics.

The descriptions and screenshots in the document are based on SnapCenter auto discovered
HANA systems. Additional or different configuration steps for manual configured resources with
a central plug-in host are described in "Central plug-in host configuration".
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Initial SnapCenter configuration

Credentials Storage Systems Policies

Azure NetApp Files Linux host Azure NetApp Files ONTAP or FSx for ONTAP (FSxN) Azure NetApp Files ONTAP / ESXN
Provide Azure Service Provide credentials for Select NetApp Provide ONTAP Provide ONTAP Snapshot based backups
Principal plugin installation account(s) SVM(s) cluster(s)
T Block integrity check operations

Tamperproof

ANF backup Snapshots

Configure
Azure Service Principal

Secondary backups

Hosts HANA resource Resource protection

Attach policies to resource Define ONTAP protection
relationship, retention
and SnapMirror label

Deploy HANA plugin —

Auto discovery
creates HANA resource and
assigns storage volume(s) to the
resource

Configure SAP HANA user
store key

Define SAP HANA user
store key

Auto discovery
Configuration for each HANA system

Define schedule(s)

Configure initial SnapCenter settings for SAP HANA

Configure initial SnapCenter settings for SAP HANA environments by setting up
credentials for Azure service principals, adding storage systems, and creating policies for
Snapshot backups, block integrity checks, and secondary replication.

The SnapCenter initial configuration includes the following steps:

1. Credentials configuration

a. For HANA systems configured with Azure NetApp Files (ANF), a service principal must be prepared
and then configured in SnapCenter.

b. Host credentials must be provided to allow the automated installation of the HANA plug-in on the HANA
database hosts.

2. Storage system configuration

a. For HANA systems configured with ANF, the required NetApp accounts can be selected and added to
the SnapCenter configuration.

b. For ONTAP or FSx for ONTAP storage systems, either SVMs or the complete storage cluster can be
added to SnapCenter.

3. Policies configuration

a. Policies for Snapshot based backups as well as block integrity check operations can be configured for
ANF as well as for ONTAP and FSx for ONTAP storage systems.

b. Policies for tamperproof Snapshots and secondary backups with SnapVault or SnapMirror can only be
configured for ONTAP and FSx for ONTAP storage systems.

c. For HANA systems configured with ANF, a policy can include ANF backup.

@ The same Snapshot backup policies can be used for HANA databases as well as for non-data
volumes, e.g. the HANA shared volume.

The figure below summarizes the configuration sections.
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Initial SnapCenter configuration

Credentials Storage Systems Policies
Azure NetApp Files Linux host Azure NetApp Files ONTAP or FSx for ONTAP (FSxN) Azure NetApp Files ONTAP / FSxN

Provide Azure Service Provide credentials for Select NetApp Provide ONTAP Provide ONTAP Snapshot based backups

Principal plugin installation account(s) SVM(s) cluster(s)

T Block integrity check operations

Configure ANF backup T;nmapir?;?:f

Azure Service Principal 2
Secondary backups

The following chapters describe the initial configuration steps.

Credentials configuration

Credentials for HANA plug-in deployment

Credentials are configured in the Settings section and by selecting the Credential tab. Credentials can be
added by clicking the + icon.

FINetApp SnapC

les  Credential  Software

Resources ial Nar Authentication Mode Details
InstallOnBareMetal Linux Userldiroot

InstallPluginOnLinux Linux jserldroot

u:
InstallPluginOnWindows. Windows Userl
u:

& Hoss scvsapec T serdadmin

NetApp recommends to configure a user on all HANA database hosts (e.g. scuser) and configure sudo
privileges as described in Prerequisites for adding hosts and installing SnapCenter Plug-in for SAP HANA
Database.

Credential X

Credential Name | InstallPluginOnLinux

Authentication Mode | Linux v
Authentication Type @ Password Based O SSH Key Based @

Username scuser 0

Password \ -------- |

Use sudo privileges @

Credentials for Azure NetApp Files
An Azure service principal must be prepared, which enables SnapCenter to execute the required operations for

the ANF volumes. The example below shows the minimal required permissions, which must be included.

"assignableScopes": [
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"/subscriptions/xxx"

1,

"createdBy": "xxx",

"createdOn": "2025-05-07T07:12:14.451483+00:00",
"description": "Restricted Access for SnapCenter ",
"id" .

"/subscriptions/xxx/providers/Microsoft.Authorization/roleDefinitions/xxx"

’

"name": "xxx
"permissions": [
{
"actions": [
"Microsoft.NetApp/register/action",
"Microsoft.NetApp/unregister/action",
"Microsoft.NetApp/netAppAccounts/read",
"Microsoft.NetApp/netAppAccounts/getKeyVaultStatus/action",
"Microsoft.NetApp/netAppAccounts/migrateEncryption/action",
"Microsoft.NetApp/netAppAccounts/transitionToCmk/action",
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/revert/action",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/poolChange/action™,
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/finalizeRelocation/
action",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/revertRelocation/ac
tion",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/breakFilelLocks/acti
on" ,
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/getGroupIdListForLd

apUser/action",

"Microsoft.

"Microsoft.
s/action",

"Microsoft.

NetApp/netAppAccounts/capacityPools/volumes/backups/write",

NetApp/netAppAccounts/capacityPools/volumes/backups/restoreFile

NetApp/netAppAccounts/capacityPools/volumes/snapshots/read",



"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/restoreFi
les/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/getMetad
ata/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/volumeQuotaRules/re
ad" ,

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/latestRestoreStatus

/current/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/mountTargets/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/restoreStatus/read"
4
"Microsoft.NetApp/netAppAccounts/snapshotPolicies/read",
"Microsoft.NetApp/netAppAccounts/snapshotPolicies/write",

"Microsoft.NetApp/netAppAccounts/snapshotPolicies/listVolumes/read",

"Microsoft.NetApp/netAppAccounts/snapshotPolicies/volumes/read",

"Microsoft.NetApp/netAppAccounts/volumeGroups/read",
"Microsoft.NetApp/netAppAccounts/volumeGroups/write",
"Microsoft.NetApp/locations/checknameavailability/action",

"Microsoft.NetApp/locations/checkfilepathavailability/action",

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.NetApp/locations/operationresults/read",
.NetApp/Operations/read",
.Resources/resources/read",
.Resources/subscriptions/resourceGroups/read",

"Microsoft.Resources/subscriptions/resourcegroups/resources/read",
.Network/virtualNetworks/read",
.Network/virtualNetworks/subnets/read",
.Network/virtualNetworks/write",
.Network/virtualNetworks/subnets/write",
.NetApp/netAppAccounts/backupVaults/read",
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"Microsoft.NetApp/netAppAccounts/backupVaults/write",
"Microsoft.NetApp/netAppAccounts/backupVaults/backups/read",
"Microsoft.NetApp/netAppAccounts/backupVaults/backups/write",
"Microsoft.NetApp/netAppAccounts/backupVaults/backups/delete”,

"Microsoft.NetApp/netAppAccounts/backupVaults/backups/restoreFiles/action”
1,

"condition": null,

"conditionVersion": null,

"dataActions": [],

"notActions": [],

"notDataActions": []

}

I
"roleName": "SnapCenter-Restricted-Access",
"roleType": "CustomRole",
"type": "Microsoft.Authorization/roleDefinitions",
"updatedBy": "xxx",

"updatedOn": "2025-05-07T07:12:14.451483+00:00"

Credentials are configured in the Settings section and by selecting the Credential tab. Credentials are
configured by clicking the + icon.

FINetApp SnapCenter®

In the following screen, a credential name must be provided and the Authentication Mode Azure Credentials
must be selected. Then tenant ID, client ID and client secret key must be configured.

Credential X
Credential Name | ANF-EASTUS-Minimal

Authentication Mode | Azure Credential v

Azure Details @
Terant 0 |
cienti> |

Client Secret Key | Enter client secret key
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Storage system configuration

ONTAP systems and FSx for ONTAP

ONTAP system or FSx for ONTAP can be added to SnapCenter either by providing cluster credentials or
credentials for each required SVM. When cluster credentials are provided, all SVMs of the cluster are added to
SnapCenter.

In our lab setup, we added the storage clusters to SnapCenter. ONTAP clusters are configured in the Storage
systems section by selecting the ONTAP storage tab and the ONTAP Cluster type. A new cluster is added by
clicking the + icon.

FINetApp SnapCenter®

In the following screen you need to provide the credentials for a cluster user.

The cluster user admin should not be used. Instead a new user should be created with the

(D required privileges as described in Create ONTAP cluster roles with minimum privileges.
Required privileges for ASA system can be found at Create ONTAP cluster roles for ASA r2
systems.

i NetApp SnapCenter®

ONTAP Storage

Add Storage System

Add Storage System @

ONTAP Storage Connections Storage System | Na

[ send AutoSupport notificatlon to storage system

Log SnapCen

SVMs are configured in the Storage systems section by selecting the ONTAP storage tab and the ONTAP
SVMS type. A new SVM is added by clicking the + icon.

In the following screen you need to provide the credentials for a cluster user.

The SVM user vsadmin should not be used. Instead a new user should be created with the
@ required privileges as described in Create SVM roles with minimum privileges. Required
privileges for ASA system can be found at Create SVM roles for ASA r2 systems.

@ The DNS name for the SVM must match with the SVM name configured at the ONTAP system.
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M NetApp SnapCenter®

ONTAP Storage Add Storage System

Add Storage System

ONTAP Storage Connections Storage System | Name or IP
Username | Storage System user name

Password | Storage System password

Event Management System (EMS) & AutoSupport Settings
Send AutoSuppert notification to storage system
Log SnapCenter Server events ta syslog

£} More Options : Platfarm, Protocol, Preferred IP etc..

Azure NetApp Files

After the ANF credentials have been configured, ANF NetApp Account(s) can be added to SnapCenter.
NetApp Accounts are configured in the Storage systems section and by selecting the Azure NetApp Files tab.
A new NetApp Account is added by clicking the + icon.

I NetApp SnapCenter®

Credential

ANF-EASTUS-Minimal

M NetApp SnapCenter®
Azure NetApp Files

Add Azure NetApp Files Account

>

Credential = ANF-EASTUS-Minimal - 4+ O
Subscription | Pay-As-You-Go N
SAP-Eastlis
NetApp Account | SAP-EastUS (ResourceGroup: L

"

i

B

Storage configuration when using SnapMirror active sync

Specific storage configuration steps are described at Storage configuration with SnapMirror active sync.

Policies configuration

As discussed in the section Data protection strategy policies are usually configured independently of the
resource and can be used for multiple SAP HANA systems.

A typical minimum configuration consists of the following policies:

* Policy for hourly backups without replication

* Policy for daily backups with SnapVault or ANF backup replication
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* Policy for weekly block integrity check operation
o using a file-based backup
o using the HANA tool hdbpersdiag

The following sections describe the configuration of these three policies.
Policies are configured in the Settings section and by selecting the Policies tab. A new policy is configured by

clicking the + icon. The two screenshots below show the list of policies for HANA systems running with Azure
NetApp Files and a second one for HANA systems running with ONTAP storage systems or FSx for ONTAP.

I NetApp SnapCeni

<

& scope Schedule Type Snapshot Backup Replication

N
/A socneegryched il Based Backup Weekly Coplesto keep: 1 coples

K
i
@

H

A\ Locaisnap Data Backup Hourly Coples to keep : 12 coples

A Locssnapanamnsaciup Data Backup oaly Coplestokeep:2 coples Coplestokeep:7coples

il ey
$
A

FINetApp SnapCent

:  Scope Schedule Type Snapshot Backup

Fil Based Backup Weeky Coples o keep: 1 coples
Data Backup Hourly Coplestokeep: 12 copies
Data Backup Dally Coples o keep 2 coples Snapvault
Data Backup Hourly Coplesto keep: 2 coples

Data Backup on demand Coples to keep : 2 copies.

calSnapTamperProof Data Backup Dally Coples to keep 4 coples
olicy4CBA Data Backup Dally Coples to keep 4 coples

£ swpmnccalrsspersing DataBacup oaly Copes tokeep: 2copis

Snapshot backups with ONTAP systems and FSx for ONTAP

Snapshot backup policies for ONTAP system or FSx for ONTAP can combine a local Snapshot with replication
or Snapshot locking (tamperproof Snapshot) operations. This example shows a policy with replication to a
secondary storage using SnapVault.

Provide a policy name and an optional description.

Modify SAP HANA Backup Policy X
Provide a policy name

o Policy type Policy name LocalSnapAndSnapVault (i}

©):rapshot And Replication Details

Qsummary

Select ONTAP storage type and Snapshot policy scope.

Modify SAP HANA Backup Policy X

° Name Choose storage type @

2 BoCebre ® ONTAP/FSX/Cloud volumes ONTAP O Azure NetApp Files

os:-apshut ‘And Replication

o Summary

Choose policy scope @

® snapshot Based File-Based

For this policy a daily schedule type has been configured. A daily Snapshot will be created, and the Snapshot
deltas will be replicated to the secondary storage using SnapVault.
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@ The schedule itself is configured with the individual HANA resource protection configuration.

The retention which is configured in the policy is only valid for the primary Snapshots. The retention at the
SnapVault target is configured with the ONTAP replication relationship for the individual volume(s) of the HANA
database as described in chapter "SAP HANA Snapshot backup operations”. The Snapshot label which is
configured in the policy must match with the label configured with the ONTAP replication relationship.

Snapshot locking (tamperproof Snapshots) can be enabled by clicking the check boxes and defining the
locking period. This feature requires a SnapLock license at the storage system and the compliance clock being
configured.

A policy for local Snapshots only would be configured with an hourly schedule and by disabling the Update
SnapVault check box.

Modify SAP HANA Backup Policy X
Name

o Choose schedule frequency

e Policy type Select how often you want the sthedules to occur in the policy, The specific times are set at backup Job creation
enabling you to stagger your start times.

3 Snapshot And Replication C ondemand

© Hourly

Oy ® oaiy
O Weekly
© Monthly
Snapshot settings
@ Coples to keep 2 coples @
O Retain coples for 14 days
() Primary snapshot copy locking period 7 (i ]
[ Secondary snapshot copy locking period 7 Li]
Policy label dally e

Select secondary replication options @
[ Update SnapMirror after creating a local Snapshot copy.
Update SnapVault after creating a local Snapshot copy.

Error retry count 3 [: ]

The summary screen shows the configured parameters.

Modify SAP HANA Backup Policy X
o hame Summary
e Policy type Policy name

Detals
©):snapshot And Replication
Backup Type And Replication

snedieTies

Dally backup retention

Replication

Snapshot backups with Azure NetApp Files

Snapshot backup policies for Azure NetApp Files can combine a local Snapshot with ANF backup, which
replicates the Snapshot data to Azure blob. This example shows a policy used for replication with ANF backup.

Provide a policy name and an optional description.
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Modify SAP HANA Backup Policy X

Provide s polley name

© roicytype Policy name LocalSnapAndANFBackup L]
@ snepshotandbackup  Details
© ooy

Select Azure NetApp Files storage type and Snapshot policy scope.

Modify SAP HANA Backup Policy X

N
o i Choose storage type @

2 Policytype 5 ®
O ONTAP/FSx/Cloud volumes ONTAP @ Azure NetApp Flles

€ srepshotand backup

@ summary

Choose policy scope @

® Snapshot Based File-Based

For this policy a daily schedule type has been configured. A daily Snapshot will be created, and the Snapshot
deltas will be replicated to the backup vault using ANF backup.

@ The schedule itself is configured with the individual HANA resource protection configuration.

The Snapshot retention which is configured in the policy is valid for the primary Snapshots at the ANF volume.
The retention for the ANF backup is configured with the backup retention settings.

A policy for local Snapshots only would be configured with an hourly schedule and by disabling the Enable
backup check box.

Modify SAP HANA Backup Policy X
[ 1 0

Choose schedule frequency
e Policy type Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation enabling

you to stagger your start times.

3 Snapshot and backup O ondemand
O Hourly

@ somary ® Dally
O weekly
O Monthly

Snapshot settings

@ Coples to keep 2 copies @

O Retain copies for 14 days

Backup settings @

Enable backup @

Data backup retention settings
@ Coplesto keep 7 coples
© Retain coples for | 14 days

Previous Next

The summary screen shows the configured parameters.
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Modify SAP HANA Backup Policy X

@ rame Summary
O roiicytype Policy name LocalSnapAndANFBackug

Details
© snapshot and backup
Backup Type And Replication Snapshot Based Backuf

SheduleType

Daily backup retention
Object store backups

Daily abject store data backup Total copl
retention

Block integrity check operations for all platforms

HANA tool hdbpersdiag

Details are described in chapter "Block consistency checks with SnapCenter".

File-based backup

Provide a policy name and an optional description.

Modify SAP HANA Backup Policy X
Provide a policy name
a Policy type Policy name BlockintegrityCheck i
e Snapshot and Replication Detalls
@ sommary

Select ONTAP or Azure NetApp Files storage type, depending on your setup and select File-based policy
scope.

Modify SAP HANA Backup Policy X

° bl Choose storage type @

Poll 2 .
2 Foloytyre @ ONTAP/FSK/Cloud volumes ONTAP O Azure NetApp Flles

€ snapshot and Repiication

@ sunmary

Choose policy scope @

SnapshotBased @ File-Based

As discussed, it is recommended to execute the block integrity check once per week. Therefore, a weekly
schedule is selected.

@ The schedule itself is configured with the individual HANA resource protection configuration.

The file system where the file-based backup is written to must provide enough capacity for one

@ backup more than defined in the retention settings, because SnapCenter deletes the old backup
after the new one has been created. In this example space for two backups is required with a
retention of one. The minimal configurable retention is zero.
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Modify SAP HANA Backup Policy X

Name

“ Choose schedule frequency

e Policy type Select how often you want the schedules to accur In the policy. The specific times are set at backup job creation
enabling you to stagger your start times.

3 Snapshotand Replication © ondemand

O Hourly

O summary O Dally
® Weekly

C Monthly
Snapshot settings

® Coples to keep 1 coples @

O Retain copies for 1 days

The summary screen shows the configured parameters.

Modify SAP HANA Backup Policy X
o hame Summary
° Policy type Policy name.

Details
€ srapsnot and Replication
Backup Type And Replication

sheddaType

Weekly backup retention

Policy configuration when using SnapMirror active sync

Specific policy configuration steps are described in the document Policy configuration SnapMirror active sync.

Configure SnapCenter resources for individual SAP HANA
databases

Configure individual SAP HANA databases in SnapCenter by creating backup users and
user store keys, setting up storage replication for secondary backups, deploying the
HANA plug-in for auto discovery, and configuring resource protection with policies and
schedules.

The configuration of a HANA database in SnapCenter is done with the following steps:
1. A SnapCenter backup user must be configured in the HANA system database, and an SAP HANA user
store key must be set up at the HANA database host

2. If data replication to a secondary storage is required, the ONTAP storage replication for the HANA data
volume must be configured

3. The SnapCenter HANA plug-in must be deployed on the HANA database host
a. Auto discovery process gets started
b. SAP HANA user store key must be configured in SnapCenter

¢. Second phase of auto discovery gets started and the HANA resource is added automatically by
SnapCenter

4. HANA resource protection must be configured for the new added HANA resource
The initial SnapCenter configuration, as described in the previous topic "SnapCenter initial configuration" must
be done first, since credentials, storage systems and policies are required during the HANA database resource
configuration. The figure below summarizes the steps and dependencies.

The figure below visualizes the different configuration components and dependencies.
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Initial SnapCenter configuration

Credentials Storage Systems Policies
Azure NetApp Files Linux host Azure NetApp Files ONTAP Storage Azure NetApp Files ONTAP / FSxN
Provide Azure Service Provide credentials for Select NetApp Provide ONTAP Provide ONTAP Snapshot based backups
Principal plugin installation account(s) SVM(s) cluster(s)
1 Block integrity check operations
Tamperproof
Configure ANF backup S
Azure Service Principal P
Secondary backups
Hosts HANA resource Resource protection
Deploy HANA plugin — Attach policies to resource Define ONTAP protection

relationship, retention
and SnapMirror label

Auto discovery
creates HANA resource and
assigns storage volume(s) to the
resource

Configure hdb userstore key Define schedule(s)

Define hdb userstore key
Auto discovery

Configuration for each HANA system

The following sections provide a detailed description of the required configuration steps.

SAP HANA backup user and SAP HANA user store configuration

NetApp recommends configuring a dedicated user in the HANA database to run the backup operations with
SnapCenter. As a second step, an SAP HANA user store key is configured for this backup user, and the SAP
HANA user store key is provided in the SnapCenter configuration.

The following figure shows the SAP HANA Studio through which the backup user, in this example
SNAPCENTER can be created.

@ The backup user needs to be configured with the privileges backup admin, catalog read,
database backup admin, and database recovery operator.

@ The backup user must be created in the system database because all backup commands for the
system and the tenant databases are executed via the system database.
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hdbstudio - /Security/Users/SNAPCENTER System: SYSTEMDB@S51 Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio - o X
FEile Edit Navigate Search Run Window Help

O EH@id -5 -eDe - Q E%
e Systems X T B sysTEMDB@SST - SNAPCENTER X =8
B-EiH-2EBBE%SB § ssrempsesst svsTem sst - Moc single tenant  hana-1 00 Bl | © |

> (2QrS - System Refresh Target (VMFS)
> (s - System Refresh Target
> k= SM1 - MSC multiple tenants
~ (51 - MDC single tenant
> [Eg ss1@551 (SYSTEM) 551 - MDC single.

User User Parameters
 SNAPCENTER

[ IDisable ODBC/JDBC access

« [EG SYSTEMDB@SS1 (SYSTEM) SS1 - MDC single tenant | | o
&,
& Backup Authentication
> & Catal
i) [ Password [IsAML [1SAP Logon Ticket
D STV Ioning Password*: L Confirm*:
v [ security §
) Force password change on next loge Yes ('No
T security
v B users (] Kevbevos‘ [Ixs09 [IsAP Assertion Ticket
& sapDBCTRL BeEs
{ sNAPCENTER
\a SYS Valid From: Nov 4, 2020, 2:47:01 AM GMT-05:00 F#| Valid Until Apr 1, 2026, 4:46:25 AM GMT-04:00 i)

& system ]
#§ XSSQLCCAUTO_USER_3094F258A8076F7AT: | Scssion Cent: ]

{} XSSQICC_AUTO_USER SE2492DBCDEDAESB
{} XSSQLCC_AUTO_USER_D5D3BOCAFOGA7937:  Granted Roles | System Privileges Object Privileges Analytic Privileges Application Privileges _Privileges on Users
SYS ADVISOR + X T
_SYSAFL
SYS_DATA ANONYMIZATION
_SYS_EPM
_SYS_PLAN_STABILITY
_SYSREPO
_SYS_SQL ANALYZER
_SYS_STATISTICS
_SYS_TABLE REPLICAS
_SYSTASK
_SYS WORKLOAD_REPLAY

> Broles
> (2551 Repair System
> [£552 HSR hana-3 -> hana-4
> ([ VFS - Vmware VMFS
> [E5SYSTEMDB@CPI (SYSTEM) CPI HANA Cockpit

Details
System Privilege Grantor
@= BACKUP ADMIN SYSTEM
&= CATALOG READ SYSTEM
ATABASE BACKUP ADMIN SYSTEM
@= DATABASE RECOVERY OPERATOR SYSTEM

SYSTEMDB@S$1 hana-1 00 (SYSTEM):SYSTEM

SAP HANA user store configuration on the HANA database host

SnapCenter uses the <sid>adm user to communicate with the HANA database. Therefore, the SAP HANA
user store key must be configured using the <sid>adm user on the database host.

hdbuserstore set <key-name> <host>:<port> <database user> <password>

For an SAP HANA MDC system, the port of the HANA system database is 3<instanceNo>13.

SAP HANA user store configuration examples

The output shows the key SSTKEY which has been configured for the HANA system with instance number =

00.
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ssladm@hana-1:/usr/sap/SS1/HDB00> hdbuserstore list
DATA FILE : /usr/sap/SSl/home/.hdb/hana-1/SSFS HDB.DAT
KEY FILE : /usr/sap/SSl/home/.hdb/hana-1/SSFS_HDB.KEY
KEY SS1SAPDBCTRL

ENV : hana-1:30013

USER: SAPDBCTRL

KEY SS1KEY

ENV : hana-1:30013

USER: SNAPCENTER

KEY SYSTEMKEY

ENV : hana-1:30013

USER: SYSTEM

ACTIVE RECORDS : 10

DELETED RECORDS : 15

NUMBER OF COMPLETE KEY: 3

Operation succeed.

ssladm@hana-1:/usr/sap/SS1/HDB00>

The output shows the key SM1KEY which has been configured for the HANA system with instance number =
12.

smladm@hana-2:/usr/sap/SM1/HDB12> hdbuserstore list
DATA FILE : /usr/sap/SMl/home/.hdb/hana-2/SSFS_HDB.DAT
KEY FILE : /usr/sap/SMl/home/.hdb/hana-2/SSFS HDB.KEY
KEY SM1SAPDBCTRL

ENV : hana-2:31213

USER: SAPDBCTRL

KEY SM1KEY

ENV : hana-2:31213

USER: SNAPCENTER

ACTIVE RECORDS : 7

DELETED RECORDS : 9

NUMBER OF COMPLETE KEY: 2

Operation succeed.

smladm@hana-2:/usr/sap/SM1/HDB12>

Storage replication configuration

The configuration of the data protection relation as well as the initial data transfer must be executed before
replication updates can be managed by SnapCenter.

The following screenshots show a configuration using ONTAP system manager. For FSx for ONTAP systems

the replication must be done using the ONTAP CLI as described at Overview - Backup replication with
SnapVault.
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The following figure shows the configured protection relationship for the data volume of the SAP HANA system
SS1. With this example, the source volume SS1_data_mnt00001 at the SVM hana-primary is replicated to the
SVM hana-backup and the target volume SS1_data_mnt00001_dst.

= FINetApp ONTAP System Manager | a400-sapcc Q search actions, objects, and pages @ © 0

Replication

wawawawa

nnnnnnnnnnn

Asynchronous

The following figure shows the protection policy, which has been created for this lab setup. The protection
policy used for the protection relationship defines the SnapMirror label, as well as the retention of backups at
the secondary storage. In this example, the used label is Daily, and the retention is set to 5.

@ The SnapMirror label in the replication policy must match the label defined in the SnapCenter
policy configuration.

The schedule of the relationship must be set to None, because SnapCenter triggers the

@ SnapVault update as part of the backup operation based on the application consistent Snapshot
created before.

@ The retention for backups at the secondary backup storage is defined in the policy and
controlled by ONTAP.

= PINetApp ONTAP System Manager | a400-sapcc

uuuuuuuuuu Policies

Snapshot policies (33) Replication policies (30) Schedule (17)

Protection ~ A SnapCenter SV Daily Asynchronous banaprimary  day

uuuuu

uuuuuu

ANF backup configuration
For ANF backup no specific preparation is required. As soon as the first backup with enabled ANF backup is

executed an Azure backup vault with the name snapcenter-vault is created by SnapCenter. This backup vault
is then used by all following ANF backup operations executed by SnapCenter.
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"5 Search resources senices,and docs (6+)) | B B0 ®s

Home > Azure NetApp Files > SAP-EastUS

Azure NetApp Files « % SAP-EastUS | Backup vaults X
Netag ft.com) - NetApp account
£ s + Add Backupvault () Refresh
W Oveni
[ Bearch Backup vaults
e L Name T Created N
R Access control (1AM}
B SAP-astUS-Backup-Vault 7/27/2023, 1005 AM
. @ =
snapcenter-vaut 12/11/2024, 1251 PM

. X Disgnose an sove problems

Deployment of SnapCenter plug-in for SAP HANA

The host requirements are listed at Host requirements for installing the SnapCenter Plug-ins Package for
Linux.

The HANA plug-in deployment is done by clicking the Add button in the Hosts section of the SnapCenter UI.

FINetApp SnapCenter®

s Initiator Groups  ISCSI Session

Plugin

Lnux @ Stand-alone SAP HANA, UNIX 61 ® Running
Unux @ Stand-alone SAP HANA, UNIX 61 ® Running
Lnux @ stand-alone SAP HANA, UNIX 61 ® Running
Unuc @ Stand-alone SAP HANA, UNIX 61 ® Running
Unux @ stand-alone SAP HANA, UNIX 61 ® Running
Linux @ Stand-alone SAP HANA, UNIX 61 ® Running
Unux @ Stand-alone SAP HANA, UNIX 61 ® Running
vsphere Stand-alone VMware vsphere 61 ® Running

In the Add host screen, you need to provide the host type and name and the credentials to be used for the
deployment process. In addition, the SAP HANA plug-in must be selected. By clicking submit the deployment
process starts.

(D For this description we didn’t add a new host but show the configuration of existing hosts in
SnapCenter.

FINetApp SnapCenter®
Managed Hosts

>
Add Host

HostType | Linux
Host Name hana'8

Credentals | InstalPluginOnLinux BEX]

Select Plug:ins to Install SnapCenter Plug:Ins Package 6.1P1 for Linux

1BM DB2 MongoDB:

MysaL Oracle Applcations @
Oracle Database SAP ASE
PostgresQL SAP MaxDB

B2 sap Hana storage @

A

£ More Options: Port

HANA auto discovery
Once the HANA plug-in deployment is finished, the auto discovery process gets started. In the first phase, only

basic settings are discovered and SnapCenter creates a new resource which gets listed on the Resources
section of the Ul marked with a red padlock.
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FINetApp SnapCenter®

sormna I

<

Q@ Resources .
Eom System System D (5ID) Tenant Databases Replication System State Plugin Host Resource Groups Policies Lastbackup  Overall Status
Py
4 a aFs aFs aFs None offine hana-9.sapce st netapp.co Not protected
af
a ast Qst Qst None offine hana-7.sapcc.stl netapp.co Not protected
& TENANT! m
TENANT2
B
sm1 w1 TENANT2 None onine hana-2.sapcc.st.netapp.co Localsnap 08/18/2025 12:01:04PM 8 Backup succeeded
= TENANTI m LocalsnapTar
A sst 551 s51 N oni hana-1.sapcc.st.netapp.c B i 08/18/2025 12:01:02PM 8 Backup succeeded
m Localsnap
LocalsnapAndsnapVault
Loc
ss2 ss2 552 Enabled Online hana-3.sapccstinetapp.co 552 HANA System Replicat Bl 08182025 11:57:30 AM 8 Backup succeeded
(Primary) m fon Loc
ss2 ss2 ss2 Enabled Oniine hana-d.sapccstinetapp.co 552 - HANA System Replicat Bl 0471172022 2:57:21 AM 8 Backup succeeded
(secondary) m fon Loc
Vis Vis vis N onli hana-8.sapcc.stinetapp.co BlockintegrityCheck 08/18/2025 12:16:56 PM ) Backup succeeded
m Localsnap

When clicking on the resource, you get asked for the SAP HANA user store key for this HANA database.

Configure Database X
Plug-in host hana-9.sapcc.stl.netapp.com
HDBSQL OS User qfsadm

HDB Secure User Store

Key QFSKEY (i ]

After the key has been provided the second phase of the auto discovery process gets started. The auto
discovery process detects all tenant databases in the HANA system, log and catalog backup configuration
details and HANA system replication roles. In addition, storage footprint details are automatically discovered.
These settings can be checked by selecting a resource and clicking on the Details button.

@ This auto discovery process is executed with each backup operation, so that any changes made
to the HANA system, which are relevant for the backup operation will be automatically detected.

I NetApp SnapCenter®

P - |

Details for selected resource

Type

aFs
HANA System Name
a o
SID
swt )
sst P

HDBSQL OS User

Log backup location mnt/log.backup

Backup catalog location nntiog-backup

Storage Footprint

s Volume Junction Path LUN/Qtree

Resource protection configuration

The resource protection configuration screen is opened by clicking on a resource after the auto discovery
process has finished. The screenshots in this documentation show the protection configuration of an existing
resource.

Configure a custom name format for the Snapshot. NetApp recommends using a custom Snapshot name to
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easily identify which backups have been created with which policy and schedule type.

In the configuration shown in the following figure, the backup and Snapshot copy names have the following
format:

* Scheduled hourly backup:
SnapCenter_<host-name>_LocalSnap_Hourly <time_stamp>

* Scheduled daily backup:
SnapCenter_<host-name>_LocalSnapAndSnapVault_Daily <time_stamp>

I NetApp SnapCenter® - Ssapcciscadmin  SnapCenteradmin #Sign Out

P | 551 Topology X | Mutttenant Database Container - Protect

"] Protect the resource by selecting %
Lz System i protection policies, schedules, and

Py T notification seftings. 2 A A =

" A b Manage Copies Application Settings Policies Notification Summary
Primary Backup(s)

.

5 = search Provide format for custom snapshot name

*

o Use custom name format for Snapshot copy

SnapCenter_hana-1_LocalSnapAndSnapV & SnapCenter

A ly.

SnapCenter_hana-1_Localsnap_Hourly.0
819-2025_04.00.00.3672
SnapCenter_hana-1_LocalSnap_Hourly0
819-2025_00.00.00.3881
SnapCenter_hana-1_Localsnap_Hourly. 0
818:2025.20.0000.3846
SnapCenter_hana-1_Localsnap_Hourly0
818:2025_16.00.00.3701
SnapCenter_hana-1_Localsnap_Hourly.0
818:2025_12.00.00.3689
SnapCenter_hana-1_Localsnap_Hourly_0
818-2025_08.00.00.3466
SnapCenter_hana-1_LocalsnapAndsnapV
ault_Daly_08-18-2025_06.00.00.3538
SnapCenter_hana-1_Localsnap_Hourly. 0
818-2025_04.00.00.3949
SnapCenter_hana-1_LocalSnap_Hourly. 0
818:2025.00.00.00.3921
SnapCenter_hana-1_Localsnap_Hourly.0
817-2025_20.00.00.3491

SnapCenter_hana-1_LocalSnap_Hourly.0
817-2025_16.00.00.4086

SnapCenter_hana-1_Localsnap_Hourly.0
172025 120000 3784 =

Activty  Thesmostrec plyes @ compes @ovarngs QYorales @ocarcees @)1 uming @0 Queved

In the next screen, scripts can be configured, which should be executed at various steps of the backup
workflow.

FINetApp SnapCenter® 2 sapcciscadmin  SnapCenteradmin  § Sign Out
5 a

o P—

o = Primary Backup(s) 3 4 s

& Backup Name B
= =2 SnapCenter_hana-1_LocalSnap_Hourly_08: N ” o

A vis

SnapCenter_hana1_LocalSnap_Hourly.08-
19.2025.0000.003681 Pre Quiesce
SnapCenter hana 1 Localsnap_Houry 08
182025, 2000003646
SnapCenter_hana1_LocalSnap_Hourly.08- Post Quiesce

18:2025.1600003701 )
SnapCenter_hana1_LocalSnap_Hourly.08-
18:2025.1200003689

SnapCenter_hana-1_Localsnap_Hourly_08-
18-2025.08.00.00.3466 Pre Snapshot Copy

SnapCenter_hana-1_LocalSnapAndsnapVau

It Dally_08-18-2025_06.00.00.3538

SnapCenter_hana-1_Localsnap_Hourly_08- Post Snapshot Copy

18:2025.04.00.00.3949 4
SnapCenter_hana-1_Localsnap_Hourly_08-
18:2025.00.00.003921

SnapCenter_hana-1_Localsnap_ Hourly_08
17-20252000.00.3491 Pre UnQuiesce

SnapCenter_hana-1_Localsnap_Hourly_08-
17-2025.16.00.00.4086

SnapCenter_hana-1_Localsnap_Hourly_08- Post UnQuiesce
17-2025.12.00.00.3284 P

SnapCenter_hana-1_Localsnap_Hourly_08- °
17:2025_08.00.00.3666. &

nt obs are displayed @ scompered @owarnings € oraled (@) Canceled orunning @) 0 Queved

Now policies are attached to the resource and schedules are defined.
In this example we have configured

» A weekly block integrity check, every Sunday
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* Alocal Snapshot backup, every 4 hours

» A daily Snapshot backup with SnapVault replication once per day

FINetApp SnapCenter® - Lsapcciscadmin  SnapCenterAdmin  #Sign Out

EIY | 551 Topology X | Multenant Database Container - Protect x

WN | Manage Copies
Py Primary Backup(s)
e 8 os Ty Backum 4 s
+ I earch Resource  Applcaton'ewngs  Polces Notication Surmary
swt
& Backup Name
: = Select one or more policies and configure schedules
i SnapCenter_hana-1 LocaSnapAndsnapyau
- il LocaSnap, LocalsnapAndSnapVauit,Blockin + 0
= = SnapCenter_hana-1 Localsnap.Houry_06
A - 19:2025.0400.003672 Configure schedules for selected policies
SnapCenter_hana-1 Localsnap.Houry 08 Py I Appledscheduies  Configure Schedules Secondary Protecion
19:2025,0000.00.3881
BlockintegryCheck Weekly: unon s x No
SnapCenter_hana- Localsnap_Houry08 ey Sundey
18:2025.2000.003846
Locaisnap Houry: Repeat s x No
SnapCenter_hana-1 Localsnap.Houry 08 et b
18:2025.1600.003701
Localsnap Ondemand None Toschedule operatons selcta ol tht has No

SnapCenter_hana-1_LocalSnap_Hourly_08:

the appropriate schedule assoclated, or modify
18-2025.12.00,00.3689

the selected policy to allow schedules.

SnapCenter_hana-1_Localsnap_ Hourly_08- LocalsnapAndsnapVault Dally: Repeatevery | & | x No
18:2025.08.00.00.3466

SnapCenter_hana-1_LocalSnapAndsnapVau Total 4
It_Daily_0818-2025.06.00.00.3538
SnapCenter_hana-1_Localsnap_Hourly_08:
18-2025.04.00,00.3949
SnapCenter_hana-1_LocalSnap_Hourly_08:
18-2025.00,00.003921
SnapCenter_hana-1_Localsnap_Hourly_08:
17:2025.20/00.00.3491
SnapCenter_hana-1_LocalSnap_Hourly_08:
17-2025_16.00.00.4086
SnapCenter_hana-1_Localsnap_Hourly_08:
17:2025.12,00.00.3284

SnapCenter_hana-1_Localsnap_Hourly_08-
17.2025_08.00.00.3666

Activity ‘The 5 most recent jobs are displayed @ scompleted @ owarnings  €Qorated  @ocanceled @ orunning @0 Queved

Email notification can be configured.

FINetApp SnapCenter® @ Lsapcciscadmin  SnapCenteradmin # Sign Out

swnana [ 551 Topology X | Multenant Databa: X

S

W sysem Manage Copies SMTP server,
Py Primary Backup(s)
b a8 o 1 Backup
a a T saarch .
& sun preep— Resource  Applcation Settngs  Polices Notifcation Summary
sst
'™ SnapCenter_hana- LocalSnapAndsnapau
ss2 IDally.08-18:2025 0600 00,4150 Provide emal seizings ®
= - SnapCenter_hana-1_Localsnap_Hourly_08- people Issues
19:2025.0400003672
A 3 Emallpreference | Never -
Snapenter_hana- Localsnap_Houry. 08
19:2025.0000.00.3581
From e
Snapenter_hana- Localsnap_Houry08
18:2025.2000003845 % Bt o
SnapCenter_hana- Localsnap_Houry 08
622 1600004701 subject Notication
SnapCenter_hana- Localsnap_Houry 08 .

18.2025_12,00.003689

SnapCenter_hana-1_Localsnap_Hourly_08-
18.2025_08.00.00.3466
SnapCenter_hana-1_LocalSnapAndsnapVau
It_Dally_08-18-2025_06.00.00.3538

SnapCenter_hana-1_LocalSnap_Hourly_08.
18.2025_04.00.00.3949

SnapCenter_hana-1_LocalSnap_Hourly_08-
18.2025_00,00.003921

SnapCenter_hana-1_Localsnap_Hourly_08:
17-2025_20,00.00.3491

SnapCenter_hana-1_LocalSnap_Hourly_08-
17-2025_16,00.00.4086

SnapCenter_hana-1_Localsnap_Hourly_08.
17:2025.12.00,003284

SnapCenter_hana-1_Localsnap_Hourly_08-
17-2025_08.00.00.3666

o7 Tt

Activity The 5 most recent jobs are displayed @scompered @owarnings  €Qorated @ ocanceled @ oRunning  @)0 Queved

When the resource protection configuration is done, scheduled backups will be executed according to the
defined settings.

Configure SnapCenter to back up non-data volumes

Configure SnapCenter to back up non-data volumes such as executables, configuration
files, trace files, and application server data.

Protecting the database data volume is sufficient to restore and recover the SAP HANA database to a given
point in time, provided that the database installation resources, and the required logs are still available.

To recover from situations where other non-data files must be restored, NetApp recommends developing an



additional backup strategy for non-data volumes to augment the SAP HANA database backup. Depending on

your specific requirements, the backup of non-data volumes might differ in scheduling frequency and retention
settings, and you should consider how frequently non-data files are changed. For instance, the HANA volume
/hana/shared contains executables, configuration files but also SAP HANA trace files. While executables only

change when the SAP HANA database is upgraded, the SAP HANA configuration and trace files might need a
higher backup frequency. Also SAP application server volumes can be protected with SnapCenter using non-

data volume backups.

SnapCenter non-data volume backup enables Snapshot copies of all relevant volumes to be created in a few
seconds with the same space efficiency as SAP HANA database backups. The difference is that there is no
interaction with SAP HANA database required.

From the Resource tab, select Non-Data-Volume and click Add SAP HANA Database.

I NetApp SnapCenter®

<

L e Cor System 1D (5ID) Tenant Databases Replcation System State Plug-in Host Resource Groups Policies Las Overall status

(-]

as aFs None Offine hana-9.sapcstinetapp.co Not protected
Resource Group m
ol
8 ast ast Qst None Offine han: Not protected
IS TENANT! m
TENANT2
-
sm1 st TENANT2 None Online Localsnap 0872172025 401:05 AM 83 Backup succeeded
= TENANT! Loc:
A sst sst sst None onine hana-1.sapecstinetapp.co 0872172025 6:01:04 AM 8 Backup succeeded
ss2 ss2 ss2 Enabled Online hana-3.sapccstinetapp.co 552 HANA System Replicat Blo 0872172025 6:57:25 AM 8 Backup succeeded
(Primary) m ion Lo
ss2 ss2 ss2 Enabled Online hana-4.sapccstinetapp.co 552 HANA System Replicat  BlockintegrityCheck 0471172022 2:57:21 AM 8 Backup succeeded
(secondary) m ion Localsnapkeep2
Vs Vs vis N onl hana-8.sapcestinetapp.co BlockintegrityCheck 0872172025 6:31:08 AM 83 Backup succeeded
m Localsnap

FINetApp SnapCenter®

[ Name Assoclated System D (SID) Plugiin Host Resource Groups Policies Lastbackup  Overal Statu

2 SM1-Shared-Volume sw hana-2.sapec stnetapp.com Localsnap 08/21/2025 6:06:14 AM 83 Backup succeeded

R OGEJE

2 S51-Shared-Volume sst hana-1 sapec.stnetapp.com Localsnap 08/21/2025 6:04:13AM 83 Backup succeeded
LocalSnap-OnDemand

&
P
A

In step one of the Add SAP HANA Database dialog, in the Resource Type list, select Non-data Volumes.
Specify a name for the resource and the associated SID and the SAP HANA plug-in host you want to use for
the resource, then click Next.

Add SAP HANA Database X

Pravide Resource Details

2 Storage Footprint Resource Type Non-data Volume

3 summary Resource Name ST
Assoclated SID ST [ ]
Plugn Host hana-1.sapee.stinetapp.com - 0
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For ONTAP systems and FSx for ONTAP select storage type ONTAP and add the SVM(s) and the storage
volume(s) as storage footprint, then click Next.

Add SAP HANA Database

oNﬂmE Provide Storage Footprint Details

Storage Type & onTap 2 Azure NetApp Files

3 summary Add Storage Footprint

x
Storage System hana-primary -
Select one or more volumes and If required their associated Qtrees and LUNs

Volume niame LUNs or Qurees

Select = Defauitis ‘None' o type to find x

Select
hana_primary_root
Pl shared
QS1_data_mmo0001
QS1_log. mntogoo1
Qs1_shared
SM1_data_mnt00001
SM1_log backup
Shi1_Jog mato00a1
SM1_shared
551_data_mnto0oas
551_log_backup

551_log mntoaoo1
551 _repair_Jog_backup
SS1_repair_log_mnt0o001
551_shared

552 backup

552 data mntooog
552 log_mnt0on01

Previous Pext

For ANF select storage type Azure NetApp Files select the NetApp Account and capacity pool and add the
ANF volume(s) as storage footprint, then click Next.

Add SAP HANA Database X
@ riam: Provide Storage Footprint Details
2 Storage Footprint Storage Type O ONTAP @ Azure Netapp Flles
3 y Add Starage Footprint
" x
Azure NetApp Account  SAP EastUs i
Select one or mare Capacity pools and thelr associated Volumes
Capacity pool Volume
sap-premium-mgos =|
griorasapdata
HANB1-data-mnt00001
HANB1-l0g-mnD0o01 (]
Ha-NB1-shared
hana-dist
hana-log-backup
HANA-log-backup-shared
Previous Next

In the summary step, click Finish to save the settings.

Repeat these steps for all the required non-data volumes. Continue with the protection configuration of the new
resource.

(D The data protection configuration for non-data volume resources is identical to the workflow for
SAP HANA database resources and can be defined on an individual resource level.
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Configure SnapCenter central plug-in host for SAP HANA

Deploy the SnapCenter HANA plug-in on a central host to support SAP HANA multiple-
host systems or HANA systems on IBM Power. This procedure includes installing the
plug-in on a Windows or Linux host, configuring the SAP HANA hdbsql client, and setting
up user store keys for each protected HANA system.

As discussed in "Deployment options for SnapCenter plug-in for SAP HANA", the HANA plug-in can be
deployed outside of the HANA database to support a central plug-in configuration which is required SAP HANA
multiple host systems or SAP HANA on IBM Power environments.

The central plug-in host can be any Windows or Linux host, but typically the SnapCenter server itself is used
as a central plug-in host.

The configuration of a central plug-in host consists of the following steps:

» SnapCenter HANA plug-in deployment
+ SAP HANA hdbsq|l client installation and configuration
* SAP HANA user store configuration for each HANA system which is protected by the central plug-in host

SnapCenter HANA plug-in deployment

The host requirements are listed at Host requirements for installing the SnapCenter Plug-ins Package for
Linux.

The central plug-in host on is added as a host, and the SAP HANA plug-in is installed on the host. The
screenshot below shows the plug-in deployment on a SnapCenter server running on Windows.

1. Go to Hosts and click Add.

2. Provide the required host information. Click Submit.

I NetApp SnapCenter®

Managed Hosts
v Rl

SAP HANA hdbsql client software installation and configuration

The SAP HANA hdbsq| client software must be installed on the same host on which the SAP HANA plug-in is
installed. The software can be downloaded from the SAP Support Portal.

The hdbsql OS user configured during the HANA resource configuration must be able to run the hdbsql
executable. The path to the hdbsql executable must be configured in the hana.properties file or in the search
path parameters (%PATH%, $PATH) of the OS user.

Central plug-in host on Windows:
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C:\More C:\Program Files\NetApp\SnapCenter\Snapcenter Plug-in
Creator\etc\hana.properties

HANA HDBSQL CMD=C:\\Program Files\\sap\\hdbclient\\hdbsgl.exe

Central plug-in host on Linux:

cat /opt/NetApp/snapcenter/scc/etc/hana.properties

HANA HDBSQL CMD=/usr/sap/hdbclient/hdbsqgl

SAP HANA user store configuration for a central plug-in host

For each HANA system which is managed by the central plug-in host, a SAP HANA user store key must be
configured. Before the key can be configured at the central plug-in host, a database user must be created as
described in "SAP HANA backup user and SAP HANA user store configuration”.

If the SAP HANA plug-in and the SAP hdbsql client are installed on Windows, the local system user executes
the hdbsgl commands and is configured by default in the resource configuration. Because the system user is
not a logon user, the SAP HANA user store configuration must be done with a different user using the -u
<User> option.

hdbuserstore.exe -u SYSTEM set <key> <host>:<port> <database user>
<password>

For an SAP HANA multiple-host setup, SAP HANA user store keys for all hosts must be configured.
SnapCenter tries to connect to the database using each of the provided keys and can therefore operate
independently of a failover of the system database (HANA name server) to a different host. An SAP HANA
user store key is configured for all worker and the standby host. The HANA database user, in this example,
SNAPCENTER is the user that has been configured in the system database.
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hdbuserstore.exe -u SYSTEM set MSI1KEYHOST1 hana-4:30013 SNAPCENTER

password
hdbuserstore.exe -u SYSTEM set MS1KEYHOST2 hana-5:30013 SNAPCENTER
password
hdbuserstore.exe -u SYSTEM set MS1KEYHOST3 hana-6:30013 SNAPCENTER
password

C:\Program Files\sap\hdbclient>hdbuserstore.exe -u SYSTEM list
DATA FILE : C:\ProgramData\.hdb\SNAPCENTER-61\S-1-5-18\SSFS HDB.DAT
KEY FILE : C:\ProgramData\.hdb\SNAPCENTER-61\S-1-5-18\SSFS HDB.KEY
KEY MS1KEYHOST1

ENV : hana-4:30013

USER: SNAPCENTER

KEY MS1KEYHOST2

ENV : hana-5:30013

USER: SNAPCENTER

KEY MS1KEYHOST3

ENV : hana-6:30013

USER: SNAPCENTER

KEY SS2KEY

ENV : hana-3:30013

USER: SNAPCENTER

C:\Program Files\sap\hdbclient>

HANA manual resource configuration

A manual configured HANA system resource is created in SnapCenter by clicking the Add button in the
resource view.

FINetApp SnapCenter

aFs s aFs None offine

nnnnnn

In the next screen you need to provide a couple of system parameters.

* Plug-in Host: The central plug-in host must be selected

« SAP HANA user store key: For a single host HANA system the key name that has been prepared at the
central plug-in host must be provided. For a multiple host HANA system, a comma-separated list of all keys
for the system must be provided.
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« HDBSQL OS User: If the central plug-in host runs on Windows, the user will be pre-select as the SYSTEM
user. Otherwise the user which has been used for the SAP HANA user store key must be provided.

I Add SAP HANA Database #
Provide Resource Details
forage Resource Type Multitenant Database Contalner T

HANA System Name MCR
sip MCR i]
Plug-in Hast Select | @
HDB Secure User Store | MCRKEY iy
Keys &
HDBSQL 05 User @

As a next step the storage footprint needs to be configured. All ONTAP or ANF volumes which belong to the
HANA system must be added here.

Add SAP HANA Database X
@ rane Provide Storage Footprint Detalls
Storage Foorprint Storage Type & onNTAR D Azure Netapp Flles
3 Summary Add Storage Footprint
x
Storage System hana-primary
Select one or more volumes and If required their associated Qtrees and LUNs
Volume name LUNs or Qtrees
Default Is "None' or type to find + Ed
|
Save
select

hana_primary_raot
CPi_shared
Q51_data_mnt0C001
Q51_log mAto00a1
Q51 _shared
SM1_data_mntonoat
SM1_log backup
SM1_log_ mnt0aooi
SM1_shared
§51_data_mni00001
551_log_backup
551_log_mntD00O1
§51_repalr_log backup

551_repalr_log_mnto0001
551_shared

552_backup
$53_data_mntDOoD!
§52_log mntoooot

Resource protection configuration can now be done in the same way as for auto discovered HANA systems.
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Learn about backup operations for SAP HANA Snapshot in
SnapCenter

Perform SAP HANA Snapshot backups using SnapCenter. Learn about database
Snapshot backups, block integrity checks, non-data volume backups, and backup
replication using SnapVault or Azure NetApp Files backup.

In SnapCenter, database backups are typically executed using the schedules defined within the resource
protection configuration of each HANA database.

On-demand database backup can be performed by using either the SnapCenter GUI, a PowerShell command
line, or REST APIs.

SnapCenter supports the following backup operations.

* HANA database Snapshot backup operations

* Block integrity check operations

» Snapshot backups of non-data volumes

« Backup replication using SnapVault or ANF backup for HANA database or non-data volume backups

The following sections describe the different operations for single-host HANA systems which have been auto
discovered by SnapCenter (HANA plug-in deployed at the HANA database host)

SAP HANA Snapshot backups in SnapCenter

The SnapCenter resource topology shows the list of backups created by SnapCenter. The following figure
shows the backups available on the primary storage and highlights the most recent backup.

P NetApp SnapCenter®

v

Snapshot Lock Expiration Count End Date

_Localsnap_Hourly 08-22-2025,08.00.00.3884 ) 1 0812272025 80102 AM 83

IsnapAndsnapVault_Daly_08-22-2025_06.00.00.4473 1 08122/2025 6:01:02AM &

08/21/2025 401:01 PM 83
1 0812172025 12:01:02PM 83
0812172025 801:02AM 84
1 0812172025 6:01:04 AM &3
1 08/21/2025 401:01 AM &1
08121/2025 12:01:02 AM 8
082012025 8:01:02PM &
082012025 401:01 PM &
08/20/202512:01:02PM 83

Backups at the secondary storage can be listed by clicking on the Vault copies icon.

50



FINetApp SnapCenter®

SAP HANA
5 |

Manage Copies

- | 48ackups Summary Card
L = ocones
. 23 Backups
Local coples 21 Soopshot based backups
sst

552 0 Clones
- Vault copies 0 snapshots Locked
Vi
Secondary Vault Backup(s)
rrrrr h v
Backup Name Snapshot Lock Expiration Count End Date
SnapCenter_hana-1_LocalSnapAndsnapVault_Dally_08:22-2025_06.00.00.4473 0812212025 601:02 AM £
SnapCenter. calSnapAndsnapVault_Daily_08-21-2025_06.00.00.3982 0812172025 6:01:04 AM £

SnapCenter_hana.1 LocalsnapAndSnapVauit Dally_08:13-2025,06.00.00.4190 0811972025 60102 AM 83

08/18/2025 601:02AM &

'
1

SnapCenter_hana-1 LocalsnapAndSnapVault Dally_08.20-2025,06.00.00.4188 1 0812012025 60101 AM 88
1
SnapCenter_hana1_LocalsnapAndSnapyauit Dally_08-18.2025,06.00.00.3538 1
1
1

SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-17-2025.06.00.00.4405 08/17/2025 60059 AM £

SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08.01-2025.06.00.00.4123 08/01/2025 601:07 AM £

@scomees @owarnng: Qoraie  @oc

The following screenshot shows the list of backups for the system SM1, where tamperproof Snapshots have
been configured.

FINetApp SnapCenter®

SM1 Topology

Manage Copies

15 Backups
a o -
= ocones

sw1
Local coples

ss1

ss2 0 Clones

ss2 3 Snapshots Locked

vFs

Primary Backup(s)

search v

Backup Name Snapshot Lock Expiration Count End Date
SnapCenter_hana-2_LocalSnap_Hourly_08-22:2025_08.00.00.4043 082272025 80104AM B &
SnapCenter_hana-2_LocalSnap_Hourly_08-22:2025_04.00.00.3939 08/22/2025 40104 AM 8
SnapCenter_hana-2_LocalSnap_ Hourly_08-22:2025_00.00.00.3606 0872212025 12:01:04 AM 83
SnapCenter_hana-2_LocalSnap_ Hourly_08-21-2025_20.00.00.4408 0872112025 801:04PM 83

SnapCenter_hana-2_Localsnap_Hourly_08-21-2025_16.00.00.4216 0812112025 401:04 PM &

8-21-2025_12.00.00.4306 0872172025 1201:04 PM £

Daly_08:21-2025_11.09.00.4474 6 0872412025 11:09:00 AM 0872172025 1:10:02 AM &
SnapCenter_hana-2_Localsnap_Hourly_08-21-2025_04.00.00.4056 0812172025 401:05 AM €9
SnapCenter_hana-2_Localsnap_Hourly_08-21-2025_00.00.00.3702 0872172025 12:01:05 AV &
SnapCenter_hana-2_LocalSnap_Hourly_08-20-2025_20.00.00.4118 08/20/2025 801:04 PM 81
SnapC: urly_08-20-2025_16.00.00.4319 08/20/2025 401:05 PM 81

SnapCenter_hana-2_LocalSnap_ Hourly_08-20-2025_12.00.004105 081202025 120105 PM 8

0812012025 11:10:02 AM &3

1
1
1
1
1
1
1

SnapCenter_hana-2_LocalSnap_ Hourly_08-21-2025_08.00.00.4168 1 0872172025 80104 AM 89
1
1
1
1
1
SnapCenter_hana-2_LocalSnapTamperProof_Dally_08:20-2025.11.09.00.4182 0872312025 11:09:00 AM 1
1

SnapCenter_hana-2_LocalsnapTamperProof_Dally_08-19-2025_11.09.00.3746 8 08720075 11:0900 AM 08/19/2025 11:10:02AM 8~

Total 7 Total 15

The s most ecen jobs are dislayed @scomiees @ownings Qorated @ oconceed @0 ruming @0 Quewed

SAP HANA Snapshot backups in SAP HANA Studio

When performing a backup using storage Snapshots for an SAP HANA MDC system, a Snapshot copy of the
data volume is created. This data volume contains the data of the system database as well as the data of all
tenant databases. To reflect this physical architecture, SAP HANA internally performs a combined internal
database snapshot of the system database as well as all tenant databases whenever SnapCenter triggers a
Snapshot backup. This results in multiple separate backup entries in the SAP HANA backup catalog: one for
the system database and one for each tenant database.

In the SAP HANA backup catalog, the SnapCenter backup name is stored as a Comment field as well as
External Backup ID (EBID). This is shown in the following screenshot for the system database and in the
screenshot after that for the tenant database SS1. Both figures highlight the SnapCenter backup name stored
in the comment field and EBID.
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T8 hdbstudio - System: SYSTEMDB@SS1 Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio - o X
Eile Edit Navigate Search Run Window Help
- g1 §l-opo-D -t Q B®
systems X B~ B §l - B EG § = B 3 sackup SYSTEMDBESST (SYSTEM) 551 - MOC single tenant X Sifa]
> (£ QFS - System Refresh Target (VMFS) &) Backup SYSTEMDB@SS1 (SYSTEM) 551 - MDC single tenant Last Update9:13:19 AM R | (]| B
> QS1 - System Refresh Target -
> (ZSM1 - MSC multple tenants Overview | Configuration | Backup Catalog
~ (551 - MDC single tenant T Backup Details e
> [E5551@551 (SYSTEM) 551 - MDC single tenan
> [F SYSTEMDB@SS1 (SYSTEM) 551 - MDC single tenant [ Database: [SYSTEMDB B ] 1D: 1755864026172
> (2551 Repair System Status Successful
> [£552 HSR hana-3 -> hana-4 [Jshow Log Backups (] Show Delta Backups Backup Type: Data Backup.
¥ (s M YIS Destination Type: Snapshot
> [E5 SYSTEMDB@CPI (SYSTEM) CPI Cockpit taty: tarted Duration ize Backup Type Destination Ty
(HE Aug 22, 2025, 8:00:26 AM. 00h 00m 185 475 GB Data Backup Snapshot Started Aug 22,2025, B:0026:AM (Amesica/indianapolis)
a Aug 22, 2025, 6:00:26 AM 00h 00m 18s. 4.75GB Data Backup ‘Snapshot Finished: Aug 22, 2025, 8:00:44 AM (America/Indianapolis)
] Aug 22,2025, 40026 AM  00h 00m 195 475GB DataBackup  Snapshot Duration: 00h 00m 185
=] Aug 22, 2025, 12:00:26 A 00h 00m 185 475GB DataBackup  Snapshot Size 47568
=] Aug 21, 2025, 8:00:25 PM 00h 00m 18s. 4.75GB Data Backup Snapshot Throughput na
(=] Aug 21, 2025, 4:00:25 PM 00h 00m 185 4.75GB Data Backup Snapshot iB:
® Aug 21,2025, 120026 PM_ 00h 00m 195 475G DataBackup  Snapshot Syster
=] Aug 21, 2025, 8:00:26 AM 00h 00m 18s 475 GB Data Backup Snapshot l Comment: SnapCenter_hana-1_LocalSnap_Hourly_08-22-2025.08.00.00.3884 I
=] Aug 21,2025, 60026 AM 00 00m 19 475GB DataBackup  Snapshot
=] Aug 21,2025, 40025 AM 00 00m 185 475GB DataBackup  Snapshot daiionat
=] Aug 21, 2025, 12:00:26 A 00h 00m 185 475GB DataBackup  Snapshot ‘Adcitional lnfomation: | <ok
=] Aug 20, 2025, 8:00:26 PM 00h 00m 185 475GB DataBackup  Snapshot
[a] Aug 20, 2025, 4:00:25 PM 00h 00m 185 475GB DataBackup  Snapshot
Location: /hana/data/SS1/mnt00001/
8 Aug 20,2025, 120026 PM_ 00h 00m 18s 475GB DataBackup  Snapshot
=] Aug 20, 2025, 60025 AM  00h 00m 185 475GB DataBackup  Snapshot
B hnmesad  omomie 47508 ety St it s tone . A0
5 | ooh 00 172 w75 8 lDamBaks ane et hana-1 nameserver 475GB hdb00001  vol..{_SnapCenter_hana-1_LocalSnap_Hour)
ug 17, 2025, m 17s ata Backup napshot
Aug 17,2025, 53203 AM  00h 00m 135 317GB DataBackup  File
=] Aug 1, 2025, 6:0027 AM 00h 00m 195 475GB DataBackup  Snapshot
< v
M@ hdbstudio - System: SYSTEMDB@SS1 Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio - o B
dile Edit Navigate Search Run Window Help
=) B~ Bl - o E - Q B®
o systems x (B - [E § 2 BB ) Backup SYSTEMDB@SS1 (SYSTEM) SS1 - MDC single tenant X <o
> 2QFS - system Refresh Target (VMIFS) Backup SYSTEMDB@SST (SYSTEM) SS1 - MDC single tenant Last Update1339 M | (5] e
> [ZQs1 - System Refresh Target
> (2 SM1 - MSC multiple tenants Overview | Configuration  Backup Catalog
v SS1 - MDCsingle tenant Backup Catalog Backup Details =
> [@B551@551 (SYSTEM) 551 - MDC single tenan
> [ESYSTEMDB@SST (SYSTEM) S51 - MDC single tenant [ Database: [s51 = ] 10: 1755864026173
> (551 Repair System Status: Successful
> [&552 HSR hana-3 -> hana-4 [JShow Log Backups [JShow Delta Backups Backup Type: Data Backup
R ATNICYMES Destination Type: Snapshot
» (BB SYSTEMDB@CPI (SYSTEM) CPI HANA Cockpt Status__ Started Duration Size Backup Type __Destination T
=) o RO 25368 DataBackup _ Snapshot Started: Aug 22, 2025, 8:00:26 AM (America/indianapolis)
_E—]onn Tom 105 TH5 08 Data Backup - Snapshot Eaycu -5 Aug 22, 2025, 8:00:44 AM (America/indianapolis)
5] Aug 22,2025, 40026 AM  00h 00m 195 488GB DataBackup  Snapshot “Duration: 00h 00m 185
=] Aug 22, 2025, 12:0026 A 00h 00m 185 488GB DataBackup  Snapshot Size: 488GB
=] Aug 21, 2025, 8:0025 PM 00h 00m 185 488GB DataBackup  Snapshot Tirouighpit e
=) Aug 21, 2025, 40025 PM 00h 00m 185 488GB DataBackup  Snapshot
a Aug 21,2025, 120026 PM  00h 00m 195 488GB Data Backup Snapshot Systen ID:
=] Aug 21, 2025, 8:00:26 AM 00h 00m 18s 4.88GB Data Backup Snapshot [ comment: SnapCenter_hana-1_LocalSnap_Hourly_08-22-2025_08.00.00.3884 )
5] Aug 21,2025 60026 AM  00h 00m 195 488GB DataBackup  Snapshot
a Aug 21, 2025, 4:00:25 AM 00h 00m 18s 488 GB Data Backup Snapshot - i
=] Aug 21, 2025, 12:00:26 A 00h 00m 185 488GB DataBackup  Snapshot Mionaliiforrmmation: | <olc:
=] Aug 20, 2025, 8:00:26 PM 00h 00m 185 488GB DataBackup  Snapshot
=] Aug 20, 2025, 40025 PM 00h 00m 185 488GB DataBackup  Snapshot
Location: /hana/data/sS1/mnt00001/
=] Aug 20,2025, 120026 PM_ 00h 00m 185 488GB DataBackup  Snapshot
=] Aug 20,2025, 6:0025 M 00h 00m 185 488GB DataBackup  Snapshot
L] Aug 19,2025, 6:0026 AM  00h 00m 185 483GB DataBackup  Snapshot e Sirice P YR ST P
=] Aug 18,2025, 60026 AM  00h 00m 185 488GB DataBackup  Snapshot o g
; :”g :; zgiz :’g f; m zg: ﬁ"‘ :;S ; ii EE S“t" :‘":”p i?a'“""' hana-1 indexserver 456 GB hdb00003... vol...  SnapCenter_hana-1_Localsnap.Hourly..
g 17, 2025, 5 m 135 ata Backup ile
] Aug 1, 2025, 6:00:27 AM 00h 00m 195 488GB DataBackup  Snapshot
< > v

SnapCenter is only aware of its own backups. Additional backups created, for example, with
SAP HANA Studio, are visible in the SAP HANA catalog but not in SnapCenter. Also Snapshots
created directly on the storage system will not be visible in SnapCenter,

SAP HANA Snapshot backups on storage layer

To view the backups on the storage layer, you can use NetApp System Manager and select the database
volume. The following screenshot shows the available backups for the database volume SS1_data_mnt00001
at the primary storage. The highlighted backup is the backup shown in SnapCenter and SAP HANA Studio in
the previous images and has the same naming convention.
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= FINetApp ONTAP System Manager | 2400-sapcc

Dashboard

Insights

Storage

Overview
Volumes
LN

NVMe namespaces

Clients

Network

Events & jobs.

Protection

Hosts

Cluster

 Backto Volumes

SS1_data_mnt00001 ~

Overview Snapshots Replication Backup to cloud

+ Add  Policy: none-MIG

| Name

Security

[ sroscentrpana--ocasnp.ouny 0-22.205 0w00003884

SnapCenter_hana-1_LocalSnapAndSnapVault_Daily 08-22-2025.06.00.00.4473

SnapCenter_hana-1_LocalSnap_Hourly_08-22-2025 0400003795

SnapCenter_hana-1_LocalSnap_ Hourly_08-22-2025_00.00.00.3445

SnapCenter_ hana-1_LocalSnap_Hourly 08-21-2025 20.00.00.3933

snapmirror1848(339-2d3d-11ec-86b0-d039ea2efo42 2155360509.2025-08-22.001000

SnapCenter_hana-1_LocalSnap_Hourly_08-21-2025, 16.00.00.4185.
SnapCenter_hana-1_LocalSnap_Hourly_08-21-2025.12.00.00.4302

SnapCenter_hana-1_LocalSnap_ Hourly_08-21-2025 08.0000.3794

SnapCenter_hana-1_LocalSnapAndSnapVault_Daily08-21-2025.06.00.003982

SnapCenter_hana-1_LocalSnap_Hourly_08-21-2025.04.00.00.4068

SnapCenter_hana-1_LocalSnap_Hourly_08-21-2025_00.00003702

SnapCenter_hana-1_LocalSnap_Hourly_08-20-2025, 20.00.00.3830

File system

Snapshot creation time

Aug/22/2025 800 AM

Aug/22/2025 600 AM

Aug22/2025 400 AM

Aug/22/2025 1200 AM

Aug21/2025 800 PM

Aug/21/2025 6:10 PM

AUg/21/2025 400 PM

Aug/21/2025 12:00 PM

Aug/21/2025 800 AM

AUg/21/2025 600 AM

Aug/21/2025 400 AM

Augr21/2025 1200 AM

Aug/20/2025 800 PM

Q_ search actions, objects, and pages @ < O

Quota Usage VA

| Snapshot restore size @)

an26is
8saci
8seGi
863G
ss6Gi
asiai
ss3Gi
sssais
853G
8soGis
868

862G
sdsGi

1170t 17 1

The following screenshot shows the available backups for the replication target volume
hana_SS1_data_mnt00001_dest at the secondary storage system.

= PINetApp ONTAP System Manager | a400-sapcc

Dashboard

Insights

Storage

Volumes

Clients

Network

Events & jobs

Protection

Hosts

Cluster

« Backto Volumes

SS1_data_mnt00001... -

Overview Snapshots Replication Backup to cloud

+ Add  Policy: none-MIG

| Name
SnapCenter_hana-1_LocalSnapAndsnapVault Daily_08-22-2025_06.00.00.4473
SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-21-2025_06.00.00.3982

SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-20-2025_06.00.004188.

‘SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-19-2025_06.00.004130

SnapCenter_hana-1_LocalSnapAndsnapVault_Daily_08-18-2025_06.00.00.3538.

SnapCenter_hana-1_LocalSnapAndSnapVault_ Daily_08-17-2025_06.00.00.4405

‘SnapCenter_hana-1_LocalSnapAndsnapVault Daily_08-01-2025.06.00.004123

Security

File system

Snapshot creation time

Aug/22/2025 600 AM

AUg/21/2025 600 AM

AUg/20/2025 600 AM

Aug/19/2025 6:00 AM

Aug/18/2025 600 AM

Aug/17/2025 600 AM

Aug/172025 600 AM

Q Search actions,objects, and pages @ © 06

O it i Mo

Snapshot restore size €)
85268
8618
86768
864G
ss4ci8
sa8Gis

86568

1-7017 1

SAP HANA Snapshot backups with ANF

The following screenshot shows the topology view of a HANA system using Azure NetApp Files. For this HANA
system local Snapshot backups as well as backup replication using ANF backup has been configured.
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I NetApp SnapCenter®

s @ PRI Topology

Manage Copies

7 Backups

0Clones

Local coples Backups

Primary Backup(s)

search v

Backup Name
SnapCenter_ym-pr1_LocalSnap_Hourly_08-22-2025 100213 3629
SnapCenter_ym-pr1_LocalSnapAndANFBackup_Dally_08-22-2025.08_36.12.9809
SnapCenter_ym-pr1_LocalSnapAndANFBackup_Dally_08-22-2025.08_25.09_0607
SnapCenter_ym-pri_LocalSnap_Hourly_08-21-2025.07.59_43.9453
SnapCenter_ym-pr1_LocalSnap_Hourly_07.07-2025_14 08_02_2735
SnapCenter_ym-pr1_LocelSnap_Hourly_07-07-2025_10.08.02. 4762
SnapCenter_ym-pr1_LocalSnap_Houriy_06-13-2025.06.08_04 2400
SnapCenter_ym-pr1_LocelSnap_Hourly_06-13-2025.02.08.02. 2449
SnapCenter ym-pr1_LocelSnap_Hourly_06-12-2025 22 08.02_ 2583
SnapCenter_ym-pr1_LocelSnap_Hourly_06-12-2025.18 08,02 2436
SnapCenter_ym-pr1_LocelSnap_Hourly_06-12-2025_14,08_02_2565
SnapCenter_ym-pr1_LocalSnap_Houry_06-12-2025_10_08_02_3048
SnapCenter_ym-pr1_LocalSnap_Houry_06-12-2025 08 12_18_4446

SnapCenter_vm-pr1_LocalSnap_Hourly_06-11-2025_14_08_02 2870

Total 4 Total 14

Activity The 5 most recent jobs are displayed @ :complerea @ owarnings Q1 rates  @)0canceied (@) 0 Running

Snapshot backups on the ANF volume can be listed using the Azure portal.

@ocueues

Count

| B

Home > Azure NetApp Files > SAP-EastUs | Volumes > P (58P p
7tj PR1-data-mnt00001 (SAP-EastUS/sap-premium-mqos/PR1-data-mnt00001) | Snapshots
. Volume:
L ° + Add snapshot ) Refresh
= Overview
B Activity log Q Filter by nams
. Access control (1AM)
| Name Location

@ SnapCente 1_LocalSnapAndANFBackup_Daily_08-22-
@) SepCenter o LoclSnapAndANFackup Dsi.00-22-

eastus
X Diagnose and solve problems. ) 025 08.25.09.0607
x 27 SnapCentervm-pr_LocaiSnapAndaNFBackup.Daly08-22-
oo iasin | () STapCener.urvrTLocasrapANOANFBacup, Dl 0622 s
5 2005 08 36 12,9008
> Sertings .
) @) SnapCentervm:pri_LocalSnap_Houry_06-11-2025 14 08.02.2670  EastUS

~ storage senvice

O ook insiusions 7] 8] SnapCentervm-pr LocalSnap Houry 06-12-2025 08 12 18 4446 EastUs
i o poky 7] (@] snapCenter vm-pr_LocalSnap Hourly 06-12-202510.08.02 3043 East US
5 snapshots

] 18] snapCentervm-pr1_LocalSnap_Hourly_06-12-2025_14 08 02_2565 EastUS
D Replication B snam omeerd proumC R
& sacars ]| 5] SnapCenter ym-pri LocaiSnap Hourly. 06-12:2025.18.06.02.2436 st US
. User and group quotas .
] 8] SnapCenter ym-pri LocaiSnap Hourly.06-12.2025.22.06.02.2583  EastUS
< Menitoring
. ] (5] SnapCenterym-pri LocaiSnsp_Hourl,06-13.2025.02.06,02.2449 st U
& iagnostcsetings ) @] SnapCentervm:pr_LocalSnap_Houry_06-13-2025.06.08.04 2400 EastUS

> Adomation
T3 0] Snapcenterm-pr_LoclSoap Houry 07-07-2025.10.08 024762 East U5

> Hep
1 8] SnapCentermpr1 LocalSnap Houry 07-07-2025.14 08.02.2735  EastUs

][] snapcenter.vm-pri_Localsnap. Hourly_08-21-2025.07.59.43 9453 astUS

)| (5] SnapCenter.vm-pri LocalSnap_Hourly.06-22-2025.10.02. 133629 East U

By clicking on the backup icon, you can list the backups which have been replicated with ANF backup.
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Created

8/22/2025,826 AM

812212025, 837 AM

6/11/2025, 208 PM

6/12/2025, 813 AM

6/12/2025, 1008 AM

6/12/2025, 208 PM

6/12/2025, 608 PM

6/12/2025, 1008 PM

6/13/2025, 208 AM

6/13/2025, 608 AM

71712025, 1010 A

71172025, 2:08 PM

8/21/2025, 800 AM

8/22/2025, 1003 AM

Actions

SnapCenterAdmin  #Sign Out

=

0812212025 10:03:47 AM
0812212025 8:37:41 AM
0812212025 8:26:48 AM
0872172025 801:19 AM
0710772025 2:09:24 PM

0710772025 10:11:00 AM

=]
=]
=]
]
]
]
06/13/2025 6:09:30 AM 83
06/13/2025 20924 AM 8
06/12/2025 10:09:23 PM &4
061212025 6:09:19 PM &
06/12/2025 2:09:30 PM &3
061212025 10:09:19 AM B
06/12/2025 8:13:43 AM 8
06/11/2025 2:09:16 PM &

X




FINetApp SnapCenter®

s [ PR Topology
7 System Manage Copies
o
- a8 Qr1 14 Backups
7 Backups
&l N1 0Clones
i Backups
ot Localcopies P
PRI

A Object Storage Backup(s)
search v
Backup Name
SnapCenter.vm-pri_LocalSnapAndANFBackup. Daly_08-22-2025.08_36_12.9809
SnapCenter.vm-pri_LocalSnapAndANFBackup. Daly_08-22-2025.08.25.09_0607
SnapCenter.vm-pri_LocalSnapAndANFBackup. Daly07-08-2025_11_d5 43 3323
SnapCenter_ym-pri_LocalSnapAndANFBackup_Daly_07-07-2025_10_39_26 3953
SnapCentervm-pri_LocalSnapAndANFBackup_Dally_07-07-2025_10_29 32.7095
SnapCentervm-pri_LocalsnapAndANFBckup. Daly07-07-2025_10_17.21_4257
SnapCenter.vm-pri_LocalSnapAndANFBackup. Daly07-07-2025_10_08.01_4083

Total4 Total7

Activity The 5 most recent jobs are displayed

@ocomeies @swarnings Qorated  (@)oconceed

ANF backups can also be listed in the Azure portal.

@ormng @oaueues

2 scadmin  SnapCenteradmin [ Sign Out

(] = =

Summary Card
22 Backups
21 Snapshot based backups

1 il Based backup

0 Clones
Count End Date
1 0812212025 8:37:41 AM 83
1 08122/2025 8:26:48 AM 83
1 07/0812025 11:47:24 AM &
1 0740712025 10:40:47 AM &3
1 0740712025 10:31:00 AM &3
1 07/0712025 10:18:45 AM 8
1 07/0712025 10:09:30 AM 8

e e D)

| B

Home > Azure NetApp Files > SAP-EastUs | Volumes > PR1 Jsap-pr q
> & PR1-data-mnt00001 (SAP-EastUS/sap-premium-mqos/PR1-dat: t00001) | Backups
Volume
» [P search <+ AddBacp () Refresh £ Configure % Backup Health [ Restore Status & Add Backup Policy
5 Ovenview

[ search Backups

-
& viea Name: T size N Type
B2, Access control (1AM)

& snapCentrm o LocalnapAndANFSacku,Dal 707225 10.. 101G ]
@ Tags

& snapCenter v pri_LocalSnapAndANFBackup_Daily07-07-2025.10_o« 11GIB Manual
K Diagnose and solve problems.

& SnapCenter.ym-pr1 LocalSnapAndANFBackup.Daiy.07-07-2025_10... 1099 GiB Vonual
A Resource visualizer

& SnapCenter ym-pr1 LocalSnapAndANFBackup Daiy 07-07-2025 10 .. 1094 GiB Manual
> setings

& snapCenter ym-pr1 LocalSnapAndANFBackup. Daiy_07-08-2025_11_.. 1102 GiB Manal
P —

& snonCenter o LocalnapndANFBacku. Dl 08.22 225 05... 111G vonual

RE—
s & SnapCenterym-pr LocalSnapARGANFackup_Dai_08-22-2025.08 - 1108 G Manual

T Exportpolicy
@ Snapshots
@ Replcation
& Backups
5. Userand group auotas
v Monitoring

Metrics
) Diagnostic settings

Automation

Help

2 nitated
71172025, 1209 70
71172025, 1219 PM
71772025, 1231 oM
/772025, 12:41 PM
77872025, 147 20
872272025, 1027 Am

8/22/2025,1038 AM

Snapshot backups of non-data volumes

T started T4 Completed 4 Duration
71772025, 1208 PM /172025, 12:10 PM 1 minute
71772025, 1218 PM /7172025, 12:19 P 1 minute
7/7/2025,12:30 PM 7772025, 12:31 PM 1 minute
71772025, 1240 PM 77172025, 1241 PM 1 minute
/872025, 1:46 PM 7/8/2025, 148 PM 1 minute
82272025, 10:26 AM 8/22/2025, 10:27 AM 1 minute
82212025, 10:37 AM /2212025, 10:38 AM 1 minute

The SnapCenter resource topology shows the list of backups for non-data volumes. In the following figure the

backups of the HANA shared volume are listed.
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I NetApp SnapCenter®

P | SS1-Shared-Volume Topology

5

[ Name
Py Manage Coples
" 2 SMi-Shared-Volume
Pl - e = =3
= ocknes
L Local co
N
A
Primary Backup(s)
v
Backup Name Snapshot Lock Expiration Cou End Date
SnapCenter_LocalSnap_Hourly_09-26-2025.06.04.00.3639 0912612025 604114 AM )

Snap p_Hourly_09-26:2025_02.04.00.3954 0972612025 20414 AM £

snap 11y 09252025 22,04.003595 0912572025 10:0414 PM 83

9-252025_18,04.00.4000 0972512025 604113 PM B
9.25:2025_14.04.003911 0972512025 204114 M 8
9252025_10,04.003938 0912512025 10:0413 AM 83
p_Hourly_09-25-202506.04.004101 0912572025 60414 AM 83

p_Hourly_09-25-2025 0204.00.3677 0912572025 20413 AM 88

Snap p_Hourly_09-24-2025 22.04.00.4221 0912412025 10:04:14 PM &
Snap rly_09-24-2025_18.04.00.4322 0972412025 6:04:13 PM B
Snap rly_09-24-2025_14.04.00.4105 0972412025 2:04:13 PM &
Snap ) Hourly_09-24-2025_10,04.00.4206 092412025 10:04:14 AM &

@scomees @ovornings QYoroled @)0cancees

Backup workflow for HANA database backups
The backup workflow for a HANA database Snapshot backup consists of three main sections.

 Auto discovery
> Application discovery, e.g.
= SnapCenter detects any tenant configuration changes
= SnapCenter detects HANA system replication primary node
o File system and storage discovery, e.g.
= SnapCenter detects any changes in volume configuration
= SnapCenter detects HANA multiple partition configuration
* HANA and Snapshot backup operations
> Trigger HANA database snapshot
o Create storage Snapshot
o Confirm HANA database snapshot and register backup in HANA backup catalog
* Retention management
> Delete Snapshot backup(s) based on defined retention in
= SnapCenter repository
= Storage
= HANA backup catalog
> Log backup retention management

= Delete log backups on file system and HANA backup catalog
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Job Details x

Backup of Resource Group 'hana-1_sapcc_stl_ne.....na_MDC_SS1' with policy 'LocalSnap'

+ ¥ Backup of Resource Group *hana-1_sapcc_stl_netapp_com_hana_MDC_SS1' with policy 'LocalSnap’

+ ¥ hana-1.sapcc.stl.netapp.com

v Backup

v ® Validate Dataset Parameters

v » Validate Plugin Parameters

v » Complete Application Discovery =

vy * Initialize Filesystem Plugin

v » Discover Filesystem Resources o= AU10 dis(_:overy
operations

v » Discover Virtual Resources

v » Populate storage detalls -

v » Validate Retention Settings

—

v » Quiesce Application

v » Quiesce Filesystem HANA database

v » Create Snapshot — SnapShOL Storage
Snapshot

v » UnQuiesce Filesystem

L4 * UnQuiesce Application —al

<
v

Get Snapshot Details

L
B

Get Filesystem Metadata

L
v

Finalize Filesystem Plugin

v » Collect Autosupport data

v

Reglster Backup and Apply Retention

v

Retention management

Register Snapshot attributes

<
v

Application Clean-Up

<
v

Data Collection

<
v

Agent Finalize Workflow

» {Job 156547 ) Uncataloging Backup(s) SnapCenter_hana-1_LocalSnap_Hourly_08-22-
2025_08.00.00.3884

O Task Name: Backup Start Time: 08/24/2025 8:00:01 AM End Time: 08/24/2025 8:01:30 AM -

View Logs Close

Backup workflow for non-data volumes

For a non-data volume, the backup workflow consists of the Snapshot operation and the retention
management operation.



Job Details X

Backup of Resource Group 'hana-1_sapcc_stl_ne......red-Volume' with policy 'LocalSnap’
v Backup of Resource Group 'hana-1_sapcc_stl_netapp_com_hana_NonDataVolume_S51_S51-Shared-
Volume' with policy ‘LocalSnap'
+ ¥ hana-1.sapcc.stl.netapp.com
v ¥ Backup
v » Validate Dataset Parameters
v » Validate Plugin Parameters
v » Validate Retention Settings
I v » Create Snapshot I
v » Get Snapshot Details
v » Collect Autosupport data
I v » Register Backup and Apply Retention I
v » Register Snapshot attributes
v » Data Collection
v » Agent Finalize Workflow
@ Task Name: Backup Start Time: 09/26/2025 6:04:01 AM End Time: 09/26/2025 6:04:26 AM -

View Logs Close

Cleanup of secondary backups

As described in "Retention management for secondary backups", retention management of data backups to an
secondary backup storage is handled by ONTAP. SnapCenter periodically checks if ONTAP has deleted
backups at the secondary backup storage by running a cleanup job with a weekly default schedule.

The SnapCenter cleanup job deletes backups in the SnapCenter repository as well as in the SAP HANA
backup catalog if any deleted backups at the secondary backup storage have been identified.

FINetApp SnapCenter® - L sapc n SnapCenterAdmin @ Sign Out

Jobs  Schedules
< g ==

.s A
s COETR A

O Resources
Jobs - Filter
D voritor o Staus Name startdate Enddate Owner
Reports 156670 v Backup of Resource Group hana-2_sapcc_stlne. 08/25/2025 400:00 AW &5 825202540135AM 88 SAPCQiscadmin {
na_MDC_SM1"with policy 'LocalSnap"
Hosts 156669 v Backup of Resource Group 'hana-1_sapcc_sti_ne. 08/25/2025 4:00:00 AM &4 812502025 401:32 AM 8 SAPCC\scadmin
.na_MDC_SS1" with policy 'Localsnap'
-8 Storage Systems
156666 Backup o up 552 - HANA System R. 08/25/2025 3:56:00 AM (3 08/25/2025357:53AM 8 SAPCCiscadmin
= Settings ation' with policy LocalSnapKeep2'

e 156663 Cleanup secondary backups ) 08/25/2025 3:45:00 AM B 08/25/202534508AM 3 SAPCQiscadmin
156660 Backup of Resource Group ‘552 - HANA System R 08125/2025 2:56:00 AM 83 087252025 25755AM B SAPCCiscadmin
aton’ with policy LocalSnapKeep?
156657 Backup of Resource Group 'hana-8 s 08/25/2025 2:29:00 AM B4 08/25/20252:30:43AM B SAPCCiscadmin
.na_ MDC_VFSwith policy Localsn
156656 Backup o _sapcc_stlne 0812572025 20600 A 8 08125/202520627AM B SAPCCiscadmin
redVol "
156655 _sapee_stine. 08/25/2025 2:04:00 AM 4 08/25/20252:0426 AM B4 SAPCQ\scadmin

P
red-Volume'with policy ‘LocalSnap'
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Job Details X
Cleanup secondary backups
Cleanup secondary backups
» Searching secondary backups
» Inspecting backup ‘SnapCenter_hana-1_LocalSnapAndSnapVauit_Dally_08-01-2025_06.00.00.4123'
» Inspecting backup ‘SnapCenter_hana-1_LocalSnapAndSnapVault_Dally_08-18-2025_06.00.00.3538"
» Inspecting backup 'SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-19-2025_06.00.00.4190"
» Inspecting backup ‘SnapCenter_hana-1_LocalSnapAndSnapVault_Dally_08-20-2025_06.00.00.4188'
# ¥ Inspecting backup ‘SnapCenter_hana-1_LocalSnapAndSnapvauit_Daily_08-21-2025_06.00.00.3982'
» Inspecting backup ‘'SnapCenter_hana-1_LocalSnapAndsnapVault_Daily_08-22-2025_06.00.00.4473'
» Inspecting backup 'SnapCenter_hana-1_LocalSnapAndsnapVadit Dally_08-23-2025_06.00.00.4152'
» Inspecting backup 'SnapCenter_hana-1_LocalSnapAndSnapvault_Dally_08-24-2025_06.00.00.4125'

» (Job 156664 ) Uncataloging Backup(s) SnapCenter_hana-1_LocalsnapAndsnapVault_Daily 08-18-
2025_06.00.003538

@ Task Name: Cleanup secondary backups Start Time: 08/25/2025 3:45:00 AM End Time: 08/25/2025 3:45:08 AM -

View Logs Close

Until this scheduled cleanup has finished, SAP HANA and SnapCenter will still show backups that have
already been deleted from the secondary backup storage. This will result in additional log backups that are
kept, even if the corresponding storage-based Snapshot backups on the secondary backup storage have
already been deleted. NetApp recommends changing the schedule from weekly to daily to avoid keeping log

backups, which are not required anymore.

Change the frequency of the SnapCenter cleanup job

SnapCenter executes the cleanup job SnapCenter_RemoveSecondaryBackup by default for all resources on a

weekly basis. This can be changed using a SnapCenter PowerShell cmdlet.

SnapCenterPS C:\> Open-SmConnection

Enter username/password

User: sapcc\scadmin

Password for user sapcc\scadmin:
SnapCenterPS C:\> Set-SmSchedule -ScheduleInformation
@{"ScheduleType"="Daily";"StartTime"="03:45 AM";"DaysInterval"="1"}

-TaskName SnapCenter RemoveSecondaryBackup

TaskName : SnapCenter RemoveSecondaryBackup

Hosts : {}

StartTime : 8/25/2025 3:45:00 AM

DaysoftheMonth
MonthsofTheYear
DaysInterval : 1
DaysOfTheWeek
AllowDefaults : False
ReplaceJobIfExist : False

KAk KkKkKkKk kKKK
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UserName

Password

SchedulerType : Daily
RepeatTask Every Hour : 1
IntervalDuration
EndTime

LocalScheduler : False
AppType : False
AuthMode
SchedulerSQLInstance : SMCoreContracts.SmObject
MonthlyFrequency

Hour : O

Minute : O

NodeName

ScheduleID : 0
RepeatTask Every Mins
CronExpression
CronOffsetInMinutes
StrStartTime
StrEndTime
ScheduleCategory
PolicyId : O
PolicyName
ProtectionGroupId : 0
ProtectionGroupName
PluginCode : NONE
PolicyType : None
ReportTriggerName
PolicyScheduleId : 0
HoursOfTheDay
DayStartTime
MinuteOffset : ZeroMinutes
SnapMirrorLabel
BackupType
SnapCenterPS C:\>

The configuration can also be checked in the Monitor - Schedules view in the SnapCenter Ul.
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FINetApp SnapCenter® 2 sapccscadmin  SnapCenteradmin  # Sign Out

Jobs  Schedules  Events  Logs

oatbon

@ Resources i Allthe date/time values are based on server time zone. X
©  Wonitor All Schedules starting 08/25/2025 04:09 am until 09/25/2025 04:09 am
a Next Run Time Schedule Frequency Resource or Resource Group JobType 3Months Avg Run Time Expires On Job Status Schedule Status

08125/2025 50400 AM Hourly S51-Shared-Volume Backup onom 26 Completed Actve
0813072025 63900 AM Weekly 552 HANA System Replicaton Backup onim33s Completed Actve

EERRERl 053072025 63900 A Weekly 552 HANA System Replicaton Backup onim33s Completed Actve
= oo 0812572025 4:56:00 A Hourly 552 HANA System Replication Backup Onimsas Completed Actve
0812572025 4:56:00 AM Hourly 552 HANA System Replication Backup onimsas Completed Active
i 08/25/2025 6:06:00 AM Hourly SM1-Shared-Volume. Backup 0hOm 295 Completed Active
0812572025 80000 AM Hourly B Backup onim3ss Completed Actve
0812572025 11:09:00 AM Dally B Backup Warring Actve
08125/2025 706:00 AM Oally SnapCenterDataCollection Predeined Actve
0813172025 25900 AM Weekly SnapCenter_RefreshBackupsnaplock Predefined onim3s Completed Actve
0812672025 12:00:00 AM Daily SnapCenter_ComputeStoragesaings Predeined onom2s Completed Actve
0812572025 11:59:00 PM Dally SnapCenter_AlertCleanUp Predefined Actve
0812572025 11:59:00 PM Dally SnapCenter_ AuditDiskSpaceCheck Predefined onomos Completed Actve
0813172025 45900 A Weekly SnapCenter_AudtintegrityCheck Predefined Actve
0813172025 12:59:00 AM Weekly SnapCenter_RefreshsyncsnapMirrorBackups Predefined onomos Completed Actve
0813172025 43000 PM Weekly SnapCenterjobsRetention Purgejobs Actve
0812572025 11:59:00 PM Dally SnapCenter StalejobCleanUp Predeined Actve
0812672025 34500 AM Dally SnapCenter_ RemovesecondaryBackup Predefined onom s Completed Actve
0812572025 70000 AW Hourly ss1 Backup onim3ss Completed Actve
08125/2025 50000 AM Dally ss1 Backup on2m13s Completed Actve
0813172025 53200 AM Weekly ss1 Backup onimizs Completed Actve
0812572025 62900 AM Hourly Vs Backup onimats Completed Actve

08/31/2025 4:30:00 AM Weekly VFs Backup ohim12s Completed Active

Manual refresh on resource level

If required, a manual cleanup of secondary backups can also be executed in the topology view of a resource.
SnapCenter displays the backups on the secondary backup storage when selecting the secondary backups, as
shown in the following screenshot. SnapCenter executes a cleanup operation with the Refresh icon to
synchronize the backups for this resource.

FINetApp SnapCenter® - % sapcascadmin  SnapCenterAdmin # Sign Out

s 51 Topology x

>
)

(] -

(]

Manage Copies

14 Backups Summary Card
8 ost =

o = ocones 23 Backups

Local copies P ———
S 7Backups
] 2 eswatsatms
o 0 Clones 0Clones
= Vaut copies 0 Snapshots Locked

Secondary Vault Backup(s)

search v

Backup Name Snapshot Lock Expiration Count €nd Date
SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08.22-2025_06.00.00.4473 0872212025 601024 8
SnapCenter_hana-1_LocalSnapAndSnapVault_Dally_08.21-2025_06.00.00.3962 0872112025 60104 AM 8
SnapCenter_hana-1 LocalSnapAndsnapvault_Dally_08-20-2025_06.00.00.4188 0872012025 60101 AM 8
SnapCenter_hana-1_LocalSnapAndsnapVault_Dally_08-18-2025_06.00.00.3538 08/18/2025 60102 AM £

08/17/2025 6:00:59 AM 8

1
1
1

SnapCenter_hana-1_LocalSnapAndsnapVault_Dally 08-19-2025.06.00.004130 1 0811972025 60102 AM 83
1
SnapCenter_hana-1_LocalSnapAndsnapVault Dy 08-17-2025.06.00.00.4405 1
1

SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08.01-2025_06.00.00.4123 08/01/2025 60107 AM 8

Total 7 Total 7

Activty The s most recentobsae dplyed @5 comperes @ovrmngs Qoraies @ocanceied @ oruming @0 Queued

Execute SAP HANA block consistency checks with
SnapCenter

Execute SAP HANA block consistency checks using the SAP hdbpersdiag tool or by
executing file-based backups. Learn about configuration options including local Snapshot

directory access, central verification hosts with FlexClone volumes, and SnapCenter
integration for scheduling and automation.

The table below summarizes the key parameters helping to decide which method for block consistency checks
fits best for your environment.

61



HANA hdbpersdiag tool HANA hdbpersdiag tool File-based backup
using local Snapshot with central verification

directory host
Supported configurations NFS only All protocols and All protocols and
platforms platforms

Bare metal, ANF, FSx
ONTAP, VMware or KVM
in-guest mounts

CPU load at HANA host  Medium None High
Network utilization at High None High
HANA host
Runtime Leverages full read Leverages full read Typically limited by write
throughput of storage throughput of storage throughput of target
volume volume system
Capacity requirements None None At least 1 x backup size
per HANA system
SnapCenter integration Post backup script Clone create and post Build-in feature
cloning script, clone
delete
Scheduling SnapCenter scheduler PowerShell script to SnapCenter scheduler

execute clone create and
delete workflow, externally
scheduled

The following chapters describe the configuration and execution of the different options for block consistency
check operations.

Consistency checks with hdbpersdiag using the local snapshot directory

Within SnapCenter a dedicated policy for hdbpersdiag operations is created with a daily schedule and a
retention of two. We don’t use the weekly schedule, since we would then have at least 2 Snapshot backups
(minimum retention=2), where one of them would be up to two weeks old.

Within the SnapCenter resource protection configuration of the HANA system, a post backup script is added,
which executes the hdbpersdiag tool. Since the post backup script will be also called with any other policy
configured for the resource, we need to check in the script which policy is currently active. Within the script we
also check the current day of the week and run the hdbpersdiag operation only once per week on a Sunday.
HANA hdbpersdiag is then called for each data volume in the corresponding hdb* directory of the current
Snapshot backup directory. If the consistency check with hdbpersdiag reports any error the SnapCenter job will
be marked as failed.

@ The example script call-hdbpersdiag.sh is provided as is and is not covered by NetApp support.
You can request the script via email to ng-sapcc@netapp.com.

The figure below shows the high-level concept of the consistency check implementation.
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SnapCenter policy
SnapAndCaliHdbpersdiag

Schedule: Daily
Retention: 2

HANA resource protection

Policy
SnapAndCallHdbpersdiag
executed once per day

Post unquiesce script:
call-hdbpersdiag.sh

call-hdbpersdiag.sh

Did we ‘get called with SnapCenter policy SnapAndCallHdbpersdiag?
No => exit

Is today: a Sunday?

Ne => exit

Create a list of all hdb0000x.0000x directories in
/hana/data/SID/mnt00001/, snapshot/<SnapNameFromSnapCenters>

Execute hdbpersdiag —-force -e -c “check all™ for each directory

Provide exit code back to SnapCenter

As a first step you need to allow access to the snapshot directory, so that the "".snapshot" directory is visible at

the HANA database host.

* ONTAP systems and FSX for ONTAP: You need to configure the Snapshot directory access volume

parameter

* ANF: You need to configure the Hide Snapshot path volume parameter.

As a next step, you must configure a policy which matches the name that is used in the post backup script. For
our script example the name must be SnapAndCallHdbpersdiag. As discussed before a daily schedule is used
to avoid keeping old Snapshots with a weekly schedule.

Modify SAP HANA Backup Policy

Provide:a pollcy rame

e Policy type Policy name SnapAndCallHdbpersdiag
es;:apshm And Replication Details
° Summary

Modify SAP HANA Backup Policy

N
o e Choose storage type @

esr!apshut And Replication

oSummary

Choose policy scope @

® Snapshot Based

File-Based

O Azure NetApp Files
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Modify SAP HANA Backup Policy X

Name.

o Choose schedule frequency

o Policy type Select how often you want the schedules to occur in the policy. The specific times are set at backup job creation
enabling you to stagger your start times.

3 Snapshot And Replication © ondemand
]

Hourly

°Summary ® Dally
O Weekly
O Monthly

Snapshot settings

@® Coples to keep 2 coples @
© Retain coples for 14 days

(J Primary snapshot copy locking period | 7 Li]

[0 Secondary snapshot copy locking period 7 - [i ]

Policy label Dally (5]

Select secondary replication options @
[} Update SnapMirror after creating a local Snapshot copy.
[ Update SnapVault after creating a local Snapshot copy.

Error retry count 3 a

Within the resource protection configuration, the post backup script is added, and the policy is assigned to the

FINetApp SnapCenter®

serava @ 551 Topology

Manage Copies
Primary Backup(s)

a o searcn
swi
Backup Name
ss1

SnapCenter_hana-1_Localsnap_Hourly_1
ss2 0:24:2025_08.00.004377

ss2 SnapCenter_hana-1_LocalsnapAndsnapV
ault_Dally_10-24-2025_06.00.00.4419

SnapCenter_hana-1_SnapAndCallHdbper
sdiag_Dally_10-24-2025_05.57.37.0274

‘SnapCenter_hana-1_SnapAndCallHdbper
Sdiag_ Dally_10-24-2025_05.37.23.2385

SnapCenter_hana-1_LocalSnap_Hourly_1
0:24-2025_04.00.00.3950

SnapCenter_hana-1_LocalSnap_Hourly_1
0.24:2025.00.00.00.3744

SnapCenter_hana-1_Localsnap_Hourly_1
023-2025 2000004279

SnapCenter_hana-1_Localsnap_Hourly_1
023:2025_16.00.003823

SnapCenter_hana-1_Localsnap_Hourly_1
023:2025_12.00.004454

SnapCenter_hana-1_LocalSnap_Hourly_1
023:2025_11.12505562

SnapCenter_hana-1_Localsnap_Hourly_1
023.2025_1055.27.8312

SnapCenter_hana-1_LocalSnap_Hourly_1
023:2025.0921.18.0438

SnapCenter_hana-1_Localsnap_Hourly_1
0.23.2025_08.00.003919

SnapCenter_hana-1_Localsnap_Hourly_1
0:23-2025 06.28.31.4467

Total 7 Total 16

resou rCe- Activity The 5 most recent jobs are d
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Muttitenant Database Container - Protect

3 4 s

Resource  Application Settings Policies Notification Summary

Post Quiesce

Pre Snapshot Copy

Post Snapshot Copy

Pre UnQuiesce

Imnusapce-share/ndbpersdiag/call-hdbpersdiag sh
Post UnQuiesce

Pre Exit

Custom Configurations

@ovorns  Qoraied c @y @oc

SnapCenterAdmin

.|




FINetApp SnapCenter®

mmmmm

RAC] @

fit &

Configure schedules for selected policies

B

Policy 15 Applied Schedules Configure Schedules. Secondary Protection

BlockintegrityCheck

Localsnap

Localsnap-OnDemand

LocalsnapAndsnapVault

SnapAndCallHdbpersdiag Dally:Repestevery 4 | x
14

Total 5

Finally, the script must be configured in the allowed_commands.config file at the HANA host.

hana-1:/ # cat /opt/NetApp/snapcenter/scc/etc/allowed commands.config
command: mount

command: umount

command: /mnt/sapcc-share/hdbpersdiag/call-hdbpersdiag.sh

The Snapshot backup operation will now be executed once per day, and the script handles that the
hdbpersdiag check is only executed once per week on Sundays.

@ The script calls hdbpersdiag with the “-e” command line option which is required for data volume
encryption. If HANA data volume encryption is not used the parameter must be removed.

The output below shows the log file of the script:

202510240558244##hana-1###call-hdbpersdiag.sh: Current policy is
SnapAndCallHdbpersdiag

202510240558244##hana-1###call-hdbpersdiag.sh: Executing hdbpersdiag in:
/hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00001
20251024055827###hana-1###call-hdbpersdiag.sh: Loaded library
'libhdbunifiedtable’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/SS1/HDB00/hana-1/trace

Mounted DataVolume (s)

#0 /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00001/ (4.8 GB,
5100273664 bytes)

WARNING: The data volume being accessed is in use by another process, this
is most likely because a running HANA instance is operating on this data
volume
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Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

RowStore Converter Pages OK

Logical Pages (94276 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

ContainerDirectory OK

ContainerNameDirectory OK

FileIDMappingContainer OK

UndoContainerDirectory OK

LobDirectory OK

MidSizeLobDirectory OK

LobFileIDMap OK

2025102405582 7###hana-1###call-hdbpersdiag.sh: Consistency check operation
successeful for volume /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-
1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00001.
2025102405582 7###hana-1###call-hdbpersdiag.sh: Executing hdbpersdiag in:
/hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00002.00003
20251024055828###hana-1###call-hdbpersdiag.sh: Loaded library
'libhdbunifiedtable’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/SS1/HDB00O/hana-1/trace

Mounted DataVolume (s)

#0 /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00002.00003/
(320.0 MB, 335544320 bytes)

WARNING: The data volume being accessed is in use by another process, this
is most likely because a running HANA instance is operating on this data
volume

Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

RowStore Converter Pages OK

Logical Pages (4099 pages) OK



Logical Pages Linkage OK

Checking entries from restart page...

UndoContainerDirectory OK

DRLoadedTable OK

20251024055828###hana-1###call-hdbpersdiag.sh: Consistency check operation
successeful for volume /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-
1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00002.00003.
20251024055828###hana-1###call-hdbpersdiag.sh: Executing hdbpersdiag in:
/hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00003.00003
20251024055833###hana-1###call-hdbpersdiag.sh: Loaded library
'libhdbunifiedtable"

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/SS1/HDB00/hana-1/trace

Mounted DataVolume (s)

#0 /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-

1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00003.00003/
(4.6 GB, 4898947072 bytes)

WARNING: The data volume being accessed is in use by another process, this
is most likely because a running HANA instance is operating on this data
volume

Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

Static Converter Pages OK

RowStore Converter Pages OK

Logical Pages (100817 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

ContainerDirectory OK

ContainerNameDirectory OK

FileIDMappingContainer OK

UndoContainerDirectory OK

LobDirectory OK

DRLoadedTable OK

MidSizeLobDirectory OK

LobFileIDMap OK

20251024055833###+hana-1###call-hdbpersdiag.sh: Consistency check operation
successeful for volume /hana/data/SS1/mnt00001/.snapshot/SnapCenter hana-
1 SnapAndCallHdbpersdiag Daily 10-24-2025 05.57.37.0274/hdb00003.00003.
20251024060048###hana-1###call-hdbpersdiag.sh: Current policy is

67



LocalSnapAndSnapVault, consistency check is only done with Policy
SnapAndCallHdbpersdiag

20251024080048%##hana-1###call-hdbpersdiag.sh: Current policy is
LocalSnap, consistency check is only done with Policy SnapAndHdbpersdiag

Consistency checks with hdbpersdiag using a central verification host

The figure below shows a high-level view of the solution architecture and workflow. With a central verification
host the verification host can be used to check the consistency of multiple, different HANA systems. The
solution leverages the SnapCenter clone create and delete workflows to attach a cloned volume from the
HANA system which should be checked to the verification host. A post clone script is used to run the HANA
hdbpersdiag tool. As a second step the SnapCenter clone delete workflow is used to unmount and delete the
cloned volume.

If the HANA systems are configured with data volume encryption the encryption root keys of the
source HANA system must be imported at the verification host before hdbpersdiag is executed.
See also Import Backed-Up Root Keys Before Database Recovery | SAP Help Portal

SnapCenter )
ETXANA — S’:)n/er 1.) SnapCenter clone create operation
[—]
. Mm_’ L
Rt ' « Clone server = Verification host

FlexClone
volume

« SnapCenter creates the FlexClone and mounts it to

ETHANA the verification host
. Mount > * Post Clone Command Script
Fl;a;(lgrlsge Flve;(lgllsge Verification + Create a list of hdb0000x directories
host » Execute hdbpersdiag —c ‘check all' for each
directory

2.) SnapCenter clone delete operation

« SnapCenter unmounts the FlexClone from the
verification host

volume

« SnapCenter deletes the FlexClone

The HANA tool hdbpersdiag is included in each HANA installation but is not available as a standalone tool.
Hence the central verification host must be prepared by installing a normal HANA system.

Initial one-time preparation steps:

* Installation of SAP HANA system to be used as central verification host
» Configuration of SAP HANA system in SnapCenter

o Deployment of SnapCenter SAP HANA plug-in at verification host. SAP HANA system is auto
discovered by SnapCenter.

» The first hdbpersdiag operation after the initial installation is prepared with the following steps:
o Shutdown target SAP HANA system
o Unmount SAP HANA data volume.

You must add the scripts that should be executed at the target system to the SnapCenter allowed commands
config file.
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hana-7:/mnt/sapcc-share/hdbpersdiag # cat
/opt/NetApp/snapcenter/scc/etc/allowed commands.config

command: mount

command: umount

command: /mnt/sapcc-share/hdbpersdiag/call-hdbpersdiag-flexclone.sh

@ The example script call-hdbpersdiag-flexclone.sh is provided as is and is not covered by NetApp
support. You can request the script via email to ng-sapcc@netapp.com.

Manual workflow execution

In most cases, the consistency check operation will be run as a scheduled operation as described in the next
chapter. However, being aware of the manual workflow is helpful to understand the parameters which are used
for the automated process.

The clone create workflow is started by selecting a backup from the system which should be checked and by
clicking on clone from backup.

FINetApp SnapCenter®

EXI - | 552 Topology

Manage Copies

Primary Backup(s)
> " h T

Backup Name Snapshot Lock Expiration Coun End Date

 LocalSnapkeep2_Hourly_10-29-2025_1056.27.1217 1072972025 1057:26 AM 88

snapce  LocalSnapkeep?_Hourly_10-29-2025 09.56.27.3665 102912025 9:57:25 AM B

Total 7 Total 2

In the next screen the host name, SID and storage network interface of the verification host must be provided.

@ It is important to always use the SID of the HANA system installed at the verification host,
otherwise the workflow will fail.

Clone From Backup -
Select the host to create the clone
2 Seripts Plug-in host hana-7.sapcc.stl.netapp.com - o
3Rictlbeon Target Clone SID Q51 o
4 Summary NFS Export IP 192.168.175.75 o

Address

In the next screen you need to add the call-hdbpersdiag-fleclone.sh script as a post clone command.
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Clone From Backup X

o bagton The following commands will run on the Plug-in Host: hana-7.sapcc.stl.netapp.com

2 Scripts Enter optional commands to run before performing a clone operation @

Notification
Pre clone command
4 Summary

Enter optional commands to run after performing a clone operation €

/mnt/sapcc-share/hdbpersdiag/cali-hdbpersdiag-flexclone.sh
Post clone command

When the workflow is started, SnapCenter will create a cloned volume based on the selected Snapshot backup
and mount it to the verification host.

Note: The example output below is based on HANA systems using NFS as the storage protocol. For HANA
system using FC or VMware VMDKs the device will be mounted in the same way to /hana/data/SID/mnt00001.

hana-7:/mnt/sapcc-share/hdbpersdiag # df -h

Filesystem Size Used Avail Use$% Mounted on

devtmpfs 16G 8.0K 16G 1% /dev

tmpfs 25G 0 25G 0% /dev/shm

tmpfs 16G 474M 16G 3% /run

tmpfs 16G 0 16G 0% /sys/fs/cgroup

/dev/mapper/system-root 60G 9.0G 48G 16% /

.0G 48G 16% /home

.0G 48G 16% /.snapshots

.0G 48G 16% /root

.0G 48G 16% /opt

.0G 48G 16% /boot/grub2/i386-pc

.0G 48G 16% /srv

.0G 48G 16% /usr/local

.0G 48G 16% /boot/grub2/x86 64-efi
.0G 48G 16% /var
/dev/mapper/system-root 60G 9.0G 48G 16% /tmp

/dev/sdal 500M 5.1M 495M 2% /boot/efi

192.168.175.117:/QS1 shared/usr-sap 251G 15G 236G 6% /usr/sap/QS1l
192.168.175.86:/sapcc_share 1.4T 858G 568G 61% /mnt/sapcc-share
192.168.175.117:/Q0S1 log mnt00001 251G 335M 250G 1% /hana/log/QS1/mnt00001
192.168.175.117:/QS1 shared/shared 251G 15G 236G 6% /hana/shared
tmpfs 3.2G 20K 3.2G 1% /run/user/467

tmpfs 3.2G 0 3.2G 0% /run/user/0
192.168.175.117:/SS2 data mnt00001 Clone 10292511250337819 250G 6.4G 244G
3% /hana/data/QS1/mnt00001

/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G
/dev/mapper/system-root 60G

O W W W W W W O WU O

The output below shows the log file of the post clone command call-hdbpersdiag-flexclone.sh.

20251029112557###hana-7###call-hdbpersdiag-flexclone.sh: Executing
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hdbpersdiag for source system SS2.
20251029112557###hana-7###call-hdbpersdiag-flexclone.sh: Clone mounted at
/hana/data/QS1/mnt00001.
20251029112557###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00001
20251029112600###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/QS1/HDB11/hana-7/trace

Mounted DataVolume (s)

#0 /hana/data/QS1/mnt00001/hdb00001/ (3.1 GB, 3361128448 bytes)

Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

RowStore Converter Pages OK

Logical Pages (65388 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

ContainerDirectory OK

ContainerNameDirectory OK

FileIDMappingContainer OK

UndoContainerDirectory OK

LobDirectory OK

MidSizeLobDirectory OK

LobFileIDMap OK
20251029112600###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00001.
20251029112601###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00002.00003
20251029112602###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/QS1/HDB11/hana-7/trace

Mounted DataVolume (s)

#0 /hana/data/QS1/mnt00001/hdb00002.00003/ (288.0 MB, 301989888 bytes)
Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '"|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK
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Restart Page OK

Default Converter Pages OK

RowStore Converter Pages OK

Logical Pages (4099 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

UndoContainerDirectory OK

DRLoadedTable OK
20251029112602###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00002.00003.
20251029112602###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00003.00003
20251029112606###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable'’

Loaded library 'libhdblivecache'

Trace is written to: /usr/sap/QS1/HDB1l1/hana-7/trace

Mounted DataVolume (s)

#0 /hana/data/QS1/mnt00001/hdb00003.00003/ (3.7 GB, 3942645760 bytes)
Tips:

Type 'help' for help on the available commands

Use 'TAB' for command auto-completion

Use '|' to redirect the output to a specific command.

INFO: KeyPage loaded and decrypted with success

Default Anchor Page OK

Restart Page OK

Default Converter Pages OK

Static Converter Pages OK

RowStore Converter Pages OK

Logical Pages (79333 pages) OK

Logical Pages Linkage OK

Checking entries from restart page...

ContainerDirectory OK

ContainerNameDirectory OK

FileIDMappingContainer OK

UndoContainerDirectory OK

LobDirectory OK

DRLoadedTable OK

MidSizeLobDirectory OK

LobFileIDMap OK
20251029112606###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00003.00003.

The script calls hdbpersdiag with the “-e” command line option which is required for data volume
@ encryption. If HANA data volume encryption is not used the parameter must be removed.
When the post clone script is finished the SnapCenter job is finished as well.



Job Details X
Clone from backup 'SnapCenter_hana-3_LocalSnapKeep2_Hourly_11-12-2025_06.56.27.9106'
+ ¥ Clone from backup 'SnapCenter_hana-3_LocalSnapKeep2_Hourly_11-12-2025_06.56.27.9108"
+ v hana-7.sapecstlnetapp.com
v Clone.
» Application Pre Clone
» Storage Clone
+ Unmount Filesystem
» Mount Filesystem
» Application Post Clone
» Post Clone Create Commands
» Register Clone Metadata
» Clean-up Snapshot entries on Server
» Application Clean-Up

» Data Collection

L B R S SIE G THE TN CEN U

» Agent Finalize Workflow

@ Task Name: Clone Start Time: 11/12/2025 7:11:53 AM End Time: 11/12/2025 7:13:26 AM ==

View Logs Close

As the next step we will run the SnapCenter clone delete workflow to cleanup the verification host and to delete
the FlexClone volume.

In the topology view of the source system, we select the clone and click the delete button.

FINetApp SnapCenter®

AP HANA 552 Topology
5 |

6 K]

R

it W

>

search v b &

Clone SID Clone Host Clone Name Start Date End date

ast hana-7.sapcstinetapp.com 552 - HANA System Replication_clone_168510_MDC_S52.07-09-2025_07.44.09 111272025 7115240 B 111272025 7:1305AM B

SnapCenter will now unmount the cloned volume from the verification host and will delete the cloned volume at
the storage system.

SnapCenter workflow automation using PowerShell scripts

In the previous section, the clone create and clone delete workflows were executed using SnapCenter Ul. All
the workflows can also be executed with PowerShell scripts or REST API calls, allowing further automation.
The following section describes a basic PowerShell script example to execute the SnapCenter clone create
and clone delete workflows.

The example script call-hdbpersdiag-flexclone.sh and clone-hdbpersdiag.ps1 are provided as is
and are not covered by NetApp support. You can request the scripts via email to ng-
sapcc@netapp.com.

The PowerShell example script executes the following workflow.

» Search for the latest Snapshot backup according to the command line parameter SID and source host
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» Executes the SnapCenter clone create workflow using the Snapshot backup defined in the step before.
Target host information and hdbpersdiag information is defined in the script. The call-hdbpersdiag-
flexclone.sh script is defined as a post clone script and is executed at the target host.

o $result = New-SmClone -AppPluginCode hana -BackupName $backupName -Resources
@{"Host"="$sourceHost";"UID"="$uid"} -CloneTolnstance "$verificationHost" -NFSExportIPs
$exportlpTarget -CloneUid $targetUid -PostCloneCreateCommands $postCloneScript

* Executes the SnapCenter clone delete workflow
The text below shows the output of the example script executed at the SnapCenter server.

The text below shows the output of the example script executed at the SnapCenter server.

C:\Users\scadmin>pwsh -command "c:\netapp\clone-hdbpersdiag.psl -sid SS2
-sourceHost hana-3.sapcc.stl.netapp.com"

Starting verification

Connecting to SnapCenter

Validating clone/verification request - check for already existing clones
Get latest back for [SS2] on host [hana-3.sapcc.stl.netapp.com]

Found backup name [SnapCenter hana-3 LocalSnapKeepZ2 Hourly 11-21-

2025 07.56.27.5547]

Creating clone from backup [hana-
3.sapcc.stl.netapp.com/SS2/SnapCenter hana-3 LocalSnapKeep2 Hourly 11-21-

2025 07.56.27.5547]: [hana-7.sapcc.stl.netapp.com/QS1]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Running]

waiting for job [169851] - [Completed]

Removing clone [SS2 - HANA System Replication clone 169851 MDC SS2 07-
]

09-2025 07.44.09

waiting for job [169854] - [Running]
waiting for job [169854] - [Running]
waiting for job [169854] - [Running]
waiting for job [169854] - [Running]
waiting for job [169854] - [Running]
waiting for job [169854] - [Completed]

Verification completed

C:\Users\scadmin>
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@ The script calls hdbpersdiag with the “-” command line option which is required for data volume
encryption. If HANA data volume encryption is not used the parameter must be removed.

The output below shows the log file of the call-hdbpersdiag-flexclone.sh script.

20251121085720###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag for source system SS2.
20251121085720###hana-7###call-hdbpersdiag-flexclone.sh: Clone mounted at
/hana/data/QS1/mnt00001.
20251121085720###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00001
20251121085723###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable'’
Loaded library 'libhdblivecache'
Trace is written to: /usr/sap/QS1/HDB1l1/hana-7/trace
Mounted DataVolume (s)
#0 /hana/data/QS1/mnt00001/hdb00001/ (3.1 GB, 3361128448 bytes)
Tips:
Type 'help' for help on the available commands
Use 'TAB' for command auto-completion
Use '|' to redirect the output to a specific command.
INFO: KeyPage loaded and decrypted with success
Default Anchor Page OK
Restart Page OK
Default Converter Pages OK
RowStore Converter Pages OK
Logical Pages (65415 pages) OK
Logical Pages Linkage OK
Checking entries from restart page...
ContainerDirectory OK
ContainerNameDirectory OK
FileIDMappingContainer OK
UndoContainerDirectory OK
LobDirectory OK
MidSizeLobDirectory OK
LobFileIDMap OK
20251121085723###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00001.
20251121085723###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00002.00003
20251121085724###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable'’
Loaded library 'libhdblivecache'
Trace is written to: /usr/sap/QS1/HDB1l1/hana-7/trace
Mounted DataVolume (s)
#0 /hana/data/QS1/mnt00001/hdb00002.00003/ (288.0 MB, 301989888 bytes)
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Tips:
Type 'help' for help on the available commands
Use 'TAB' for command auto-completion
Use '|' to redirect the output to a specific command.
INFO: KeyPage loaded and decrypted with success
Default Anchor Page OK
Restart Page OK
Default Converter Pages OK
RowStore Converter Pages OK
Logical Pages (4099 pages) OK
Logical Pages Linkage OK
Checking entries from restart page...
UndoContainerDirectory OK
DRLoadedTable OK
20251121085724###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check
operation successful for volume /hana/data/QS1/mnt00001/hdb00002.00003.
20251121085724###hana-7###call-hdbpersdiag-flexclone.sh: Executing
hdbpersdiag in: /hana/data/QS1/mnt00001/hdb00003.00003
20251121085729%###hana-7###call-hdbpersdiag-flexclone.sh: Loaded library
'libhdbunifiedtable’
Loaded library 'libhdblivecache'
Trace is written to: /usr/sap/QS1/HDB11/hana-7/trace
Mounted DataVolume (s)
#0 /hana/data/QS1/mnt00001/hdb00003.00003/ (3.7 GB, 3942645760 bytes)
Tips:
Type 'help' for help on the available commands
Use 'TAB' for command auto-completion
Use '"|' to redirect the output to a specific command.
INFO: KeyPage loaded and decrypted with success
Default Anchor Page OK
Restart Page OK
Default Converter Pages OK
Static Converter Pages OK
RowStore Converter Pages OK
Logical Pages (79243 pages) OK
Logical Pages Linkage OK
Checking entries from restart page...
ContainerDirectory OK
ContainerNameDirectory OK
FileIDMappingContainer OK
UndoContainerDirectory OK
LobDirectory OK
DRLoadedTable OK
MidSizeLobDirectory OK
LobFileIDMap OK
20251121085729%###hana-7###call-hdbpersdiag-flexclone.sh: Consistency check



operation successful for volume /hana/data/QS1/mnt00001/hdb00003.00003.
hana-7:/mnt/sapcc-share/hdbpersdiag #

File-based backup

SnapCenter supports the execution of a block integrity check by using a policy in which file-based backup is
selected as the backup type.

When scheduling backups using this policy, SnapCenter creates a standard SAP HANA file backup for the
system and all tenant databases.

SnapCenter does not display the block integrity check in the same manner as Snapshot copy-based backups.

Instead, the summary card shows the number of file-based backups and the status of the previous backup.

I NetApp SnapCenter® @ = @ Lswpciscdmin Snapenteradmin  BSgnOut

sewn @ 551 Topology X

e § e »s A 6 = =

BacptoOtesios  RamawProcton Bk p New vty Marance Contr Dstne

Manage Copies

14 Backups Summary Card
8 =
= | ociones 23 Backups

s
Local copies. 21 Spshtbasdbackups

= u 7Backups pree—

ss2 O lones 0 Clones

ss2 Vauk coples: 0 Snapshots Locked

'3
Primary Backup(s)

search v
Backup Name ‘Snapshot Lock Expiration Count End Date.
SnapCenter_hana-1_LocalSnap_Hourly_08-22-2025_08.00.00.3884 1 08/22/2025 8:01:02 AM 8
SnapCenter_hana-1_LocalSnapAndSnapVault_Dally_08-22-2025_06.00.00.4473 1 08/22/2025 6:01:02 AM 8
SnapCenter_hana-1_LocalSnap_Hourly 08-22-2025.04.00.00.3795 1 0812212025 40103 AM 83
SnapCenter_hana-1_LocalSnap_Hourly_08-22-2025.00.00.00.3445 1 08/22/2025 1201:02 AM &3
SnapCenter_hana-1_LocalSnap_Hourly_08.21-2025 20.00.00.3933 1 0872172025 80101 P 8
SnapCenter_hana-1_LocalSnap_Hourly_08-21-2025_16.00.00.4135 1 0872112025 40101 PM 83
SnapCenter_hana-1_LocalSnap_Hourly_08.21-2025_1200.00.4302 1 0872172025 1201:02PM 68
SnapCenter_hana-1_LocalSnap_Hourly_08.21-2025,08.00.00.3794 1 0872172025 80102 AM 81
SnapCenter_hana-1 LocalsnapAndSnapVault_Dally08-21-2025_06.00.00.3982 1 0872112025 60104 AM 8
SnapCenter_hana-1_LocalSnap_Hourly_08-21-2025_04.00.00.4068 1 08/21/2025 4:01:01 AM 8
SnapCenter_hana-1_LocalSnap_Hourly_08.21-2025,00.00.00.3702 1 0812172025 1201:02AM 6
SnapCenter_hana-1_LocalSnap_Hourly_08.20-2025,20.00.00.3830 1 0872012025 80102 PM 81
SnapCenter_hana-1_LocalSnap_Hourly_08.20-2025_16.00.00.3981 1 0872012025 40101 PM 81
SnapCenter_hana-1_LocalSnap_Hourly_08-20-2025_12.00.004105 1 08/20/202512:01:02PM
Total 7 Total 14

Activity The 5 most recent jobs are displayed @scompeted @owarnings  @Qoraies  @oconceed @ oruning @) 0Queved

The SAP HANA backup catalog shows entries for both the system and the tenant databases. The following
figure shows a SnapCenter block integrity check in the backup catalog of the system database.

B hdbstudio - System: SYSTEMDB@SS1 Hosi: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio - o x
Eile Edit Nvigate Search Run Window  Help
O-ERiE-F-voe-o-m Q B
%o systems X [ -|E§l - B EB § © O @) packup SYSTEMDB@SS1 (SYSTEM) S51 - MDC single tenant X =g
> (£ QFs - System Refresh Target (VMFS) ) Backup SYSTEMDB@SS1 (SYSTEM) 551 - MDC single tenant Last Update:10:59:27 AM B
> 2 Qs1 - System Refresh Target ol
> [SM1 - MSC multiple tenants Overview | Configuration | Backup Catalog
~ (551 - MDC single tenant ey Backup Details “
> [ SS1@551 (SYSTEM) 551 - MDC single tenan
> [ SYSTEMDB@SS1 (SYSTEM) SS1 - MDC single tenant Database: SYSTEMDB. = 1D: 1755423123326
> (551 Repair System Status Successful
> [£552 HSR hana-3 -> hana-4 [Jshow Log Backups []show Delta Backups. Backup Type: Data Backup
? P VES - Mmate YMIES - Destination Type: file
> [EB SYSTEMDB@CPI (SYSTEM) CPI HANA Cockpit Status  Started Duration Size Backup Type Destination Ty. Ype:
5] Aug 22, 2025, 00:26 AM 00h 00m 185 475GB Data Backup Snapshot saned Aug 17, 2025, 5:32:03 AM (Amefica/Indianapolis)
a Aug 22,2025, 60026 AM  00h 00m 185 475GB DataBackup  Snapshot inished: Aug 17, 2025, 532:16 AM (America/Indianapolis)
® Aug 22,2025, 40026 AM  00h 00m 195 475GB DataBackup  Snapshot Duration: 00h 00m 135
a Aug 22,2025, 120026 A 00h 00m 185 475GB DataBackup  Snapshot . 31768
=] Aug 21,2025, 80025PM  00h 00m 185 475GB DataBackup  Snapshot S PSSR
a Aug 21, 2025, 40025PM  00h 00m 185 475GB DataBackup  Snapshot Setom b
Aug 21,2025, 120026 PM  00h 00m 195 47568 DataBackup  Snapshot bsiem |
® Aug 21,2025, 0026 AM 00h 00m 185 47568 DataBackp  Snapshot ([Comment: SnapCenter_hana-1_BlockintegrityCheck Weekly 08-17-2025_05.32.00.4493 ]
[c] Aug 21,2025, 60026 AM  00h 00m 195 475GB DataBackup  Snapshot
a Aug 21,2025, 40025 AM  00h 00m 185 47568 DataBackup  Snapshot tonal
a Aug 21, 2025, 12:00:26 A. 00h 00m 185 475G8 Data Backup Snapshot btional jntonmatiors: | <ok
® Aug 20,2025, 0026 PM  00h 00m 185 475GB DataBackup  Snapshot
@ Aug 20,2025, 40025 PM  00h 00m 185 475GB DataBackup  Snapshot
= Location: Just/sap/sS1/HDBOO/backup/data/SYSTEMDB/
Aug 20,2025, 120026 PM_ 00h 00m 185 475GB DataBackup  Snapshot
=] Aug 20, 2025, 6:00:25 AM 00h 00m 18s 475GB Data Backup Snapshot
- eI T N seelhame s 30
s L 2 ata Baclip nApshot hana-1 nameserver 609KB SnapCent... top.
5] Aug 17,2025, 60024 AM_ 00h 00m 175 475GB DataBackup  Snapshot
4 . hana-1 nameserver 3.17GB SnapCent... vol. |
a Aug 17,2025, 53203AM 000 00m 135 31768 Databackup  Hile
e Aug 1, 2025, 6:0027 AM 00h 00m 19 475GB DataBackup  Snapshot
< > v
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A successful block integrity check creates standard SAP HANA data backup files.

Job Details

Backup of Resource Group ‘hana-1_sapcc_stl_ne......" with policy 'BlockintegrityCheck'

v Backup of Resource Group ‘hana-1_sapcc_stl_netapp_com_hana_MDC_S51" with policy
'BlockintegrityCheck’

+ v hana-1.sapcc.stl.netapp.com

"3 File-Based Backup

L » Validate Plugin Parameters

v » Start File-Based Backup

v » Check File-Based Backup

v » Register Backup and Apply Retention
v » Data Collection

o Y (Job 161738 ) Uncataloging Backup(s) SnapCenter_hana-1_BlockintegrityCheck_Weekly_09-21-
2025_05.32.00.4410

© Task Name: File-Based Backup Start Time: 09/28/2025 5:32:01 AM End Time: 09/28/2025 5:33:12 AM

View Logs Close

SnapCenter uses the backup path that has been configured in the HANA database for file-based data backup
operations.
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hana-1:/hana/shared/SS1/HDB00/backup/data # 1ls -al *
DB SS1:

total 3717564

drwxr-xr—-- 2 ssladm sapsys 4096 Aug 22 11:03
drwxr-xr—-- 4 ssladm sapsys 4096 Jul 27 2022

SR Rees=e 1 ssladm sapsys 159744 Aug 17 05:32 SnapCenter SnapCenter hana-
1 BlockIntegrityCheck Weekly 08-17-2025 05.32.00.4493 databackup 0 1
SEj—Roes= 1 ssladm sapsys 83898368 Aug 17 05:32

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 08-17-

2025 05.32.00.4493 databackup 2 1

=SEf= o= 1 ssladm sapsys 3707777024 Aug 17 05:32

SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 08-17-

2025 05.32.00.4493 databackup 3 1

SYSTEMDB :

total 3339236

drwxr-xr—-- 2 ssladm sapsys 4096 Aug 22 11:03

drwxr-xr-- 4 ssladm sapsys 4096 Jul 27 2022

SEeEees=e 1 ssladm sapsys 163840 Aug 17 05:32 SnapCenter SnapCenter hana-
1 BlockIntegrityCheck Weekly 08-17-2025 05.32.00.4493 databackup 0 1

—rw-r—---—-—- 1 ssladm sapsys 3405787136 Aug 17 05:32
SnapCenter SnapCenter hana-1 BlockIntegrityCheck Weekly 08-17-
2025 05.32.00.4493 databackup 1 1

Restore and recover SAP HANA databases with SnapCenter

Restore and recover SAP HANA systems using SnapCenter with automated or manual
recovery options. This includes complete system restores, single tenant restores for
HANA databases on ONTAP, Azure NetApp Files, and FSx for ONTAP.

SnapCenter supports the following restore and recovery operations.

+ SAP HANA MDC systems with a single tenant

o End-to-end automated restore and recovery

o End-to-end automated restore and manual recovery (selectable)
+ SAP HANA MDC systems with multiple tenants

o End-to-end automated restore, recovery needs to be done manually
* Restore of a single tenant

o End-to-end automated restore, recovery needs to be done manually

Automated recovery is only supported when the HANA plug-in is deployed on the HANA

@ database host and the HANA system got auto discovered by SnapCenter. With a central plug-in
host configuration, recovery needs to be done manually after the restore operation with
SnapCenter.
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With Azure NetApp Files, restore operations are supported for primary ANF volumes or ANF

@ backups. For primary ANF volumes a volume revert, for ANF backups an in-place restore with
single file restore will be executed. In both cases applicaton volume group configurations will be
maintained.

If volume encryption is enabled and SAP local secure store (LSS) is used, a recovery with
SnapCenter is supported as long as the root key backup password in the LSS has not been
changed since the backup has been taken. If the password got changed and a restore and

@ recovery is done using an older Snapshot with a different password, the recovery needs to be
done manually and the old password needs to be provided with the recovery statement:
"RECOVER DATA USING SNAPSHOT CLEAR LOG ENCRYPTION ROOT KEYS BACKUP
PASSWORD 'old-password™

Automated restore and recovery for SAP HANA MDC systems with a single tenant

A restore operation is initiated by selecting a Snapshot backup in the resource topology view and by clicking on
Restore.

FINetApp SnapCenter®

sapHana 551 Topology.

>

Manage Copies

R OEJE

14 Backups.
8 o -
=

p
551 8 Backups

u 0Clones
w Vault coples. 0 Snapshots Locked

B i W

Primary Backup(s)

¥ LRI |

Snapshot Lock Expiration Count End Date

_Localsnap_Hourly_08-25-2025.08.00.00.3626 08/25/2025 801:02AM 8

\apVault_Dally_08-25-2025_06.00.00.4688. 08/25/2025 6:01:03AM 8
1.08-25-2025_04.00.00 4833 0872512025 401:02AM £
1.08-25-2025.00.00.00.3988 0872512025 1201:02 AM &3
ly_08-24-2025_20.00.00.3489 08/24/2025 8:01:02PM &
 Hourly_08.24-2025_16.00.00.4463 0872412025 401:02PM 83
nap_Hourly_08-24-2025_12.00.00.4369 08/24/202512:01:02PM &3
4-2025.08.00.00.3505 0872412025 801:02AM £
It Dally 08242025 06.00.00.4125 0872412025 601:02AM 9
24-2025_04.00.00.4423 08/24/2025 4:01:03 AM 3
nap_Hourly_08-24-2025_00.00.00.4290 0872412025 1201:03 AV &3
Snap_ Hourly_08-23-2025 20.00.00.3799 0812312025 8:01:02PM &3

ISnap_Hourly_08-23-2025_16.00.00.3863 082312025 401:02 PM &

SnapCenter_hana-1_Localsnap_Hourly_08-23-2025_12.00.00.3963 0872372025 12:01:02 PM B3

@scomvees @ovarnngs Qoroles @oGancees @ oruming  @Queves

For HANA systems using NFS on ANF, FSx for ONTAP or ONTAP storage systems you can select complete
restore with or without a volume revert operation for primary volume Snapshots.

» Complete resource without volume revert uses Single File SnapRestore (SFSR) to restore all files of the
database.

« Complete resource with volume revert uses a volume based restore operation (VBSR) to revert the
complete volume back to the state of the selected Snapshot.

@ Volume revert can’t be used if you need to restore to a Snapshot which is older than the active
SnapVault or SnapMirror replication Snapshot.

@ A volume revert operation will delete all Snapshot backups which are newer than the selected
Snapshot for the revert operation.
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@ A restore with SFSR is nearly as fast as a volume revert operation but blocks any Snapshot
operation until the background process has finished the meta data operations.

Restore from SnapCenter_hana-1_LocalSnap_Hourly_08-26-2025_04.00.00.3631 X
1 [Reshore scope Select the restore types
Rec © complete Resource @
O Volume Revert
3 Preoy o
O Tenant Database
4 PostOps
Noif
>>>>> ry

For HANA systems on bare metal hosts using FC SAN, a volume revert (VBSR) is not supported, instead
SFSR is always used for the restore operation. For HANA systems running on VMware with VMFS a clone,

mount, copy operation will be used.

Restore from SnapCenter_hana-8_LocalSnap_Hourly_08-26-2025_02.29.00.4210 X

2 Recovery scope @ Complete Resource @
© Tenant Database

3 PreOps

4 PostOps

5 MNotification

6 Summary

For a restore from a secondary backup you need to select the archive location.
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Restore from SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-25-2025_06.00.00.4688 e

2 Recoverysope @ Complete Resource @

O Tenant Database
3 Preops

Choose archive location
4 PostOps

hana-primary:551_data_mnt00001 hana-backup:Ss1_data_mnto0001_dst

5 Notification

& Summary

With the recovery scope you can select a 'to most recent state', 'point in time' or a save point recovery without
using log backups. If you select no recovery, SnapCenter only executes the restore operation and the recovery
needs to be done manually as described "Manual recovery with HANA Studio".

SnapCenter uses the paths configured in SAP HANA for log backup and catalog backup
locations. If you have tiered backups to an additional location, you can add these additional
paths.

Restore from SnapCenter_hana-1_LocalSnap_Hourly_08-25-2025_08.00.00.3626 X

@ restorescope Recover database files using

2 Recovery scope @ Recover to most recent state @

O Recover to point in time @

a PreOps. O Recover to specified data backup @
O Norecovery @
Qoo
a Notification Specify log backup locations @
Add
O surnmary

fmnt/iog-backup

Specify backup catalog location @

fmnt/log-backup

Recovery options are applicable to both system database and tenant database.

Optionally you can add pre and post restore scripts.
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Restore from SnapCenter_hana-1_LocalSnap_Hourly_08-25-2025_08.00.00.3626
° Restore scope Enter optional commands te run before performing a restore operation @
© recovery scope Pre restore command
|
© rostops
© nouncaton
[« B

Filiels

Restore from SnapCenter_hana-1_LocalSnap_Hourly_08-25-2025_08.00.00.3626 X
o eSOt Scepe Enter optional commands to run after performing a restore operation @
e Recovery scope Post restore command

e PreOps. P

4 Postops

e Notification
@iy

When clicking on Finish in the summary screen, the restore and recovery operation is started.
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Restore from SnapCenter_hana-1_LocalSnap_Hourly_08-25-2025_08.00.00.3626

@ restore scope
© recovery scope
©rreops

O rostops

e Notification

The restore and recovery workflow can be devided in three main sections.

Summary

Backup Name
Backup date
Restore scope
Recovery scope

Log backup locations

Backup catalog location
Pre restere command
Post restore command

Send email

* Shutdown of the HANA system

* Restore operation

o Filesystem specific preparations, e.g. unmount operation

> Snapshot restore operation

o Filesystem specific post operations, e.g. mount operation

* HANA recovery

o System database recovery

o Tenant database recovery
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Job Details X
Restore 'hana-1.sapcc.stl.netapp.com\hana\MDC\SS1'
+ ¥ Restore 'hana-1.sapcc.stl.netapp.comhana\MDC\SST'
v ¥ hana-1.sapcc.stlnetapp.com
¥ Restare
v » Validate Plugin Parameters
i Shutdown HANA

Pre Restore Application database
» Stopping HANA instance

» F\Iesyslem Pre Restore
» Restore Filesystem Unmount data volume
Restore data volume
Mount data volume

v » Filesystem Post Restore

v ¥ Recover Application

v » Recovering system database

v » Checking HDB services status

Recover system and
v » Recovering tenant database 'SS1' tenant database

» Starting HANA instance
\ 7

' » Cleaning Storage Resources

v » Post Restore Cleanup FileSystem
v » Clear Catalog on Server

» Application Clean-Up
v » Data Collection

v » Agent Finalize Workflow

@ Task Name: Pre Restore Application Start Time: 08/25/2025 10:28:49 AM End Time: 08/25/2025 10:29:28 AM -

View Logs Close

Manual recovery with HANA Studio

To restore and recover an SAP HANA MDC system with a single or with multiple tenants using SAP HANA
Studio and SnapCenter, complete the following steps:
1. Prepare the restore and recovery process with SAP HANA Studio:
a. Select Recover System Database and confirm shutdown of the SAP HANA system.
b. Select the recovery type and provide the backup catalog location.
c. The list of data backups is shown. Select Backup to see the external backup ID.
2. Perform the restore process with SnapCenter:

a. In the topology view of the resource, select Local Copies to restore from primary storage or Vault
Copies if you want to restore from an secondary backup storage.

b. Select the SnapCenter backup that matches the external backup ID or comment field from SAP HANA
Studio.

c. Start the restore process.
3. Run the recovery process for the system database with SAP HANA Studio:

a. Click Refresh from the backup list and select the available backup for recovery (indicated with a green
icon).

b. Start the recovery process. After the recovery process is finished, the system database is started.
4. Run the recovery process for the tenant database with SAP HANA Studio:

a. Select Recover Tenant Database and select the tenant to be recovered.
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b. Select the recovery type and the log backup location.

c. Alist of data backups displays. Because the data volume has already been restored, the tenant backup
is indicated as available (in green).

d. Select this backup and start the recovery process. After the recovery process is finished, the tenant

database is started automatically.

5. For a HANA system with multiple tenants repeat step 4 for each tenant.
@ A manual recovery with SAP HANA Cockpit is done with the same steps.

The following section describes the steps of the restore and recovery operations of an SAP HANA MDC

system with a single tenant.

In HANA Studio select Backup and Recovery and Recover System Database.

I nhabstudio - System: SYSTEMOBE@SST Host: hana-1 Instance: 00 Connedted User SYSTEM System Usage: Test System - SAP HANA Studio
file Edit Navigate Search Run Window Help

M-

3 L2 S - System Relresh Targel (VMFS)
> (2 Q51 - System Refresh Target
[ SM1 - MSC mutiple tanants
+ (551 - MOC singe tenant
[ ss1@sst (systemy ss1 - Mo

| SYSTEMDB@SST (SYSTEM) $51 - MDC single -

» (2551 Repair System

B

en C
PV e Dase
> [Eg svsTEn i -

Back Up Tenant Database...

Manage Storage Snapshot...

Recover System Database...
Recover Tenant Database...

<
[ SYSTEMDB@SS1 (SYSTEM)

Confirm shutdown operation; only required if the HANA system is still running.

@ Shut Down System $51

v |-

%

& Backup SYSTEMDBESST (SYSTEM) $51 - MDC sing
Queniew Configuration Backup Catalag|
Backup Catalog
Configuration and Monitaring
& Lifecycle Management >
Backup and B gk Delta Backups
oty Duration
B Open SQL Console: 127 AM 00h 00m 185
Add System with Different User... X26 AM 00h 00m 18s
K remove Dotere XN26A 00h 00m 195
won 326 PM 00h 00m 195
& ¥27 PM 00h 00m 185
4 Pefresh P saaspm oo oom 195
Properties _ AlsEnter o6 Ap 00h 00m 18s
B Aug 25, 2025, 60026 AM 00h 00m 205
=] Aug 25, 2025, 40026 AM 00h 00m 185
a Aug 25, 2025, 12.00:27 A, 00h 00m 175
Aug 24, 2025, BO026 PM 00h 00m 175
Aug 24, 2025, 400:26 P 00h 00m 185
a Aug 24, 2025, 12.00:26 PM 00h 00m 185
Aug 24,3025, BOG2E AM 00h 00m 185
B Aug 24, 2025, 6:00:26 AM 0th 00m 185
Aug 24, 2025, 53203 AM 00h 00m 145
Aug 23, 2025, 50024 AM 00h 00m 195
=2 Aug 22, 2025, 6:00:26 AM 00h 00m 185
=] Aug 21, 2025, 600:26 AM 00h 00m 195
B Aug 20, 2025, 50025 AM 00h 00m 185
Aug 1, 2025, 6:00:27 A 00h 00m 195

System must be offline before recovery can start; the system will be shut down now

Select recovery operation. In this example we want to recover to the most recent state.
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Do Systems % B- @I -mEES § = O ®) sacup SYSTEMDB@SS SYSTEM) S51 - MDC single tenant

Sie Backup Type
AT5GB Data Backup
475GB Data Backup
475GB Data Backup
4.75GB Data Backup
475GB Data Backup
A475GB Data Backup
475 GB Data Backup
4.75GB Data Backup
475 GB Data Backup
475 GB Data Backup
475GB Data Backup
475 GB Data Backup
A75GB Data Backup
475 GB. Data Backup
475 GB Data Backup
3.17GB Data Backup
475 GB. Data Backup
475 GB Data Backup
475 GB. Data Backup
475G Data Backup
4.75GB Data Backup

Cancel

Destination Ty.
Snapshat
Snapshot
Snapshot
Snapshot
Snapshot
Snapshot
Snapshot
Snapshot
Snapshot
Snapshat
Snapshot
Snapshot
Snapshat
Snapshot
Snapshat
Fite
Snapshet
Snapshat
Snapshot
Snapshot
Snapshot



& Recovery of SYSTEMDB@5S1

Specify Recovery Type

Select a recovery type.

@®)|Recover the database to its most recent state &

© Recover the database to the follawing point in time &

Dat 2025-08-26 i 06:43:24

elect Time Zone: |(GMT-04:00) Eastern Daylight Time

i System Time Used (GMT): 2025-08-26 10:4

© Recover the database to a specific data backup

Provide backup catalog location.

[ -] Recovery of SYSTEMDB@SS1

Locate Backup Catalog

Specify location of the backup catalog.

(®) Recover using the backup catalog

® Search for the backup catalog in the file system only

Backup Catalog Location: | /mnt/log-backup/SYSTEMDB

Recover without the backup catalog

Backint System Copy
Backint System Copy

a X
Advanced >>

®@ <ok i o
a x

Cancel

@

HANA Studio lists the most recent backups stored in the HANA backup catalog.

A list of available backups is shown based on the content of the backup catalog. Choose the required backup

and note the external backup ID: in this example, the most recent backup.
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I Recovery of SYSTEMDB@SS1 -~ o .4

Select a Backup

€ To recover this snapshot, it must be available in the data area.

Selected Point in Time
Database will be recovered 1o its most recent state.

Backups

The overview shows backups that were recorded in the backup catalog as successful. The backup at the top is estimated to have the shortest recavery time.

Start Time Location Backup Prefi Avallable
2025-08-26 060027 fanajdzia/ss SNAPSHOT a
/hana/data/ss1 SNAPSHOT a
Mana/darassst SNARSHOT @
fhanaidassst SNAPSHOT e
2025-08-28 16:00:27 hanaidnarsst SNAPSHOT ]
2025-08-25 12:00:26 fhanajdata/ss1 SNAPSHOT [x)
2025-08-25 08:00:26 Mhana/data/sst SNAPSHOT [x]
2025-08:25 06:00:26 fhanaydatarsst SNAPSHOT (]
2025-08-25 04:00:26 /hanaidata/Ss1 SNAPSHOT (<]
2025-08-25 00:00:27 fhanaddata/ss1 SNAPSHOT (-]
Refresh | |Show More
Details of Selected Item
Start Time: @ 2025-08-26 06:00:27 Destination Type: SNAPSHOT Source System: _SYSTEMDB@SS1
Size: 47568 Backup 1D: 1756202427003 Extemnal Backup 1D SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-26-2025.06,00.00 4700 |
Backup Name: & /hana/data/ss1
Altemative Location: ¥
Check Avdlabilty
@ <Back bt > finish Cancel

From the SnapCenter GUI, select the resource topology view and select the backup that should be restored, in
this example, the most recent primary backup. Click the Restore icon to start the restore.

SnapCenterAdmin  #Sign Out

FINetApp SnapCenter®

ET | 551 Topology

—
e g ’ =

Manage Copies

8 o =K Summary Card
o == | 0Ciones 24 Backups
Local copies. 22 Snapahor e bckups
sst 8 8ackups
u 2 Fle Based backups.

ss2 L L 0 Clones

s2 Vaultcoples 0 Snapshots Locked

VEs
Primary Backup(s)

search v &

Backup Name Snapshot Lock Expiration Count End Date
SnapCenter_hana-1_LocalsnapAndSnapVault_Daly_08-26-2025.06.00.00.4700 1 08/26/2025 601:03AM £
SnapCenter_hana-1_Localsnap_Hourly_08-26-2025.04.00.00.3631 1 0872612025 401:02AM £
SnapCenter_hana-1_Localsnap_Hourly 08-26-202500.00.00.3606 1 0872612025 1201:03 AV B
SnapCenter_hana-1_LocalSnap_Hourly 08-25-2025 20.00,00.3750 1 0812512025 8:01:03 PM 83
SnapCenter_hana-1_Localsnap_Hourly 08252025 16.00.00.4316 1 0812512025 401:03 PM 83
SnapCenter_hana-1_LocalSnap_Hourly 08252025 12.00.003601 1 0872512025 12:01:02PM B8
SnapCenter_hana-1_LocalSnap_Hourly 08-25-2025 08.00.00.3626 1 0872512025 801:02AM £
SnapCenter_hana-1_LocalsnapAndSnapVault_Dally_08-25-2025.06.00.00.4685 1 0872512025 601:03AM 9
SnapCenter_hana-1_Localsnap_Hourly_08-25-2025_04.00.00.4833 1 0872512025 401:02AM £
SnapCenter_hana-1_LocalSnap_Hourly_08-25-2025.00.00.00.3988 1 0872512025 1201:02 AM &8
SnapCenter_hana-1_Localsnap_Hourly 08-24-2025 20.00.00.3489 1 0812412025 8:01:02PM 83
SnapCenter_hana-1_LocalSnap_Hourly_08-24-2025_16.00.00.4463 1 0812412025 401:02PM 83
SnapCenter_hana-1_Localsnap_Hourly_08-24.2025.12.00.00.4369 1 0872412025 12:01:02 PM B8
SnapCenter_hana-1_LocalSnap_Hourly 08242025 08.00.00.3905 1 0812472025 801:02 AM £

Total 7 Total 14

@ovins @ormis @

@' comperea Qored @ocancers

The SnapCenter restore wizard starts. Select the restore type Complete Resource and Volume revert to use a
volume-based restore.
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Restore from SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-26-2025_06.00.00.4700 X

2 Recovery scope ® Complete Resource @

Volume Revert
3 PreOps

As part of Comp if a resource Storage Footprint, then the latest Snapshot
«coples on such volumes will be deleted permanently. Also, if there are other resources hosted on the same volumes,
4 PostOps
then It will esult in data loss for such resources.
5 Notification If SnapLack Is enabled for the Snap: pies, the volume p can be performed only with the latest

SnapLock enabled backup.

6 Summary
O Tenant Database

Select 'No recovery' to exclude the recovery operations from the SnapCenter workflow.

Restore from SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-26-2025_06.00.00.4700 X

@ restore scope Recover database files using

2 Recovery O Regover to most recent state @
O Recover to point In time @

3 PreOps O Recover to specified data backup €@
@® Norecovery @

4 PostOps.

5 Notification

Summary

Click on Finish to start the restore operation.



Restore from SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-26-2025_06.00.00.4700 X

@ estore scope Sy

© recovery scope Backup Name ocalSnapAndSnapVault_Dally_08-26-2025_06.00.00.470¢
Backup date

o PreOps

Restore scope

@ rosiops Recovery scope

© rovication
Post restore command

i

Pre restore command

SnapCenter is now executing the restore operation.

* Filesystem specifc preparations, e.g. unmount operation
* Snapshot restore operation

* Filesystem specifc post operations, e.g. mount operation

Job Details X
Restore ‘hana-1.sapcc.stl.netapp.com\hana\MDC\SS1* a
+ v Restore 'hana-1.sapcc.stl.netapp.comihana\MDC\SS1"
v ¥ hana-1.sapcc.stl.netapp.com
v ¥ Restare
» Validate Plugin Parameters
v ® Pre Restore Application
» Filesystem Pre Restore
o » Restore Filesystem
« » Filesystem Post Restore
« » Recover Application
v » Cleaning Storage Resources
v » Post Restore Cleanup FileSystem
v » Clear Catalog on Server
v » Application Clean-Up
v » Data Collection
v » Agent Finalize Workflow
@ Task Name: Restore Start Time: 08/26/2025 6:49:46 AM End Time: 08/26/2025 6:51:27 AM -

View Logs Close

When the Snapshot got restored by SnapCenter a snapshot_databackup_0_1 file is available in the system
and tenant database subdirectory of the HANA data volume. This file got created by the HANA database
during the HANA database Snapshot creation. HANA deletes the file when the backup operation is finished, so
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that the files are only visible within the Snapshot backup. These files are required for any recovery operation.
After the recovery the files get deleted by the HANA database.

hana-1:~ # cd /hana/data/SS1/mnt00001/
hana-1:/hana/data/SS1/mnt00001 # 1ls -al *

-rw-r—--r—-- 1 ssladm sapsys 16 Aug 26 06:00 nameserver.lck

hdb00001:

total 4992236

drwxr-x—--- 2 ssladm sapsys 4096 Aug 26 06:00

drwxr-x--- 5 ssladm sapsys 4096 Aug 26 06:00

A e 1 ssladm sapsys 0 Nov 3 2020

__ DO NOT TOUCH FILES IN THIS DIRECTORY

—rW-—r-—-——-— 1 ssladm sapsys 5100273664 Aug 26 06:00 datavolume 0000.dat
SEj—Roes= 1 ssladm sapsys 36 Aug 25 10:30 landscape.id

SE= o= 1 ssladm sapsys 163840 Aug 26 06:00 snapshot databackup 0 1

hdb00002.00003:

total 201420

drwxr-xr—-- 2 ssladm sapsys 4096 Nov 3 2020

drwxr-x—--- 5 ssladm sapsys 4096 Aug 26 06:00

—-rw-r--r—-- 1 ssladm sapsys 0 Nov 3 2020

__DO_NOT TOUCH FILES IN THIS DIRECTORY

-rw-r--r-- 1 ssladm sapsys 335544320 Aug 26 06:00 datavolume 0000.dat
hdb00003.00003:

total 4803140

drwxr-xr-- 2 ssladm sapsys 4096 Aug 26 06:00

drwxr-x—--- 5 ssladm sapsys 4096 Aug 26 06:00

-rw-r--r-—- 1 ssladm sapsys 0 Nov 3 2020

__DO_NOT TOUCH FILES IN THIS DIRECTORY

-rw-r--r-— 1 ssladm sapsys 4898947072 Aug 26 06:00 datavolume 0000.dat
SE=E=—m== 1 ssladm sapsys 159744 Aug 26 06:00 snapshot databackup 0 1
hana-1:/hana/data/SS1/mnt00001 #

Go to SAP HANA Studio and click Refresh to update the list of available backups. The backup that was
restored with SnapCenter is now shown with a green icon in the list of backups. Select the backup and click
Next.



I Recovery of SYSTEMOB@SS! E
Select a Backup |

Select a backup 16 recover the SAP HANA database

Selected Point in Time
Database vl be recovered to its most recent state.
Backups
ps ded i the backup catalog as successful. The Backup at the top is estimated to have the shortest recovery time.
Start Time Location Backup Profix Available
2025-08-26 06:0027 [ranajdata/ss1 SNARSHOT L]
2025-08-26 04:00:26 Mhana/data/ss1 SNAPSHOT 2]
2025-08-26 00:00:26 hana/data/ss1 SNAPSHOT [x]
2025-08-25 A000:26 Mhana/data/ss1 SNAPSHOT [x]
2025-08-25 16:00:27 [hana/data/Ss1 SNAPSHOT (]
2025-08-25 12:00:26 /hana/data/ss1 SNAPSHOT a
2025-08-25 08:00:26 Mhana/data/ss1 SNAPSHOT (<]
2025-08-25 06:00:26 /ana/data/ss1 SNAPSHOT a
2025-08-25 04:00:26 Mhanajdata/ss1 SNAPSHOT [x]
2025-08-25 00:00:27 rana/data/ss) SNAPSHOT [}

Refresh  show More
Details of Selected Item

Start Time: 1 2025-08-26 06:00:27 Destination Type. SNAPSHOT Source System:  SYSTEMDB@5SS1
size: 47568 Backup 1D; 1756202427003 External Backup 10 SnapCentes_ hena-1_LocalSnapAndSnapVault_Daily_0B-26-2025_06.00.004700
Backup Name: ana/datassst

Altemative Location:

Check Avallability

@ < Back Erih Cancel
Provide the location of the log backups. Click Next.

SAP HANA Studio uses the paths configured in SAP HANA for log backup and catalog backup
locations. If you have tiered backups to an additional location, you can add these additional
paths.

8 Recovery of SYSTEMDB@SS! = a x

Locate Log Backups |

Specify location(s) of log backup files 1o be used to recover the database.

(@) Even if no log hackups were created, a location is still needed to read data that will be used for recovery.

1f the log backups were written to the file system and subsequently moved, you need to specify their current bocation. If you do not specify an altemative location for the log backups, the system
uses the location where the log backups were first saved, The directory specified will be searched recursively,

Locations: et

fmint/log-backup/SYSTEMDE Remaove All

Remayr

@ etk i e

Select other settings as required. Make sure Use Delta Backups is not selected. Click Next.
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I8 Recovery of SYSTEMDE@SS1 = a %

Other Settings

Check Availability of Délia and Log Backups 2

You can have the system check whether all required delta and log badkups are available at the beginning of the recovery process. If delta or log backups are missing, they will be fisted and the
recovery process will stop before any data is changed. If you choose not to perform this check now, it will still be performed but later, This may result in a significant loss of time if the complete
recavery must be repeated.

Check the availability of delta and log backups:
4 File System B
[ Third-Party Backup Toal (Backint}
Initialize Log Area
I you do not want ta recover log segments residing in the log area, select this option. After the recovery, the log entries will be deleted from the log area.

[ initialize Log Area @

Use Delta Backups.
Select this option if you want to perform a recavery using delta backups. If you choose to perform a recovery without delta backups, only log backups will be used.
[Juse Deita Backups (Recommended),

Install Mew License Key

1f you recover the database from a different system, the old license key will no longer be valid
You can:

- Select a new license key to install now.

- Install @ new license key manually after the database has been recovered

[Tinstall Mew License Key

Browse

@ Bk B T

Review the recovery settings and click Finish.

By clicking on show SQL statement, HANA Studio shows the SQL command which is executed for the

recovery operation.

8 Recovery of SYSTEMDB@SS1 = a x

Review Recovery Settings

Review the recavery settings and choase ‘Finish' to start the recovery. You can modify the recovery settings by choosing 'Back’

Database Information

Database: SYSTEMDB@SST

Host: hana-1

Wersion: 200.073.00 1695288602
Reeavery Definition

Recovery Type. Snapshat (Peint-in-Time Recovery (Until Mow))
& Caution

Recovering the system database from a storage snapshot invalidates all the tenant databases. Alter you recaver the system database, you need ta recover all the tenant databases

Configuration File Handling
& Caution

To recover customer-specific configuration changes, you may need to make the changes manually in the target sysiem,
More Information: SAP HANA Administration Guide

Show SQL Statement

@ ST e

The recovery process starts. Wait until the recovery of the system database is completed.
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I Recovery of SYSTEMDB@SS1 = a x

| Recovery Execution Summary

i Database SYSTEMDB@SS1 recovered
1 volumes were recovered
& caution

Recovering the system database from a storage snapshot invalidates all the tenant databases. After you recover the system database, you need (0 recover allthe tenant databases.

Recovered to,Time: Aug 26, 2025, 4254 AM GMT-04:00
Recovered to Log Position 3302970496

@ oo

In SAP HANA Studio, select the entry for the system database and start Backup Recovery - Recover Tenant
Database.

W& hdbstudia - Systern: SYSTEMDB@SST Host: hana-1 Instance: 00 Connected User: SYSTEM System Usage: Test System - SAP HANA Studio
File Edit Navigate Search Run Window Help

- - Bl ~ o =

Y Systems F- @ - 2BEE § = 0 & packup svSTEMDBESST (SYSTEM) 51 - MOC single tenant %
5 (2 FS - Systiem Refresh Target (VWIFS)
5 [E+051 - System Refresh Target

> (ESM1 - MSC multiple tenants Overview | Confiquration | Backup Catalog
(2551 - MDC single tenant

&} Backup SYSTEMDBESST (SYSTEM) SST - MDC single tenant

Backup Catalog
» [EB ss1@ss1 (svsTEM) 551 - MDC n
» (B SYSTEMDB@SS1 (SYSTEM) 51 - S » MOB 3
2 ES-SI Re N mem & Lifecycle Management »
> 1™ Gpon backup Consoe - Backip snd Recoien I urs CShow Delta Backups
P Sy : Duration Size Backup Type  Destination Ty..
e L Opan S camdle 2025, 60027AM  O0hODM 185  475GB DataBackup  Snapshot
Manage Storage Snapshot... bl el
Recover System Database: Add System with Different User... 4 2025, 4:00:26 AM ©0h 00m 185 475GB Data Backup Snapshot
 Recover Tenant Database.., | % remove Delete 2025, 12:00:26 A 00h 00m 195 475GB Data Backup Snapshot
Lag ot , 2025, BOG26 PM 00h 00m 195 475GB DataBackup  Snapshot
#) Refresh o 2025, 4:00:27 PM 00h 00m 185 475GB Data Backup Snapshot
- + 2025, 12,0026 PM O 00m 19s 475GB Data Backup Snapshot
Prpontls _ AROEN s mie26 AM ©00h 00m 185 47568 Data Backup Snapshat
a Jig 25, 2025, 6:00:26 AM 00h 00m 205 475GB Data Backup Snapshot
B Aug 25, 2025, A00:26 AM 00h 00m 185 A75GB DataBackup  Snapshot
Aug 25, 2025, 120027 A 00h 00m 175 47568 DataBackup  Snapshot
=] Aug 24, 2025, B00:26 M 00h Obm 175 475GR DataBackup  Snapshot
a8 Aug 24, 2025, 4100:26 PM 00h 00m 185 47568 DataBackup  Snapshot
=] Aug 24, 2025, TZ0026 PM 000 00m 185 475GH DataBackup  Snapshot
B Aug 24, 2025, B0G26 AM ©0h 00m 185 475GB Data Backup Snapshot
e Aug 24, 2025, 5:00:26 AM 00h OO 185 475GB DataBackup  Snapshot
2] Aug 24, 2025, 532103 AM 0oh 00m 145 397 GB Data Backup File
(=] Aug 23, 2025, G:00:24 AM 00h 00m 195 475GH DataBackup  Snapshot
(=] Aug 22, 2025, 5:00:26 AM 00h 00m 185 AT5GB DataBackup  Snapshot
B8 Aug 21, 2025, 6:00:26 AW 00h 00m 195 475GB Data Backup Snapshot
(=] Aug 70, 2025, 6:00:25 AM 00h 00m 185 A75GB DataBackup  Snapshat
(=] Aug 1, 2025, 0027 AM 00h 00m 195 475GB Data Backup  Snapshot

Select the tenant to recover and click Next.
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Specify tenant database

[ type fitter text

581

@ bk

Einishy

Cancel

Specify the recovery type and click Next.

W& Recovery of Tenant Database in S51

Specify Recovery Type

Select a recovery type.

® Recover the database to its most recent state &

O Recover the database to the following point in time a8

Date: 2025-08-26 [& Time:  07:01:41

Select Time Zone: (GMT-04:00) Eastern Daylight Time

1 Time Used (GMT): 2025-08-26 11:01:41

O Recover the database to a specific data backup @

@

Finish

Advanced >>

Cancel

Confirm the backup catalog location and click Next.
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Locate Backup Catalog

Specify location of the backup catalog

(® Recover using the backup catalog

@®Search for the backup catalag in the file system only

Backup Catalog Location: | /mnt/log-backup/DB_ss1

Recover without the backup catalog

Backint System Copy
Backint System Copy

Source System:

®@ < Back Einish Cancel

Confirm that the shutdown of the tenant database.

8 Stop Database SS1@8S1 X
p

The database must be offline before recovery can start; the database will be stopped now

Cancel

Because the restore of the data volume has been done before the recovery of the system database, the tenant
backup is immediately available. Select the backup highlighted in green and click Next.

W Recovery of Tenant Database in $51 = a e

Select a Backup

Select @ backup to recover the SAP HANA database

Selected Point in Time

Database will be recovered to its most recent state.

Backups
The overview shows backups that were recorded in the backup catalog as successful. The backupat the top is estimated 1o have the shortest recovery time.
Start Time Location Backup Prefix Available
2025:08:26 06:00:27 Mhana/data/ss1 SNAPSHOT L]
2025-08-26 DA00:26 fhana/data/ss1 SNAPSHOT <]
2025-08-26 00:00:26. Jhana/data/Ss1 SNAPSHOT [x]
2025-08-25 20:00:26 /hana/data/S51 SNAPSHOT [x]
2025-08-25 16:00:27 /hana/data/S51 SNAPSHOT a
2025:08-25 12:00:26 /hana/data/ss1 SNAPSHOT [x]
2025-08-25 0B:00:26. /hana/data/SS1 SNAPSHOT a
2025-08-25 06:00:26 [hana/data/Ss1 SNAPSHOT (<]
2025-08-25 04:00:26 /hana/data/S51 SNAPSHOT (]
2025.08-25 00:00:27 /hana/data/ss1 SNAPSHOT a

Refresh Show More
Details of Selected Item

Start Time: 020250826 06:00:27 Destination Type: SNAPSHOT  Source System: SS1@5$51
Size 488 GB Backup 1D: 1756202427004  External Backup ID:  SnapCenter_hana-1_LocalSnapAndSnapVault_Daily_08-26-2025_06.00.00.4700
Backup Name /hana/data/s51

Alternative Location: ®

Availubility

® < Back Next > Flnish Cancel
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Provide the location of the log backups. Click Next.

SAP HANA Studio uses the paths configured in SAP HANA for log backup and catalog backup
locations. If you have tiered backups to an additional location, you can add these additional
paths.

IE Recovery of Tenant Database in 551 - o X

Locate Log Backups

Specify location(s) of log backup files to be used to recover the database.

(@) Even if no log backups were created, a location s still needed to read data that will be used for recovery.

If the lag backups were witten to the file system and subsequently moved, you need to specify their current location. If you do not specify an altemative location for the log

backups, the system uses the location where the log backups were first saved. The directory specified will be searched recursively.

Locations: Add
mntflog-backup/DB_S51 Remmove All

Remave

@ < Back Mext > Einish Cancel

Select other settings as required. Make sure Use Delta Backups is not selected. Click Next.

W& Recovery of Tenant Database in $§1 - o "3

Other Settings

Check Availability of Delta and Log Backups

You can have the system check whether all required deita and log backups are available at the beginning of the recovery process. If delta or log backups are missing, they will
be listed and the recovery process will stop before any data is changed. If you choose not to perform this check now, it will still be performed but later. This may result in 2
significant loss of time if the complete recovery must be repeated.

Check the availability of delta and log backups:
[ Fille System &

[ Third-Party Backup Tool (Backint)

Initialize Log Area

I you do ot wanit to recover log segments residing in the log area, select this option. After the recovery, the log entries will bee deleted from the log area
Clinitialize Log Area &
Use Delta Backups

Select this option if you want to perform a recovery using delta backups. If you choose to perform a recavery without delta backups, only log backups will be used.
[lUse Delta Backups (Recommended)

Install New License Key

If you recover the database from a different system, the old license key will no longer be valid

You can:

- Select a new license key 1o install now
- Install a new ficense key manually after the database has been recovered

Install New License Key

Browse

® < Back Next > Elnish. Cancel

Review the recovery settings and click Finish.

By clicking on show SQL statement, HANA Studio shows the SQL command which is executed for the
recovery operation.



I8 Recovery of Tenant Database in 51 - o x

Review Recovery Settings

Review the recovery setiings and choose 'Finish’ to start the recovery. You can modify the recovery settings by choosing 'Back

Database Information

Database: 5518551
Host: hana-1
Version: 2,00,072.00.1695288802
Recovery Definition
Recovery Type: Snapshat (Paint-in-Time Recovery (Until Now))

Configuration File Handling
& Caution

To recover customer specific configuration changes, yous may need to make the changes manually in the target system
More Information: SAP HANA Administration Guide

Show SQL Statement

@ T o

Wait until the recovery has finished and the tenant database is started.

W Recovery of Tenant Database in 551 e a %

Recovery Execution Summary

i Database SS1@551 recovered

2 volumes were recovered

Recovered to Time: Aug 26, 2025, 6:42:56 AM GMT-04:00
Recovered to Log Position: 13865719104

@ Close
When the tenant recovery is finished the SAP HANA system is up and running.

@ For an SAP HANA MDC system with multiple tenants, you must repeat the tenant recovery for
each tenant.

Manual recovery with SQL commands
You can also use SQL statements for the recovery of the HANA system.

First you need to recover the system database.
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HDBSettings.sh recoverSys.py -—--command="RECOVER DATABASE UNTIL TIMESTAMP
'2026-08-26 10:55:49' USING CATALOG PATH ('mnt/log-backup/SYSTEMDB') USING
LOG PATH ('mnt/log-backup/SYSTEMDB') USING SNAPSHOT"

As a second step you need to connect to the system database and start the recovery of the tenant
database(s). In this example the tenant database is SS1.

hdbsgl SYSTEMDB=> RECOVER DATABASE FOR SS1 UNTIL TIMESTAMP '2026-08-26
10:55:49' USING CATALOG PATH ('mnt/log—backup/DB_SSl') USING LOG PATH
('mnt/log-backup/DB SS1') USING SNAPSHOT

Single tenant restore and recovery

A single tenant restore and recovery operation with SnapCenter is very similar to the workflow described in the
previous topic "Manual recovery with HANA Studio".

To restore and recover an SAP HANA MDC single-tenant system using SAP HANA Studio and SnapCenter,
complete the following steps:
1. Prepare the restore and recovery process with SAP HANA Studio:
a. Select Recover Tenant Database and confirm shutdown of the tenant database.
b. Select the recovery type and provide the backup catalog location.
c. The list of data backups is shown. Select Backup to see the external backup ID.
2. Perform the restore process with SnapCenter:

a. In the topology view of the resource, select Local Copies to restore from primary storage or Vault
Copies if you want to restore from an secondary backup storage.

b. Select the SnapCenter backup that matches the external backup ID or comment field from SAP HANA
Studio.

c. Start the restore process of the tenant.
3. Run the recovery process for the tenant database with SAP HANA Studio:

a. Click Refresh from the backup list and select the available backup for recovery (indicated with a green
icon).

b. Start the recovery process. After the recovery process is finished, the tenant database is started.

Restore of non-data volumes

A restore operation for a non-data volume is started by selecting a Snapshot backup in the topology view of the
non-data volume resource and by clicking on Restore.
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FINetApp SnapCenter®

AP HANA 551-Shared Volume Topology
5 -}
M Name
Py Manage Copies
2 si-Sharedvolume

ol 2 sstsharedVoume

&

"

b

A
Primary Backup(s)

search v o
Snapshot Lock Expiration unt End Date
inap_Hourly_09-30-2025_06.04.00.3758 1 09/30/2025 6:04:14 AM B8
)_Hourly_09-30-2025_02.04,00.3970 1 09/30/2025 2:04:14 AM 83
sn ury 09292025 2204.00.4200 1 0972972025 10:0413PM 8
sn urly_09292025.18.04.004323 1 092912025 60414 M €3
sn urly_09-29-2025.14.04,00.4209 1 0972912025 20414 PM 63
SnapCent  Hourly_09-29-2025_10.04.00.4274 1 09/29/202510:04:14 AM B8
SnapCent  Hourly_09-29-2025_06.04.00.4025 1 09/29/2025 6:04:13 AM
sn urly 09292025, 0204003997 1 0972972025 20414 AM 3
sn urly 09282025 2204003972 1 0912872025 10:0414PM 8
sni urly_09-28.2025.1804.004016 1 097282025 60414 PM 3
SnapCer , Hourly_09-28-2025_14.04.00.4235 1 09/28/2025 20414 PM 83
SnapCenter_Localsnap_ Hourly 09.28:2025_10.04003950 1 0912812025 10:04:13 AM 83
Total2 Tota 12

@scompees @owarnngs QQorated  @oCinoed @ 0Running @) 0 Queues

For non-data volumes with NFS a complete resource (VBSR) or a file level (SFSR) restore operation can be
selected. For the file level restore either all or individual files can be defined for the restore operation.

Restore from SnapCenter_LocalSnap_Hourly_09-30-2025_06.04.00.3758 X
Select the restore types

2 PreOps O Complete Resource @

3 Postops ® File Level @

4 Notification
Select files to restore

5 Summary Volume/Qtree All File Path

hana-primary.sapcc stl.netapp.com:/vol/ss... (] Provide ane or more file paths separated by comma

Configure advanced SnapCenter options for SAP HANA

Configure advanced SnapCenter settings for SAP HANA environments, including
suppressing VMware warning messages for in-guest NFS mounts, disabling automated
log backup housekeeping, and enabling SSL encryption for HANA database connections.

Warning message with virtualized environments and in-guest mounts

When using for example VMware with NFS in-guest mounts, SnapCenter will issue a warning message, that
the SnapCenter VMware plug-in should be used. Since the VMWare plug-in is not required for in-guest mounts
the warning message can be ignored and switched off. To configure SnapCenter to suppress this warning, the
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following configuration must be applied:

1. From the Settings tab, select Global Settings.

2. For the hypervisor settings, select VMs Have iSCSI Direct Attached Disks or NFS For All the Hosts and
update the settings.

< ¢ < ¢ < < < K

Deactivate automated log backup housekeeping

Log backup housekeeping is enabled by default and can be disabled on the HANA plug-in host level. Use the
PowerShell command:

The command Set- SmConfigSettings -Plugin - HostName <pluginhostname> - PluginCode hana -

configSettings @{"LOG_CLEANUP_DISABLE" = "Y"} disables the log backup housekeeping for this SAP
HANA host.

Enable secure communication to HANA database

If the HANA databases are configured with secure communication, the hdbsgl command that is executed by
SnapCenter must use additional command-line options.

There are various options to configure the SSL communication. By default, SnapCenter uses the -e ssltrustcert
hdbsqgl command-line option. With this option SSL communication without server certificate validation is done
and this option also works for HANA systems where SSL is not enabled.
If certificate validation on server and/or client side is required, different hdbsgl command line options are
needed, and you must configure the PSE environment accordingly as described in the SAP HANA Security
Guide.
This can be achieved by using a wrapper script which calls hdbsgl with the required options. Instead of
configuring the hdbsgl executable in the hana.properties files, the wrapper script is added.

HANA HDBSQL CMD = /usr/sap/SM1/HDBl12/exe/hdbsqgls

The wrapper script hdbsqls calls hdbsql with the required command-line options.

#/bin/bash
/usr/sap/SM1/HDB12/exe/hdbsgl <command line options> $*
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Disable auto discovery on the HANA plug-in host
To disable auto discovery on the HANA plug-in host, complete the following steps:

1. On the SnapCenter Server, open PowerShell. Connect to the SnapCenter Server by running the Open-
SmConnection command and specify the username and password in the opening login window.

2. To disable auto discovery, run the Set- SmConfigSettings command.

For a HANA host hana-2, the command is as follows:

PS C:\Users\administrator.SAPCC> Set-SmConfigSettings -Agent -Hostname
hana-2 -configSettings @{"DISABLE AUTO DISCOVERY"="true"}

Name Value

DISABLE AUTO DISCOVERY true

PS C:\Users\administrator.SAPCC>

Verify the configuration by running the Get- SmConfigSettings command.

PS C:\Users\administrator.SAPCC> Get-SmConfigSettings -Agent -Hostname
hana-2 -key all

Key: CUSTOMPLUGINS OPERATION TIMEOUT IN MSEC Value: 3600000 Details: Plug-
in API operation Timeout

Key: CUSTOMPLUGINS HOSTAGENT TO SERVER TIMEOUT IN SEC Value: 1800 Details:
Web Service API Timeout

Key: CUSTOMPLUGINS ALLOWED CMDS Value: *; Details: Allowed Host OS

Commands
Key: DISABLE AUTO DISCOVERY Value: true Details:
Key: PORT Value: 8145 Details: Port for server communication

PS C:\Users\administrator.SAPCC>

The configuration is written to the agent configuration file on the host and is still available after a plug-in
upgrade with SnapCenter.
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hana-2:/opt/NetApp/snapcenter/scc/etc # cat
/opt/NetApp/snapcenter/scc/etc/agent.properties | grep DISCOVERY
DISABLE AUTO DISCOVERY = true
hana-2:/opt/NetApp/snapcenter/scc/etc #
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