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Proxmox Virtualization

Overview of Proxmox Virtual Environment

Proxmox Virtual Environment is an open source Type-1 hypervisor (installed on bare
metal servers) based on Debian Linux. It can host virtual machines (VM) as well as linux

containers (LXC).

Overview

Proxmox Virtual Environment(VE) supports both full VM and container based virtualization on the same host.
Kernel-based Virtual Machine (KVM) and Quick Emulator (QEMU) is utilized for full VM virtualization. QEMU is
an open source machine emulator and virtualizer and it uses KVM Kernel module to execute guest code
directly on the host CPU. Linux Containers (LXC) allows containers to be managed like VMs with data
persistance across the reboots.
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RESTful API is available for automation tasks. For info on API calls, check Proxmox VE api viewer

Cluster Management

The web based management portal is available on the Proxmox VE node at port 8006. A collection of nodes
can be joined together to form a cluster. The Proxmox VE configuration, /etc/pve, is shared among all nodes
of the cluster. Proxmox VE uses Corosync cluster engine to manage the cluster. The management portal can
be accessed from any node of the cluster.


https://pve.proxmox.com/pve-docs/api-viewer/index.html
https://pve.proxmox.com/wiki/Cluster_Manager
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A cluster enables VMs and Containers to be monitored and restarted on other nodes if the hosting node fails.
VMs and container needs to be configured for High Availability (HA). VMs and Containers can be hosted on a

specific subset of hosts by creating groups. The VM or container is hosted on a host with the highest priority.
For more info, check HA manager

Edit: HA Group
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Priogity

Authentication options include Linux PAM, Proxmox VE PAM, LDAP, Microsoft AD or OpenID. Permissions can

be assigned via Roles and the use of resource pools which are a collection of resources. For additional details,
check Proxmox User Management


https://pve.proxmox.com/wiki/High_Availability
https://pve.proxmox.com/pve-docs/chapter-pveum.html

Connection credentials of LDAP/Microsoft AD might be stored in clear text, and in a file which
needs to be protected by the host filesystem.

Compute

The CPU options for a VM includes the number of CPU cores and sockets (to specify the number of vCPUs),
option to choose NUMA, defining affinity, setting the limits, and the CPU type.

Create: Virtual Machine o

General 05  System  Disks Memory  MNetwork

Sockets: 2 4 Type: x86-64-v2-AES *
Cores 2 > | Total cores: 4
VCPUs 4 > | CPU units 100
CPU limit unfimited 4 Enable NUMA:
CPU Affinity All Cores
Extra CPU Flags:
Default O@O + md-clear Required to let the guest 05 know if MDS is mitigated correctly -
Default g+  peid Meltdown fix cost reduction on Westmere, Sandy-, and IvyBridge
e Intel CPUs
Default ()@ )+  speccid Allows improved Spectre mitigation with Intel CPUs
Default -O@0) + ssbd Protection for "Speculative Store Bypass™ for Intel models
Default O@O + ibpb Allows improved Spectre mitigation with AMD CPUs
Default _Cym 4 virt-sshd Basis for "Speculative Store Bypass” protection for AMD models 1

© Help Advanced [/ Next

For guidance on CPU types and how it affects live migration, check QEMU/KVM Virtual Machine section of
Proxmox VE documentation

The CPU options for LXC container image is shown in the following screenshot.


https://pve.proxmox.com/pve-docs/chapter-qm.html#qm_cpu
https://pve.proxmox.com/pve-docs/chapter-qm.html#qm_cpu
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The VM and LXC can specify the memory size. For VMs, the balooning feature is available for Linux VMs. For
more info, refer to QEMU/KVM Virtual Machine section of Proxmox VE documentation

Storage

A virtual machine consists of a configuration file, /etc/pve/gemu-server/<vm id>.conf, and virtual disk
components. Supported virtual disk formats are raw, gqcow2 and VMDK. QCOW2 can provide thin provisioning
and snapshot capabilities on various storage types.

Add- Hard Disk (=)
EZ}  Bandwian
Bus/Device 5CSl 1 t Cache Default (Mo cache)
SCSI Controfler.  VirlO SCSI single Oiscard
Storage pvesmbl 1 IO thraad
Disk size (GIB) 32
Famat | QEMU image format (gc_- |
— Raw disk imaga (raw) —
S50 amulation | GEMU image format Backup kA
Raud-only {atawd) Skip replcation
Viharac i ga oot Async 10 Default (io_uring)
{vrmedic)

© Hup advanced - | IR

There is an option to present the iISCSI LUNs to a VM as raw devices.

LXC also has its own configuration file, /etc/pve/lxc/<container id>.conf, and container disk
components. The data volume can be mounted from the supported storage types.


https://pve.proxmox.com/pve-docs/chapter-qm.html#qm_memory
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Supported storage types include local disk, NAS (SMB and NFS), and SAN (FC, iSCSI, NVMe-oF, etc.). For
more details, refer to Proxmox VE Storage

Every storage volume is configured with allowed content types. NAS volumes supports all content types while
SAN support is limited to VM and Container images.

CD Directory storage type also supports all content types. SMB connection credentials are stored in
clear text and are accessible only to root.

Add: NFS

1
Backup Retention

D | |  Nodes All (No restrictions) v | |
Server ‘ l Enable k4
Export: [ I
Content | Disk image b [
Disk image
Preallocation: IS0 image NFS Version Default
Container template
O Hap VZDump backup file Advanced | m
Container
Snippets


https://pve.proxmox.com/pve-docs/chapter-pvesm.html

Add: VM
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To import VMs from a Broadcom vSphere environment, the vSphere host can also be included as a storage
device.

Network
Proxmox VE supports native Linux networking features like Linux bridge or Open vSwitch, to implement

Software Defined Networking (SDN). The Ethernet interfaces on the host can be bonded together to provide
redundancy and high availability. For other options, refer to Proxmox VE documentation
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Guest networks can be configured at the cluster level and changes are pushed to member hosts. Separation is

managed with Zones, VNets and Subnets. Zone defines the network types such as Simple, VLAN, VLAN
Stacking, VXLAN, EVPN, etc.

Depending on the type of zone, the network behaves differently and offers specific features, advantages, and


https://pve.proxmox.com/pve-docs/chapter-sysadmin.html#_choosing_a_network_configuration
https://pve.proxmox.com/pve-docs/chapter-pvesdn.html

limitations.

Use cases for SDN range from an isolated private network on each individual node, to complex overlay
networks across multiple PVE clusters on different locations.

After configuring a VNet in the cluster-wide datacenter SDN administration interface, it is available as a
common Linux bridge, locally on each node, to be assigned to VMs and Containers.

When a VM is created, the user has capability to pick the Linux bridge to connect. Additional interfaces can be
included after the VM is created.

Create: Virtual Machine %

General 0OS  System Disks CPU  Memory Confirm

] Mo network device

Bridge VLAN3372 - Model VirtlO (paravirtualized)
VLAN Tag Bridge | Active | Comment
Firewall VLAN1S4 Yes VM Public
VLAN186 Yes Kubemnetes
Disconnect VLAN3372 Yes | Management VLAN fed
MTU VLAN33T4 Yes Guest Block Storage Network 01 .
VLAN3I3TS Yes Guest Block Storage MNetwork 02
vmbr( Yes
vmbr1 Yes File Storage

© Help Advanced (A | Next |

And here is the VNet information at the datacenter level.
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The summary page on most of the objects, such as Datacenter, host, VM, container, storage, etc. provides
details and includes some performance metrics. The following screenshot shows the summary page of a host
and includes information about the packages installed.
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The stats about hosts, guests, storage, etc. can be pushed to an external Graphite or Influxdb database. For
details, refer to Proxmox VE documentation.

Data Protection

Proxmox VE includes options to backup and restore the VMs and Containers to storage configured for backup
content. Backups can be initiated from Ul or CLI using the tool vzdump or it can be scheduled. For more
details, refer to Backup and Restore section of Proxmox VE documentation.


https://pve.proxmox.com/pve-docs/chapter-sysadmin.html#external_metric_server
https://pve.proxmox.com/pve-docs/chapter-vzdump.html
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The backup content needs to be stored offsite to protect from any diaster at source site.

Veeam added support for Proxmox VE with version 12.2. This allows restore of VM backups from vSphere to a
Proxmox VE host.

Proxmox VE with ONTAP

Shared storage in Proxmox Virtual Environment(VE) reduces the time for VM live
migration, and makes for a better target for backups and consistent templates across the
environment. ONTAP storage can serve the needs of Proxmox VE host environments as
well as for guest file, block and object storage demands.

Proxmox VE hosts need to have FC, Ethernet, or other supported interfaces cabled to switches and have
communication to ONTAP logical interfaces.

High-level ONTAP Features

Common features

» Scale out Cluster

» Secure Authentication and RBAC support
» Zero trust multi admin support

» Secure Multitenancy

* Replicate data with SnapMirror.

* Point in time copies with Snapshots.

» Space efficient clones.

 Storage efficiency features like dedupe, compression, etc.
 Trident CSI support for Kubernetes

* Snaplock

» Tamperproof Snapshot copy locking

* Encryption support

 FabricPool to tier cold data to object store.

* BlueXP and CloudlInsights Integration.



* Microsoft offloaded data transfer (ODX)
NAS
* FlexGroup volumes are a scale out NAS container, providing high performance along with load distribution
and scalability.
* FlexCache allows data to be distributed globally and still provides local read and write access to the data.
» Multiprotocol support enables the same data to be accessible via SMB, as well as NFS.

* NFS nConnect allows multiple TCP sessions per TCP connection increasing network throughput. This
increases utilization of high speed nics available on modern servers.

* NFS session trunking provides increased data transfer speeds, high availability and fault tolerance.
« SMB multichannel provides increased data transfer speed, high availability and fault tolerance.

* Integration with Active directory/LDAP for file permissions.

 Secure connection with NFS over TLS.

* NFS Kerberos support.

* NFS over RDMA.

* Name mapping between Windows and Unix identities.

» Autonomous ransomware protection.

File System Analytics.
SAN

« Stretch cluster across fault domains with SnapMirror active sync.

* ASA models provide active/active multipathing and fast path failover.
» Support for FC, iSCSI, NVMe-oF protocols.

* Support for iISCSI CHAP mutual authentication.

 Selective LUN Map and Portset.

Proxmox VE storage types supported with ONTAP

NAS protocols (NFS/SMB) support all content types of Proxmox VE and are typically configured once at the
datacenter level. Guest VMs can use disks of type raw, qcow2, or VMDK on NAS storage.

ONTAP Snapshots can be made visible, to access point in time copies of data from the client.

Block storage with SAN protocols (FC/iSCSI/NVMe-oF) are typically configured on a per host basis and are
restricted to the VM Disk and Container Image content types supported by Proxmox VE. Guest VMs and
Containers consume block storage as raw devices.

Content Type NFS SMBICIFS FC iSCSI NVMe-oF
Backups Yes Yes No' No' No'

VM Disks Yes Yes Yes? Yes? Yes?

CT Volumes Yes Yes Yes? Yes? Yes?

10



Content Type
ISO Images

CT Templates

Snippets

Notes:

1 - Requires cluster filesystem to create the shared folder and use Directory storage type.
2 - use LVM storage type.

SMBJ/CIFS Storage

NFS

Yes

Yes

Yes

SMBI/CIFS

Yes

Yes

Yes

FC
No'

No'

iSCSI
No'

No'

NVMe-oF
No'

No'

No'

To utilize SMB/CIFS file shares, there are certain tasks that needs to be carried out by the storage admin and
the virtualization admin can mount the share using Proxmox VE Ul or from shell. SMB multichannel provides
fault tolerance and boosts performance. For more details, refer to TR4740 - SMB 3.0 Multichannel

@ Password will be saved in clear text file and accessible only to root user. Refer to Proxmox VE

documentation.

11


https://www.netapp.com/pdf.html?item=/media/17136-tr4740.pdf
https://pve.proxmox.com/pve-docs/chapter-pvesm.html#storage_cifs
https://pve.proxmox.com/pve-docs/chapter-pvesm.html#storage_cifs

Storage Admin Tasks

If new to ONTAP, use System Manager Interface to complete these tasks for a better experience.

1. Ensure SVM is enabled for SMB. Follow ONTAP 9 documentation for more information.

2. Have at least two lifs per controller. Follow the steps from the above link. For reference, here is a
screenshot of lifs used in this solution.

Name Status Storage VM IPspace Address Current node = Current p. Portset Protocols

|

3. Use Active Directory or workgroup based authentication. Follow the steps from the above link.

ntaphci-a300e9u25::> vserver cifs show -vserver proxmox

Vserver: proxmox
CIFS Server NetBIOS Name: PROXMOX
NetBIOS Domain/Workgroup Name: SDDC
Fully Qualified Domain Name: SDDC.NETAPP.COM
Organizational Unit: CN=Computers
Default Site Used by LIFs Without Site Membership:
Workgroup Name: -
Authentication Style: domain
CIFS Server Administrative Status: up
CIFS Server Description:
List of NetBIOS Aliases: -

ntaphci-a300e9u25::>

4. Create a volume. Remember to check the option to distribute data across the cluster to use
FlexGroup.

12


https://docs.netapp.com/us-en/ontap/smb-config/configure-access-svm-task.html

Add volume X

MAME

STORAGE YN

proxmox hd

Add as 3 cache for a remote volume [FlasCacdhe}
Simpiifies file datibution, reducss WAN |atency, and lowers WAN bandwidih coats

Storage and optimization
CAPACITY
Size GiB ~
PERFORMANCE SERVICE LEVEL
Extreme ~

Mot sure?  Get halp selecting type

OFTIMIZATION OPTIONS
Distribute volume dats across the cluster (FlexGroup) (3)

Access permissions

n Expart iz NFS

default e

Create a new export policy, or sefect an existing export policy.

5. Create an SMB share and adjust permissions. Follow ONTAP 9 documentation for more information.


https://docs.netapp.com/us-en/ontap/smb-config/configure-client-access-shared-storage-concept.html

Edit Share X

SHARE NAME

pvesmb01

PATH

/pvesmb01

DESCRIFTION

#
ACCESS PERMISSION
User/group User type Access permission

Authenticated Users ~ Windows Full control
+ add

SYMBOLIC LINKS
Symiinks
@ symlinks and widelinks
Disable
SHARE PROPERTIES

Enable continuous availability
Enable this function to have unintermupted access (o shares that contain Hyper.V and SOL Server over SMA

Allow clients to access Snapshot copies directory
Crient systems will be able to access the Snapshot coples directory.

Encrypt data while accessing this share

Encrypts data using SME 2.0 to prevent unauthorized file access on this share,

Enable oplocks

ows chients to lock fles snd cache content locally, which can increase the performance for file

Enable change notify

Allows 5348 clients to request for change notfications for directories on this share

Enable access-based enumeration (ABE)

Displays folders or other shared resources based on the access pammissions of the user,

Save Cancel

6. Provide the SMB server, Share name and credential to the virtualization admin for them to complete
the task.



Virtualization Admin Tasks

1. Collect the SMB server, share name and credentials to use for the share authentication.

2. Ensure at least two interface are configured in different VLANSs (for fault tolerance) and NIC supports
RSS.

3. If using Management Ul ht tps : <proxmox-node>: 8006, click on datacenter, select storage, click
Add and select SMB/CIFS.

X PROXMO X vinwal Envionment 822 e

Server View o Datacenter
=5 Datacenter (Cluster01)
Add Remove Eail
B pxmox0f Q Search
BB Directory
B pomoxti2
103 (kube-ct-01) @ & Stmmary = LVM
£22 RTP (pxmox02) O Notes B LVM-Thin
222 localnetwork (pxmox02) & Cluster B BTRFS
&3 HA10C-01 (premox02) NFS
P @ Ceph H
=] loca! (pxmox02) B SMBICIFS
=[] local-vm (pxmox02) & Options E GlusterFS
=[] pvedid 1 (pxmax02) & Storage H iscsi
=[] pvelun1 (pxmox02) Backup B CephFs
= pvelunl2 (pxmox02) B R8D
= pvelundd (pxmox02) 3 Replication
n B ZFS over iSCSI
=[] pvelun04-thin (pxmox02) ' Permissions
B ZFS
=[] pvenis01 (pxmox02) & Users x,
gﬂpvenfsﬂz (pxmox02) El  Proxmox Backup Server
=[] pvensit (pxmox02) 8. AP Tokans & ESu
= [ pvesmb01 (pxmox02) &, Two Factor
W Accounting
% Pools

% Enginsering

4. Fill in the details and the share name should auto populate. Ensure all content is selected. Click Add.

Add- SMBICIFS

m Backup Ratention

10 prasmbll Modas All (Ma reskriclions}
Server proxmox sddc natapp cam Erable

Lisername cifs Content Disk mage, 150 image
Password = seeee Domain sddc nelapp. com
Share !-pvesnbm Subdirectory somalpath
Preallocation Dafault

& Help Advanced & m

5. To enable multichannel option, go to shell on any one of the nodes on the cluster and type pvesm set
pvesmb01 --options multichannel,max_channels=4
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6. Here is the content in /etc/pve/storage.cfg for the above tasks.

cifs: pvesmb01
path /mnt/pve/pvesmb0l
server proxmox.sddc.netapp.com
share pvesmbOl

content snippets,vztmpl, backup,iso, images, rootdir
options vers=3.1ll,multichannel,max channels=4
prune—backups keep-all=1

username clfs@addc.netapp.com

NFS Storage

ONTAP supports all the NFS versions supported by Proxmox VE. To provide fault tolerance and performance
enhancements, ensure session trunking is utilized. To use session trunking, minimum NFS v4.1 is required.

If new to ONTAP, use System Manager Interface to complete these tasks for a better experience.

16


https://docs.netapp.com/us-en/ontap/nfs-trunking/index.html

Storage Admin Tasks

1. Ensure SVM is enabled for NFS. Refer to ONTAP 9 documentation

2. Have at least two lifs per controller. Follow the steps from the above link. For reference, here is the

screenshot of lifs that we use in our lab.

Name Status Storage VM IPspace Address

Q Q  prox Q Q
If_prowmox_nas04 ._, ProXmMOx Default 1722111769
[ff_proxmex_nas03 (&) proxmox Default 1722111768
If_prowrmox_nas0l l-_':' proxXmox Default 1722112068
[ef_prowmox_nas02 @ proxmox Default 172.21.120,69

Current nede =

ntaphci-a300-01

ntaphci-a300-01

ntaphci-a300-02

ntaphci-a300-02

Current p...

Q

ala-3373

alla-3373

ats-337%

alla-3376

Portset

a

Protocols

Q sme

SMB/CIFS
SMB/CIFS

SMB/CIFS

SMB/CIFS,

NFS

NFs,

NFS

NFs

53

3. Create or update NFS export policy providing access to Proxmox VE host IP addresses or subnet.
Refer to Export policy creation and Add rule to an export policy.

4. Create a volume. Remember to check the option to distribute data across the cluster to use

FlexGroup.

Add volume

STORAGE VM

ProxXmox

Add a5 a cache for a remote volume (FlexCache)
Simplifies file datnbubion, reduces WAN latency, and lowers WAN bandwidth costs

Storage and optimization

CARACTY

Extreme o

Mot sure? Get help selecting type

CETIMIZATION OSTIONS
Distribute volume data across the cluster (FlexGroup) (7)

Access permissions

H Expaort iz NFS

GRANT ACCESS TO HOST
default R

Create 3 new expart palicy, or select an existing export policy,

5. Assign export policy to volume

17


https://docs.netapp.com/us-en/ontap/nfs-config/verify-protocol-enabled-svm-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/add-rule-export-policy-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/create-volume-task.html
https://docs.netapp.com/us-en/ontap/nfs-config/associate-export-policy-flexvol-task.html
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aamary
315.7¢ GiB -
£0STING DATA sPACE
300 GiB
[® Enabe thin provisioning
15 resize sutomatiesly
AUTOGROW MODE
@ Grow
e
3789 GB v
Grow or shrnk automatically ()
Enable fractional reserve (100%)
Enable quota
Enforce performance limits
485 05 POUCY SROU
@ cxisting
extreme-fixed -~
New
secummyTYPE
UNIX ~
unxpeamssONS
[ Read B Execute
omner ] ]
Grow = ]
omvess ]
Storage efficiency
Enable higher storage efficiency
Dont enable g mode pications. Lesm more [
Snapshot copies (local) settings
SNAPSHOT RESERVE 6
5
HSTING SHAFSHOT RESERVE
15.79 Gig
188 schedue Snapsht copies
SNAPSHOT POLEY
default ~
Schedule ... Maximum Snapshot copies Schedule ‘SnapMirror label SnapLock retention perio
hourly 6 s - 0 second
minutes
past the
hour, every
hour
daily 2 At1210 daily 0 second
AM. every
day
weekly z At12:45 weekly 0 second
AM. only
on Sunday
enable Snapshot locking @
- ™
a retention peniod is specified.
{8 Automatically delete older Snapshot copies
18 show the Snapshot copies directory to clients
it syvtems i e v 0 iy 0 cces T SOt Copies drectoy
Export settings Export settings considerations
[
o
fovenfsO1
EP0RT POUCES
@ select an eisting policy.
expom pOLCY
default ~
(@) This expart policy is being used by 19 objects.
auies
Rule index Clients Access protocols  Read-onlyrule  Read/writerule  SuperUser
1 17221.1200/24 Any Any Any Any
2 17221.117.0/24 Any Any Any Any
+ add
Add a new policy

Sae?

@ Save to Ansible playbook




6. Notify virtualization admin that NFS volume is ready.
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Virtualization Admin Tasks

1. Ensure at least two interface is configured in different VLANs (for fault tolerance). Use NIC bonding.

2. If using Management Ul https: <proxmox-node>: 8006, click on datacenter, select storage, click

Add and select NFS.

X PROXMO X virtual Environment 822 Search

Sarver View

<& Datacenter (Cluster(1)
Eb pxmox01
B pxmox(2
103 (kube-ciri-01) @

222 RTP (pxmox02)
222 localnetwork (pumox02)
& H410C-01 (pxmoxD2)
= (] local (pxmox02)
= [J1ocal-vmn (pxmox02)
=[] pvedid1 (pxmox02)
= (] pvelund1 {pxmox02)
= pvelunl2 (prmox02)
= pvelun(d (pxmox02)
=[] pvelunDd-thin (pxmox02)
%D pvenfsll {pxmax2)
=[] pvenfs02 (pxmox02)
=[] pvens01 (prmox02)
=[] pvesmblt {pxmox02)

B pxmox03

W Accounting

W Engineering

W Sales

bl Datacenter

Q Saarch

& Summary

O Notes

EE Cluster

@ Ceph

£ Options

£ Storage

Backup

€3 Replication

o' Parmissions
& Users
£ AP Tokens
&, Two Factor
&8 Groups
W Pools
# Roles

pPrrEEEESEEFERR;:

Directory

LVM

LVM-Thin
BTRFS

NFS
SMEB/CIFS
GlusterFS
isCSI

CephFS

RED

ZFS overisSCsl
ZF5

Froxmax Backup Server
ESX

3. Fill in the details, After providing the server info, the NFS exports should populate and pick from the
list. Remember to select the content options.

MNodes

Add: NFS
Backup Retention
D pvenfsd1
Sarvar pvenas sddc nelapp com
Export 1]
Contant fpvenfsil
. Ipvenfsl2
PraaBocation -"P'I-'ﬂmb-ﬂ‘
@ Help

Enabla

Advanced L f .-E.;.l

All (Mo resiictions)

4. For session trunking, on every Proxmox VE hosts, update the /etc/fstab file to mount the same NFS
export using different lif address along with max_connect and NFS version option.
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5. Here is the content in /etc/pve/storage.cfg for NFS.

nfa: pvenfs0l
export /pwvenfs0l
path /mnt/pve/pvenfall

server pvenas.sddc.netapp.com
content iso, rootdir,backup,vztmpl, images, snippets

prune-backups keep-all=l

LVM with iSCSI

To configure Logical Volume Manager for shared storage across Proxmox hosts, complete for the following
tasks:

Virtualization Admin Tasks

1. Make sure two linux bridges each on its own ethernet nic is configured (ideally on different VLANS).

2. Ensure multipath-tools is installed on all Proxmox VE hosts. Ensure it starts on boot.

apt list | grep multipath-tools

# If need to install, execute the following line.
apt-get install multipath-tools

systemctl enable multipathd

3. Collect the iscsi host ign for all Proxmox VE hosts and provide that to the Storage admin.

cat /etc/iscsi/initiator.name



Storage Admin Tasks

If new to ONTAP, use System Manager for a better experience.

1. Ensure SVM is available with iSCSI protocol enabled. Follow ONTAP 9 documentation

2. Have two lifs per controller dedicated for iSCSI.

Name Status Storage VM IPspace Address Current node = Current p... Portset Protocols
Q R prox Q Q Q Q Q QA i5cs
lif_proxmox_iscsi01 (T proxmox Default 17221.118.109 ntaphci-a300-01 a0s-3374 iSCSI
Iif_proxmox_iscsi02 C\«/' proxmox Defauit 172.21.119,109 ntaphci-a300-01 a0a-3375 isCsl
lif_proxmox_iscsi0d ® proxmox Default 17221.119.110 ntaphci-a300-02 a0a-3375 ISCSI
lif_proxmox_iscsi03 ® proxmox Default 172.21.118,110 ntaphci-a300-02 a0a-3374 iscsi

3. Create igroup and populate the host iscsi initiators.

4. Create the LUN with desired size on the SVM and present to igroup created in above step.


https://docs.netapp.com/us-en/ontap/san-admin/provision-storage.html

Edit LUN

MANE
pvelundl

DESCRIFTION

ETORASE VM

proxmox

Storage and optimization

250 G ™

u Thin provisioning

B Enable space allocation

Host information

ST MAPPNG

Initiator group LUN 1D

pr 4]

Save Cancel

5. Notify virtualization admin that lun is created.

Q search

Type

Linux

@ Show/hide

= Filter
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Virtualization Admin Tasks

1. Go to Management Ul https:<proxmox node>:8006, click on datacenter, select storage, click

Add and select iSCSI.

x PROXMO X viruai Environment 822 Search

Server View

& Datacenter {Cluster01)
Eb pxmox01
B prmox2
103 (kube-ctri-01) @

222 RTP (pxmox02)
222 localnetwork (prmoodl2)
& H410C-01 (pxmoxD2)
£ local (pxmox02)
=[] localivm (pxmox02)
=[] predir01 (pxmox02)
=[] pvelun01 (pxmox02)
= pveluni2 (prmox02)
= pvelundd (pmoxd2)
=[] pvelunD4-thin (pxmox02)
=[] pvenfsd1 (pxmox02)
=[] pvenfs02 (pxmox02)
Z (] pvens01 (pxmox02)
=[] pvesmb01 (pxmox02)

Ek pomox03

W Accournting

% Engineering

¥ Sales

2. Provide storage id name. The iSCSI lif address from ONTAP should be able to pick the target when
there is no communication issue. As our intention is to not directly provide LUN access to the guest

vm, uncheck that.

Add: iSCS]

m Backup Retantion

10 pvalun( 1

Partal 172.21.118.109

Targat | sdc00a098bd6a21vs 48
@ Help

3. Now, click Add and select LVM.
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Modes
Enaldis

Usa LUNs
directly

Datacenter

Q. Search

& Summary

[J Motes

& Cluster

@ Ceph

£ Options

£ Storage

Backup

3 Replication

o' Permissions
& Users
& AP Tokens
g, Two Factor
&8 Groups
W% Pooils
# Ruoles
@ Realms

A (No resiictions]

2
a

g EEENENEFEEN

L

Bemove Edit
Directory
LVM
LVM-Thin
BTRFS
NFS
SMBICIFS
GlustarFS
ISC3l
CephFSs
RBD
ZFS over iSCSI
ZFS
Proxmox Backup Server
ESXi



XK PROXMOX viruai Enviconment 822 s-ccn

Server View o Dat ”

’ } Add - AHamove Ede
B> pxmox{1 Q Semth ol e !
B pxmox(i2 B Directory

103 (kube-ciri-01) @ & Summary = LVM
222 RTP (pumox02) [ Motes B LVM-Thin
32t localnetwork (pxmox02) — B BTRFS
O HAMC-01 {pxmox(2) | F
= @ Ceoh B NFS
B0 local (prmoxti2) B SMBICIFS
£ [ local-vm (pxmox02) € Options B GlsterFs
-
;g“em; “’”"’““22‘ 8 Storage B iscsl
pvelunll (pamox02)
o CephF5S
& prelunl2 (pxmaxi2) Sacap : R;';
% " i 28 - B ZFS overiSCSI
£ [| pvelund-thin (pamoxd2) & Permissions | e
2] pvents01 (prmox02) & Users =
gﬂmrsnz (prmox02) = Proxmox Backup Server
=[] pvens01 (pxmox(2) £ APl Tokens & ESX
=[] pvesmbl1 (pemox02) &, Two Factor
B pxmox03 & Groups
W Accounting
: : Pools
W Engineering -
W Sales # Roles

4. Provide storage id name, pick base storage that should match the iISCSI storage the we created in the
above step. Pick the LUN for the base volume. Provide the volume group name. Ensure shared is
selected.

Add. LV ()
Backup Ratention
0 pvelunil Modes All [Ma restrictions)
Base storage pvalundy [ISCS1) Enable A
Baze volume | | Shared | |
1|"I:I|IJI'I'IE groump ‘ Hl:‘d'ﬂ 1o SCan Dkr!‘ll'.lxl.'ﬂ
Content | Nama Far Size
| CHODIDOLUND raw 288 44 GB
© Heip
- | CHOO D0 LUN 1 raw 37581 GB
CHODIDOLUN 2 raw 107 .37 GB
CHOOIDOLUN 3 raw 13422 GB

5. Here is the sample storage configuration file for LVM using iSCSI volume.
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13C3L:

: pvelunll

portal 172.21.118

target ign.199%2- com. netapp:
content none

nodes pamox02, paomox01, prmox03

bde00al98bdi6aZl:va. 48

lvm: pvelun(l

vgname pwvelunll
contant images,rootdir
nodes paxmox03, pamox01, prancx02

LVM with NVMe/TCP

To configure Logical Volume Manager for shared storage across Proxmox hosts, complete the following tasks
Virtualization Admin Tasks

1. Make sure two linux bridges, each with own ethernet device are configured (ideally on different
VLANS).

2. On every Proxmox host on the cluster, execute the following command to collect the host initiator info.

nvme show-hostngn

3. Provide collected host ngn info to storage admin and request an nvme namespace of required size.



Storage Admin Tasks

If new to ONTAP, use System Manager for better experience.

1. Ensure SVM is available with NVMe protocol enabled. Refer NVMe tasks on ONTAP 9
documentation.

2. Create the NVMe namespace.

Add NVMe namespace X

pvens02
STORAGE VM

Proxmox b

proxmox_subsystem_606 b

Maore options Cancel “

3. Create subsystem and assign host nqns (if using CLI). Follow the above reference link.

4. Notify virtualization admin that the nvme namespace is created.
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https://docs.netapp.com/us-en/ontap/san-admin/create-nvme-namespace-subsystem-task.html
https://docs.netapp.com/us-en/ontap/san-admin/create-nvme-namespace-subsystem-task.html

Virtualization Admin Tasks

28

1. Navigate to shell on each Proxmox VE hosts in the cluster and create /etc/nvme/discovery.conf file
and update the content specific to your environment.

root@pxmox01:~# cat /etc/nvme/discovery.conf
# Used for extracting default parameters for discovery

#
# Example:

# ——-transport=<trtype> --traddr=<traddr> --trsvcid=<trsvcid> --host
—-traddr=<host-traddr>

-t tcp -1 1800
-t tcp -1 1800
-t tcp -1 1800
-t tcp -1 1800

2. Login to nvme subsystem

nvme connect-all

3. Inspect and collect device details.

nvme list

172.
172.
172.
172.

—--host-iface=<host-iface>

21.
21.
21.
21.

nvme netapp ontapdevices

nvme list-subsys

1sblk -1

4. Create volume group

vgcreate pvens02 /dev/mapper/<device id>

5. Go to Management Ul https:<proxmox node>:8006, click on datacenter, select storage, click

Add and select LVM.

118.
118.
119.
119.

153
154
153
154



}x: PRO X MO X Virtual Environment 8.2 2

Server View T n;

datacenter

= Datacenter (Clusterd1)

] prentsi2 (prmoxi2} Proxmox Backup Server

B pxmox0t Q, Search e
E= pomox(2 - ol vt
103 (kube-cti-01) @ ey MLV

2322 RTP (pxmox2) [ MNotes B LVM-Thin
iz: localnetwork (prmox(2 B Cluster & BTRFS
O HAMC-01 {pxmox(2 ® Cooh B NFS
= | local (pxmaox02 o B SMBICIFS
= " L — 9% EVLHCH 4
=] local-hm (pxmox2) & Options B GlusterFS
- = 1 i3
=1 | predid)1 (pxmox0Z) & Storage B iscsi
=[] pvelunld {pmox02) '
SUpvel = i E Backup B Cephfs
= pvehum2 (pemoxd2) B RED
E pvehnld (pomoxl2) 12 kapicabion .
et o = B ZFS over iSCSI
= | | pvelunid-thin (prmox(i2) ' Permissions m 7FS
] [P g =
= | pvents01 (pxmox(2 & Users .
k.
;- pvansl] (poomaxil?) i s & ESX
=] pvesmbl (pxmoxl2) 8, Two Factor

55 poomicacl 3 & Groups
p Accounting

T Poo
W Enginsaring - 7
W Sales ¥ Roles

6. Provide storage id name, choose existing volume group and pick the volume group that just created
with cli. Remember to check the shared option.

m Backup Retention

prensi2
Existing volumea groups
prensl2

Disk image. Container

7. Here is a sample storage configuration file for LVM using NVMe/TCP

lvm: pvens02
vgname pvens(02
content rootdir, images

nodes pxmox03, pxmox02, paxmox01
saferemove 0
shared 1
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