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Reference

Roles

The Account Admin, Workspace Admin, and Cloud Compliance Viewer roles provide
specific permissions to users.

Task Account Admin Workspace Admin Cloud Compliance
Viewer

Manage working environments  Yes Yes No

Enable services on working Yes Yes No

environments

View data replication status Yes Yes No
View the timeline Yes Yes No
Switch between workspaces Yes Yes Yes
View Compliance scan results Yes Yes Yes
Delete working environments Yes No No
Connect Kubernetes clusters to  Yes No No

working environments

Receive the Cloud Volumes Yes No No
ONTAP report

Create Connectors Yes No No
Manage Cloud Central accounts Yes No No
Manage credentials Yes No No
Modify Cloud Manager settings Yes No No
View and manage the Support  Yes No No
Dashboard

Remove working environments  Yes No No

from Cloud Manager

Install an HTTPS certificate Yes No No

Related links
« Setting up workspaces and users in the Cloud Central account

* Managing workspaces and users in the Cloud Central account

How Cloud Manager uses cloud provider permissions

Cloud Manager requires permissions to perform actions in your cloud provider. These
permissions are included in the policies provided by NetApp. You might want to
understand what Cloud Manager does with these permissions.


https://docs.netapp.com/us-en/occm/task_setting_up_cloud_central_accounts.html
https://docs.netapp.com/us-en/occm/task_managing_cloud_central_accounts.html
https://mysupport.netapp.com/site/info/cloud-manager-policies

What Cloud Manager does with AWS permissions

Cloud Manager uses an AWS account to make API calls to several AWS services, including EC2, S3,
CloudFormation, IAM, the Security Token Service (STS), and the Key Management Service (KMS).

Actions Purpose
"ec2:Startinstances", Launches a Cloud Volumes ONTAP instance and
"ec2:Stoplnstances", stops, starts, and monitors the instance.

"ec2:Describelnstances”,
"ec2:DescribelnstanceStatus”,
"ec2:Runlinstances",
"ec2:Terminatelnstances”,
"ec2:ModifylnstanceAttribute”,

"ec2:DescribelnstanceAttribute”, Verifies that enhanced networking is enabled for
supported instance types.

"ec2:DescribeRouteTables", Launches a Cloud Volumes ONTAP HA configuration.
"ec2:Describelmages”,

"ec2:CreateTags", Tags every resource that Cloud Manager creates with
the "WorkingEnvironment" and
"WorkingEnvironmentld" tags. Cloud Manager uses
these tags for maintenance and cost allocation.

"ec2:CreateVolume", Manages the EBS volumes that Cloud Volumes
"ec2:DescribeVolumes", ONTAP uses as back-end storage.
"ec2:ModifyVolumeAttribute",

"ec2:AttachVolume",

"ec2:DeleteVolume",

"ec2:DetachVolume",

"ec2:CreateSecurityGroup", Creates predefined security groups for Cloud Volumes
"ec2:DeleteSecurityGroup", ONTAP.

"ec2:DescribeSecurityGroups",

"ec2:RevokeSecurityGroupEgress",

"ec2:AuthorizeSecurityGroupEgress",

"ec2:AuthorizeSecurityGrouplngress”,

"ec2:RevokeSecurityGrouplngress",

"ec2:CreateNetworklInterface", Creates and manages network interfaces for Cloud
"ec2:DescribeNetworkInterfaces", Volumes ONTAP in the target subnet.
"ec2:DeleteNetworkInterface”,

"ec2:ModifyNetworkInterfaceAttribute",

"ec2:DescribeSubnets", Gets the list of destination subnets and security

"ec2:DescribeVpcs", groups, which is needed when creating a new working
environment for Cloud Volumes ONTAP.

"ec2:DescribeDhcpOptions”, Determines DNS servers and the default domain
name when launching Cloud Volumes ONTAP
instances.

"ec2:CreateSnapshot", Takes snapshots of EBS volumes during initial setup

"ec2:DeleteSnapshot", and whenever a Cloud Volumes ONTAP instance is

"ec2:DescribeSnapshots", stopped.



Actions

"ec2:GetConsoleOutput”,

"ec2:DescribeKeyPairs",

"ec2:DescribeRegions”,

"ec2:DeleteTags",
"ec2:DescribeTags",

"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:Validate Template",

"iam:PassRole",

"iam:CreateRole",

"ilam:DeleteRole",

"iam:PutRolePolicy",
"iam:CreatelnstanceProfile",
"iam:DeleteRolePolicy",
"iam:AddRoleTolnstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeletelnstanceProfile",

"iam:ListinstanceProfiles",
"sts:DecodeAuthorizationMessage”,
"ec2:AssociatelamlInstanceProfile",

"ec2:DescribelamlInstanceProfileAssociations",

"ec2:DisassociatelamInstanceProfile",

"s3:GetBucketTagging"”,
"s3:GetBucketLocation",
"s3:ListAllMyBuckets",
"s3:ListBucket"

"s3:CreateBucket",
"s3:DeleteBucket",
"s3:GetLifecycleConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:PutBucketTagging"”,
"s3:ListBucketVersions",
"s3:GetBucketPolicyStatus”,
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

"kms:List*",
"kms:ReEncrypt*",
"kms:Describe*",
"kms:CreateGrant",

Purpose

Captures the Cloud Volumes ONTAP console, which
is attached to AutoSupport messages.

Obtains the list of available key pairs when launching
instances.

Gets a list of available AWS regions.

Manages tags for resources associated with Cloud
Volumes ONTAP instances.

Launches Cloud Volumes ONTAP instances.

Launches a Cloud Volumes ONTAP HA configuration.

Manages instance profiles for Cloud Volumes ONTAP
instances.

Obtains information about AWS S3 buckets so Cloud
Manager can integrate with the NetApp Data Fabric
Cloud Sync service.

Manages the S3 bucket that a Cloud Volumes ONTAP
system uses as a capacity tier for data tiering.

Enables data encryption of Cloud Volumes ONTAP
using the AWS Key Management Service (KMS).



Actions

"ce:GetReservationUtilization",
"ce:GetDimensionValues",
"ce:GetCostAndUsage",
"ce:GetTags"

"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup”

"ec2:DescribeReservedInstancesOfferings"

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration”,
"s3:PutLifecycleConfiguration”,
"s3:PutBucketTagging",
"s3:ListBucketVersions",
"s3:GetObject",

"s3:ListBucket",
"s3:ListAllIMyBuckets",
"s3:GetBucketTagging",
"s3:GetBucketLocation"
"s3:GetBucketPolicyStatus”,
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:PutBucketPublicAccessBlock"

Purpose

Obtains AWS cost data for Cloud Volumes ONTAP.

When you deploy an HA configuration in a single AWS
Availability Zone, Cloud Manager launches the two
HA nodes and the mediator in an AWS spread
placement group.

Cloud Manager uses the permission as part of Cloud
Compliance deployment to choose which instance
type to use.

Cloud Manager uses these permissions when you
enable the Backup to S3 service.

What Cloud Manager does with Azure permissions

The Cloud Manager Azure policy includes the permissions that Cloud Manager needs to deploy and manage

Cloud Volumes ONTAP in Azure.

Actions

"Microsoft. Compute/locations/operations/read",
"Microsoft. Compute/locations/vmSizes/read",
"Microsoft. Compute/operations/read",

"Microsoft. Compute/virtualMachines/instanceView/rea
d",

"Microsoft. Compute/virtualMachines/powerOff/action”,
"Microsoft. Compute/virtualMachines/read",

"Microsoft. Compute/virtualMachines/restart/action”,
"Microsoft. Compute/virtualMachines/start/action",
"Microsoft. Compute/virtualMachines/deallocate/action
"Microsoft. Compute/virtualMachines/vmSizes/read",
"Microsoft. Compute/virtualMachines/write",

"Microsoft.Compute/images/write",
"Microsoft. Compute/images/read”,

Purpose

Creates Cloud Volumes ONTAP and stops, starts,
deletes, and obtains the status of the system.

Enables Cloud Volumes ONTAP deployment from a
VHD.



Actions

"Microsoft.Compute/disks/delete",

"Microsoft. Compute/disks/read",

"Microsoft. Compute/disks/write",
"Microsoft.Storage/checknameavailability/read",
"Microsoft.Storage/operations/read",
"Microsoft.Storage/storageAccounts/listkeys/action",
"Microsoft.Storage/storageAccounts/read",
"Microsoft.Storage/storageAccounts/regeneratekey/ac
tion",

"Microsoft.Storage/storageAccounts/write"
"Microsoft.Storage/storageAccounts/delete”,
"Microsoft.Storage/usages/read"”,

"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/networkInterfaces/write",
"Microsoft.Network/networkinterfaces/join/action”,

"Microsoft.Network/networkSecurityGroups/read",
"Microsoft.Network/networkSecurityGroups/write",
"Microsoft.Network/networkSecurityGroups/join/action

"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/locations/operationResults/read",
"Microsoft.Network/locations/operations/read",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/checklpAddressAv
ailability/read",
"Microsoft.Network/virtualNetworks/subnets/read",
"Microsoft.Network/virtualNetworks/subnets/virtualMac
hines/read",
"Microsoft.Network/virtualNetworks/virtualMachines/re
ad",
"Microsoft.Network/virtualNetworks/subnets/join/action

"Microsoft.Network/virtualNetworks/subnets/write",
"Microsoft.Network/route Tables/join/action”,

"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read”,
"Microsoft.Resources/deployments/write",

Purpose

Manages Azure storage accounts and disks, and
attaches the disks to Cloud Volumes ONTAP.

Creates and manages network interfaces for Cloud
Volumes ONTAP in the target subnet.

Creates predefined network security groups for Cloud
Volumes ONTAP.

Gets network information about regions, the target
VNet and subnet, and adds Cloud Volumes ONTAP to
VNets.

Enables VNet service endpoints for data tiering.

Deploys Cloud Volumes ONTAP from a template.



Actions

"Microsoft.Resources/deployments/operations/read",
"Microsoft.Resources/deployments/read”,
"Microsoft.Resources/deployments/write",
"Microsoft.Resources/resources/read",
"Microsoft.Resources/subscriptions/operationresults/r
ead",
"Microsoft.Resources/subscriptions/resourceGroups/d
elete”,
"Microsoft.Resources/subscriptions/resource Groups/r
ead",
"Microsoft.Resources/subscriptions/resourcegroups/re
sources/read",
"Microsoft.Resources/subscriptions/resourceGroups/w
rite",

"Microsoft. Compute/snapshots/write",
"Microsoft. Compute/snapshots/read"”,
"Microsoft. Compute/disks/beginGetAccess/action”

"Microsoft. Compute/availabilitySets/write",
"Microsoft. Compute/availabilitySets/read",

"Microsoft.MarketplaceOrdering/offertypes/publishers/
offers/plans/agreements/read",
"Microsoft.MarketplaceOrdering/offertypes/publishers/
offers/plans/agreements/write"

"Microsoft.Network/loadBalancers/read",
"Microsoft.Network/loadBalancers/write",
"Microsoft.Network/loadBalancers/delete",
"Microsoft.Network/loadBalancers/backendAddressPo
ols/read",
"Microsoft.Network/loadBalancers/backendAddressPo
ols/join/action",
"Microsoft.Network/loadBalancers/frontendIPConfigur
ations/read",
"Microsoft.Network/loadBalancers/loadBalancingRule
s/read",
"Microsoft.Network/loadBalancers/probes/read",
"Microsoft.Network/loadBalancers/probes/join/action”,

"Microsoft.Authorization/locks/*"

"Microsoft.Authorization/roleDefinitions/write",
"Microsoft.Authorization/roleAssignments/write",
"Microsoft.Web/sites/*"

Purpose

Creates and manages resource groups for Cloud
Volumes ONTAP.

Creates and manages Azure managed snapshots.

Creates and manages availability sets for Cloud
Volumes ONTAP.

Enables programmatic deployments from the Azure
Marketplace.

Manages an Azure load balancer for HA pairs.

Enables management of locks on Azure disks.

Manages failover for HA pairs.



Actions

"Microsoft.Network/privateEndpoints/write",
"Microsoft.Storage/storageAccounts/PrivateEndpointC
onnectionsApproval/action”,
"Microsoft.Storage/storageAccounts/privateEndpointC
onnections/read",
"Microsoft.Network/privateEndpoints/read",
"Microsoft.Network/privateDnsZones/write",
"Microsoft.Network/privateDnsZones/virtualNetworkLi
nks/write",
"Microsoft.Network/virtualNetworks/join/action”,
"Microsoft.Network/privateDnsZones/A/write",
"Microsoft.Network/privateDnsZones/read",
"Microsoft.Network/privateDnsZones/virtualNetworkLi
nks/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/vol
umes/delete",

"Microsoft.Resources/deployments/operationStatuses/
read"

"Microsoft.Resources/deployments/operationStatuses/
read",

"Microsoft.Insights/Metrics/Read",

"Microsoft. Compute/virtualMachines/extensions/write",
"Microsoft. Compute/virtualMachines/extensions/read",
"Microsoft. Compute/virtualMachines/extensions/delete
"Microsoft. Compute/virtualMachines/delete",
"Microsoft.Network/networkinterfaces/delete",
"Microsoft.Network/networkSecurityGroups/delete”,
"Microsoft.Resources/deployments/delete”,

"Microsoft.Compute/diskEncryptionSets/read"

Purpose

Enables the management of private endpoints. Private
endpoints are used when connectivity isn’t provided to
outside the subnet. Cloud Manager creates the
storage account for HA with only internal connectivity
within the subnet.

Enables Cloud Manager to delete volumes for Azure
NetApp Files.

Azure requires this permission for some virtual
machine deployments (it depends on the underlying
physical hardware that’s used during deployment).

Enables you to use Global File Cache.

Enables Cloud Manager to encrypt Azure managed
disks on single node Cloud Volumes ONTAP systems
using external keys from another account. This
feature is supported using APls.

What Cloud Manager does with GCP permissions

The Cloud Manager policy for GCP includes the permissions that Cloud Manager needs to deploy and manage

Cloud Volumes ONTAP.

Actions

- compute.disks.create

- compute.disks.createSnapshot
- compute.disks.delete

- compute.disks.get

- compute.disks.list

- compute.disks.setLabels

- compute.disks.use

Purpose

To create and manage disks for Cloud Volumes
ONTAP.



Actions

- compute.firewalls.create
- compute.firewalls.delete
- compute.firewalls.get
- compute.firewalls.list

- compute.globalOperations.get

- compute.images.get

- compute.images.getFromFamily
- compute.images.list

- compute.images.useReadOnly

- compute.instances.attachDisk
- compute.instances.detachDisk

- compute.instances.create
- compute.instances.delete

- compute.instances.get

- compute.instances.getSerialPortOutput

- compute.instances.list

- compute.instances.setDeletionProtection
- compute.instances.setLabels

- compute.instances.setMachineType

- compute.instances.setMetadata
- compute.instances.setTags

- compute.instances.start
- compute.instances.stop
- compute.instances.updateDisplayDevice

- compute.machineTypes.get
- compute.projects.get

- compute.snapshots.create

- compute.snapshots.delete

- compute.snapshots.get

- compute.snapshots.list

- compute.snapshots.setlLabels

- compute.networks.get

- compute.networks.list

- compute.regions.get

- compute.regions.list

- compute.subnetworks.get

- compute.subnetworks.list

- compute.zoneOperations.get
- compute.zones.get

- compute.zones.list

Purpose

To create firewall rules for Cloud Volumes ONTAP.

To get the status of operations.

To get images for VM instances.

To attach and detach disks to Cloud Volumes ONTAP.

To create and delete Cloud Volumes ONTAP VM
instances.

To list VM instances.

To get console logs.

To retrieve the list of instances in a zone.
To set deletion protection on the instance.
To add labels.

To change the machine type for Cloud Volumes
ONTAP.

To add metadata.
To add tags for firewall rules.

To start and stop Cloud Volumes ONTAP.

To get the numbers of cores to check goutas.
To support multi-projects.

To create and manage persistent disk snapshots.

To get the networking information needed to create a
new Cloud Volumes ONTAP virtual machine instance.



Actions Purpose

- deploymentmanager.composite Types.get To deploy the Cloud Volumes ONTAP virtual machine
- deploymentmanager.composite Types.list instance using Google Cloud Deployment Manager.
- deploymentmanager.deployments.create

- deploymentmanager.deployments.delete

- deploymentmanager.deployments.get

- deploymentmanager.deployments.list

- deploymentmanager.manifests.get

- deploymentmanager.manifests.list

- deploymentmanager.operations.get

- deploymentmanager.operations.list

- deploymentmanager.resources.get

- deploymentmanager.resources.list

- deploymentmanager.typeProviders.get

- deploymentmanager.typeProviders.list

- deploymentmanager.types.get

- deploymentmanager.types.list

- logging.logEntries.list To get stack log drives.

- logging.privateLogEntries.list

- resourcemanager.projects.get To support multi-projects.

- storage.buckets.create To create and manage a Google Cloud Storage
- storage.buckets.delete bucket for data tiering.

- storage.buckets.get
- storage.buckets.list
- storage.buckets.update

- cloudkms.cryptoKeyVersions.useToEncrypt To use customer-managed encryption keys from the
- cloudkms.cryptoKeys.get Cloud Key Management Service with Cloud Volumes
- cloudkms.cryptoKeys.list ONTAP.

- cloudkms.keyRings.list

- compute.instances.setServiceAccount To set a service account on the Cloud Volumes

- iam.serviceAccounts.actAs ONTAP instance. This service account provides

- iam.serviceAccounts.getlamPolicy permissions for data tiering to a Google Cloud

- iam.serviceAccounts.list Storage bucket.

- storage.objects.get
- storage.objects.list

- compute.addresses.list To deploy HA pairs.
- compute.backendServices.create

- compute.networks.updatePolicy

- compute.regionBackendServices.create

- compute.regionBackendServices.get

- compute.regionBackendServices.list

AWS Marketplace pages for Cloud Manager and Cloud
Volumes ONTAP

Several offerings are available in the AWS Marketplace for Cloud Manager and Cloud
Volumes ONTAP. If need help understanding the purpose of each page, read the



descriptions below.

In all cases, remember that you can’t launch Cloud Volumes ONTAP in AWS from the AWS Marketplace. You
need to launch it directly from Cloud Manager.

Goal

Enable the use of Cloud Volumes
ONTAP PAYGO, Cloud Tiering,
Cloud Compliance, and other add-
on services

Enable the use of Cloud Volumes
ONTAP PAYGO, Cloud Tiering,
Cloud Compliance, and other add-
on services using an annual
contract

Deploy Cloud Manager from the
AWS Marketplace using an AMI

Enable deployment of Cloud
Volumes ONTAP PAYGO (9.5 or
earlier)

AWS Marketplace page to use

Cloud Manager - Deploy & Manage
NetApp Cloud Data Services

Cloud Manager (Contracts) -
Deploy & Manage NetApp Cloud
Data Services

Cloud Manager - Manual
installation without access keys

* Cloud Volumes ONTAP for
AWS

e Cloud Volumes ONTAP for
AWS - High Availability

More information

This subscription enables charging
for the PAYGO version of Cloud
Volumes ONTAP 9.6 and later. It
also enables charging for Cloud
Tiering, Cloud Compliance, and
other add-on services.

You should subscribe to this
offering when Cloud Manager
prompts you and redirects you to
the page. Cloud Manager prompts
you in the Working Environment
wizard or when you add new
credentials in the Settings.

This page doesn’t enable you to
launch Cloud Manager in AWS.
That should be done from NetApp
Cloud Central, or alternatively
using the AMI listed in row 3 of this
table.

This subscription is an alternative
to the subscription in the first row. It
enables you to get an annual
upfront payment for the listings. It's
mostly for NetApp partners.

We recommend that you launch
Cloud Manager in AWS from
NetApp Cloud Central, but you can
launch it from this AWS
Marketplace page, if you prefer.

These AWS Marketplace pages
enable you to subscribe to the
single node or HA versions of
Cloud Volumes ONTAP PAYGO for
versions 9.5 and earlier.

Starting with version 9.6, you need
to subscribe through the AWS

Marketplace page listed in row 1 of
this table for PAYGO deployments.


https://aws.amazon.com/marketplace/pp/B07QX2QLXX
https://aws.amazon.com/marketplace/pp/B07QX2QLXX
https://cloud.netapp.com
https://cloud.netapp.com
https://aws.amazon.com/marketplace/pp/B086PDWSS8
https://aws.amazon.com/marketplace/pp/B086PDWSS8
https://aws.amazon.com/marketplace/pp/B086PDWSS8
https://aws.amazon.com/marketplace/pp/B018REK8QG
https://aws.amazon.com/marketplace/pp/B018REK8QG
https://cloud.netapp.com
https://aws.amazon.com/marketplace/pp/B011KEZ734
https://aws.amazon.com/marketplace/pp/B011KEZ734
https://aws.amazon.com/marketplace/pp/B01H4LVJ84
https://aws.amazon.com/marketplace/pp/B01H4LVJ84
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