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Insight Security

The 7.3.1 release of OnCommand Insight introduced security features that allow Insight

environments to operate with enhanced security. The features include improvements to

encryption, password hashing, and the ability to change internal user passwords and key

pairs that encrypt and decrypt passwords. You can manage these features on all servers

in the Insight environment.

The default installation of Insight includes a security configuration where all sites in your environment share the

same keys and the same default passwords. To protect sensitive data, NetApp recommends you change the

default keys and the Acquisition user password after an installation or upgrade.

Data source encrypted passwords are stored in the Insight Server database. The Server has a public key and

encrypts passwords when a user enters them in a WebUI data source configuration page. The Server does not

have the private keys required to decrypt the data source passwords stored in the Server database. Only

Acquisition Units (LAU, RAU) have the data source private key required to decrypt data source passwords.

Rekeying servers

Using default keys introduces security vulnerability in your environment. By default, data source passwords are

stored encrypted in the Insight database. They are encrypted using a key that is common to all Insight

installations. In a default configuration, an Insight database sent to NetApp includes passwords that could

theoretically be decrypted by NetApp.

Changing the Acquisition user password

Using the default 'Acquisition' user password introduces security vulnerability into your environment. All

Acquisition Units use the “Acquisition” user to communicate with the Server. RAUs with default passwords can

theoretically connect to any Insight server using default passwords.

Upgrade and installation considerations

When your Insight system contains non-default security configurations (you have rekeyed or changed

passwords), you must back up your security configurations. Installing new software, or in some cases

upgrading software, reverts your system to a default security configuration. When your system reverts to the

default configuration, you must restore the non-default configuration in order for the system to operate

correctly.

Managing keys in a complex service provider environment

A service provider can host multiple OnCommand Insight customers collecting data. The keys protect

customer data from unauthorized access by multiple customers on the Insight server. Each customer’s data is

protected by their specific key pairs.

This implementation of Insight could be configured as shown in the following illustration.
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You need to create individual keys for each customer in this configuration. Customer A requires identical keys

for both RAUs. Customer B requires a single set of keys.

The steps you would take to change encryption keys for Customer A:

1. Perform a remote login to the server hosting RAU1.

2. Start the security admin tool.

3. Select Change Encryption Key to replace the default keys.

4. Select Backup to create a backup zip file of the security configuration.

5. Perform a remote login to the server hosting RAU2.

6. Copy the backup zip file of the security configuration to RAU2.

7. Start the security admin tool.

8. Restore the security backup from RAU1 to the current server.

The steps you would take to change encryption keys for Customer B:

1. Perform a remote login to the server hosting RAU3.

2. Start the security admin tool.

3. Select Change Encryption Key to replace the default keys.

4. Select Backup to create a backup zip file of the security configuration.

Managing security on the Insight server

The securityadmin tool allows you to manage security options on the Insight server.

Security management includes changing passwords, generating new keys, saving and

restoring security configurations you create, or restoring configurations to the default

settings.
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About this task

You use the securityadmin tool to manage security:

• Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

• Linux - /bin/oci-securityadmin.sh

Steps

1. Perform a remote login to the Insight server.

2. Start the security admin tool in interactive mode:

◦ Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

◦ Linux - /bin/oci-securityadmin.sh -i

The system requests login credentials.

3. Enter the user name and password for an account with “Admin” credentials.

4. Select Server.

The following server configuration options are available:

◦ Backup

Creates a backup zip file of the vault containing all passwords and keys and places the file in a location

specified by the user, or in the following default locations:

▪ Windows - C:\Program Files\SANscreen\backup\vault

▪ Linux - /var/log/netapp/oci/backup/vault

◦ Restore

Restores the zip backup of the vault that was created. Once restored, all passwords and keys are

reverted to values existing at the time of the backup creation.

Restore can be used to synchronize passwords and keys on multiple servers, for

example: - Change the server encryption key on one server - Create a backup of the

vault - Restore the vault backup to the second server

◦ Change Encryption Key

Change the server encryption key that is used to encrypt or decrypt proxy user passwords, SMTP user

passwords, LDAP user passwords, and so on.

When you change encryption keys, you should backup your new security configuration

so that you can restore it after an upgrade or installation.

◦ Update Password

Change password for the internal accounts that are used by Insight. The following options are

displayed:
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▪ _internal

▪ acquisition

▪ cognos_admin

▪ dwh_internal

▪ hosts

▪ inventory

▪ root

Some accounts need to be synchronized when passwords are changed. For example, if you

change the password for the 'acquisition' user on the server, you need to change the password

for the 'acquisition' user on the LAU, RAU, and DWH to match. Also, when you change

passwords, you should backup your new security configuration so that you can restore it after an

upgrade or installation.

• Reset to Defaults

Resets keys and passwords to default values. Default values are those provided during installation.

• Exit

Exit the securityadmin tool.

1. Chose the option you want to change and follow the prompts.

Managing security on the local acquisition unit

The securityadmin tool allows you to manage security options on the local acquisition

user (LAU). Security management includes managing keys and passwords, saving and

restoring security configurations you create or restoring configurations to the default

settings.

Before you begin

You must have admin privileges to perform security configuration tasks.

About this task

You use the securityadmin tool to manage security:

• Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

• Linux - /bin/oci-securityadmin.sh

Steps

1. Perform a remote login to the Insight server.

2. Start the security admin tool in interactive mode:

◦ Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i
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◦ Linux - /bin/oci-securityadmin.sh -i

The system requests login credentials.

3. Enter the user name and password for an account with “Admin” credentials.

4. Select Local Acquisition Unit to reconfigure the Local Acquisition Unit security configuration.

The following options are displayed:

◦ Backup

Creates a backup zip file of the vault containing all passwords and keys and places the file in a location

specified by the user, or in the following default locations:

▪ Windows - C:\Program Files\SANscreen\backup\vault

▪ Linux - /var/log/netapp/oci/backup/vault

◦ Restore

Restores the zip backup of the vault that was created. Once restored, all passwords and keys are

reverted to values existing at the time of the backup creation.

Restore can be used to synchronize passwords and keys on multiple servers, for

example: - Change encryption keys on the LAU - Create a backup of the vault - Restore

the vault backup to each of the RAUs

◦ Change Encryption Keys

Change the AU encryption keys used to encrypt or decrypt device passwords.

When you change encryption keys, you should backup your new security configuration

so that you can restore it after an upgrade or installation.

◦ Update Password

Change password for 'acquisition' user account.

Some accounts need to be synchronized when passwords are changed. For example, if

you change the password for the 'acquisition' user on the server, you need to change the

password for the 'acquisition' user on the LAU, RAU, and DWH to match. Also, when

you change passwords, you should backup your new security configuration so that you

can restore it after an upgrade or installation.

◦ Reset to Defaults

Resets acquisition user password and acquisition user encryption keys to default values, Default

values are those provided during installation.

◦ Exit

Exit the securityadmin tool.

5. Chose the option you want configure and follow the prompts.
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Managing security on an RAU

The securityadmin tool allows you to manage security options on RAUs. You might

need to backup or restore a vault configuration, change encryption keys, or update

passwords for the acquisition units.

About this task

You use the securityadmin tool to manage security:

• Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

• Linux - /bin/oci-securityadmin.sh

One scenario for updating the security configuration for the LAU, RAU is to update the 'acquisition' user

password when the password for that user has been changed on the server. All of the RAUs, and the LAU use

the same password as that of the server 'acquisition' user to communicate with the server.

The 'acquisition' user only exists on the Insight server. The RAU or LAU logs in as that user when they connect

to the server.

Use the following steps to manage security options on an RAU:

Steps

1. Perform a remote login to the server running the RAU

2. Start the security admin tool in interactive mode:

◦ Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

◦ Linux - /bin/oci-securityadmin.sh -i

The system requests login credentials.

3. Enter the user name and password for an account with “Admin” credentials.

The system displays the menu for the RAU.

◦ Backup

Creates a backup zip file of the vault containing all passwords and keys and places the file in a location

specified by the user, or in the following default locations:

▪ Windows - C:\Program Files\SANscreen\backup\vault

▪ Linux - /var/log/netapp/oci/backup/vault

◦ Restore

Restores the zip backup of the vault that was created. Once restored, all passwords and keys are

reverted to values existing at the time of the backup creation.
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Restore can be used to synchronize passwords and keys on multiple servers, for

example: - Change encryption keys on one server - Create a backup of the vault -

Restore the vault backup to the second server

◦ Change Encryption Keys

Change the RAU encryption keys used to encrypt or decrypt device passwords.

When you change encryption keys, you should backup your new security configuration

so that you can restore it after an upgrade or installation.

◦ Update Password

Change password for 'acquisition' user account.

Some accounts need to be synchronized when passwords are changed. For example, if

you change the password for the 'acquisition' user on the server, you need to change the

password for the 'acquisition' user on the LAU, RAU, and DWH to match. Also, when

you change passwords, you should backup your new security configuration so that you

can restore it after an upgrade or installation.

◦ Reset to Defaults

Resets encryption keys and passwords to default values. Default values are those provided during

installation.

◦ Exit

Exit the securityadmin tool.

Managing security on the Data Warehouse

The securityadmin tool allows you to manage security options on the Data Warehouse

server. Security management includes updating internal passwords for internal users on

the DWH server, creating backups of the security configuration, or restoring

configurations to the default settings.

About this task

You use the securityadmin tool to manage security:

• Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat

• Linux - /bin/oci-securityadmin.sh

Steps

1. Perform a remote login to the Data Warehouse server.

2. Start the security admin tool in interactive mode:
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◦ Windows - C:\Program Files\SANscreen\securityadmin\bin\securityadmin.bat -i

◦ Linux - /bin/oci-securityadmin.sh -i

The system requests login credentials.

3. Enter the user name and password for an account with “Admin” credentials.

The system displays the security admin menu for the Data Warehouse:

◦ Backup

Creates a backup zip file of the vault containing all passwords and keys and places the file in a location

specified by the user, or in the default location:

▪ Windows - C:\Program Files\SANscreen\backup\vault

▪ Linux - /var/log/netapp/oci/backup/vault

◦ Restore

Restores the zip backup of the vault that was created. Once restored, all passwords and keys are

reverted to values existing at the time of the backup creation.

Restore can be used to synchronize passwords and keys on multiple servers, for

example: - Change encryption keys on one server - Create a backup of the vault -

Restore the vault backup to the second server

+

◦ Change encryption keys

Change the DWH encryption key used to encrypt or decrypt passwords such as connector passwords

and SMPT passwords.

◦ Update Password

Change password for a specific user account.

▪ _internal

▪ acquisition

▪ cognos_admin

▪ dwh

▪ dwh_internal

▪ dwhuser

▪ hosts

▪ inventory

▪ root

When you change the dwhuser, hosts, inventory, or root passwords, you have the option to

use SHA-256 password hashing. This options requires that all clients accessing the

accounts use SSL connections.
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◦ Reset to Defaults

Resets encryption keys and passwords to default values. Default values are those provided during

installation.

◦ Exit

Exit the securityadmin tool.

Changing OnCommand Insight internal user passwords

Security policies might require you to change the passwords in your OnCommand Insight

environment. Some of the passwords on one server exist on a different server in the

environment, requiring that you change the password on both servers. For example,

when you change the “inventory” user password on the Insight Server you must match

the “inventory” user password on the Data Warehouse server Connector configured for

that Insight Server.

Before you begin

You should understand the dependencies of the user accounts before you change passwords.

Failing to update passwords on all required servers will result in communication failures between

the Insight components.

About this task

The following table lists the internal user passwords for the Insight Server and lists the Insight components that

have dependent passwords that need to match the new password.

Insight Server Passwords Required changes

_internal

acquisition LAU, RAU

dwh_internal Data Warehouse

hosts

inventory Data Warehouse

root

The following table lists the internal user passwords for the Data Warehouse and lists the Insight components

that have dependent passwords that need to match the new password.

Data Warehouse Passwords Required changes

9



cognos_admin

dwh

dwh_internal (Changed using the Server Connector

configuration UI)

Insight server

dwhuser

hosts

inventory (Changed using the Server Connector

configuration UI)

Insight server

root

Changing passwords in the DWH Server Connection Configuration UI

The following table lists the user password for the LAU and lists the Insight components that have dependent

passwords that need to match the new password.

LAU Passwords Required changes

acquisition Insight Server, RAU

Changing the “inventory” and “dwh_internal” passwords using the Server
Connection Configuration UI

If you need to change the “inventory” or “dwh_internal” passwords to match those on the

Insight server you use the Data Warehouse UI.

Before you begin

You must be logged in as administrator to perform this task.

Steps

1. Log in to the Data Warehouse Portal at https://hostname/dwh, where hostname is the name of the system

where OnCommand Insight Data Warehouse is installed.

2. From the navigation pane on the left, click Connectors.

The Edit Connector screen is displayed.
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3. Enter a new “inventory” password for the Database password field.

4. Click Save

5. To change the “dwh_internal” password, click Advanced.

The Edit Connector Advanced screen is displayed.

11



6. Enter the new password in the Server password field:

7. Click save.

Changing the dwh password using the ODBC Administration tool

When you change the password on for the dwh user on the Insight server, the password

must also be changed on the Data Warehouse server. You use the ODBC Data Source

Administrator tool to change the password on the Data Warehouse.

Before you begin

You must perform a remote login to the Data Warehouse server using an account with administrator privileges.

Steps

1. Perform a remote login to the server hosting that Data Warehouse.

2. Access the ODBC Administration tool at C:\Windows\SysWOW64\odbcad32.exe

The system displays the ODBC Data Source Administrator screen.
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3. Click System DSN

The system data sources are displayed.
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4. Select an OnCommand Insight Data Source from the list.

5. Click Configure

The Data Source Configuration screen is displayed.

6. Enter the new password in the Password field.
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