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Managing performance policies

OnCommand Insight enables you to create performance policies to monitor your network
for various thresholds and to raise alerts when those thresholds are crossed. Using
performance policies, you can detect a violation of a threshold immediately, identify the
implication, and analyze the impact and root cause of the problem in a manner that
enables rapid and effective correction.

A performance policy enables you to set thresholds on any objects (datastore, disk, hypervisor, internal
volume, port, storage, storage node, storage pool, VMDK, virtual machine, and volume) with reported
performance counters (for example, total IOPS). When a violation of a threshold occurs, Insight detects and
reports it in the associated asset page, by displaying a red solid circle; by email alert, if configured; and in the
Violations Dashboard or any custom dashboard that reports violations.

Insight provides some default performance policies, which you can modify or delete if they are not applicable to
your environment, for the following objects:

* Hypervisor
There are ESX swapping and ESX utilization policies.
¢ Internal volume and volume

There are two latency policies for each resource, one annotated for Tier 1 and the other annotated for Tier
2.

* Port
There is a policy for BB credit zero.
« Storage node
There is a policy for node utilization.
* Virtual machine
There are VM swapping and ESX CPU and memory policies.
* Volume

There are latency by tier and misaligned volume policies.

Creating performance policies

You create performance policies to set thresholds that trigger alerts to notify you about
issues related to the resources in your network. For example, you can create a
performance policy to alert you when the total utilization for storage pools is greater than
60%.



Steps
1. Open OnCommand Insight in your browser.

2. Select Manage > Performance Policies.

The Performance Policies page is
Dama a @ = a 4

Denhivoarss.  Cuores  Mansga  samm

Ferfarmance Policles

e o oty

Pobey Marrss Lespanily AEnptabens Tires YVstpdare Theshodds

Ly WAITING Fial St ancs Ly - Toaal = 304 s

Dataniere _G Warmang Fest acoumnce HOS - Tobl = O 0060 o Lmlenoy - Teial = § ma

Palicp A Sirahialy Antesloties Tirres Vim sl ThrenbebTs

dfrmuiry. Ganeos Level [ Jeracy_Lvew! = Al=ain Fust grounmes Libency - Total = 100 e of WIPE - Tofal = 10 100 of Throarghoud - Tolaf = 295 MBS

[0 E1] Crilicah Fugd pecutianos Lilyrcy - Tolef = J00 g o WUPS - Tofal = 1 100 o0 TRrmastgnt < Togal = 350 Lijin

Py e Sarevarity ARSI Tamne ViRsdow Thrabokin

Srrage_Meraie Warnng Fat oecarmends R - HeaT = 5H0N

Shrage G WErnng P pecuimtess Trurdesgbgd « Tosal = O kifia o WlPS - Tyar = 0 im
displayed. o

Policies are organized by object, and are evaluated in the order in which they appear in the list for that
object.

3. Click Add new policy.
The Add Policy dialog box is displayed.
4. In the Policy name field, enter a name for the policy.

You must use a name that is different from all the other policy names for the object. For example, you
cannot have two policies named “Latency” for an internal volume; however, you can have a “Latency”
policy for an internal volume and another “Latency” policy for a different volume. The best practice is to
always use a unique name for any policy, regardless of the object type.

5. From the Apply to objects of type list, select the type of object to which the policy applies.

6. From the With annotation list, select an annotation type, if applicable, and enter a value for the annotation
in the Value box to apply the policy only to objects that have this particular annotation set.

7. If you selected Port as the object type, from the Connected to list, select what the port is connected to.
8. From the Apply after a window of list, select when an alert is raised to indicate a threshold violation.
The First occurrence option triggers an alert when a threshold is exceeded on the first sample of data. Al

other options trigger an alert when the threshold is crossed once and is continuously crossed for at least
the specified amount of time.

9. From the With severity list, select the severity for the violation.



10. By default, email alerts on policy violations will be sent to the recipients in the global email list. You can
override these settings so that alerts for a particular policy are sent to specific recipients.

o Click the link to open the recipients list, then click the + button to add recipients. Violation alerts for that
policy will be sent to all recipients in the list.

11. Click the any link in the Create alert if any of the following are true section to control how alerts are
triggered:

o any

This is the default setting, which creates alerts when any of the thresholds related to a policy are
crossed.

o all

This setting creates an alert when all of the thresholds for a policy are crossed. When you select all,
the first threshold that you create for a performance policy is referred to as the primary rule. You must
ensure that the primary rule threshold is the violation that you are most concerned about for the
performance policy.

12. In the Create alert if section, select a performance counter and an operator, and then enter a value to
create a threshold.

13. Click Add threshold to add more thresholds.

14. To remove a threshold, click the trash can icon.

15. Select the Stop processing further policies if alert is generated check box if you want the policy to stop

processing when an alert occurs.

For example, if you have four policies for datastores, and the second policy is configured to stop
processing when an alert occurs, the third and fourth policies are not processed while a violation of the
second policy is active.

16. Click Save.

The Performance Policies page displays, and the performance policy appears in the list of policies for the
object type.

Performance policy evaluation precedence

The Performance Policies page groups policies by object type and Insight evaluates the
policies in the order in which they appear in the object’s performance policy list. You can
change the order in which Insight evaluates policies in order to show the information that
is most important to you in your network.

Insight evaluates all policies that are applicable to an object sequentially when performance data samples are
taken into the system for that object; however, depending on annotations, not all policies apply to one group of
objects. For example, suppose that internal volume has the following policies:

 Policy 1 (the Insight-supplied default policy)

 Policy 2 (with an annotation of “Service Level = Silver” with the Stop processing further policies if alert
is generated option

* Policy 3 (with an annotation of"" Service Level = Gold™)



* Policy 4

For an internal volume tier with a Gold annotation, Insight evaluates Policy 1, ignores Policy 2, and then
evaluates Policy 3 and Policy 4. For an unannotated tier, Insight evaluates by the order of the policies; thus,
Insight evaluates only Policy 1 and Policy 4. For an internal volume tier with a Silver annotation, Insight
evaluates Policy 1 and Policy 2; however, if an alert is triggered when the policy’s threshold is crossed once
and is continuously crossed for the window of time specified in the policy, then Insight no longer evaluates the
other policies in the list while it evaluates the current counters for the object. When Insight captures the next
set of performance samples for the object, it again begins to evaluate the performance policies for the object
by filter and then order.

Changing the precedence of a performance policy

By default, Insight evaluates an object’s policies sequentially. You can configure the order
in which Insight evaluates performance policies. For example, if you have a policy
configured to stop processing when a violation occurs for Gold Tier storage, you can
place that policy first in the list and avoid seeing more generic violations for the same
storage asset.

Steps

1. Open Insight in your browser.

2. From the Manage menu, select Performance Policies.
The Performance Policies page displays.
3. Hover your cursor over a policy name in an object type’s performance policy list.
The precedence arrows appear to the right of the policy.
4. To move a policy up in the list, click the up arrow; to move a policy down in the list, click the down arrow.

By default, new policies are added sequentially to an object’s list of policies.

Editing performance policies

You can edit existing and default performance policies to change how Insight monitors the
conditions of interest to you in your network. For example, you might want to change a
policy’s threshold.

Steps

1. Open Insight in your browser.

2. From the Manage menu, select Performance Policies.
The Performance Policies page displays.

3. Hover your cursor over a policy name in an object’s performance policy list.
4. Click .



The Edit Policy dialog box displays.
5. Make the required changes.
If you change any option other than the policy name, Insight deletes all existing violations for that policy.

6. Click Save.

Deleting performance policies

You can delete a performance policy if you feel that it is no longer applicable to
monitoring the objects in your network.
Steps

1. Open Insight in your browser.

2. From the Manage menu, select Performance Policies.
The Performance Policies page displays.

3. Hover your cursor over the name of a policy in an object’s performance policy list.
4. Click =.

A message appears, asking if you want to delete the policy.

5. Click OK.
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