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Secure data

Prepare to secure your AFX storage system data

Before managing your AFX data, you should be familiar with the major concepts and
capabilities.

Terminology and options

There are several terms related to AFX data security you should be familiar with.

Ransomware

Ransomware is malicious software that encrypts files making them inaccessible to the user. There is
typically some type of payment demanded to decrypt the data. ONTAP provides solutions to protect against
ransomware through features like Autonomous Ransomware Protection (ARP).

Encryption

Encryption is the process of converting data into a secure format that cannot be easily read without proper
authorization. ONTAP offers both software-based and hardware-based encryption technologies to protect
data at rest. This ensures it cannot be read if the storage medium is repurposed, returned, misplaced, or
stolen. These encryption solutions can be managed using either an external key management server or the
Onboard Key Manager provided by ONTAP. Refer to Encrypt data at rest on an AFX storage system for
more information.

Digital certificates and PKI

A digital certificate is an electronic document used to prove ownership of a public key. The public key and
associated private key can be used in various ways, including to establish identity typically as part of a
larger security framework such as TLS and IPsec. These keys, as well as the supporting protocols and
formatting standards, form the basis for public key infrastructure (PKI). Refer to Manage certificates on an
AFX storage system for more information.

Internet Protocol Security

IPsec is an Internet standard that provides in-flight data encryption, integrity, and authentication for traffic
flowing among network endpoints at the IP level. It secures all IP traffic between ONTAP and clients
including higher level protocols such as NFS and SMB. IPsec provides protection against malicious replay
and man-in-the-middle attacks on your data. Refer to Secure IP connections on your AFX storage systems
for more information.

Related information

» Additional AFX SVM administration

* Prepare to administer your AFX system

Encrypt data at rest on an AFX storage system

You can encrypt your data at the hardware and software level for dual-layer protection.
When you encrypt data at rest, it can’t be read if the storage medium is repurposed,
returned, misplaced, or stolen.

NetApp Storage Encryption (NSE) supports hardware encryption using self-encrypting drives (SEDs). SEDs
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encrypt data as it is written. Each SED contains a unique encryption key. Encrypted data stored on the SED
can’t be read without the SED’s encryption key. Nodes attempting to read from an SED must be authenticated
to access the SED’s encryption key. Nodes are authenticated by obtaining an authentication key from a key
manager, then presenting the authentication key to the SED. If the authentication key is valid, the SED will give
the node its encryption key to access the data it contains.

Before you begin

Use the AFX onboard key manager or an external key manager to serve authentication keys to your nodes. In
addition to NSE, you can also enable software encryption to add another layer of security to your data.

Steps
1. In System manager, select Cluster and then Settings.

2. In the Security section, under Encryption, select Configure.

3. Configure the key manager.

Option Steps
Configure the Onboard key Manager a. Select Onboard Key Manager to add the key
servers.

b. Enter a passphrase.

Configure an external key manager a. Select External key manager to add the key
servers.

b. Select 4+ Add to add the key servers.
c. Add the KMIP server CA certificates.
d. Add the KMIP client certificates.

4. Select Dual-layer encryption to enable software encryption.

5. Select Save.

Related information

* Encryption

Secure IP connections on your AFX storage systems

IP Security (IPsec) is an Internet protocol standard that provides data encryption,
integrity, and authentication for traffic flowing among network endpoints at the IP level.
You can use IPsec to enhance the security of the front-end network between an AFX
cluster and the clients.

Configuring IPsec on an AFX system

The IPsec configuration procedures for AFX storage systems are the same as AFF and FAS systems, with the
exception of the supported network interface controller (NIC) cards used with the hardware offload feature.
Refer to Prepare to configure IP security for the ONTAP network for more information.
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Hardware offload feature

Several of the IPsec cryptographic operations, such as encryption and integrity checks, can be offloaded to a
supported NIC card on your AFX system. This can significantly improve the performance and throughput of the
network traffic protected by IPsec.

@ Beginning with ONTAP 9.18.1, the IPsec hardware offload feature is extended to support IPv6
traffic.

The following NIC cards are supported for the IPsec hardware offload feature on AFX storage systems
beginning with ONTAP 9.17.1:

* X50130B (2p, 40G/100G Ethernet controller)
* X50131B (2p, 40G/100G/200G/400G Ethernet controller)

Refer to the NetApp Hardware Universe for more information about the supported cards for the ONTAP release
running on your AFX system.

Related information

* Prepare to configure IP security for the ONTAP network

* NetApp Hardware Universe
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