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security commands

Security snmpusers
Show SNMP users

Availability: This command is available to cluster administrators at the admin privilege level.

Description
The security snmpusers displays the following information about SNMP users:

* User name
 Authentication method
* Hexadecimal engine ID
 Authentication protocol
* Privacy protocol

 Security group

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-vserver <Vserver Name>] - Vserver

If this parameter is specified, the command displays information only about the SNMP user or users that
belong to the specified Vserver.

[-username <text>] - User Name

If this parameter is specified, the command displays information only about the SNMP user with the
specified user name.

[-authmethod <text>] - Authentication Method
If this parameter is specified, the command displays information only about the SNMP user or users that
use the specified authentication method. Possible values include the following:
« community-SNMP community strings

* usm-SNMP user security model

[-remote-switch-ipaddress <IP Address>] - Remote Switch IP Address

If this parameter is specified, the command displays information only about the remote SNMP user or users
that belong to the specified remote switch.



[~engineid <Hex String>] - Engine ld

If this parameter is specified, the command displays information only about the SNMP user or users that
use the specified engine ID, specified in hexadecimal format.

[-authprotocol <text>] - Authentication Protocol

If this parameter is specified, the command displays information only about the SNMP user or users that
use the specified authentication protocol.

[-privprotocol <text>] - Privacy Protocol

If this parameter is specified, the command displays information only about the SNMP user or users that
use the specified privacy protocol.

[-securitygroup <text>] - Security Group

If this parameter is specified, the command displays information only about the SNMP user or users that
belong to the specified security group.

Examples

The following example displays information about all SNMP users:

clusterl::> security snmpusers

Protocols Security Remote

Vserver UserName AuthMethod EngineId Auth Priv Group Switch
IP
clusterl comml community 8000031504312d38302d313233343536 =
= = readwrite
clusterl private community 8000031504312d38302d313233343536 =
= = readwrite
clusterl snmpuserl usm 80000634b21000000533296869
= = readwrite
172.2.20.91
vsl snmpuser2 community 8000031504312d38302d31323334353632
= = readwrite -
vsl snmpuser3 usm 8000031504312d38302d31323334353632
= = readwrite -

security anti-ransomware commands

security anti-ransomware volume disable
Disable anti-ransomware on a volume

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.



Description

The security anti-ransomware volume disable command disables anti-ransomware monitoring on a
volume.

Parameters

-vserver <vserver name> - Vserver Name

Anti-ransomware monitoring is disabled on volumes that match the values for the Vserver and volume
parameters. If only one data Vserver exists, you do not need to specify this parameter.

-volume <volume name> - Volume Name
Anti-ransomware monitoring is disabled on volumes matching the parameter value.

Examples

security anti-ransomware volume dry-run
Dry-run anti-ransomware on a volume
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security anti-ransomware volume dry-run command starts anti-ransomware monitoring in the
evaluation mode on a volume.

Parameters

-vserver <vserver name> - Vserver Name

Anti-ransomware monitoring is enabled in the evaluation mode on volumes that match the values for the
Vserver and volume parameters. If only one data Vserver exists, you do not need to specify this parameter.

-volume <volume name> - Volume Name

Anti-ransomware monitoring is enabled in the evaluation mode on volumes matching the parameter value.
Examples

security anti-ransomware volume enable
Enable anti-ransomware on a volume
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security anti-ransomware volume enable command enables anti-ransomware monitoring on a
volume.



Parameters

-vserver <vserver name> - Vserver Name

Anti-ransomware monitoring is enabled on volumes that match the values for the Vserver and volume
parameters. If only one data Vserver exists, you do not need to specify this parameter.

-volume <volume name> - Volume Name

Anti-ransomware monitoring is enabled on volumes matching the parameter value.
Examples

security anti-ransomware volume pause
Pause anti-ransomware on a volume

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security anti-ransomware volume pause command pauses Anti-ransomware monitoring on a
volume.

Parameters

-vserver <vserver name> - Vserver Name

Anti-ransomware monitoring is paused in the evaluation mode on volumes that match the values for the
Vserver and volume parameters. If only one data Vserver exists, you do not need to specify this parameter.

-volume <volume name> - Volume Name

Anti-ransomware monitoring is paused on volumes matching the parameter value.
Examples

security anti-ransomware volume resume
Resume anti-ransomware on a volume

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security anti-ransomware volume resume command resumes Anti-ransomware monitoring on a
volume.

Parameters

-vserver <vserver name> - Vserver Name

Anti-ransomware monitoring is resumed on volumes that match the values for the Vserver and volume
parameters. If only one data Vserver exists, you do not need to specify this parameter.



-volume <volume name> - Volume Name

Anti-ransomware monitoring is resumed on volumes matching the parameter value.
Examples

security anti-ransomware volume show
Show anti-ransomware related information of volumes

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security anti-ransomware volume show command displays information related to Anti-
ransomware on the volumes in the cluster. The following information is displayed:

» Vserver Name: The Vserver on which the volume is located.
* Volume Name: The volume name

* State: The Anti-ransomware state of the volume. The possible values are disabled, enabled, dry-
run, dry-run-paused, enable-pausedand disable-in-progress .

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [~attack ]
If this parameter is specified, ransomware attack details are displayed.

| [-instance ]}

If you specify the —instance parameter, the command displays detailed information about all fields.

[-vserver <vserver name>] - Vserver Name

If this parameter and the -volume parameter are specified, the command displays detailed information
related to Anti-ransomware about the specified volume. If this parameter is specified by itself, the command
displays information related to the Anti-ransomware about all volumes on the specified Vservee.

[-volume <volume name>] - Volume Name

If this parameter and the -vserver parameter are specified, the command displays detailed information
related to Anti-ransomware about the specified volume. If this parameter is specified by itself, the command
displays information related to the Anti-ransomware about all volumes matching the specified name.

[-state {disabled|enabled|dry-run|dry-run-paused|enable-paused|disable-in-
progress}] - State

If this parameter is specified, the command displays information only about the volume or volumes that
have the specified Anti-ransomware state. The possible values are disabled, enabled, dry-run,
dry-run-paused, enable-pausedand disable-in-progress . The possible states are:

 disabled - Anti-ransomware is disabled on the volume.



* enabled - Anti-ransomware is enabled on the volume.

* dry-run - Anti-ransomware is enabled in the dry-run or evaluation mode on the volume.

* dry-run-paused - Anti-ransomware is paused from dry-run or evaluation mode on the volume.
* enable-paused - Anti-ransomware is paused on the volume.

« disable-in-progress - Anti-ransomware disable work is in progress on the volume.

[-attack-probability {none|low|moderate|high}] - Attack Probability

If this parameter is specified, the command displays information only about the volumes that have the
specified probability. The possible values are none ,1ow, moderate, and high .

* none - No data is suspected for ransomware activity.
* low - Small amount data is suspected for ransomware activity.
* moderate - Moderate amount of data is suspected for ransomware activity.

* high - Large amount data is suspected for ransomware activity.

[-attack-timeline <MM/DD/YYYY HH:MM:SS>,..] - Attack Timeline

If this parameter is specified, the command displays information only about the volumes that have the
specified attack-timeline.

[-no-of-attacks <integer>] - Number of Attacks
This provides the number of ransomware attacks observed.

Examples
The following example shows a sample output for this command:
clusterl::> security anti-ransomware volume show

Vserver Volume State

security anti-ransomware volume attack clear-suspect
Clear suspect record
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The anti-ransomware volume attack clear-suspect command removes the specified files from
suspect files report. When no optional parameters are provided, the suspect report file is cleared.

Parameters



-vserver <vserver name> - Vserver Name

This parameter specifies the Vserver on which the volume is located.

-volume <volume name> - Volume Name
This parameter specifies the name of the volume on which anti-ransomware feature is enabled.

{ [-sequence-number <integer>] - Sequence Number (privilege: advanced)
This optionally specifies the sequence number of the suspect file obtained from genrated report.

{ [-extensions <text>,..] - File Extensions

This optionally specifies the extensions of ransomware attacked files that needs to be cleared from attack
report.

| [-start-time <MM/DD/YYYY HH:MM:SS>] - Start Time

This optionally specifies the lower bound of the time to clear a suspect record. Any suspect record with time
greater than or equal to start-time is cleared.

[-end-time <MM/DD/YYYY HH:MM:SS>] - End Time}

This optionally specifies upper bound of the time to clear a suspect record. Any suspect record with time
less than or equal to end-time is cleared.

-false-positive {true|false} - False Positive?

This indicates whether the suspect record of specific extensions, time range, and so on, are to be
considered a false positive.

Examples

The folowing example shows a sample output for clearing all the suspects observed with timestamp in the
start-time and end-time range, and with given extension.

clusl::> security anti-ransomware volume attack clear-suspect -volume
testvol -start-time "4/14/2021 04:16:48" -end-time "4/14/2021 06:16:50"
5 suspect records cleared.

The following examples shows output when given sequence-number is not
present.

clusl::*> security anti-ransomware volume attack clear-suspect -volume
testvol -sequence-number 1000

Error: command failed: No suspect records found.

security anti-ransomware volume attack generate-report
Generates Report File of the Suspected Attack on the Volume

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.



Description

The anti-ransomware volume attack generate-report command copies the report file to the given
path.

Parameters

-vserver <vserver name> - Vserver Name

This parameter specifies the Vserver on which the volume is located.

-volume <volume name> - Volume Name

This parameter specifies the name of the volume on which anti-ransomware feature is enabled.

-dest-path <[vserver:]volume/path/to/filename> - Destination path under the volume to copy
the file

This parameter specifies the path where requested file is to be copied.

Examples

The following example displays command output:

node: :*> security anti-ransomware volume attack generate-report -volume
voll -dest-path vsl:voll/

Report "report file vslvoll 30-03-2021 16-11-38" available at path
"vsl:voll/".

security anti-ransomware volume space show
Display the details of anti-ransomware space usage

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This security anti-ransomware volume space show displays the space usage by Anti-ransomware
feature.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-vserver <vserver name>] - Vserver Name

This parameter specifies the Vserver on which the volume is located.



[-volume <volume name>] - Volume Name
This parameter specifies the name of the volume whose space usage details are to be shown.

[-space-used-by-snapshot {<integer>[KB|MB|GB|TB|PB]}] - Space Used by snapshots
This parameter shows space usage by Anti-ransomware Snapshot copies.

[-space-used-by-logs {<integer>[KB|MB|GB|TB|PB]}] - Space Used by logs
This parameter shows the space used by the Anti-ransomware logs.

[-total-space-used {<integer>[KB|MB|GB|TB|PB]}] - Total space used by anti-ransomware
This parameter shows the total space used by the Anti-ransomware feature.

[-no-of-snapshot <integer>] - Number of Anti-ransomware Snapshot Copies
This parameter shows the total count of the Anti-ransomware Snapshot copies.

Examples

The folowing example shows a sample output for this command:

clusl::>> security anti-ransomware volume space show
Space Used By Space Used By Total Space Snapshot

Vserver Volume Snapshot logs Used Copies
vsl voll 308KB 8B 308.0KB
2

security anti-ransomware volume workload-behavior show

Display information about the volume’s workload-behavior learnt by the analytics
algorithm

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This security anti-ransomware volume workload-behavior show displays the workload
characteristics observed by Anti-ransomware analytics engine.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}
If you specify the -instance parameter, the command displays detailed information about all fields.



-vserver <vserver name> - Vserver Name

This parameter specifies the Vserver on which the volume is located.

-volume <volume name> - Volume Name
This parameter specifies the name of the volume whose workload details are to be shown.

[-file-extensions-included <text>,..] - File Extensions Expected in the Workload
This parameter displays the list of extensions observed by Anti-ransomware.

Examples

The folowing example shows a sample output for this command:

clusl::>> security anti-ransomware volume workload-behavior show -vserver
vsl -volume testvol

Vserver : vsa

Volume : testvol

File Extensions Included : pdf, doc, txt

security audit commands

security audit modify
Set administrative audit logging settings

Availability: This command is available to cluster administrators at the admin privilege level.

Description

The security audit modify command modifies the following audit-logging settings for the management
interface:

* Whether get requests for the CLI are audited
» Whether get requests for the Data ONTAP APl (ONTAPI) are audited
Parameters

[-cliget {on|off}] - Enable Auditing of CLI Get Operations

This specifies whether get requests for the CLI are audited. The default setting is ofr.

[-httpget {on|off}] - Enable Auditing of HTTP Get Operations

This specifies whether get requests for the web (HTTP) interface are audited. The default setting is of .

[-ontapiget {on|off}] - Enable Auditing of Data ONTAP API Get Operations

This specifies whether get requests for the Data ONTAP API (ONTAPI) interface are audited. The default
setting is off .
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Examples

The following example turns off auditing of get requests for the CLI interface:

clusterl::> security audit modify -cliget off

security audit show
Show administrative audit logging settings

Availability: This command is available to cluster administrators at the admin privilege level.

Description

The security audit show command displays the following audit-logging settings for the management
interface:

* Whether get requests for the CLI are audited
* Whether get requests for the web (HTTP) interface are audited
* Whether get requests for the Data ONTAP APl (ONTAPI) are audited

Audit log entries are written to the 'audit' log, viewable via the 'security audit log show' command.

Examples

The following example displays the audit-logging settings for the management interface:

clusterl::> security audit show
Auditing State for
Operation Get Requests

CLI off
HTTP off
ONTAPI off

security audit log show
Display audit entries merged from multiple nodes in the cluster
Availability: This command is available to cluster administrators at the admin privilege level.

Description

The security audit log show command displays cluster-wide audit log messages. Messages from each
node are interleaved in chronological order.
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Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-detail ]
This display option shows the individual fields of the audit record.

| [-instance ]}

If you specify the —instance parameter, the command displays detailed information about all fields.

[-timestamp <Date>] - Log Entry Timestamp

Selects the entries that match the specified input for timestamp. This will be in a human-readable format
<day> <month> <day of month> <hour>:<min>:<sec> <year> in the local timezone.

[-node {<nodename>|local}] - Node
Selects the entries that match the specified input for node.

[-entry <text>] - Log Message Entry
Selects the entries that match the specified input for entry.

[-session-id <text>] - Session ID

This is the "session id" for this audit record. Eash ssh/console session is assigned a unique session ID.
Eash ZAPI/HTTP/SNMP request is assigned a uniqueue session ID

[-command-id <text>] - Command ID

This is useful with ssh/console sessions. Each command in a session is assigned a unique command ID.
Each ZAPI/HTTP/SNMP request does not have a command ID.

[-application <text>] - Protocol

This is the application used to connect to the cluster. Possible values include the following: internal,
console, ssh, http, ontapi, snmp, rsh, telnet, service-processor

[-location <text>] - Remote user location
The remote IP address or remote access point.

[-vserver <text>] - Vserver name
Storage Virtual Machine name

[-username <text>] - Username
Username

[-input <text>] - Command being executed
The operation being attempted

[-state {Pending|Success|Error}] - State of this audit request
State of this request
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[-message <text>] - Additional information and/or error message
Additional information which may be error or informative message.

Examples

The following example displays specific fields based on a custom query:

clusterl::> security audit log show -fields application, location, state,
input, message -location 10.60.* -state Error|Success -input v*|st*
-timestamp >"Jul 10 12:00:00 2020"

timestamp node application location input

state message

"Fri Jul 17 11:32:44 2020" nodel ssh 10.60.250.79 storage
aggregate create test -diskcount 5 Success -

"Fri Jul 17 11:36:47 2020" nodel ssh 10.60.250.79 vserver create
vsl Success -

"Fri Jul 17 11:37:33 2020" nodel ssh 10.60.250.79 volume create
voll Error One of the following parameters is

required: -aggregate, -aggr-list, -auto-provision-as
"Fri Jul 17 11:38:08 2020" nodel ssh 10.60.250.79 volume create
voll -aggregate test Success -

security certificate commands

security certificate create
Create and Install a Self-Signed Digital Certificate

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security certificate create command creates and installs a self-signed digital certificate, which
can be used for server authentication, for signing other certificates by acting as a certificate authority (CA), or
for Data ONTAP as an SSL client. The certificate function is selected by the -type field. Self-signed digital
certificates are not as secure as certificates signed by a CA. Therefore, they are not recommended in a
production environment.

Parameters

-vserver <Vserver Name> - Name of Vserver
This specifies the name of the Vserver on which the certificate will exist.

-common-name <FQDN or Custom Common Name> - FQDN or Custom Common Name

This specifies the desired certificate name as a fully qualified domain name (FQDN) or custom common
name or the name of a person. The supported characters, which are a subset of the ASCII character set,
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are as follows:

* Letters a through z, A through Z
* Numbers 0 through 9
* Asterisk (*), period (.), underscore (_) and hyphen (-)

The common name must not start or end with a "-" or a ".". The maximum length is 253 characters.

-type <type of certificate> - Type of Certificate
This specifies the certificate type. Valid values are the following:

* server - creates and installs a self-signed digital certificate and intermediate certificates to be used for
server authentication

* root-ca - creates and installs a self-signed digital certificate to sign other certificates by acting as a

certificate authority (CA)
* client -includes a self-signed digital certificate and private key to be used for Data ONTAP as an SSL
client

[-subtype <kmip-cert>] - (DEPRECATED)-Certificate Subtype

@ This parameter has been deprecated in ONTAP 9.6 and may be removed in a future release
of Data ONTAP.

This specifies a certificate subtype. This optional parameter can have
an empty value (the default). The only valid value is as follows:

* kmip-cert - this is a Key Management Interoperability Protocol (KMIP) certificate

[-cert-name <text>] - Unique Certificate Name

This specifies the system’s internal identifier for the certificate. It must be unique within a Vserver. If not
provided, it is automatically generated by the system.

-size <size of requested certificate in bits> - Size of Requested Certificate in Bits

This specifies the number of bits in the private key. The larger the value, the more secure is the key. The
default is 2048. Possible values include 512, 1024, 1536, 2048 and 3072 when the "FIPS Mode" in
"security config" is false. When the "FIPS Mode" is true, the possible values are 2048 and 3072 .

-country <text> - Country Name
This specifies the country where the Vserver resides. The country name is a two-letter code. The default is

US. Here is the list of country codes:
Country Codes

-state <text> - State or Province Name
This specifies the state or province where the Vserver resides.

-locality <text> - Locality Name
This specifies the locality where the Vserver resides. For example, the name of a city.
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-organization <text> - Organization Name
This specifies the organization where the Vserver resides. For example, the name of a company.

-unit <text> - Organization Unit

This specifies the unit where the Vserver resides. For example, the name of a section or a department
within a company.

-email-addr <mail address> - Contact Administrator’s Email Address
This specifies the email address of the contact administrator for the Vserver.

-expire-days <integer> - Number of Days until Expiration

This specifies the number of days until the certificate expires. The default value is 365 days. Possible
values are between 1 and 3652 .

-protocol <protocol> - Protocol

This specifies the protocol type. This parameter currently supports only the SSL protocol type. The default
is SSL.

-hash-function <hashing function> - Hashing Function

This specifies the cryptographic hashing function for signing the certificate. The default is SHA256. Possible
values include SHAI , SHA256 , MD5 , SHA224 , SHA384 and SHA512 when the "FIPS Mode" in "security
config" is false. When the "FIPS Mode" is true, the possible values are SHA224 , SHA256 , SHA384 and
SHA512

Examples

This example creates a server type, self-signed digital certificate for a Vserver named vs0 at a company whose
custom common name is www. example.comand whose Vserver name is vsO.

clusterl::> security certificate create -vserver vs(O -common-name

www.example.com -type server

This example creates a root-ca type, self-signed digital certificate with a 2048-bit private key generated by the
SHA256 hashing function that will expire in 365 days for a Vserver named vsO0 for use by the Software group in
IT at a company whose custom common name is www. example. com, located in Sunnyvale, California, USA.
The email address of the contact administrator who manages the Vserver is web@example.com .

clusterl::> security certificate create -vserver vs(0 -common-name
www.example.com -type root-ca -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr
web@example.com -expire-days 365 -hash-function SHA256

This example creates a client type of self-signed digital certificate for a Vserver named vs0 at a company that
uses Data ONTAP as an SSL client. The company’s custom common name is www. example.comand its
Vserver name is vs0.
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clusterl::> security certificate create -vserver vsO -common-name
www.example.com -type client -size 2048 -country US -state California
-locality Sunnyvale -organization IT -unit Software -email-addr
weblexample.com -expire-days 365 -hash-function SHA256

security certificate delete
Delete an Installed Digital Certificate

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command deletes an installed digital security certificate.

Parameters

-vserver <Vserver Name> - Name of Vserver
This specifies the Vserver that contains the certificate.

-common-name <FQDN or Custom Common Name> - FQDN or Custom Common Name

This specifies the desired certificate name as a fully qualified domain name (FQDN) or custom common
name or the name of a person. The supported characters, which are a subset of the ASCII character set,
are as follows:

* Letters a through z, A through Z
* Numbers 0 through 9
* Asterisk (*), period (.), underscore (_) and hyphen (-)

The common name must not start or end with a "-" or a ".". The maximum length is 253 characters.

[-serial <text>] - Serial Number of Certificate
This specifies the certificate serial number.

-ca <text> - Certificate Authority
This specifies the certificate authority (CA).

-type <type of certificate> - Type of Certificate
This specifies the certificate type. Valid values are the following:

* server - includes server certificates and intermediate certificates

* root-ca - includes a self-signed digital certificate to sign other certificates by acting as a certificate
authority (CA)

* client-ca - includes the public key certificate for the root CA of the SSL client. If this client-ca
certificate is created as part of a root-ca, it will be deleted along with the corresponding deletion of the
root-ca.

* server-ca - includes the public key certificate for the root CA of the SSL server to which Data ONTAP
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is a client. If this server-ca certificate is created as part of a root-ca, it will be deleted along with the
corresponding deletion of the root-ca.

* client -includes a public key certificate and private key to be used for Data ONTAP as an SSL client

[-subtype <kmip-cert>] - (DEPRECATED)-Certificate Subtype

@ This parameter has been deprecated in ONTAP 9.6 and may be removed in a future release
of Data ONTAP.

This specifies a certificate subtype. This optional parameter can have
an empty value (the default). The only valid value is as follows:

* kmip-cert - this is a Key Management Interoperability Protocol (KMIP) certificate

[-cert-name <text>] - Unique Certificate Name
This specifies the system’s internal identifier for the certificate. It is unique within a Vserver.

Examples

This example deletes a root-ca type digital certificate for a Vserver named vs0 in a company named
www . example. com with serial number 4F57D3D1.

clusterl::> security certificate delete -vserver vs0 -common-name

WWW.example.com -ca www.example.com -type root-ca -serial 4F57D3D1

security certificate generate-csr
Generate a Digital Certificate Signing Request

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command generates a digital certificate signing request and displays it on the console. A certificate
signing request (CSR or certification request) is a message sent to a certificate authority (CA) to apply for a
digital identity certificate.

Parameters

[-common-name <text>] - FQDN or Custom Common Name
This specifies the desired certificate name as a fully qualified domain name (FQDN) or custom common
name or the name of a person. The supported characters, which are a subset of the ASCII character set,
are as follows:
* Letters a through z, A through Z
* Numbers 0 through 9

* Asterisk (*), period (.), underscore (_) and hyphen (-)
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The common name must not start or end with a "-" or a ".". The maximum length is 253 characters.

{ [-size <size of requested certificate in bits>] - (DEPRECATED)-Size of Requested
Certificate in Bits

This specifies the number of bits in the private key. A larger size value provides for a more secure key. The
default is 2048. Possible values include 512, 1024, 1536 ,and 2048..

@ This parameter has been deprecated in ONTAP 9.8 and may be removed in future releases
of Data ONTAP. Use the security-strength parameter instead.

| [-security-strength <bits of security strength>] - Security Strength in Bits }

Use this parameter to specify the minimum security strength of the certificate in bits. The security bits
mapping to RSA and ECDSA key length, in bits, are as follows:

Size RSA Key Length Elliptic Curve Key Length
112 2048 224
128 3072 256
192 4096 384

Note: FIPS supported values are restricted to 112 and 128.

[~algorithm <Asymmetric key generation algorithm>] - Asymmetric Encryption Algorithm

Use this parameter to specify the asymmetric encryption algoithm to use for generating the public/private
key for the certificate signing request. Algorithm values can be RSA or EC. Default value is RSA.

[-country <text>] - Country Name

This specifies the country where the Vserver resides. The country name is a two-letter code. The default is
US. Here is the list of country codes:
Country Codes

[-state <text>] - State or Province Name
This specifies the state or province where the Vserver resides.

[-locality <text>] - Locality Name
This specifies the locality where the Vserver resides. For example, the name of a city.

[-organization <text>] - Organization Name
This specifies the organization where the Vserver resides. For example, the name of a company.

[-unit <text>] - Organization Unit

This specifies the unit where the Vserver resides. For example, the name of a section or a department
within a company.

[-email-addr <mail address>] - Contact Administrator’s Email Address
This specifies the email address of the contact administrator for the Vserver.

18
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[-hash-function <hashing function>] - Hashing Function

This specifies the cryptographic hashing function for signing the certificate. The default is SHA256. Possible

values include SHA1 , SHA256 and MD5 .

[-key-usage <Certificate key usage extension>,..] - Key Usage Extension
Use this parameter to specify the key usage extension values. The default values are:

digitalSignature, keyEncipherment . Possible values include:
» digitalSignature
* nonRepudiation
» keyEncipherment
» dataEncipherment
» keyAgreement
* keyCertSigning
» cRLSigning
* encipherOnly
* decipherOnly

[-extended-key-usage <Certificate extKeyUsage extension>,..] - Extended Key Usage
Extension

Use this parameter to specify the extended key usage extension values. The default values are:
serverAuth, clientAuth . Possible values include:

* serverAuth

* clientAuth

 codeSigning

» emailProtection

* timeStamping

+ OCSPSigning

[-rfc822-name <mail address>,..] - Email Address SAN

Use this parameter to specify the Subject Alternate Name extension - a list of rfc822-names (email
addresses).

[-uri <text>,..] - URI SAN
Use this parameter to specify the Subject Alternate Name extension - a list of URIs.

[-dns-name <text>,..] - DNS Name SAN
Use this parameter to specify the Subject Alternate Name extension - a list of DNS names.

[-ipaddr <IP Address>,..] - IP Address SAN
Use this parameter to specify the Subject Alternate Name extension - a list of IP addresses.
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Examples

This example creates a certificate-signing request with a 2048-bit RSA private key generated by the SHA256
hashing function for use by the Engineering group in IT at a company whose custom common name is
www.example.com, located in Durham, NC, USA. The email address of the contact administrator who
manages the Vserver is web@example. com The request also specifies the subject alternative names, key-
usage and extended-key-usage extensions.

cluster-1::> security certificate generate-csr -common-name
www.example.com -algorithm RSA -hash-function SHA256 -security-strength
128 -key-usage critical,digitalSignature, keyEncipherment -extended-key
-usage serverAuth,clientAuth -country US -state NC -locality Durham
-organization IT -unit Engineering -email-addr web@example.com -rfc822

-name example@example.com -dns-name shop.example.com , store.example.com
Certificate Signing Request

MITIEWDCCAsSACAQAWGYgxGDAWBgNVBAMTD3d3dy51eGFtcGx1ILmNvbTELMAKGAL1UE
BhMCVVMxCzAJBgNVBAgTAkS5DMQO8wWDQYDVOQHEWZEdAXJoYWOxCzAJBgNVBAOTAkKL1U
MROwWEgYDVQQLEwtFbomdpbmV1cmluZzEeMBwGCSgGSIb3DQEJARYPA2ViQGVAYWlw
bGUUY29tMIIBojANBgkghkiGOwOBAQEFAAOCAYS8AMI IBigKCAYEAUO86Jg/szhws
ykYiEXvRaf/j2jJArIMoZby97/yINsowe30Xbn5wnfvwiwICUCPwD1e3JhK3TrWH
rNRn/+MgE+JQA7yAdufYxD537¢cDcT46ihkajISe0E193yf6IKmvUAVIMIVQ3R7Z4E
QCOWHj56yQ+LXj36bYdwa74S8u8lpCs3Ywx8fgrh/v6eHOrnl1KDQSQUFR35u7ZZym
tRATEIMY62f9ALgcFNhQPuP6pjc8aP7Tv/BKXAninryDDcoMdW8UczfTPgzCDh5z
S++eNP3s/7cGERSQ8aXnDTVQLYpusrdDgVwzZXXgu+ZPoZuCf2AYBT+/ rdg3VkgWu
OM+mGRMB5300ff4Q01+SVcXSWXg32wzcivl1KsW/iBO9h2T+kVd/8Z7ESeYLgFxhY+
OnwacskMRGxOUTLgx+XH+/EntjrI4rjF9/ShYCIcy8vgplOxFaPClu96ebnbiEOu
y6RvCJI2egcM60eRbHWBS5fT1J0ZZ3crdjz/dlz4ktBuG7E4cUYkKkEVVAGMBAAGgY kw
gYYGCSQGSIb3DQEJD])FSMHcwRgYDVRORAQH/BDwwOOETZXhhbXBszUBleGFtcGx1
LmNvbYIQc2hveC51eGFteGx1ImNvbYIRc3RvemUuZXhhbXBsZS5)jb20wDgYDVROPMITG/AIBADANBgkghkiGI9wOBAQEFAASCBuUYwggbiAgEAAOTIBgQC6jzomD+z0HCZK
RiIRe9Fp/+PaMkCskyhlvLln/Ig2yjB7fRdufnCd+/CLAgJIQI/APV7eOErdOtYes
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1Gf/4yoT6NADVIB2595EPnftwNxPjgKGRGMhJ7QSL3£fJ/0gqa9QC+YmODdHtngRA
I5YePnrJD4tePfpth3BrvhLy7yWkKzdjDHx+CuH+/0fSueUoNBJC4VHEm7t1lnKal
EDsQkxjrZ/0AuBwU2FA+4/qmNzxo/t0/sEpcCeKevIMNygx1bxRzNIM+DMIOHNNL
7540/ez/twZ9FIDxpecNNVAtim6yt00BXBldeC75k+hm4J/YBgFP7+t2rdWSBaSA
z6YZEWHNC7RY/hA6L5JVxdJIZer fbDNyK/Ugxb+IH2HZP6RV3/xnsRISguoXGF]7S
fBpyyOxEPE65MuDHS5cf78Se20s)1iuMX39KFgIhzLy+gqnU7EVo8KW73p5uduIQ67L
pPG8InZ6Bwzo55FsdYH18gnRIndyt2PP93XPiS0G4bsThxRiQS+8CAWEAAQKCAYBW
fgtWFFIVaWi2y3dmJcL840AP3PaxTHURXkVund3FkU6TIncngoWgKbHnsSHDaDYX
1vJqc3D71Bx4W+5v7DGIE4rGALKK701IyzGtUIqUZCwkFOHWOEL jmdBvHY yiJdmYqg
JvN2bJ71DTspRZaHJIS6mY4eZRSEDgGST1PyXn7krEZ6kBSJu58G/BWt88KyX80s+Y
PIDiLIDg5pVAI2tPDVQhyI+7sgCKZZOm5GpEgB2JDIS+PgzryUWB1SMplICcPcgx
rarFZQi1Ne7qrp6FfKvPAOSXLyI0xhgm8 fCMIUpxmEL80XY4FeRDzB42a0Z/YLOP
HhpWAI4ZRsDyDd5S7jwLZQ3H19WsKvj2/FRUGhWTP+maH/Vel35iLkygfZWUAINY
F6B0S0oBBd9bVeKDODXrD/CwVbuaKZGMavVOenzZbczmFUVS14HZGygVRxX6WIxVoDO
MZXWWUOWZ32C6II3vp/ReAsouhCnKDKhgfrvH58xF82FTMMXBZ /kDy7k5IySylkC
gcEA4tpiV1eKzC/ft0sPUNmZB/snHEXC+xohzTygCg4L1RE£8z3DnUT/09D8SRel/
crkG7ZcjKvIdPz0taty]jyNMsZ9TDISiAJQJI8EtLt1+jJBPOuy2gG+ab+Ub761BR5TX0
078UcmtEyxaaDZsESWj+qYerG4E7zGZiTscTe2dma5fP1S1ekyfNzk1GBtya9bIM
r9910/PahSmCz51Pxf4avYM/vOm2p+wIk+06ZhJIAUIRFrCv8y91YivQjw+tZA+G
bdE7RA0HBANKHgOJb5BLIMN/5/PLkkELhazG+UNUngtm4 6dm/84+sqtdTcUHpgdHv
M/skRYDVERmMI50QZ2HmzVC8J+zzs9r01VNNA+Tzcoi3eB3FPADYPTDtLSzREsC82
kix8d2uVs+rfmvKwTOXucNvMQjUyYDITI7IJ1lnliIJdp2XQZaNleqgyi65kni+6FrQ
EJO9gVD4PtCkX7rKo8csMITebn+HZIzFpOY6BX0HU/4VGa+ROHGEfGIAfKDOJS5AtYG
RPYVVZ1E3QKBWES520sT7FpsBhBPVInNo0iWX1TOZj9wj 7ROZEJmMbT70vL3D1IFWPOV
afHxTtS5DPgVX3wWZgeYDt2sv2TS5CO02Rwmy4bs6UvhoH4g2 7GpvDIshdFEgQNpDG
KKR/p5PsUYnI0b2xtJ26N5alIldpwsoTY1CozTQep8h71ZKusoVhdrgMfKjMjovV+C
AtKkwORwTUsXs4z973tXnFNJpZEKDx21o/0oyvebfESh4P7LGZ/1p70421uU6Y4rN
NNoGx1Zx6EFbuQKBwWGbM1 tJTTMXCHKZZQ6NS6gJOURICX/QFLAamHUI fUY3JUU59
RyNZNnv1IluyVWHYKFZgnBSLzkF2yFeDtzMDvmObZAUXh9wpG+Prs5SnqGYxSBb3
6Av14XDcY7nnOOTGn6)DcMSgRLsv99nLv1R9ealU4C+38XvoV3rB/dvG3PpJcxAn
uxbMmiWamjEdWYSxXAVMcIEZO0Zk5+DF8E/10oxQW7 fn2pvOHhBmM ] LgtROx 7 fzakKXJW
Db6UOkp2IbxL11+w3QKBwD1oDgwB7ukGyFHf3RKy3YX0enlWGBesXONflm2 fjwOU
nojccfaGwAUdb6em60JuzFhd3gZ4ecoloY4GxIKVSkrvBglbuow/agDDkKmVVYNOG
FUuXp+BbTBSxjfftSaog7y5Db5aecLXUSFLE+sV1rhpl7s9h8Ur+004SytSVh9Js
SkzHYv+4GybZqmOeF2U+whib8JXD2bJkSfNI1dZZhKVqoTUQfEAE3VEYOEHkVQwk
rLHm] spsUJjKc4BKEfVRGWIg==

Note: Please keep a copy of your certificate request and private key for
future

reference.

security certificate install

Install a Digital Certificate



Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security certificate install command installs digital security certificates signed by a certificate
authority (CA) and the public key certificate of the root CA. Digital security certificates also include the
intermediate certificates to construct the chain for server certificates (the server type), client-side root CA
certificates (the client-ca type), or server-side root CA certificates (the server-ca type). with FIPS enabled, the
following restrictions apply to the certificate getting installed. server/client/server-ca/client-ca: Key size >=
2048,server/client: Hash function (No MD-5, No SHA-1),server-ca/client-ca: (Intermediate CA), Hash Function
(No MD-5, No SHA-1), server-ca/client-ca: (Root CA), Hash Function (No MD-5)

Parameters

-vserver <Vserver Name> - Name of Vserver
This specifies the Vserver that contains the certificate.

-type <type of certificate> - Type of Certificate
This specifies the certificate type. Valid values are the following:
* server - includes server certificates and intermediate certificates.
* client-ca - includes the public key certificate for the root CA of the SSL client

* server-ca - includes the public key certificate for the root CA of the SSL server to which Data ONTAP
is a client

* client -includes a self-signed or CA-signed digital certificate and private key to be used for Data
ONTAP as an SSL client

[-subtype <kmip-cert>] - (DEPRECATED)-Certificate Subtype

@ This parameter has been deprecated in ONTAP 9.6 and may be removed in a future release
of Data ONTAP.

This specifies a certificate subtype. This optional parameter can have
an empty value (the default). The only valid value is as follows:

* kmip-cert - this is a Key Management Interoperability Protocol (KMIP) certificate

[-cert-name <text>] - Unique Certificate Name
This specifies the system’s internal identifier for the certificate. It must be unique within a Vserver. If not

provided, it is automatically generated by the system.
Examples

This example installs a CA-signed certificate (along with intermediate certificates) for a Vserver named vsO0.

clusterl::> security certificate install -vserver vsO -type server
Please enter Certificate: Press <Enter> when done
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MIIB8TCCAZugAwIBAwWIBADANBgkghkiGO9wOBAQQFADBfMRMwEQYDVQQODEwWpuUZXRh
cHAUY29tMOswCQYDVQOGEWJIVUzZEJMACGAL1UECBMAMOkwBwWYDVQQHEWAxXCTAHBgNV
BAOTADEJMACGALIUECxXMAMQ8wWDQYJK0oZ IhvcNAQkBFgAwWHhcNMTAWNDI2MTkOOTI4
WhcNMTAWNTI2MTKkOOTI4AW)BEfMRMwEQYDVQQODEwpuZXRhcHAUY29tMQOswCQYDVQOG
EwJVUzZEJMACGA1UECBMAMQOkwBWYDVQQHEWAXCTAHBgNVBAOTADEJMACGALUECXMA
MQO8wDQYJKoZIhvcNAQkBFgAwWXDANBgkghkiGO9wOBAQEFAANLADBIAKEAYXrK2sry

Please enter Private Key: Press <Enter> when done

MIIBPAIBAAJBAM1 6ytrK8nQj82UsWeHOeT8gk0BPX+Y5MLycsUdXAThXhumHNpvE
C61X2G3238x8VEalth94tx+vOEzg+UagHlt OCAWEAAQJIBAMZjDWlgmlm3gIr/n8VT
PFnnZnbVcXVM70tbUsgPKw+QCCh9dF1jmuQKeDr+wUMWknlDeGrfhILpzfJGHrLJ
z7UCIQDr8d3g0G71UyX+BbFmo/NOuAK]S2cvUU+Y8a8pDxGLLWwIhANGa995uS18U
DiPvdaKT]j6+EcGuXfCXz+GO0rfgTZK8uzAiEArImnrfYC8KwWE9k7AO0y1RzBLAUWKY
AvuJdDn+/z+H1BdOCIQDD93P/xpadETNz53Au49VESIba/Jugckrbosd/1Sd7nQIg
aEMAzt6gHHT4mndi8Bo8sDGedG2SKx6Qbn2IpuNZ7rc=

Do you want to continue entering root and/or intermediate certificates

{yIn}: y
Please enter Intermediate Certificate: Press <Enter> when done

MITIE+zCCBGSgAWIBAgICAQOWDQYJKoZIhvcNAQEFBQAWgbsxJDAIBgNVBACTG1Zh
bG1DZXJO0IFZhbGlkYXRpb24gTmV0d29yazEXMBUGAIUEChMOVmMEsaUNlcnQsIElu
Yy4xNTAzZBgNVBASTLFZhbG1IDZXJOIENSYXNzIDIgUG9saWNSIFZhbGl1kYXRpb24g
Q0XV0aG9yaXR5MSEwHWYDVQODExhodHRwO18vd3d3LnZhbG1ljZXJ0LmNvbS8xIDAe
BgkghkiGOwOBCQEWEWluZm9AdmFsaWNl1cnQuY29tMB4XDTAOMDY yOTE3MDY yMEFoX
DTIOMDYyOTE3MDYyMFowYzELMAKGA1UEBhMCVVMxITAfBgNVBAOTGFROZSBHbYBE
YWRkeSBHcm91cCwgSW57LIExXxMC8GAIUECxMOoR28gRGFkZHkgQ2xhc3MgMiBDZXJ0

Do you want to continue entering root and/or intermediate certificates

{yln}: y
Please enter Intermediate Certificate: Press <Enter> when done

MIIC5zCCAlACAQEWDQYJKoZIhveNAQEFBQAWgbsxJDAIBGNVBACTGLZhbG1lDZXJ0
IFZhbGlkYXRpb24gTmv0d29yazEXMBUGALUEChMOVMFsaUNlcnQsIE1uYy4xNTAz
BgNVBASTLFZhbG1DZXJ0IENsYXNzIDIgUG9saWN5IFZhbGlkYXRpb24gQXV0aG9y
aXR5MSEwHwWYDVQQDExhodHRwO18vd3d3LnzhbGlj ZXJO0LmNvbS8x IDAeBgkghkiG
9wOBCQEWEWluZm9AdmFsaWNlcnQuY29tMB4XDTk5MDY yNjAWMTk1NFoXDTESMDYy
NjAWMTk1NFowgbsxJDAIBgNVBACTG1ZhbG1DZXJ0IFZhbGlkYXRpb24gTmvV0d29y
azEXMBUGA1UEChMOVMFsaUNlcnQsIE1uYy4xNTAzBgNVBASTLFZhbG1DZXJOIENS
YXNzIDIgUG9saWN5IFZhbGlkYXRpb24g0XV0aG9yaXR5MSEwHwYDVQODExhodHRw

Do you want to continue entering root and/or intermediate certificates



{yIn}: n

You should keep a copy of the private key and the CA-signed digital
certificate
for future reference.

This example installs a CA certificate for client authentication for a Vserver named vs0.

clusterl::> security certificate install -vserver vs0O -type client-ca
Please enter Certificate: Press <Enter> when done

MIIDNjCCAp+gAWIBAGIONhIilsXjOKUgodJfTNcIJVDANBgkahkiGOwOBAQUFADCB
zJELMAkKGA1IUEBhMCWkExXFTATBgNVBAgGTDFd1c3R1cm4gQ2FwZTESMBAGAL1UEBxMJ
Q2FwZSBUb3duMROwWGWYDVQQOKExRUaGF3dGUgQ29uc3VsdGluZyBjYzEoOMCYGA1UE
CxMfQ2VydGlmaWNhdGlvbiBTZXJ2aWNlcyBEaXZpc2lvbjEhMB8GA1UEAXMYVGhh
d3R1IFByZWlpdW0gU2VydmVyIENBMSgwJgYJKoZIhvcNAQkBRFhlwemVtaXVEtLXNL
cnZlckB0aGF3dGUuY29tMB4XDTk2MDgwMTAWMDAWMEOXDTIXxMDEWMTIZNTk10OVow
gc4xCzAJBgNVBAYTA1pBMRUWEWYDVQQIEWxXZXNOZXJuIENhcGUXEjJAQBgNVBACT

You should keep a copy of the CA-signed digital certificate for future

reference.

This example installs a CA certificate for server authentication for a Vserver named vs0. In this case, Data
ONTAP acts as an SSL client.

clusterl::> security certificate install -vserver vs0 -type server-ca
Please enter Certificate: Press <Enter> when done

MIIDNjCCAp+gAwIBAgIQONhIilsXjOKUgodJfTNcIJVDANBgkahkiGOwOBAQUFADCB
zJELMAKGA1UEBhMCWkEXFTATBgNVBAgGTDFd1c3R1cmd4gQ2FwZTESMBAGA1UEBxMJ
Q2FwZSBUb3duMROwWGWYDVQQOKExRUaGF3dGUgQ29uc3VsdGluZyBjYzEoMCYGALUE
CxMfQ2VydGlmaWNhdGlvbiBTZXJ2aWNlcyBEaXZpc2lvbjEhMB8GAIUEAXMYVGhh
d3R1IFByZWlpdW0gU2VydmVyIENBMSgwJgYJKoZIhvcNAQkRFhlwemVtaXVtLXNL
cnZlckB0aGF3dGUuY29tMB4XDTk2MDgwMTAWMDAWMEFoXDTIxXMDEWMTIZzNTk10OVow
gc4xCzAJBgNVBAYTAlpBMRUWEWYDVQQIEWxXZXNOZXJuIENhcGUXEjAQBgNVBACT

You should keep a copy of the CA-signed digital certificate for future

reference.

security certificate print

Display the contents of a certificate
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Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command displays the details of either an installed certificate or by reading a certificate from user input.

Parameters

-vserver <Vserver Name> - Vserver Name

Use this parameter to specify the Vserver that has the certificate installed.

{ [-cert-name <text>] - Installed Certificate Name
Use this parameter to specify the unique name of the installed certificate to read and display.

| [-cert-uuid <UUID>] - Installed Certificate UUID }

Use this parameter to specify the unique UUID of the installed certificate to read and display. With no name

or UUID specified, the certificate will read and display from user input.

Examples

The following example reads and prints the details of the certificate.

clusterl::> security certificate print -vserver vs(0 -cert-name
AAACertificateServices
Certificate details:
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 6271844772424770508 (0x570al119742cd4e3cc)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=IT, L=Milan, O=Actalis S.p.A./03358520967, CN=Actalis
Authentication Root CA
Validity
Not Before: Sep 22 11:22:02 2011 GMT
Not After : Sep 22 11:22:02 2030 GMT
Subject: C=IT, L=Milan, O=Actalis S.p.A./03358520967, CN=Actalis
Authentication Root CA
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (4096 bit)

Modulus:
00:a7:c6:cd4:a5:29:a4:2c:ef:e5:18:¢c5:b0:50:a3:
6f:51:3b:9f:0a:5a:¢c9:¢c2:48:38:0a:c2:1c:a0:18:
7£:91:05:87:09:40:3£:dd:1d:68:1£:08:83:d5:2d:
1e:88:a20:£8:8f£:56:8f£:6d:99:02:92:90:16:d5:5f:
08:6c:89:d7:el:ac:bc:20:c2:b1:e0:83:51:8a:69:
4d:00:96:5a:6f:2f:c0:44:7e:a3:0e:e4:91:cd:58:
ee:dc:fb:c7:1e:45:47:dd:27:09:08:01:9f:a6:21:
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26

1d:
65:
ba:
9f:
b7:
ch:
22
c8:
47 :
50:
10:
£8:
84:
bc:
97:
ff:
14:
af:
bc:
10:
b5:
fc:
14:
f6:
eb6:
ba:
3b:
b5:

f5:
8e:
cd:
80:
8a:
ees
55:
5b:
1f
9c:
e’l:
93:
82:
3e:
e8:
18:
4f
9b:
cO:
dsg:
cd:
10:
eb6
53:
78:
O0b:
8c:
9f:

Exponent:

X509v3 extensions:
X509v3 Subject Key Identifier:

52:D8:88:3A:C8:9F:78:66:ED:89:F3:7B:38:70:94:C9:02:

keyid:52:D8:88:3A:C8:9F:78:66:ED:89:F3:7B:38:70:94:
X509v3 Key Usage:
Certificate Sign,
Signature Algorithm:
Ob:
a6:
6a:

66

a’:

41
86:
f0:
S5a:
Oc:
ees
1b:
al:

:04:

19:
54:
94 :
e3:
ed:
8b
fb:

259k

of:
da:
e3:
ed:
1b:

:bd:

ch:
63
20:
f£2
4b
655

32603

54:
7d:
5b:
5d:
2e:
e3:
cc:
eb:
fe:
3e:
47
53:
85:

:bl:

cb6:
45:
fb:
8f:
35:
1f:
62:
05:
80:

3lo@ 3

94 .

:bl:

37

2f:4c:
8f:93:
13:57:
3a:bd:
07:37:
8e:dd:
46:e3:
89:1b:
a3:39:
96:87:
ag8:3a:

:20:bb:

54:79:
6d:ef:
10:07:
fl:5a:
f6:0c:
84:d3:
4a:93:
Tc:4c:
d7:17:
64:9d:
fb:b8:
34:50:
fd:b2:
de:7b:
cl:5d:

(0x100

X509v3 Basic Constraints:

CA:T

RUE

fd:
43:
cO:
c9:
08:
2a:
e3:
el:
92:
le:
76:
fe:
dd:
25:
fa:
8b:
Se:
77 :
£8:
19
06:
6d:
9f:
28:
ad:
83
9d:

01)

28:
29:
5d:
a7:
cb:
ed:
3d:
30:
06:
3c:
24 :
d4
db:
11:
65:
59:
28:
5a:
44

b4

0d:
e0:
eb6:
58:
9b:

:b8:

ad:

ad:
de:

22
6C:
b7:

26:
9f:
65:
4f:

:0e:

9c:
f2:
81
e2:
5f
95:
21:
de:
Ta:
95:
df:
f0:
2b
ff:
0b:

critical

X509v3 Authority Key Identifier:

To:
ds:
d5:
:b0:
9d:

72:87

58:0a:
dd:3b:

67 :be
ad:0e

:cO
Oe

:6f

:87:

la:

critical

:60:
:4f:
32:
:b6:
89:

a6:
13:
ee:
cO:
52:

49

35:
90:
13:
71:

58:
1d:
d2:
aa:
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be:f4:3f:9a:d9:f0:£3:5a:87:21:71:80:4d:cb:e0:38:9p:3f:
bb:fa:e0:30:4d:cf:86:d3:65:10:19:18:d1:97:02:b1:2b:72:
42:68:ac:al0:bd:4e:5a:da:18:bf:6b:98:81:d0:fd:%a:be:5e:
15:48:cd:11:15:09:c0:29:5¢c:b4:e8:88:f7:3e:36:ae:b7:62:
fd:1le:62:de:70:78:10:1c:48:5b:da:bc:ad4:38:ba:67:ed:55:
3e:5:57:df:d4:03:40:4¢c:81:24:d2:4f:63:a27:09:42:09:14:
£fc:00:29:¢c2:80:73:4£:2e:c0:40:d9:11:7b:48:ea:7a:02:c0:
d3:eb:28:01:26:58:74:¢c1:c0:73:22:6d:93:95:£d:39:7d:bb:
2a:e3:f6:82:e3:2¢c:97:5f:4e:1f:91:94:fa:fe:2c:a3:d8:76:
la:b8:4d:b2:38:4f:90:fa:1d:48:60:79:26:e2:£f3:fd:a9:d0:
9a:e8:70:8£:49:7a:d6:e5:bd:0a:0e:db:2d:£3:8d:bf:eb:e3:
ad:7d:cb:c7:95:71:e8:da:a3:7c:c5:¢c2:£8:74:92:04:1b:86:
ac:a4:22:53:40:b6:ac:fe:4c:76:cf:fb:94:32:c0:35:9f:76:
3f:6e:e5:90:6e:a0:a6:26:a2:b8:2c:be:dl1:2b:85:fd:a7:68:
c8:ba:01:2b:bl:6c:74:1d:08:73:95:e7:ee:07:c7:25:£0:00:
4c:00:b2:7e:b6:0b:8b:1c:£f3:c0:50:9€:25:09:e0:08:de:36:
66:ff:37:a5:d1:bb:54:64:2c:c9:27:05:4b:92:7e:65:ff£:d3:
2d:el:b9:4e:bc:7f:a4:41:21:90:41:77:a6:39:1f:ea:9e:e3:
9f:d0:66:6f:05:ec:aa:76:7e:bf:6b:16:a0:eb:b5:c7:fc:92:
54:2f:2b:11:27:25:37:78:4c:51:6a:b0:£f3:cc:58:5d:14:f1:
6a:48:15:ff:c2:07:b6:b1:8d:0f:8e:5¢c:50:46:b3:3d:bf:01:
98:4f:02:59:54:47:3e:34:7b:78:6d:56:93:2e:73:ea:66:28:
78:cd:1d:14:bf:a0:8f:2f:2e:b8:2e:8e:f2:14:8a:cc:e9:b5:
7c:fb:6c:9d:0c:a5:e1:96

security certificate rename
Rename a certificate
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command allows the user to modify the name of an installed digital certificate. This command does not
alter the certificate itself.

Parameters

-vserver <Vserver Name> - Vserver Name

This specifies the name of the Vserver on which the certificate exists.

-cert-name <text> - Existing Certificate Name
This specifies the current name of the certificate.

-new-name <text> - New Certificate Name
This specifies the desired name of the certificate. It must be unique among certificates in the Vserver.



Examples

clusterl::> security certificate rename -vserver vs0 -cert-name
AAACertificateServices -new-nameAAACertServ

security certificate show-generated
Display ONTAP generated certificates

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command displays information about the Data ONTAP generated digital digital certificates. Some details
are displayed only when you use the command with the -instance parameter.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-vserver <Vserver Name>] - Name of Vserver
Selects the Vserver whose digital certificates you want to display.

[-common-name <FQDN or Custom Common Name>] - FQDN or Custom Common Name
Selects the certificates that match this parameter value.

[-serial <text>] - Serial Number of Certificate
Selects the certificates that match this parameter value.

[-ca <text>] - Certificate Authority
Selects the certificates that match this parameter value.

[-type <type of certificate>] - Type of Certificate
Selects the certificates that match this parameter value.

[-subtype <kmip-cert>] - (DEPRECATED)-Certificate Subtype

(D This parameter has been deprecated in ONTAP 9.6 and may be removed in a future release
of Data ONTAP.

Selects the certificate subtype that matches the specified value. The
valid values are as follows:
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* kmip-cert - this is a Key Management Interoperability Protocol (KMIP) certificate

[-cert-name <text>] - Unique Certificate Name
This specifies the system’s internal identifier for the certificate. It is unique within a Vserver.

[-size <size of requested certificate in bits>] - Size of Requested Certificate in Bits
Selects the certificates that match this parameter value.

[-start <Date>] - Certificate Start Date
Selects the certificates that match this parameter value.

[-expiration <Date>] - Certificate Expiration Date
Selects the certificates that match this parameter value.

[-public-cert <certificate>] - Public Key Certificate
Selects the certificates that match this parameter value.

[-country <text>] - Country Name
Selects the certificates that match this parameter value.

[-state <text>] - State or Province Name
Selects the certificates that match this parameter value.

[-locality <text>] - Locality Name
Selects the certificates that match this parameter value.

[-organization <text>] - Organization Name
Selects the certificates that match this parameter value.

[-unit <text>] - Organization Unit
Selects the certificates that match this parameter value.

[-email-addr <mail address>] - Contact Administrator’s Email Address
Selects the certificates that match this parameter value.

[-protocol <protocol>] - Protocol
Selects the certificates that match this parameter value.

[-hash-function <hashing function>] - Hashing Function
Selects the certificates that match this parameter value.

[-self-signed {true|false}] - Self-Signed Certificate
Selects the certificates that match this parameter value.

[-is-root {true|false}] -Is Root CA Certificate?
Selects the certificates that match this parameter value.

[-authority-key-identifier <text>] - Authority Key Identifier
Selects the certificates that match this parameter value.
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[-subject-key-identifier <text>] - Subject Key Identifier
Selects the certificates that match this parameter value.

Examples

The examples below display information about Data ONTAP generated digital certificates.

clusterl::> security certificate show-generated

Vserver Serial Number Certificate Name

vsO0 4F4E4ADTB www.example.com server
Certificate Authority: www.example.com

Expiration Date: Thu Feb 28 16:08:28 2013
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clusterl::> security certificate show-generated -instance

Vserver: vsO

Certificate Name: www.example.com

FODN or Custom Common Name: www.example.com
Serial Number of Certificate: 4F4E4D7B

Certificate Authority: www.example.com

Type of Certificate: server
Size of Requested Certificate(bits): 2048
Certificate Start Date: Fri Apr 30 14:14:46 2010
Certificate Expiration Date: Sat Apr 30 14:14:46 2011
Public Key Certificate: ----- BEGIN CERTIFICATE-----
MIIDfTCCAMWgAWIBAwWIBADANBgkghkiG9wOBAQsFADBgGMROQWEgGYDVQQODEWtsYWIu
YWJJLmNvbTELMAKGA1UEBhMCVVMxCTAHBRgNVBAGTADEIJMACGA1UEBXMAMQKkWwBWYD
VOQKEWAXCTAHBgNVBASTADEPMAOGCSgGSIb3DQEJARYAMBAXDTEWMDQzMDE4MTQO
BgNVHQ8BAf8EBAMCAQYWHQYDVROOBBYEFCVG7dYGe5lakEl4ecaCdL+LOAXUMAOG
CSqGSIb3DQEBCWUAA4IBAQBJ1ES51pkDY3ZpsSrQeMOoWLte IR+1HOWKZOM1Bhy6Q
+gsE3XEtnNO7AE4npjIT0eVPONI9QIJAbPOUPKaCGAVBSBMoM2mOwbfswI7aJoEh
+XuEoNr0GOz+mltnfhgvllfT6Ms+xzd3LGZYQTworus?2

Country Name (2 letter code UusS

State or Province Name (full name California

)
)
Locality Name (e.g. city): Sunnyvale
)
)

Organization Name (e.g. company example
Organization Unit (e.g. section IT
Email Address (Contact Name): webW@example.com

Protocol: SSL
Hashing Function: SHA256

security certificate show-truststore
Display default truststore certificates
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command displays information about the default CA certificates that come pre-installed with Data ONTAP.
Some details are displayed only when you use the command with the -instance parameter.
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Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-vserver <Vserver Name>] - Name of Vserver
Selects the Vserver whose digital certificates you want to display.

[-common-name <FQDN or Custom Common Name>] - FQDN or Custom Common Name

Selects the certificates that match this parameter value.

[-serial <text>] - Serial Number of Certificate
Selects the certificates that match this parameter value.

[-ca <text>] - Certificate Authority
Selects the certificates that match this parameter value.

[-type <type of certificate>] - Type of Certificate
Selects the certificates that match this parameter value.

[-subtype <kmip-cert>] - (DEPRECATED)-Certificate Subtype

@ This parameter has been deprecated in ONTAP 9.6 and may be removed in a future release
of Data ONTAP.

Selects the certificate subtype that matches the specified value. The
valid values are as follows:

* kmip-cert - this is a Key Management Interoperability Protocol (KMIP) certificate

[-cert-name <text>] - Unique Certificate Name
This specifies the system’s internal identifier for the certificate. It is unique within a Vserver.

[-size <size of requested certificate in bits>] - Size of Requested Certificate in Bits
Selects the certificates that match this parameter value.

[-start <Date>] - Certificate Start Date
Selects the certificates that match this parameter value.

[-expiration <Date>] - Certificate Expiration Date
Selects the certificates that match this parameter value.

[-public-cert <certificate>] - Public Key Certificate
Selects the certificates that match this parameter value.
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[-country <text>] - Country Name
Selects the certificates that match this parameter value.

[-state <text>] - State or Province Name
Selects the certificates that match this parameter value.

[-locality <text>] - Locality Name
Selects the certificates that match this parameter value.

[-organization <text>] - Organization Name
Selects the certificates that match this parameter value.

[-unit <text>] - Organization Unit
Selects the certificates that match this parameter value.

[-email-addr <mail address>] - Contact Administrator’s Email Address
Selects the certificates that match this parameter value.

[-protocol <protocol>] - Protocol
Selects the certificates that match this parameter value.

[-hash-function <hashing function>] - Hashing Function
Selects the certificates that match this parameter value.

[-self-signed {true|false}] - Self-Signed Certificate
Selects the certificates that match this parameter value.

[-is-root {true|false}] -Is Root CA Certificate?
Selects the certificates that match this parameter value.

[-authority-key-identifier <text>] - Authority Key Identifier
Selects the certificates that match this parameter value.

[-subject-key-identifier <text>] - Subject Key ldentifier
Selects the certificates that match this parameter value.

Examples

The examples below display information about the pre-installed truststore digital certificates.
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clusterl:

Vserver Serial Number

vsO0 4F4E4D7B
Certificate Authority:
Expiration Date:

clusterl:

Vserver:

Certificate Name:

FODN or Custom Common Name:

Serial Number of Certificate:
Certificate Authority:

Type of Certificate:

Size of Requested Certificate(bits):
Certificate Start Date:

Certificate Expiration Date:

Public Key Certificate:

www.example.com

:> security certificate show-truststore

Certificate Name

server—-ca

www.example.com
Thu Feb 28 16:08:28 2013

:> security certificate show-truststore -instance

vsO0

www.example.com
www.example.com
4F4E4DTB
www.example.com
server-ca

2048

Fri Apr 30 14:14:46 2010
Sat Apr 30 14:14:46 2011

MIIDfTCCAmMWgAWIBAWIBADANBgkahkiG9wOBAQsFADBgGMROWEgYDVQQODEWtsYWIu

YWJJLmNvbTELMAKkGAIUEBhMCVVMxCTAHBgNVBAgGTADEJMACGAIUEBXMAMQOkwBwWYD

VOOKEWAxCTAHBgNVBASTADEPMAOGCSgGSIb3DQEJARYAMB4XDTEWMDQzMDE4AMTQO

BgNVHQ8BAf8EBAMCAQYWHQYDVROOBBYEFCVG7dYGeblakEl4ecaCdL+LOAXUMAOG

CSgGSIb3DOEBCWUAA4IBAQBJI1IES1pkDY3ZpsSrQeMOoWLteIR+1HOWKZOM1Bhy 60

+gsE3XEtnNO7AE4npjIT0eVPONI9QIJAbPOUPKaCGAVBSBMoM2mOwbfswI7aJoEh

+XuEoNr0GOz+mltnfhgv1l1fT6Ms+xzd3LGZYQTworus2

Country Name (2 letter code

State or Province Name (full name

Locality Name (e.g.
Organization Name (e.g. company
Organization Unit (e.g. section

Email Address

Protocol:

Hashing Function:
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security certificate show-user-installed
Display user installed certificates

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command displays information about the user installed digital certificates. Some details are displayed only
when you use the command with the -instance parameter. In systems upgraded to Data ONTAP 9.4 or later,
existing Data ONTAP generated certificates will also be shown as part of this command.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-vserver <Vserver Name>] - Name of Vserver

Selects the Vserver whose digital certificates you want to display.

[-common-name <FQDN or Custom Common Name>] - FQDN or Custom Common Name
Selects the certificates that match this parameter value.

[-serial <text>] - Serial Number of Certificate
Selects the certificates that match this parameter value.

[-ca <text>] - Certificate Authority
Selects the certificates that match this parameter value.

[-type <type of certificate>] - Type of Certificate
Selects the certificates that match this parameter value.

[-subtype <kmip-cert>] - (DEPRECATED)-Certificate Subtype

(D This parameter has been deprecated in ONTAP 9.6 and may be removed in a future release
of Data ONTAP.

Selects the certificate subtype that matches the specified value. The
valid values are as follows:

* kmip-cert - this is a Key Management Interoperability Protocol (KMIP) certificate

[-cert-name <text>] - Unique Certificate Name
This specifies the system’s internal identifier for the certificate. It is unique within a Vserver.
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[-size <size of requested certificate in bits>] - Size of Requested Certificate in Bits
Selects the certificates that match this parameter value.

[-start <Date>] - Certificate Start Date
Selects the certificates that match this parameter value.

[-expiration <Date>] - Certificate Expiration Date
Selects the certificates that match this parameter value.

[-public-cert <certificate>] - Public Key Certificate
Selects the certificates that match this parameter value.

[-country <text>] - Country Name
Selects the certificates that match this parameter value.

[-state <text>] - State or Province Name
Selects the certificates that match this parameter value.

[-locality <text>] - Locality Name
Selects the certificates that match this parameter value.

[-organization <text>] - Organization Name
Selects the certificates that match this parameter value.

[-unit <text>] - Organization Unit
Selects the certificates that match this parameter value.

[-email-addr <mail address>] - Contact Administrator’s Email Address
Selects the certificates that match this parameter value.

[-protocol <protocol>] - Protocol
Selects the certificates that match this parameter value.

[-hash-function <hashing function>] - Hashing Function
Selects the certificates that match this parameter value.

[-self-signed {true|false}] - Self-Signed Certificate
Selects the certificates that match this parameter value.

[-is-root {true|false}] -Is Root CA Certificate?
Selects the certificates that match this parameter value.

[-authority-key-identifier <text>] - Authority Key Identifier
Selects the certificates that match this parameter value.

[-subject-key-identifier <text>] - Subject Key Identifier
Selects the certificates that match this parameter value.
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Examples

The examples below display information about user installed digital certificates.

clusterl::> security certificate show-user-installed

Vserver Serial Number Certificate Name

vs0 4F4E4D7B www.example.com server
Certificate Authority: www.example.com
Expiration Date: Thu Feb 28 16:08:28 2013
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clusterl::> security certificate show-user-installed -instance
Vserver: vs0
Certificate Name: www.example.com
FODN or Custom Common Name: www.example.com
Serial Number of Certificate: 4F4E4D7B
Certificate Authority: www.example.com
Type of Certificate: server
Size of Requested Certificate(bits): 2048
Certificate Start Date: Fri Apr 30 14:14:46 2010
Certificate Expiration Date: Sat Apr 30 14:14:46 2011
Public Key Certificate: ----- BEGIN CERTIFICATE-----

MIIDfTCCAMWgAWIBAwWIBADANBgkghkiG9wOBAQsFADBgGMROQWEgGYDVQQODEWtsYWIu
YWJJLmNvbTELMAKGA1UEBhMCVVMxCTAHBRgNVBAGTADEIJMACGA1UEBXMAMQKkWwBWYD
VOOKEWAxCTAHBgNVBASTADEPMAOGCSgGSIb3DQEJARYAMBAXDTEWMDQzMDE4AMTQO
BgNVHQ8BAf8EBAMCAQYWHQYDVROOBBYEFCVG7dYGe5lakEl4ecaCdL+LOAXUMAOG
CSQGSIb3DQEBCWUAA4IBAQBJI1ES1pkDY3ZpsSrQeMOoWLte IR+1HOWKZOM1Bhy6Q
+gsE3XEtnNO7AE4npjIT0eVPONI9QIJAbPOUPKaCGAVBSBMoM2mOwbfswI7aJoEh
+XuEoNr0GOz+mltnfhgvllfT6Ms+xzd3LGZYQTworus?2

Country Name (2 letter code UusS

State or Province Name (full name California

)
)
Locality Name (e.g. city): Sunnyvale
)
)

Organization Name (e.g. company example
Organization Unit (e.g. section IT
Email Address (Contact Name): webW@example.com

Protocol: SSL
Hashing Function: SHA256

security certificate show
Display Installed Digital Certificates
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command displays information about the installed digital certificates. Some details are displayed only
when you use the command with the -instance parameter.
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Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-vserver <Vserver Name>] - Name of Vserver
Selects the Vserver whose digital certificates you want to display.

[-common-name <FQDN or Custom Common Name>] - FQDN or Custom Common Name
Selects the certificates that match this parameter value.

[-serial <text>] - Serial Number of Certificate
Selects the certificates that match this parameter value.

[-ca <text>] - Certificate Authority
Selects the certificates that match this parameter value.

[-type <type of certificate>] - Type of Certificate
Selects the certificates that match this parameter value.

[-subtype <kmip-cert>] - (DEPRECATED)-Certificate Subtype

@ This parameter has been deprecated in ONTAP 9.6 and may be removed in a future release
of Data ONTAP.

Selects the certificate subtype that matches the specified value. The
valid values are as follows:

* kmip-cert - this is a Key Management Interoperability Protocol (KMIP) certificate

[-cert-name <text>] - Unique Certificate Name
This specifies the system’s internal identifier for the certificate. It is unique within a Vserver.

[-size <size of requested certificate in bits>] - Size of Requested Certificate in Bits
Selects the certificates that match this parameter value.

[-start <Date>] - Certificate Start Date
Selects the certificates that match this parameter value.

[-expiration <Date>] - Certificate Expiration Date
Selects the certificates that match this parameter value.

[-public-cert <certificate>] - Public Key Certificate
Selects the certificates that match this parameter value.
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[-country <text>] - Country Name
Selects the certificates that match this parameter value.

[-state <text>] - State or Province Name
Selects the certificates that match this parameter value.

[-locality <text>] - Locality Name
Selects the certificates that match this parameter value.

[-organization <text>] - Organization Name
Selects the certificates that match this parameter value.

[-unit <text>] - Organization Unit
Selects the certificates that match this parameter value.

[-email-addr <mail address>] - Contact Administrator’s Email Address
Selects the certificates that match this parameter value.

[-protocol <protocol>] - Protocol
Selects the certificates that match this parameter value.

[-hash-function <hashing function>] - Hashing Function
Selects the certificates that match this parameter value.

[-self-signed {true|false}] - Self-Signed Certificate
Selects the certificates that match this parameter value.

[-is-root {true|false}] -Is Root CA Certificate?
Selects the certificates that match this parameter value.

[-authority-key-identifier <text>] - Authority Key Identifier
Selects the certificates that match this parameter value.

[-subject-key-identifier <text>] - Subject Key ldentifier
Selects the certificates that match this parameter value.

Examples

The examples below display information about digital certificates.
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clusterl::> security certificate show

Vserver Serial Number Certificate Name
vs0 4F4E4D7B wWWww.example.com
server

Certificate Authority: www.example.com
Expiration Date: Thu Feb 28 16:08:28 2013
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clusterl::> security certificate show -instance

Vserver: vsO

Certificate Name: www.example.com

FODN or Custom Common Name: www.example.com
Serial Number of Certificate: 4F4E4D7B

Certificate Authority: www.example.com

Type of Certificate: server
Size of Requested Certificate(bits): 2048
Certificate Start Date: Fri Apr 30 14:14:46 2010
Certificate Expiration Date: Sat Apr 30 14:14:46 2011
Public Key Certificate: ----- BEGIN CERTIFICATE-----
MIIDfTCCAMWgAWIBAwWIBADANBgkghkiG9wOBAQsFADBgGMROQWEgGYDVQQODEWtsYWIu
YWJJLmNvbTELMAKGA1UEBhMCVVMxCTAHBRgNVBAGTADEIJMACGA1UEBXMAMQKkWwBWYD
VOQKEWAXCTAHBgNVBASTADEPMAOGCSgGSIb3DQEJARYAMBAXDTEWMDQzMDE4MTQO
BgNVHQ8BAf8EBAMCAQYWHQYDVROOBBYEFCVG7dYGe5lakEl4ecaCdL+LOAXUMAOG
CSqGSIb3DQEBCWUAA4IBAQBJ1ES51pkDY3ZpsSrQeMOoWLte IR+1HOWKZOM1Bhy6Q
+gsE3XEtnNO7AE4npjIT0eVPONI9QIJAbPOUPKaCGAVBSBMoM2mOwbfswI7aJoEh
+XuEoNr0GOz+mltnfhgvllfT6Ms+xzd3LGZYQTworus?2

Country Name (2 letter code UusS

State or Province Name (full name California

)
)
Locality Name (e.g. city): Sunnyvale
)
)

Organization Name (e.g. company example
Organization Unit (e.g. section IT
Email Address (Contact Name): webW@example.com

Protocol: SSL
Hashing Function: SHA256

security certificate sign
Sign a Digital Certificate using Self-Signed Root CA
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command signs a digital certificate signing request and generates a certificate using a Self-Signed Root
CA certificate in either PEM or PKCS12 format. You can use the security certificate generate-csr command to
generate a digital certificate signing request.
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Parameters

-vserver <Vserver Name> - Name of Vserver
This specifies the name of the Vserver on which the signed certificate will exist.

-ca <text> - Certificate Authority to Sign
This specifies the name of the Certificate Authority that will sign the certificate.

-ca-serial <text> - Serial Number of CA Certificate
This specifies the serial number of the Certificate Authority that will sign the certificate.

[-expire-days <integer>] - Number of Days until Expiration

This specifies the number of days until the signed certificate expires. The default value is 365 days.
Possible values are between 1 and 3652 .

[-format <certificate format>] - Certificate Format

This specifies the format of signed certificate. The default value is PEM. Possible values include PEM and
PKCS12.

[-destination {(ftp|http):// (hostname|IPv4 Address|'['IPv6é Address']')..}] - Where to
Send File

This specifies the destination to upload the signed certificate. This option can only be used when the format
is PKCS12.

[-hash-function <hashing function>] - Hashing Function

This specifies the cryptographic hashing function for the self-signed certificate. The default value is
SHA256. Possible values include SHAI , SHA256 and MD5 .

Examples

This example signs a digital certificate for a Vserver named vs0 using a Certificate Authority certificate that has
a ca of www. ca.comand a ca-serial of 4F4EB629 in PEM format using the SHA256 hashing function.
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clusterl::> security certificate sign -vserver vsO -ca www.ca.com -ca
-serial 4F4EB629 -expire-days 36 -format PEM -hash-function SHA256

Please enter Certificate Signing Request (CSR): Press <Enter> when done

MIIBGJjCBxQIBADBgMROWEGYDVQQODEWt1eGFtcGx1LmNvbTELMAKGA1UEBhMCVVMx
CTAHBgNVBAgTADEJMACGAIUEBxXxMAMQkwBWYDVQOKEWAXCTAHBgNVBASTADEPMAOG
CSgGSIb3DQEJARYAMEwWwDQYJK0Z IThvcNAQEBRBQADSWAWSAJBAPXFanNoJApT1nzS
x0cx1xgIMRRGZCR7tVmMTYygPSuTvihVtwDJIbmXuj6U3alwoUsbl3wfEvVOnHVFENci
2ninsJ8CAWEAAaAAMAOGCSgGSIb3DQERCWUAAOEAGEagLfso5+4g+ejiRKKTUPQO
UgOUEoKuvxhOvPC2w7b//fNSFSFHVX10gEOhYECN/NX9h8mbphCoM5YZ40fnKw==

MIICwDCCAaigAwIBAGIET10skDANBgkghkiG9w0OBAQsFADBAMREWDwWYDVQQDEwWh2
czAuY2VydDELMAKGA1UEBhMCVVMxCTAHBGNVBAGTADE JMACGALUEBXMAMOkwBwWYD
VOOKEWAXCTAHBgNVBASTADEPMAOGCSQGS Ib3DQEJARYAMB4XDTEyMDMwOTE 2MTUX
M10XDTEyMDQxNDE2MTUxM1 owYDEUMBIGALUEAXMLZXhhbXBsZS59b20xCzATBgNV
BAYTA1VTMQkwBwYDVQQIEWAxXCTAHBGNVBACTADEJMACGALUEChMAMQkwBwWYDVQQL
EwAxDzANBgkghkiG9w0OBCQEWADBCMAOGCSGGSIb3DQEBAQUAAODSAMEGCQODL XWpz

This example signs and exports a digital certificate to destination ftp://10.98.1.1//u/sam/sign.pfx for a Vserver
named vs0 using a Certificate Authority certificate that expires in 36 days and has a ca value of www. ca.com
and a ca-serial value of 4F4EB629 in PKCS12 format by the MD5 hashing function.
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ftp://10.98.1.1//u/sam/sign.pfx

clusterl::> security certificate sign -vserver vsO -ca www.ca.com -ca
-serial 4F4EB629

-expire-days 36 -format PKCS12 -destination
ftp://10.98.1.1//u/sam/sign.pfx -hash-function MD5

Please enter Certificate Signing Request (CSR): Press <Enter> when done

MITIBGjCBxQIBADBgMRQWEgYDVQQODEWt1eGFtcGx1LmNvbTELMAKGA1UEBhMCVVMx
CTAHBgNVBAgTADEJMACGA1UEBxMAMOkwBwYDVQQKEWAxXCTAHBgNVBAsTADEPMAOG
CSgGSIb3DOEJARYAMFwwDQYJKoZ ThvcNAQEBBOQADSWAWSAJBAPXFanNoJApT1nzS
x0cxixgImMRRGZCR7tVmTYygPSuTvEfhVtwDJbmXuj6U3alwoUsbl3wfEvQOnHVENci
2ninsJ8CAWEAAaAAMAOGCSgGSIb3DQEBCWUAAOEAGEagLfso5+4g+ejiRKKTUPQO
UgOUEoKuvxhOvPC2w7b//fNSFSFHvVX10gEOhYECNH/NX9h8mbphCoM5YZ40fnKw==

MIICwDCCAaigAwIBAGIET1ot8jANBgkqhkiGIwOBAQSFADBAMREWDWYDVQQDEwWh2
czAuY2VydDELMAkGAIUEBhMCVVMxCTAHBgNVBAGTADEJMACGA1UEBxXMAMQkwBwWYD
VQOKEWAXCTAHBgNVBAsSTADEPMAOGCSgGSIb3DQEJARYAMBAXDTEyMDMwOTE2M]Ew
N1oXDTEyMDQXNDE2MjEwWN1owYDEUMBIGA1UEAXMLZXhhbXBsZS5jb20xCzAJBgNV
BAYTAIVTMQkwBwYDVQQIEWAXCTAHBgNVBACTADEJMACGAIUEChMAMOkwBWYDVQQL
EwAxDzANBgkqhkiG9w0OBCQEWADBCMAOGCSQGSIb3DOEBAQUAAOSAMEGCQQOD1 XWpz
0arXHSyDzv3T5Q0IxBGRJOACtgdjJugqtuAdmnKvK{ELS104C90

Please enter Private Key: Press <Enter> when done

MIIBOWIBAAJBAPXFanNoJApTInzSx0cxixgImMRRGZCR7tVmTYygPSuTvfhvtwDJb
mXuj6oU3alwoUsbl3wfEvVOnHVENCci2ninsJ8CAWEAAQJAWL2A0+bW3FKezEuIrQlu
KoMyRYK455wtMk8BrOyJfhYsB20B28eifjJvRWATOBEavI9M7cEzgPv+p5kaZzTTM
gQIhAPsp+31hrUXSRJ979LIJJIY0sNez39717ViFXWQScx/ehAiEA+0oDbOoOW1Vvu
xJ4aitxVBu6ByVckYU8LbsfeRNsZwD8CIQChbZ1/ENvm1J/P7NI9ExJ2NCtEYxd0Q5
cwBZ5NfZeMBpwQIhAPKkOKWQSLadGfsKO0771itF+hOFGFNHbtuNTrVg4dvPW3nAiAA
PeMBQgEv28y2r8D4dkYzxcXm]zJ1luUSZSZ9c/wS6fA==

Please enter a password for pkcsl2 file:
Please enter it again:

Enter User for Destination URI: sam
Enter Password:

Related Links

* security certificate generate-csr



security certificate ca-issued revoke
Revoke a Digital Certificate
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command revokes a digital certificate signed by a Self-Signed Root CA.

Parameters

-vserver <Vserver Name> - Name of Vserver
This specifies the name of the Vserver on which the certificate is stored.

-serial <text> - Serial Number of Certificate
This specifies the serial number of the certificate.

-ca <text> - Certificate Authority
This specifies the name of the Certificate Authority whose certificate will be revoked.

-ca-serial <text> - Serial Number of CA Certificate
This specifies the serial number of Certificate Authority.

[-common-name <FQDN or Custom Common Name>] - FQDN or Custom Common Name

This specifies a fully qualified domain name (FQDN) or custom common name or the name of a person.
This field is optional if ca-serial is specified.

Examples

This example revokes a signed digital certificate for a Vserver named vs0 with serial as 4F5A2DF2 for a
Certificate Authority certificate that has a ca of www. ca. com and a ca-serial of 4F4EB629.

clusterl::> security certificate ca-issued revoke -vserver vs0 -serial
4F5A2DF2 -ca www.ca.com -ca-serial 4F4EB629

security certificate ca-issued show

Display CA-Issued Digital Certificates

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.
Description

This command displays the following information about the digital certificates issued by the self-signed root-ca:

* Vserver
« Serial number of certificate

* FQDN or custom common name or the name of a person
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 Serial number of CA certificate
* Status (active, revoked)
* Certificate Authority
» Expiration date
* Revocation date
To display more details, run the command with the -instance parameter. This will add the following
information:
» Country name
« State or province name
* Locality name
* Organization name
* Organization unit

» Contact administrator’s email address

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the —instance parameter, the command displays detailed information about all fields.

[-vserver <Vserver Name>] - Name of Vserver
Selects the certificates that match this parameter value.

[-serial <text>] - Serial Number of Certificate
Selects the certificates that match this parameter value.

[-ca <text>] - Certificate Authority
Selects the certificates that match this parameter value.

[-ca-serial <text>] - Serial Number of CA Certificate
Selects the certificates that match this parameter value.

[-common-name <FQDN or Custom Common Name>] - FQDN or Custom Common Name
Selects the certificates that match this parameter value.

[-status <status of certificate>] - Status of Certificate
Selects the certificates that match this parameter value. Possible values include active and revoked.

[-expiration <Date>] - Certificate Expiration Date
Selects the certificates that match this parameter value.
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[-revocation <Date>] - Certificate Revocation Date
Selects the certificates that match this parameter value.

[-country <text>] - Country Name (2 letter code)
Selects the certificates that match this parameter value.

[-state <text>] - State or Province Name (full name)
Selects the certificates that match this parameter value.

[-locality <text>] - Locality Name (e.g. city)
Selects the certificates that match this parameter value.

[-organization <text>] - Organization Name (e.g. company)
Selects the certificates that match this parameter value.

[-unit <text>] - Organization Unit (e.g. section)
Selects the certificates that match this parameter value.

[-email-addr <mail address>] - Email Address (Contact Name)
Selects the certificates that match this parameter value.

Examples

The examples below display information about CA issued digital certificates.

clusterl::> security certificate ca-issued show
Serial Number of

Vserver Serial Number Common Name
Status

vs0 4F5A2C90 example.com
active

vsO.cert
Sat Apr 14 16:15:13 2012
Revocation Date: -

Certificate Authority:

Expiration Date:

vsO0 4F5A2DF2
revoked

example.com

Certificate Authority:
Expiration Date:
Revocation Date:

2 entries were displayed.
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vs0.cert
Sat Apr 14 16:21:06 2012
Fri Mar 09 17:08:30 2012

CA's Certificate

4F4EB629

4F4EB629



clusterl::> security certificate ca-issued show -instance
Vserver: vs0
Serial Number of Certificate: 4F5A2C90
Certificate Authority: vsO.cert
Serial Number of CA Certificate: 4F4EB629
FODN or Custom Common Name: example.com
Status of Certificate: active
Certificate Expiration Date: Sat Apr 14 16:15:13 2012
Certificate Revocation Date: -

Country Name (2 letter code): US
State or Province Name (full name): California
Locality Name (e.g. city): Sunnyvale
Organization Name (e.g. company) : example
Organization Unit (e.g. section): IT
)

Email Address (Contact Name web@example.com

security certificate config modify
Modify the certificate management configurations
Availability: This command is available to cluster administrators at the advanced privilege level.

Description

This command modifies the certificate management configuration information for the cluster.

Parameters

[-min-security-strength <bits of security strength>] - Minimum Security Strength

Use this parameter to modify the allowed minimum security strength for certificates. The security bits
mapping to RSA and ECDSA key length are as follows:

Security Bits Asymmetric Key Length Elliptic Curve Key

Length
112 2048 224
128 3072 256
192 4096 384

FIPS supported values are restricted to 112 and 128.

+
NOTE: This does not affect root CA certificates.

+



[-expiration-warn-threshold <integer>] - Minimum Days to EMS for Expiring Certificates

Use this parameter to modify the number of days prior to certificate expiration the system sends a warning
EMS event.

Examples

The following example modifies the minimum security strength allowed for certificates.

cluster-1::> security certificate config modify -min-security-strength 192

security certificate config show

Displays the certificate management configurations

Availability: This command is available to cluster administrators at the admin privilege level.
Description

This command displays the certificate management configuration information for the cluster.

"min-security-strength” - If you specify this paramter, the command displays the minimum allowed security
strength for certificates.

"expiration-warn-threshold" - If you specify this paramter, the command displays the minimum number of days
before expiration date configured for event management system (EMS) notification of expiring certificates.

Examples

The following example lists minimum security strength certificate management configuration.

cluster-1::> security certificate config show -fields min-security-
strength

Minimum Security Strength

security certificate truststore check
Initiate a TLS connection and identify the root CA certificate
Availability: This command is available to cluster and Vserver administrators at the advanced privilege level.

Description

This command allows the user to check if the node can use the installed set of CA certificates to establish a
secure connection with the specified server. If the connection attempt fails, the system reports which expected
certificates are missing. If the attempt succeeds, the system displays details of the certificates used.
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Parameters

-vserver <Vserver Name> - Vserver Name (privilege: advanced)
Use this parameter to specify the Vserver that needs the connectivity check.

-server <Hostname and Port> - Server Name (privilege: advanced)

Use this parameter to specify the server to establish a connection with and look up the required CA
certificate.

Examples

The following example demonstrates a missing CA certificate:

clusterl::*> security certificate truststore check -vserver clusterl
-server example.com:443

Error: command failed: Missing certificate with subject name: "CN =
ExampleRoot, C = US"

The following example demonstrates the required certificate being present:

clusterl::*> security certificate truststore check -server example.com:443

CA certificate with cert-name "ExampleRoot" is already installed in the
truststore. Use "security certificate show -cert-name ExampleRoot" to see
the details of the CA certificate.

security certificate truststore clear
Clear the default root certificates from truststore
Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The security certificate truststore clear command deletes the pre-installed certificates of the
type 'server-ca'. If you delete these certificates, some of the applications performing SSL communication can
fail.

Examples

The following example removes the default certificate bundle:

clusterl::> security certificate truststore clear
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security certificate truststore load
Load the default root certificates to truststore

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The security certificate truststore load command installs default root certificates in the
certificate table of type 'server-ca'. These are the certificates required to validate any incoming server
certificate during the SSL handshake process. Note: This command only installs PEM formatted certificates.

Parameters

{ [-path <text>] -File to load PEM certificates from (privilege: advanced)

This specifies the path to the PEM formatted certificate bundle. This optional parameter can have an empty
value (the default).

| [-uri <text>] - URL to download PEM certificates from (privilege: advanced) }
This specifies the URL from which to download the PEM formatted certificate bundle.

[-ontap-version <ontap_version>] - Certificates from specific ONTAP version (privilege:
advanced)

This specifies the ONTAP version in which the certificates were introduced. Only those certificates will be
loaded. This optional parameter can have an empty value (the default) which indicates that no filtering on
version is done.

Examples

The following example installs the default certificate bundle:

clusterl::> security certificate truststore load

security config commands

security config modify
Modify Security Configuration Options

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The security config modify command modifies the existing cluster-wide security configuration. If you
enable FIPS-compliant mode, the cluster will automatically select only compliant TLS protocols (currently
TLSv1.2 and TLSv1.1). Non-compliant protocols are not enabled when FIPS-compliant mode is disabled. Use
the -supported-protocols parameter to include or exclude TLS protocols independently from the FIPS
mode. All protocols at or above the lowest version specified will be enabled, even those not explicitly specified.
By default, FIPS mode is disabled, and Data ONTAP supports the TLSv1.2 and TLSv1.1 protocols. For
backward compatibility, Data ONTAP supports adding SSLv3 and TLSv1 to the supported-protocols list when
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FIPS mode is disabled. Use the -supported-cipher-suites parameter to control which TLS cipher suites
are permitted by the system. By default the supported-cipher-suites setting is

TLS RSA WITH AES 128 GCM SHA256, TLS RSA WITH AES 128 CBC SHA,

TLS RSA WITH AES 128 CBC SHA256, TLS RSA WITH AES 256 GCM SHA384,

TLS RSA WITH AES 256 CBC SHA, TLS RSA WITH AES 256 CBC _SHA256,

TLS RSA WITH CAMELLIA 128 CBC SHA, TLS RSA WITH CAMELLIA 256 CBC SHA,
TLS DHE DSS WITH AES 128 GCM SHA256, TLS DHE DSS WITH AES 128 CBC SHA,

TLS DHE DSS WITH AES 128 CBC SHA256, TLS DHE DSS WITH AES 256 GCM SHA384,

TLS DHE DSS WITH AES 256 CBC SHA, TLS DHE DSS WITH AES 256 CBC SHA256,

TLS DHE DSS WITH CAMELLIA 128 CBC SHA, TLS DHE DSS WITH CAMELLIA 256 CBC SHA,
TLS DHE DSS WITH SEED CBC SHA, TLS DHE RSA WITH AES 128 GCM SHA256,

TLS DHE RSA WITH AES 128 CBC SHA, TLS DHE RSA WITH AES 128 CBC SHA256,

TLS DHE RSA WITH AES 256 GCM SHA384, TLS DHE RSA WITH AES 256 CBC SHA,

TLS DHE RSA WITH AES 256 CBC SHA256, TLS DHE RSA WITH CAMELLIA 128 CBC_SHA,
TLS DHE RSA WITH CAMELLIA 256 CBC SHA, TLS DHE RSA WITH SEED CBC SHA,

TLS ECDHE ECDSA WITH AES 128 GCM SHA256, TLS ECDHE ECDSA WITH AES 128 CBC SHA,
TLS ECDHE ECDSA WITH AES 128 CBC SHA256, TLS ECDHE ECDSA WITH AES 256 GCM SHA384,
TLS ECDHE ECDSA WITH AES 256 CBC SHA, TLS ECDHE ECDSA WITH AES 256 CBC _SHA384,
TLS ECDHE RSA WITH AES 128 GCM SHA256, TLS ECDHE RSA WITH AES 128 CBC SHA,

TLS ECDHE RSA WITH AES 128 CBC SHA256, TLS ECDHE RSA WITH AES 256 GCM SHA384,
TLS ECDHE RSA WITH AES 256 CBC SHA, TLS ECDHE RSA WITH AES 256 CBC SHA384,
TLS PSK WITH AES 128 CBC SHA, TLS PSK WITH AES 128 GCM SHA256,

TLS PSK WITH AES 256 CBC SHA, TLS PSK WITH AES 256 GCM SHA384,

TLS RSA WITH SEED CBC SHA, TLS SRP SHA WITH AES 128 CBC SHA,

TLS SRP SHA WITH AES 256 CBC SHA, TLS SRP SHA DSS WITH AES 128 CBC SHA,

TLS SRP SHA DSS WITH AES 256 CBC SHA, TLS SRP SHA RSA WITH AES 128 CBC SHA,
TLS SRP SHA RSA WITH AES 256 CBC_SHA. Select a cipher suite which is available with the
corresponding selected protocol. An invalid configuration may cause some functionality to fail to operate
properly. Valid values for supported-cipher-suites are listed at "https://www.iana.org/assignments/tls-
parameters/tls-parameters.xhtml" published by IANA.

Parameters

-interface <SSL> - (DEPRECATED)-FIPS-Compliant Interface (privilege: advanced)

(D This parameter has been deprecated in ONTAP 9.8 and may be removed in a future release
of Data ONTAP.

Selects the FIPS-compliant interface. The only valid value is ~° SSL

[-is-fips-enabled {true|false}] - FIPS Mode (privilege: advanced)

Enables or disables FIPS-compliant mode for the entire cluster. Default is false.

[-supported-protocols {TLSv1l.2|TLSvl.1l|TLSvl|SSLv3}] - Supported Protocols (privilege:
advanced)

Selects the supported protocols for the selected interface. Default is TL.Sv1.2, TLSv1. 1

[-supported-ciphers <Cipher String>] - (DEPRECATED)-Supported Ciphers (privilege:
advanced)
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(D This parameter has been deprecated in ONTAP 9.8 and may be removed in a future release
of Data ONTAP. Use the supported-ciphers-suites parameter instead.

Selects the supported cipher suites for the selected interface. Default
is 77 ALL:!LOW:!aNULL: !EXP:!eNULL "°

[-supported-cipher-suites <Cipher String>,..] - Supported Cipher Suites (privilege:
advanced)

Selects the supported cipher suites for the selected interface.

Examples

The following command enables FIPS mode in the cluster. (Default setting for FIPS mode is false)
clusterl::> security config modify * -is-fips-enabled true

The following command limits the supported protocols to just TLSv1.2 in the cluster. (Default setting for
supported protocols is TLSv1.2,TLSv1.1)

clusterl::*> security config modify * -supported-protocols TLSvl.2
The following command limits the supported cipher suites in the cluster to the listed ciphers.

clusterl::*> security config modify * -supported-cipher-suites
TLS_ECDHE ECDSA WITH AES 256 CBC_SHA384,TLS ECDHE ECDSA WITH AES 128 GCM S
HA256

security config show
Display Security Configuration Options

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The security config show command displays the security configurations of the cluster in advanced
privilege mode.

Default values are as follows:

» SSL FIPS mode: disabled
» Supported protocols: TLSv1.2,TLSv1.1

» Supported cipher suites: All suites for the listed protocols except those that have no authentication, low
encryption strength (less than 56 bits), or utilize 3DES or static DH key exchange.
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Enabling FIPS mode will cause the entire cluster to use FIPS-compliant crypto operations only.

Use the security config modify command to change the protocols and cipher suites that the cluster will support.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the —instance parameter, the command displays detailed information about all fields.

[-interface <SSL>] - (DEPRECATED)-FIPS-Compliant Interface (privilege: advanced)

This parameter has been deprecated in ONTAP 9.8 and may be removed in a future release
(D of Data ONTAP. As there only ever existed one valid value for this parameter, filtering on it
has never altered the results.

Displays configurations that match the specified value for the

interface.

[-is-fips-enabled {true|false}] - FIPS Mode (privilege: advanced)
Display configurations that match the specified value for FIPS mode.

[-supported-protocols {TLSv1.2|TLSvl.1l|TLSvl|SSLv3}] - Supported Protocols (privilege:
advanced)
Displays configurations that match the specified protocols.

[-supported-ciphers <Cipher String>] - (DEPRECATED)-Supported Ciphers (privilege:
advanced)

(D This parameter has been deprecated in ONTAP 9.8 and may be removed in a future release
of Data ONTAP. Use the supported-cipher-suites parameter instead.

Displays the configurations that match the specified supported ciphers.

[-supported-cipher-suites <Cipher String>,..] - Supported Cipher Suites (privilege:
advanced)
Displays the configurations that match the specified supported cipher suites.

Examples

The following example shows the default security configurations for a cluster.

clusterl::> security config show
Cluster Supported
FIPS Mode Protocols Supported Cipher Suites
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false TLSv1.2, TLS RSA WITH AES 128 GCM SHA256,
TLSvl.l TLS RSA WITH AES 128 CBC_SHA,

TLS_RSA WITH AES 128 CBC_SHA256,
TLS_RSA WITH AES 256 GCM SHA384,
TLS_RSA WITH AES 256 CBC_SHA,
TLS_RSA WITH AES 256 CBC_SHA256,
TLS_RSA WITH CAMELLIA 128 CBC_SHA,
TLS_RSA WITH CAMELLIA 256 CBC_SHA,
TLS_DHE DSS WITH AES 128 GCM SHA256,
TLS_DHE DSS WITH AES 128 CBC_SHA,
TLS_DHE DSS WITH AES 128 CBC SHA256,
TLS_DHE DSS WITH AES 256 GCM SHA384,
TLS_DHE DSS WITH AES 256 CBC_SHA,
TLS_DHE DSS WITH AES 256 CBC_SHA256,
TLS_DHE DSS WITH CAMELLIA 128 CBC_SHA,
TLS_DHE DSS WITH CAMELLIA 256 CBC_SHA,
TLS_DHE DSS WITH SEED CBC_ SHA,
TLS_DHE RSA WITH AES 128 GCM SHA256,
TLS_DHE RSA WITH AES 128 CBC_SHA,
TLS _DHE RSA WITH AES 128 CBC_ SHA256,
TLS_DHE RSA WITH AES 256 GCM SHA384,
TLS_DHE RSA WITH AES 256 CBC_SHA,
TLS_DHE RSA WITH AES 256 CBC_ SHA256,
TLS_DHE RSA WITH CAMELLIA 128 CBC_SHA,
TLS_DHE RSA WITH CAMELLIA 256 CBC_SHA,
TLS_DHE RSA WITH SEED CBC_ SHA,
TLS_ECDHE ECDSA WITH AES 128 GCM SHA256,
TLS_ECDHE ECDSA WITH AES 128 CBC_ SHA,
TLS_ECDHE ECDSA WITH AES 128 CBC SHA256,
TLS_ECDHE ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE ECDSA WITH AES 256 CBC_SHA,
TLS_ECDHE ECDSA WITH AES 256 CBC SHA384,
TLS _ECDHE RSA WITH AES 128 GCM SHA256,
TLS_ECDHE RSA WITH AES 128 CBC_ SHA,
TLS_ECDHE RSA WITH AES 128 CBC SHA256,
TLS_ECDHE RSA WITH AES 256 GCM SHA384,
TLS_ECDHE RSA WITH AES 256 CBC_SHA,
TLS_ECDHE RSA WITH AES 256 CBC_SHA384,
TLS_PSK_WITH AES 128 CBC_SHA,
TLS_PSK_WITH AES 128 GCM SHA256,
TLS_PSK WITH AES 256 CBC_SHA,
TLS_PSK_WITH AES 256 GCM SHA384,
TLS_RSA WITH SEED CBC SHA,
TLS_SRP_SHA WITH AES 128 CBC_SHA,



TLS_SRP_SHA WITH AES 256 CBC_SHA,
TLS_SRP_SHA DSS WITH AES 128 CBC_ SHA,
TLS_SRP_SHA DSS WITH AES 256 CBC_ SHA,
TLS_SRP_SHA RSA WITH AES 128 CBC SHA,
TLS_SRP_SHA RSA WITH AES 256 CBC_SHA

The following example shows the security configuration after FIPS mode has been enabled.
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clusterl::> security config show
Cluster Supported
FIPS Mode Protocols Supported Cipher Suites

true TLSv1.2, TLS RSA WITH AES 128 GCM SHA256,
TLSvl.l TLS RSA WITH AES 128 CBC_SHA,

TLS_RSA WITH AES 128 CBC_ SHA256,
TLS_RSA WITH AES 256 GCM SHA384,
TLS_RSA WITH AES 256 CBC_SHA,
TLS_RSA WITH AES 256 CBC_ SHA256,
TLS_DHE DSS WITH AES 128 GCM SHA256,
TLS_DHE DSS WITH AES 128 CBC_SHA,
TLS_DHE DSS WITH AES 128 CBC SHA256,
TLS_DHE DSS WITH AES 256 GCM SHA384,
TLS_DHE DSS WITH AES 256 CBC_SHA,
TLS_DHE DSS WITH AES 256 CBC SHA256,
TLS_DHE RSA WITH AES 128 GCM SHA256,
TLS_DHE RSA WITH AES 128 CBC_SHA,
TLS_DHE RSA WITH AES 128 CBC_ SHA256,
TLS_DHE RSA WITH AES 256 GCM SHA384,
TLS_DHE RSA WITH AES 256 CBC_SHA,
TLS_DHE RSA WITH AES 256 CBC_ SHA256,
TLS_ECDHE ECDSA WITH AES 128 GCM SHA256,
TLS_ECDHE ECDSA WITH AES 128 CBC SHA,
TLS_ECDHE ECDSA WITH AES 128 CBC SHA256,
TLS_ECDHE ECDSA WITH AES 256 GCM SHA384,
TLS_ECDHE ECDSA WITH AES 256 CBC SHA,
TLS_ECDHE ECDSA WITH AES 256 CBC SHA384,
TLS_ECDHE RSA WITH AES 128 GCM SHA256,
TLS_ECDHE RSA WITH AES 128 CBC_ SHA,
TLS_ECDHE RSA WITH AES 128 CBC SHA256,
TLS_ECDHE RSA WITH AES 256 GCM SHA384,
TLS_ECDHE RSA WITH AES 256 CBC_ SHA,
TLS_ECDHE RSA WITH AES 256 CBC SHA384,
TLS_PSK_WITH AES 128 CBC_SHA,
TLS_PSK WITH AES 128 GCM SHA256,
TLS_PSK_WITH AES 256 CBC_SHA,
TLS_PSK_WITH AES 256 GCM SHA384

Related Links

+ security config modify
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security config ocsp disable
Disable OCSP for one or more selected applications

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The security config ocsp disable command disables the OCSP-based certificate status check for
applications supporting SSL/TLS communications. For more information about the OCSP-based certificate
status check for applications supporting SSL/TLS communications, see the security config ocsp show
command.

Parameters

-application <SSL/TLS Application supporting OCSP>,..- Application Name (privilege:
advanced)

Use this parameter to specify the application to disable the OCSP support. To disable all applications, the
value 'all' can be used. Note: You cannot specify the value 'all' with other applications.

Examples

The following example disables the OCSP support for AutoSupport and EMS applications:

clusterl::*> security config ocsp disable -application autosupport, ems

clusterl::> security config ocsp show

Application OCSP Enabled?
autosupport false
audit log true
fabricpool true
ems false
kmip true
ldap true

6 entries were displayed.

The following example disables the OCSP support for all applications:
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clusterl::*> security config ocsp disable -application all
Warning: OCSP will be disabled for all applications. Any previous
modifications

will be ignored.

Do you want to continue? {yln}: y

clusterl::*> security config ocsp show

Application OCSP Enabled?
autosupport false
audit log false
fabricpool false
ems false
kmip false
ldap false

6 entries were displayed.

Related Links

* security config ocsp show

security config ocsp enable
Enable OCSP for one or more selected applications

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The security config ocsp enable command enables the OCSP-based certificate status check for
applications supporting SSL/TLS communications. For more information about the OCSP-based certificate
status check for applications supporting SSL/TLS communications, see the security config ocsp show
command.

Parameters

-application <SSL/TLS Application supporting OCSP>,.. - List of Applications (privilege:
advanced)

Use this parameter to specify the application to enable the OCSP support. To enable all applications, the
value 'all' can be used. Note: You cannot specify the value 'all' with other applications.

Examples

The following example enables the OCSP support for AutoSupport and EMS applications:
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clusterl::*> security config ocsp enable -application autosupport,ems

clusterl::> security config ocsp show

Application OCSP Enabled?
autosupport true

audit log false
fabricpool false

ems true

kmip false

ldap false

6 entries were displayed.

The following example enables the OCSP support for all applications:

clusterl::*> security config ocsp enable -application all
Warning: OCSP will be enabled for all applications. Any previous
modifications

will be ignored.

Do you want to continue? {yln}: y

clusterl::*> security config ocsp show

Application OCSP Enabled?
autosupport true
audit log true
fabricpool true
ems true
kmip true
ldap true

6 entries were displayed.

Related Links

* security config ocsp show
security config ocsp show
Show Online Certificate Status Protocol (OCSP) settings
Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The security config ocsp show command displays the support status of the OCSP-based certificate
status check for applications supporting SSL/TLS communications. If the OCSP support is enabled for an



application, this check is done in addition to the certificate chain validation as part of the SSL handshake
process. The OCSP-based certificate status check is done for all the certificates in the chain, provided that
each certificate has the OCSP URI access points mentioned in them. If no access points are specified, the
OCSP-based certificate revocation status check is ignored for that certificate and checking continues for the
rest of the certificates in the chain.

Parameters

{ [-fields <fieldname>,..]
If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}
If you specify the —instance parameter, the command displays detailed information about all fields.

[-application <SSL/TLS Application supporting OCSP>] - Application Name (privilege:
advanced)

Selects the application that matches this parameter value. Applications include:

* autosupport - AutoSupport

* audit_log - Audit Logging

« fabricpool - External capacity tiers

* ems - Event Management System

* kmip - Key Management Interoperability Protocol

* Idap_ad - Lightweight Directory Access Protocol - Active Directory (query and modify items in Active
Directory)

* |dap_nis_namemap - Lightweight Directory Access Protocol - NIS and Name Mapping (query Unix user,
group, netgroup and name mapping information)

[-is-ocsp-enabled {true|false}] -Is OCSP-based Certificate Status Check Enabled? (privilege:
advanced)

Selects the application that matches this parameter value.

Examples

The following example displays the OCSP support for the applications supporting SSL/TLS communications:

clusterl::> security config ocsp show

Application OCSP Enabled?
autosupport true
audit log false
fabricpool false
ems true
kmip false
ldap false

6 entries were displayed.
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The following example displays the OCSP support for AutoSupport:

clusterl::*> security config ocsp show -application autosupport
Application Name: autosupport
Is OCSP-based Certificate Status Check Enabled?: true

security config status show
(DEPRECATED)-Display Security Configuration Status

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

This command has been deprecated as of 9.9 and may be removed in a future release of Data
ONTAP. Reboot is no longer required to apply the security configuration, so it now always
displays false.

The “security config status show ™ command displays the required reboot
status of the nodes in the cluster after security configuration settings
have been modified using the xref:{relative path}security-config-
modify.html[security config modify] command. Use this command to monitor
the status of the required reboot process. When all nodes have rebooted,
the cluster is ready to use the new security configuration settings.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified

field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-node {<nodename>|local}] - Node Name (privilege: advanced)
Select the node whose reboot-status you want to display.

[-reboot-needed {true|false}] - Reboot Needed (privilege: advanced)

reboot-needed status of the node that tells if the node requires a reboot for security configuration to take
effect.

Examples

The following example displays the status of a configuration change in a four-node cluster.
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clusterl::> security config status show

Nodes in Cluster Reboot Needed
nodel true
node?2 true
node3 false
node4 false

4 entries were displayed.

The following example shows the output of the command after the cluster reboot process is complete.

clusterl::> security config status show

Nodes in Cluster Reboot Needed
nodel false
node?2 false
node3 false
node4 false

4 entries were displayed.

Related Links

* security config modify

security ipsec commands

security ipsec show-ikesa
Show IKE SA Information

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security ipsec show-ikesa command displays information about IKE Security Associations (SA).

Running this command with the —-node parameter displays information relevant to IKE SAs generated at the
specified node.

Running this command with the -vserver parameter displays information relevant to IKE SAs associated with
the specified vserver.

Running this command with the -policy-name parameter displays information relevant to IKE SAs created
based on the specified security policy.

You can specify additional parameters to display only information matching those parameters. For example, to
display IKE SAs associated with a specific local address, run the command with the -1ocal-address

64



parameter.

Parameters

{ [-fields <fieldname>,..]
If you specify the -fields <fieldname>,..parameter, the command displays only the specified fields.
Notice that key fields are always displayed.

| [-instance ]}

If you specify the -instance parameter, the command displays all fields of the IKE SAs.

-node <nodename> - Node

This required parameter specifies the node from which the IKE SA information will be collected and
displayed.

[-vserver <vserver name>] - Vserver Name

Use this parameter to display the IKE SAs associated with the specified Vserver.

[-policy-name <text>] - Policy Name
Use this parameter to display the IKE SAs created based on the specified security policy.

[-local-address <text>] - Local Address
Use this parameter to display the IKE SAs with the specified local endpoint IP address.

[-remote-address <text>] - Remote Address
Use this parameter to display the IKE SAs with the specified remote endpoint IP address.

[-initiator-spi <text>] - Initiator SPI
Use this parameter to display the IKE SAs with the specified initiator Security Parameter Index (SPI).

[-responder-spi <text>] - Responder SPI
Use this parameter to display the IKE SAs with the specified responder SPI.

[-is-initiator {true|false}] -Is Initiator

Use this parameter to display the IKE SAs created when the given node matches the specified initiator role:
true means initiator role and false means responder role in IKE negotiation.

[-ike-version <integer>] - IKE Version
Use this parameter to display the IKE SAs created using the specified IKE version.

[-auth-method <IKE Authentication Method>] - Authentication Method
Use this parameter to display the IKE SAs created using the specified authentication method.

[-state <IKE SA State>] - IKE SA State
Use this parameter to display only the IKE SAs that are in the specified state.

[-cipher-suite <Cipher Suite Type>] - Cipher Suite
Use this parameter to display the IKE SAs created using the specified cipher suite.
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[-lifetime <integer>] - Lifetime

Use this parameter to display the IKE SAs with the specified remaining lifetime. Notice that lifetime keeps
changing for the duration of the security association.

Examples

This example displays all IKE SAs for node clusterl-nodel:

cluster-1::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote

Vserver Name Address Address Initator-SPI State
vsl Policyl

192.186.10.1 192.186.10.2 e658ebbc7ecel99%e
ESTABLISHED
vs2 Policy?2

192.168.20.1 192.168.20.2 8eac392028ab4fl2
ESTABLISHED

2 entries were displayed.

This example displays selected fields of all IKE SAs for node clusterl-nodel :

cluster-1::> security ipsec show-ikesa -node clusterl-nodel -fields is-

initiator,initiator-spi, responder-spi,auth-method,cipher-suite,lifetime

node vserver policy-name local-address remote-address initiator-
spi responder-spi is-initiator auth-method cipher-suite lifetime
clusterl-nodel vsl Policyl 192.186.10.1 192.186.10.2
e658e5bc7ecel99%e 9bblbefff7le8caz false PSK SUITEB GCM256
6300

clusterl-nodel vs2 Policy?2 192.186.20.1 192.186.20.2
4d43aaba8callcd8 00bddSaac569e08a true PSK SUITEB GCM256
6720

2 entries were displayed.

This example displays all IKE SAs for vserver vs1 :
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cluster-1::> security ipsec show-ikesa -node clusterl-nodel

Policy Local Remote
Vserver Name Address Address Initator-SPI
vsl Policyl
192.186.10.1 192.186.10.2 e658e5bc7ecel99%e
ESTABLISHED

This example displays instance view (all fields) for all IKE SAs associated with node clusteri-nodel ,

vserver vs1 and created using policy Policyl :

cluster-1::> security ipsec show-ikesa -node clusterl-nodel -vserver vsl

-policy-name Policyl -instance

Node: clusterl-nodel
Vserver Name: vsl
Policy Name: Policyl

Local Address:
Remote Address:

192.168.10.1
192.168.10.2

Initiator SPI: e658ebbc7ecel%9%e
Responder SPI: 9b6lbefff7le8ca?
Is Initiator: false
IKE Version: 2
Authentication Method: PSK
IKE SA State: ESTABLISHED

Cipher Suite:
Lifetime:

SUITEB GCM256
6000

security ipsec show-ipsecsa
Show IPsec SA Information
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The security ipsec show-ipsecsa command displays information about IPsec Security Associations
(SA).

Running the command with the -node parameter displays information relevant to IPsec SAs at the specified
node.

Running this command with the -vserver parameter displays information relevant to IPsec SAs associated
with the specified vserver.

Running this command with the -po1icy-name parameter displays information relevant to IPsec SAs created
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using the specified security policy.

You can specify additional parameters to display only information matching those parameters. For example, to
display IPsec SAs only about a certain local address, run the command with the -1ocal-address parameter.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>,.. parameter, the command displays only the specified fields.
Notice that key fields are always displayed.

| [-instance ]}

If you specify the —instance parameter, the command displays all fields of matching IPsec SAs.

-node <nodename> - Node
This required parameter specifies from which node the IPsec SA information will be collected and
displayed.

[-vserver <vserver name>] - Vserver Name

Use this parameter to display the IPsec SAs associated with the specified Vserver.

[-policy-name <text>] - Policy Name
Use this parameter to display the IPsec SAs created based on the specified security policy.

[-local-address <text>] - Local Address
Use this parameter to display the IPsec SAs with the specified local endpoint IP address.

[-remote-address <text>] - Remote Address

Use this parameter to display the IPsec SAs with the specified remote endpoint IP address.

[-inbound-spi <text>] -Inbound SPI
Use this parameter to display the IPsec SA having the specified inbound Security Parameter Index (SPI).

[-outbound-spi <text>] - Outbound SPI
Use this parameter to display the IPsec SA having the specified outbound SPI.

[-action <IPsec Action Type>] -IPsec Action

Use this parameter to display IPsec SAs with the specified security action type, such as ESP_TRA for ESP
transport mode protection or BYPASS to bypass IPsec, or DISCARD.

[-state <text>] -IPsec SA State
Use the parameter to display only the IPsec SAs that are in the specified state.

[-cipher-suite <Cipher Suite Type>] - Cipher Suite
Use this parameter to display the IPsec SAs that use the specified cipher-suite.

[-ib-bytes <integer>] - Inbound Bytes Processed

Use this parameter to display the IPsec SAs matching the processed inbound bytes. Notice that ib-bytes
keeps changing as inbound packets are processed.
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[-ib-pkts <integer>] - Inbound Pkts Processed

Use this parameter to display the IPsec SAs matching the processed inbound packets. Notice that ib-pkts
keeps changing as inbound packets are processed.

[-ob-bytes <integer>] - Outbound Bytes Processed

Use this parameter to display the IPsec SAs matching the processed outbound bytes. Notice that ob-bytes

keeps changing as outbound packets are processed.

[-ob-pkts <integer>] - Outbound Pkts Processed

Use this parameter to display the IPsec SAs matching the processed outbound packets. Notice that ob-pkts

keeps changing as outbound packets are processed.

[-lifetime <integer>] - IPsec SA Lifetime Seconds

Use this parameter to display the IPsec SAs matching the remaining lifetime. Notice that lifetime keeps
changing for the duration of the security association.

Examples

The this example displays all IPsec SAs for node clusterl-nodel :

cluster-1::> security ipsec show-ipsecsa -node clusterl-nodel

Policy Local Remote Inbound Outbound

Vserver Name Address Address SPI SPI
State
vsl Policyl

192.186.10.1 192.186.10.2 c68de9db c84f913b
INSTALLED
vs2 Policy?2

192.186.20.1 192.186.20.2 cbc01493 cbee7424
INSTALLED

2 entries were displayed.

This example displays selected fields of all IPsec SAs for node clusterl-nodel:
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cluster-1::> security ipsec show-ipsecsa -node clusterl-nodel -fields
local-address, remote-address, inbound-spi, outbound-spi

node vserver policy-name local-address remote-address inbound-
spi outbound-spi

clusterl-nodel vsl Policyl 192.186.10.1 192.186.10.2 c68de9db
c84£f913b
clusterl-nodel vs2 Policy?2 192.186.20.1 192.186.20.2 cbc01493
cbee7424

2 entries were displayed.

This example displays selected fields of all IPsec SAs associated with
node " clusterl-nodel "~

cluster-1::> security ipsec show-ipsecsa -node clusterl-nodel -fields ib-
bytes, ib-pkts, ob-bytes, ob-pkts

node vserver policy-name local-address remote-address inbound-
spli ib-bytes ib-pkts ob-bytes ob-pkts

clusterl-nodel vsl Policyl 192.186.10.1 192.186.10.2 c68de9db
4704 56 6720 56
clusterl-nodel vs2 Policy?2 192.186.20.1 192.186.20.2 cbc01493
20434 115 23082 120

2 entries were displayed.

This example displays instance view (all fields) for all IPsec SAs associated with node clusterl-nodel,
vserver vs1 and created using policy Policyl :
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cluster-1::> security ipsec show-ipsecsa -node clusterl-nodel -vserver vsl

-policy-name Policyl -instance

Node: clusterl-nodel

Vserver Name: vsl
Policy Name: Policyl
Inbound SPI: c68de9db

Outbound SPI: c84f913b

Local Address:
Remote Address:

192.168.10.1
192.168.10.2

IPsec Action: ESP _TRA
IPsec SA State: INSTALLED
Cipher Suite: SUITEB GCM256
Inbound Bytes Processed: 4704
Inbound Pkts Processed: 56
Outbound Bytes Processed: 6720
Outbound Pkts Processed: 56
IPsec SA Lifetime Seconds: 1800

security ipsec ca-certificate add
Add CA certificate(s) to a vserver
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command adds a list of CA certificates to IPsec for the given Vserver. These certificates will be used for
PKI authentication with remote IKE endpoint. The CA certificates should have already been installed using
either security certificate install command or security certificate create command.

Parameters

-vserver <vserver name> - Vserver Name

Use this parameter to specify the Vserver for which the IPsec CA certificates should be added.

-ca-certs <text>,..- CA Certificate Names
Use this parameter to specify the list of IPsec CA certificates to be added.

Examples

The following example adds two IPsec CA certificates named caCert1 and caCert2 to Vserver v1.

cluster-1::>security ipsec ca-certificate add -vserver vl -ca-certs
caCertl, caCert?2
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Related Links

* security certificate install

* security certificate create

security ipsec ca-certificate remove
Remove CA certificate(s) from a vserver
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command removes a list of IPsec CA certificates for the given Vserver. The CA certificates being removed
should have been previously added to IPsec using security ipsec ca-certificate add command.

Parameters

-vserver <vserver name> - Vserver Name

Use this parameter to specify the Vserver for which the IPsec CA certificates should be removed.

-ca-certs <text>,..- CA Certificate Names
Use this parameter to specify the list of IPsec CA certificates to be removed.

Examples

The following example removes two IPsec CA certificates named caCert1 and caCert2 for Vserver v1.

cluster-1::>security ipsec ca-certificate remove -vserver vl -ca-certs
caCertl, caCert?2

Related Links

* security ipsec ca-certificate add

security ipsec ca-certificate show
Displays the CA certificates added to IPsec
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command displays the configured IPsec CA certificates.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.
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| [-instance ]}

If you specify the —instance parameter, the command displays detailed information about all fields.

[-vserver <vserver name>] - Vserver Name

If you specify this parameter, then the command displays only the IPsec CA certificates configured for the
given vserver.

[-ca-certs <text>,..] - CA Certificate Names

If you specify this parameter, then the command displays only the Vservers configured with the IPsec CA
certificates with the given names.

Examples

The following example lists the IPsec CA certificates configured for all Vservers.

cluster-1::>security ipsec ca-certificate show

Vserver CA Certificate Names
vl caCertl, caCert?2
v2 caCert3, caCerti4

2 entries were displayed.

security ipsec config modify

Modify IPsec config

Availability: This command is available to cluster administrators at the admin privilege level.
Description

This command modifies IPsec configuration parameters.

Parameters

[-is-enabled {true|false}] -Is IPsec Enabled
This parameter enables and disables IPsec on the storage system.

[-log-level <IPsec Log Level>] -IPsec Logging Level

This parameter sets the IPsec logging level, where logging level 0 means no logging, and logging level 5 is
most verbose. Default value is 2.

[-replay-window <IPsec Replay Window Size>] - IPsec Replay Window Size

This parameter sets the IPsec replay window size. The possible values are 0, 64, 128, 256, 512 and 1024.
Default value is 0.

[-ready-to-downgrade {true|false}] -IPsec Ready To Downgrade (privilege: advanced)

This parameter is used when downgrade to a non-IPsec capable ONTAP. Set this parameter to true to
cleanup IPsec configurations before such downgrade.
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Examples

The following example enables IPsec:

cluster-1::> security ipsec config modify -is-enabled true

The following example sets the IPsec logging level to 4:

cluster-1::> security ipsec config modify -log-level 4

The following example sets the IPsec replay window size to 64:

cluster-1::> security ipsec config modify -replay-window 64

security ipsec config show
Display IPsec config
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command shows the current IPsec configuration parameters.

Examples

The following example shows the state of IPsec (enabled/disabled) and the IPsec logging level:

cluster-1::> security ipsec config show
IPsec Enabled: false
IPsec Log Level: 2
Replay Window Size: 0

security ipsec policy create
Create an IPsec policy
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command creates a new IPsec policy. The traffic to be protected is specified by the traffic selectors (local-
ip-subnets, remote-ip-subnets, local-ports, remote-ports, protocols).

74



Parameters

-vserver <vserver name> - Vserver

Specifies the Vserver to which the policy will belong. If there is only a single Vserver capable of supporting
IPsec, the Vserver parameter is implied.

-name <text> - Policy Name

This required parameter specifies the name of the policy which may be a text string (1-64 bytes), a
hexadecimal string (begining with '0x') or a base64 encoded binary string (beginning with '0s").

-local-ip-subnets <IP Address/Mask>,..-Local IP Subnets

This required parameter specifies the IPv4 or IPv6 subnet (address and mask, can be subnet or individual
address) representing the local address (range) to be protected by this policy.

-remote-ip-subnets <IP Address/Mask>,..- Remote IP Subnets

This required parameter specifies the IPv4 or IPv6 subnet (address and mask, can be subnet or individual
address) representing the remote address (range) to be protected by this policy.

[-local-ports {<Number>|<StartingNumber>-<EndingNumber>}] - Local Ports

This optional parameter specifies logical port associated with the local address to be protected by this
policy. The port defaults to any port ('0-0" or '0") but a single port may be specified ('port number' or 'port
number-port number").

[-remote-ports {<Number>|<StartingNumber>-<EndingNumber>}] - Remote Ports

This optional parameter specifies logical port associated with the remote address to be protected by this
policy. The port defaults to any port ('0-0' or '0") but a single port may be specified ('port number' or 'port
number-port number').

[-protocols {<Protocol Number>|<Protocol Name>}] - Protocols

This optional parameter specifies the protocol to be protected by by this policy. The protocol defaults to any
protocol (‘any' or '0') but a single protocol may be specified (‘tcp’, 'udp' or protocol number).

[-action <IPsec Action Type>] -Action

This optional parameter specifies the action to be performed when a packet meets the traffic selectors
described by this policy. The possible values are 'ESP_TRA' (IPsec protect traffic), 'DISCARD' (discard
matching traffic), or 'BYPASS' (send matching traffic in cleartext (not protected by IPsec)). NOTE: if the
action is 'ESP_TRA!, then 'shared-key' becomes a required parameter. If the action is 'BYPASS' or
'DISCARD' and a shared-key is provided, then the shared-key value will be ignored and discarded. The
default value is 'ESP_TRA'.

[-cipher-suite <Cipher Suite Type>] - Cipher Suite

This optional parameter specifies the suite of algorithms that will be used to protect the traffic. The possible
values are:

SUITEB_GCM256: Suite-B-GCM-256 cipher suite as specified in RFC6379.
SUITEB_GMAC256: Suite-B-GMAC-256 cipher suite as specified in RFC6379.

SUITE_AESCBC: Suite consisting of AES256 CBC and SHA512 for ESP and AES256-SHA512-
MODP4096 for IKE.

The default value is 'SUITEB_GCM256'".
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[-ike-lifetime <integer>] - IKE Security Association Lifetime

This optional parameter specifies the lifetime of an IKE Security Association (in seconds). Shortly before the
expiration of the IKE-lifetime, a new IKE security association will be created and the existing IKE security
association (and child IPsec security associations) will be destroyed. The default value is 86400 seconds.

[-ipsec-lifetime <integer>] - IPsec Security Association Lifetime

This optional parameter specifies the lifetime of an IPsec Security Association (in seconds). Shortly before
the expiration of the ipsec-lifetime, a new IPsec security association will be created and the existing IPsec
security association will be destroyed. The default value is 28800 seconds.

[-ipsec-lifetime-bytes <integer>] - IPsec Security Association Lifetime (bytes)

This optional parameter specifies the byte lifetime of an IPsec Security Association. Shortly before the
expiration of the ipsec-lifetime-bytes (ipsec-lifetime-bytes have been processed by the IPsec security
association), a new IPsec security association will be created and the existing IPsec security association
will be destroyed. The default value is 0, i.e infinity bytes.

[-is-enabled {true|false}] -Is Policy Enabled

This optional parameter specifies whether the IPsec policy is enabled or not. Any policy that is created is
stored in a replicated database. The 'is-enabled' parameter determines if the policy will be included in those
evaluated when determining the best-matched policy to match the traffic selectors of the packet. The default
value is 'true’'.

[-local-identity <text>] - Local Identity

This optional parameter specifies the local IKE endpoint’s identity for authentication purpose. If this field is
not explicitly specified, local-ip-subnet will assume the role for identity. If this field is set to "ANYTHING",
then it will be translated to the strongSwan "%any" special identity.

[-remote-identity <text>] - Remote Identity

This optional parameter specifies the remote IKE endpoint’s identity for authentication purpose. If this field
is not explicitly specified, remote-ip-subnet will assume the role for identity. If this field is set to
"ANYTHING", then it will be translated to the strongSwan "%any" special identity.

[-auth-method <IKE Authentication Method>] - Authentication Method

This optional parameter specifies the authentication method for an IPsec policy. The default value is 'PSK’,
the pre-shared key authentication method.

[-cert-name <text>] - Certificate for Local Identity

This parameter specifies the certificate name and is mandatory for an IPsec policy using the PKI
authentication method. The certificate should have already been installed using security certificate install
command.

Examples

This is an example of the creation of an IPsec policy that protects matching traffic, with all parameters
specified. The preshared key can be string of length 18-128 bytes, a sequence hexadecimal digits beginning
with Ox or a sequence of Base64 encoded binary data with Os.
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cluster-1::> security ipsec policy create -vserver vs datal -name Policyl
-local-ip-subnets 192.168.10.1/32 -remote-ip-subnets 192.168.20.1/32
-local-ports 4000 -remote-ports 5001 -protocols tcp -action ESP TRA
-shared-key This is a shared key for ipsec policy -ike-version 2 -cipher
-suite SUITEB GCM256 -ike-lifetime 4000 -ipsec-lifetime 1800 -ipsec
-lifetime-bytes 104880 -is-enabled true

Enter the preshared key for IPsec Policy "Policyl" on Vserver "vs datal":
Re-enter the preshared key:

This is an example of the creation of an IPsec policy that protects matching traffic, with some parameters
specified (others will be using the default values). PKI authentication method . is used. In this example, remote-
identity does not matter, as long as a trusted certificate is provided.

cluster-1::> security ipsec policy create -vserver vs datal -name Policy?Z2
-local-ip-subnets 192.168.10.1/32 -remote-ip-subnets 0.0.0.0/0 -local
-ports 2049 -auth-method PKI -cert-name lifcert -local-identity

"CN=1ifl certificate.netapp.com" -remote-identity ANYTHING

This is an example of the creation of an IPsec policy that discards matching traffic:

cluster-1::> security ipsec policy create -vserver vs datal -name
DiscardTraffic -local-ip-subnets 192.168.10.1/32 -remote-ip-subnets
192.168.20.1/32 -action DISCARD

Related Links

* security certificate install

security ipsec policy delete
Delete an IPsec policy
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command deletes an existing IPsec policy.

Parameters

-vserver <vserver name> - Vserver

Specifies the Vserver to which the policy belongs. If there is only a single Vserver capable of supporting
IPsec, the Vserver parameter is implied.
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-name <text> - Policy Name

This required parameter specifies the name of the policy to be deleted. The name may be a text string (1-64
bytes), a hexadecimal string (begining with '0x’) or a base64 encoded binary string (beginning with '0s").

Examples

This is an example of IPsec policy deletion where two or more Vservers are capable of supporting IPsec:

cluster-1::> security ipsec policy delete -vserver vs datal -name
DiscardTraffic

This is an example of IPsec policy deletion where only a single Vserver is capable of supporting IPsec:

cluster-1::> security ipsec policy delete -name policyl

This is an example of an attempt to delete a non-existent IPsec policy:

cluster-1::> security ipsec policy delete -vserver vs datal -name Discard

Error: There are no entries matching your query.

security ipsec policy modify
Modify an IPsec policy

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

This command modifies an existing IPsec policy. You cannot modify the name or vserver of a policy. Moving a
policy from one Vserver to another or renaming a policy requires that the existing policy be deleted and then a
new policy created in the desired Vserver with the desired name.

It is highly recommended that the user set the field -is-enabled to false prior to making any other
modifications to the policy. This will disable the policy and allow all existing IPsec and IKE Security
Associations associated with policy to get flushed. Then, the user can modify the policy with the desired
changes, along with setting the -is-enabled field to true to re-enable the policy.

Parameters

-vserver <vserver name> - Vserver

Specifies the Vserver to which the policy belongs. If there is only a single Vserver capable of supporting
IPsec, the Vserver parameter is implied.

-name <text> - Policy Name

This required parameter specifies the name of the policy which may be a text string (1-64 bytes), a
hexadecimal string (begining with '0x') or a base64 encoded binary string (beginning with '0s').
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[-local-ip-subnets <IP Address/Mask>,..] - Local IP Subnets

This parameter specifies the IPv4 or IPv6 subnet (address and mask, can be subnet or individual address)
representing the local address (range) to be protected by this policy.

[-remote-ip-subnets <IP Address/Mask>,..] - Remote IP Subnets

This parameter specifies the IPv4 or IPv6 subnet (address and mask, can be subnet or individual address)
representing the remote address (range) to be protected by this policy.

[-local-ports {<Number>|<StartingNumber>-<EndingNumber>}] - Local Ports

This parameter specifies the logical port associated with the local address to be protected by this policy.
The value may be specified by 'port number' or 'port number-port number'.

[-remote-ports {<Number>|<StartingNumber>-<EndingNumber>}] - Remote Ports

This parameter specifies the logical port associated with the remote address to be protected by this policy.
The value may be specified by 'port number' or 'port number-port number'.

[-protocols {<Protocol Number>|<Protocol Name>}] - Protocols

This parameter specifies the protocol to be protected by this policy. The protocol may be specified as 'tcp',
'udp' or protocol number.

[-cipher-suite <Cipher Suite Type>] - Cipher Suite

This parameter specifies the suite of algorithms that will be used to protect the traffic. The possible values
are:

SUITEB_GCM256: Suite-B-GCM-256 cipher suite as specified in RFC6379.
SUITEB_GMAC256: Suite-B-GMAC-256 cipher suite as specified in RFC6379.

SUITE_AESCBC: Suite consisting of AES256 CBC and SHA512 for ESP and AES256-SHAS12-
MODP4096 for IKE.

The default value is 'SUITEB_GCM256'.

[-ike-lifetime <integer>] - IKE Security Association Lifetime

This parameter specifies the lifetime of an IKE Security Association (in seconds). Shortly before the
expiration of the IKE-lifetime, a new IKE security association will be created and the existing IKE security
association (and child IPsec security associations) will be destroyed.

[-ipsec-lifetime <integer>] -IPsec Security Association Lifetime

This parameter specifies the lifetime of an IPsec Security Association (in seconds). Shortly before the
expiration of the ipsec-lifetime, a new IPsec security association will be created and the existing IPsec
security association will be destroyed.

[-ipsec-lifetime-bytes <integer>] - IPsec Security Association Lifetime (bytes)

This parameter specifies the byte lifetime of an IPsec Security Association. Shortly before the expiration of
the ipsec-lifetime-bytes (ipsec-lifetime-bytes have been processed by the IPsec security association), a new
IPsec security association will be created and the existing IPsec security association will be destroyed.

[-is-enabled {true|false}] -Is Policy Enabled

This parameter specifies the whether the IPsec policy is enabled or not. Any policy which is created is
stored in a replicated database. The 'is-enabled' parameter determines if the policy will be included in those
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evaluated when determining t