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snaplock legal-hold commands

snaplock legal-hold abort

Abort Snaplock legal-hold operation.

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The snaplock legal-hold abort is used to abort an ongoing legal-hold operation. The type of legal-hold

operations that can be aborted using this command are begin, end and dump-files. This command only aborts

operations that have not yet completed. Only a user with security login role vsadmin-snaplock is allowed to

perform this operation.

Parameters

-vserver <vserver name> - Vserver Name

Specifies the vserver on which the legal-hold operation is running.

-operation-id <integer> - Operation ID

Specifies the operation ID of the legal-hold operation to be aborted.

Examples

The following example aborts an ongoing legal-hold operation with operation-id 16842754 :

vs1::> snaplock legal-hold abort -operation-id 16842754

            vs1::>

snaplock legal-hold begin

Starts an operation to place files under legal-hold in the user specified path on a

SnapLock compliance volume.

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The snaplock legal-hold begin command is used to place specified file or files under legal-hold for a

given litigation. Only a user with security login role vsadmin-snaplock is allowed to perform this operation.

Parameters

-vserver <vserver name> - Vserver Name

Specifies the name of the Vserver which owns the volume. The specified file or files to be placed under

legal-hold reside on this volume.

1



-litigation-name <text> - Litigation Name

Specifies the name of the litigation for which the file or files have to be placed under legal-hold.

-volume <volume name> - Volume

Specifies the name of the SnapLock compliance volume on which the file or files to be placed under legal-

hold reside.

-path <text> - Path

Specifies a path relative to the volume root. The path can be either a file path of the single file to be placed

under legal-hold or a directory path where all regular files under it must be placed under legal-hold.

Examples

The following example starts a legal-hold begin operation on file file1 in volume slc_vol1 :

vs1::> snaplock legal-hold begin -litigation-name litigation1 -volume

slc_vol1 -path /file1

SnapLock legal-hold begin operation is queued. Run "snaplock legal-hold

show -operation-id 16842773 -instance" to view the operation status.

The following example starts a legal-hold begin operation on all files in the volume slc_vol1 :

vs1::> snaplock legal-hold begin -litigation-name litigation1 -volume

slc_vol1 -path /

SnapLock legal-hold begin operation is queued. Run "snaplock legal-hold

show -operation-id 16842775 -instance" to view the operation status.

snaplock legal-hold dump-files

Dump list of files under legal-hold to specified output path.

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The snaplock legal-hold dump-files is used to dump the list of files under legal-hold for a given

vserver, volume and litigation to an auto-generated file in the user specified path. Only a user with security

login role vsadmin-snaplock is allowed to perform this operation.

Parameters

-vserver <vserver name> - Vserver Name

Specifies the name of the Vserver for which the list of files under legal-hold is to be dumped.
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-litigation-name <text> - Litigation Name

Specifies the name of the litigation for which the list of files under legal-hold is to be dumped.

-volume <volume name> - Volume Name

Specifies the name of the SnapLock compliance volume for which the list of files under legal-hold is to be

dumped.

-output-volume <volume name> - Output Volume Name

Specifies the name of the output volume containing the output directory path where the list of files under

legal-hold is to be dumped. The output volume must be a regular read-write volume.

-output-directory-path <text> - Path Relative to Output Volume Root

Specifies the output directory path relative to the output volume root, where the list of files under legal-hold

is to be dumped. The output directory path should be of the form "/directory-path". If output needs to be

dumped on the volume root, specify the path as "/".

Examples

The following example starts a legal-hold dump-files operation:

vs1::> snaplock legal-hold dump-files -volume vol1_slc -litigation-name

lit1 -output-volume vol1 -output-directory-path /d1

            SnapLock legal-hold dump-files operation is queued. Run

"snaplock legal-hold show -operation-id 16842754 -instance" to view the

operation status.

            vs1::>

snaplock legal-hold dump-litigations

Dump list of litigations for a given Vserver to specified output path.

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The snaplock legal-hold dump-litigations is used to dump the list of litigations for a given vserver

to a user specified path. Under the user specified path, we create a directory with a unique name. Under the

user specified path, a directory with an auto-generated name is created. Under this directory, multiple files are

created. Each file represents a unique litigation name that was found in the given vserver. Each file contains a

list of volume names that have files under legal-hold for that given litigation. For example, if the file name is

"lit1" and the contents of the file are "volume1" and "volume2", then it indicates that both these volumes have

files under legal-hold for litigation "lit1". Only a user with security login role vsadmin-snaplock is allowed to

perform this operation.

Parameters

-vserver <vserver name> - Vserver Name

Specifies the name of the Vserver for which the list of litigations is to be dumped.
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[-volume <volume name>] - Volume Name

If this parameter is specified, the command displays the list of litigations for volume that matches the

specified value. The volume must be of type SnapLock compliance.

-output-volume <volume name> - Output Volume Vame

Specifies the name of the output volume containing the output directory path where the list of litigations is to

be dumped. The output volume must be a regular read-write volume.

-output-directory-path <text> - Path Relative to Output Volume Root

Specifies the output directory path relative to the volume root, where the list of litigations is to be dumped.

The output directory path should be of the form "/directory-path". If output needs to be dumped to the

volume root, specify the path as "/".

Examples

The following example starts a legal-hold dump-litigations job:

vs1::> snaplock legal-hold dump-litigations -output-volume vol1 -output

-directory-path /d1

            Dump Litigations job for Vserver "vs1" has been queued. Run

"job show -id 22 -instance" to view the status.

            vs1::>

snaplock legal-hold end

Starts an operation to release legal-hold on files in the user specified path on a SnapLock

compliance volume.

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The snaplock legal-hold end command is used to release legal-hold on specified file or files for a given

litigation. Only a user with security login role vsadmin-snaplock is allowed to perform this operation.

Parameters

-vserver <vserver name> - Vserver Name

Specifies the name of the Vserver which owns the volume. The specified file or files to be released from

legal-hold reside on this volume.

-litigation-name <text> - Litigation Name

Specifies the name of the litigation for which the file or files have to release from legal-hold.

-volume <volume name> - Volume

Specifies the name of the SnapLock compliance volume on which the file or files to be released from legal-

hold reside.

4



-path <text> - Path

Specifies a path relative to the volume root. The path can be either a file path of the single file to be

released from legal-hold or a directory path where all regular files under it must be released from legal-hold.

Examples

The following example starts a legal-hold end operation on file file1 in volume slc_vol1 :

vs1::> snaplock legal-hold end -litigation-name litigation1 -volume

slc_vol1 -path /file1

SnapLock legal-hold end operation is queued. Run "snaplock legal-hold show

-operation-id 16842773 -instance" to view the operation status.

The following example starts a legal-hold end operation on all files in the volume slc_vol1 :

vs1::> snaplock legal-hold end -litigation-name litigation1 -volume

slc_vol1 -path /

SnapLock legal-hold end operation is queued. Run "snaplock legal-hold show

-operation-id 16842775 -instance" to view the operation status.

snaplock legal-hold show

Show status of a legal-hold operation.

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The snaplock legal-hold show command displays the status of a legal-hold operation. Information about

completed operations will be cleaned up after an hour of completion. Only a user with security login role

vsadmin-snaplock is allowed to perform this operation.

Parameters

{ [-fields <fieldname>,…]

If you specify the -fields <fieldname>, … parameter, the command output also includes the specified

field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ] }

If you specify the -instance parameter, the command displays detailed information about all fields.

[-vserver <vserver name>] - Vserver Name

If this parameter is specified, the command displays all legal-hold operations that match the specified

Vserver.
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[-operation-id <integer>] - Operation ID

If this parameter is specified, the command displays all legal-hold operations that match the specified

operation ID.

[-volume <volume name>] - Volume Name

If this parameter is specified, the command displays all legal-hold operations that match the specified

volume. The parameter specifies the volume on which legal-hold operation is running or has completed.

[-path <text>] - Path

If this parameter is specified, the command displays all legal-hold operations that match the specified path.

The parameter specifies the path on which legal-hold operation is running or has completed.

[-litigation-name <text>] - Litigation Name

If this parameter is specified, the command displays all legal-hold operations that match the specified

litigation name. The parameter specifies the legal-hold litigation name.

[-operation-type {unknown|begin|end|dump-files}] - Operation Type

If this parameter is specified, the command displays all legal-hold operations that match the specified

operation type. The parameter specifies the type of legal-hold operation.

[-operation-status {Unknown|In-Progress|Failed|Aborting|Completed}] - Operation

Status

If this parameter is specified, the command displays all legal-hold operations that match the specified

operation status. The parameter specifies the status of legal-hold operation.

[-num-files-processed <integer>] - Number of Files Processed

If this parameter is specified, the command displays all legal-hold operations that match the specified

number of files processed. The parameter specifies the number of files on which legal-hold operation was

successful.

[-num-files-failed <integer>] - Number of Files Failed

If this parameter is specified, the command displays all legal-hold operations that match the specified

number of files failed. The parameter specifies the number of files on which legal-hold operation failed.

[-num-files-skipped <integer>] - Number of Files Skipped

If this parameter is specified, the command displays all legal-hold operations that match the specified

number of files skipped.

The parameter specifies the number of files on which legal-hold begin operation was skipped. The legal-

hold begin operation is skipped on a file if it is already under hold for a given litigation or if it is a hard link to

a file that is already under hold for a given litigation.

[-num-inodes-ignored <integer>] - Number of Inodes Ignored

If this parameter is specified, the command displays all legal-hold operations that match the specified

number of inodes ignored. The parameter specifies the number of inodes on which the legal-hold operation

was not attempted because they were not regular files.

[-status-details <text>] - Status Details

If this parameter is specified, the command displays all legal-hold operations that match the specified status

details. The parameter specifies the status details of an legal-hold operation.
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Examples

The following examples show the status of legal-hold operations for Vserver vs1 and volume slc_vol1 and

the status of legal-hold operation for operation ID 16842786 respectively:

vs1::> snaplock legal-hold show -volume slc_vol1

                                                Operation

Operation     Operation ID    Vserver   Volume  Status

------------- --------------- --------- ------- ---------

begin         16842784        vs1       slc_vol1

                                                Completed

begin         16842786        vs1       slc_vol1

                                                Completed

begin         16842788        vs1       slc_vol1

                                                In-Progress

dump-files    16842790        vs1       slc_vol1

                                                Completed

end           16842794        vs1       slc_vol1

                                                Completed

5 entries were displayed.

vs1::> snaplock legal-hold show -operation-id 16842786

Vserver: vs1

                      Volume: slc_vol1

                Operation ID: 16842786

             Litigation Name: litigation1

                        Path: /

              Operation Type: begin

                      Status: Completed

   Number of Files Processed: 100

      Number of Files Failed: 15

     Number of Files Skipped: 20

    Number of Inodes Ignored: 0

              Status Details: No error
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