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network commands

network ping
Ping
Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network ping command displays whether a remote address is reachable and responsive, the (if
specified) number of transmitted and received packets, and their round-trip time. The command requires a
source node or logical interface from where the ping will be run, and a destination IP address. You can specify
the source node by name, or a logical interface and its Vserver.

Parameters

{ -node <nodename> - Node
Use this parameter to send the ping from the node you specify.

| -1if <lif-name> - Logical Interface }
Use this parameter to send the ping from the logical interface you specify.

-vserver <vserver> - Vserver

Use this parameter to send the ping from the Vserver where the intended logical interface resides. The
default value is the system Vserver for cluster administrators.

[-use-source-port {true|false}] - (DEPRECATED)-Use Source Port of Logical Interface
(privilege: advanced)

This parameter is only applicable when the -11 f parameter is specified. When set to true, the ping packet
will be sent out via the port which is currently hosting the IP address of the logical interface. Otherwise, the
ping packet will be sent out via a port based on the routing table.

(D The use-source-port parameter is deprecated and may be removed in a future release of
Data ONTAP.

-destination <Remote InetAddress> - Destination
Use this parameter to specify the remote internet address destination of the ping.

[-s, -show-detail <true>] - Show Detail Output
Use this parameter to display detailed output about the ping.

[-R, -record-route <true>] - Record Route

Use this parameter to display the route followed by the ping. You should set this option to false for pinging
to succeed.

[-v, -verbose <true>] - Show All ICMP Packets
Use this parameter to display all ICMP packets.



[-packet-size <integer>] - Packet Size

Use this parameter to specify the number of data bytes to be sent in the ping packet. The default is 56
bytes, which is 64 ICMP data bytes total after 8 bytes of ICMP header data is added.

[-count <integer>] - Count

Use this parameter to specify the maximum number of ECHO_REQUESTS to be sent to the destination.
The default is 20 requests. In the absence of the 'show-detail' option, ping reports that the destination is
alive after receiving the first ECHO_REPLY response, independent of this value.

[-wait <integer>] - Packet Send Wait Time (secs)

Use this parameter to specify the number of seconds to wait between sending packets. The default is one
second.

[-flood <true>] - Flood Ping (privilege: advanced)

Use this parameter to execute the command in flood mode. In flood mode, the command issues pings as
fast as they are received, unless you specify a wait time.

[-D, -disallow-fragmentation <true>] - Disallow Packet Fragmentation

Use this parameter to prevent transport mechanisms from fragmenting ping packets in transit. Preventing
fragmentation assures consistent packet size, making it easier to see transport bottlenecks.

[-wait-response <integer>] - Packet Response Wait Time (ms)

Use this parameter to specify the number of milliseconds to wait for each response packet. The default is
10000 milliseconds (10 seconds).

[-services <LIF Service Name>,..] - Services

Use this paramter to specify the list of services used to select the LIF from which to send the ping.
Examples
This example shows a ping from node xena to the destination server 10.98.16.164 with the server responding

that it is up and running.

clusterl::> network ping -node xena -destination 10.98.16.164
(network ping)
10.98.16.164 is alive

network ping6
Ping an IPv6 address

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network ping6 command uses the ICMPV6 protocol’s mandatory ICMP6_ECHO_REQUEST datagram
to elicit an ICMP6_ECHO_REPLY from a host or gateway. ICMP6_ECHO_REQUEST datagrams ("pings")
have an IPv6 header, and ICMPVv6 header formatted as documented in RFC2463.



Parameters

{ -node <nodename> - Node Name
Use this parameter to originate ping6 from the specified node.

| -1if <lif-name> - Logical Interface }
Use this parameter to originate ping6 from the specified logical interface.

-vserver <vserver name> - Vserver Name

Use this parameter to originate ping6 from the specified Vserver. The default value is the system Vserver
for cluster administrators.

-destination <Remote InetAddress> - Destination
Use this parameter to specify the IPv6 address of the destination node.

[-b, -buffer-size <integer>] - Socket Buffer Size
Use this parameter to set the socket buffer size.

[-c, -count <integer>] - Max Requests to Send/Recieve
Use this parameter to specify the maximum number of requests and replies. The default value is 20.

[-H, -reverse-lookup <true>] - Reverse-lookup of IPv6 addresses

Use this parameter to specify reverse-lookup of IPv6 addresses. Unless this parameter is specified, ping6
command does not attempt reverse lookup.

[-i, -interval <integer>] - Wait between Packets (secs)

Use this parameter to specify the delay time between packets in seconds. The default value is 1 second.
This parameter is incompatible with the flood parameter.

[-1, -preload <integer>] - Send Packets as Fast as Possible (privilege: advanced)

Use this parameter if preload is required. If specified, ping6 sends that many packets as fast as possibile
before falling into its normal mode of behaviour.

[-use-source-port {true|false}] - Use Source Port of Logical Interface (privilege: advanced)

This parameter is only applicable when the -11if parameter is specified. When set to true, the ping packet
will be sent out via the port which is currently hosting the IP address of the logical interface. Otherwise, the
ping packet will be sent out via a port based on the routing table.

[-p, -pattern <text>] - Up to 16 'pad’ Specified for Out Packet

Use this parameter to fill the -16 'pad' bytes in the sent packet. This is useful for diagnosing data dependent
problems in a network. For example, -pattern ff causes the sent packet to be filled with all ones.

[-packet-size <integer>] - Packet Size

Use this parameter to specify the number of data bytes to be sent. The default is 56, which translates to 64
ICMP data bytes when combined with the 8 bytes of ICMP header data.

[-v, -verbose <true>] - Show All ICMP Packets

Use this parameter to get verbose output. Verbose output displays both source address and destination
addresses. Received ICMP packets other than ECHO_RESPONSE are listed. This parameter can be used
only in conjunction with the show-detail parameter.



[-s, -show-detail <true>] - Show Detail Output
Use this parameter to display detailed output about the ping.

[-£, -flood <true>] - Flood Ping (privilege: advanced)

Use this parameter to output packets as fast as they come back or one hundred times per second,
whichever is more. For every ECHO_REQUEST sent a period "." is printed, while for every ECHO_REPLY
received a backspace is printed. This provides a rapid display of how many packets are being dropped.
This can be very hard on a network and should be used with caution.

[-D, -disable-fragmentation <true>] - Disable Fragmentation.

Use this parameter to disallow fragmentation of the outgoing packets, if they do not fit in the Maximum
Transmission Unit.

Examples

This example shows a ping6 from node 'node1' to the destination server ipv6.google.com with the server
responding that it is up and running.

clusterl::> network ping6 -node nodel -destination ipv6.google.com
ipv6.google.com is alive.

network test-path

Test path performance between two nodes

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network test-path command runs a performance test between two nodes. The command requires a
source node, destination node, destination cluster, and application, or session type. All tests are run using
intracluster or intercluster LIFs, depending on whether the test is between two nodes in the same cluster, or
between nodes in peered clusters.

The test itself is different from most bandwidth test tools. It creates a "session" consisting of TCP connections
between all possible paths between the nodes being tested. This is how internal Data ONTAP applications
communicate between nodes. This means the test is using multiple paths, and thus the bandwidth reported
might exceed the capacity of a single 10 Gb path.

Parameters

-source-node {<nodename>|local} - Node Initiating Session (privilege: advanced)

Use this parameter to specify the node that initiates the test. Source-node parameter must be a member of
the cluster in which the command is run.

-destination-cluster <Cluster name> - Cluster Containing Passive Node (privilege: advanced)
Use this parameter to specify the destination cluster; the local cluster, or a peered cluster.



-destination-node <text> - Remote Node in Destination Cluster (privilege: advanced)
Use this parameter to specify the destination node in the destination cluster

-session-type {AsyncMirrorLocal |AsyncMirrorRemote|RemoteDataTransfer} - Type of
Session to Test (privilege: advanced)

The session type parameter is used to mimic the application settings used. A session consists of multiple
TCP connections.

» AsyncMirrorLocal: settings used by SnapMirror between nodes in the same cluster
» AsyncMirrorRemote: settings used by SnapMirror between nodes in different clusters

* RemoteDataTransfer: settings used by Data ONTAP for remote data access between nodes in the
same cluster

The default session-type is AsyncMirrorRemote.

[-connection-detail {true|false}] - Display Test Results per Network Path (privilege:
advanced)
Boolean argument to specify if the network test-path run should be executed for specific network paths.
This defaults to false.

Examples

The following example runs a test between two nodes in the same cluster:

clusterl::*> network test-path -source-node nodel -destination-cluster
clusterl -destination-node node2
Test Duration: 10.65 secs
Send Throughput: 1092.65 MB/sec
Receive Throughput: 1092.65 MB/sec
MB Sent: 11633.69
MB Received: 11633.69
Avg Latency: 64.40 ms
Min Latency: 2.41 ms
Max Latency: 2099.17 ms

network traceroute

Traceroute

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network traceroute command performs a network probe from a node to a specified IP address. The
command requires a source node or logical interface and a destination IP address. You can specify the source
node by name, or specify a logical interface and its Vserver. The traceroute is performed between the source
and destination.



Parameters

{ -node <nodename> - Node

Use this parameter to originate the traceroute from the node you specify.

| -1if <lif-name> - Logical Interface }
Use this parameter to originate the traceroute from the specified network interface.

-vserver <vserver> - LIF Owner

Use this parameter to originate the traceroute from the Vserver where the intended logical interface resides.
The default value is the system Vserver for cluster administrators.

-destination <Remote InetAddress> - Destination
Use this parameter to specify the remote internet address destination of the traceroute.

[-m, -maxttl <integer>] - Maximum Number of Hops

Use this parameter to specify the maximum number of hops (time-to-live) setting used by outgoing probe
packets. The default is 30 hops.

[-n, -numeric <true>] - Print Hop Numerically
Use this parameter to print the hop addresses only numerically rather than symbolically and numerically.

[-port <integer>] - Base UDP Port Number
Use this parameter to specify the base UDP port number used in probes. The default is port 33434.

[-packet-size <integer>] - Packet Size
Use this parameter to specify the size of probe packets, in bytes.

[-g, -nqueries <integer>] - Number of Queries
Use this parameter to specify the number of probes per hop. The default is 3 probes.

[-v, -verbose <true>] - Verbose Output

Use this parameter to display all received ICMP packets, rather than just TIME_EXCEEDED and
UNREACHABLE packets.

[-w, -waittime <integer>] - Wait Between Packets (secs)

Use this parameter to specify the time (in seconds) to wait for the response to a probe. The default is 5
seconds.

Examples

This example shows a traceroute from node node1 to a destination address of 10.98.16.164, showing a
maximum of five hops.



clusterl::> traceroute -node nodel -destination 10.98.16.164 -maxttl 5
1 10.68.208.1 <10.68.208.1> 0.307 ms 293 ms 305 ms

2 152.164.13.205 <152.164.13.205> 3.754 ms 3.722 ms 3.981 ms

3 68.137.122.222 <68.137.122.222> 25.603 ms 24.947 ms 24,565 ms
4
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traceroute to 10.98.16.164, 5 hops max, 52 byte packets

network traceroute6
traceroute6

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network traceroute6 command performs a network probe from a node to a specified IPv6 address.
The command requires a source node or logical interface, Vserver from where traceroute6 will originate and a
destination IPv6 address. traceroute6 is performed between the source and destination.

Parameters

{ -node <nodename> - Node

Use this parameter to originate traceroute6 from the node you specify. This parameter is available only to
cluster administrators.

| -1if <lif-name> - Logical Interface }
Use this parameter to originate traceroute6 from the logical interface you specify.

-vserver <vserver name> - LIF Owner

Use this parameter to originate traceroute6 from the Vserver you specify. The default value is the system
Vserver for cluster administrators.

[-d, -debug-mode <true>] - Debug Mode
Use this parameter to enable socket level debugging. The default value is false.

{[-I, -icmp6 <true>] -ICMP6 ECHO instead of UDP

Use this parameter to specify the use of ICMP6 ECHO instead of UDP datagrams for the probes. The
default value is false.

| [-U, -udp <true>] -UDP}
Use this parameter to specify the use of UDP datagrams for the probes. The default value is true.

[-n, -numeric <true>] - Print Hops Numerically

Use this parameter to print the hop addresses only numerically rather than symbolically and numerically.
The default value is false.



[-v, -verbose <true>] - Verbose Output

Use this parameter to display all received ICMP packets, rather than just TIME_EXCEEDED and
UNREACHABLE packets. The default value is false.

[-£, -first-hop <integer>] - Number of Hops to Skip in Trace
Use this parameter to specify the number of hops to skip in trace. The default value is 1.

[-g, -gateway <Remote InetAddress>] -Intermediate Gateway
Use this parameter to specify the intermediate gateway.

[-m, -hop-limit <integer>] - Maximum Number of Hops
Use this parameter to specify the maximum hoplimit, upto 255. The default value is 64 hops.

[-p, -port <integer>] - Base UDP Port Number
Use this parameter to specify the base UDP port number used in probes. The default value is port 33434.

[-g, -nqueries <integer>] - Number of Queries
Use this parameter to specify the number of probes per hop. The default value is 3 probes.

[-w, -wait-time <integer>] - Wait Between Packets (secs)
Use this parameter to specify the delay time between probes in seconds. The default value is 5 seconds.

-destination <Remote InetAddress> - Destination
Use this parameter to specify the remote IPv6 address destination of traceroute6.

[-packet-size <integer>] - Packet Size

Use this parameter to specify the size of probe packets, in bytes. The default value is 16 bytes for ICMP6
ECHO and 12 bytes for UDP datagrams.

Examples

The following example shows traceroute6 from node node1 to the destination
fd20:8b1e:b255:4071:d255:1fcd:a8cd:b9e8.

clusterl::> network traceroute6 -node nodel -vserver vsl
-destination 3ffe:b00:c18:1::10
traceroute6 to 3ffe:b00:c18:1::10 (3ffe:b00:c18:1::10)
from 2001:0db8:0000:£101::2,

64 hops max, 12 byte packets
2001:0db8:0000:£f101::1 4.249 ms 2.021 ms 0.864 ms
3ffe:2000:0:400::1 0.831 ms 0.579 ms
3ffe:2000:0:1::132 227.693 ms 227.596 ms 227.439 ms
3ffe:c00:8023:2b::2 229.028 ms 228.267 ms 231.891 ms
3ffe:2e00:e:c::3 227.929 ms 228.696 ms 228.558 ms
3ffe:p00:c18:1::10 227.702 ms 227.806 ms 227.439 ms

o U1 b W DN



network arp commands

network arp create
Create static ARP entry

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network arp create command creates a static ARP entry for a given Vserver. Statically created ARP
entries will be stored permanently in the Vserver context and will be used by the network stack.

Parameters

-vserver <vserver name> - Vserver Name

Use this parameter to specify the name of the Vserver on which the ARP entry is created.

-remotehost <IP Address> - Remote IP Address
Use this parameter to specify the IP address to be added as an ARP entry.

-mac <MAC Address> - MAC Address

Use this parameter to specify the MAC address (Ethernet address) for the host specified with -remotehost.
Specify the MAC address as six hex bytes separated by colons.

Examples

The following example creates a static ARP entry on Vserver vs1 for the remote host with the IP address
10.63.0.2 having MAC address 40:55:39:25:27:c1

clusterl::> network arp create -vserver vsl -remotehost 10.63.0.2 -mac
40:55:39:25:27:cl

network arp delete
Delete static ARP entry

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network arp delete command deletes static ARP entries from the Vserver and from the network
stack.

Parameters

-vserver <vserver name> - Vserver Name

Use this parameter to specify the name of the Vserver from which the ARP entry is deleted.



-remotehost <IP Address> - Remote IP Address
Use this parameter to specify the IP address of the ARP entry being deleted.

Examples

The following example deletes the ARP entry for IP address 10.63.0.2 from the Vserver vs1.

clusterl::> network arp delete -vserver vsl -remotehost 10.63.0.2

network arp show
Display static ARP entries

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network arp show command displays static ARP entries present in a given Vserver. This command will
not display dynamically learnt ARP entries in the network stack. Use the network arp active-entry show
command to display dynamically learned ARP entries in the network stack.

Parameters

{ [-fields <fieldname>,..]
Use this parameter to display only certain fields of the ARP table.

| [-instance ]}

Use this parameter to display all the fields of the ARP table.

[-vserver <vserver name>] - Vserver Name

Use this parameter to display ARP entries that are specific to a given Vserver.

[-remotehost <IP Address>] - Remote IP Address
Use this parameter to display ARP entries for the specified IP address

[-mac <MAC Address>] - MAC Address
Use this parameter to display ARP entry for the specified MAC address

[-ipspace <IPspace>] -IPspace
Use this parameter to specify the IPspace associated with the Vserver

Examples

The following example displays static ARP entries from the Vserver vs1.

10



clusterl::> network arp show -vserver vsl
Vserver Remote Host MAC Address

10.238.0.2 40:55:39:25:27:cl

Related Links

* network arp active-entry show

network arp active-entry delete
Delete active ARP entry from a System or Admin Vserver

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network arp active-entry delete command deletes dynamically learned ARP entries from the
network stack of a node. To delete statically configured ARP entries use the network arp delete command.

Parameters

-node {<nodename>|local} - Node (privilege: advanced)
Use this parameter to specify the name of the node in which the ARP entry is deleted.

-vserver <vserver> - System or Admin Vserver Name (privilege: advanced)

Use this parameter to specify the name of the Vserver in which the ARP entry is deleted. Only Vservers
with a type of Admin or System have dynamically learned ARP entries.

-subnet-group <IP Address/Mask> - Subnet Group Name (privilege: advanced)
Use this parameter to specify the name of the routing group in which the ARP entry is deleted.

-remotehost <text> - Remote IP Address (privilege: advanced)
Use this parameter to specify the IP address to be deleted from the active ARP entries.

-port <text> - Port (privilege: advanced)
Use this parameter to specify the name of the Port to be deleted from the active ARP entries.

Examples

The following example deletes the active ARP entry with an IP address of 10.224.64.1, subnet group of
0.0.0.0/0, port e0c on node node2 in the Admin Vserver cluster1:

clusterl::*> network arp active-entry delete -node clusterl-01 -vserver
clusterl -subnet-group 0.0.0.0/0 -remotehost 10.224.64.1 -port eOc

11



Related Links

» network arp delete

network arp active-entry show
Display active ARP entries organized by Vserver
Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The “network arp active-entry show * command displays ARP entries present in the network stack of the node.
The entries includes both dynamically learned ARP entries and user configured static ARP entries.

Parameters

{ [-fields <fieldname>,..]
Use this parameter to display only certain fields of the active ARP table.

| [-instance ]}

Use this parameter to display all the fields of the active ARP table.

[-node {<nodename>|local}] - Node (privilege: advanced)
Use this parameter to display active ARP entries that are specific to a given node.

[-vserver <vserver>] - System or Admin Vserver Name (privilege: advanced)

Use this parameter to display active ARP entries that are specific to a given System or Admin Vserver. Data
and Node Vservers will not have any active-arp entries.

[-subnet-group <IP Address/Mask>] - Subnet Group Name (privilege: advanced)
Use this parameter to display active ARP entries that are specific to a given subnet group.

[-remotehost <text>] - Remote IP Address (privilege: advanced)
Use this parameter to display active ARP entries for the specified IP address.

[-port <text>] - Port (privilege: advanced)
Use this parameter to display active ARP entries for the specified Port name.

[-mac <text>] - MAC Address (privilege: advanced)
Use this parameter to display the active ARP entry for the specified MAC address.

[-ipspace <IPspace>] -I|Pspace (privilege: advanced)
Use this parameter to specify the IPspace associated with the System or Admin Vserver.

Examples

The following example displays active ARP entries for the Admin Vserver cluster1:

12



clusterl::*> network arp active-entry show -vserver clusterl

Node: node-01

Vserver: clusterl

Subnet Group: 169.254.0.0/16

Remote IP Address MAC Address Port

169.254.106.95 0:55:39:27:d1:c1 1o

network bgp commands

network bgp config create
Create BGP configuration

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network bgp config create command is used to create the border gateway protocol (BGP)
configuration for a node. It can be used to override the BGP parameters defined in the global BGP defaults.

Parameters

-node {<nodename>|local} - Node

This parameter specifies the node on which configuration details will be created.

-asn <integer> - Autonomous System Number

This parameter specifies the autonomous system number (ASN). The ASN attribute is a positive integer of
the range from 1 to 4,294,967,295. It should typically be chosen from RFC6996 "Autonomous System (AS)
Reservation for Private Use" or the AS number assigned to the operator’s organization.

-hold-time <integer> - Hold Time
This parameter specifies the hold time in seconds. The default value is 180.

-router-id <IP Address> - Router ID
This parameter specifies the local router ID. The router-id value takes the form of an IPv4 address. The
default router-id will be initialized using a local IPv4 address in admin vserver.

Examples

clusterl::> network bgp config create -node nodel -asn 10 -hold-time 180
-router-id 10.0.1.112

13



network bgp config delete
Delete BGP configuration

Availability: This command is available to cluster administrators at the advanced privilege level.

Description
The network bgp config delete command deletes a node’s border gateway protocol (BGP)

configuration. A BGP configuation cannot be deleted if there are BGP peer groups configured on the
associated node.

Parameters

-node {<nodename>|local} - Node
This parameter specifies the node for which the BGP configuration will be deleted.

Examples

clusterl::> network bgp config delete -node nodel

network bgp config modify
Modify BGP configuration

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network bgp config modify command is used to modify a node’s border gateway protocol (BGP)
configuration.

Parameters

-node {<nodename>|local} - Node
This parameter specifies the node on which BGP configuration will be modified.

[-asn <integer>] - Autonomous System Number

This parameter specifies the autonomous system number (ASN). The ASN attribute is a positive integer of
the range from 1 to 4,294,967,295. It should typically be chosen from RFC6996 "Autonomous System (AS)
Reservation for Private Use" or the AS number assigned to the operator’s organization.

[-hold-time <integer>] - Hold Time
This parameter specifies the hold time in seconds.

[-router-id <IP Address>] - Router ID
This parameter specifies the local router ID. The router-id value takes the form of an IPv4 address.

14



Examples

clusterl::> network bgp config modify -node nodel -router-id 1.1.1.1 -asn
20

network bgp config show
Display BGP configuration

Availability: This command is available to cluster administrators at the admin privilege level.

Description

The network bgp config show command displays the border gateway protocol (BGP) configuration for
each node.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-node {<nodename>|local}] - Node
This parameter selects the BGP configurations that match the specified node.

[-asn <integer>] - Autonomous System Number
This parameter selects the BGP configurations that match the specified autonomous system number.

[-hold-time <integer>] - Hold Time
This parameter selects BGP configurations that match the specified hold time.

[-router-id <IP Address>] - Router ID
This parameter selects the BGP configurations that match the specfied router ID.

Examples

clusterl::> network bgp config show

Autonomous

System Hold Time
Node Number (seconds) Router ID
nodel 10 180 10.0.1.112

15



network bgp defaults modify
Modify BGP defaults

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network bgp defaults modify command modifies the global defaults for border gateway protocol
(BGP) configurations.

Parameters

[-asn <integer>] - Autonomous System Number

This parameter specifies the autonomous system number (ASN). The ASN attribute is a positive integer. It
should typically be chosen from RFC6996 "Autonomous System (AS) Reservation for Private Use", or the
AS number assigned to the operator’s organization. The default ASN is 65501.

[-hold-time <integer>] - Hold Time
This parameter specifies the hold time in seconds. The default value is 180.

Examples

clusterl::> network bgp defaults modify -asn 20

network bgp defaults show
Display BGP defaults
Availability: This command is available to cluster administrators at the admin privilege level.

Description

The network bgp defaults show command displays the global defaults for border gateway protocol
(BGP) configurations.

Examples

clusterl::> network bgp defaults show
Autonomous
System Number Hold Time

(Seconds)

network bgp peer-group create

Create a new BGP peer group

16



Availability: This command is available to cluster administrators at the admin privilege level.

Description

The network bgp peer-group create command is used to create a border gateway protocol (BGP) peer
group. A BGP peer group will advertise VIP routes for the list of vservers in the peer group’s vserver-1ist
using the BGP LIF of the peer group. A BGP peer group will advertise VIP routes to a peer router using the
border gateway protocol. The address of the peer router is identfied by the peer-address value.

Parameters

-ipspace <IPspace> - IPspace Name
This parameter specifies the IPspace of the peer group being created.

-peer-group <text> - Peer Group Name
This parameter specifies the name of the peer group being created.

-bgp-1if <lif-name> - BGP LIF
This parameter specifies the BGP interface (BGP LIF) of the peer group being created.

-peer-address <IP Address> - Peer Router Address
This parameter specifies the IP address of the peer router for the peer group being created.

[-peer-asn <integer>] - Peer Router Autonomous number

This parameter specifies the peer router autonomous system number (ASN) in the peer group being
created. The default value is the value of the local node’s ASN.

-route-preference <integer> - Route Preference

This parameter specifies the preference field in BGP update messages for VIP routes. If a router receives
multiple VIP route announcements for the same VIP LIF from different BGP LIFs, it will install the one that
has the highest preference value. The default route preference value is 100.

[-asn-prepend-type <ASN Prepend type>] - ASN prepend type (privilege: advanced)

This parameter specifies the ASN that will be prepended in the BGP attributes. The possible values are
local-asn and peer-asn . The default behaviour is not to prepend any ASN.

[-asn-prepend-count <integer>] - ASN prepend count (privilege: advanced)

This parameter specifies the number of times ASN, as specified in asn-prepend-type will be prepended
in the BGP path attributes. The default behaviour is not to prepend any ASN.

[-community <BGP community>,..] - BGP Community (privilege: advanced)

This parameter specifies the communities that will be included in the BGP path attributes. The default
behaviour is not to include any community in BGP path attributes.

[-med <integer>] - Multi Exit Discriminator (privilege: advanced)

This parameter specifies the Multi Exit Discriminator (MED) attribute of BGP update messages, which can
be used by routers for best path selection, in cases where more than one peer advertises the same route
with similar attributes.
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[-use-peer-as-next-hop {true|false}] - Use Peer Address As Next Hop

This parameter specifies whether the peer group uses the peer address as a next hop route. When the
value is true, the peer address is used as the next hop router for packets sent from VIP LIFs via the port on
which bgp-1if is configured. Internally, a default route with a gateway configured as the peer-address
is added automatically on the node for all the Vservers in this peer group’s IPspace. The route will be added
for a Vserver only if it has a VIP LIF hosted on the current node of bgp-1if . Note that these automatically
installed default routes are for VIP traffic; however, they can be used for non-VIP traffic as well if a Vserver
hosts both VIP and non-VIP LIFs in the same subnet as bgp-1if . This route will have metric of 20 and will
be used to forward traffic through the current port of bgp-11f . The default value of this parameter is false.

Examples

clusterl::> network bgp peer-group create -peer-group groupl -ipspace
Default -bgp-1lif bgp 1if -peer-address 10.0.1.112

network bgp peer-group delete
Delete a BGP peer group
Availability: This command is available to cluster administrators at the admin privilege level.

Description

The network bgp peer-group delete command is used to delete border gateway protocol (BGP) peer
group configuration.

Parameters

-ipspace <IPspace> - |IPspace Name
This parameter specifies the IPspace of the BGP peer group being deleted.

-peer-group <text> - Peer Group Name
This parameter specifies the name of the BGP peer group being deleted.

Examples

clusterl::> network bgp peer-group delete -ipspace Default -peer-group
groupl

network bgp peer-group modify
Modify a BGP peer group

Availability: This command is available to cluster administrators at the admin privilege level.
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Description

The network bgp peer-group modify command is used to modify a border gateway protocol (BGP) peer
group configuration.

Parameters

-ipspace <IPspace> - |Pspace Name
This parameter specifies the IPspace of the peer group being modified.

-peer-group <text> - Peer Group Name
This parameter specifies the name of the peer group being modified.

[-peer-address <IP Address>] - Peer Router Address
This parameter specifies an updated value for the IP address of the peer router.

[-use-peer-as-next-hop {true|false}] - Use Peer Address As Next Hop

This parameter specifies whether the peer group uses the peer address as a next hop route. When the
value is true, the peer address is used as the next hop router for packets sent from VIP LIFs via the port on
which bgp-11if is configured. Internally, a default route with a gateway configured as the peer-address
is added automatically on the node for all the Vservers in this peer group’s IPspace. The route will be added
for a Vserver only if it has a VIP LIF hosted on the current node of bgp-1if . Note that these automatically
installed default routes are for VIP traffic; however, they can be used for non-VIP traffic as well if a Vserver
hosts both VIP and non-VIP LIFs in the same subnet as bgp-1if . This route will have metric of 20 and will
be used to forward traffic through the current port of bgp-11f . The default value of this parameter is false.

Examples

clusterl::> network bgp peer-group modify -ipspace Default -peer-group
peerl -peer-address 10.10.10.10

network bgp peer-group rename
Rename a BGP peer group
Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network bgp peer-group rename command is used to assign a new name to a BGP peer group.

Parameters

-ipspace <IPspace> - IPspace Name (privilege: advanced)
This parameter specifies the IPspace of the peer group being renamed.

-peer-group <text> - Peer Group Name (privilege: advanced)
The name of the peer group to be updated.
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-new-name <text> - New Name (privilege: advanced)
The new name for the peer group.

Examples

clusterl::> network bgp peer-group rename -peer-group old name -new-name
new name

network bgp peer-group show
Display BGP peer groups information

Availability: This command is available to cluster administrators at the admin privilege level.

Description

The network bgp peer-group show command displays the BGP peer groups configuration.

Parameters

{ [-fields <fieldname>,..]
If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the —~instance parameter, the command displays detailed information about all fields.

[-ipspace <IPspace>] -IPspace Name
This parameter selects peer groups that match the specified IPspace.

[-peer-group <text>] - Peer Group Name
This parameter selects peer groups that match the specified name.

[-bgp-1if <lif-name>] - BGP LIF
This parameter selects peer groups that match the specified BGP Interface.

[-peer-address <IP Address>] - Peer Router Address
This parameter selects peer groups that match the specified peer router address.

[-peer-asn <integer>] - Peer Router Autonomous number
This parameter selects peer groups that match the specified autonomous system number.

[-state <BGP Session State>] - Peer Group State
This parameter selects peer groups that match the specified BGP session state.

[-bgp-node <nodename>] - BGP LIF Node

This parameter selects peer groups that match the specified bgp-node value. This value is calculated
based on the current node of the corresponding BGP LIF.
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[-bgp-port <netport>] - BGP LIF Port

This parameter selects peer groups that match the specified bgp-port value. This value is calculated
based on the current port of the associated BGP LIF.

[-route-preference <integer>] - Route Preference
This parameter selects peer groups that match the specified route preference value.

[-asn-prepend-type <ASN Prepend type>] - ASN prepend type (privilege: advanced)

This parameter selects peer groups that match the specified asn-prepend-type value. The possible
values are local-asn and peer-asn .

[-asn-prepend-count <integer>] - ASN prepend count (privilege: advanced)

This parameter selects peer groups that match the specified asn-prepend-count value.

[-community <BGP community>,..] - BGP Community (privilege: advanced)

This parameter selects peer groups that match the specified community value.

[-med <integer>] - Multi Exit Discriminator (privilege: advanced)
This parameter selects peer groups that match the specified med value.

[-use-peer-as-next-hop {true|false}] - Use Peer Address As Next Hop
This parameter selects peer groups that match the specified use-peer-as-next-hop value.

Examples

clusterl::> network bgp peer-group show
IPspace: Default

Peer Local BGP Peer router Autonomous

Group Interface Address/subnet state Number Node
Port

gpl bgp 1ifl 10.0.5.37 up 10
nodel ela

gp2 bgp 1if2 10.0.6.38 up 12

network bgp vserver-status show
Display Vserver BGP status
Availability: This command is available to cluster administrators at the admin privilege level.

Description

The network bgp vserver-status show command displays the per-node border gateway protocol
(BGP) status for each vserver. The BGP status for a particular vserver is "up" when at least one BGP peer
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group supporting that vserver is able to communicate with its peer router.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-node {<nodename>|local}] - Node
This parameter selects the BGP status that match the specified node.

[-vserver <vserver name>] - Vserver

This parameter selects the BGP status for specified vserver.

[-ipv4-status {unknown|unconfigured|up|down}] - IPv4 status
This parameter selects the BGP status that matches the specified status for IPv4 address family.

[-ipv6-status {unknown|unconfigured|up|down}] - IPv6 status
This parameter selects the BGP status that matches the specified status for IPv6 address family.

Examples

clusterl::> network bgp vserver-status show
Node vserver IPv4d status IPv6 status

network cloud commands

network cloud routing-table create
Create a new external routing table
Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network cloud routing-table create command creates a new external routing table.

Parameters

-route-table-id <text> - Route Table ID (privilege: advanced)
This parameter is used to provide the name of the external routing table to be created.
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Examples

The following example creates an external routing table "eni-123456":

clusterl::> network cloud routing-table create -route-table-id eni-123456

network cloud routing-table delete
Delete an existing external routing table

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network cloud routing-table delete deletes an existing external routing table.

Parameters

-route-table-id <text> - Route Table ID (privilege: advanced)
This parameter is used to provide the name of an existing external routing table to be deleted.

Examples

The following example deletes the external routing table "eni-123456":

clusterl::> network cloud routing-table delete -route-table-id eni-123456

network cloud routing-table show
Show existing external routing tables

Availability: This command is available to cluster administrators at the advanced privilege level.

Description

The network cloud routing-table show command retrieves the configured routing tables on mediator

and displays them.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified

field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.
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[-route-table-id <text>] - Route Table ID (privilege: advanced)
This parameter is the name of the external routing table to be shown.
Examples

The following example shows external routing tables, for this cluster, that are configured on the mediator

clusterl::> network cloud routing-table show
Route Table ID

rtb-16924571
rtb-9c9245fDb
rtb-a36calc4
3 entries were displayed.

network connections commands

network connections active show-clients
Show a count of the active connections by client

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network connections active show-clients command displays information about client
connections, including the client’s IP address and the number of client connections.

@ The results of this command set are refreshed independently every 30 seconds and might not
reflect the immediate state of the system.

Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the —instance parameter, the command displays detailed information about all fields.

[-node {<nodename>|local}] - Node
Use this parameter to display information only about the connections on the node you specify.

[-vserver <vserver>] - Vserver

This parameter is used by the system to break down the output per vserver.
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[-remote-address <Remote IP>] - Remote IP Address

Use this parameter to display information only about the connections that use the remote IP address you
specify.

[-count <integer>] - Client Count
Use this parameter to only clients with the number of active client connections you specify.

Examples

The following example displays information about active client connections:

clusterl::> network connections active show-clients

Node Vserver Name Client IP Address Count
node0 vsl 192.0.2.253 1
vs2 192.0.2.252 2
vs3 192.0.2.251 5
nodel vsl 192.0.2.250 1
vs2 192.0.2.252 3
vs2 customer.example.com 4

network connections active show-lifs
Show a count of the active connections by logical interface

Availability: This command is available to cluster and Vserver administrators at the admin privilege level.

Description

The network connections active show-11ifs command displays the number of active connections on
each logical interface, organized by node and Vserver.

(D The results of this command set are refreshed independently every 30 seconds and might not
reflect the immediate state of the system.
Parameters

{ [-fields <fieldname>,..]

If you specify the -fields <fieldname>, ..parameter, the command output also includes the specified
field or fields. You can use '-fields ?' to display the fields to specify.

| [-instance ]}

If you specify the -instance parameter, the command displays detailed information about all fields.

[-node {<nodename>|local}] - Node
Use this parameter to display information only about the connections on the node you specify.
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[-vserver <vserver>] - Vserver

Use this parameter to display information only about the connections that are using the node or Vserver you
specify.

[-lif-name <1lif-name>] - Logical Interface Name

Use this parameter to display information only about the connections that are using the logical interface you
specify.

[-count <integer>] - Client Count

Use this parameter to display only logical interfaces with the number of active client connections you
specify.

[-blocked-count <integer>] - (DEPRECATED)-Load Balancing Blocking Count

(D This parameter has been deprecated and may be removed in a future version of Data
ONTAP.

Use this parameter to display information only about data logical interfaces blocked from migrating and the
connection that is blocking it.

Examples

The following example displays information about the servers and logical interfaces being used by all active
connections:

clusterl::> network connections active show-1lifs

Node Vserver Name Interface Name Count
node0
vsO0 datalifl
vsO0 cluslifl
vsO0 cluslif?2
nodel
vsO0 datalif2 3
vs0 cluslifl 3
vs0 cluslif?2 5
node?2
vsl datalif?2
vsl cluslifl
vsl cluslif2
node3
vsl datalifl
vsl cluslifl
vsl cluslif?2 1

At privilege levels above "admin", the command displays an extra column.
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clusterl::*> network connections active show-1ifs
LB Migrate

Node Vserver Name Interface Name Count Blocking
node0

vs0 datalifl 3

vsO0 cluslifl 6

vs0 cluslif2 5
nodel

vsO0 datalif?2

vs0 cl