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csm events

csm.badauthaccess events

csm.badAuthAccess

Severity

NOTICE

Description

This message occurs when a blade fails an attempt to authenticate as a given peer cluster, and Cluster

Session Manager (CSM), which establishes and manages SpinNP sessions between blades in the cluster,

denies access of the unauthenticated blade. This could indicate that an interloper is attempting to gain

access to the cluster.

Corrective Action

(None).

Syslog Message

Access as peer cluster %s was claimed from network address %s, but has not been granted because %s.

Parameters

clusterUuid (STRING): UUID of the cluster to which the blade claimed to belong.

addrstr (STRING): Remote network address of the blade.

msg (STRING): Reason that access could not be authenticated.

csm.badconnection events

csm.badConnection

Severity

ALERT

Description

This message occurs when ONTAP® software receives a Cluster Session Manager (CSM) connection with

unrecognizable content. This might indicate that the system is under attack. As a precaution, the connection

used to receive that data has been closed.

Corrective Action

Carefully inspect the networking configuration, event messages, and logs of both the local and remote

nodes. If any evidence exists of an intrusion attempt, configure site networking equipment to avoid

forwarding data to the local address and port, and if necessary, from forwarding data from the remote

address and port. Check external site security tools for unauthorized access attempts. Audit site security

logs.

Syslog Message

ONTAP received a CSM connection with unrecognizable content at local address %s local port %d, from

remote address %s remote port %d, via IPspace %d.
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Parameters

localAddr (STRING): Full internet address of the local end of the connection.

localPort (INT): Local port number.

remoteAddr (STRING): Full internet address of the remote end of the connection.

remotePort (INT): Remote port number.

IPspace (INT): Identifier of the IPspace within which the remote address was reached.

csm.badplainaccess events

csm.badPlainAccess

Severity

NOTICE

Description

This message occurs when a blade attempts to access the local cluster without encrypting its

communication channel, and Cluster Session Manager (CSM), which establishes and manages SpinNP

sessions between blades in the cluster, denies access of the unencrypted communication channel. This

could indicate that an interloper is attempting to gain access to the cluster.

Corrective Action

(None).

Syslog Message

Access as peer cluster %s was claimed from network address %s, but has not been granted because it was

not using TLS.

Parameters

clusterUuid (STRING): UUID of the cluster to which the blade claimed to belong.

addrstr (STRING): Remote network address of the blade.

csm.ctfallbackactiveopen events

csm.ctFallbackActiveOpen

Severity

NOTICE

Description

This message occurs when the Cluster Session Manager (CSM) uses CT (TCP transport) as the default

when creating LIF pairs because connections running CSM over remote direct memory access (RDMA)

repeatedly fail during successive retry attempts.

Corrective Action

(None).

Syslog Message

Cluster Session Manager (CSM) could not successfully create the RDMA connections for session "%s"

even after several retry attempts. CSM will use TCP connections as defaults.
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Parameters

uniquifier (STRING): Unique identifier for this session.

csm.ctfallbackswitchless events

csm.ctFallbackSwitchless

Severity

NOTICE

Description

This message occurs when the Cluster Session Manager (CSM) defaults to use CT (TCP transport) when

creating LIF pairs because remote device ID information is not available on switchless clusters running

CSM over remote direct memory access (RDMA).

Corrective Action

(None).

Syslog Message

Cluster Session Manager (CSM) could not determine the cluster ports that are directly connected between

the switchless cluster nodes to create the RDMA connections for session "%s". CSM will use TCP

connections as defaults.

Parameters

uniquifier (STRING): Unique identifier for this session.

csm.homeportinfounexpected events

csm.homePortInfoUnexpected

Severity

NOTICE

Description

This message occurs when the Cluster Session Manager (CSM) establishes a connection between nodes

over the cluster network interface of a switchless cluster and detects that the logical interface’s (LIF’s) home

port and the corresponding remote device information are not the expected values.

Corrective Action

This message can occasionally happen during normal operations on a system startup or a LIF migration

event. If the message repeats every few minutes, it might indicate a problem in the cluster interface

configuration or the physical cabling of the switchless cluster.

Syslog Message

CSM reports unexpected information for cluster LIF ID "%d" (home port: "%s", remote device ID: "%s").

Parameters

vifId (INT): ID of the local cluster LIF over which the connection gets established.

homePort (STRING): Home port hosting the LIF.

remoteDeviceId (STRING): Remote device associated with the home port.
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csm.mismatchremotedevice events

csm.mismatchRemoteDevice

Severity

ERROR

Description

The message occurs when the Cluster Session Manager (CSM) establishes a connection between nodes

over the cluster network interface, but the node’s remote device IDs do not match.

Corrective Action

Ensure that the Cisco Discover Protocol (CDP) is running on the nodes and switches. In addition, ensure

that the cluster ports are up and the cluster LIFs are configured and hosted according to the suggested

cluster configuration.

Syslog Message

CSM connection between source LIF %d and destination address %s might not be optimal for session %s.

The source is currently connected to %s remote device and the destination is currently connected to %s

remote device.

Parameters

sourceLIF (INT): Source logical interface.

destAddr (STRING): Destination IP address.

uniquifier (STRING): Unique identifier for this session.

sourceRemoteDevice (STRING): Remote device associated with the source logical interface.

destRemoteDevice (STRING): Remote device associated with the destination IP address.

csm.rdmarecoveractiveopen events

csm.rdmaRecoverActiveOpen

Severity

NOTICE

Description

This message occurs when the Cluster Session Manager (CSM) attempts to restore the use of the

preferred remote direct memory access (RDMA) transport for the eligible sessions because the condition

which triggered the CSM to use CT (TCP transport) as default might have resolved.

Corrective Action

(None).

Syslog Message

Cluster Session Manager (CSM) is attempting to restore the use of the preferred RDMA connections for

eligible sessions, which had previously defaulted to use TCP connections due to repeated active open

failures.

Parameters

(None).
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csm.rdmarecoverswitchless events

csm.rdmaRecoverSwitchless

Severity

NOTICE

Description

This message occurs when the Cluster Session Manager (CSM) attempts to restore the use of the

preferred remote direct memory access (RDMA) transport for the eligible sessions because the condition

which triggered the CSM to use CT (TCP transport) as default might have been resolved in the switchless

cluster.

Corrective Action

(None).

Syslog Message

Cluster Session Manager (CSM) is attempting to restore the use of the preferred RDMA connections for

eligible sessions, which had previously defaulted to use TCP connections in the switchless cluster.

Parameters

(None).

csm.unmarshallerror events

csm.unmarshallError

Severity

ERROR

Description

The message occurs when the Cluster Session Manager (CSM) fails to unmarshal a packet.

Corrective Action

Unmarshal errors reported in CSM indicate corrupted packet(s) were delivered to CSM. Often this can be

attributed to network layer problems. TCP checksum errors should be checked for if unmarshal errors

continue to increment.

Syslog Message

Cluster Session Manager (CSM) failed to unmarshall packet for session %s.

Parameters

sessionId (STRING): Full session ID of this session.
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