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Manage certificates

Regenerate a temporary self-signed certificate for the
ONTAP Mediator host

Regenerate a temporary self-signed certificate for the current host when a hostname or
IP address change invalidates the existing certificate.

(D This procedure is only supported on systems running ONTAP Mediator 1.7 or later.

About this task
» Perform this task on the Linux host where you installed ONTAP Mediator.

 You can perform this task only if the generated self-signed certificates have become obsolete due to
changes to the hostname or IP address of the host after installing ONTAP Mediator.

 After the temporary self-signed certificate has been replaced by a trusted third-party certificate, you do not
use this task to regenerate a certificate. The absence of a self-signed certificate will cause this procedure
to fail.

Step
To regenerate a new temporary self-signed certificate for the current host, perform the following step:

1. Restart ONTAP Mediator:

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key



Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

Replace ONTAP Mediator self-signed certificates with
trusted third-party certificates

If your environment supports it, replace self-signed certificates with trusted certificates
issued by a certificate authority.

» Third-party certificates are only supported beginning with ONTAP 9.16.1 and in some earlier
@ ONTAP patch releases. See NetApp Bugs Online Bug ID CONTAP-243278.

» Third-party certificates are only supported on systems running ONTAP Mediator 1.7 or later.

About this task
» Perform this task on the Linux host where you installed ONTAP Mediator.

* You can perform this task if the generated self-signed certificates need to be replaced by certificates
obtained from a trusted subordinate certificate authority (CA). To accomplish this, you should have access
to a trusted public-key infrastructure (PKI) authority.

 The following image shows the purposes of each ONTAP Mediator certificate.

ONTAP Mediator Certificate Purposes

Root CA Intermediate Server Chain Server Cert Client Certs

= PKl used to secure * Used as a signing * Used for SSL »Used for HTTPS = Used by ONTAP for
the private authority mutual *Need the private mutual
Certificate » Creates the server authentication / key for encryption authentication

Authority’s key cert + signs all encryption ops «Unique per cluster

*Only need the client certs pair
public cert after = Needs a key + srl * Generated
signing the file to perform automatically
Intermediate CA signing when adding a
cert. mediatorto a
cluster.

» The following image shows configuration for the web server setup and ONTAP Mediator setup.


https://mysupport.netapp.com/site/bugs-online/product/ONTAP/JiraNgage/CONTAP-243278

ONTAP Mediator Certificates
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sintermediate.crt sontap_mediater server.crt
sintermediate. key sontap_mediator_server key
*Intermediate.srl

sroot_ca.crt

ontap_mediator_servercrt
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini

WebServer Setup

* set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.crt
* set-placeholder = mediator_key=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_configlontap mediator serverkey

* set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_meadiator.user_config.yaml
ONTAP Mediator Server Setup

» cert_path: Yopt/netapp/liblontap_mediatorfontap_mediator/server_configlontep medistor servercr’
* key_path: '/opt/netapp/libfontap_mediatorfontap_mediator/server_configfontap mediator_serverkey
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate. ot

» ca_key_path: 'fopt/netapp/lib/fontap_mediator/ontap_mediator/server_config/intermediate. kay'

+ ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediatorfserver_configfintermeadiate. sel'

Step 1: Obtain a certificate from a third-party issuing a CA certificate

You can obtain a certificate from a PKI authority using the following procedure.

The following example demonstrates replacing the self-signed certificate actors with the third-party certificate
actors located at /opt/netapp/lib/ontap mediator/ontap mediator/server config/.

The example illustrates the necessary criteria for the certificates required for ONTAP Mediator.
You can obtain the certificates from a PKI authority in a way that might be different to this
procedure. Adjust the procedure according to your business need.

ONTAP Mediator 1.9 and later

1. Create a private key intermediate.key and a configuration file openssl ca.cnf that will be
consumed by the PKI authority to generate a certificate.

a. Generate the private key intermediate. key:

Example

openssl genrsa -aes256 -out intermediate.key 4096

b. The configuration file openssl ca.cnf (located at
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c
nf) defines the properties that the generated certificate must have.

2. Use the private key and configuration file to create a certificate signing request intermediate.csr:

Example:

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf



[root@mediator host server configl# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server configl# cat intermediate.csr

3. Send the certificate signing request intermediate.csr to a PKI authority for their signature.

The PKI authority verifies the request and signs the . csr, generating the certificate
intermediate.crt. Additionally, you need to obtain the root ca.crt certificate that signed the
intermediate.crt certificate from the PKI authority.

For SnapMirror active sync clusters and MetroCluster IP configurations using ONTAP
Mediator configured with HTTPS, you must add the intermediate.crt and

@ root ca.crt certificates to an ONTAP cluster. See Configure ONTAP Mediator and
clusters for SnapMirror active sync and Configure the ONTAP Mediator for a
MetroCluster IP configuration.

ONTAP Mediator 1.8 and earlier

1. Create a private key ca. key and a configuration file openss1 ca.cnf that will be consumed by the
PKI authority to generate a certificate.

a. Generate the private key ca.key:

Example:

openssl genrsa -aes256 -out ca.key 4096

b. The configuration file openssl ca.cnf (located at
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl ca.c
nf) defines the properties that the generated certificate must have.

2. Use the private key and configuration file to create a certificate signing request ca.csr:

Example:

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server configl]# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl# cat ca.csr


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html

3. Send the certificate signing request ca . csr to a PKI authority for their signature.

The PKI authority verifies the request and signs the . csr, generating the certificate ca.crt.
Additionally, you need to obtain the root ca.crt certificate that signed the ca.crt certificate from
the PKI authority.

For SnapMirror active sync clusters, you must add the ca.crt and root ca.crt
certificates to an ONTAP cluster. See Configure ONTAP Mediator and clusters for
SnapMirror active sync.

Step 2: Generate a server certificate by signing with a third-party CA certification

ONTAP Mediator 1.9 and later

A server certificate must be signed by the private key intermediate. key and the third-party certificate
intermediate.crt. Additionally, the configuration file
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf
contains certain attributes that specify the properties required for server certificates issued by OpenSSL.

The following commands can generate a server certificate.

Steps

1. To generate a server certificate signing request (CSR), run the following command from the
/opt/netapp/lib/ontap mediator/ontap mediator/server config folder:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. To generate a server certificate from the CSR, run the following command from the
/opt/netapp/lib/ontap mediator/ontap mediator/server config folder:

These files were obtained from a PKI authority. If you are using a different certificate
name, replace intermediate.crt and intermediate.key with the relevant file
names.

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab512 -days 1095
-req -in ontap mediator server.csr -out ontap mediator server.crt

° The -CAcreateserial option is used to generate the intermediate.srl files.

ONTAP Mediator 1.8 and earlier

A server certificate must be signed by the private key ca. key and the third-party certificate ca.crt.
Additionally, the configuration file
/opt/netapp/lib/ontap mediator/ontap mediator/server config/openssl server.cnf
contains certain attributes that specify the properties required for server certificates issued by OpenSSL.

The following commands can generate a server certificate.

Steps


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html

1. To generate a server certificate signing request (CSR), run the following command from the
/opt/netapp/lib/ontap mediator/ontap mediator/server config folder:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -sha5l2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. To generate a server certificate from the CSR, run the following command from the
/opt/netapp/lib/ontap mediator/ontap mediator/server config folder:

@ These files were obtained from a PKI authority. If you are using a different certificate
name, replace ca.crt and ca. key with the relevant file names.

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shabl2 -days 1095 -reqg -in
ontap mediator server.csr -out ontap mediator server.crt

° The -CAcreateserial option is used to generate the ca.srl files.

Step 3: Replace new third-party CA certificate and server certificate in ONTAP
Mediator configuration

ONTAP Mediator 1.10 and later

The certificate configuration is supplied to ONTAP Mediator in the configuration file located at
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml. The file includes the following attributes:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path and key path are server certificate variables.

* ca cert path, ca key path,and ca serial path are CA certificate variables.



Steps

1. Replace all intermediate. * files with the third-party certificates.

2. Create a certificate chain from the intermediate.crt and ontap_mediator server.crt
certificates:

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. Update the /opt/netapp/lib/ontap mediator/uvicorn/config.json file.
Update the values of ss1_keyfile, ssl certfile,and ssl ca certs:
ssl keyfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° The ss1_keyfile value is the key path in the ontap mediator server.crt file, which is
ontap mediator server.key.

° The ss1 certfile value is the path of the ontap mediator server chain.crt file.
° The ssl _ca_ certs value is the path of the root ca.crt file.
4. Verify that the following attributes of the newly generated certificates are set correctly:
° Linux Group Owner: netapp:netapp
° Linux permissions: 600

5. Restart ONTAP Mediator:

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 and 1.9

The certificate configuration is supplied to ONTAP Mediator in the configuration file located at
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml. The file includes the following attributes:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia



te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* cert path and key path are server certificate variables.

* ca cert path, ca key path,and ca serial path are CA certificate variables.
Steps

1. Replace all intermediate. * files with the third-party certificates.

2. Create a certificate chain from the intermediate.crt and ontap _mediator server.crt
certificates:

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. Update the /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini file.
Update the values of mediator cert,mediator key,and ca certificate:

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
° The mediator cert value is the path of the ontap mediator server chain.crt file.

° The mediator key value is the key path in the ontap mediator server.crt file, which is
ontap mediator server.key.

° The ca_certificate value is the path of the root ca.crt file.

4. Verify that the following attributes of the newly generated certificates are set correctly:
° Linux Group Owner: netapp:netapp
° Linux permissions: 600

5. Restart ONTAP Mediator:

systemctl restart ontap mediator



ONTAP Mediator 1.8 and earlier

The certificate configuration is supplied to ONTAP Mediator in the configuration file located at
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml. The file includes the following attributes:

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_ serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

* cert path and key path are server certificate variables.

* ca cert path, ca key path,and ca serial path are CA certificate variables.
Steps

1. Replace all ca. * files with the third-party certificates.

2. Create a certificate chain from the ca.crt and ontap mediator server.crt certificates:
cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

3. Update the /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini file.
Update the values of mediator cert, mediator key,and ca certificate:

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° The mediator cert value is the path of the ontap mediator server chain.crt file.

° The mediator key value is the key path in the ontap mediator server.crt file, which is
ontap mediator server.key.

° The ca certificate value is the path of the root ca.crt file.



4. Verify that the following attributes of the newly generated certificates are set correctly:
° Linux Group Owner: netapp:netapp
° Linux permissions: 600

5. Restart ONTAP Mediator:

systemctl restart ontap mediator

Step 4: Optionally, use a different path or name for your third-party certificates

10

ONTAP Mediator 1.10 and later

You can use third-party certificates with a different name other than intermediate. * or store the third-
party certificates in a different location.

Steps
1. Configure the

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml file to override the default variable values in the
ontap mediator.config.yaml file.

If you obtained intermediate.crt from a PKI authority and you store its private key
intermediate. key at the location
/opt/netapp/lib/ontap mediator/ontap mediator/server config, the
ontap mediator.user config.yaml file should look like the following example:

If you used intermediate.crt to sign the ontap mediator server.crt
certificate, the intermediate.srl file is generated. See Step 2: Generate a server
certificate by signing with a third-party CA certification for more information.

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6



#

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. If you are using a certificate structure where the root ca.crt certificate provides an
intermediate.crt certificate that signs the ontap mediator server.crt certificate
create a certificate chain from the intermediate.crt and ontap mediator server.crt
certificates:

You should have obtained the intermediate.crt and
ontap mediator server.crt certificates from a PKI authority earlier in the
procedure.

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. Update the /opt/netapp/lib/ontap mediator/uvicorn/config.json file.
Update the values of ss1 keyfile, ssl certfile,and ssl ca certs:

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* The ss1 _keyfile value is the key path in the ontap mediator server.crt file, which is
ontap mediator server.key.

* The ss1 certfile value is the path of the ontap mediator server chain.crt file.

* The ss1 _ca certs value is the path of the root ca.crt file.

11
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For SnapMirror active sync clusters and MetroCluster IP configurations using
ONTAP Mediator configured with HTTPS, you must add the

@ intermediate.crt and root ca.crt certificates to an ONTAP cluster. See
Configure ONTAP Mediator and clusters for SnapMirror active sync and
Configure the ONTAP Mediator for a MetroCluster IP configuration.

c. Verify that the following attributes of the newly generated certificates are set correctly:
* Linux Group Owner: netapp:netapp
* Linux permissions: 600

2. Restart ONTAP Mediator when the certificates are updated in the configuration file:

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 and 1.9

You can use third-party certificates with a different name other than intermediate. * or store the third-
party certificates in a different location.

Steps

1. Configure the
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml file to override the default variable values in the
ontap mediator.config.yaml file.

If you obtained intermediate.crt from a PKI authority and you store its private key
intermediate.key at the location
/opt/netapp/lib/ontap mediator/ontap mediator/server config, the
ontap mediator.user config.yaml file should look like the following example:

If you used intermediate.crt to sign the ontap mediator server.crt
certificate, the intermediate.srl file is generated. See Step 2: Generate a server
certificate by signing with a third-party CA certification for more information.

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/task_configuring_the_ontap_mediator_service_from_a_metrocluster_ip_configuration.html

#

# 'default mailboxes per target': 6

#

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme

diate.srl'

a. If you are using a certificate structure where the root ca.crt certificate provides an
intermediate.crt certificate that signs the ontap mediator server.crt certificate,
create a certificate chain from the intermediate.crt and ontap mediator server.crt
certificates:

You should have obtained the intermediate.crt and
ontap mediator server.crt certificates from a PKI authority earlier in the
procedure.

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

. Update the /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini file.
Update the values of mediator cert,mediator key,and ca certificate:
set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt
set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat

or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* The mediator cert value is the path of the ontap mediator server chain.crt file.

* The mediator key value is the key path in the ontap mediator server.crt file, which

13
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is ontap mediator server.key.

* The ca_certificate value is the path of the root ca.crt file.

For SnapMirror Business Continuity (SM-BC) clusters, you must add the
intermediate.crt and root ca.crt certificates to an ONTAP cluster. See
Configure ONTAP Mediator and clusters for SnapMirror active sync.

c. Verify that the following attributes of the newly generated certificates are set correctly:
* Linux Group Owner: netapp:netapp
* Linux permissions: 600

2. Restart ONTAP Mediator when the certificates are updated in the configuration file:

systemctl restart ontap mediator

ONTAP Mediator 1.8 and earlier

You can use third-party certificates with a different name other than ca. * or store the third-party
certificates in a different location.

Steps

1. Configure the
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.
user config.yaml file to override the default variable values in the
ontap mediator.config.yaml file.

If you obtained ca.crt from a PKI authority and you store its private key ca. key at the location
/opt/netapp/lib/ontap mediator/ontap mediator/server config, the
ontap mediator.user config.yaml file should look like the following example:

If you used ca.crt to sign the ontap mediator server.crt certificate, the
ca.srl file is generated. See Step 2: Generate a server certificate by signing with a
third-party CA certification for more information.

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. If you are using a certificate structure where the root ca.crt certificate provides an ca.crt
certificate that signs the ontap mediator server.crt certificate, create a certificate chain
from the ca.crt and ontap mediator server.crt certificates:

@ You should have obtained the ca.crt and ontap mediator server.crt
certificates from a PKI authority earlier in the procedure.

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

. Update the /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini file.
Update the values of mediator cert,mediator key,and ca certificate:
set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt
set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat

or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* The mediator cert value is the path of the ontap mediator server chain.crt file.

* The mediator key value is the key path in the ontap mediator server.crt file, which
is ontap mediator server.key.

* The ca certificate value is the path of the root ca.crt file.

@ For SnapMirror Business Continuity (SM-BC) clusters, you must add the
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ca.crt and root ca.crt certificates to an ONTAP cluster. See Configure
ONTAP Mediator and clusters for SnapMirror active sync.

c. Verify that the following attributes of the newly generated certificates are set correctly:
* Linux Group Owner: netapp:netapp
* Linux permissions: 600

2. Restart ONTAP Mediator when the certificates are updated in the configuration file:

systemctl restart ontap mediator

Troubleshoot ONTAP Mediator certificate-related issues

Use these checks to verify certificate properties when troubleshooting certificate issues.

Verify certificate expiration

Use the following command to identify the certificate validity range.

ONTAP Mediator 1.9 and later

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 and earlier

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

Verify X509v3 extensions in CA certification

Use the following command to verify the X509v3 extensions in the CA certification.
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ONTAP Mediator 1.9 and later

The properties defined within v3_ca in openssl ca.cnf are displayed as X509v3 extensionsin
intermediate.crt.

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 and earlier

The properties defined within v3_ca in openssl ca.cnf are displayed as X509v3 extensionsin
ca.crt.

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]
subjectKeyIdentifier = hash



authorityKeyldentifier = keyid:always,issuer
basicConstraints = critical, CA:true
keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

Verify X509v3 extensions in server certificate and subject Alt Names

The v3_ req properties defined in the openssl server.cnf configuration file are displayed as X509v3
extensions in the certificate.

In the following example, you can obtain the variables in the alt names sections by running the commands
hostname -2A and hostname -TI on the Linux VM on which ONTAP Mediator is installed.

Check with your network administrator for the correct values of the variables.

ONTAP Mediator 1.9 and later

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names
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[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcd:abcd:abecd

ONTAP Mediator 1.8 and earlier

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false
extendedKeyUsage = serverAuth
keyUsage = keyEncipherment, dataEncipherment

subjectAltName @alt names
[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abced:abed

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:
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X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abced:abed

Verify that a private key matches with a certificate

You can verify whether a particular private key matches with a certificate.

Use the following OpenSSL commands on the key and certificate respectively.

ONTAP Mediator 1.9 and later

[root@mediator host server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 and earlier

[root@mediator host server config]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7¢c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

If the -modulus attribute for both match, it indicates that the private key and certificate pair are compatible and
can work with each other.
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Verify that a server certificate is created from a particular CA certificate

You can use the following command to verify that the server certificate is created from a particular CA
certificate.

ONTAP Mediator 1.9 and later

[root@mediator host server config]# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server config]#

ONTAP Mediator 1.8 and earlier

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt

ontap mediator server.crt: OK

If the Online Certificate Status Protocol (OCSP) validation is being used, use the command openssl-verify.
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