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Security

Security overview

Overview

You can use ONTAP security APIs to manage security settings for the cluster and SVMs.

SAML

Configure the SAML 2.0 SP (Service Provider) protocol inside ONTAP. Doing so redirects the authentication
task to a third-party Identity Provider (IDP) that can utilize any number of approaches for multi-factor
authentication. After SAML authentication is enabled, all interactive web access (System Manager, SPI) is
authenticated via SAML and a third-party IDP.

Manage security-related operations

Security endpoint overview

Overview

You can use this API for various cluster-wide security-related operations.

"onboard_key_manager_configurable_status" object

Use this API to retrieve details of whether or not the Onboard Key Manager can be configured on the cluster.
&ndash; GET /api/security

&ndash; GET /api/security?fields=onboard_key manager_configurable_ status

"software_data_encryption" object

Contains software data encryption related information.

The following APls can be used to enable or disable and obtain default software data at rest encryption values:
&ndash; PATCH /api/security -d '{ "software_data_encryption.disabled_by_default" : true }'

&ndash; PATCH /api/security -d '{ "software_data_encryption.disabled_by default" : false }'

&ndash; GET /api/security

&ndash; GET /api/security?fields=software_data_encryption

A PATCH request on this API using the parameter "software_data_encryption.conversion_enabled" triggers the
conversion of all non-encrypted metadata volumes to encrypted metadata volumes and all non-NAE
aggregates to NAE aggregates. For the conversion to start, the cluster must have either an Onboard or an
external key manager set up and the aggregates should either be empty or have only metadata volumes. No
data volumes should be present in any of the aggregates. For MetroCluster configurations, the PATCH request
will fail if the cluster is in the switchover state.



The following API can be used to initiate software data encryption conversion.

&ndash; PATCH /api/security -d '{ "software_data_encryption.conversion_enabled" : true }'

"fips" object

Contains FIPS mode information.

A PATCH request on this API using the parameter "fips.enabled" switches the system from using the default
cryptographic module software implementations to validated ones or vice versa, where applicable. If the value
of the parameter is "true" and unapproved algorithms are configured as permitted in relevant subsystems,
those algorithms will be disabled in the relevant subsystem configurations. If "false", there will be no implied
change to the relevant subsystem configurations.

&ndash; GET /api/security

&ndash; GET /api/security?fields=fips

&ndash; PATCH /api/security -d '{ "fips.enabled" : true }'

&ndash; PATCH /api/security -d '{ "fips.enabled" : false }'

"tls" object

Contains TLS configration information.

A PATCH request on this API using the parameter "tls.cipher_suites" and/or "tls.protocol_versions" configures
the permissible cipher suites and/or protocol versions for all TLS-enabled applications in the system.

&ndash; GET /api/security
&ndash; GET /api/security?fields=tls
&ndash; PATCH /api/security -d '{ "tIs" : { "protocol_versions" : ["TLSv1.2", "TLSv1.1"], "cipher_suites" :

['TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384",
"TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256" } ¥

"management_protocols” object

Contains Security Protocols information.

This security protocols endpoint is used to retrieve and configure security protocols.
&ndash; GET /api/security

&ndash; GET /api/security?fields=management_protocols

&ndash; PATCH /api/security -d '{ "management_protocols" : { "rsh_enabled" : true } }'
&ndash; PATCH /api/security -d '{ "management_protocols" : { "rsh_enabled" : false } }'
&ndash; PATCH /api/security -d '{ "management_protocols" : { "telnet_enabled" : true } }'
&ndash; PATCH /api/security -d '{ "management_protocols" : { "telnet_enabled" : false } }'

&ndash; PATCH /api/security -d '{ "management_protocols" : { "rsh_enabled" : true, "telnet_enabled" : true } }'



GET Examples

Retrieving information about the security configured on the cluster

The following example shows how to retrieve the configuration of the cluster.

# The API:
GET /api/security:

# The call:
curl -X GET 'https://<mgmt-ip>/api/security?fields=*' -H 'accept:
application/hal+json'

# The response:
{
"onboard key manager configurable status": {

"supported": false,

"message": "Onboard Key Manager cannot be configured on the cluster.
There are no self-encrypting disks in the cluster, and the following nodes
do not support volume granular encryption: ntap-vsim2.",

"code": 65537300
by
"fips": {

"enabled": false
by
"tls": {

"cipher suites": |

"TLS RSA WITH AES 128 GCM SHA256",

"TLS RSA WITH AES 128 CBC_SHA",

"TLS RSA WITH AES 128 CBC_ SHA256",

"TLS RSA WITH AES 256 GCM SHA384",

"TLS RSA WITH AES 256 CBC_SHA",

"TLS RSA WITH AES 256 CBC_ SHA256",

"TLS RSA WITH CAMELLIA 128 CBC_ SHA",
"TLS RSA WITH CAMELLIA 256 CBC_SHA",
"TLS DHE DSS WITH AES 128 GCM SHA256",
"TLS DHE DSS WITH AES 128 CBC SHA",

"TLS DHE DSS WITH AES 128 CBC SHA256",
"TLS DHE DSS WITH AES 256 GCM SHA384",
"TLS DHE DSS WITH AES 256 CBC SHA",

"TLS DHE DSS WITH AES 256 CBC SHA256",
"TLS DHE DSS WITH CAMELLIA 128 CBC_SHA",
"TLS DHE DSS WITH CAMELLIA 256 CBC_ SHA",
"TLS DHE DSS WITH SEED CBC_ SHA",

"TLS DHE RSA WITH AES 128 GCM SHA256",
"TLS DHE RSA WITH AES 128 CBC SHA",

"TLS DHE RSA WITH AES 128 CBC_ SHA256",



"TLS DHE RSA WITH AES 256 GCM SHA384",
"TLS DHE RSA WITH AES 256 CBC_SHA",
"TLS DHE RSA WITH AES 256 CBC_SHA256",
"TLS DHE RSA WITH CAMELLIA 128 CBC SHA",
"TLS DHE RSA WITH CAMELLIA 256 CBC_SHA",
"TLS_DHE RSA WITH SEED CBC_ SHA",
"TLS ECDHE ECDSA WITH AES 128 GCM SHA256",
"TLS ECDHE ECDSA WITH AES 128 CBC SHA",
"TLS_ECDHE ECDSA WITH AES 128 CBC_SHA256",
"TLS ECDHE ECDSA WITH AES 256 GCM SHA384",
"TLS ECDHE ECDSA WITH AES 256 CBC SHA",
"TLS_ECDHE ECDSA WITH AES 256 CBC_SHA384",
"TLS ECDHE RSA WITH AES 128 GCM SHA256",
"TLS ECDHE RSA WITH AES 128 CBC_SHA",
"TLS _ECDHE RSA WITH AES 128 CBC_SHA256",
"TLS ECDHE RSA WITH AES 256 GCM SHA384",
"TLS ECDHE RSA WITH AES 256 CBC_SHA",
"TLS _ECDHE RSA WITH AES 256 CBC_SHA384",
"TLS PSK WITH AES 128 CBC SHA",
"TLS PSK WITH AES 128 GCM SHA256",
"TLS PSK WITH AES 256 CBC SHA",
"TLS PSK WITH AES 256 GCM SHA384",
"TLS RSA WITH SEED CBC_ SHA",
"TLS SRP_SHA WITH AES 128 CBC_ SHA",
"TLS SRP_SHA WITH AES 256 CBC SHA",
"TLS SRP_SHA DSS WITH AES 128 CBC_ SHA",
"TLS_SRP_SHA DSS WITH AES 256 CBC_SHA",
"TLS SRP_SHA RSA WITH AES 128 CBC_SHA",
"TLS SRP_SHA RSA WITH AES 256 CBC_SHA"

I,

"protocol versions": [
TSl 2™,
"TLSv1.1"

]

b

"management protocols": {
"rsh enabled": false,
"telnet enabled": false

}

}



== PATCH Examples
=== Enabling software encryption conversion in the cluster

The following example shows how to convert all the aggregates and metadata
volumes in the cluster from non-encrypted to encrypted.

= The API:
PATCH /api/security
= The call

curl -X PATCH "https://+++<mgmt ip>+++/api/security” -d '{

"software data encryption.conversion enabled" : true }'+++</mgmt ip>+++
= The response:

{

"job": {
"uuid": "ebcbd82d-1cd4-11ea-8£f75-005056acd4adc",
" links": {
"self": {
"href": "/api/cluster/jobs/ebcbd82d-1cd4-11ea-8f75-
005056ac4adc"

}

}

}
This returns a job UUID. A subsequent GET for this job UUID returns
details of the Jjob.

= The call

curl -X GET "https://+++<mgmt ip>+++/api/cluster/jobs/ebcbd82d-1lcd4-1llea-
8£75-005056ac4adc"+++</mgmt_ip>+++

= The response:

{
"uuid": "ebcbd82d-1cd4-11ea-8£75-005056ac4adc",

"description": "PATCH /api/security",
"state": "success'",

"message": "success",

"code": O,

"start time": "2019-12-12T06:45:40-05:00",

"end time": "2019-12-12T06:45:40-05:00",



" links": {
"self": {
"href": "/api/cluster/jobs/ebcbd82d-1cd4-11ea-8f75-005056acdadc"

[discrete]
=== FEnabling FIPS mode in the cluster

The following example shows how to enable FIPS mode in the cluster.
= The API:

PATCH /api/security

= The call

curl -X PATCH "https://+++<mgmt ip>+++/api/security” -d '{ "fips.enabled"
true }'+++</mgmt ip>+++

= The response:

{

"job": |
"yuid": "8e7f59%ee-a9cd4-4faa-9513-bef689bbf2c2",
" links": {
"self": {
"href": "/api/cluster/jobs/8e7f5%e-a%c4-4faa-9513-
bef689%pbf2c2"

}

}

}
This returns a job UUID. A subsequent GET for this job UUID returns
details of the job.

= The call

curl -X GET "https://+++<mgmt ip>+++/api/cluster/jobs/8e7£59%ee-a9%c4-4faa-
9513-bef689%bbf2c2"+++</mgmt ip>+++

= The response:

{
"uuid": "8e7f59%9ee-a9cd4-4faa-9513-bef689%bf2c2",
"description": "PATCH /api/security",



"state": "success'",
"message": "success",
"code": 0,

"start time": "2020-04-28T06:55:40-05:00",
"end time": "2020-04-28T06:55:41-05:00",
" links": {
"self": {
"href": "/api/cluster/jobs/8e7f59%ee-a9c4-4faa-9513-bef689%0bf2c2"
}
}
}
[discrete]

=== Configuring permissible TLS protocols and cipher suites in the cluster

The following example shows how to configure the cluster to only allow

TLSv1.2 with selected cipher suites.

= The API:

PATCH /api/security

= The call
curl -X PATCH "https://+++<mgmt ip>+++/api/security” -d '{ "tls" : {
"protocol versions" : ["TLSv1.2"], "cipher suites"

["TLS_ECDHE RSA WITH AES 256 GCM SHA384",
"TLS ECDHE RSA WITH AES 128 GCM SHA256"] } }'+++</mgmt_ip>+++

= The response:

{

"job": {
"uuid": "b45b6290-fd4f2-442a-aale-4d3ffefeb5e0d",
" links": {
"self": {
"href": "/api/cluster/jobs/b45b6290-f4f2-442a-aale-
4d3ffefebe0d”

}

}

}
This returns a job UUID. A subsequent GET for this job UUID returns

details of the job.

= The call



curl -X GET "https://+++<mgmt ip>+++/api/cluster/jobs/b45b6290-f4f2-442a-
aale-4d3ffefebeld"+++</mgmt ip>+++

= The response:

{
"uuid": "b45b6290-f4f2-442a-aale-4d3ffefebeld",

"description": "PATCH /api/security",
"state": "success",
"message": "success",
"code": O,
"start time": "2021-03-22T08:52:50-05:00",
"end time": "2021-03-22T08:52:51-05:00",
" links": {
"self": {
"href": "/api/cluster/jobs/b45b6290-f4f2-442a-aale-4d3ffefe5e0d"
}
}
}
[discrete]

=== Enabling security protocols in the cluster

The following example shows how to enable the security protocol rsh in the
cluster.

= The API:
PATCH /api/security
= The call

curl -X PATCH "https://+++<mgmt ip>+++/api/security" -d '({
"management protocols" : { "rsh enabled" : true } }'+++</mgmt ip>+++

= The response

{

"job": {
"yuid": "2980ba28-adab-11eb-8fa3-005056bbfad4",
" links": {

"self": {

"href": "/api/cluster/jobs/2980ba28-adab-11eb-8fa3-005056bbfa84"



= The call:

curl -H "accept: application/hal+json" -X GET "https://+++<mgmt-
ip>+++/api/security/?fields=management protocols"+++</mgmt-ip>+++

= The response:

{

"management protocols": {
"rsh enabled": false,
"telnet enabled": false

by

" links": {
"self": {
"href": "/api/security"

[[ID67b77bc2£27789e451b98ac55d8d348d] ]
= Retrieve information about security configured on the cluster

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security #

*Introduced In:* 9.7

Retrieves information about the security configured on the cluster.

== Parameters

[cols=5*,options=header]
|

|Required
| Description



| fields
|larray[string]

| query
| False
al|Specify the fields to return.

== Response
Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]

al

| fips
| link:#fips[fips]
a|Cluster-wide Federal Information Processing Standards (FIPS) mode

information.

|management protocols
| link:#management protocols[management protocols]
a|Cluster-wide security protocols related information.

|onboard key manager configurable status
| link:#onboard key manager configurable status[onboard key manager configu

rable status]
al|Indicates whether the Onboard Key Manager can be configured in the

cluster.

| software data encryption
| link:#software data encryption[software data encryption]
a|Cluster-wide software data encryption related information.
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|tls
| link:#tls[tls]

a|Cluster-wide Transport Layer Security (TLS) configuration information

.Example response
[3collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"onboard key manager configurable status": {

"code": 65537300,
"No platform support for volume encryption in following

"message":
nodes - nodel, node2."
}I
"tls": {

"cipher suites": |
"TLS ECDHE RSA WITH AES 256 GCM SHA384"

1,
"protocol versions": [

"string"

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]



.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

al



[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#fips]
[.api-collapsible-fifth-title]
fips

Cluster-wide Federal Information Processing Standards (FIPS) mode
information.

[cols=3*,options=header]

| Name

| Type
| Description

|enabled

|boolean

alIndicates whether or not the software FIPS mode is enabled on the
cluster. Our FIPS compliance involves configuring the use of only approved
algorithms in applicable contexts (for example TLS), as well as the use of
formally validated cryptographic module software implementations, where
applicable. The US government documents concerning FIPS 140-2 outline the
relevant security policies in detail.

[#management protocols]
[.api-collapsible-fifth-title]

13
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management protocols

Cluster-wide security protocols related information.

[cols=3*,options=header]

| Type
| Description

|rsh enabled
|boolean

a|Indicates whether or not security protocol rsh is enabled on the
cluster.

| telnet enabled
|boolean

a|Indicates whether or not security protocol telnet is enabled on the
cluster.

[#onboard key manager configurable status]
[.api-collapsible-fifth-title]

onboard key manager configurable status

Indicates whether the Onboard Key Manager can be configured in the
cluster.

[cols=3*,options=header]

| Type

| Description

| code
| integer

a|Code corresponding to the status message. Returns a 0 if the Onboard Key

Manager can be configured in the cluster.

|message



| string
a|Reason that Onboard Key Manager cannot be configured in the cluster.

| supported
|boolean

alSet to true if the Onboard Key Manager can be configured in the cluster.

[#software data encryption]
[.api-collapsible-fifth-title]

software data encryption

Cluster-wide software data encryption related information.

[cols=3*,options=header]

| Type
| Description

| conversion enabled

|boolean

al|Indicates whether or not software encryption conversion is enabled on
the cluster. A PATCH request initiates the conversion of all non-encrypted
metadata volumes in the cluster to encrypted metadata volumes and all non-
NAE aggregates to NAE aggregates. For the PATCH request to start, the
cluster must have either an Onboard or an external key manager set up and
the aggregates should either be empty or have only metadata volumes. No
data volumes should be present in any of the aggregates in the cluster.
For MetroCluster configurations, a PATCH request enables conversion on all
the aggregates and metadata volumes of both local and remote clusters and
is not allowed when the MetroCluster is in switchover state.

|disabled by default
|boolean
alIndicates whether or not default software data at rest encryption is

disabled on the cluster.

15



[#tls]
[.api-collapsible-fifth-title]
tls

Cluster-wide Transport Layer Security (TLS) configuration information

[cols=3*,options=header]

| Name

| Type
| Description

|cipher suites
|larray[string]
a|Names a cipher suite that the system can select during TLS handshakes.
list of available options can be found on the Internet Assigned Number
Authority (IANA) website.

|protocol versions

|larray[string]

a|Names a TLS protocol version that the system can select during TLS
handshakes. The use of SSLv3 or TLSvl is discouraged.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

| string

a|Argument code

|message
|string

16



a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID1e6834d2fb7d7242584dba3781d18£d4]]
= Update the software FIPS mode or enable conversion of non-encrypted
metadata volumes non-NAE aggregates

17



[.api-doc-operation .api-doc-operation-patch] #PATCH# [.api-doc-code-
block] # /security #

*Introduced In:* 9.8

Updates the software FIPS mode or enables conversion of non-encrypted
metadata volumes to encrypted metadata volumes and non-NAE aggregates to
NAE aggregates.

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the Jjob
completes so it can return something other than 202.

* Default value: 1
* Max value: 120

* Min value: O

== Request Body

[cols=3*,options=header]

18



| Type
| Description

| fips
|link:#fips[fips]

a|Cluster-wide Federal Information Processing Standards (FIPS) mode

information.

|management protocols
| link:#management protocols[management protocols]
a|Cluster-wide security protocols related information.

|software data encryption
| link:#software data encryption[software data encryption]

a|Cluster-wide software data encryption related information.

|tls
| link:#tls[tls]

a|Cluster-wide Transport Layer Security (TLS) configuration information

.Example request
[$collapsible%closed]

[source, json, subs=+macros]
{
"tls": |
"cipher suites": |
"TLS ECDHE RSA WITH AES 256 GCM SHA384"
1,
"protocol versions": [

"string"

== Response

Status: 202, Accepted

19



[cols=3*,options=header]

| Type
| Description

| job
|link:#job link[job link]
a |

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{
"job": {

"uuid": "string"

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 5636142
| This operation is not supported in a mixed-release cluster.

| 52428817
| SSLv3 is not supported when FIPS is enabled.

| 52428824
| TLSvl is not supported when FIPS is enabled.

| 52428830
| Cannot enable FIPS-compliant mode because the configured minimum
security strength for certificates is not compatible.

20



| 52559974
| Cannot enable FIPS-compliant mode because a certificate that is not

FIPS-compliant is in use.

| 196608081
| Cannot start software encryption conversion while there are data volumes

in the cluster.

| 196608082
| The operation is not valid when the MetroCluster is in switchover mode.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#fips]
[.api-collapsible-fifth-title]
fips

Cluster-wide Federal Information Processing Standards (FIPS) mode

information.



[cols=3*,options=header]

| Type
| Description

|enabled

|boolean

alIndicates whether or not the software FIPS mode is enabled on the
cluster. Our FIPS compliance involves configuring the use of only approved
algorithms in applicable contexts (for example TLS), as well as the use of
formally validated cryptographic module software implementations, where
applicable. The US government documents concerning FIPS 140-2 outline the
relevant security policies in detail.

[#management protocols]
[.api-collapsible-fifth-title]
management protocols

Cluster-wide security protocols related information.

[cols=3*,options=header]

| Type
| Description

|rsh enabled

|boolean

a|Indicates whether or not security protocol rsh is enabled on the
cluster.

| telnet enabled

|boolean

alIndicates whether or not security protocol telnet is enabled on the
cluster.



[#onboard key manager configurable status]
[.api-collapsible-fifth-title]
onboard key manager configurable status

Indicates whether the Onboard Key Manager can be configured in the
cluster.

[cols=3*,options=header]

| Type
| Description

| code
| integer

a|Code corresponding to the status message. Returns a 0 if the Onboard Key
Manager can be configured in the cluster.

|message
|string

a|Reason that Onboard Key Manager cannot be configured in the cluster.

| supported
|boolean

alSet to true if the Onboard Key Manager can be configured in the cluster.

[#software data encryption]
[.api-collapsible-fifth-title]
software data encryption

Cluster-wide software data encryption related information.

[cols=3*,options=header]

| Type
| Description

23



|conversion enabled

|boolean

alIndicates whether or not software encryption conversion is enabled on
the cluster. A PATCH request initiates the conversion of all non-encrypted
metadata volumes in the cluster to encrypted metadata volumes and all non-
NAE aggregates to NAE aggregates. For the PATCH request to start, the
cluster must have either an Onboard or an external key manager set up and
the aggregates should either be empty or have only metadata volumes. No
data volumes should be present in any of the aggregates in the cluster.
For MetroCluster configurations, a PATCH request enables conversion on all
the aggregates and metadata volumes of both local and remote clusters and
is not allowed when the MetroCluster is in switchover state.

|disabled by default

|boolean

alIndicates whether or not default software data at rest encryption is
disabled on the cluster.

[#tls]
[.api-collapsible-fifth-title]
tls

Cluster-wide Transport Layer Security (TLS) configuration information

[cols=3*,options=header]

| Name

| Type
| Description

|cipher suites

|larray[string]

a|Names a cipher suite that the system can select during TLS handshakes. A
list of available options can be found on the Internet Assigned Number
Authority (IANA) website.

|protocol versions
|larray[string]

a|Names a TLS protocol version that the system can select during TLS



handshakes. The use of SSLv3 or TLSvl is discouraged.

[#security config]
[.api-collapsible-fifth-title]
security config

[cols=3*,options=header]

| Name

| Type
| Description

| fips
| link:#fips[fips]
a|Cluster-wide Federal Information Processing Standards (FIPS) mode

information.

|management protocols
| link:#management protocols[management protocols]
a|Cluster-wide security protocols related information.

| software data encryption
| link:#software data encryption[software data encryption]
a|Cluster-wide software data encryption related information.

|[tls
| link:#tls[tls]
a|Cluster-wide Transport Layer Security (TLS) configuration information

[#job link]
[.api-collapsible-fifth-title]
job link

[cols=3*,options=header]

| Name
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| Type
| Description

|uuid

|string

a|The UUID of the asynchronous job that is triggered by a POST,
DELETE operation.

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

PATCH,

or



a|Message arguments

| code
|string
alError code

|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage security-related accounts

:leveloffset: +1

[[IDa83b8f6f6al966£3743759ea8£al4552]]

= Security accounts endpoint overview

== Qverview

A valid user account is required to login to and provision, monitor, and
manage the cluster. The scope of the management operation can be at the
cluster level or at an individual SVM level. There is a need to create
user accounts with specific privileges apart from the default user
accounts, "admin", for cluster and "vsadmin" for SVM. Custom user accounts
can be configured to perform specific (scoped) operations. User accounts
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can either be created locally (on the Netapp system) or referenced from an
external directory server (NIS, LDAP, or Active Directory).

Apart from creation, modification, and deletion of a user account, locking
and unlocking of a user account or resetting the password (for local
accounts only) is possible.

A user account must be associated with the following before it can become
operational:

A management application (SSH, HTTP, console, service processor, and
such like) for user login. HTTP enables REST API access.

Scope - either cluster or SVM.

Authentication source - password (local, NIS/LDAP, Active Directory),
public/private key pair-based, certificate based.

RBAC role - determines what operations are permitted for the user
account.
=== Restrictions

A number of internal/restricted account names, such as admin, diag,
autosupport, and root cannot be used.

There must be at least one console cluster administrator account. Any
attempt to delete the last remaining administrator account fails.

Multi-factor authentication is only possible for SSH application and the
only combination possible is password (local or NIS/LDAP) and public key.

All authentication sources are not supported by all applications. You must
select a compatible authentication method based on the application. The
following types of authentications methods are supported:

| Application | Supported Authentication Methods

| amgp
| password

| console

| password

| service processor

| password

| HTTP

| password, domain, nsswitch, certificate



| ONTAPI

| password, domain, nsswitch, certificate

| SSH
| password, publickey (key pair), domain, nsswitch
|

NOTE: In this table, "certificate" means security certificate, "domain"
means that the user directory server is an external Active Directory,
"nsswitch" means the directory server is an external NIS or LDAP server.
At login time, the user is authenticated with these external directory
servers which must be provisioned separately.

== Examples
=== Creating a cluster-scoped user account

Specify the user account name, role name, and the tuples (of application
and authentication methods) in the body of the POST request. The
owner.uuid or owner.name are not required to be specified for a cluster-

scoped user account.

NOTE: Each entry in the applications array must be for a different
application.

# The API:
POST "/api/security/accounts"

# The call to create a cluster user account with applications ssh, http
and password authentication scheme:
curl -X POST "https://<mgmt-ip>/api/security/accounts" -d

'"{"name":"cluster userl","applications":[{"application":"ssh","authenticat
ion methods":["password"], "second authentication method":"none"}, {"applica
tion":"http", "authentication methods":["password"]}],"role":"admin", "passw

ord":"p@ssw@rdl23"}"'
Note: The password is an optional parameter for creation and can be set
later using a PATCH request. See the examples for modification of user
account or password.

=== Creating an SVM-scoped user account

For an SVM-scoped account, specify either the SVM name as the owner.name
or SVM uuid as the owner.uuid along with other parameters for the user

account. These indicate the SVM for which the user account is being



created and can be obtained from the response body of GET performed on the

_/api/svm/svms_ API.
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# The API:
POST "/api/security/accounts"

# The call:

curl -X POST "https://<mgmt-ip>/api/security/accounts" -d

'"{"owner": {"uuid" :"aaef7c38-4bd3-11e9-b238-

0050568e2e25"}, "name" :"svm _userl","applications":[{"application":"ssh", "au
thentication methods": ["password"],"second authentication method":"none"}]
,"role":"vsadmin", "password" :"p@ssw@rd123"}"'

=== Retrieving the configured user accounts

Use the following API to retrieve all of the user accounts or a filtered

list of user accounts (by name, for a specific SVM, and so on).

# The API:
GET "/api/security/accounts"

# The call to retrieve all the user accounts configured in the cluster:

curl -X GET "https://<mgmt-ip>/api/security/accounts"

# The response:

{

"records": [
{
"owner": {
"yuid": "2903de6cf-4bd2-11e9-b238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"
}
}
b
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/2903de6f-4bd2-11e9-b238-
0050568e2e25/admin"



}
by
{
"owner": {
"uuid": "2903de6f-4bd2-11e9-b238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"

}
b
"name": "autosupport",
" links": {
"self": {
"href": "/api/security/accounts/2903de6f-4bd2-11e9-b238-
0050568e2e25/autosupport"
}
}
b
{
"owner": {
"uuid": "2903de6f-4bd2-11e9-0238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"

}
b
"name": "cluster userl",
" links": {
"self": {
"href": "/api/security/accounts/2903de6f-4bd2-11e9-b238-
0050568e2e25/cluster userl"
}
}
b
{
"owner": {
"yuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",
"name": "svml",
" links": {
"self": {
"href": "/api/svm/svms/aaef7c38-4bd3-11e9-b238-0050568e2e25"
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}
by

"name": "svm userl",

" links": {
"self": {
"href": "/api/security/accounts/aaef7c38-4bd3-11e9-b238-

0050568e2e25/svm_userl”
}
}
by
{

"owner": {
"yuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",
"name": "svml",
" links": {
"self": {
"href": "/api/svm/svms/aaef7c38-4bd3-11e9-b238-0050568e2e25"

}
by

"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/aaef7c38-4bd3-11e9-b238-
0050568e2e25/vsadmin"
}

}
1,

"num records": 5,
" links": {
"self": {
"href": "/api/security/accounts"

# The scoped call to retrieve the configured cluster-scoped user accounts:
curl -X GET "https://<mgmt-ip>/api/security/accounts/?scope=cluster"

# The scoped call to retrieve the configured SVM-scoped user accounts:
curl -X GET "https://<mgmt-ip>/api/security/accounts/?scope=svm"

# The scoped call to retrieve the user accounts configured for the SVM

"svml":
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curl -X GET "https://<mgmt-ip>/api/security/accounts/?owner.name=svml"
# The scoped call to retrieve the user accounts configured with the

"admin" role:
curl -X GET "https://<mgmt-ip>/api/security/accounts/?role=admin"

[ [IDb%ab4b5578a3dddcedclec24d525ce04] ]

= Retrieve user accounts in the cluster

[.api-doc-operation .api-doc-operation-get] #GET# [.api-doc-code-
block]# /security/accounts #

*Introduced In:* 9.6

Retrieves a list of user accounts in the cluster.

== Related ONTAP commands

* “security login show"

== Learn more

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5*,options=header]
|

|Required
| Description

| scope

| string

| query

| False

al|Filter by scope



* Introduced in: 9.7

| comment
|string
| query

| False

al|Filter by comment

* Introduced in: 9.7

| role.name
| string

| query

| False

alFilter by role.name

* Introduced in: 9.7

|applications.application
|string

| query
| False

al|Filter by applications.application

* Introduced in: 9.7

|applications.authentication methods
|string

|query
| False

a|Filter by applications.authentication methods

* Introduced in: 9.7

|applications.second authentication method
| string

| query
| False

a|Filter by applications.second authentication method

* Introduced in: 9.7



| locked

|boolean

| query

| False

al|Filter by locked

* Introduced in: 9.7

| owner.uuid
|string

| query

| False

al|Filter by owner.uuid

* Introduced in: 9.7

| owner .name
|string

| query

| False

alFilter by owner.name

* Introduced in: 9.7

| name

| string
|query
| False

al|Filter by name

* Introduced in: 9.7

| fields
|larray[string]
| query

| False

al|Specify the fields to return.

|max records

| integer
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| query
| False

alLimit the number of records returned.

| return records
|boolean

| query

| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

* Default value: 1

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

* Default value: 1
* Max value: 120

* Min wvalue: O

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok
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| Description

| links
|link:# links[ links]
a

|num records
|integer
a|Number of records

| records

|larray[link:#account [account]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"applications": [
{
"application": "string",

"authentication methods": [
"string"

1,

"second authentication method":

"string"
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1,
"comment": "string",
"name": "joe.smith",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

bo
"role": {
" links": {
"self": {
"href": "/api/resourcelink”
}
b

"name": "admin"

by

"scope": "string"

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al

.Example error
[$collapsible%closed]
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[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

a |

[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]
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| Name

| Type
| Description

|next
| link:#href [href]
al

| self
| link:#href[href]
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

|self
| link:#href[href]
al

[#account application]
[.api-collapsible-fifth-title]
account application

[cols=3*,options=header]

| Name

| Type
| Description

|lapplication

| string

al|Applications
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|authentication methods
|larray[string]
al

| second authentication method

| string

al|An optional additional authentication method for MFA. This only works
with SSH as the application. It is ignored for all other applications.

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the user account.

[cols=3*,options=header]

| Type
| Description

| _links
| link:# links[ links]
al

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#role]
[.api-collapsible-fifth-title]
role
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[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

| name
| string

al|Role name

[#account]
[.api-collapsible-fifth-title]

account

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

|applications
larray[link:#account application[account application]]
al

| comment
|string
a|Optional comment for the user account.

| Llocked
|boolean
a|Locked status of the account.



| name
| string

a|User or group account name

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the user account.

|role
| link:#role[role]
al

| scope
| string
al|Scope of the entity. Set to "cluster" for cluster owned objects and to

svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

|message
| string
a|Message argument

[#error]
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[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID582e72a3f0blalec8da945067fbab88f] ]

= Create a new user account

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/accounts #

*Introduced In:* 9.6

Creates a new user account.



== Required parameters

* ‘name’ - Account name to be created.
* “applications’ - Array of one or more application tuples (of application
and authentication methods) .

== QOptional parameters

* “owner.name  or ~owner.uuid - Name or UUID of the SVM for an SVM-
scoped user account. If not supplied, a cluster-scoped user account is
created.

* “role’ - RBAC role for the user account. Defaulted to "admin’ for
cluster user account and to “vsadmin® for SVM-scoped account.

* ‘password - Password for the user account (if the authentication method
is opted as password for one or more of applications).

* “second authentication method® - Needed for MFA and only supported for
ssh application. Defaults to "none’ if not supplied.

* “comment - Comment for the user account (e.g purpose of this account).
* “locked’™ - Locks the account after creation. Defaults to “false®™ if not
supplied.

== Related ONTAP commands
* “security login create’
== Learn more

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
|boolean

| query

| False

al|The default is false. If set to true, the records are returned.
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* Default value:

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|lapplications
larray[link:#account application[account application]]

al

| comment
| string
a|Optional comment for the user account.

| locked
|boolean

a|Locked status of the account.

| name
| string

a|User or group account name

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the user account.

| password

| string

a|Password for the account. The password can contain a mix of lower and
upper case alphabetic characters, digits, and special characters.

|role
| link:#role[role]



al

| scope
| string
al|Scope of the entity. Set to "cluster" for cluster owned objects and to

"svm" for SVM owned objects.

.Example request
[$collapsible%closed]
[source, json, subs=+macros]
{
"applications": [
{
"application": "string",
"authentication methods": [
"string"
I

"second authentication method": "string"

I
"comment": "string",
"name": "joe.smith",
"owner": {
"name": "svml",
"uuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by

"password": "string",
"role": {
"name": "admin"
}I
"scope": "string"
}
== Response

Status: 201, Created

== Error



Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 1261215
| The role was not found.

| 1263343
| Cannot lock user with password not set or non-password authentication

method.

| 5636099
| User creation with a non-admin role is not supported for service-

processor application.

| 5636121
| The user account name is reserved for use by the system.

| 5636126
| Cannot create a user with the username or role as AutoSupport because it

is reserved by the system.

| 5636140
| Creating a login with application console for a data Vserver is not

supported.

| 5636141
| Creating a login with application service-processor for a data Vserver

is not supported.

| 5636154
| The second-authentication-method parameter is supported for ssh

application.
| 5636155

| The second-authentication-method parameter can be specified only if the
authentication-method password or public key nsswitch.

| 5636156
| The same value cannot be specified for the second-authentication-method

and the authentication-method.

| 5636157
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If the authentication-method is domain, the second-authentication-method

cannot be specified.

5636164
If the value for either the authentication-method second-authentication-

method is nsswitch or password, the other parameter must differ.

7077897

Invalid character in username.

7077898
The username must contain both letters and numbers.

7077899
The username does not meet length requirements.

7077906
A role with that name has not been defined for the Vserver.

7077918
The password cannot contain the username.

7077919
The minimum length for new password does not meet the policy.

7077920

A new password must have both letters and numbers.

7077921
The minimum number of special characters required do not meet the

policy.

7077929
Cannot lock user with password not set or non-password authentication

method.

7077940
The password exceeds the maximum supported length.

7077941
The defined password composition exceeds the maximum password length of

128 characters.

7078900
An admin password is not set. Set the password by including it in the
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== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#account application]
[.api-collapsible-fifth-title]
account application

[cols=3*,options=header]

| Type
| Description

|application
| string
al|Applications

|authentication methods
|larray[string]

a |



| second authentication method

|string

al|An optional additional authentication method for MFA. This only works
with SSH as the application. It is ignored for all other applications.

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the user account.

[cols=3*,options=header]

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#role]
[.api-collapsible-fifth-title]
role

[cols=3*,options=header]

| Name

| Type
| Description

| name
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| string
a|Role name

[#account]
[.api-collapsible-fifth-title]
account

[cols=3*,options=header]

| Name

| Type
| Description

|applications
larray[link:#account application[account application]]
al

| comment
| string
a|Optional comment for the user account.

| locked
|boolean

a|Locked status of the account.

| name
|string
alUser or group account name

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the user account.

| password

|string

a|Password for the account. The password can contain a mix of lower and
upper case alphabetic characters, digits, and special characters.



|role
| link:#role[role]
al

| scope

|string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

| arguments
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|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string

a|Error code

| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage scoped user accounts

:leveloffset: +1

[[ID7e07ca045b35d8£fc5b56b65421e04563] ]
= Security accounts owner.uuid name endpoint overview

== Overview
This API displays and manages the configuration of scoped user accounts.
Newly created user accounts might need to be updated for many reasons. For

example, a user account might need to use a different application or its
role might need to be modified. According to a policy, the password or
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authentication source of a user account might need to be changed, or a
user account might need to be locked or deleted from the system. This API
allows you to make these changes to user accounts.

Specify the owner UUID and the user account name in the URI path. The
owner UUID corresponds to the UUID of the SVM for which the user account
has been created and can be obtained from the response body of the GET
request performed on one of the following APIs:

_/api/security/accounts for all user accounts
_/api/security/accounts/?scope=cluster for cluster-scoped user accounts
_/api/security/accounts/?scope=svm_ for SVM-scoped accounts
_/api/security/accounts/?owner.name=\{svm-name} for a specific SVM

This API response contains the complete URI for each user account that can
be used.

== Examples

=== Retrieving the user account details

# The API:
GET "/api/security/accounts/{owner.uuid}/{name}"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/accounts/aef7¢38-4bd3-11e9-
b238-0050568e2e25/svm_userl"

# The response:
{
"owner": {

"yuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",

"name": "svml",

" links": {

"self": {
"href": "/api/svm/svms/aaef7c38-4bd3-11e9-b238-0050568e2e25"

b
"name": "svm userl",
"applications": [
{
"application": "ssh",
"authentication methods": [
"password"

I
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"second authentication method": "none"

}
1,

"role": {
"name": "vsadmin",
" links": {
"self": {
"href": "/api/svms/aaef7c38-4bd3-11e9-b238-

0050568e2e25/admin/roles/vsadmin”
}
}

b
"locked": false,

"scope": "svm",
" links": {
"self": {
"href": "/api/security/accounts/aaef7¢c38-4bd3-11e9-b238-

0050568e2e25/svm_userl"
}

=== Updating the applications and role in a user account

Specify the desired configuration in the form of tuples (of applications
and authentication methods) and the role. All other previously configured
applications that are not specified in the "applications" parameter of the
PATCH request will be de-provisioned for the user account.

# The API:
PATCH "/api/security/accounts/{owner.uuid}/{name}"

# The call to update the applications and role:
curl -X PATCH "https://<mgmt-ip>/api/security/accounts/aaef7c38-4bd3-11e9-
b238-0050568e2e25/svm_userl" -d

'"{"applications":[{"application":"http", "authentication methods":["domain"
1}, {"application":"ontapi", "authentication methods": ["password"]}],"role":
{"name": "vsadmin-backup"}}'

# The call to update only the role:
curl -X PATCH "https://<mgmt-ip>/api/security/accounts/aaef7c38-4bd3-11e9-
b238—0050568e2e25/svm_user1" -d '"{"role":"vsadmin-protocol"}'
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=== Updating the password for a user account

# The API:
PATCH "/api/security/accounts/{owner.uuid}/{name}"

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/accounts/aaef7c¢38-4bd3-11e9-
b238-0050568e2e25/svm _userl” -d '{"password":"newp@sswl@rd2"}'

=== Locking a user account

The API:

PATCH "/api/security/accounts/{owner.uuid}/{name}"

The call:

curl -X PATCH "https://<mgmt-ip>/api/security/accounts/aaef7c38-4bd3-11e9-
b238—OO50568e2e25/svm_user1" -d '{"locked":"true"}"

=== Deleting a user account

# The API:
DELETE "/api/security/accounts/{owner.uuid}/{name}"

# The call:

curl -X DELETE "https://<mgmt-ip>/api/security/accounts/aaef7c¢38-4bd3-
11e9-b238-0050568e2e25/svm_userl"

[[IDA81d1830bdf039dba714a27660198923]]
= Delete a user account

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/accounts/{owner.uuid}/{name} "#

*Introduced In:* 9.6

Deletes a user account.
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== Required parameters

* “name’ - Account name to be deleted.
* “owner.uuid® - UUID of the SVM housing the user account to be deleted.

== Related ONTAP commands

*

"security login delete’

== Learn more

*

xref:{relative path}security accounts owner.uuid name endpoint overview.ht
ml [DOC /security/accounts/{owner.uuid}/\{name}]

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

| owner.uuid
| string

| path

| True

a|Account owner UUID

| name
| string
| path
| True

a|User account name

== Response



Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 5636098
| Last unlocked account that has an admin role cannot be deleted.

| 5636125
| The operation is not supported on system accounts.

| 5636146
| Cannot delete the last console account with admin role.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [

{

"code": "string",



"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions
[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name
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| Type
| Description

|arguments

larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID1£57121a9b9%7acfcfd94204c3a30456b]]
= Retrieve a specific user account

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/accounts/{owner.uuid}/{name} #

*Introduced In:* 9.6

Retrieves a specific user account.
== Related ONTAP commands

* “security login show’

== Learn more
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*

xref:{relative path}security accounts owner.uuid name endpoint overview.ht
ml [DOC /security/accounts/{owner.uuid}/\{name}]

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In

| Required

| Description

| owner.uuid

|string

|path

| True

a|Account owner UUID

| name
| string
|path
| True

a|User account name

| fields
|larray[string]

| query
| False
al|Specify the fields to return.

== Response
Status: 200, Ok

[cols=3*,options=header]
|
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| Name

| Type
| Description

| links
|link:4# links[ links]
al

|lapplications
larray[link:#account application[account application]]

a |

| comment
|string
a|Optional comment for the user account.

| locked
|boolean
a|Locked status of the account.

| name
|string

a|User or group account name

| owner
| link:#owner [owner]

a|Owner name and UUID that uniquely identifies the user account.

|role
| link:#role[role]
a

| scope
| string
a|Scope of the entity. Set to "cluster" for cluster owned objects and to

svm" for SVM owned objects.

.Example response
[$collapsible%closed]
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[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"applications": [
{
"application": "string",

"authentication methods": [
"string"

I

"second authentication method": "string"

I
"comment": "string",
"name": "Jjoe.smith",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

b
"role": {
" links": {
"self": {
"href": "/api/resourcelink"

Yy

"name": "admin"

by

"scope": "string"

Status: Default, Error

[cols=3*,options=header]
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| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=t+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]



| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]

_links
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[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#account application]
[.api-collapsible-fifth-title]

account application

[cols=3*,options=header]

| Name

| Type
| Description

|application
|string
al|Applications

|authentication methods
|larray[string]
al

| second authentication method
|string



a|An optional additional authentication method for MFA. This only works
with SSH as the application. It is ignored for all other applications.

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the user account.

[cols=3*,options=header]

| Type
| Description

| links
| link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#role]
[.api-collapsible-fifth-title]
role

[cols=3*,options=header]

| Name

| Type
| Description
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| _links
|link:# links[ links]
al

| name
|string
a|Role name

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]



a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID97a4c0eeeba99df0968adb252aecef49b] ]

= Update a user account

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/accounts/{owner.uuid}/{name} #

*Introduced In:* 9.6

Updates a user account. Locks or unlocks a user account and/or updates the
role, applications, and/or password for the user account.

== Required parameters

* ‘name’ - Account name to be updated.
* “owner.uuid® - UUID of the SVM housing the user account to be updated.

== Optional parameters
* “applications® - Array of one or more tuples (of application and

authentication methods) .

* “"role® - RBAC role for the user account.

69



70

* “password’

- Password for the user account (if the authentication method

is opted as password for one or more of applications).

* “second authentication method® - Needed for MFA and only supported for

ssh applicat
* “comment

ion.

Defaults to "none’ if not supplied.

- Comment for the user account (e.g purpose of this account).
* “locked®™ - Set to true/false to lock/unlock the account.

== Related ONTAP commands

* “security
* “security
* “security
* “security

* “security

== Learn mor

login
login
login
login
login

@

create’
modify"
password’
lock™
unlock’

xref:{relative path}security accounts owner.uuid name endpoint overview.ht

ml [DOC /security/accounts/{owner.uuid}/\{name}]

* xref:{relative path}security accounts endpoint overview.html [DOC

/security/accounts]

== Parameter

S

[cols=5*, options=header]

| Name

| Type

| In

| Required

| Description

| owner.uuid
|string

| path

| True

a|Account owner UUID

| name
| string
| path
| True

a|User account name



== Request Body

[cols=3*,options=header]

| Type
| Description

|lapplications

larray[link:#account application[account application]]

a

| comment

|string

a|Optional comment for the user account.

| locked
|boolean

a|Locked status of the account.

| password
| string

a|Password for the account. The password can contain a mix of lower and

upper case alphabetic characters,

|role
| link:#role[role]
al

| scope

| string

al|Scope of the entity. Set to
"svm" for SVM owned objects.

.Example request

"cluster"

digits, and special characters.

for cluster owned objects and to
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[$collapsible%closed]

[source, json, subs=+macros]
{
"applications": |
{
"application": "string",
"authentication methods": [
"string"

1,

"second authentication method":

1,

"comment": "string",
"password": "string",
"role": {
"name": "admin"
by
"scope": "string"
}
== Response

Status: 200, Ok

Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 1261215
| The role was not found.

| 1261218
| The user was not found.

| 1263343

| Cannot lock user with password not
method.
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| 5636096
| Cannot perform the operation for this user account since the password is

not set.

| 5636097
| The operation for user account failed since user password is not set.

| 5636100
| Modification of a service-processor user's role to a non-admin role is

not supported.

| 5636125
| The operation not supported on AutoSupport user account which is

reserved.

| 5636129
| The role does not exist.

| 5636154
| The second-authentication-method parameter is supported for ssh

application.

| 5636155
| The second-authentication-method parameter can be specified only if the

authentication-method password or public key nsswitch.

| 5636156
| Same value cannot be specified for the second-authentication-method and

the authentication-method.

| 5636157
| If the authentication-method is domain, the second-authentication-method

cannot be specified.

| 5636159
| For a given user and application, if the second-authentication-method is

specified, only one such login entry is supported.

| 5636164
| If the value for either the authentication-method second-authentication-

method is nsswitch or password, the other parameter must differ.

| 7077896
| Cannot lock the account of the last console admin user.

| 7077906
| A role with that name has not been defined for the Vserver.
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| 7077911
| The user is not configured to use the password authentication method.

| 7077918
| The password cannot contain the username.

| 7077919
| The minimum length for new password does not meet the policy.

| 7077920
| The new password must have both letters and numbers.

| 7077921
| The minimum number of special characters required do not meet the

policy.

| 7077924
| The new password must be different than last N passwords.

| 7077925
| The new password must be different to the old password.

| 7077929
| Cannot lock user with password not set or non-password authentication

method.
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| 7077940
| The password exceeds maximum supported length.

| 7077941
| Defined password composition exceeds the maximum password length of 128

characters.

| 7078900
| An aAdmin password is not set. Set the password by including it in the

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block



[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#account application]
[.api-collapsible-fifth-title]
account application

[cols=3*,options=header]

| Name

| Type
| Description

|application
| string
al|Applications

|authentication methods
|larray[string]
a

| second authentication method

|string

al|An optional additional authentication method for MFA. This only works
with SSH as the application. It is ignored for all other applications.



[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the user account.

[cols=3*,options=header]

| Name

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
| string

a|The unique identifier of the SVM.

[#role]
[.api-collapsible-fifth-title]
role

[cols=3*,options=header]
| Type

| Description

| name

| string

a|Role name

[#account]
[.api-collapsible-fifth-title]



account

[cols=3*,options=header]

| Type
| Description

|lapplications
larray[link:#account application[account application]]

a |

| comment
|string
a|Optional comment for the user account.

| locked
|boolean
a|Locked status of the account.

| password

|string

a|Password for the account. The password can contain a mix of lower and
upper case alphabetic characters, digits, and special characters.

| role
| link:#role[role]
al

| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]
|
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| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string
a|The target parameter that caused the error.



//end collapsible .Definitions block

:leveloffset: -1

= View suspect files generated by anti-ransomware
:leveloffset: +1

[[IDe680£f2e37bc04b268£9715£3043b9%4e2] ]

= Security anti-ransomware suspects endpoint overview

== Retrieving information on suspected files

The suspect GET API retrieves a list of recently suspected files

potentially attacked by ransomware.

[[ID833894c8c2ledc3b4b81dlab90c3az4f]]
= Retrieve information on the suspects generated by anti-ransomware

analytics

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/anti-ransomware/suspects #

*Introduced In:* 9.10

Retrieves information on the suspects generated by the anti-ransomware
analytics.

== Related ONTAP commands

* “security anti-ransomware volume attack generate-report’
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== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|file.suspect time

| string

| query

| False

alFilter by file.suspect time

|file.path

|string

| query

| False

alFilter by file.path

|file.format

|string

| query

| False

alFilter by file.format

| file.name

| string

| query

| False

alFilter by file.name

| volume.uuid

|string

| query

| False

alFilter by volume.uuid

| volume.name



| string
| query
| False

al|Filter by volume.name

|is false positive
|boolean

| query

| False

a|Filter by is false positive

| fields
|larray[string]
| query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

| return records
|boolean

| query

| False

a|The default is true for GET calls. When set to false,

only the number
of records is returned.

* Default value: 1

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

* Default wvalue: 1
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* Max value: 120

* Min value: O

|order by

|larray[string]

| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

|num records
|integer
a|Number of records

| records
larray[link:#anti ransomware suspect[anti ransomware suspect]]
al

.Example response

[$collapsible%closed]

[source, json, subs=+macros]

{
" links": {

"next": {
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"href": "/api/resourcelink"

by

"self": {
"href": "/api/resourcelink"
}
by
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"file": {
"format": "pdf",
"name": "test file",
"path": "dl1/d2/d3",
"suspect time": "2021-05-12T11:00:16-04:00"
by
"volume": {
"name": "string",
"yuid": "string"
}
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]
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.Example error
[3collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",
"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href
| string

al

[# links]
[.api-collapsible-fifth-title]
_links



[cols=3*,options=header]

| Name

| Type
| Description

| next
| link:#href[href]
al

|self
| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type
| Description

| self
| link:#href [href]

[#file]
[.api-collapsible-fifth-title]
file

[cols=3*,options=header]
| Type
| Description

| format

| string

al|File format of the suspected

file.

85



| name
| string
a|Name of the suspected file.

|path
| string
al|Path of the suspected file.

| suspect time

|string

a|Time when the file was detected as a potential suspect in date-time
format.

[#volume]
[.api-collapsible-fifth-title]
volume

[cols=3*,options=header]
| Type

| Description

| name

|string

al

|uuid

| string

a |

[#anti_ransomware_suspect]
[.api-collapsible-fifth-title]

anti ransomware suspect

File suspected to be potentially attacked by ransomware.
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[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

|file
|link:#file[file]
al

|is false positive

|boolean

a|Specifies whether the suspected ransomware activity is a false positive
or not. This parameter is only used when making a DELETE call.

| volume

| link:#volume [volume]

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

a|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Delete suspect files



:leveloffset: +1

[[ID8f14366b39f7£75618b0£f42153daab46] ]

= Security anti-ransomware suspects volume.uuid endpoint overview

The suspects DELETE API clears all the suspect files for a volume from the
list of potential suspects.

[[ID73a73c1l0f63£2559381042d85£03a03d]1]
= Clear suspect files of a volume

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/anti-ransomware/suspects/{volume.uuid} #

*Introduced In:* 9.10

Clears either all the suspect files of a volume or suspect files of a
volume based on file format or suspect time provided.

== Related ONTAP commands

* “security anti-ransomware volume attack clear-suspect’

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In

| Required

| Description

| volume.uuid
|string
| path

| True

89



al|Identification of the Anti-ransomware suspect file for the deletion.

* format: uuid

| return records
|boolean

| query

| False

a|The default is false. If set to true, the records are returned.

* Default value:

| return timeout

| integer

| query

|False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the Jjob
completes so it can return something other than 202.

* Default value: 1

* Max value: 120

* Min wvalue: O

== Response

Status: 202, Accepted
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[cols=3*,options=header]

| Type
| Description

| job
|link:#job link[job link]
al



.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"Job": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"uuid": "string"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
links
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[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href[href]

[#job link]
[.api-collapsible-fifth-title]
job link

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

|uuid

| string

a|The UUID of the asynchronous
DELETE operation.

:leveloffset: -1

job that is triggered by a POST,

//end collapsible .Definitions block

= View and update audit settings

:leveloffset: +1

PATCH,

or



[[ID4fcbelf21ca85cc0be939f1adl50cdf9] ]

= Security audit endpoint overview

== Qverview

This API controls what is logged to the audit log files. All operations
that make changes are always logged and cannot be disabled. The PATCH
request updates administrative audit settings for GET requests. All fields
are optional for a PATCH request. A GET request retrieves administrative
audit settings for GET requests.

+

== Examples

=== Retrieving administrative audit settings for GET requests

The following example shows the administrative audit settings for GET
requests.
_I_

# The API:
/api/security/audit

# The call:
curl -X GET "https://<cluster-ip>/api/security/audit"

# The response:
{
"cli": false,
"http": false,
"ontapi": false,
" links": {

"self": {

"href": "/api/security/audit"
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=== Updating administrative audit settings for GET requests

The following example updates the administrative audit settings for GET

requests

_I_

LI |

# The API:

/api/security/audit

# The call:

curl -X PATCH "https://<cluster-ip>/api/security/audit" -d
"{"cli":"false", "http": "true", "ontapi": "true"}'

[[ID2e58cf91f7ba840cclo8adl3c72081272]]
= Retrieve the administrative audit settings for GET requests

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/audit #

*Introduced In:* 9.6

Retrieves administrative audit settings for GET requests.

== Parameters

[cols=5*,options=header]
|
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|Required
| Description

| fields
larray[string]

| query
| False
al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]
| Type

| Description

|cli

|boolean
a|Enable auditing of CLI GET Operations. Valid in PATCH

lhttp
|boolean
a|Enable auditing of HTTP GET Operations. Valid in PATCH

|ontapi
|boolean
a|Enable auditing of ONTAP API GET operations. Valid in PATCH

* Introduced in: 9.6

== Error

Status: Default, Error
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96

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

block



| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[ID3eeb587aab0d4d804e7634f57e642be2a] ]
= Update the administrative audit settings for GET requests

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block] # /security/audit #

*Introduced In:* 9.6

Updates administrative audit settings for GET requests.
All of the fields are optional. An empty body will make no changes.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|cli
|boolean
a|Enable auditing of CLI GET Operations. Valid in PATCH

|http
|boolean
a|Enable auditing of HTTP GET Operations. Valid in PATCH

|ontapi
|boolean
al|Enable auditing of ONTAP API GET operations. Valid in PATCH

* Introduced in: 9.6
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== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

lcli
|boolean

a|Enable auditing of CLI GET Operations. Valid in PATCH

lhttp
|boolean

a|Enable auditing of HTTP GET Operations. Valid in PATCH

|ontapi
|boolean
a|Enable auditing of ONTAP API GET operations.

* Introduced in: 9.6

== Error
Status: Default, Error

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#security audit]
[.api-collapsible-fifth-title]

Valid in PATCH
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security audit

[cols=3*,options=header]

| Type
| Description

|cli
|boolean
a|Enable auditing of CLI GET Operations. Valid in PATCH

lhttp
|boolean
a|Enable auditing of HTTP GET Operations. Valid in PATCH

|ontapi
|boolean
al|Enable auditing of ONTAP API GET operations. Valid in PATCH

* Introduced in: 9.6

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string
al|Error message

| target
| string
al|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Forward audit logs to syslog/splunk servers
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:leveloffset: +1

[[IDa6cdcde56249990££284ade30c87eb82] 1]

= Security audit destinations endpoint overview

== Qverview

This API controls the forwarding of audit log information to remote
syslog/splunk servers. Multiple destinations can be configured and all

audit records are forwarded to all destinations.

A GET operation retrieves information about remote syslog/splunk server
destinations.

A POST operation creates a remote syslog/splunk server destination.

A GET operation on /security/audit/destinations/\{address}/\{port}
retrieves information about the syslog/splunk server destination given its
address and port number.

A PATCH operation on /security/audit/destinations/\{address}/\{port}
updates information about the syslog/splunk server destination given its
address and port number.

A DELETE operation on /security/audit/destinations/\{address}/\{port}
deletes a syslog/splunk server destination given its address and port
number.

=== Qverview of fields used for creating a remote syslog/splunk
destination

The fields used for creating a remote syslog/splunk destination fall into
the following categories

==== Required properties

All of the following fields are required for creating a remote
syslog/splunk destination

* “address®

==== QOptional properties

All of the following fields are optional for creating a remote
syslog/splunk destination

* ‘port’
* “protocol’
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* “facility’
* “verify server’
_I_

== Examples
=== Retrieving remote syslog/splunk server destinations

The following example shows remote syslog/splunk server destinations

# The API:
/api/security/audit/destinations

# The call:
curl -X GET "https://<cluster-ip>/api/security/audit/destinations"

# The response:
{
"records": [
{

"address": "1.1.1.1",

"port": 514,

" links": {

"self": {
"href": "/api/security/audit/destinations/1.1.1.1/514"

}
1,

"num records": 1,
" links": {
"self": {
"href": "/api/security/audit/destinations"
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=== Creating remote syslog/splunk server destinations

The following example creates remote syslog/splunk server destinations.

# The API:
/api/security/audit/destinations

# The call:

curl -X POST "https://<cluster-
ip>/api/security/audit/destinations?force=true"™ -d '{ "address":
"1.1.1.1", "port": 514, "protocol": "udp unencrypted", "facility":
"kern"}'

=== Retrieving a remote syslog/splunk server destination given its
destination address and port number

The following example retrieves a remote syslog/splunk server destination
given its destination address and port number.
_|_

# The API:
/api/security/audit/destinations/{address}/{port}

# The call:
curl -X GET "https://<cluster-
ip>/api/security/audit/destinations/1.1.1.1/514"

# The response:

{

"address": "1.1.1.1",

"port": 514,

"protocol": "udp unencrypted",
"facility": "kern",

"verify server": false,

" links": {
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"self": {
"href": "/api/security/audit/destinations/1.1.1.1/514"

=== Updating a remote syslog/splunk server destination given its

destination address and port number

The following example updates a remote syslog/splunk server destination
configuration given its destination address and port number.
_I_

# The API:
/api/security/audit/destinations/{address}/{port}

# The call:

curl -X PATCH "https://<cluster-
ip>/api/security/audit/destinations/1.1.1.1/514" -d '{"facility":
"user" } ]

=== Deleting a remote syslog/splunk server destination given its

destination address and port number
The following example deletes a remote syslog/splunk server destination

configuration given its destination address and port number.
_I_

# The API:
/api/security/audit/destinations/{address}/{port}

# The call:
curl -X DELETE "https://<cluster-
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ip>/api/security/audit/destinations/1.1.1.1/514"

[[ID135f35dalf2c4ab2c32deab0al04d3ab9] ]

= Define a remote syslog or splunk server to receive audit information

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/audit/destinations #

*Introduced In:* 9.6

Defines a remote syslog/splunk server for sending audit information to.

== Parameters

[cols=5*,options=header]
|

|Required
| Description

| port

| integer

|query

| False

al|Filter by port

| facility
|string

| query

| False

al|Filter by facility

|verify server
|boolean
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| query
| False
a|Filter by verify server

|protocol

| string

| query

| False

alFilter by protocol

| address

|string

| query

| False

al|Filter by address

|order by

|larray[string]

| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records
| integer
|query

| False

alLimit the number of records returned.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds. ONTAP
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returns earlier i1if either max records or the end of the collection is
reached.

* Default wvalue: 1
* Max value: 120

* Min wvalue: O

| return records
|boolean

|query

| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.
* Default value: 1

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]

a |
|num records

| integer
a|Number of records

| records

larray[link:#security audit log forward[security audit log forward]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
by
"records": [
{
"address": "string",
"facility": "string",
"protocol": "string"
}
]
}
== Error

109



Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string”

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#thref]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

110



| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

|next
| link:#href [href]
al

|self
| link:#href[href]
al

[#security audit log forward]
[.api-collapsible-fifth-title]
security audit log forward

[cols=3*,options=header]

| Name

| Type
| Description

| address
| string
a|Destination syslog\|splunk host to forward audit records to. This can be

an IP address (IPv4\|IPv6) or a hostname.



| facility
| string
a|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

| port

| integer

a|Destination Port. The default port depends on the protocol chosen:
For un-encrypted destinations the default port is 514.

For encrypted destinations the default port is 6514.

|protocol
| string

a|Log forwarding protocol

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code
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|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDb07a93227c4e27c658£5a778bb86d9£f7] ]
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= Define remote syslog or splunk server information

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/audit/destinations #

*Introduced In:* 9.6
Configures remote syslog/splunk server information.
== Required properties

All of the following fields are required for creating a remote
syslog/splunk destination

* “address’
== Optional properties

All of the following fields are optional for creating a remote
syslog/splunk destination

* “port’
* “protocol’
* “facility’

* ‘verify server  (Can only be "true" when protocol is "tcp encrypted")

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In
|Required

| Description

| force

|boolean

| query

| False

a|Skip the Connectivity Test

* Default value:
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|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the job
completes so it can return something other than 202.

* Default value: 1
* Max value: 120

* Min value: O

| return records
|boolean

| query
| False

al|The default is false. If set to true, the records are returned.

* Default value:

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| address

|string

alDestination syslog\|splunk host to forward audit records to. This can be
an IP address (IPv4\|IPv6) or a hostname.

| facility

| string

al|This is the standard Syslog Facility value that is used when sending
audit records to a remote server.
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| port

| integer

a|Destination Port. The default port depends on the protocol chosen:
For un-encrypted destinations the default port is 514.

For encrypted destinations the default port is 6514.

|protocol
|string
a|Log forwarding protocol

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"address": "string",
"facility": "string",
"protocol": "string"
}
== Response

Status: 202, Accepted
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[cols=3*,options=header]

| Type
| Description

|num records
| integer
a|Number of records

| records
larray[link:#security audit log forward[security audit log forward]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"records": [
{
"address": "string",
"facility": "string",
"protocol": "string"
}
]
}
== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 15661
| The object specified could not be found
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| 13114

| Internal error

| 13115
| Invalid input

| 4522285

| Server verification cannot be enabled because it requires a protocol

with encryption. Encryption can be selected using the protocol field.

| 9240603

| Cannot ping destination host. Verify connectivity to desired host or
skip the connectivity check with the -force parameter.

| 327698

| Failed to create RPC client to destination host

| 9240609

| Cannot connect to destination host.

| 9240604

| Cannot resolve the destination host.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#security audit log forward]
[.api-collapsible-fifth-title]
security audit log forward

[cols=3*,options=header]
| Type
| Description

| address
|string

a|Destination syslog\|splunk host to forward audit records to. This can be
an IP address (IPv4\|IPv6) or a hostname.
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| facility
|string
a|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

|port

| integer

a|Destination Port. The default port depends on the protocol chosen:
For un-encrypted destinations the default port is 514.

For encrypted destinations the default port is 6514.

|protocol
|string
a|Log forwarding protocol

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href

| string
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[# links]
[.api-collapsible-fifth-title]
_links

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code
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|message
| string

al|Error message

| target

| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID3face2cd008ad39875ecb9b9c3b0c652] ]

= Delete remote syslog or splunk server information

[.api-doc-operation .api-doc-operation-delete] #DELETE#
block] # /security/audit/destinations/{address}/{port} #

*Introduced In:* 9.6

Deletes remote syslog/splunk server information.

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| address
| string
|path

| True

al|IP address of remote

syslog/splunk server.

[.api-doc-code-
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| port

| integer

|path

| True

al|Port number of remote syslog/splunk server.

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

block
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| code
|string
a|Error code

| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[ [IDd%abeal2ee73c6£425a5322aftb492c2b] ]

= Retrieve remote syslog or splunk server information

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/audit/destinations/{address}/{port} #

*Introduced In:* 9.6

Defines a remote syslog/splunk server for sending audit information to.

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In

| Required

| Description

| address
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| string

|path

| True

a|IP address of remote syslog/splunk server.

| port

|integer

|path

| True

al|Port number of remote syslog/splunk server.

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| address

| string

alDestination syslog\|splunk host to forward audit records to. This can be
an IP address (IPv4\|IPv6) or a hostname.

| facility
|string
a|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

| port
| integer
a|Destination Port. The default port depends on the protocol chosen:
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For un-encrypted destinations the default port is 514.
For encrypted destinations the default port is 6514.

|protocol
|string

a|Log forwarding protocol

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"address": "string",
"facility": "string",
"protocol": "string"
}
== Error

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

a |
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.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string”
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

| string
a|Argument code

|message
| string

block
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a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDdaaeeffc565a45842bbc03171f52cfeal]
= Update remote syslog or splunk server information
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[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/audit/destinations/{address}/{port} #

*Introduced In:* 9.6

Updates remote syslog/splunk server information.

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

| address
| string
|path

| True

a|IP address of remote syslog/splunk server.

| port

| integer

|path

| True

al|Port number of remote syslog/splunk server.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| facility
| string

a|This is the standard Syslog Facility value that is used when sending
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audit records to a remote server.

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"facility": "string"

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type
| Description

| facility
| string
al|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"facility": "string"

Status: Default, Default

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#security audit log forward]
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[.api-collapsible-fifth-title]
security audit log forward

[cols=3*,options=header]

| Type
| Description

| facility
|string
a|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type

| Description
| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string

al|Error code

|message
| string
alError message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= View administrative audit logs

:leveloffset: +1
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[[ID09027dfeb7a4fa3c4af09e4£976396d4]]
= Security audit messages endpoint overview

== Qverview

These APIs return audit log records. The GET requests retrieves all audit
log records. An audit log record contains information such as timestamp,
node name, index and so on.

_|_

== Example

=== Retrieving audit log records

The following example shows the audit log records.

# The API:
/api/security/audit/messages

# The call:
curl -X GET "https://<cluster-ip>/api/security/audit/messages"

# The response:
{
"records": [

{
"timestamp": "2019-03-08T11:03:32-05:00",

"node": {
"name": "nodel",
"uuid": "bc9af9da-41bb-11e9-a3db-005056bb27cf",
" links": {
"self": {
"href": "/api/cluster/nodes/bc%af9da-41bb-11e9-a3db-
005056bb27ct"

}
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bo
"index": 4294967299,

"application": "http",
"location": "172.21.16.89",
"user": "admin",
"input": "GET /api/security/audit/destinations/",
"state": "pending",
"scope": "cluster"
}
1,
"num records": 1,
" links": {
"self": {
"href": "/api/security/audit/messages"

[ [IDb856854a7f527c0eblebe9e8b36bdo74] ]
= Retrieve the administrative audit log viewer

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/audit/messages #

*Introduced In:* 9.6

Retrieves the administrative audit log viewer.

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description
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| scope

| string

| query

| False

alFilter by scope

|node.uuid

| string

| query

| False

al|Filter by node.uuid

| node .name

|string

| query

| False

al|Filter by node.name

|user

| string

|query

| False

al|Filter by user

| timestamp
|string

| query

| False

alFilter by timestamp

| input

| string

| query

| False

al|Filter by input

| state
|string
| query
| False

al|Filter by state
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| location

| string

| query

| False

al|Filter by location

| message

|string

| query

| False

al|Filter by message

| session id
| string

| query

| False

alFilter by session_ id

| command id

|string

| query

| False

a|Filter by command id

| svm.name
| string

| query

| False

alFilter by svm.name

|application

|string

| query

| False

alFilter by application

| index
| integer
| query
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| False
al|Filter by index

| fields
|larray[string]
| query

| False

a|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds. ONTAP
returns earlier i1if either max records or the end of the collection is
reached.

* Default wvalue: 1
* Max value: 120

* Min value: O

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,

only the number
of records is returned.

* Default value: 1

|order by
larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
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Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

|num records
|integer
a|Number of records

| records

|larray[link:#security audit log[security audit log]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
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"self": {

"href": "/api/resourcelink"
}
by
"application": "string",
"command id": "string",
"index": O,
"input": "string",
"location": "string",
"message": "string",
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",

"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"
by

"scope": "string",
"session id": "string",
"state": "string",
"svm": |
"name": "string"
}I
"timestamp": "string",
"user": "string"
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al
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.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string”
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href
| string
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[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

|next
| link:#href[href]

al

| self
| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links
[cols=3*,options=header]

| Type

| Description

| self

| link:#href [href]
al

[#node]
[.api-collapsible-fifth-title]
node

Node where the audit message resides.

[cols=3*,options=header]
|

142



| Name

| Type
| Description

| links
|link:4# links[ links]
al

| name
| string

a |

|uuid
|string
al

[#svm]
[.api-collapsible-fifth-title]

svim

This is the SVM through which the user connected.

[cols=3*,options=header]

| Type
| Description

| name
| string
a

[#security audit log]
[.api-collapsible-fifth-title]
security audit log

[cols=3*,options=header]

| Name
| Type
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| Description

| links
|link:# links[ links]
a

|application
|string
a|This identifies the "application" by which the request was processed.

| command id

|string

a|This is the command ID for this request.

FEach command received on a CLI session is assigned a command ID. This
enables you to correlate a request and response.

| index
| integer
alInternal index for accessing records with same time/node. This is a 64

bit unsigned value.

| input
| string
a|The request.

| location
| string
al|This identifies the location of the remote user. This is an IP address

or "console".

|message

| string

a|This is an optional field that might contain "error" or "additional
information" about the status of a command.

| node
| link:#node [node]
a|Node where the audit message resides.

| scope
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| string
alSet to "svm" when the request is on a data SVM; otherwise set to

"cluster".

| session id

| string

a|This is the session ID on which the request is received. Each SSH
session is assigned a session ID.

Each http/ontapi/snmp request is assigned a unique session ID.

| state
|string
al|State of of this request.

| svm
| link:#svm[svm]

a|This is the SVM through which the user connected.

| timestamp
|string
a|Log entry timestamp. Valid in URL

|user
| string

a|Username of the remote user.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
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a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
a|Error code

|message
| string
alError message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

146



:leveloffset: -1

= Manage data SVM account information

:leveloffset: +1

[[IDd1b16d10a43£0878388764df36bde59b] ]

= Security authentication cluster ad-proxy endpoint overview

== Qverview

This API configures data SVM account information at the Active Directory.
For Active Directory domain-based authentication for cluster accounts, a
data SVM must be configured and registered as a machine account at the
Active Directory. All authentication requests are proxied through this
SVM.

== Examples

=== Creating a data SVM proxy for domain-based authentication for cluster
accounts

# The API:
POST "/api/security/authentication/cluster/ad-proxy"

# The call:
curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/ad-
proxy" -d '{"svm.uuid":"13£87d78-70c7-11e9-b722-0050568ec89f"}"

=== Updating a data SVM proxy for domain-based authentication for cluster
accounts

# The API:
PATCH "/api/security/authentication/cluster/ad-proxy"

# The call:
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curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/ad-
proxy" -d '{"svm.uuid":"13£87d78-70c7-11e9-b722-0050568ec89f"}"

=== Retrieving a data SVM proxy for domain-based authentication for
cluster accounts

# The API:
GET "/api/security/authentication/cluster/ad-proxy"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/authentication/cluster/ad-
proxy"

# The response:

{

"svm": {
"uuid": "512eab7a-6bf9-11e9-a896-005056bb9cel™,
"name": "vs2",
" links": {
"self": {
"href": "/api/svm/svms/512eab7a-6bf9-11e9-a896-005056bb9cel™
}
}
b
" links": {
"self": {
"href": "/api/security/authentication/cluster/ad-proxy"

[[IDad43c2fa766f0ced930f2ea82dbcf2b8c] ]
= Delete a data SVM configured as a tunnel

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block] # /security/authentication/cluster/ad-proxy #

*Introduced In:* 9.7
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Deletes the data SVM configured as a tunnel for Active Directory based
authentication for cluster user accounts.

== Related ONTAP commands
* “security login domain-tunnel delete’
== Learn more

* xref:{relative path}security authentication cluster ad-
proxy endpoint overview.html[DOC /security/authentication/cluster/ad-

proxy]
* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{
"error": {

"arguments": [

{
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"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[%collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]
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| Name

| Type

| Description
|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

a|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDb7c75bf6c66543a6£52d452e80db355b] ]
= Retrieve SVM information configured as an Active Directory domain-tunnel

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/cluster/ad-proxy #

*Introduced In:* 9.7

Retrieves SVM information configured as an Active Directory domain-tunnel.
== Related ONTAP commands

* “security login domain-tunnel show'

== Learn more
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* xref:{relative path}security authentication cluster ad-
proxy endpoint overview.html[DOC /security/authentication/cluster/ad-

proxyl
* xref:{relative path}security accounts endpoint overview.html [DOC

/security/accounts]

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type

| Description

| links

|link:# links[ links]

al

| svm

| link:#svm[svm]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink”
}
by
"svm": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "svml",
"uuid": "02c9e252-41be-11e9-81d5-00a0986138f7"
}
}
== Error

Status: Default, Error

[cols=3*,options=header]
|
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| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",
"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description
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|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
a |l

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.
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[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code
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|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID8e73268f106da22f2587£574674b5bbc] ]
= Update a data SVM configured as a tunnel

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block] # /security/authentication/cluster/ad-proxy #

*Introduced In:* 9.7

Updates the data SVM configured as a tunnel for Active Directory based
authentication for cluster user accounts.

== Related ONTAP commands
* “security login domain-tunnel modify"
== Learn more

* xref:{relative path}security authentication cluster ad-
proxy endpoint overview.html[DOC /security/authentication/cluster/ad-

proxy]
* xref:{relative path}security accounts endpoint overview.html [DOC

/security/accounts]

== Request Body

[cols=3*,options=header]
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| Name

| Type
| Description

| svm

| link:#svm[svm]

.Example request
[$collapsible%closed]

[source, json, subs=t+macros]

{
"svm": |
"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138f7"

== Response
Status: 200, Ok

== Error
Status: Default, Error

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
|
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| Name

| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[#svm]
[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Name

| Type
| Description

| name
| string

a|The name of the SVM.

|uuid
| string

a|The unique identifier of the SVM.

[#cluster ad proxy]
[.api-collapsible-fifth-title]

cluster ad proxy

The SVM configured as proxy for Active Directory authentication of cluster
accounts.

[cols=3*,options=header]
|
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| Name

| Type
| Description

| svm

| link:#svm[svm]

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
al|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error arguments[error arguments]]
a|Message arguments
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| code
| string
alError code

|message
| string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDf633622baf%a8a2cef3c25f24a6855861] ]
= Configure a data SVM as a proxy

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/authentication/cluster/ad-proxy #

*Introduced In:* 9.7

Configures a data SVM as a proxy for Active Directory based authentication

for cluster user accounts.

== Required properties

* “svm.name  or svm.uuld®w - Name and UUID of the SVM for a cluster user

account.

== Related ONTAP commands

* “security login domain-tunnel create’

== Learn more
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* xref:{relative path}security authentication cluster ad-
proxy endpoint overview.html[DOC /security/authentication/cluster/ad-

proxy]
* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Request Body

[cols=3*,options=header]

| Type
| Description

| svm

| link:#svm[svm]

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{
"svm": {
"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"

== Response

Status: 201, Created

== Error

Status: Default, Error

== Definitions
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[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| name

| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.
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[#cluster ad proxy]
[.api-collapsible-fifth-title]
cluster ad proxy

The SVM configured as proxy for Active Directory authentication of cluster

accounts.

[cols=3*,options=header]
| Type
| Description

| svm

| link:#svm[svm]

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments
[cols=3*,options=header]
| Type

| Description

| code

| string
a|Argument code

|message
| string

a|Message argument

[#error]

164



[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string
al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage LDAP server configuration

:leveloffset: +1

[[ID6£70d511a4a610870bc3eel00£45c58a]]

= Security authentication cluster LDAP endpoint overview
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== Qverview

LDAP servers are used to centrally maintain user information. LDAP
configurations must be set up

to look up information stored in the LDAP directory on the external LDAP
servers. This API is used to retrieve and manage

cluster LDAP server configurations.

== Examples
=== Retrieving the cluster LDAP information

The cluster LDAP GET request retrieves the LDAP configuration of the
cluster.

The following example shows how a GET request is used to retrieve the
cluster LDAP information:

# The API:
/api/security/authentication/cluster/ldap

# The call:
curl -X GET "https://<mgmt-ip>/api/security/authentication/cluster/ldap"
-H "accept: application/hal+json"

# The response:
{
"servers": [
"10.10.10.10",
"domainB.example.com"
I
"schema": "ad idmu",
"port": 389,
"min bind level": "anonymous",
"bind dn": "cn=Administrators,cn=users,dc=domainA,dc=example,dc=com",
"base dn": "dc=domainA,dc=example,dc=com",
"base scope": "subtree",
"use start tls": true,
"session security": "none",
"try channel binding": true,
" links": {

"self": {
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"href": "/api/security/authentication/cluster/ldap"

=== Creating the cluster LDAP configuration

The cluster LDAP POST operation creates an LDAP configuration for the

cluster.

The following example shows how to issue a POST request with all of the
fields specified:

# The API:
/api/security/authentication/cluster/ldap

# The call:
curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/ldap"
-H "accept: application/hal+json”™ -H "Content-Type: application/json" -d

"{ \"servers\": [ \"10.10.10.10\", \"domainB.example.com\" ], \"schema\":
\"ad idmu\", \"port\": 389, \"min bind level\": \"anonymous\",

\"bind dn\": \"cn=Administrators,cn=users,dc=domainA,dc=example,dc=com\",
\"bind password\": \"abc\", \"base dn\": \"dc=domainA,dc=example,dc=com\",
\"base scope\": \"subtree\", \"use start tls\": false,

\"session security\": \"none\"}"

The following example shows how to issue a POST request with a number of
optional fields not specified:

# The API:
/api/security/authentication/cluster/ldap

# The call:

curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/ldap"
-H "accept: application/hal+json”™ -H "Content-Type: application/json" -d
"{ \"port\": 389, \"bind dn\":

\"cn=Administrators, cn=users,dc=domainA, dc=example, dc=com\",

\"bind password\": \"abc\", \"base dn\": \"dc=domainA,dc=example,dc=com\",
\"session security\": \"none\"}"

167



=== Updating the cluster LDAP configuration

The cluster LDAP PATCH request updates the LDAP configuration of the
cluster.

The following example shows how a PATCH request is used to update the

cluster LDAP configuration:

# The API:
/api/security/authentication/cluster/ldap

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/ldap"
-H "accept: application/json" -H "Content-Type: application/json" -d "{
\"servers\": [ \"55.55.55.55\" ], \"schema\": \"ad idmu\", \"port\": 636,
\"use start tls\": false }"

=== Deleting the cluster LDAP configuration

The cluster LDAP DELETE request deletes the LDAP configuration of the
cluster.

The following example shows how a DELETE request is used to delete the
cluster LDAP configuration:

# The API:
/api/security/authentication/cluster/ldap

# The call:

curl -X DELETE "https://<mgmt-
ip>/api/security/authentication/cluster/ldap" -H "accept:
application/hal+json"

[[IDAdb3004100614622ffcf0a75328cl13b511]]
= Delete the LDAP configuration for the cluster

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
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block]# /security/authentication/cluster/ldap #

*Introduced In:* 9.6

Deletes the LDAP configuration of the cluster.

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments
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| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID07£d3al18b8e743dd0bf3020£f7ea60d3c]]
= Retrieve the LDAP configuration for the cluster

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/cluster/ldap #

*Introduced In:* 9.6

Retrieves the cluster LDAP configuration.

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| fields
|larray[string]
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| query
| False
a|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

|Ibase dn
| string
a|Specifies the default base DN for all searches.

|Ibase scope
| string
a|Specifies the default search scope for LDAP queries:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

lbind as cifs server

|boolean

a|Specifies whether or not CIFS server's credentials are used to bind to
the LDAP server.

|[bind dn
|string
a|Specifies the user that binds to the LDAP servers.

|group_ dn
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| string
a|Specifies the group Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for group lookups.

|group membership filter

| string

a|Specifies the custom filter used for group membership lookups from an
LDAP server.

|group_ scope
| string
a|Specifies the default search scope for LDAP for group lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

|is netgroup byhost enabled
|boolean
a|Specifies whether or not netgroup by host querying is enabled.

|1s owner
|boolean
a|Specifies whether or not the SVM owns the LDAP client configuration.

| ldaps enabled
|boolean
a|Specifies whether or not LDAPS is enabled.

Imin bind level
| string

al|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

Inetgroup byhost dn
|string
a|Specifies the netgroup Distinguished Name (DN) that is used as the

173



starting point in the LDAP directory tree for netgroup by host lookups.

Inetgroup byhost scope
|string
a|Specifies the default search scope for LDAP for netgroup by host

lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN

|Inetgroup dn

| string

a|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup lookups.

|netgroup scope
| string
a|Specifies the default search scope for LDAP for netgroup lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
| port

| integer

a|The port used to connect to the LDAP Servers.

|query timeout
| integer
a|Specifies the maximum time to wait for a query response from the LDAP

server, in seconds.

| schema
|string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307
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* Custom schema

| servers
|larray[string]

al

| session security
| string
al|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

| status
| link:#status[status]

a |

|try channel binding

|boolean

a|Specifies whether or not channel binding is attempted in the case of
TLS/LDAPS.

|luse start tls
|boolean

al|Specifies whether or not to use Start TLS over LDAP connections.

|luser dn

|string

a|Specifies the user Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for user lookups.

|user scope
| string
al|Specifies the default search scope for LDAP for user lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN
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.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"self": {
"href": "/api/resourcelink”

by
"base dn": "string",
"base scope": "string",
"bind dn": "string",
"group dn": "string",
"group membership filter": "string",
"group scope": "string",
"min bind level": "string",
"netgroup byhost dn": "string",
"netgroup byhost scope": "string",
"netgroup dn": "string",
"netgroup scope": "string",
"port": 389,
"schema": "string",
"servers": [

"string"
I
"session security": "string",
"skip config validation": null,
"status": {

"code": 65537300,

"dn message": |

"string"

I

"message": "string",

"state": "string"
by
"user dn": "string",

"user scope": "string"

Status: Default, Error
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[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
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| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#status]
[.api-collapsible-fifth-title]
status

[cols=3*,options=header]

| Name

| Type
| Description

| code

| integer
a|Code corresponding to the status message.

|dn message
|larray[string]
al

|message
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| string
a|Provides additional details on the status of the LDAP service.

| state
|string

a|Specifies the status of the LDAP service.

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]
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a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID02461335b3eb03a30d3fed496ee19dc32]1]
= Update the LDAP configuration for the cluster

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block] # /security/authentication/cluster/ldap #

*Introduced In:* 9.6

Both mandatory and optional parameters of the LDAP configuration can be
updated.

IPv6 must be enabled if IPv6 family addresses are specified. Configuring
more than one LDAP server is recommended to avoid a single point of
failure. Both FQDNs and IP addresses are supported for the “servers’
property.

The LDAP servers are validated as part of this operation. LDAP validation

fails in the following scenarios:
The server does not have LDAP installed.

The server is invalid.

The server 1is unreachable.
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== Request Body

[cols=3*,options=header]

| Type
| Description

|base dn
|string
a|Specifies the default base DN

|base scope

| string

for all searches.

a|Specifies the default search scope for LDAP queries:

* base - search the named entry
* onelevel - search all entries
* subtree - search the named DN

|bind as cifs server

|boolean

a|Specifies whether or not CIFS
the LDAP server.

|bind dn
| string
a|Specifies the user that binds

|bind password

| string

only
immediately below the DN
entry and the entire subtree below the DN

server's credentials are used to bind to

to the LDAP servers.

a|Specifies the bind password for the LDAP servers.

|group_ dn
| string

a|Specifies the group Distinguished Name (DN) that is used as the starting

point in the LDAP directory tree for group lookups.
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|group membership filter

| string

a|Specifies the custom filter used for group membership lookups from an
LDAP server.

|group scope
|string
a|Specifies the default search scope for LDAP for group lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

|is_netgroup byhost enabled
|boolean
al|Specifies whether or not netgroup by host querying is enabled.

|is_owner
|boolean
a|Specifies whether or not the SVM owns the LDAP client configuration.

| ldaps enabled
|boolean
a|Specifies whether or not LDAPS is enabled.

Imin bind level
|string

al|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

Inetgroup byhost dn

|string

a|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup by host lookups.

Inetgroup byhost scope
| string
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a|Specifies the default search scope for LDAP for netgroup by host

lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN

Inetgroup dn

| string

al|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup lookups.

Inetgroup scope
| string

a|Specifies the default search scope for LDAP for netgroup lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
| port

| integer

a|The port used to connect to the LDAP Servers.

|query timeout
| integer
a|Specifies the maximum time to wait for a query response from the LDAP

server, 1n seconds.

| schema
|string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers

|larray[string]
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al

| session security
| string

al|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

|skip config validation

|boolean

alIndicates whether or not the validation for the specified LDAP
configuration is disabled.

| status
| link:#status[status]
al

|try channel binding

|boolean

a|Specifies whether or not channel binding is attempted in the case of
TLS/LDAPS.

|luse start tls
|boolean

a|Specifies whether or not to use Start TLS over LDAP connections.

|luser dn

| string

a|Specifies the user Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for user lookups.

|user scope
| string

a|Specifies the default search scope for LDAP for user lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN
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.Example request
[$collapsible%closed]

[source, json, subs=tmacros]
{

"base dn": "string",
"base scope": "string",
"bind dn": "string",
"bind password": "string",
"group dn": "string",
"group membership filter": "string",
"group scope": "string",
"min bind level": "string",
"netgroup byhost dn": "string",
"netgroup byhost scope": "string",
"netgroup dn": "string",
"netgroup scope": "string",
"port": 389,
"schema": "string",
"servers": [

"string"
I
"session security": "string",
"status": {

"code": 65537300,

"dn message": |

"string"
I
"message": "string",
"state": "string"
by
"user dn": "string",
"user scope": "string"
}
== Response

Status: 200, Ok

== Error
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Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 4915203
| The specified LDAP schema does not exist.

| 4915208
| The specified LDAP servers contain duplicate server entries.

| 4915229
| DNS resolution failed due to an internal error. Contact technical

support if this issue persists.

| 4915231
| DNS resolution failed for one or more of the specified LDAP servers.

Verify that a valid DNS server is configured.

| 23724132
| DNS resolution failed for all the specified LDAP servers. Verify that a

valid DNS server is configured.

| 4915234
| Specified LDAP server is not supported because it is one of the

following: multicast, loopback, 0.0.0.0, or broadcast.

| 4915248
| LDAP servers cannot be empty or "-". Specified FQDN is not valid because
it is empty or "-" or it contains either special characters or "-" at the

start or end of the domain.

| 4915251
| STARTTLS and LDAPS cannot be used together

| 4915257

| The LDAP configuration is not valid. Verify that the Distinguished Names
and bind password are correct.

| 4915258

| The LDAP configuration is not valid. Verify that the servers are

reachable and that the network configuration is correct.

| 23724130
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| Cannot use an IPv6 name server address because there are no IPv6
interfaces.

| 4915252

| LDAP Referral is not supported with STARTTLS, with session security
levels sign, seal or with LDAPS.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[#status]
[.api-collapsible-fifth-title]
status

[cols=3*,options=header]

| Type
| Description

| code
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| integer
a|Code corresponding to the status message.

|dn_message
|larray[string]

al

|message
| string
alProvides additional details on the status of the LDAP service.

| state
| string
a|Specifies the status of the LDAP service.

[#cluster ldap]
[.api-collapsible-fifth-title]
cluster ldap

[cols=3*,options=header]

| Type
| Description

|base dn
|string
a|Specifies the default base DN for all searches.

|base scope
| string
a|Specifies the default search scope for LDAP queries:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

lbind as cifs server
|boolean
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a|Specifies whether or not CIFS server's credentials are used to bind to
the LDAP server.

|bind dn
|string
a|Specifies the user that binds to the LDAP servers.

|bind password
|string
a|Specifies the bind password for the LDAP servers.

|group_ dn

| string

a|Specifies the group Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for group lookups.

|group membership filter

|string

a|Specifies the custom filter used for group membership lookups from an
LDAP server.

|group scope
|string
a|Specifies the default search scope for LDAP for group lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

|is_netgroup byhost enabled
|boolean

al|Specifies whether or not netgroup by host querying is enabled.

|is_owner
|boolean

al|Specifies whether or not the SVM owns the LDAP client configuration.

| ldaps enabled
|boolean
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a|Specifies whether or not LDAPS is enabled.

Imin bind level
| string

al|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

Inetgroup byhost dn

|string

al|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup by host lookups.

|netgroup byhost scope
| string
al|Specifies the default search scope for LDAP for netgroup by host

lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN

|netgroup dn

|string

a|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup lookups.

|netgroup scope
|string
al|Specifies the default search scope for LDAP for netgroup lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
| port

| integer

a|The port used to connect to the LDAP Servers.
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|query timeout
| integer
al|Specifies the maximum time to wait for a query response from the LDAP

server, in seconds.

| schema
| string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers
|larray[string]

al

| session security
| string
al|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* gseal - seal and sign LDAP traffic

|skip config validation

|boolean

alIndicates whether or not the validation for the specified LDAP
configuration is disabled.

| status
| link:#status[status]
al

|try channel binding

|boolean

a|Specifies whether or not channel binding is attempted in the case of
TLS/LDAPS.
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|luse start tls
|boolean

a|Specifies whether or not to use Start TLS over LDAP connections.

|luser dn

| string

a|Specifies the user Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for user lookups.

|user scope
|string

a|Specifies the default search scope for LDAP for user lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

|message
| string
a|Message argument

[#error]
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[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID71ec3f61b08968ebc8464ebdofbbeled] ]
= Create the LDAP configuration for the cluster

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/authentication/cluster/ldap #

*Introduced In:* 9.6

A cluster can have only one LDAP configuration. IPv6 must be enabled if
IPv6 family addresses are specified.
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== Required properties

* “servers - List of LDAP servers used for this client configuration.
* "bind dn® - Specifies the user that binds to the LDAP servers.
* "base dn" - Specifies the default base DN for all searches.

== Recommended optional properties

* “schema’ - Schema template name.

* “port’ - Port used to connect to the LDAP Servers.

* "ldaps_enabled’ - Specifies whether or not LDAPS is enabled.

* "min bind level® - Minimum bind authentication level.

* "bind password® - Specifies the bind password for the LDAP servers.

* "base scope’ - Specifies the default search scope for LDAP queries.

* ‘use start tls® - Specifies whether or not to use Start TLS over LDAP
connections.

* “session security - Specifies the level of security to be used for LDAP
communications.

* "bind as cifs server - Indicates if CIFS server's credentials are used
to bind to the LDAP server.

* ‘query timeout® - Maximum time to wait for a query response from the

LDAP server, in seconds.

* ‘user dn - User Distinguished Name (DN) used as the starting point in
the LDAP directory tree for user lookups.

* “user scope - Default search scope for LDAP for user lookups.

* “group dn’ - Group Distinguished Name (DN) used as the starting point in
the LDAP directory tree for group lookups.

* “group scope - Default search scope for LDAP for group lookups.

* ‘netgroup dn’ - Netgroup Distinguished Name (DN) used as the starting
point in the LDAP directory tree for netgroup lookups.

* "netgroup scope’ - Default search scope for LDAP for netgroup lookups.
* ‘netgroup byhost dn® - Netgroup Distinguished Name (DN) used as the
starting point in the LDAP directory tree for netgroup by host lookups.

* "netgroup byhost scope’ - Default search scope for LDAP for netgroup by
host lookups.

* "is netgroup byhost enabled” - Specifies whether netgroup by host
querying is enabled.

* “group membership filter - Custom filter used for group membership
lookup from an LDAP server.

* "skip config validation - Indicates whether or not the validation for
the specified LDAP configuration is disabled.

== Default property values

* “schema’™ - RFC-2307_
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* ‘port’ - 389

* "ldaps enabled® - false

* "min bind level® - simple

* 'base scope’ - subtree

* ‘use start tls® - false

* “session security’ - none

* ‘query timeout® - 3

* ‘user scope - subtree

* ‘group scope - subtree

* ‘netgroup scope’ - subtree

* ‘netgroup byhost scope’ - subtree
* "is netgroup byhost enabled’ - false
* "skip config validation - false
* “try channel binding® - true

Configuring more than one LDAP server is recommended to avoid a single
point of failure. Both FQDNs and IP addresses are supported for the
‘servers  property.

The LDAP servers are validated as part of this operation. LDAP validation

fails in the following scenarios:

The server does not have LDAP installed.
The server is invalid.

The server 1s unreachable.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|base dn
| string

a|Specifies the default base DN for all searches.

|Ibase scope
| string
a|Specifies the default search scope for LDAP queries:

* base - search the named entry only

* onelevel - search all entries immediately below the DN
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* subtree - search the named DN entry and the entire subtree below the DN

|bind as cifs server

|boolean

a|Specifies whether or not CIFS server's credentials are used to bind to
the LDAP server.

|bind dn
|string
al|Specifies the user that binds to the LDAP servers.

|bind password
|string
a|Specifies the bind password for the LDAP servers.

|group_ dn

|string

a|Specifies the group Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for group lookups.

|group membership filter

|string

a|Specifies the custom filter used for group membership lookups from an
LDAP server.

|group_ scope
| string
al|Specifies the default search scope for LDAP for group lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

|is netgroup byhost enabled
|boolean
a|Specifies whether or not netgroup by host querying is enabled.

|is_owner
|boolean
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a|Specifies whether or not the SVM owns the LDAP client configuration.

| ldaps enabled
|boolean
a|Specifies whether or not LDAPS is enabled.

Imin bind level
| string

al|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

Inetgroup byhost dn

|string

al|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup by host lookups.

|netgroup byhost scope
| string
al|Specifies the default search scope for LDAP for netgroup by host

lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN

|Inetgroup dn

|string

a|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup lookups.

|netgroup scope
|string
a|Specifies the default search scope for LDAP for netgroup lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN
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| port
| integer
a|The port used to connect to the LDAP Servers.

|query timeout
| integer
a|Specifies the maximum time to wait for a query response from the LDAP

server, in seconds.

| schema
|string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers
|larray[string]
al

| session security
| string
a|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

|skip config validation

|boolean

alIndicates whether or not the validation for the specified LDAP
configuration is disabled.

| status
| link:#status([status]
al

|try channel binding
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|boolean

a|Specifies whether or not channel binding is attempted in the case of
TLS/LDAPS.

|luse start tls

|boolean

a|Specifies whether or not to use Start TLS over LDAP connections.

|luser dn

| string

a|Specifies the user Distinguished Name
point in the LDAP directory tree for user lookups.

|user scope

| string

a|Specifies the default search scope for LDAP for

is used as the starting

user lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

.Example request

[$collapsible%closed]

[source, json, subs=tmacros]

{

"base dn": "string",

"base scope": "string",

"bind dn": "string",

"bind password": "string",
"group_dn": "string",

"group membership filter": "string",
"group scope": "string",

"min bind level": "string",
"netgroup byhost dn": "string",
"netgroup byhost scope": "string",
"netgroup dn": "string",

"netgroup scope": "string",
"port": 389,

"schema": "string",
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"servers": |
"string"
I
"session security": "string",
"status": {
"code": 65537300,
"dn message": |

"string"
1,
"message": "string",
"state": "string"
by
"user dn": "string",
"user scope": "string"
}
== Response

Status: 201, Created

[cols=3*,options=header]

| Type
| Description

|num records
| integer
a|Number of LDAP records.

| records
larray[link:#ldap service[ldap service]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"records": [

{
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"ad domain": "string",
"base dn": "string",

"base scope": "string",
"bind dn": "string",

"bind password": "string",
"group_dn": "string",
"group membership filter":
"group scope": "string",
"min bind level": "string",

"netgroup byhost dn": "string",
"netgroup byhost scope": "string",

"netgroup dn": "string",
"netgroup scope": "string",
"port": 389,
"preferred ad servers": [
"string"
I
"schema": "string",
"servers": [
"string"

1,

"session security": "string",

"status": {
"code": 65537300,

"dn message": |

"string"
I
"message": "string",
"state": "string"
}I
"svm": |
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

Yy

"user dn": "string",
"user scope": "string"
}
]
}
== Error

Status: Default

"string",
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ONTAP Error Response Codes

Error Code | Description

| 4915203
| The specified LDAP schema does not exist.

| 4915207
| The specified LDAP servers contain duplicate server entries.

| 4915229
| DNS resolution failed due to an internal error. Contact technical

support if this issue persists.

| 4915231
| DNS resolution failed for one or more of the specified LDAP servers.

Verify that a valid DNS server is configured.

| 23724132
| DNS resolution failed for all the specified LDAP servers. Verify that a

valid DNS server is configured.

| 4915234
| The specified LDAP server is not supported because it is one of the

following: multicast, loopback, 0.0.0.0, or broadcast.

| 4915248
| LDAP servers cannot be empty or "-". Specified FQDN is invalid because
it is empty or "-" or it contains either special characters or "-" at the

start or end of the domain.

| 4915251
| STARTTLS and LDAPS cannot be used together.

| 4915257
| The LDAP configuration is invalid. Verify that bind-dn and bind password

are correct.

| 4915258
| The LDAP configuration is invalid. Verify that the servers are reachable

and that the network configuration is correct.
| 13434916

| The SVM is in the process of being created. Wait a few minutes, and then

try the command again.
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23724130

Cannot use an IPv6 name server address because there are no IPvo6

interfaces.

4915252
LDAP Referral is not supported with STARTTLS, with session security

levels sign, seal or with LDAPS.

== Definitions

[

.api-def-first-level]
See Definitions
%collapsible%closed]

[
//Start collapsible Definitions block

[
[

#thref]
.api-collapsible-fifth-title]

href

[

a

[
[

cols=3*,options=header]

Type
Description

href
string

# links]
.api-collapsible-fifth-title]

Type
Description
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| code
| integer
a|Code corresponding to the status message.

|dn_message
|larray([string]

a |

| message
|string
al|Provides additional details on the status of the LDAP service.

| state
|string
a|Specifies the status of the LDAP service.

[#cluster ldap]
[.api-collapsible-fifth-title]
cluster ldap

[cols=3*,options=header]

| Type
| Description

|Ibase dn
| string
a|Specifies the default base DN for all searches.

|Ibase scope
| string
al|Specifies the default search scope for LDAP queries:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

lbind as cifs server
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|boolean
al|Specifies whether or not CIFS server's credentials are used to bind to
the LDAP server.

|bind dn
| string

a|Specifies the user that binds to the LDAP servers.

|bind password
| string
a|Specifies the bind password for the LDAP servers.

|group_dn

| string

al|Specifies the group Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for group lookups.

|group membership filter

| string

a|Specifies the custom filter used for group membership lookups from an
LDAP server.

|group_ scope
| string
a|Specifies the default search scope for LDAP for group lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

|is netgroup byhost enabled
|boolean
a|Specifies whether or not netgroup by host querying is enabled.

|is owner
|boolean
a|Specifies whether or not the SVM owns the LDAP client configuration.

| ldaps enabled
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|boolean
a|Specifies whether or not LDAPS is enabled.

Imin bind level
|string

a|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

Inetgroup byhost dn

| string

a|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup by host lookups.

|netgroup byhost scope
| string
a|Specifies the default search scope for LDAP for netgroup by host

lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN

Inetgroup dn

| string

al|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup lookups.

|netgroup scope
| string

a|Specifies the default search scope for LDAP for netgroup lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
| port

| integer

a|The port used to connect to the LDAP Servers.
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|query timeout
| integer
a|Specifies the maximum time to wait for a query response from the LDAP

server, 1in seconds.

| schema
| string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers
|larray[string]
al

| session security
|string
al|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

|skip config validation

|boolean

a|Indicates whether or not the validation for the specified LDAP
configuration is disabled.

| status
| link:#status[status]
al

|try channel binding

|boolean

a|Specifies whether or not channel binding is attempted in the case of
TLS/LDAPS.
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|luse start tls
|boolean

a|Specifies whether or not to use Start TLS over LDAP connections.

|luser dn

|string

a|Specifies the user Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for user lookups.

|user scope
|string

al|Specifies the default search scope for LDAP for user lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
[#svm]

[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Name

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.
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[#1dap service]
[.api-collapsible-fifth-title]
ldap service

[cols=3*,options=header]

| Name

| Type
| Description

|ad _domain

| string

a|This parameter specifies the name of the Active Directory domain
used to discover LDAP servers for use by this client.

This is mutually exclusive with “servers® during POST and PATCH.

|base dn
| string
a|Specifies the default base DN for all searches.

|base scope
| string
a|Specifies the default search scope for LDAP queries:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

|bind as cifs server

|boolean

a|Specifies whether or not CIFS server's credentials are used to bind to

the LDAP server.

|bind dn
| string
a|Specifies the user that binds to the LDAP servers.

|bind password
|string
al|Specifies the bind password for the LDAP servers.
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|group_ dn

| string

a|Specifies the group Distinguished Name (DN) that is used as the starting
point in the LDAP directory tree for group lookups.

|group membership filter

|string

a|Specifies the custom filter used for group membership lookups from an
LDAP server.

|group scope
|string
al|Specifies the default search scope for LDAP for group lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

|is_netgroup byhost enabled
|boolean
a|Specifies whether or not netgroup by host querying is enabled.

|is_owner
|boolean

al|Specifies whether or not the SVM owns the LDAP client configuration.

| ldaps enabled
|boolean
a|Specifies whether or not LDAPS is enabled.

Imin bind level
|string

al|The minimum bind authentication level. Possible values are:
* anonymous - anonymous bind

* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

Inetgroup byhost dn
| string
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a|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup by host lookups.

Inetgroup byhost scope
|string
a|Specifies the default search scope for LDAP for netgroup by host

lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN

Inetgroup dn

| string

a|Specifies the netgroup Distinguished Name (DN) that is used as the
starting point in the LDAP directory tree for netgroup lookups.

Inetgroup scope
|string
a|Specifies the default search scope for LDAP for netgroup lookups:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
|port

| integer

a|The port used to connect to the LDAP Servers.

|preferred ad servers
|larray[string]
a|

|query timeout

| integer

a|Specifies the maximum time to wait for a query response from the LDAP
server, in seconds.

|referral enabled
|boolean

a|Specifies whether or not LDAP referral is enabled.
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| schema
| string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers
|larray[string]
a

| session security
|string
al|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

|skip config validation

|boolean

al|Indicates whether or not the validation for the specified LDAP
configuration is disabled.

| status
| link:#status[status]
a |

| svm
| link:#svm[svm]

a |l
|try channel binding
|boolean

a|Specifies whether or not channel binding is attempted in the case of
TLS/LDAPS.

|luse start tls
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|boolean

al|Specifies whether or not to use Start TLS over LDAP connections.

|luser dn
| string
al|Specifies the user Distinguished Name (DN) that is used as the starting

point in the LDAP directory tree for user lookups.

|user scope
| string
a|Specifies the default search scope for LDAP for user lookups:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]
| Type

| Description

| code

| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
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error
[cols=3*,options=header]
| Type

| Description

| arguments

larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage NIS configuration

:leveloffset: +1

[[IDc148613092bc869018d6e34501264137]]
= Security authentication cluster NIS endpoint overview
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== Qverview

NIS servers are used to authenticate user and client computers. NIS domain
name and NIS server information is required to configure NIS. This API

retrieves and manages NIS server configurations.

== Examples

=== Retrieving cluster NIS information

The cluster NIS GET request retrieves the NIS configuration of the
cluster.

The following example shows how a GET request is used to retrieve the
cluster NIS configuration:

# The API:
/security/authentication/cluster/nis

# The call:
curl -X GET "https://<mgmt-ip>/api/security/authentication/cluster/nis" -H

"accept: application/hal+json"

# The response:

{
"domain": "domainA.example.com",
"servers": |

"10.10.10.10",

"example.com"

1,

"bound servers": |
"10.10.10.10"

=== Creating the cluster NIS configuration

The cluster NIS POST request creates a NIS configuration for the cluster.

The following example shows how a POST request is used to create a cluster
NIS configuration:
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# The API:
/security/authentication/cluster/nis

# The call:

curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/nis"
-H "accept: application/json" -H "Content-Type: application/json" -d "{
\"domain\": \"domainA.example.com\", \"servers\": [
\"10.10.10.10\",\"example.com\" ]}"

=== Updating the cluster NIS configuration

The cluster NIS PATCH request updates the NIS configuration of the
cluster.

The following example shows how to update the domain:

# The API:
/security/authentication/cluster/nis

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/nis"
-H "accept: application/json"™ -H "Content-Type: application/json" -d "{
\"domain\": \"domainC.example.com\", \"servers\": [ \"13.13.13.13\" ]}"

The following example shows how to update the server:

# The API:
/security/authentication/cluster/nis

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/nis"
-H "accept: application/json" -H "Content-Type: application/json" -d "{
\"servers\": [ \"14.14.14.14\"™ 1}"

== Deleting the cluster NIS configuration

The cluster NIS DELETE request deletes the NIS configuration of the
cluster.
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The following example shows how a DELETE request is used to delete the
cluster NIS configuration:

# The API:
/security/authentication/cluster/nis

# The call:

curl -X DELETE "https://<mgmt-ip>/api/security/authentication/cluster/nis"
-H "accept: application/hal+json"

[[IDO0dbfbl7dd4bbc435d7bdb5e9abfd580] ]
= Delete the NIS configuration for the cluster

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/authentication/cluster/nis #

*Introduced In:* 9.6

Deletes the NIS configuration of the cluster. NIS can be removed as a
source from ns-switch if NIS is not used for lookups.

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

217



|error
| link:#error[error]

al

.Example error
[3collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code
| string
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a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
a|Error code

|message
| string
alError message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block
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[[IDcae7fedac79000030e3£f202bf5ee77£5]]
= Retrieve the NIS configuration for the cluster

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-

block]# /security/authentication/cluster/nis #

*Introduced In:* 9.6

Retrieves the NIS configuration of the cluster. Both NIS domain and
servers are displayed by default.

The "bound servers property indicates the successfully bound NIS servers.

== Parameters

[cols=5*,options=header]
|

|Required
| Description

|fields

|larray[string]

| query
| False
al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
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al

|bound servers
|larray[string]
a

| domain

|string

a|The NIS domain to which this configuration belongs.

| servers

larray[string]

alA list of hostnames or IP addresses of NIS servers used

by the NIS domain configuration.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"self": {
"href": "/api/resourcelink"

bo

"bound servers": [
"string"

1y

"domain": "string",

"servers": [
"string"

Status: Default, Error

[cols=3*,options=header]
|
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| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",
"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description
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|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID0395c8bel53823fleab6la8eel36£365]]
= Update the NIS configuration for the cluster

[.api-doc-operation .api-doc-operation-patch] #PATCH# [.api-doc-code-
block]# /security/authentication/cluster/nis #

*Introduced In:* 9.6

Both NIS domain and servers can be updated. Domains and servers cannot be
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empty. Both FQDNs and IP addresses are supported for the 'servers' field.
If the domain is updated, NIS servers must also be specified. IPv6 must be
enabled if IPv6 family addresses are specified for the “servers property.

== Request Body

[cols=3*,options=header]

| Type
| Description

|bound servers
|larray[string]
al

| domain
| string
a|The NIS domain to which this configuration belongs.

| servers
|larray[string]
alA list of hostnames or IP addresses of NIS servers used

by the NIS domain configuration.

.Example request
[3collapsible%closed]
[source, json, subs=+macros]
{

"bound servers": [

"string"

I

"domain": "string",

"servers": |

"string"
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== Response
Status: 200, Ok

== Error
Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 1966253
| IPv6 is not enabled in the cluster

| 3276964
| The NIS domain name or NIS server domain is too long. The maximum

supported for domain name is 64 characters and the maximum supported for

NIS server domain is 255 characters.

| 3276933
| A maximum of 10 NIS servers can be configured per SVM.

| 23724109
| DNS resolution failed for one or more specified servers.

| 23724112
| DNS resolution failed due to an internal error. Contact technical

support if this issue persists.

| 23724132
| DNS resolution failed for all the specified servers.

| 23724130
| Cannot use an IPv6 name server address because there are no IPvo6

interfaces

== Definitions

[.api-def-first-level]
.See Definitions
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[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

al

[# links]
[.api-collapsible-fifth-title]

[#cluster nis service]
[.api-collapsible-fifth-title]
cluster nis service

[cols=3*,options=header]

| Type
| Description

|bound servers
|larray[string]
a |l

| domain
|string

a|The NIS domain to which this configuration belongs.

| servers

|larray[string]

alA list of hostnames or IP addresses of NIS servers used
by the NIS domain configuration.
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[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code
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|message
| string
al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID1670eecfl8e9b16b0d95bb07adlf459%9¢e] ]
= Create the NIS configuration for the cluster

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block] # /security/authentication/cluster/nis #

*Introduced In:* 9.6

The cluster can have one NIS server configuration. Specify the NIS domain
and NIS servers as input. Domain name and servers fields cannot be empty.
Both FQDNs and IP addresses are supported for the 'server  property. IPv6
must be enabled if IPv6 family addresses are specified in the “server’
property. A maximum of ten NIS servers are supported.

== Required properties

* ‘domain’ - NIS domain to which this configuration belongs.

* “servers - List of hostnames or IP addresses of NIS servers used by the
NIS domain configuration.

== Request Body

[cols=3*,options=header]
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| Description

|bound servers
|larray[string]
a

| domain
|string
a|The NIS domain to which this configuration belongs.

| servers

larray[string]
alA list of hostnames or IP addresses of NIS servers used

by the NIS domain configuration.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"bound servers": [
"string"

1,
"domain": "string",
"servers": [

"string"

== Response

Status: 201, Created
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[cols=3*,options=header]

| Type
| Description

|num records
| integer
a|Number of NIS domain records.

| records
larray[link:#cluster nis service[cluster nis service]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"records": [

{

"bound servers": [
"string"

]I

"domain": "string",

"servers": [

"string"

Status: Default

ONTAP Error Response Codes

Error Code | Description
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| 1966253
| IPv6 is not enabled in the cluster.

| 3276964
| The NIS domain name or NIS server domain is too long. The maximum

supported for domain name is 64 characters and the maximum supported for

NIS server domain is 255 characters.

| 3276933
| A maximum of 10 NIS servers can be configured per SVM.

| 13434916
| The SVM is in the process of being created. Wait a few minutes, and then

try the command again.

| 23724109
| DNS resolution failed for one or more specified servers.

| 23724112
| DNS resolution failed due to an internal error. Contact technical

support if this issue persists.

| 23724132
| DNS resolution failed for all the specified servers.

| 23724130
| Cannot use an IPv6 name server address because there are no IPv6

interfaces.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Name

| Type
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| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#cluster nis service]
[.api-collapsible-fifth-title]

cluster nis service

[cols=3*,options=header]

| Type
| Description

|bound servers
|larray[string]
al

| domain
|string
a|The NIS domain to which this configuration belongs.

| servers

|larray[string]

alA list of hostnames or IP addresses of NIS servers used
by the NIS domain configuration.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name
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| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= Manage SAML service

:leveloffset: +1

[[ID413£390ef6ee7baa9482f0daf90£f££97]]
= Security authentication cluster saml-sp endpoint overview

== Qverview

This API is used to retrieve and display relevant information pertaining
to the SAML service provider configuration in the cluster. The POST
request creates a SAML service provider configuration if there is none
present. The DELETE request removes the SAML service provider
configuration. The PATCH request enables and disables SAML in the
cluster. Various responses are shown in the examples below.

+

== Examples
=== Retrieving the SAML service provider configuration in the cluster
The following output shows the SAML service provider configuration in the

cluster.
_|_

# The API:
/api/security/authentication/cluster/saml-sp
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# The call:
curl -X GET "https://<mgmt-ip>/api/security/authentication/cluster/saml-
sp" -H "accept: application/hal+json"

# The response:

{

"idp uri": "https://examplelab.customer.com/idp/Metadata",
"enabled": true,
"host": "172.21.74.181",
"certificate": {

"ca": "clusterl",

"serial number": "156F10C3EB4C51C1",

"common name": "clusterl"
bo
" links": {

"self": {

"href": "/api/security/authentication/cluster/saml-sp"

=== Creating the SAML service provider configuration

The following output shows how to create a SAML service provider
configuration in the cluster.
_I_

# The API:
/api/security/authentication/cluster/saml-sp

# The call:

curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/saml-
sp?return records=true" -H "accept: application/hal+json" -d '{ "idp uri":
"https://examplelab.customer.com/idp/Metadata”™, "host": "172.21.74.181",
"certificate": { "ca": "clusterl", "serial number": "156F10C3EB4C51C1" }}'

=== Updating the SAML service provider configuration
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The following output shows how to enable a SAML service provider

configuration in the cluster.

Disabling the configuration requires the client to be authenticated
through SAML prior to performing the operation.
_I_

# The API:
/api/security/authentication/cluster/saml-sp

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/saml-
sp/" -d '{ "enabled": true }'

=== Deleting the SAML service provider configuration

# The API:
/api/security/authentication/cluster/saml-sp

# The call:
curl -X DELETE "https://<mgmt-
ip>/api/security/authentication/cluster/saml-sp/"

[[ID323e7a8850b11d39%e7daef9c3cocd447] ]
= Delete a SAML service provider configuration

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block] # /security/authentication/cluster/saml-sp #

237



*Introduced In:* 9.6

Deletes a SAML service provider configuration.

== Response
Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 12320803
| SAML must be disabled before the configuration can be removed.
|

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{
"error": {

"arguments": [
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"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]
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| Name

| Type

| Description
| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDfe688e680ba9%01b4893fb8083c85585d] ]
= Retrieve a SAML service provider configuration

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/cluster/saml-sp #

*Introduced In:* 9.6

Retrieves a SAML service provider configuration.

== Parameters

[cols=5*,options=header]

240



| Name

| Type

| In
|Required

| Description

|idp uri

| string

| query

| False

alFilter by idp uri

* Introduced in: 9.7

|enabled
|boolean

| query
| False

al|Filter by enabled

* Introduced in: 9.7

|certificate.serial number
|string

| query

| False

a|Filter by certificate.serial number

* Introduced in: 9.7

|certificate.common name
| string

| query
| False

a|Filter by certificate.common name

* Introduced in: 9.7

|certificate.ca
|string
| query
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| False

al|Filter by certificate.ca

* Introduced in: 9.7

|host

|string

| query

| False

al|Filter by host

* Introduced in: 9.7

| fields
|larray[string]

|query
| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
a

|certificate

| link:#certificate[certificate]
a |l

|enabled
|boolean

a|The SAML service provider is enabled. Valid for PATCH and GET
operations only.
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|host
|string
a|The SAML service provider host.

|idp uri
|string

a|The identity provider (IdP) metadata location.

operations.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

Required for POST

" links": {

"self": {

"href": "/api/resourcelink"

}
b
"certificate": {

"ca": "string",

"common name": "clusterl",

"serial number": "1506B24A94F566BA"
b
"host": "string",
"idp uri": "https://idp.example.com/FederationMetadata/2007-

06/FederationMetadata.xml"

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description
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|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href

|string
al
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#certificate]
[.api-collapsible-fifth-title]
certificate

[cols=3*,options=header]

| Type
| Description

| ca

| string

al|Server certificate issuing certificate authority (CA). This cannot be
used with the server certificate common name.

| common name
|string
alServer certificate common name. This cannot be used with the

certificate authority (CA) or serial number.

|serial number
|string
alServer certificate serial number. This cannot be used with the server

certificate common name.
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[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code
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|message
| string
al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID££5c3859f2443edbf7d43def08d81c8d] ]

= Update SAML service provider configuration

[.api-doc-operation .api-doc-operation-patch]#PATCH#

block] # /security/authentication/cluster/saml-sp #

*Introduced In:* 9.6

Updates a SAML service provider configuration.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|enabled
|boolean

a|The SAML service provider is enabled.

operations only.

Valid for PATCH and GET

[.api-doc-code-
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== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 12320791

| SAML can only be disabled using the console or a SAML-authenticated
application.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href

|string
al
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[.api-collapsible-fifth-title]
_links

[#certificate]
[.api-collapsible-fifth-title]
certificate
[#security saml sp]
[.api-collapsible-fifth-title]
security saml sp

[cols=3*,options=header]
| Type
| Description

|enabled
|boolean

a|The SAML service provider is enabled.

operations only.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

Valid for PATCH and GET
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDb242eac74fdd556472af5efdafd2ecl6] ]
= Create a SAML service provider configuration

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block]# /security/authentication/cluster/saml-sp #
*Introduced In:* 9.6

Creates a SAML service provider configuration. Note that "common name"
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mutually exclusive with "serial number" and "ca" in POST. SAML will

initially be disabled, requiring a patch to set "enabled" to "true", so

that the user has time to complete the setup of the IdP.

== Required properties

*

“idp uri®
== Optional properties

* “certificate’
* “enabled’
* “host’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|verify metadata server
|boolean

| query

| False

al|Verify IdP metadata server

* Default value: 1

|return timeout
| integer

| query

| False

identity.

a|The number of seconds to allow the call to execute before returning.

When doing a POST, PATCH, or

DELETE operation on a single record, the

default is 0 seconds. This means that if an asynchronous operation is

started, the server immediately returns HTTP code 202 (Accepted) along

with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the job
completes so it can return something other than 202.
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* Default value: 1
* Max value: 120

* Min value: O

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|certificate
| link:#certificate([certificate]

a |

|host
|string
a|The SAML service provider host.

|idp uri
|string
a|The identity provider (IdP) metadata location. Required for POST

operations.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"certificate": {
"ca": "string",
"common name": "clusterl",
"serial number": "1506B24A94F566BA"

by

"enabled": null,
"host": "string",
"idp uri": "https://idp.example.com/FederationMetadata/2007-
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06/FederationMetadata.xml"

—

== Response

Status: 202, Accepted

[cols=3*,options=header]

| Type
| Description

| job
|link:#job link[job link]
a |l

.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
"job": {

"uuid": "string"

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 12320789
| Failed to download data file from specified URI.

| 12320794
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| The host parameter provided must be the cluster management interface's
IP address. If the cluster management interface is not available, the
node management interface's IP address must be used.

| 12320795
| A valid cluster or node management interface IP address must be
provided.

| 12320805
| The certificate information provided does not match any installed
certificates.

| 12320806
| The certificate information entered does not match any installed
certificates.

| 12320814
| An invalid IDP URI has been entered.

| 12320815
| An IDP URI must be an HTTPS or FTPS URI.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
|string
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[# links]
[.api-collapsible-fifth-title]
_links

[#certificate]
[.api-collapsible-fifth-title]
certificate

[cols=3*,options=header]
| Type
| Description

| ca

| string

al|Server certificate issuing certificate authority

used with the server certificate common name.

| common name

|string

alServer certificate common name.

|serial number

|string

a|Server certificate serial number.

certificate common name.

[#security saml sp]
[.api-collapsible-fifth-title]
security saml sp

[cols=3*,options=header]
| Type
| Description

|certificate

| link:#certificate[certificate]

This cannot be

This cannot be used with the
certificate authority (CA) or serial number.

This cannot be used with the server
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al

|host
| string

a|The SAML service provider host.

|idp uri

| string

a|The identity provider (IdP) metadata location. Required for POST
operations.

[#job link]
[.api-collapsible-fifth-title]
job link

[cols=3*,options=header]

| Name

| Type
| Description

|uuid

| string

a|The UUID of the asynchronous job that is triggered by a POST, PATCH, or
DELETE operation.

[#error arguments]
[.api-collapsible-fifth-title]
error arguments
[cols=3*,options=header]

| Type

| Description

| code
| string
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a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
a|Error code

|message
| string
alError message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block
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:leveloffset: -1

= Update the user account password

:leveloffset: +1

[[IDc943195cd5¢c56b106df1d05e2593b£79] ]

= Security authentication password endpoint overview

== QOverview
This API changes the password for a local user account.

Only cluster administrators with the "admin" role can change the
password for other cluster or SVM user accounts. If you are not a cluster

administrator, you can only change your own password.
== Examples

=== Changing the password of another cluster or SVM user account by a
cluster administrator

Specify the user account name and the new password in the body of the POST
request. The owner.uuid or owner.name are not required to be specified for

a cluster-scoped user account.

For an SVM-scoped account, along with new password and user account name,
specify either the SVM name as the owner.name or SVM uuid as the
owner.uuid in the body of the POST request. These indicate the SVM for
which the user account is created and can be obtained from the response
body of a GET request performed on the /api/svm/svms API.

# The API:

POST "/api/security/authentication/password"

# The call to change the password of another cluster user:
curl -X POST "https://<mgmt-ip>/api/security/authentication/password" -d
"{"name":"cluster userl","password":"hello@1234"}"
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# The call to change the password of another SVM user:
curl -X POST "https://<mgmt-ip>/api/security/authentication/password" -d
'"{"owner.name":"svml", "name" :"svm userl", "password":"hello@1234"}"'

=== Changing the password of an SVM-scoped user

NOTE: The IP address in the URI must be same as one of the interfaces
owned by the SVM.

# The API:
POST "/api/security/authentication/password"

# The call:
curl -X POST "https://<SVM-ip>/api/security/authentication/password" -d
'"{"name":"svm userl", "password":"newl@1234"}"'

[[IDAdfb295811eblc9197803b8aad4081140e]]
= Update the user account password

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block] # /security/authentication/password #

*Introduced In:* 9.6

Updates the password for a user account.

== Required parameters

* "name - User account name.

* ‘password’ - New password for the user account.

== QOptional parameters

* “owner.name  or ~owner.uuid - Name or UUID of the SVM for an SVM-scoped
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user account.

== Related ONTAP commands

* “security login password’
== Learn more

*

xref:{relative path}security authentication password endpoint overview.htm
1[DOC /security/authentication/password]

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5*,options=header]
|

|Required
| Description

| return records

|boolean

| query
| False
al|The default is false. If set to true, the records are returned.

* Default value:

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| name
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| string
a|The user account name whose password is being modified.

| owner

| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the user account.
field is optional and valid only when a cluster administrator is executing
the API to uniquely identify the account whose password is being modified.
field is not required to be specified for SVM user accounts

This

The "owner"
trying to modify their password.

| password
| string
a|The password string

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"name": "string",
"owner": {
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"password": "string"

== Response

Status: 201, Created

== Error

Status: Default

ONTAP Error Response Codes
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| Error Code | Description

| 7077918
| The password cannot contain the username.

| 7077919
| The minimum length for new password does not meet the policy.

| 7077920
| The new password must have both letters and numbers.

| 7077921
| The minimum number of special characters required do not meet the

policy.

| 7077924
| The new password must be different than last N passwords.

| 7077925
| The new password must be different to the old password.

| 7077940
| The password exceeds maximum supported length.

| 7077941
| Defined password composition exceeds the maximum password length of 128

characters.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description
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|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#owner]
[.api-collapsible-fifth-title]
owner

Owner name and UUID that uniquely identifies the user account. This field
is optional and valid only when a cluster administrator is executing the
API to uniquely identify the account whose password is being modified. The
"owner" field is not required to be specified for SVM user accounts trying
to modify their password.

[cols=3*,options=header]
| Type

| Description

| name

|string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#account password]
[.api-collapsible-fifth-title]
account password

The password object
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[cols=3*,options=header]

| Name

| Type
| Description

| name
|string
a|The user account name whose password is being modified.

| owner

| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the user account. This
field is optional and valid only when a cluster administrator is executing
the API to uniquely identify the account whose password is being modified.
The "owner" field is not required to be specified for SVM user accounts
trying to modify their password.

| password
| string

a|The password string

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

a|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage authentication keys (for admins)
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:leveloffset: +1

[[IDb500fl11aa60c2633e3bdflaed24f3ell]]
= Security authentication publickeys endpoint overview

== Qverview

This API configures the public keys for user accounts.

For secure shell (SSH) access, public-private key pair based
authentication is possible by associating the public key with a user
account.

Prerequisites:

You must have generated the SSH key.

You must be a cluster or SVM administrator to perform the user's public
key.

== Examples
=== Creating a public key for cluster-scoped user accounts
Specify the user account name, public key, index, and comment in the body

of the POST request. The owner.uuid or owner.name are not required for a
cluster-scoped user account.

# The API:
POST "/api/security/authentication/publickey"

# The call

curl -k https://<mgmt-ip>/api/security/authentication/publickeys --request
POST --data '{ "account": "pubuser2","comment": "Cserver-
Creation","index": 0, "public key": "ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAABAQDWITerk2xXi3Lkrgrm6Q67aNmNDNKgpezwzl 9Ap+DxtM
xmocHC52CuwEcJjIUel21uhAiOmyscadmC5Y0BzSnYuwcJI3/82kconFUwtKOh6QUTGqbcOvb4MZ
39yTIi1iiTItCObWTot3msJYfZ2B+dgcCxMZ+0bl 9YWZXrWMWP6XDJw/ai/EfWTZHC7e8Xelmfp+COc
GMh1xRvgfeGjhZqU85DBfdGD5Tu/67vD13Q+817Jf81BxgrEFigirnkWNX5dj+jkM1EVC3s6dY
CiJINBE1MxNkSFGTnkG74S61pvZNFDomSznV/28h13zSjwiWiuacsP3BelydeG8nEcCRNS5Ap7vMd
vd" !

=== Creating a public key for SVM-scoped user accounts
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For a SVM-scoped account, specify either the SVM name as the owner.name or
the SVM UUID as the owner.uuid along with other parameters for the user
account. These parameters indicate the SVM that contains the user account
for the public key being created and can be obtained from the response
body of the GET request performed on the API"/api/svm/svms".

# The API:
POST "/api/security/authentication/publickey"

# The call

curl -k https://<mgmt-ip>/api/security/authentication/publickeys --request
POST --data '{ "account": "pubuser4","comment": "Vserver-
Creation”,"index": 0,"owner.uuid":"513a78c7-8cl13-11e9-8f78-

005056bbf6ac", "owner.name":"vs0", "public key": "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDWITerk2xXi3Lkrgrm6Q67aNmNDNKgpezwzl 9Ap+DxtM
xmocHC52CuwEcJjIUel21uAiOmyscadmC5Y0BzSnYuwcJ3/82kconFUwtKOh6QUTGgbcOvb4MZ
39yTIi1iiItCObWTot3msJYfZ2B+dgcCxMZ+0bl 9YWZXrWMWP6XDJw/ai/EfWTZHC7e8Xelmfp+COc
GMh1xRvgfeGjhZqU85DBfdGD5Tu/67vD13Q+817Jf81BxgrEFigirnkWNX5dj+jkM1EVC3s6dY
CiINBEiMxNkSFGTnkG74S61pvZNFD6mSznV/28h13zSjwiWiuacsP3BelydeG8nEcCCRNSAp7vMd
vda" !

=== Retrieving the configured public key for user accounts

Retrieves all public keys associated with the user accounts or a filtered
list (for a specific user account name, a specific SVM and so on) of
public keys.

# The API:
GET "/api/security/authentication/publickeys"

# The call to retrieve all the user accounts configured in the cluster:
curl -k https://<mgmt-ip>/api/security/authentication/publickeys

[[ID127ea8cc344c7b6c26d210034519306e] ]
= Retrieve public keys configured for user accounts
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[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/authentication/publickeys #

*Introduced In:* 9.7

Retrieves the public keys configured for user accounts.
== Related ONTAP commands

* “security login publickey show"

== Learn more

*

xref:{relative path}security authentication publickeys endpoint overview.h
tml [DOC /security/authentication/publickeys]

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In

| Required

| Description

| scope

|string

| query

| False

al|Filter by scope

| comment

| string

|query

| False

al|Filter by comment

|obfuscated fingerprint
|string
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| query
| False

a|Filter by obfuscated fingerprint

|account .name

| string

| query
| False

alFilter by account.name

| index

| integer

| query

| False
alFilter by

| owner.uuid
| string

| query

| False
alFilter by

| owner.name
|string

| query

| False
al|Filter by

index

owner.uuid

owner.name

| sha fingerprint

| string

| query
| False

al|Filter by sha fingerprint

lpublic key
| string

| query

| False

a|Filter by public key
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| fields
|larray[string]
| query

| False

al|Specify the fields to return.

|max records
| integer
|query

| False

allLimit the number of records returned.

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,
of records is returned.

only the number

* Default wvalue: 1

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier i1f either max records or the end of the collection is
reached.

* Default value: 1
* Max value: 120

* Min wvalue: O

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc]
Default direction is 'asc' for ascending.

direction.
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== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

|num records
|integer
a|Number of records

| records
|larray[link:#publickey[publickey]]
al

.Example response

[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink”
b
"self": {
"href": "/api/resourcelink”
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"

by
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"account": {

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "Jjoe.smith"
by
"comment": "string",
"obfuscated fingerprint": "string",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"public key": "string",
"scope": "string",
"sha fingerprint": "string"
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

.Example error
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[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[(# links]
[.api-collapsible-fifth-title]
_links
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[cols=3*,options=header]

| Name

| Type
| Description

| next
| link:#href[href]
al

|self
| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type
| Description

| self
| link:#href [href]

[#account reference]
[.api-collapsible-fifth-title]

account reference
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]
al
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| name
|string
a|User account

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the public key.

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name

| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#publickey]
[.api-collapsible-fifth-title]
publickey

The public key for the user account (to access SSH).

[cols=3*,options=header]
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| Name

| Type
| Description

| links
|link:# links[ links]
al

|account
|link:#account_reference[account_reference]

al

| comment
| string
a|Optional comment for the public key.

| index
| integer
a|Index number for the public key (where there are multiple keys for the

same account) .

|obfuscated fingerprint
| string
a|The obfuscated fingerprint for the public key (READONLY) .

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the public key.

|public key
|string
a|The public key

| scope

|string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

| sha fingerprint
| string
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a|The SHA fingerprint for the public key (READONLY) .

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code
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|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDa2ffa5a0bb34d714fb25d80d9182a3341]]1
= Create a public key for a user account

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/authentication/publickeys #

*Introduced In:* 9.7

Creates a public key for a user account.

== Required properties

* “owner.uuld® - UUID of the account owner.
* "name’ - User account name.
* “index’ - Index number for the public key (where there are multiple keys

for the same account).

* "public key' - The publickey details for the creation of the user
account.

== Related ONTAP commands

* “security login publickey create’

== Learn more

*

xref:{relative path}security authentication publickeys endpoint overview.h
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tml [DOC /security/authentication/publickeys]

* xref:{relative path}security accounts endpoint overview.html [DOC

/security/accounts]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| return records
|boolean

| query
| False

a|The default is false. If set

* Default value:

== Request Body

[cols=3*,options=header]

| Type
| Description

|account

to true,

the records are returned.

|link:#account_reference[account_reference]

al

| comment

| string

a|Optional comment for the public key.

| index

| integer
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a|Index number for the public key (where there are multiple keys for the
same account) .

|obfuscated fingerprint
|string
a|The obfuscated fingerprint for the public key (READONLY) .

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the public key.

lpublic key
| string
a|The public key

| scope

| string

a|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

| sha fingerprint
| string
a|The SHA fingerprint for the public key (READONLY) .

.Example request
[$collapsible%closed]
[source, json, subs=+macros]

{

"account": {
"name": "Jjoe.smith"
by
"comment": "string",
"obfuscated fingerprint": "string",
"owner": {
"name": "svml",

"uuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"
by
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"public key": "string",
"scope": "string",
"sha fingerprint": "string"

== Response

Status: 201, Created

== Error

Status: Default, Error

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#account reference]
[.api-collapsible-fifth-title]

account reference
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[cols=3*,options=header]

| Name

| Type
| Description

| name
|string

a|User account

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the public key.

[cols=3*,options=header]

| Type
| Description

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#publickey]
[.api-collapsible-fifth-title]
publickey

The public key for the user account (to access SSH).
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[cols=3*,options=header]

| Name

| Type
| Description

| account
|link:#account_reference[account_reference]
al

| comment
| string

a|Optional comment for the public key.

| index
| integer
a|Index number for the public key (where there are multiple keys for the

same account) .

|obfuscated fingerprint
| string
a|The obfuscated fingerprint for the public key (READONLY) .

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the public key.

|public key
| string
a|The public key

| scope
| string
a|Scope of the entity. Set to "cluster" for cluster owned objects and to

svm" for SVM owned objects.

| sha fingerprint
|string
a|The SHA fingerprint for the public key (READONLY) .
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
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| string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage authentication keys (end-users)

:leveloffset: +1

[[ID98572£48b53b5ab67d87be801ac03a03]]
= Security authentication publickeys owner.uuid account.name index

endpoint overview

== Qverview

This API configures the public keys for end-user (non-cluster admin)
accounts.

Specify the owner UUID, the user account name, and the index in the URI
path. The owner UUID corresponds to the UUID of the SVM containing the
user account associated with the public key and can be obtained from the
response body of the GET request performed on the API "/api/svm/svms".

The index value corresponds to the public key that needs to be modified or
deleted (it is possible to create more than one public key for the same
user account) .

== Examples

=== Retrieving the specific configured public key for user accounts
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# The API:
GET
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"

# The call:
curl -k https://<mgmt-ip>/api/security/authentication/publickeys/513a78c7-
8c13-11e9-8f78-005056bbf6ac/pubuserd/0

=== Updating the public key and comment for user accounts

# The API:
PATCH
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"

# The call:

curl -k https://<mgmt-ip>/api/security/authentication/publickeys/d49de271-
8cl1-11e9-8£f78-005056bbf6ac/pubuserl/0 --request PATCH --data '/{
"comment": "Cserver-modification","public key": "ssh-rsa
AAAABR3NzaClyc2EAARAADAQABAAABAQCMSLP/FeiT1J4Fb4GNVO4i0alNIUHWeGO08+anDbFke3Jd
cFT5J9gBn00QZiG0uF0bgepken/moVKZg8iQnglarjP4ULhhje/LwDuUbaB7kvtPL2gyzAX1gFYn
BJ5R1LXja25Z4xeeaXUBJjhUnvpfque0TxbvpaGoVIrFTzVg9ccjBnkBchg3EkhF4VtHmrZNpT
DAUOBAZ69FRYXYZz2ExoCHWgE1HBJep9DODLNOXtzQAOIF9hJck6oxjabRcAQ6f9pLMCol 9vJiqgp
cBAJkUmglgH5ZNHsgDQ7dtGNGIJw452zgXHPAYy9z8yKJulsdK2/4iVYLDL8m1HFEl1geADn60Sxui
jim o}

=== Deleting the public key for user accounts

# The API:
DELETE
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"

# The call:
curl -k https://<mgmt-ip>/api/security/authentication/publickeys/d49de271-
8cll-11e9-8£78-005056bbf6ac/pubuserl/0 --request DELETE
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[ [IDeblbf057a856cf0f0cdaff1740a108611]]
= Delete a public key for a user account

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/authentication/publickeys/{owner.uuid}/{account.name}/{1i
ndex} ' #

*Introduced In:* 9.7

Deletes the public key for a user account.
== Related ONTAP commands

* “security login publickey delete’

== Learn more

*

xref:{relative path}security authentication publickeys owner.uuid account.
name index endpoint overview.html [DOC
/security/authentication/publickeys/{owner.uuid}/{account.name}/\{index}]
* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| owner.uuid
|string
|path

| True

a|Account owner UUID
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|account.name
|string

| path

| True

a|User account name

| index

| integer

| path

| True

al|Index number for the public key (where there are multiple keys for the

same account) .

* Max value: 99

* Min wvalue: O

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
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"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

block
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error
[cols=3*,options=header]
| Type

| Description

| arguments

larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDfe2996cfelbbbbfeel7973e07309008c] ]
= Retrieve public keys configured for a user account

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/publickeys/{owner.uuid}/{account.name}/{i
ndex} " #

*Introduced In:* 9.7

Retrieves the public keys configured for a user account.

290



== Related ONTAP commands
* “security login publickey show"

== Learn more

*

xref:{relative path}security authentication publickeys owner.uuid account.
name index endpoint overview.html [DOC
/security/authentication/publickeys/{owner.uuid}/{account.name}/\{index}]
* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In

| Required

| Description

| owner .uuid
|string
|path

| True

a|Account owner UUID

| account.name
| string

| path

| True

a|User account name

| index

| integer

| path

| True

a|Index number for the public key (where there are multiple keys for the
same account) .

* Max value: 99
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* Min value: O

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

a|Limit the number of records returned.

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,

only the number
of records is returned.

* Default wvalue: 1

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier 1f either max records or the end of the collection is
reached.

* Max value: 120
* Min wvalue: O
* Default wvalue: 1

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc]
Default direction is 'asc' for ascending.

direction.
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== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

|account
Ilink:#account_reference[account_reference]
a

| comment
| string
a|Optional comment for the public key.

| index

| integer

a|Index number for the public key (where there are multiple keys for the
same account) .

|obfuscated fingerprint
|string
a|The obfuscated fingerprint for the public key (READONLY) .

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the public key.

lpublic key
| string
a|The public key
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| scope

|string
al|Scope of the entity. Set to "cluster"
"svm" for SVM owned objects.

| sha fingerprint
| string

a|The SHA fingerprint for the public key (READONLY) .

.Example response

[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"account": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "Jjoe.smith"
by
"comment": "string",
"obfuscated fingerprint": "string",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",
"uuid":

"02c9e252-41be-11e9-81d5-00a0986138£7"
by

"public key": "string",

"scope": "string",

for cluster owned objects and to



"sha fingerprint": "string"

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[%collapsible%closed]

//Start collapsible Definitions block
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[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]

_links
[cols=3*,options=header]
| Type

| Description

| self
| link:#href[href]

[#account reference]
[.api-collapsible-fifth-title]
account reference
[cols=3*,options=header]

| Type

| Description

| links
|link:4# links[ links]
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al

| name
| string
a|User account

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the public key.

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

SVM.
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| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[IDb3b713820275530579facab4dbd7e6fe] ]
= Update a public key for a user account

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/authentication/publickeys/{owner.uuid}/{account.name}/{1i
ndex} " #

*Introduced In:* 9.7

Updates the public key for a user account.
== Related ONTAP commands

* “security login publickey modify"

== Learn more

*

xref:{relative path}security authentication publickeys owner.uuid account.
name index endpoint overview.html [DOC
/security/authentication/publickeys/{owner.uuid}/{account.name}/\{index}]
* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In
|Required

| Description

| owner.uuid
| string
|path

| True
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a|Account owner UUID

| account .name
|string

|path

| True

a|User account name

| index

| integer

| path

| True

a|Index number for the public key (where there are multiple keys for the

same account) .

* Max value: 99
* Min wvalue: O

== Request Body

[cols=3*,options=header]

| Type
| Description

| comment
| string
a|Optional comment for the public key.

|obfuscated fingerprint
| string
a|The obfuscated fingerprint for the public key (READONLY) .

lpublic key
|string
a|The public key

300



| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

| sha fingerprint
|string
a|The SHA fingerprint for the public key (READONLY) .

.Example request

[$collapsible%closed]

[source, json, subs=tmacros]
{
"comment": "string",
"obfuscated fingerprint": "string",
"public key": "string",
"scope": "string",

"sha fingerprint": "string"

== Response
Status: 200, Ok

== Error
Status: Default, Error

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href
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[cols=3*,options=header]

| Name

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#account reference]
[.api-collapsible-fifth-title]

account reference
[cols=3*,options=header]
| Type

| Description

| name

| string
a|User account

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the public key.

[cols=3*,options=header]

| Type
| Description
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| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#publickey]
[.api-collapsible-fifth-title]
publickey

The public key for the user account (to access SSH).

[cols=3*,options=header]

| Type
| Description

| comment
| string
a|Optional comment for the public key.

|obfuscated fingerprint
| string
a|The obfuscated fingerprint for the public key (READONLY) .

lpublic key
| string
a|The public key

| scope
| string
al|Scope of the entity. Set to "cluster" for cluster owned objects and to

"svm" for SVM owned objects.
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| sha fingerprint
| string
a|The SHA fingerprint for the public key (READONLY) .

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments
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| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage Azure Key Vaults

:leveloffset: +1

[[ID495d5c367b0430£1007e£2£522f6babb6] ]

= Security azure-key-vaults endpoint overview

== Qverview

Azure Key Vault (AKV) is a cloud key management service (KMS) that
provides a secure store for secrets. This feature

allows ONTAP to securely store its encryption keys using AKV.

In order to use AKV with ONTAP, you must first deploy an Azure application
with the appropriate access to an AKV and then provide

ONTAP with the necessary details, such as key vault name, application ID
so that ONTAP can communicate with the deployed Azure application.

The properties "state", "azure reachability" and "ekmip reachability" are

considered advanced properties and are populated only when explicitly
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requested.
== Examples

=== Creating an AKV for a cluster using the client secret authentication
method

The example AKV is configured at the cluster-scope. Note the
_return records=true query parameter is used to obtain the newly created
key manager configuration.

# The API:
POST /api/security/azure-key-vaults

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/azure-key-

vaults?return records=true' -H 'accept: application/hal+json' -d "{
\"client id\": \"clientl\", \"tenant id\": \"tenantI\", \"name\":
\"https:://mykeyvault.azure.vault.net/\", \"key id\": \"https://keyvault-
test.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95¢c59540e2a74\",
\"client secret\" : \"myclientPwd\" }"

# The response:
{
"num records": 1,
"records": [
{
"uuid": "85619643-9a06-11€a-8d52-005056bbebab",

"client id": "clientl",
"tenant id": "tenantl",
"name": "https:://mykeyvault.azure.vault.net/",
"key id": "https://keyvault-test.vault.azure.net/keys/keyl",
" links": {

"self": {

"href": "/api/security/azure-key-vaults/85619643-9a06-11ea-8d52-
005056bbebab"

}
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=== Creating an AKV for an SVM using the certificate authentication method

The example AKV is configured for a specific SVM. Note the
_return records=true query parameter is used to obtain the newly created
key manager configuration.

# The API:
POST /api/security/azure-key-vaults

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/azure-key-

vaults?return records=true' -H 'accept: application/hal+json' -d "{
\"svm\": { \"uuid\": \"4f7abfd4c-9a07-11ea-8d52-005056bbebab\" },

\"client id\": \"clientl\", \"tenant id\": \"tenantl\", \"name\":
\"https:://mykeyvault.azure.vault.net/\", \"key id\": \"https://keyvault-
test.vault.azure.net/keys/keyl\", \"client certificate\"
\"MITIQKQIBAzCCD+8GCSqGSIb3DQEHAaCCD+AEgyg/cMITIP2DCCBg8GCSgGSIb3DQEHBCCBgAW
ggX8AgEAMIIFI9QYJKoZIhvcNAQCcBMBWGCigGSIb3DOEMAQYWDgQIWkY70jViJDYCAggAgIIFyYyJ
P3IfmM6yTCKVw5ep20ZLwwvRca8pKhISViw+WiWngh/£6Py/Ty0CwCjDFUZPsUUASMk78E7SAz
0CpQyBwmUUFJQShjZjftHLKRW1d304sJKB8DzHI9Yw1C7En94cyJlrT4WYoVFmeJcmOXx6h+NFH
c7njtXVsKwxc5BF88K3+3kHAV3WyVdXoeXe7yY/+EjFfjtBryp8ljuielX/NF1h5kowhoj+yxn
00c1/00I11V3mTIOTXD8qrzVp9ZhAxSTRBA5uDyWMEppgxW2L+9vCUU+ZgmRxtU3VsRLOp/T14
OOP7Sn1Ch20EO0bIrbYYtcpi04QcUtfEIJBM1IbbTbJPHDAtiO2KIQKviZL4QMZgho9NNgL4MUpIb
NSzDCbuIC+nNMXfgfsOnPZewY+b43H/tMmnZz8Q4kiCFwrUgbFbf1BiPMOaJsS0eQaJhDmzM90Q
EgbesHWgPreAcfMUcCN1+BagHFLHUxLXDxQ1ix6zYiCAtDX6/EK1irRh1TFpmFX2PBd+X6uODhmw
m4ub9RKI3In8t5qgtN4qg/mTBXJAVDALTIIEgobBRaXGSSXCBcIW/JRed0DRZDIBmM8T /nV39sZN
ducwZab50jYTX8fFMAOCfY6IFivXHIBO0OCcOHEEGAgCECOG8VACgLbb+2NuhMJPtR7Ig501iAPUMC
670Z5It0TQhyY0Z/KagOtvV8sKPCzeAkcMoH1sm189V79zt1fCIQTVIWNnaGiMj50rcbskk6vCxh
DGeU6glkgvXJIJKXOYRF8/wIpv8Y7/rEpnGwE/I0Z0XzdIDHXgAS53B1zyOVem25ezWCD+kpoH89X
JssY1INJIMJhjVRED61w/DbSXg2yFu/v3ckGapVvTuyAiz5hWUNf13pt++dabGoekKnLgtL4G/R
GXCnebLbXg838d1TGBznoCwGTVxXDeVYafz8AjI10gYtTMcbN56ya9kK7IHSkrnFX24xQRQOfm
DOVob71pjdz8rlaXKvD/1X2TkYJHoeEHgOnNWpU8vwDG/xhv4YgKJIGNIgsEZgiTXETUhSgak8el
tGNkP+fum+10gl050S+SwNa5/eB8eFeJd120148X1i5UapaTRHPFp6kZ fPX0Ou9cEjhILowRIi6gl
g7FUbmoJcub50vDIyPO9J1yQk1w2VtgNImlQO0IvzRenXmyl8XnP50NTxx2cIwby8tIcdSn2C2ghj
8Gk7980xVZGiBgtz4BwyzyKkypwmb60BBRrHpAKLw6IM5RISeZnYQfIsIdOtGgb61go0RJf0sEtL
buvZcSvLI+20n]8KHITImMRAdbuCWE9Ym4 sVRmD1D6/ £f6BoNHODRg7TIJkEFbOadJsNPGzHbKte
LdaSMGTNUZ3hEDQeomakQMfvCgypbOLxrTTqfbenHREN+1iFNYWOzCUWOEJOoAXp+1gFnwQL52T1
20xwZikEQ1P2k0GharzAJkXnNaFGnmHIIP6owJrCCSDZwDmr7GI2R5evD1R117QUg2sulxQVv0US8
zezzwlIUgEe/Whf0ngGJdv/QcsL2jyri/tSQbUWs4dg+yepdS1E3iddhfqSJzI2iKJAAE+HLiHGVO1
z70fGEsO6dPLnmh4eoWidgZi9N/SoBylaT0JpIQ6z6N5ImPfDWu9Y6TWXUgliyOIXGsxIQVIgU
NoBS5Ru/ApDxpYpFLkOfHOKkIONEWKS5Im33puOQKLNnoluwrOmdbG8+x1EY8wcOFVKHGHOZh4Hyd1i
CVUcYSdiGWUXVmgm40gyiYzcpB+Ar2dzikGecdpBg8falalHNSQ3TK3wdh/HeOUImA4vINOYuvO1l
HO93ILGP6PWfkug+1Tam6+8yDOWSmeiZ0UIZR8TF/9gDb4+4wTFnPwgfTrggEauA8tt8udtiyBC
rYexgZTXIZGTU]/86KXQaJKCreRr/kgwJOWgkNWACGUVzwT7L1I+sAr0ZqUp/TsxnbNC73XCMN1
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PsnByb2zCeK13V26Crl84U9sDugQTJRaIse01MNIAATpa2QWEwggnBBgkghkiGOwOBBwGgggmy
BIIJrjCCCaowggmmBgsghkiGO9wOBDAOBAQCCCWAwgglgMBwGCigGSIb3DQEMAQMwWDgQIEjm88b
1+pnkCAggABIIJSDD3P+vnllSolmQvmYgZVEV37T3KpurdvMxQScPvalWiF7Q1lIwasf/+NOhKK
Nr2j/aGZLunLkaG6mLPeBP212LCwnUxDuS5kYffVVE9OWX/bXewbYQribwFNkNhUrSgen8BfhnR
1vDrzbBLOoHIVDrUFszSVBCYh31Vwgu8p9SjC8K/X1lumcLd]jSFko85XpoK23euhowjWH+X0kRoY
GzorcdNE8z03BKVvER61W2XWzTSaWQ6eZHGs6Urnx5Fe/w50U9tMIi3BCCCggapUHVAmHgKkmWL
1kX8LssUcN30JVekM2aJ9v4Y06CoegKAMVDs0tVSOv3KbGC3GNX61gHuU4yl1LOZP1PLEPXbOwDH
qavlxK3zpHl18sIRzuX3HXSAEdenHYAkKSV/IQZ89n+CZzUkf0nu/o0g8eoA8ATDASg7fj3HXpQ6CY
drUBaHc7ruxHOiWR0OGcT4XK4TTz7zZTO1lwWPViprUo6ayw0dYZSG22MeDAO27YirM044TIfosn9
CsgnNLZoOWvA2a04ippDoBRav5HV6N0I3fOAYysS5nPg3jJtKQ5neqUYoOMrAkoKHoOh6zn0Bfvi
syB88aMINOmPD76ykbAERg7151biKbA2tk8bb9dy/sdmk20jM/D/W1YtrNL4iM6azL2kVN5eiC
hxCof33/RURpXfGR8YNeJT17bg42wL70QKDBRoG1TPcLgdVgz74oshlRspfgvZsbsUatbASBt2
TOYG4zfgfGh7sb2ezyougVvzdp77wAJ6on39dc/ZLDAYDzFkQb07984y8L1hIMl1AcwFcMh43gWp
6A8CJ02174ednirSgSVOPZ7TK9dRw6YOX8MB4 /WGzECcvFeHYIGLBcX11sBY5wjWnbeuhlwlLiSkM
DORB60GOVE7bJsilkx5PwgWbbaqw8KUSuUO1lskbMAaST8Hkm401STE2a78E0zIKLGZg7yu9FDIT
tWYWOkKGI6MXEBAJOUH+wWYmaEexh510Nr f FwKDuDMZh7MO20TTEQU80QdjRRoOACEXVTC)22GSM
TY6X1eskZX2ZKxSQAD1tCtkjGRKHSTYZza3zLHbBiJTIJwdz6swIOFyTTApg66UAKNtiMalrongT
TNaxRWEXMEQVRLzAL2F9aqgjgWo5xrbYXu/J9Y/SYTcYbX2SRA/JkQ+Y8F68K00S1pvKlp5/FcE
DvprTNDS41f+aj3HNWuK5wOsrpBhM1b2I f1uK/9QwPh9IC/RhHREimyTPRXAf73cehNdp8DpKw
Lm+jr30vazFwICpvSbi6Etb6GXfPkKaX7ztpQBagG92m2/0g3LWfPtilzwrPHPBz8y1gqQMU268D
008YVvWtI4KGaDAFb6XQhR6t6mgoq/3IP6/g//PZVEnSyUVsPLDI1LF9fiOwTbMZnaiscKv8SGE
s//B9JkKrdsRrQRZcnnPjInJLILL1RVAZGUXpSKSYVPzYmMOjUx3sSeL.S1PoSOcgRIJOX3s4EDO
92W3tR4ZXK3fnkFyrIVtRIsB3k/2smiQ6Pcl1VuKHh1yTzYjXKRQcDaY3EDPOIWFt]jiUfZQoZci
JMWt6YXim23m2aN2Ed8gledikR60OjFHE4KuUs/2yegTszSs5CrM7NamKiWzeIeNNth/cTemT++GD
umsGNTBASHHSqlKYpgLi4GKLHzU7WNCQRAACIDEVMZH/CHIMZK 7bzb92z038rPf/D5WZrcKlttd
5BjTJ]]7GerSOxLkvYIk1AJqur jMAWYmQtT4JAHF90/zRKGFFVPpSiW074bRO+PfaLI5C+TwoX5
1YD+R91A0gyGKIkKkFITa8hZFY+Up+rSUREqnpAVvdAVL9/gLPF6I+5+D+sVBsGRbw2 rFVRbCHdwa
TQcAVPeJJy0f/+s0s/PXoejr3siORpf8iLLYOaziGYf1l1EtunFcCLj8PEOznalUyoud+1m9YKPBS
LULC/sVVy6XUArYfJfq0Ag31YXpJeWPbORxXVP/VCm8d/sNJWTQXGN/IjNzZazuliXNgg5nRkPBK
wF23ZUYG4pLGpGROLUp9InLSgEbpiDmN1Gq/IHSEI/8HpG/ yRA0CAqUdre3yL/f9caj8RBBHRYDL
bfRxtyQ9u2vsrgoloZ7F+Mut+kjuc9BxCMvI7JaKwvQJIckAkzTootl0toMzwigd7Au+200J2Ukb
/985+TFGS219fmagWfwisOfpuvSkjRI8vIDBBmMIitKIS+pVpfz+Mg7kl3WmkUrgF3yjTH5/C51u
aSzK2KeEVoWPx/Ps2CX7TATo6ASETp8Na38dT6d+Dm4WM4sBieKt/yOEFhiBNkgpVKAgawKRVLW
3U730IKC8VLFhhnU+ogGxcUgbmZXvMbNDIaU2LvtmtPPo/gL0bOYu76TKc1ZX0R6AXke IMQgRP
sdeXPPANtW31ab5850ZbYxUXRfETeKmkcv3eSGnPCVesbxxdlSalJe2]j7HO9MbHA]YkeFQuUECNnUQh
Kxg63BVP1/gAEIO5+0KBzM7ctuP8apeGWliHAueKzJIXc5IeFS/3iwkfDLRkrgzBeNILOIINo3C
0oGSvn95Z8+LhNSopyqt3uB4rQksUYIwXgkfrEVYujCO0T5dSkk5j10X7W1Dm4DHZVLIH+GtL6V
9A6xFINDQfQFOhS+wlXkTkMg7pUiX+Qohf8QRIZEyUSVW02CesR63]1MEFpkB3xybpbjt80I47X
C20GEn3uCjwMwqg/3K41ibHngil6pPPRgI/u3R9ITVEvOC2e0xgllrFG6cKUfogUaXoxHgP1KKjUw
23bpd9L09LzSDdSHcoDPokWzDee0ZP/Z6VH3rdjQOR71kwdVBeT8nKfLP2dGBA0tpWDQhCFK7I9
axxxthnv0v09x/J7jhyoLRt5e81MEfrgtnMWdgiFgYVEQndthZ+9/XvENk6£5MD8 £DheMuvbNT
hduFSZEcZCL1W4GWKneVji4wdBrV3aCrzAzxyOH7y7nnkyCEvac503UDtr1bklVJIVsYfYrN2S
2DPbp3H2E8r/n67jfBilwFyp3JTJIvnRGQTCcYHXD1ieW8N]q4 6J0606wsPWKQTKMEHGxxTRIAReS5yY
vID54xvFWwlYEJ/Q2c8crINNXEN32e5psfIJ7048k6bsiyXnbHKSJK781Z5h8Hc3FbUF2U2p5d
gLwcD7+bknEunsbWSC37iMk70owe F3hMhKRMm91YJ8 tpxMRcWCOt7ador+Y2fYWBsu/bwXwcRIO
8TE1MCMGCSgGSIb3DQEJFTEWBBRymjnjEbJmrRwh4sRnwudfSQP6KDAXMCEWCQYFKw4DAhoFAA
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QU+YFhgKEYJj£fXN/cL70yRrJSHFgQUWECHeCTQnUEUOBRAGIIAA==\" }"

# The response:
{
"num records": 1,
"records": [
{
"yuid": "024cd3cf-9a08-11ea-8d52-005056bbebab",

"svm": {
"uuid": "4f7abf4c-9a07-11ea-8d52-005056bbeba5",
"name": "vsO"

by

"client id": "clientl",

"tenant id": "tenantl",

"name": "https:://mykeyvault.azure.vault.net/",

"key id": "https://keyvault-test.vault.azure.net/keys/keyl",

" links": {
"self": {
"href": "/api/security/azure-key-vaults/024cd3cf-9a08-1lea-8d52-
005056bbebab"

}

=== Retrieving the AKVs configured for all clusters and SVMs

The following example shows how to retrieve all configured AKVs along with
their configurations.

# The API:
GET /api/security/azure-key-vaults

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/azure-key-vaults?fields=*"'

# The response:

{

"records": [

{
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"uuid": "024cd3cf-9a08-11ea-8d52-005056bbebab",

"scope": "svm",

"svm": {
"yuid": "4f7abfd4c-9a07-11ea-8d52-005056bbebab",
"name": "vsQO"

}o

"client id": "clientl",

"tenant id": "tenantl",
"name": "https:://mykeyvault.azure.vault.net/",
"key id": "https://keyvault-test.vault.azure.net/keys/keyl",

"authentication method": "client secret",
" links": {
"self": {
"href": "/api/security/azure-key-vaults/024cd3cf-9a08-11ea-8d52-
005056bbebab"

"uuid": "85619643-9a06-11ea-8d52-005056bbebab",

"scope": "cluster",

"client id": "clientl",

"tenant id": "tenantl",

"name": "https:://mykeyvault.azure.vault.net/",

"key id": "https://keyvault-test.vault.azure.net/keys/keyl",

"authentication method": "certificate",
" links": {
"self": {
"href": "/api/security/azure-key-vaults/85619643-9a06-11ea-8d52-
005056bbebab"
}
}
}
1y
"num records": 2,
" links": {
"self": {
"href": "/api/security/azure-key-vaults?fields=*"

=== Retrieving the AKV configured for a specific SVM
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The following example retrieves a configured AKV for a specific SVM.

# The API:
GET /api/security/azure-key-vaults

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-11ea-8d52-005056bbebab?fields=*"

# The response:
{
"uuid": "85619643-9a06-11ea-8d52-005056bbebas",
"scope": "cluster",
"client id": "clientl",
"tenant id": "tenantl",
"name": "https:://mykeyvault.azure.vault.net/",
"key id": "https://keyvault-test.vault.azure.net/keys/keyl",
"authentication method": "client secret",
" links": {

"self": {

"href": "/api/security/azure-key-vaults/85619643-9a06-1lea-8d52-

005056bbebab"

}

=== Retrieving the advanced properties of an AKV configured for a specific

The following example retrieves the advanced properties of a configured
AKV for a specific SVM.

# The API:
GET /api/security/azure-key-vaults

# The call:

curl -X GET 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-1lea-8d52-

005056bbebab?fields=state,azure reachability,ekmip reachability"'
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{
"yuid": "fcO0b7718-18c9-11eb-88e3-005056bb605d",
"name": "https://10.234.237.18",

"state": {
"cluster state": true,
"message": "",
"code": O

b

"azure reachability": ({
"reachable": true,
"message" : "",
"code": 0

by

"ekmip reachability": [

{

"node": {
"uuid": "d208115f-7721-11eb-b£f83-005056bb1l50e",
"name": "nodel",
" links": {
"self": {
"href": "/api/cluster/nodes/d208115f-7721-11eb-bf83-
005056bb150e"
}
}
b
"reachable": true,
"message": "",
"code": O
by
{
"node": {
"uuid": "e208115f-7721-11eb-b£f83-005056bb150e",
"name": "node2",
" links": {
"self": {
"href": "/api/cluster/nodes/e208115f-7721-11eb-bf83-
005056bb150e"
}
}
b
"reachable": true,
"message": "",
"code": O
}
1,
" links": {
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"self": {
"href": "/api/security/azure-key-vaults/fc0b7718-18c9-11eb-88e3-
005056bb605d"
}

=== Updating the client secret of a specific SVM

The following example updates the client secret of a configured AKV for a
specific SVM.

# The API:
PATCH /api/security/azure-key-vaults

# The call:
curl -X PATCH 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-11ea-8d52-005056bbebab' -d "{ \"client secret\": \"newSecret\" }"

=== Updating the client certificate and key of a specific SVM

The following example updates the client certificate and key of a
configured AKV for a specific SVM.

# The API:
PATCH /api/security/azure-key-vaults

# The call:

curl -X PATCH 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-11ea-8d52-005056bbebab' -d "{ \"client certificate\":
\"MIIQKQIBAzCCD+8GCSqGSIb3DQEHAaCCD+AEgy/cMIIP2DCCBg8GCSqGSIb3DOEHBGCCBgAW
ggX8AgEAMIIFI9QYJK0oZIhvcecNAQcBMBWGCigGSIb3DQEMAQYWDgQIWkY70jViJDYCAggAgGIIFyYJ
PIIfmM6yTCKVwSep20ZLwwvRca8pKhISVjw+WjWngh/f6Py/Ty0CwC)DFUZPsUUdSmk78E7SAz
0CpQyBwmUUFJQShjZjftHLKRW1d304sJKB8DzHIYw1C7En94cyJlrT4WYoVFmeJcmOXx6h+NFH
c7njtXVsKwxc5BF88K3+3kHAV3WyVdXoeXe7yY/+EjFfjtBryp8ljuielX/NF1h5kowhoj+yxn
00cl1/00I1iV3mTIOTXD8grzVp9Z2hAxSTRBASuDyWMIppgxW2L+9vCUU+ZgmRxtU3VSRLOp/T14
0OOP7Sn1Ch20EO0bIrbYYtcpi04QcUtfEIJBM1bbTbJPHDAtiO2KIQKviZL4QMZgho9NNgL4MUpIb
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NSzDCbuIC+nNMXfgfsOnPZewY+b43H/tMmnZz8Q4kiCFwrUgbFbf1BiPMOaJsS0eQadJhDmzM90Q
EgbesHWgPreAcfMUcN1+BagHFLHUXLXDxQix6zY1CAtDX6/EK11rRh1TFpmFX2PBd+X6uODhmw
m4ub9RKI3In8t5qgtN4q/mTBXJAVDALTI IEgobBRaXGSSXCBcI9W/ JRedODRZDIBmMET /nV39sZN
ducwZab50]jYTX8fFMAOcCfY6IFivXHJBOOCOHEEGAgCECO0G8VACgLbb+2NuhMJPtR7Ig501iAPUMC
670Z5It0TQhyY0Z/KagOtvV8sKPCzeAkcMoHlsm189V79zt1fCIQTVWNnaGiMj50rchbskk6vCxh
DGeU6bglkgvXJIJKXOYREF8/wIpv8Y7/rEpnGwE/I0Z0XzdIDHXgAS53B1zyOVem25ezWCD+kpoH89X
JssY1INJIMJhjVRED61w/DbSXg2yFu/v3ckGapVvTuyAiz5hWUNE13pt++dabGoekKnLgtL4G/R
GXCnebLbXg838d1TGBznoCwGTVxXDeVYafz8AjJI10gYtTMcbNS56ya9kK7IHSkrnFX24xQRQOfm
DOVob71pjdz8rlaXKvD/1X2TkYJHoeEHgOnWpU8vwDG/xhv4YgKIGNIgsEZgiTXETUhSgak8el
tGNkP+fum+10gl050S+SwNa5/eB8eFeJd120148X1i5UapaTRHPFp6kZ fPXOu9cEjhILowRIi6gl
g7FUbmoJcu50vDIyP9J1lyQklw2VtgNImlQOIvzRenXmyl8XnP50NTxx2cIwby8tIcdSn2C2ghi
8Gk7980xVZGiBgtz4BwyzyKkypwmb60BBRrHpAKLw6IM5RISeZnYQfIsIdOtGgb61lgo0RJf0sEtL
buvZcSvLI+20nj8KHITImMRAdbuCWE9Ym4 sVRmD1D6/£f6BoNHODRg7TIJkEFbOadJsNPGzHbKte
LdaSMGTNUZ3hEDQeomakQMfvCgypbOLxr TTgfbenHREN+1iFNYW0zCUW6EJoAXp+1gFnwQL52I1
20xwZikEQ1P2k0GharzAJkXnNaFGnmHIIP6owJrCCSDZwDmr7GI2R5evD1R117QUg2sulxQVvV0U8
zezzwlUgEe/Whf0ngGJdv/QcsL2jyri/tSQbUWs4g+yepdS1E3iddhfqSJzI2iKJAAE+HLiHGVO1
z70fGEsO6dPLnmh4eoWidgZi9N/SoBylaT0JpIQ62z6N5ImPfDWu9Y6TWXUGliyOIXGsxIQVIgU
NoB5RuU/ApDxpYpFLkOfHOKkIONEWKS5Im33puOQKLnoluwrOmdbG8+x1EY8wcIFVKkHGHOZh4Hyd 1
CVUcYSdiGWUXVmgm40gyiYzcpB+Ar2dzikGecdpBg8falalHNSQ3TK3wdh/HeOUImA4vIWOYuvO1l
HO93ILGP6PWfkug+1Tam6+8yDOWSmeiZ0UIZR8TF/9gDb4+4wTFnPwgfTrggEauA8tt8udtiyBC
rYexgZTXIZGTU]/86KXQaJKCreRr/kgwJOWgkNWACGUVzwT7L1I+sAr0ZqUp/TsxnbNC73XCMN1
PsnByb2zCeK13V26Crl184U9sDugQTJRaIse01MNIAATpa2QWEwggnBBgkghkiGOwOBBwGgggmy
BITIJrjCCCaowggmmBgsghkiG9w0OBDAOBAQCCCWAwgglgMBwGCigGSIb3DQEMAQMWDgQIE jm88b
1+pnkCAggABIIJSDD3P+vnllSolmQvmYgZVEV3T7T3KpurdvMxQScPvalWiF7Q1lIwasf/+NOhKK
Nr2j/aGZLunLkaG6mLPeBP212LCwnUxDubkYffVVE9OWX/bXewbYQribwFNkNhUrSgen8BfhnR
1vDrzbBLoHIVDrUFszSVBCYh31Vwgu8p9SjC8K/X1lumcLdjSFko85XpoK23euhowjWH+X0kRoY
GzorcdNE8z03BKVER61W2XWzTSaWQ6eZHGs6Urnx5Fe/w50U9tMIi3BCCCggapUHVAmHgKkmWL
1kX8LssUcN30JVekM2aJ9v4Y06CoegKAMVDs0tVSOVv3IKbGC3GNX61gHu4yl1LOZP1PLEPXb0OwDH
qavlxK3zpHl18sIRzuX3HXSAEdenHYAkKSV/IQZ89h+CZzUkf0nu/og8eoA8ATDASg7f]j3HXpQ6CY
drUBaHc7ruxHOiWROGcT4XK4TTz7zZTO1lwWPViprUo6ayw0dYZSG22MeDAO27YirM044TIfosn9
CsgnNLZoOWvA2a04ippDoBRgv5HV6N0I3fOAYysS5nPg3jJtKQ5neqUYoOMrAkoKHoOh6zn0Bfvi
syB88aMINOmMPD76ykbAERg7151biKbA2tk8bb9dy/sdmk20IM/D/W1YtrNL4iM6azL2kVN5eiC
hxCof33/RURpXfGR8YNeJT17bq42wL70QKDBRoG1TPcLgdVgz74oshlRspfqvZsbsUatbASBt2
TOYG4zfgfGh7sb2ezyougVvzdp77wAJ6on39dc/ZLDAYDzFkQb07984y8L1hIMl1AcwFcMh43gWp
6A8CJ02174ednirSqSVOPZ7K9dRw6YOX8MB4 /WGzECVFeHYIGLBcX11sBYS5wiWnbeuhlwLiSkM
DORB60GOVET7bJsilkx5PwgWbbaqw8KUSuUO1lskbMAaST8Hkm401STf2a78E0zIKLGZg7yu9FDIT
tWYWOkKGI6MXEBAAOUH+wWYmaEexh510Nr f FwKDuDMZh7MO20TTEQU80QdjRROAOEXVTC)22GSM
TY6X1eskZX2ZKxSQAD1tCtkjGRKHSTYZza3zLHbBiJTIJwdz6swIOFyTTApg66UAKNtiMalr9ngT
TNaxRWEXMEQVRLzAL2F9aqgjgWe5xrbYXu/J9Y/SYTcYbX2SRA/JkQ+Y8F68K0O0oS1pvKlp5/FcE
DvprTNDS41f+aj3HNWuK5wOsrpBhM1b2If1uK/9QwPh9IC/RhHRfimyTPRXAf73cehNdp8DpKw
Lm+jr30vazFwICpvSbi6Etb6GXfPkKaX7ztpQOBaG92m2/0g3LWEPtilzwrPHPBZz8y1gQMU268D
008YVvWtI4KGaDAFb6XQhR6t6mgoq/3IP6/g//PZVEnSyUVsPLDI1LF9fiOwTbMZnaiscKv8SGE
s//B9JkKrdsRrQRZcnnPjJInJLILb1RVAZGUXpSKSYVPzYmOjUx3sSeLSiPoSOcqRIJOX3s4EDO
92W3tR4ZXK3fnkFyrIVtRIsB3k/2smiQ6Pcl1VuKHh1yTzYjXKRQcDaY3EDPOIWFtjiUfZQoZci
JMWt6YXim23m2aN2Ed8gledikR60jJFHE4KuUs/2yegTszSs5CrM7NamKiWzeIeNNth/cTemT++GD
umsGNTBAsHHSqlKYpgLi4GKLHzU7WNCQRAACIDEVMZH/CHIMZK 7bzb9z038rPf/D5WZrcKlttd
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5BjTJ]]7GerSOxLkvYIk1AJqur JMAWYmMQtT4JAHF90/zRKQFFVPpSiW074bRQ+PfaLI5C+TwoX5
1YD+R91A0qyGKIKFITa8hZFY+Up+rSuREQnpAvdAVLY/gLPF6I+5+D+sVBsGRbw2 rFVRbCHdwa
TQcAVPeJJy0f/+s0s/PXoejr3siORpf81iLLY0OaziGYflEtunFcCL]j8PEOznalUyouJ+1m9YKPBS
LULC/sVVy6XUArYfJfq0Ag31YXpJeWPbORxVP/VCm8d/sNjWTQXGN/IjNZaZuliXNgg5nRkPBK
wF23ZUYG4pLGpGROLUp9InLSgEbpiDmN1Gq/IHSEI/8HpG/ yRAoCAqUdre3yL/f9caj8RBBHRYD
bfRxtyQ9u2vsrgoloZ7F+Mu+kjuc9BxCMvI7JaKwvQJIckAkzTo6t1l0t6Mzwigd7Au+200J2Ukb
/985+TFGS219fmgWfwisOfpuvSkjRj8vIDBBmIitKIS+pVpfz+Mg7kl3WmkUrgF3yjTH5/C51u
aSzK2KeEVoWPx/Ps2CX7ATo6ASETp8Na38dT6d+Dm4WM4sBieKt /yOEFhiBNkgpVKAgawKRvVLW
3U730IKC8VLFhhnU+ogGxcUgbmZXvMbNDIaU2LvtmtPPo/gLO0bOYu76TKc1ZX0R6AXke IMQgRP
sdeXPPANtW31ab850ZbYxUXRfETIeKmkcv3eSGnPCVesbxxdlSalJe2j 7HOMbHA ) YkeFQuECNnUh
Kxg63BVP1/gAEIO5+0KBzM7ctuP8apeGWliHAUeKzIXc5IeFS/31wkfDLRkrgzBeNILOIINo3C
0oGSvn95728+LhNSopygt3uB4rQksUYIwXgkfrEVYujCO0T5dSkk5j10X7W1Dm4DHZVLJIJH+GtL6OV
9A6xFINDQfQF0OhS+wlXkTkMq7pUiX+Qohf8QRIZEYUSVWo2CesR637 1MFpkB3xybpbit80I47X
C20GEn3uCjwMwqg/3K41ibHngil 6pPPRgI/u3R9ITVEvOC2e0xgllrFG6cKUfogUaXoxHgP1KK])Uw
23bpd9L09LzSDAdSHcoDPokWzDee0ZP/Z6VH3rdjQR71kwdVBeT8nKfLP2dGBA0tpWDQhCFK7I9
axxxthnv0v09x/J7jhyoLRt5e81MEfrgtnMWdqjFgYVEQndthZz+9/XvENk6f5MD8 fDheMuvbNT
hduFSZEcZCL1W4GWKneVjid4wdBrV3aCrzAzxy0OH7y7nnkyCEvac503UDtr1bkl1VJIVsYEfYrN2S
2DPbp3H2E8r/n67fB1i1wFyp3JTIvnRGQTCcYHXDieW8Njg4 6J0606wsPWKQTKMEfHGxxTRJdRe5y
vID54xVvFWwlYEJ/Q2c8cr1NNXEN32e5psfIJ7048k6bsiyXnbHKSJK781Z5h8Hc3FbUF2U2p5J
gLwcD7+bknEunsbWSC37iMk7oweF3hMhKRMmM91iYJ8tpxMRcWCOt7ador+Y2fYWBsu/bwXwcRIO
8TE1MCMGCSgGSIb3DQEJFTEWBBRymjnjEbIJmrRwh4 sRnwudfSQP6KDAXMCEWCQYFKw4DAhoFAA
QU+YFhgKEYJ £XN/cL70yRrJSHFQUWECHeCTQNUEUOBAGIIAA==\" }"

=== Deleting an AKV configuration for a specific SVM

The following example deletes a configured AKV for a specific SVM.

# The API:
DELETE /api/security/azure-key-vaults

# The call:
curl -X DELETE 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-11ea-8d52-005056bbebab"

=== Restoring the keys for a specific SVM configured with an AKV

The following example restores all the keys of a specific SVM configured
with an AKV.
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# The API:
POST security/azure-key-vaults/{uuid}/restore

# The call:
curl -X POST 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-11ea-8d52-005056bbebab/restore’

# The response:

{

"job": {
"yuid": "6ab6946f-9al0c-11ea-8d52-005056bbebab",
" links": {
"self": {
"href": "/api/cluster/jobs/6ab6946f-%9al0c-11ea-8d52-005056bbeba5"

=== Rekeying the internal key for a specific SVM configured with an AKV

The following example rekeys the internal key of a specific SVM configured
with an AKV.

# The API:
POST security/azure-key-vaults/{uuid}/rekey-internal

# The call:
curl -X POST 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-11ea-8d52-005056bbeba5/rekey-internal’

# The response:

{

"job™: {
"uuid": "6ab6946f-9a0c-11ea-8d52-005056bbebab",
" links": {
"self": {
"href": "/api/cluster/jobs/6ab6946f-9a0c-11ea-8d52-005056bbebas5"
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[[IDc64d29%e77a664abc0dob922c574dc3a0] ]

= Retrieve AKVs configured for all clusters and SVMs

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/azure-key-vaults #

*Introduced In:* 9.8
Retrieves AKVs configured for all clusters and SVMs.
== Related ONTAP commands

* “security key-manager external azure show

* “security key-manager external azure check’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| svm.uuid
| string

| query

| False

alFilter by svm.uuid

| svm.name
|string
|query

317



| False
alFilter by svm.name

|ekmip reachability.message

|string

| query

| False

a|Filter by ekmip reachability.message

|ekmip reachability.reachable

|boolean

| query

| False

alFilter by ekmip reachability.reachable

|ekmip reachability.code

| integer

| query

| False

a|Filter by ekmip reachability.code

|ekmip reachability.node.uuid

|string

| query

| False

a|Filter by ekmip reachability.node.uuid

|ekmip reachability.node.name

| string

|query

| False

a|Filter by ekmip reachability.node.name

|proxy port
| integer

| query
|False

a|Filter by proxy port

|proxy host
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| string

|query

| False

a|Filter by proxy host

|proxy username
|string

| query

| False

a|Filter by proxy username

| state.available

|boolean

| query

| False

al|Filter by state.available

| state.message

|string

| query

| False

al|Filter by state.message

| state.code

| integer

| query

| False

alFilter by state.code

| tenant id

|string

| query

| False

a|Filter by tenant id

| scope

| string

| query

| False

alFilter by scope
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| name

|string

| query

| False

al|Filter by name

|proxy_type

| string

| query

| False

alFilter by proxy type

|client id

|string

| query

| False

a|Filter by client id

|azure reachability.reachable

|boolean

| query

| False

a|Filter by azure reachability.reachable

|azure reachability.message

|string

|query

| False

a|Filter by azure reachability.message

|azure reachability.code

| integer

| query

| False

alFilter by azure reachability.code

| key id
| string
| query
| False
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a|Filter by key id

|uuid

|string

| query

| False

alFilter by uuid

|authentication method
| string

| query

| False

a|Filter by authentication method

* Introduced in: 9.10

| fields
|larray[string]
| query

| False

a|Specify the fields to return.

|max records
| integer
|query

| False

allLimit the number of records returned.

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds.

returns earlier 1f either max records or the end of the collection is

reached.

* Default value: 1
* Max value: 120

* Min value: O
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| return records

|boolean

| query
| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

* Default value: 1

|order by
|larray[string]

|query
| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

|num records

| integer

a|Number of records

| records

|array[link:#azure_key_vault[azure_key_vault]]
al

.Example response
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[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"next": {
"href": "/api/resourcelink"
bo
"self": {
"href": "/api/resourcelink"

bo
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"

by

"authentication method": "client secret",
"azure reachability": ({

"code": 346758,

"message": "AKV service is not reachable from all nodes
by
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",
"ekmip reachability": [

{

"code": 346758,

"message": "embedded KMIP server status unavailable on node.",
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",

"uuid": "1lcd8a442-86dl-11e0-aelc-123478563412"

1,

"key id": "https://keyvaultl.vault.azure.net/keys/keyl",
"name": "https://kmip-akv-keyvault.vault.azure.net/",
"proxy host": "proxy.eng.com",

"proxy port": 1234,
"proxy type": "http",

"proxy username": "proxyuser",
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"scope": "string",

"state": {
"code": 346758,
"message": "Top-level internal key protection key (KEK) is

unavailable on the following nodes with the associated reasons: Node:
nodel. Reason: No volumes created yet for the SVM. Wrapped KEK status will
be available after creating encrypted volumes."

by

"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"
by

"tenant id": "zzzzzzzzZ-yyyy-ZZZZ-yYYY—ZZZZZZZZZZZZ",
"uuid": "1cdBa442-86dl-11e0-aelc-123478563412"

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
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"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

325



| Type
| Description

| next
| link:#href [href]
al

| self
| link:#href[href]

al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#azure reachability]
[.api-collapsible-fifth-title]
azure reachability

Indicates whether or not the AKV service is reachable from all the nodes
in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]
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| Description

| code
| integer

a|Code corresponding to the status message. Returns a 0 if AKV service is
reachable from all nodes in the cluster.

|message
| string

a|Error message set when reachability is false.

| reachable
|boolean

alSet to true when the AKV service 1s reachable from all nodes of the
cluster.

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a

| name

| string
al
|uuid

| string

al
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[#ekmip reachability]
[.api-collapsible-fifth-title]
ekmip reachability

Provides the connectivity status for the given SVM on the given node to
all EKMIP servers configured on all nodes of the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if a given SVM is
able to communicate to the EKMIP servers of all of the nodes in the
cluster.

|message

| string

a|Error message set when cluster-wide EKMIP server availability from the
given SVM and node is false.

| node
| link:#node[node]
al

| reachable

|boolean

alSet to true if the given SVM on the given node is able to communicate to
all EKMIP servers configured on all nodes in the cluster.

[#state]
[.api-collapsible-fifth-title]
state
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Indicates whether or not the AKV wrapped internal key is available cluster
wide.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

lavailable

|boolean

alSet to true when an AKV wrapped internal key is present on all nodes of
the cluster.

| code
| integer
a|Code corresponding to the status message. Returns a 0 if AKV wrapped key

is available on all nodes in the cluster.

|message

| string

a|Error message set when top-level internal key protection key (KEK)
availability on cluster is false.

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Name

| Type
| Description

| links
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|link:# links[ links]
a |

| name
|string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#azure key vault]
[.api-collapsible-fifth-title]
azure key vault

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

|authentication method
| string
alAuthentication method for the AKV instance.

|azure reachability

|link:#azure_reachability[azure_reachability]

alIndicates whether or not the AKV service is reachable from all the nodes
in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query

parameter or GET for all advanced properties is enabled.

|client id
|string
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al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]
al

| key id
| string
a|Key Identifier of AKV key encryption key.

| name
| string
a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri
* Introduced in: 9.8

* readCreate: 1

|proxy host
|string
a|Proxy host.

|proxy port
| integer
a|Proxy port.

lproxy type
| string

al|Type of proxy.

|proxy username
| string

a|Proxy username.

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".
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| state

| link:#state[state]

alIndicates whether or not the AKV wrapped internal key is available
cluster wide.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

| svm
| link:#svm[svm]

al

| tenant id

| string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
| string
alA unique identifier for the Azure Key Vault (AKV).

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

| string

al|Argument code

|message
|string
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a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID7e83a3f2e5407ebf72b66bc0clc54£207]]
= Create an AKV configuration for all clusters and SVMs
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[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/azure-key-vaults #

*Introduced In:* 9.8

Configures the AKV configuration for all clusters and SVMs.

== Required properties

* “svm.uuid® or ‘svm.name - Existing SVM in which to create a AKV.

* “client id® - Application (client) ID of the deployed Azure application
with appropriate access to an AKV.

* “tenant id’ - Directory (tenant) ID of the deployed Azure application
with appropriate access to an AKV.

* “client secret’ - Secret used by the application to prove its identity
to AKV.

* “client certificate’ - PKCS12 Certificate used by the application to

prove its identity to AKV.
* “key id - Key Identifier of AKV encryption key.
* "name’ - Name of the deployed AKV used by ONTAP for storing keys.

== QOptional properties

* "proxy type' - Type of proxy (http, https etc.) if proxy configuration
is used.

* "proxy host’ - Proxy hostname if proxy configuration is used.

* "proxy port’ - Proxy port number if proxy configuration is used.

* 'proxy username - Proxy username 1f proxy configuration is used.

* “proxy password - Proxy password if proxy configuration is used.

== Related ONTAP commands

* “security key-manager external azure enable’

* “security key-manager external azure update-config"

Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description
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| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

* Default value:

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|authentication method
| string
al|Authentication method for the AKV instance.

|client certificate
| string
a|PKCS12 Certificate used by the application to prove its identity to AKV.

lclient id
| string
al|Application client ID of the deployed Azure application with appropriate

access to an AKV.

|client secret
| string
al|Secret used by the application to prove its identity to AKV.

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]

a |

| key id
| string
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a|Key Identifier of AKV key encryption key.

| name
|string
a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri
* Introduced in: 9.8

* readCreate: 1

|proxy host
| string
a|Proxy host.

|proxy password
| string
a|Proxy password. Password is not audited.

|proxy port
| integer

alProxy port.

|proxy type
| string
a|Type of proxy.

|proxy username
|string

a|Proxy username.

| svm
| link:#svm[svm]
al

| tenant id

| string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.
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|uuid
|string
alA unique identifier for the Azure Key Vault (AKV).

.Example request
[$collapsible%closed]

[source, json, subs=tmacros]
{

"authentication method": "client secret",

"client certificate":
"MIIQKQIBAzCCD+8GCSqGSIb3DQEHAaCCD+AEgg/cMIIP2DCCBg8GCSqGSIb3DQEHBQCCBgAWYG
gX8AgEAMIIF9QYJKoZIhveNAQCeBMBWGCigGS Ib3DQEMAQYWDgQIWkY70jViJDYCAGgAgGIIFyJP
JIfmM6yTCKVwSep20ZLwwvRca8pKhISViw+WiWngh/f6Py/Ty0CwCjDFUZPsUUdASmk78E7SAZ0
CpQyBwmUuFJQShjZjftHLKRW1d304sJKB8DzHOYwIC7En94cyJlrT4WYoVEmeJcmOXx 6h+NFHC
TnjtXVsKwxc5BF88K3+3kHAV3WyVdXoeXe7yY/+EjFfjtBryp8ljuielX/NF1lh5kowhoj+yxnO
0cl/00I1iV3mTIOTXD8grZVp9ZhAxSTRBASuDyWMfppgxW2L+9vCUU+ZgmRxtU3VsSRLOp/T140
OP73n1Ch20EQbIrbYYtcpi04QcUtfEIJBM1bbThbJPHDAti02KIQKviZL4AQOMZgho9NNgL4AMUpIbN
SzDCbuIC+nNMXfgfsOnPZewY+b43H/tMmnZ8Q4kiCFwrUgbFbf1BiPMOaJsS0eQaJhDmzM90QE
gbesHWgPreAcfMUcN1+BagHFLHUXLXDxQ1ix6zYiCAtDX6/EK1irRh1TFpmFX2PBd+X6uODhmwm
4ub9RKj3In8t5qgtN4q/mTBXjAVDALTIIEGobBRaXGSSXCBcOW/JRed0DRZDIBMST/nV39sZNd
ucwzZab5ojYTX8fFMAOCEfY6IFivXH]JBOOCOHEEGAgCECOG8VACLbb+2NuUhMJPtR7Ig501APUMC6
70Z51t0TQhyY0%/KagOtvV8sKPCzeAkcMoHl1sm189V79zt1fCIQTVIWNaGiMj50rcbskko6vCxhD
GeU6glkgvXJKXOYRF8/wIpv8Y7/rEpnGwE/I0Z20XzdIDHXgAS53BlzyOVem25ezWCD+kpoH89XJ
sSYINJIMJhJjVRED61w/DbSXg2yFu/v3ckGapVvTuyAiz5hWUNf13pt++da6GoekKnLgtL4G/RG
XCnebLbXg838d1lTGBznoCwGTVxXDeVYafz8AjI10gYtTMcbNS56ya9kK7IHSkrnFX24xQRQOfmD
O0Vob71pjdz8rlaXKvD/1X2TkYJHoeEHqOnWpU8vwDG/xhv4AYgKJIGNIgsEZgiTXETUhS5gak8elt
GNkP+fum+10gl0505+SwNa5/eB8eFeJ120148Xi5UapaTRHPFp6kZfPXOu9cEjhILowRIi6glg
TFUbmoJcub0vDIyP9J1lyQklw2VtgNImlQO0IvzRenXmyl8XnP50NTxx2cIwby8tIcdSn2C2ghij8
Gk7g80xVZGiBgtz4BwyzyKkypwm60BBRrHpAKLWw6IJMSRISeZnYQfIsId0tGgb61go0RJf0sFtb
uvzZcSvLI+20nj8KHITImMR4dbuCWE9Ym4sVRmD1D6/ £f6BoNHODRG7TIJkEFbOadJsNPGzHbKteL
daSMGTNUZ3hEDQeomakQMfvCgypbOLxrTTqfbenHREN+1FNYWOzCUW6EJoAXp+1gFnwQL52T12
OxwZikE01P2k0GharzAJkXnNaFGnmHIIP6wJrCCSDZwDmr7GI2R5evD1Ri117QUg2sulxQV0U8z
ezzwIUgEe/WhfOngGJv/QcsL2jyri/tSQbUWs4g+yep4S1E3iddhfgSJIzI2iKAAE+HLiHGVO1z
70£GEsO6dPLnmh4eoWidgzi9N/SoBylaT0JpIQ6z6N5ImPfDWuU9Y6TWXUgliyOIXGsxIQVIgUN
O0B5Ru/ApDxpYPFLKkOfHIkKIONEWKS5 Im33puOQKLnoluwrOmdbG8+x1EY8wc9FvkHGHOZh4HydiC
VUcYSdiGWUxVmgm4OgyiYzcpB+Ar2dzikGecdpBg8falalHNSQ3TK3wdh/HeOUImA4vIWOYuVO1lH
93ILGP6PWfkug+1Tam6+8yDO0W5SmeiZ0UIZR8TF/9gDb4+4wTFnPwgfTrggEauA8tt8uJtiyBCr
YexgZTXIZGTUJj/86KXQaJKCreRr/kqwJOWgKkNW4CGUVzw/LiI+sAr0ZqUp/TsxnbNC73XCMN1P
snByb2zCeK13V26Cr184U9sDugQTJRalIse01MNIAAJpa2QWEwggnBBgkaghkiGO9w0OBBwGgggmyB
ITJrjCCCaowggmmBgsghkiGOwOBDAOBAGCCCWAwgglgMBwGCigGSIb3DQEMAQMWDgQIEjm88bl
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+pnkCAggABITIJISDD3P+vnllSolmQvmYgZVEV37T3KpurJvMxQScPvalWiF7Q1 Iwasf/+NOhKKN
r27j/aGzLunLkaGemLPeBP212LCwnUxDubkYffVVESOWX/bXewbYQribwFNkNhUrSgen8BfhnR1
vDrzbBLOoHIVDrUFszSVBCYh31Vwgu8p9SjC8K/X1lumcLd]jSFko85XpoK23euhowjWH+X0kRoYG
zorcdNE8z03BKVIR61IW2XWzTSaWQ6eZHGs6Urnx5Fe/w50U9tMI 1 3BCCCqgapUHVAmHgKkmWL 1
kX8LssUcN30JVekM2aJ9v4YO6CoegKAMVDs0tVSOv3IKbGC3GNX61gHu4ylLOZP1PLEPXbOwDHg
av1xK3zpH18sTIRzuX3HXSdEdenHYAkSV/IQZ89h+CZUkf0Onu/0g8eo0A8ATDASg7fj3HXpQ6CcYd
rUBaHc7ruxHO1WROGCT4XKATTz7zZTO1lwWPViprUo6bayw0dYZSG22MeDAO27YirM044IfosnoC
sqnNLZoOWvA2a04ippDoBRgv5HV6Nn0I3f0Ays5nPg3jJtKQ5neqUYoOMrAkoKHoOh6zn0Bfvis
yB88aMINOmPD76ykbAERG7151biKbA2tk8bb9dy/sIJmk20jM/D/W1YtrNL4iM6azL2kVN5eiCh
xCof33/RuRpXfGR8YNeJT17bg42wL70Q0KDBROG1TPcLgdVgz74oshlRspfgvzsbsUatbASBt2T
0YG4zfgfGh7sb2ezyougVvzdp77wAJ6n39dce/ZLDAdYDzFkQb07984y8L1hIMIACwFcMh43gWp6
AB8CJ02174ednirSgSVOPZ7K9dRw6Y0OX8MB4 /WGzECcVFeHYIGLBcX11sBY5wjWnbeuhlwLiSkMD
QRB60GOVE7bJsilkx5PwgWbbqw8KUSuUO1lskbMAaST8Hkm40iSTE2a78E0zIKLGZg7yu9FDIIt
WYWOkG96MXEBAdOUH+wWYmaEexh510Nr f FwKDuDMZh7MO20TTEQU80QdjRRoOA0EXVTC)22GSMT
Y6X1eskZX2ZKxSQAD1tCtkjGRKHSTYZza3zLHbB1iJTIJw4z6swOFyTTApg66UAKNtiMalr9ngTT
NaxRWEXMEQVRLzAL2F9aqjgW65xrbYXu/J9Y/SYTcYbX2SRA/JkQ+Y8F68KO0oS1pvKlp5/FcED
vprTNDS41f+aj3HNWuUK5wOsrpBhM1b2If1uK/9QwPh9IC/RhHRfimyTPRXAf73cehNdp8DpKwL
m+jr30vazFwICpvSbi6Etb6GXfPkKaX7ztpQBgG92m2/0g3LWEPtilzwrPHPBz8y1gQMU268Do
08YVIWtI4KGaDAFb6XQhR6t6mgoq/31P6/g//PZVEnSyUVsPLDJ1ILF9fiOwTbMZnaiscKv8SGEs
//B9JkKrdsRrQRZcnnPjInJLILb1RVAZGUXpSKSYVPzYmMOjUx3sSeLS1iPoSOcqRIJOX3s4EDO9
2W3tRAZXK3fnkFyrIVtRIsB3k/2smiQ6PclVuKHhlyTzY jXKRQcDaY3EDPOIWFtjiUfZQozci ]
MWt 6YXim23m2aN2Ed8gqledikR60jFHE4Kus/2yegTszSs5CrM7NamKWzeIeNNth/cTemT++GDu
msSGNTBAsSHHSg1KYpgLi4GKLHZzU7WNCQRAACIDEVMZH/CHIMZK 7bzb9z038rPf/D5WZrcK1ttd5
BjTJjj7GerSO0xLkvYIkl1AJqur jMAWYmQtT4JAHF90/zRKQFFVPSiW074bRQO+PfaLI5C+TwoX51
YD+RO1AOqyGKIkKkFITa8hZFY+Up+rSuREQnpAvdAVLY/gLPF6I+5+D+sVBsGRbw2rFVRbCHdAwaT
QcAVPedJy0f/+s0s/PXoejr3siORpf8iLLY0aziGYf1EtunFcCLj8PEOznalUyoud+1m9YKPBSL
ULC/sVVy6XUArYfJfqOAg31YXpJeWPbORxVP/VCm8d/sNJWTOXGN/IjNZazuliXNgg5nRkPBKw
F23ZUYG4pLGpGROLUp9nLSgEbpiDmN1Gqg/IHSfI/8HpG/yRA0CAqUdre3yL/f9caj8RBBHRYbb
fRxtyQ9u2vsrgoloZ7F+Mu+kjuc9BxCMvI7JaKwvQJckAkzToo6t1l0t6Mzwigd7Au+200J2Ukb/
985+TFGS219fmgWfwisOfpuvSkjRj8vIDBBmMIitKIS+pVpfz+Mg7kl3WmkUrgF3yjTH5/C51ua
SzK2KeEVOWPx/Ps2CXTATo6ASETp8Na38dT6d+Dm4WM4AsBieKt/yOEFhiBNkgpVKAgqawKRVLW3
U730IKC8VLFhhnU+0ogGxcUgbmZXvMbNDIaU2LvtmtPPo/gLO0bOYu76TKc1ZX0R6AXke IMQgRPs
deXPPANtW31a5850ZbYxUXRfEIeKmkcv3eSGnPCVesbxxdlSalJe2]j7HIMbHA] YkeFQUECNUKK
xg63BVP1/gAEIO5+0KBzM7ctuP8apeGWliHAueKzJIXc5IeFS/31wkfDLRkrgzBeNILOIINo3Co
GSvn95Z8+LhNSopygt3uB4rQksUYIwXgkfrEVYujCO0T5dSkk5710X7W1Dm4DHZVLIJH+GtL6V9
A6xFINDQEQFOhS+wlXkTkMq7pUiX+Qohf8QRIZEYUSVIWo2CesR6351MFpkB3xybpbjt80I47XC
20GEn3uCjwMwqg/3K4ibHngil 6pPPRgI/u3R9TVEvOC2e0xgllrFG6cKUfogUaXoxHgP1KKjUw2
3bpd9L09LzSDdSHcoDPokWzDee0ZP/Z6VH3rdjQR71kwdVBeT8nKfLP2dGBAOtpWDQhCFK7I9%a
xxxthnv0v09x/J7jhyolLRt5e81MEfrqtnMWdgjFgYVEQndthz+9/XvENk6£5MD8 fDheMuvbNTh
duFSZEcZCL1WAGWKneVjidwdBrV3aCrzAzxy0H7y7nnkyCEvac503UDtrlbkl1VJIIVsSYfYrN2S2
DPbp3H2E8r/n6jfBilwFyp3JTJIvnRgQTcYHXDieW8Njg46J0606wsPwKQTKMfHGxxTRIARebyv
JD54xVvFWwl1YEJ/Q2c8cr1NNXEN32e5psfIJ7048k6bsiyXnbHKSJK781Z25h8Hc3FbUF2U2p5Jg
LwcD7+bknEunsbWSC371Mk7o0weF3hMhKRMm91iYJ8tpxMRcWCOt7ador+Y2fYWBsu/bwXwcRI08
TE1IMCMGCSgGSIb3DQEJFTEWBBRymjnjEbIJmrRwh4 sRnwudfSQPO6KDAXMCEWCQYFKw4DAhoFAAQ
U+YFhgKEYJ £XN/cL70yRrJSHFGUWECHeCTQnNUEUOBAGI IAA==",
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",
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"client secret": "abcdef",
"ekmip reachability": [
{
"code": 346758,

"message": "embedded KMIP server status unavailable on node.
"node": {
"name": "nodel",

"uuid": "1cdB8ad442-86dl-11e0-aelc-123478563412"

}
I
"key id": "https://keyvaultl.vault.azure.net/keys/keyl",
"name": "https://kmip-akv-keyvault.vault.azure.net/",
"proxy host": "proxy.eng.com",
"proxy password": "proxypassword",
"proxy port": 1234,

"proxy type": "http",
"proxy username": "proxyuser",
"svm": |

"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"tenant id": "zzzzzzzz-yyyy-ZZZZ-yYYY—ZZZZZZZZZZZZ",
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"

== Response

Status: 201, Created

[cols=3*,options=header]

| Name

| Type
| Description

|num records
| integer

a|Number of records

| records
|array[link:#azure_key_vault[azure_key_vault]]
al

"

’

339



.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
"records": [
{

"authentication method": "client secret",

"client certificate":
"MIIQKQIBAZCCD+8GCSQGSIb3DQEHAaCCD+AEGG/cMIIP2DCCBg8GCSAGSIb3DQEHBGCCBIAWG
gX8AgEAMIIFOQYJKoZIhvcNAQcBMBWGCigGSIb3DQEMAQYWDgQIWkY70jViJDYCAggAgGIIFyJP
JIfmM6yTCKVw5ep20ZLwwvRca8pKhISViw+WiWngh/£6Py/Ty0CwCjDFUZPsUUASmk78E7SAZ0
CpQyBwmUUFJQShjZ] ftHLKRW1d304sJKB8DzH9YWIC7ENn94cyJ1rT4WYoVFmeJcmOXx6h+NFHc
TnjtXVsKwxc5BF88K3+3kHAV3WyVdXoeXeT7yY/+EjFfjtBryp8ljuielX/NF1h5kowhoj+yxnO
0cl/00I1iV3mTIOTXD8qrZVp9ZhAxSTRBAS5uDyWMfppgxW2L+9vCUU+ZgmRxtU3VsSRLOp/T140
OP7Snl1Ch20EQ0bIrbYYtcpi04QcUtfEIJBM1bbTbJPHDAti02KIQKviZLAQOMZghoINNgL4AMUpIbN
SzDCbuIC+nNMXfgfsOnPZewY+b43H/tMmnZ8Q4kiCFwrUgbFbf1BiPMOadsS0eQadhDmzMO0QE
gbesHWgPreAcfMUcN1+BagHFLHUXLXDxQ1x6zYiCAtDX6/EK11irRhl1TFpmFX2PBd+X6uODhmwm
4ub9RKjF3In8t5gqgtN4qg/mTBXjAVDALTIIEgobBRaXGSSXCBcI9W/ JRed0DRZDOBmM8T /nV39sZNd
ucwzZab5ojYTX8fFMAOCfY6IFivXHIBOOCcoHEEGAgCEfCOG8VvACgLbb+2NuhMJPtR7Ig501APUMC6
70Z5It0TQhyY0%/KagOtvV8sKPCzeAkcMoHlsm189V79zt1fCIQTVIWNaGiMj50rcbskk6vCxhD
GeU6glkgvXJIKXOYRF8/wIpv8Y7/rEpnGwE/I0Z0XzdIDHXgAS53B1lzyOVem25ezWCD+kpoH89XJ
ssYINJjIMJhJjVRED61w/DbSXg2yFu/v3ckGapVvTuyAiz5hWUNfl3pt++da6GoekKnLgtL4G/RG
XCnebLbXg838d1TGBznoCwGTVxXDeVYafz8AjI10gYtTMcbN56ya9kK7IHSkrnFX24xQRQOfmD
0Vob71pjdz8rlaXKvD/1X2TkYJHoeEHgqONnWpU8vwDG/xhv4YgKIGNIgsEZgi TXETUhS5gak8elt
GNkP+fum+10gl0O50S+SwNab5/eB8eFeJ120148X15UapaTRHPFp6kZfPXOu9cEjhILowRIi6glg
7TFUbmoJcu50vDIyP9J1yQklw2VtgNImlQOIvzRenXmyl8XnP50NTxx2cIwby8tIcdSn2C2ghij8
Gk7g80xVZGiBgtz4BwyzyKkypwm60BBRrHpAKLW6IJMSRISeZnYQfIsId0tGgb61go0RJEf0sFtb
uvZcSvLI+20n)8KHITImMRAdbuCWE9Ym4 sVRmD1D6/£6BoNHODRg7TIJkEFbOadJsNPGzHbKteL
daSMGTNUZ3hEDQeomakQMfvCgypbOLxrTTqfbenHRtN+iFNYW0zCUW6EJoAXp+1gFnwQL52I12
OxwZikE01P2k0GharzAJkXnNaFGnmHIIP6wJrCCSDZwDmr7GI2R5evD1R117QUg2sulxQVv0U8z
ezzwlIUgEe/WhfOngGJv/QcsL2jyri/tSQbUWs4dg+yepdS1E3iddhfgSJzI2iKAAE+HLiHGVO1lz
70£fGEsO6dPLnmh4eoWidgziIN/SoBylaT0JpIQ6z6N5ImPEDWuIY6TWXUGL1iyOIXGsxIQVIGUN
OoB5RU/ApDxpYpFLkOfHIkKkIONEWKS Im33puOQKLnoluwrOmdbG8+x1EY8wcI9FvkHGHOZh4HydiC
VUcYSdiGWUxVmgm4OgyiYzcpB+Ar2dzikGecdpBg8falalHNSQ3TK3wdh/HeOUImA4vIWOYuVO1lH
93ILGP6PWfkug+1Tam6+8yDOW5meiZ0UIZR8TF/9gDb4+4wIFnPwgfTrggEauA8tt8uJtiyBCr
YexgZTXIZGTU]/86KXQaJKCreRr/kaqwIJOWgkNWACGUVzw7LiI+sAr0ZqUp/TsxnbNC73XCMN1P
snByb2zCeK13V26Crl184U9sDugQTJRalIse01MNIAATpa2QWEwWggnBBgkghkiGOw0OBBwGgggmyB
IIJrjCCCaowggmmBgsghkiG9w0OBDAOBAQCCCWAwgglgMBwGCigGSIb3DQEMAQMWDgQIEjm88b1l
+pnkCAggABIIJSDD3P+vnllSolmQvmYgzZVEV37T3KpurJdvMxQScPvalWiF7Q1 Iwasf/+NOhKKN
r2j/aGzLunLkaGemLPeBP212LCwnUxDubkYffVVESOWX /bXewbYQribwFNkNhUrSgen8BfhnR1
vDrzbBLOHIVDrUFszSVBCYh31Vwgu8p9SjC8K/X1lumcLdjSFko85XpoK23euhowjWH+X0kRoYG
zorcdNE8z03BKVER61IW2XWzTSaWQ6eZHGs6Urnx5Fe/w50U9tMI 1 3BRCCCqgapUHVAmHgKkmWL 1
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kX8LssUcN30JVekM2aJ9v4Y06CoegKAMVDs0tVSOv3KbGC3GNX61gHuU4y1LOZP1PLEPXb0OwDHg
av1xK3zpHl18sIRzuX3HXSAEdenHYAkSV/IQZ89h+CZUkf0Onu/0g8eo0A8ATDASg7f]3HXpQ6CYd
rUBaHc7ruxHO1WROGCT4XKATTz7zZTO1lwWPViprUobayw0dYZSG22MeDAO27Y1irM044Ifosn9C
sgqnNLZoOWvA2a04ippDoBRgv5SHV6nN0I3f0Ays5nPg3jJtKQ5neqUYoOMrAkoKHoOh6zn0Bfvis
yB88aMINOmPD76ykbAERG7151biKbA2tk8bb9dy/sdmk20jM/D/W1YtrNL4iM6azL2kVN5eiCh
xCof33/RURpXfGR8YNeJT17bg42wL70Q0KDBROG1ITPcLgdVgz740shlRspfgvZsbsUatbASBt2T
0YG4zfgfGh7sb2ezyougVvzdp77wAJ6n39dc/ZLDAYDzFkQb07984y8L1hIM1AcwEcMh43gWp6
AB8CJ02174ednirSgSVOPZ7K9dRw6YOX8MB4 /WGzECcVvFeHYIGLBcXi1sBY5wijWnbeuhlwLiSkMD
ORB60GOVE7bJsilkx5PwgWbbqw8KUSuUO1lskbMAabST8Hkm40iSTE2a78E0zIKLGZg7yu9FDIIt
WYWOkGIO6MXEBAdOUH+wWYmaEexh510ONr fFwKDuDMZh 7MO20TTEQU80Qd jRROACEXVTC)22GSMT
Y6X1eskZX2ZKxSQdD1tCtkjGRKHSTYza3zLHbB1iJTIJw4z6swIFyTTApg66UAkKNtiMalr9ngTT
NaxRWEXMEQVRLZzAL2F9aqjgWe5xrbYXu/J9Y/SYTcYbX2SRA/JkQ+Y8F68KO0S1pvKlp5/FCED
vprTNDS41f+aj3HNWuK5wOsrpBhM1b2If1uK/9QwPh9IC/RhHREimyTPRXAf73cehNdp8DpKwL
m+jr30vazFwICpvSbi6Etb6GXfPkKaX7ztpQBRqG92m2/0g3LWfPtilzwrPHPRZz8y1gQMU268Do
08YVvWtI4KGaDAFb6XQhR6t6mgoq/3IP6/g//PZVEnSyUVsPLDJ1ILF9fiOwTbMZnaiscKv8SGEs
//B9JkKrdsRrQRZcnnPjJInJLILb1RVAZGUXpSKSYVPzYmMOjUx3sSeLS1PoSOcqRIJ0X3s4EDO9
2W3tRAZXK3fnkFyrIVtRIsB3k/2smiQ6PclVuKHhlyTzYjXKRQcDaY3EDPIIWFtjiUfZQoZci ]
MWt 6YXim23m2aN2Ed8qgledikR60jFHE4KuUs/2yegTszSs5CrM7NamKiWzeIeNNth/cTecmT++GDu
mSGNTBASHHSgl1KYpgLi4GKLHzU7WNCQRAACIDEVMZH/CHIMZK 7bzb9z038rPf/D5WZrcK1ttd5
BjTJjj7GerSO0xLkvYIk1AJqurjMdWYmQtT4JAHF 90/ zRKQFFVPpSiW074bRQ+PfalLI5C+TwoX51
YD+RO1AOqyGKIkKkFITa8hZFY+Up+rSuREQnpAvdAVLY/gLPF6I+5+D+sVBsGRbw2rFVRbCHdAwaT
QcAVPedJy0f/+s0s/PX0oejr3siORpf8iLLYOaziGYf1EtunFcCLj8PEOznalUyoud+1mOYKPBSL
ULC/sVVy6XUArYfJfqOAg31YXpJeWPbORxVP/VCm8d/sNJWTOXGN/IjNZazuliXNgg5nRkPBKw
F23ZUYG4pLGpGROLUp9InLSgEbpiDmN1Gq/IHSfI/8HpG/ yRA0CAqUdre3yL/f9caj8RBBHRYbb
fRxtyQ9u2vsrqoloZz7F+Mu+tkjuc9BxCMvI7JakKwvQJIckAkzTo6t10t6Mzwigd7Au+200J2Ukb/
985+TFGS219fmgWfwisOfpuvSkjRI8vIDBBmMO1tKIS+pVpfz+Mg7kl3WmkUrgF3yjTHS5/C51ua
SzK2KeEVOWPx/Ps2CX7TATo6ASETp8Na38dT6d+Dm4WMAsBieKt /yOEFhiBNkgpVKAgqawKRVLW3
U730IKC8VLFhhnU+ogGxcUgbmZXvMbNDIaU2LvtmtPPo/gL0bOYu76TKcl1ZX0R6AXke IMQgRPS
deXPPANtW31a5850ZbYxUXRfEIeKmkcv3eSGnPCVesbxxdlSalJde2 ] 7HOMbHA]YkeFQuUECNUhK
xg63BVP1/gAEIO5+0KBzM7ctuP8apeGWliHAuUeKzJIXc5IeFS/31wkfDLRkrgzBeNILOIINo3Co
GSvn957Z8+LhNSopyqt 3uB4rQksUYIwXgkfrEVYujCO0T5dSkk5710X7W1Dm4DHZVLIH+GtL6V9
A6xXFINDQEQFOhS+wlXkTkMg7pUiX+Qohf8QRIZEYUSVIW0o2CesR63jJ1MFpkB3xybpbjt80I47XC
20GEn3uCjwMwqg/3K41ibHngil6pPPRgI/u3R9TVEvOC2e0xgllrFG6cKUfogUaXoxHgP1KKjUw2
3bpd9L09LzSDdSHcoDPokWzDee0ZP/Z6VH3rdjQR71kwdVBeT8nKfLP2dGBdOtpWDQhCFK7I9%a
xxxthnv0v09x/J7jhyoLRt5e81MEfrgtnMWdgjFgYVEQndthz+9/XvfNk6f5MD8 fDheMuvbNTh
duFSZEcZCL1W4GWKneVjidwdBrV3aCrzAzxy0H7y7nnkyCEvac503UDtrlbkl1lVJIVsYfYrN2S2
DPbp3H2E8r/n67fBilwFyp3JTJIvNRGQTCYHXDieW8Nj g4 6J0606ws PWKQTKMfHGxxTRIARe5yv
JD54xVvFWwlYEJ/Q2c8cr1NNXEN32e5psfIJ7048k6bsiyXnbHKSJK781Z25h8Hc3FbUF2U2p5Jg
LwcD7+bknEunsbWSC371Mk7o0weF3hMhKRMm91iYJ8tpxMRcWCOt7ador+Y2fYWBsu/bwXwcRI08
TE1IMCMGCSgGSIb3DQEJFTEWBBRymjnjEbJIJmrRwh4 sRnwudf SQP6KDAXMCEWCQYFKw4DAhoFAAQ
U+YFhgKEYJ £fXN/cL70yRrJSHFGUWECHeCTQnNUEUOBAgGI IAA=="",

"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",

"client secret": "abcdef",

"ekmip reachability": [

{
"code": 346758,
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"message": "embedded KMIP server status unavailable on node.",
"node": {

"name": "nodel",

"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"

}
1,
"key id": "https://keyvaultl.vault.azure.net/keys/keyl",
"name": "https://kmip-akv-keyvault.vault.azure.net/",
"proxy host": "proxy.eng.com",
"proxy password": "proxypassword",
"proxy port": 1234,

"proxy type": "http",
"proxy username": "proxyuser",
"svm": {

"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"tenant id": "zzzzzzzz-yyyy-zZZzZ-yyyy—-zZzzZzzzzzzzZ",
"uuid": "1lcd8a442-86dl-11e0-aelc-123478563412"

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 3735553
| Failed to create self-signed certificate.

| 3735664
| The specified key size is not supported in FIPS mode.

| 3735665
| The specified hash function is not supported in FIPS mode.

| 3735700

| The specified key size is not supported.

342



| 52559972
| The certificates start date is later than the current date.

| 65537500
| A key manager has already been configured for this SVM.

| 65537504
| Internal error. Failed to store configuration in internal database.

| 65537505
| One or more volume encryption keys of the given SVM are stored on a key
manager configured for the admin SVM.

| 65537506
| AKV is not supported in MetroCluster configurations.

| 65537512
| AKV cannot be configured for the given SVM as not all nodes in the
cluster can enable the Azure Key Vault feature.

| 65537514
| Failed to check if the Azure Key Vault feature is enabled.

| 65537518
| Failed to find an interface with Cluster role.

| 65537523
| Invalid key ID format. Example key ID format":"
"https://mykeyvault.vault.azure.net/keys/keyl".

| 65537526
| Failed to enable Azure Key Vault feature.

| 65537567
| No authentication method provided.

| 65537573
| Invalid client certificate.
| =

== Definitions
[.api-def-first-level]
.See Definitions

[$collapsible%closed]
//Start collapsible Definitions block
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[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]
_links

[#azure reachability]
[.api-collapsible-fifth-title]
a

zure reachability

Indicates whether or not the AKV service is reachable from all the nodes
in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if AKV service is
reachable from all nodes in the cluster.

| message

|string
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a|Error message set when reachability is false.

| reachable
|boolean
alSet to true when the AKV service 1s reachable from all nodes of the

cluster.

[#node]
[.api-collapsible-fifth-title]

node

[cols=3*,options=header]

| Type
| Description

| name
|string
al

luuid
| string

al

[#ekmip reachability]
[.api-collapsible-fifth-title]
ekmip reachability

Provides the connectivity status for the given SVM on the given node to
all EKMIP servers configured on all nodes of the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query

parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]
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| Name

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if a given SVM is
able to communicate to the EKMIP servers of all of the nodes in the

cluster.

|message
| string
a|Error message set when cluster-wide EKMIP server availability from the

given SVM and node is false.

| node
| link:#node[node]
al

| reachable

|boolean
alSet to true if the given SVM on the given node is able to communicate to

all EKMIP servers configured on all nodes in the cluster.

[#state]
[.api-collapsible-fifth-title]

state

Indicates whether or not the AKV wrapped internal key is available cluster

wide.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description
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lavailable

|boolean

alSet to true when an AKV wrapped internal key is present on all nodes of
the cluster.

| code
| integer
a|Code corresponding to the status message. Returns a 0 if AKV wrapped key

is available on all nodes in the cluster.

|message

| string

a|Error message set when top-level internal key protection key (KEK)
availability on cluster is false.

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| name

| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#azure key vault]
[.api-collapsible-fifth-title]
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azure key vault

[cols=3*,options=header]

| Type
| Description

|authentication method
| string

alAuthentication method for the AKV instance.

|client certificate
| string
a|PKCS12 Certificate used by the application to prove its identity to AKV.

lclient id

| string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|client secret
| string
al|Secret used by the application to prove its identity to AKV.

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]

al

| key id
|string
a|Key Identifier of AKV key encryption key.

| name
| string
a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri
* Introduced in: 9.8

* readCreate: 1
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|proxy host
|string
a|Proxy host.

|proxy password
|string
a|Proxy password. Password is not audited.

|proxy port
| integer
a|Proxy port.

lproxy type
| string

a|Type of proxy.

|proxy username
| string

a|Proxy username.

| svm
| link:#svm[svm]

al

| tenant id

|string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
|string
alA unique identifier for the Azure Key Vault (AKV).

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
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[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string
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a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID1545a4f1477fa5d793382bbf806871bc] ]
= Delete an AKV configuration

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/azure-key-vaults/{uuid} #

*Introduced In:* 9.8

Deletes an AKV configuration.

== Related ONTAP commands

* ‘security key-manager external azure disable’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid

| string

| path

| True
a|AKV UUID

== Response
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Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

Error Code | Description

65536242

One or more self-encrypting drives are assigned an authentication key.

65536243

Cannot determine authentication key presence on one or more self-

encrypting drives.

65536817
Internal error. Failed to determine if key manager is safe to disable.

65536827

Internal error. Failed to determine if the given SVM has any encrypted

volumes.

65536834

Internal error. Failed to get existing key-server details for the given

SVM.

65536867
Volume encryption keys (VEK) for one or more encrypted volumes are

stored on the key manager configured for the given SVM.

65536883

Internal error. Volume encryption key is missing for a volume.

65536884

Internal error. Volume encryption key is invalid for a volume.

65536924

Cannot remove key manager that still contains one or more NSE

authentication keys.
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| 196608080
| One or more nodes in the cluster have the root volume encrypted using

NVE (NetApp Volume Encryption).

| 196608301
| Internal error. Failed to get encryption type.

| 196608305
| NAE aggregates found in the cluster.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions
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[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
al|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code
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|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDO0f7a43fbbc4383c0b290ad4d6f52777a]]
= Retrieve the AKV configuration for an SVM specified by the UUID

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/azure-key-vaults/{uuid} " #

*Introduced In:* 9.8

Retrieves the AKV configuration for the SVM specified by the UUID.

== Related ONTAP commands

* “security key-manager external azure show
* “security key-manager external azure check’
== Parameters

[cols=5*,options=header]
|

|Required
| Description
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|uuid

| string

| path

| True
a|AKV UUID

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

|authentication method
|string
alAuthentication method for the AKV instance.

|azure reachability

| link:#azure reachability[azure reachability]

alIndicates whether or not the AKV service is reachable from all the nodes
in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

lclient id
| string
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al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]
al

| key id
| string
a|Key Identifier of AKV key encryption key.

| name
| string
a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri
* Introduced in: 9.8

* readCreate: 1

|proxy host
|string
a|Proxy host.

|proxy port
| integer
a|Proxy port.

lproxy type
| string

al|Type of proxy.

|proxy username
| string

a|Proxy username.

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".
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| state

| link:#state[state]

alIndicates whether or not the AKV wrapped internal key is available
cluster wide.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

| svm
| link:#svm[svm]

al

| tenant id

| string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
| string
alA unique identifier for the Azure Key Vault (AKV).

.Example response
[3collapsible%closed]
[source, json, subs=+macros]

{

" links": {

"self": {

"href": "/api/resourcelink"

}
by
"authentication method": "client secret",
"azure reachability": ({

"code": 346758,

"message": "AKV service is not reachable from all nodes - reason."
by
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",

"ekmip reachability": [
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"code": 346758,

"message": "embedded KMIP server status unavailable on node.",
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",
"uuid": "lcdB8a442-86dl-11e0-aelc-123478563412"

I
"key id": "https://keyvaultl.vault.azure.net/keys/keyl",

"name": "https://kmip-akv-keyvault.vault.azure.net/",
"proxy host": "proxy.eng.com",
"proxy port": 1234,
"proxy type": "http",
"proxy username": "proxyuser",
"scope": "string",
"state": {
"code": 346758,
"message": "Top-level internal key protection key (KEK) is unavailable

on the following nodes with the associated reasons: Node: nodel. Reason:
No volumes created yet for the SVM. Wrapped KEK status will be available
after creating encrypted volumes."

bo

"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"tenant id": "zzzzzzzzZ-yyyy-ZZZZ-YYYY—ZZZZZZZZZZZZ",
"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"

Status: Default, Error
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[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I
"COde": "4",
"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
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| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#azure reachability]
[.api-collapsible-fifth-title]
azure reachability

Indicates whether or not the AKV service is reachable from all the nodes
in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code
| integer
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a|Code corresponding to the status message. Returns a 0 if AKV service is
reachable from all nodes in the cluster.

| message
|string
a|Error message set when reachability is false.

| reachable
|boolean

alSet to true when the AKV service 1s reachable from all nodes of the
cluster.

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
|string
al

|uuid

| string

[#ekmip reachability]
[.api-collapsible-fifth-title]
ekmip reachability
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Provides the connectivity status for the given SVM on the given node to
all EKMIP servers configured on all nodes of the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if a given SVM is
able to communicate to the EKMIP servers of all of the nodes in the

cluster.

| message
|string
a|Error message set when cluster-wide EKMIP server availability from the

given SVM and node is false.

| node
| link:#node [node]

al

| reachable

|boolean

alSet to true if the given SVM on the given node is able to communicate to

all EKMIP servers configured on all nodes in the cluster.

[#state]
[.api-collapsible-fifth-title]

state

Indicates whether or not the AKV wrapped internal key is available cluster

wide.
This is an advanced property; there is an added cost to retrieving its
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value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Name

| Type
| Description

lavailable

|boolean

alSet to true when an AKV wrapped internal key is present on all nodes of
the cluster.

| code

| integer

a|Code corresponding to the status message. Returns a 0 if AKV wrapped key
is available on all nodes in the cluster.

|message

|string

a|Error message set when top-level internal key protection key (KEK)
availability on cluster is false.

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Name

| Type

| Description

| links

|link:# links[ links]

a |

| name
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| string
a|The name of the SVM.

|uuid
|string

a|The unique identifier of the SVM.

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]
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a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDa9clac7b7d63bc8cb43f24d3d6bc336d] ]
= Update the AKV configuration

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block] # /security/azure-key-vaults/{uuid} #

*Introduced In:* 9.8

Updates the AKV configuration.

== Optional properties

* “client secret’ - New secret used to prove the application's identity to
the AKV.
* “client certificate’ - New PKCS12 certificate used to prove the

application's identity to the AKV.
* “key id' - Key Identifier of the new AKV key encryption key.

* "proxy type' - Type of proxy (http, https etc.) if proxy configuration
is used.

* "proxy host’ - Proxy hostname if proxy configuration is used.

* "proxy port’ - Proxy port number if proxy configuration is used.
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* 'proxy username - Proxy username 1f proxy configuration is used.
* "proxy password - Proxy password i1f proxy configuration is used.
* “client id" - Application (client)

with appropriate access to an AKV.

* “tenant id’ - Directory (tenant)

with appropriate access to an AKV.

== Related ONTAP commands

* “security key-manager
* “security key-manager
* “security key-manager

* “security key-manager

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid
|string

| path

| True
a|AKV UUID

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH,

default is 0 seconds.

started, the server immediately returns HTTP code 202

with a link to the job.

or DELETE operations, ONTAP waits that length of time to see if the job

external
external
external

external

azure

azure

azure

azure

ID of the deployed Azure application

ID of the deployed Azure application

update-client-secret’
update-credentials’
rekey-external’
update-config"

or DELETE operation on a single record, the
This means that if an asynchronous operation is
(Accepted)
If a non-zero value is specified for POST,

completes so it can return something other than 202.

* Default value: 1
* Max value: 120
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* Min value: O

== Request Body

[cols=3*,options=header]

| Type
| Description

|authentication method
|string
alAuthentication method for the AKV instance.

|client certificate
|string
a|PKCS12 Certificate used by the application to prove its identity to AKV.

lclient id

| string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|client secret
|string
al|Secret used by the application to prove its identity to AKV.

|ekmip reachability
|array[link:#ekmip reachability[ekmip reachability]]
al

lkey id
|string
a|Key Identifier of AKV key encryption key.

|proxy host
|string
a|Proxy host.
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|proxy password
| string
a|Proxy password. Password is not audited.

|proxy port
| integer
a|Proxy port.

|proxy type
|string
al|Type of proxy.

|proxy username
|string

a|Proxy username.

| svm
| link:#svm[svm]

al

| tenant id

| string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
| string
alA unique identifier for the Azure Key Vault (AKV).

.Example request

[$collapsible%closed]

[source, json, subs=+macros]

{
"authentication method": "client secret",
"client certificate":
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"MIIQKQIBAzCCD+8GCSqGSIb3DQEHAaCCD+AEgg/cMIIP2DCCBg8GCSqGSIb3DQEHBQCCBgAWYG
gX8AgEAMIIF9QYJKoZIhveNAQCcBMBWGCigGSIb3DQEMAQYwWDgQIWkY70jViJDYCAGgAgGIIFYJP
JIfmM6yTCKVwSep20ZLwwvRca8pKhISViw+WijWngh/f6Py/Ty0CwCjDFUZPsUUdSmk78E7SAZ0
CpQyBwmUuFJQShjZjftHLKRW1d304sJKB8DzHOYwIC7En94cyJdJ1lrT4WYoVEmeJcmOXx 6h+NFHC
TnjtXVsKwxc5BF88K3+3kHAV3WyVdXoeXe7yY/+EjFfjtBryp8ljuielX/NF1h5kowhoj+yxnO
0cl/00I1iV3mTIOTXD8qrZVp9ZhAxSTRBASuDyWMfppgxW2L+9vCUU+ZgmRxtU3VsSRLOp/T140
OP7Sn1Ch20EQObIrbYYtcpi04QcUtfEIJBM1bbTbJPHDAtiO02KIQKviZL4AQOMZghoINNgL4AMUpIbN
SzDCbuIC+nNMXfgfsOnPZewY+b43H/tMmnZ8Q4kiCFwrUgbFbf1BiPMOaJsS0eQaJhDmzM90QE
gbesHWgPreAcfMUcN1+BagHFLHUXLXDxQix6zYiCAtDX6/EK1irRh1TFpmFX2PBd+X6uODhmwm
4ub9RKj3In8t5qgtN4q/mTBXjAVDALTIIEGobBRaXGSSXCBcIW/JRed0DRZDIBMST/nV39sZNd
ucwzZa50jYTX8fFMAQCfY6IFivXHIBOOCcOHEEGAgCECO0G8VACLbb+2NuUhMJPtR7Ig501APUMC6
70Z51t0TQhyY0%/KagOtvV8sKPCzeAkcMoHl1sm189V79zt1fCIQTVIWNaGiMj50rcbskko6vCxhD
GeU6glkgvXJKXOYRF8/wIpv8Y7/rEpnGwE/I0Z20XzdIDHXgAS53BlzyOVem25ezWCD+kpoH89XJ
SsSY1INJIMJhjVRED61w/DbSXg2yFu/v3ckGapVvTuyAiz5hWUNf13pt++da6GoekKnLgtL4G/RG
XCnebLbXg838d1TGBznoCwGTVxXDeVYafz8AjI10gYtTMcbN56ya9kK7IHSkrnFX24xQRQOfmD
O0Vob71pjdz8rlaXKvD/1X2TkYJHoeEHqOnWpU8vwDG/xhv4AYgKJIGNIgsEZgiTXETUhS5gak8elt
GNkP+fum+10gl0505+SwNa5/eB8eFeJ120148Xi5UapaTRHPFp6kZfPXOu9cEjhILowRIi6glyg
TFUbmoJcub0vDIyP9J1lyQklw2VtgNImlQO0IvzRenXmyl8XnP50NTxx2cIwby8tIcdSn2C2ghij8
Gk7g80xVZGiBgtz4BwyzyKkypwm60BBRrHpAKLW6IMSRISeZnYQfIsIdO0tGgb61go0RJEf0sFtb
uvzZcSvLI+20nj8KHITImMR4AdbuCWE9Ym4 sVRmD1D6/ £f6BoONHODRG7TIJkEFbOadJsNPGzHbKteL
daSMGTNUZ3hEDQeomakQMfvCagypbOLxrTTqfbenHREN+1FNYWOzCUW6EJoAXp+1gFnwQL52TI12
OxwZikE01P2k0GharzAJkXnNaFGnmHIIP6wJrCCSDZwDmr7GI2R5evD1Ri1i17QUg2sulxQV0U8z
ezzwIUgEe/WhfOngGJv/QcsL2jyri/tSQbUWs4g+yep4S1E3iddhfgSJIzI2iKJAE+HLiHGVO1z
70£GEsO6dPLnmh4eoWidgZzi9N/SoBylaT0JpIQ6z6N5ImPfDWuU9Y6TWXUgliyOIXGsxIQVIgUN
O0B5Ru/ApDxpYpFLKkOfHIkKIONEWKS5 Im33puOQKLnoluwrOmdbG8+x1EY8wc9FvkHGHOZh4HydiC
VUcYSdiGWUxVmgm4OgyiYzcpB+Ar2dzikGecdpBg8falalHNS5Q3TK3wdh/HeOUImA4vIWOYuVO1lH
93TILGP6PWfkug+1Tam6+8yDO0W5SmeiZ0UIZR8TF/9gDb4+4wTFnPwgfTrggEauA8tt8uJtiyBCr
YexgZTXIZGTUJj/86KXQaJKCreRr/kqwJOWgKkNW4CGUVzw/LiI+sAr0ZqUp/TsxnbNC73XCMN1P
snByb2zCeK13V26Cr184U9sDugQTJRaIse01MNI9AAIpa2QWEwWggnBBgkghkiGO9w0OBBwGgggmyB
ITJrjCCCaowggmmBgsghkiGOwOBDAOBAGCCCWAwgglgMBwGCigGSIb3DQEMAQMWDgQIEjm88bl
+pnkCAggABITIJISDD3P+vnllSolmQvmYgZVEV37T3KpurJvMxQScPvalWiF7Q1 Iwasf/+NOhKKN
r2j/aGzLunLkaGémLPeBP212LCwnUxDuSkYffVVE9OWX /bXewbYQribwFNkNhUrSgen8BfhnR1
vDrzbBLOoHIVvDrUFszSVBCYh31Vwgu8p935jC8K/X1lumcLd]jSFko85XpoK23euhowjWH+X0kRoOYG
zorcdNEB8z03BKVIR61IW2XWzTSaWQ6eZHGs6Urnx5Fe/w50U9tMI 1 3BCCCqgapUHVAmHgKkmWL 1
kX8LssUcN30JVekM2aJ9v4YO6CoegKAMVDs0tVSOv3IKbGC3GNX61gHu4ylLOZP1PLEPXbOwDHg
av1xK3zpHl18sIRzuX3HXSdEdenHYAkSV/IQZ89h+CZUkf0Onu/0g8eo0A8ATDASg7f]3HXpQ6CYd
rUBaHc7ruxHO1WROGCcT4XKATTz7zZTO1wWPViprUo6ayw0dYZSG22MeDAO27YirM044TIfosn9C
sqnNLZoOWvA2a04ippDoBRqvOHV6Nn0I3f0AYys5nPg3jJtKQ5neqUYoOMrAkoKHoOh6zn0Bfvis
yB88aMINOmPD76ykbAERG7151biKbA2tk8bb9dy/sIJmk20jM/D/W1YtrNL4iM6azL2kVN5eiCh
xCof33/RuRpXfGR8YNeJT17bg42wL70QKDBRoG1ITPcLgdVgz74oshlRspfqvZzsbsUatbASBt2T
0YG4zfgfGh7sb2ezyougVvzdp77wAJ6n39dc/ZLDAYDzFkQb07984y8L1hIM1AcwEcMh43gWp6
AB8CJ02174ednirSgSVOPZ7K9dRw6Y0OX8MB4 /WGzECcVFeHYIGLBcX11sBY5wjWnbeuhlwLiSkMD
QRB60GOVF7bJsilkx5PwgWbbgw8KUSuUO1lskbMAa5T8Hkm40iSTf2a78E0zIKLGZg7yu9FDIIt
WYWOkGOOMXEBAdOUH+WwWYmaEexh510ONr fFwKDuDMZh 7MO20TTEQU80Qd jRROA0CEXVTC)22GSMT
Y6X1eskZX2ZKxSQAD1tCtkjGRKHSTYZza3zLHbB1i JTIJw4z6swIOFyTTApg66UAKNtiMalr9ngTT
NaxRWEXMEQVRLzAL2F9aqjgW65xrbYXu/J9Y/SYTcYbX2SRA/JkQ+Y8F68K0O0S1pvKlp5/FcED
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vprTNDS41f+aj3HNWuK5wOsrpBhM1b2If1uK/9QwPh9IC/RhHREimyTPRXAf73cehNdp8DpKwL
m+jr30vazFwICpvSbi6Etb6GXfPkKaX7ztpQBgG92m2/0g3LWEPtilzwrPHPBz8y1gQMU268Do
08YVvWtI4KGaDAFb6XQhR6tb6mgoq/3IP6/g//PZVEnSyUVsPLDJ1ILF9fiOwTbMZnaiscKv8SGEs
//B9JkKrdsRrQRZcnnPjJnJLILb1RVAZGUXpSKSYVPzYmMOjUx3sSeLS1iPoSOcqRIJ0X3s4EDO9
2W3tRAZXK3fnkFyrIVtRIsB3k/2smiQ6PclVuKHh1yTzYjXKRQcDaY3EDPOIWFtJiUfZQoZci]
MWt 6YXim23m2aN2Ed8gqledikR60jFHE4Kus/2yegTszSs5CrM7NamKWzeIeNNth/cTemT++GDu
mSGNTBASHHSgl1KYpgLi4GKLHzU7WNCQRAACIDEVMZH/CHIMZK 7bzb9z038rPf/D5WZrcK1ttd5
BjTJjJ7GerS0xLkvYIklAJquriMAWYmQtT4JAHF90/zRKGFFVPSiW074bRO+PfaLI5C+TwoX51
YD+RO1AOgqyGKIkKFITa8hZFY+Up+rSuREQnpAvdAVLY/gLPF6I+5+D+sVBsGRbw2rFVRbCHdAwaT
QcAVPedJy0f/+s0s/PX0ejr3siORpf8iLLYOaziGYf1EtunFcCLj8PEOznalUyoud+1mOYKPBSL
ULC/sVVy6XUArYfJIfq0Ag31YXpJeWPbORxVP/VCm8d/sNJWTQXGN/IjNZaZuliXNgg5nRkPBKw
F23ZUYG4pLGpGROLUp9InLSgEbpiDmN1Gq/IHSfI/8HpG/ yRA0CAqUdre3yL/f9caj8RBBHRYbb
fRxtyQ9u2vsrqoloZz7F+Mu+tkjuc9IBxCMvI7JakKwvQJIckAkzTo6t10t6Mzwigd7Au+200J2Ukb/
985+TFGS219fmgWfwisOfpuvSkjRI8vIDBBmMI1itKIS+pVpfz+Mg7kl3WmkUrgF3yjTH5/C51ua
SzK2KeEVOWPx/Ps2CX7TATo6ASETp8Na38dT6d+Dm4WM4AsBieKt /yOEFhiBNkgpVKAgqawKRVLW3
U730IKC8VLFhhnU+ogGxcUgbmZXvMbNDIaU2LvtmtPPo/gL0bOYu76TKcl1ZX0R6AXke IMQgRPS
deXPPANtW31a5850Z2bYxUXRfEIeKmkcv3eSGnPCVesbxxdlSalJe2]j 7HOMbHA ] YkeFQUECNUhK
xg63BVP1/gAEIO5+0KBzM7ctuP8apeGWliHAuUeKzJIXc5IeFS/31wkfDLRkrgzBeNILOIINo3Co
GSvn95Z8+LhNSopygt3uB4rQksUYIwXgkfrEVYujCOOT5dSkk5j10X7W1Dm4DHZVLIH+GtL6V9
A6xFINDQfQFOhS+wlXkTkMg7pUiX+Qohf8QRJIZEYyUSVWo2CesR63]1MFpkB3xybpbjt80I47XC
20GEn3uCjwMwqg/3K41ibHngil6pPPRGI/u3R9TVEvVOC2e0xgllrFG6cKUfogUaXoxHgP1KKjUw2
3bpd9L09LzSDASHcoDPokWzDee0ZP/Z6VH3rd jQR71kwdVBeT8nKfLP2dGBd0tpWDQhCFK7I9a
xxxthnv0v09x/J7jhyoLRt5e81MEfrgtnMWdgjFgYVEQndthZ+9/XvENk6f5MD8 fDheMuvbNTh
duFSZEcZCL1W4GWKneVjidwdBrV3aCrzAzxy0H7y7nnkyCEvac503UDtrlbkl1VJIVsYfYrN2S2
DPbp3H2E8r/n67 fBilwFyp3JTJIvNRGQTCYHXDieW8Nj g4 6J0606ws PWKQTKMEHGxxTRIARe 5y v
JD54xVvFWwlYEJ/Q2c8cr1NNXEN32e5psfIJ7048k6bsiyXnbHKSJK781Z5h8Hc3FbUF2U2p5Jg
LwcD7+bknEunsbWSC371Mk7oweF3hMhKRMm91iYJ8tpxMRcWCOt7ador+Y2fYWBsu/bwXwcRI08
TE1IMCMGCSgGSIb3DQEJFTEWBBRymjnjEbJmrRwh4 sRnwudfSQP6KDAXMCEWCQYFKw4DAhoFAAQ
U+YFhgKEYJ £XN/cL70yRrJSHFgUWECHeCTQnUEUOBAGI IAA=="",

"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",

"client secret": "abcdef",

"ekmip reachability": [

{
"code": 346758,

"message": "embedded KMIP server status unavailable on node.",
"node": {
"name": "nodel",

"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"

}
I
"key id": "https://keyvaultl.vault.azure.net/keys/keyl",
"proxy host": "proxy.eng.com",
"proxy password": "proxypassword",
"proxy port": 1234,
"proxy type": "http",
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"proxy username": "proxyuser",
"svm": {
"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by
"tenant id": "zzzzzzzzZ-yyyy-ZZZZ-yYYY—ZZZZZZZZZZZZ",
"uuid": "1lcdB8a442-86dl-11e0-aelc-123478563412"

Response

Status: 200, Ok

Response

Status: 202, Accepted

Error

Status: Default

ONTAP Error Response Codes
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Error Code | Description

65537120
Azure Key Vault is not configured for the given SVM.

65537504
Internal error. Failed to store configuration in internal database.

65537517
The field "client secret" must be specified.

65537540
Invalid client secret.

65537541
No inputs were provided for the patch request.

65537547
One or more volume encryption keys for encrypted volumes of this data



SVM are stored in the key manager configured for the admin SVM. Use the
REST API POST method to migrate this data SVM's keys from the admin SVM's
key manager to this data SVM's key manager before running the rekey

operation.

| 65537573
| Invalid client certificate.

| 65537577

| The AKV certificate authentication method cannot be configured for the
given SVM as not all nodes in the cluster support the AKV certificate

authentication.

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#azure reachability]
[.api-collapsible-fifth-title]
azure reachability

Indicates whether or not the AKV service is reachable from all the nodes
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in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if AKV service is
reachable from all nodes in the cluster.

|message
| string

a|Error message set when reachability is false.

| reachable

|boolean

alSet to true when the AKV service is reachable from all nodes of the
cluster.

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]
| Type

| Description

| name

| string
al
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|uuid

| string

[#ekmip reachability]
[.api-collapsible-fifth-title]
ekmip reachability

Provides the connectivity status for the given SVM on the given node to
all EKMIP servers configured on all nodes of the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code

|integer

a|Code corresponding to the error message. Returns a 0 if a given SVM is
able to communicate to the EKMIP servers of all of the nodes in the
cluster.

|message

| string

a|Error message set when cluster-wide EKMIP server availability from the
given SVM and node is false.

| node
| link: #node [node]
a |

| reachable
|boolean
alSet to true if the given SVM on the given node is able to communicate to

all EKMIP servers configured on all nodes in the cluster.
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[#state]
[.api-collapsible-fifth-title]

state

Indicates whether or not the AKV wrapped internal key is available cluster
wide.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

|available

|boolean
alSet to true when an AKV wrapped internal key is present on all nodes of

the cluster.

| code
| integer
a|Code corresponding to the status message. Returns a 0 if AKV wrapped key

is available on all nodes in the cluster.

| message
| string
a|Error message set when top-level internal key protection key (KEK)

availability on cluster is false.

[#svm]
[.api-collapsible-fifth-title]

sSvm
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[cols=3*,options=header]

| Name

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#azure key vault]
[.api-collapsible-fifth-title]
azure key vault

[cols=3*,options=header]

| Type
| Description

|authentication method
| string

a|Authentication method for the AKV instance.

|client certificate
|string
a|PKCS12 Certificate used by the application to prove its identity to AKV.

|client id

|string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|client secret
|string
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al|Secret used by the application to prove its identity to AKV.

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]
al

| key id
| string
a|Key Identifier of AKV key encryption key.

|proxy host
|string
a|Proxy host.

|proxy password
|string
a|Proxy password. Password is not audited.

|proxy port
| integer
a|Proxy port.

|proxy type
|string
a|Type of proxy.

|proxy username
| string

a|Proxy username.

| svm
| link:#svm[svm]
a

| tenant id
|string
a|Directory (tenant) ID of the deployed Azure application with appropriate

access to an AKV.
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|uuid
| string
alA unique identifier for the Azure Key Vault (AKV).

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

al|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*, options=header]

| Type

| Description

|arguments

|array[link:#error arguments[error arguments]]

a|Message arguments

| code

379



| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID6e47d364£158576ab9100895ba67d9%call
= Re-key the internal key in the key hierarchy for an SVM

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/azure-key-vaults/{uuid}/rekey-internal "#

*Introduced In:* 9.10

Rekeys the internal key in the key hierarchy for an SVM with an AKV

configuration.

== Related ONTAP commands

* “security key-manager external azure rekey-internal’

== Parameters

[cols=5*, options=header]

| Name

| Type
| In
| Required
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| Description

|uuid
| string
| path
| True

a|UUID of the existing AKV configuration.

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the Jjob
completes so it can return something other than 202.

* Default wvalue: 1

* Max value: 120

* Min wvalue: O

| return records
|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

* Default value:

== Response
Status: 202, Accepted
== Error
Status: Default

ONTAP Error Response Codes
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| Error Code | Description

| 65537120
| Azure Key Vault is not configured for the given SVM.

| 65537547

| One or more volume encryption keys for encrypted volumes of this data
SVM are stored in the key manager configured for the admin SVM. Use the
REST API POST method to migrate this data SVM's keys from the admin SVM's
key manager to this data SVM's key manager before running the rekey

operation.

| 65537559
| There are no existing internal keys for the SVM. A rekey operation is

allowed for an SVM with one or more encryption keys.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

382



[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string

al|Error code

|message
| string
alError message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDAd30edb2213alce3a6886edd805833c7] ]
= Restore keys for an SVM from a configured AKV

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/azure-key-vaults/{uuid}/restore #
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*Introduced In:* 9.10
Restore the keys for an SVM from a configured AKV.

== Related ONTAP commands

* “security key-manager external azure restore’

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid

|string

| path

| True

a|UUID of the existing AKV configuration.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the job
completes so it can return something other than 202.

* Default value: 1
* Max value: 120

* Min value: O

| return records
|boolean
| query
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| False
al|The default is false. If set to true, the records are returned.

* Default value:

== Response

Status: 202, Accepted

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537120
| Azure Key Vault is not configured for the given SVM.

| 65537515
| Failed to restore keys on some nodes in the cluster.

| —
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]

| Type
| Description
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| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

a|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block
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:leveloffset: -1

[[ID003587£57293£22b02c1200c99f0£5341]]
= Create a certificate signing request

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block] # /security/certificate-signing-request #

*Introduced In:* 9.8

This API generates a Certificate Signing Request (CSR) and a private key
pair. A CSR is a message sent securely to a certificate authority (CA) via
any electronic media to apply for a digital identity certificate. This is

a general utility API for users to generate a CSR.

== Recommended optional properties

* “subject name’ - Subject details of the certificate.

* “security strength’® - Key size of the certificate in bits. Specifying a
stronger security strength in bits is recommended when creating a
certificate.

* “hash function® - Hashing function.

* “algorithm™ - Asymmetric algorithm. Algorithm used to generate a

public/private key pair when creating a certificate.
* “subject alternatives' - Subject Alternate name extensions.

== Default property values

If not specified in POST, the following default property values are

assigned:

* “security strength® - 112
* “hash function® - sha256
* “algorithm™ - rsa

== Related ONTAP commands

*

"security certificate generate-csr’

Parameters
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[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
|boolean

| query

|False

al|The default is false. If set to true, the records are returned.
* Default value:

== Request Body

[cols=3*,options=header]

| Type
| Description

lalgorithm
| string

a|Asymmetric Encryption Algorithm.

|csr

|string

alA Certificate Signing Request (CSR) provided to a CA for obtaining a CA-
signed certificate.

|extended key usages
|larray[string]
alA list of extended key usage extensions.

|generated private key
| string
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a|Private key generated for the CSR.

|hash function
|string
a|Hashing function.

| key usages
|larray[string]
alA list of key usage extensions.

| security strength
| integer

al|Security strength of the certificate in bits.

| subject alternatives
| link:#subject alternatives[subject alternatives]
a

| subject name
|string
al|Subject name details of the certificate. The format is a list of comma

separated key=value pairs.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]
{
"algorithm": "string",
"csr": "string",

"extended key usages": [

"string"
1,
"generated private key": "string",
"hash function": "string",

"key usages": |
"string"

I
"security strength": "112",
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"subject alternatives": {

"dns": [
"* . example.com"

1,

"email": [
"abclexample.com"

1,

"ip":
"10.225.34.10"

1,

"uri": [
"http://example.com"

]

b
"subject name": "C=US, O=NTAP,CN=test.domain.com"

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

lalgorithm
| string
a|Asymmetric Encryption Algorithm.

|csr
|string
alA Certificate Signing Request (CSR) provided to a CA for obtaining a CA-

signed certificate.

|extended key usages
|larray[string]
alA list of extended key usage extensions.

|generated private key
|string
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a|Private key generated for the CSR.

|hash function
|string
a|Hashing function.

| key usages
|larray[string]
alA list of key usage extensions.

| security strength
| integer

al|Security strength of the certificate in bits.

| subject alternatives
| link:#subject alternatives[subject alternatives]
a

| subject name
|string
al|Subject name details of the certificate. The format is a list of comma

separated key=value pairs.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
"algorithm": "string",
"csr": "string",

"extended key usages": [

"string"
1,
"generated private key": "string",
"hash function": "string",

"key usages": |
"string"

I
"security strength": "112",
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"subject alternatives": {
"dns": [
"* . example.com"

1,

"email": [
"abclexample.com"

1,

"ip":
"10.225.34.10"

1,

"uri": [
"http://example.com"
]

b
"subject name": "C=US, O=NTAP,CN=test.domain.com"

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 3735554
| Certificate signing request failed.

| 3735664
| Key size is not supported in FIPS mode.

| 3735665
| Hash function is not supported in FIPS mode.

| 3735700
| Key size is not supported.

| 3735713
| Security strength bits length is not supported.

| 3735714
| Security strength bits length is not supported in FIPS mode.

| 3735715
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| Certificate creation requires

| 3735741

a common name or SAN extensions.

| Key size is not applicable with the EC encryption algorithm.

| 52560173

| Hash function is not supported for digital signatures.

52560423

== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

a |

[# links]
[.api-collapsible-fifth-title]
_links

[#subject alternatives]
[.api-collapsible-fifth-title]
subject alternatives

[cols=3*,options=header]

|
| Failed to read the relative distinguished names.
|

block

393



| Type
| Description

| dns
larray[string]
alA list of DNS names for Subject Alternate name extension.

|email
|larray[string]
alA list of email addresses for Subject Alternate name extension

lip
|larray[string]
alA list of IP addresses for Subject Alternate name extension.

luri
|larray[string]
alA list of URIs for Subject Alternate name extension.

[#certificate signing request]
[.api-collapsible-fifth-title]
certificate signing request

[cols=3*,options=header]

| Type
| Description

|lalgorithm
|string
a|Asymmetric Encryption Algorithm.

|csr

|string

alA Certificate Signing Request (CSR) provided to a CA for obtaining a CA-
signed certificate.

394



|extended key usages
|larray[string]
alA list of extended key usage extensions.

|generated private key
| string

a|Private key generated for the CSR.

lhash function
| string
a|Hashing function.

| key usages
|larray[string]

alA list of key usage extensions.

| security strength
| integer
al|Security strength of the certificate in bits.

|subject alternatives
| link:#subject alternatives[subject alternatives]
al

| subject name
| string

al|Subject name details of the certificate. The format is a list of comma

separated key=value pairs.

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]

| Type
| Description
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| code
| string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

= Manage security certificates

:leveloffset: +1

[[ID525db47838e85310cal519£632996d6d] ]

= Security certificates endpoint overview

== Qverview

This API displays security certificate information and manages the
certificates in ONTAP.

== Installing certificates in ONTAP

The security certificates GET request retrieves all of the certificates in
the cluster.

== Examples

=== Retrieving all certificates installed in the cluster with their

common—names

# The API:
/api/security/certificates

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/certificates?fields=common name" -H "accept:

application/hal+json"

# The response:

{

"records": [

{
"svm": {
"name": "wvsO"

by
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"uuid": "dad2363b-8ac0-11e8-9058-005056b482fc",

"common name": "vsQ0",
" links": {
"self": {
"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-
005056b482fc"

}
}
by

{
"yuid": "1941e048-8acl-11e8-9058-005056b482fc",

"common name": "ROOT",
" links": {
"self": {
"href": "/api/security/certificates/1941e048-8acl-11e8-9058-
005056b482fc"

}
}
by

{
"yuid": "5a3a77a8-892d-11e8-b7da-005056b482fc",

"common name": "gshancluster-4",
" links": {
"self": {
"href": "/api/security/certificates/5a3a77a8-892d-11e8-b7da-
005056b482fc"
}
}
}
1,
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?fields=common name"

=== Retrieving all certificates installed at cluster-scope with their

common—names
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# The API:
/api/security/certificates

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/certificates?scope=cluster&fields=common name" -H

"accept: application/hal+json"

# The response:

{

"records": [

{
"uuid": "1941e048-8acl-11e8-9058-005056b482fc",

"scope": "cluster",
"common name": "ROOT",
" links": {
"self": {
"href": "/api/security/certificates/1941e048-8acl-11e8-9058~-
005056b482fc"

"yuid": "5a3a77a8-892d-11e8-b7da-005056b482fc",

"scope": "cluster",
"common name": "gshancluster-4",
" links": {
"self": {
"href": "/api/security/certificates/5a3a77a8-892d-11e8-b7da-
005056b482fc"
}
}
}
1,
"num records": 2,
" links": {
"self": {
"href": "/api/security/certificates?scope=cluster&fields=common name"
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=== Retrieving all certificates installed on a specific SVM with their
common-names

# The API:

/api/security/certificates

# The call:

curl -X GET "https://<mgmt-
ip>/api/security/certificates?svm.name=vs0&fields=common name" -H "accept:
application/hal+json"

# The response:
{
"records": [
{
"svm": |
"name": "vsQO"

by
"uuid": "dad2363b-8ac0-11e8-9058-005056b482fc",

"common name": "vsO",
" links": {
"self": {
"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-
005056b482fc"
}
}
}
I
"num records": 1,
" links": {
"self": {
"href": "/api/security/certificates?svm.name=vsO&fields=common name"

=== Retrieving a certificate using its UUID for all fields
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# The API:
/api/security/certificates/{uuid}

# The call:
curl -X GET "https://<mgmt-ip>/api/security/certificates/dad2363b-8ac0-
11e8-9058-005056b482fc?fields=*" -H "accept: application/hal+json"

# The response:

{

"svm": {
"yuid": "d817293c-8ac0-11e8-9058-005056b482fc",
"name": "vsO"

by
"uuid": "dad2363b-8ac0-11e8-9058-005056b482fc",

"scope": "svm",

"type": "server",

"common name": "vsQ0",

"serial number": "15428D45CF81CF56",

"ca": "vsO",

"hash function": "sha256",

"key size": 2048,

"expiry time": "2019-07-18T15:29:14-04:00",
"public certificate": "----- BEGIN CERTIFICATE-----

\nMIIDQjCCAigqgAWIBAgIIFUKNRCc+Bz1YwDQYJK0oZIhvcNAQELBQAWGZEMMAOGALIUE\nAxMDdn
MwMQswCQYDVQOGEWJIVUzAeFw0xODA3MTgxOTISMTRaFwOxOTA3MTgxOTI5 \nMTRaMBsxDDAKBg
NVBAMTA3ZzMDELMAKGA1UEBhMCVVMwggEiMAOGCSgGSTIb3DQEB\NAQUAA4IBDWAWGGEKACIBAQ
CgFQb27th2ACOMJIvIWgLhlxRzobSb2Z2TQf0561£faXQ3\nIbiT+rnRWXetd/s2+iCv91d9LWONOm
P3MN2£f3SFbyze3dl7WrnVbjLmYul9MfOxs\nfmA+Bh6gpap5Yn2YddqoV6r fNGAuUveNLArN18
wODk/mpawpEQ930SalZfglgnoH\nRFrYgiSYT06X5g6RbUUEL14LTGXspz+plU46Za0i6Qyxtvz
4bneibffXN3IigpgIl6\nTGUV8R/J3Ps338VxVmSO9ZXBZmvbcIVoysYNIC1/0i3fgPZ1nBv0Otb
swqg4FoZO/\nWT+XHGhLep6cr/Aqg7ub6C4RfqbCwzB/XFKDIgnmAQkDBAGMBAAG)gYkwgY YwDA
YD\nVROTBAUWAWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFN/AnH8gLxocTtumNHIN\nEN4 T
FIDBMEOGA1UdIWRDMEGAFN/AnH8gLxXoCcTtumNHINEN4 IFIDBOR+KHTALMOww\nCgYDVQQDEWN2
czAxCzAJBgNVBAYTA1VTgggVQolFz4HPViANBgkghkiGOw0OBAQsF\nAAOCAQEAaOpUEepdeQnd
2Amwg8UFyxayb8eul3Eo6dlptvtyp+xtjhIC7Dh95CVXhy\nkJS3Tsu60PGR/b2vc3MZtAUpcL4c
eD8XntKPQgB1gqoB4bRogCelTnlGswRXDX5TS\ngMVrRjaWTBEF71kT4UjRO5rSxcDGplQRgjnOt
hgi+yPT+29+8a4Uu6J+3Kdrfljdp\nlnSWpuB9EyxtuCILNgXA2ncH7YKtoeNtChKCchhvPcoT
y60pmaolUQn5UMxstkvGT\nVGaNST1RWvOyigPXTIQblSgXi/uQsuRPcHDU7+KWRFn08USa6QVvVo?2

mDs9P7RIAAOK\n9QASTITOFIP1AKgNXxGoOJ12y0+48AA==\n—-~—~ END CERTIFICATE-----
\n",
" links": {

"self": {
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"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-
005056b482fc"
}

=== Creating a certificate in a cluster

These certificates can be used to help administrators enable certificate-

based authentication and to enable SSL-based communication to the cluster.

# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/hal+json" -H "Content-Type: application/json" -d "{
\"common name\": \"TEST-SERVER\", \"type\": \"server\" }"

=== Installing a certificate in a cluster

These certificates can be used to help administrators enable certificate-
based authentication and to enable-SSL based communication to the cluster.

# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/json" -H "Content-Type: application/Jjson" -d "{ \"type\":
\"server ca\", \"public certificate\": \"----- BEGIN CERTIFICATE-----
\nMIIFYDCCAOigAwIBAgIQCGFCgAAAAUUYES1AAAAATANBgkghkiGIwOBAQsFADBKMQswCQYD
VQQOG\NEwJVUzZESMBAGA1UEChMJISWR1b1RydXNOMScwJIQYDVQQDEX5JZGVUVHI1c3QgQ29tbWVy
Y21hbCBS\nb290IENBIDEWHhcNMTQWMTE2MTgxM]jIzWhcNMzQwMTE2MTgxMj I zWjBKMQswCQYD
VQOGEWJIVUzES\NnMBAGA1UEChMJSWR1b1RydXNOMScwJIQYDVQQODEx5JZGVuVHI1c3Q0gQ29tbWVy
Y21hbCBSb290IENB\nIDEwggIiMAOGCSgGSIb3DQEBAQUAA4ICDWAWGgIKAOICAQCNUBNneP5k9
1DNG8WORYYKyqU+PZ41d\nhN1T3Qwo2dfw/66VQ3KZ+bVdf IrBQuEXUHTRgQ18zZshg0PirKle
hm7zCYofWjK9ouuU+ehcCuz/\nmNKvcbO0U590h++SvL3sTzIwiEsXX1fEUSL2ApeN2WIrvyQf
Yo3fw7gpS014PINgiCL8mdo2yMKi\nlCxUAGclbnO/AljwpN31sKImesrgNqUZFvX9t++uP0D1
bVoE/c40yiTcdCMbXTMTE13EASX2MNOC\nXZ%/glUe9t0OsbobtJSdifWwLziuQkkORiTO/Br4dsO
dBeo0XKIanoBScyORNnNGF7HamB4HWfplIYVI\n3ZBWzvurpWCdxJ35UrCLvYf5]jysjCiN20/cz
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4ckA82n5S56LgTrx+kzmEB/dECH7+BlrlsazRGMzy\nNeVJISQjKVsk9+w8YLfYsSTwRPCTY/JTw43
6R+hDmrfYi7LNQZReSzIJTj0+kuniVycOuMNOYZKdHzV\nWYfCPO4MXFLOPfdSgvHqo6z9STQa
KPNBiDoT7uje/5kdX7rL6B7yuVBgwDHTc+XvvgDtMwt 0viAg\nxGds8AgDelWAf0Z01gf0H] 7h
9tgJ4TNkK2PXM16f+cB7D3hv17yTmvmcEpB4eoCHFddydJIxVdHix\nuuFucAS6T6C6aMN7/zHw
cz091CgxCOEOQ0P5NiGVreTO01wIDAQARBOOIWQDAOBGNVHQEBAFfSEBAMC\nAQYwDWYDVROTAQH/
BAUWAWEB/zAdBgNVHQ4EFgQU7UQZwNPwBovupHU+QucmVMiONNYwDQYJKoZ I \nhvcNAQELBQAD
ggIBAA2ukDL2pkt 8RHYZYR4nKM1eVO81vOMIkPkpl650COGUAFIvLi5+U1lKMt lwH\n6016myYtQ
1NeCgN9hCQCTrQ0U5s7B8jeUelLBfnLOic7iPBZM4zY0+sLj7wM+x8uwtLRVM7Kgas6pg\nghst
O80EPVeK1lh6cdbjTMM1gCIOQ045U8UlmwE10AOCT 70V+wh93nAbowacYXVKV7cndJZ5t+gnt\n
0z000F172ulQ8zW/7esUTTHHYPTa8YecdkjixsU3+wYQ+nVZZjFHKdp2mhzpgg7vmr1R94gjmm
mv\nYjz1lVYA211QC//G5Xc7UI2/YRYRKW2XviQzdFKcgyxilJoQN+QHwotLOAMhOJgEQSI512x
PE4iUX\nfeu+hlsXIFRRkOpTAwvsXcoz7WLIRccVIWIXYOoIAS55vrX/hMUpu091EpCANTDd1l1lzzY
9Gv1U47/ro\nkTLgllgEIt44w8y8bckzOmoKaT+gyOpyj4xjhiO9bTyWnpXgSUyqgorkgG5w2gX
Jtw+hG41ZZRHUe\n2XWJUcOQhJ1hYMtd+ZciTY6Y5uN/91u7rs3KSoFrXgvzUeF0K+1+J6fZmU
10+KWA2yUPHGN11skz\nZ2s8EIPGrd6ozRa0jfAHN3GE8qv8QfXBi+wAN1O0J5U6A7 /gxXDgGpR
tK4dwi4LTzcgx+QGtVKNO7R\ncGzM7vRX+B1i6hG6H\n-————- END CERTIFICATE--—--- \n\"

K

=== Installing a certificate on a specific SVM

# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/json" -H "Content-Type: application/json" -d "{ \"svm\" : {
\"name\" : \"vsO\" }, \"type\": \"server ca\", \"public certificate\":
\"-———- BEGIN CERTIFICATE-----

\nMIIFYDCCAOigAwIBAgIQCGFCgAAAAUUYES1AAAAAIANBgkghkiGIwOBAQsFADBKMQswCQYD
VQQOG\NEwJVUzZESMBAGA1UEChMJISWR1b1RydXNOMScwJIQYDVQQDEX5JZ2GVUuVHI1c3QgQ29tbWVy
Y21hbCBS\nb290IENBIDEWHhcNMTQWMTE2MTgxMjIzWhcNMzQwMTE2MTgxMj I zWjBKMQswCQYD
VQOGEWJIVUzES\NMBAGA1UEChMJSWR1b1RydXNOMScwJIQYDVQQODEx5JZGVuVHI1c3Q0gQ29tbWVy
Y21hbCBSb290IENB\nIDEwggIiMAOGCSgGSIb3DQEBAQUAA4AICDWAWGYIKAOICAQCNUBNneP5k9
1DNG8WIORYYKyqU+PZ41d\nhN1T3Qwo2dfw/66VQ3KZ+bVdf IrBQuEXUHTRgQ18zZshg0PirKle
hm7zCYofWjK9ouuU+ehcCuz/\nmNKvcbO0U590h++SvL3sTzIwiEsXX1fEUSL2ApeN2WIrvyQf
Yo3fw7gpS014PINgiCL8mdo2yMKi\nlCxUAGclbnO/AljwpN31sKImesrgNqUZFvX9t++uP0D1
bVoE/c40yiTcdCMbXTMTE13EASX2MNOC\nXZ%/glUe9t0OsbobtJSdifWwLziuQkkORiT0/BrdsO
dBeo0XKIanoBScyORNnNGF7HamB4HWfplIYVI\n3ZBWzvurpWCdxJ35UrCLvYf5]jysjCiN20/cz
4ckA82n5S6LgTrx+kzmEB/dEcCH7+BlrlsazRGMzy\nNeVJISQjKVsk9+w8YLfYs7TwRPCTY/JTw43
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6R+hDmrfYi7LNQZReSzIJTj0+kuniVycOuMNOYZKdHzV\nWYfCPO4MXFLOPfdSgvHqo6z9STQa
KPNBiDoT7uje/5kdX7rL6B7yuVBgwDHTc+XvvgDtMwt 0viAg\nxGds8AgDe lIWALT0ZO1gf0HS 7h
9tgJ4TNkK2PXM16f+cB7D3hv17yTmvmcEpB4eoCHFddydJIxVdHix\nuuFucAS6T6C6aMN7/zHw
cz091CgxCOEO0P5NiGVreTO01wIDAQABOO IWQDAOBGNVHQ8BATfSEBAMC\NAQYwDwWYDVROTAQH/
BAUWAWER/zAdBgNVHQ4EFgQU7UQZWNPwBovupHu+QucecmVMiONNnYwDQYJKoZ I \nhveNAQELBQAD
ggIBAA2ukDL2pkt8RHYZYR4nKM1eVO81vOMIkPkpl650COGUAFjvLi5+ULKMtlwH\n6016mYtQ
1NeCgN9hCQCTrQ0U5s7B8jeUeLBfnLOic7iPBZM4zY0+sL]7wM+x8uwtLRVvM7Kgas6pg\nghst
O80EPVeK1lh6cdbjTMM1gCIOQ045U8UlmwEF10AQ0C])70V+wh93nAbowacYXVKV7cndJZ5t+gnt\n
0z000F172ulQ8zW/7esUTTHHYPTa8Yec4kjixsU3+wYQ+nVZZjFHKdp2mhzpgg7vmr1lR94gjmm
mv\nYjz1lVYA211QC//G5Xc7UI2/YRYRKW2XviQzdFKcgyxilJoQN+QHwot LOAMhOjQEQSIS512x
PE4i1UX\nfeu+hlsXIFRRkOpTAwvsXcoz 7WLIRccVWIXYoIAS55vrX/hMUpu091EpCANTDd11zzY
9Gv1U47/ro\nkTLgllgEIt44w8y8bckzOmoKaT+gyOpyj4xjhiO9bTyWnpXgSUygorkgG5w2gX
Jtw+hG41ZZRHUe\n2XWJUcO0QhJ1hYMtd+ZciTY6Y5uN/91u7rs3KSoFrXgvzUeFO0K+1+J6fZmU
10+KWA2yUPHGNiiskz\nZ2s8EIPGrd6ozRa0j fAHN3GE8qv8QfXBi+wAN10J5U6A7/qxXDgGpR
tK4dwidLTzcgx+QGtVKNO7R\ncGzM7vRX+Bi6hG6H\n---—- END CERTIFICATE----- \n\"

po

=== Deleting a certificate using its UUID

# The API:
/api/security/certificates/{uuid}

# The call:
curl -X DELETE "https://<mgmt-ip>/api/security/certificates/dad2363b-8ac0-
11e8-9058-005056b482fc?fields=*" -H "accept: application/hal+json"

=== Signing a new certificate signing request using an existing CA
certificate UUID

Once you have created a certificate of type "root ca", you can use that
certificate to act as a local Certificate Authority to sign new
certificate signing requests. The following example signs a new
certificate signing request using an existing CA certificate UUID. If
successful, the API returns a signed certificate.

# The API:
/api/security/certificates/{ca.uuid}/sign
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# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates/253add53-8ac9-
11e8-9058-005056b482fc/sign™ -H "accept: application/json" -H "Content-
Type: application/json” -d "{ \"signing request\": \"--—--—- BEGIN
CERTIFICATE REQUEST-----
\nMIICYTCCAUKCAQAWHDENMASGA1UEAXMEVEVTVDELMAkKGA1UEBhMCVVMwggEiMAOG\nCSgGST
b3DOEBAQUAA4 IBDWAWGGEKAOIBAQCiBCUVEbYHNAOO7viRQFa4JqL2cHgK\ndr1Tj5hz 9RVQFK
Z7VPh8DSPOLoTbYWsvrTkbuDOWi715MVQCsbkg/mHos+Y51fgs\nNP5K92fc6EhBzBDYFgZGEn
tZYJJEG5MPerIUE7CEVyT706sjWOlxeY33pjefObyvP\nBcIJkBHg6SFIK/ TDLvIYJkonLkJEOJO
TI6++a3I/1bCMfUeuRtLU9ThWlnalkMMYK\n4T16/Bxgm4bha2U2jtoscOWltnld/capct+eqRV
07WVbMmEOTtop3cv0h3N0S61bn\nFkd96DXzeGWbSHFHckeCZ9b0OHhnVbfEa/efkPLx7z1iMC8G
tRHH1wbnK7AgMBAAGg\nNnADANBgkghkiGOw0BAQsFAAOCAQEAf+rs1i5PHaOSI2HtTM+Hev/p71
yvzgoLL+aeU\ntB0OV4iuoXdgY¥80QeWoPI92ci0K08JuSpubDODWCKlst fwuGkAA2bOWr7ZDRonT
Ug\nmJ4j3047MLysW4Db2LbGws /AuDsCIrBIJDWHMpHagsvRbpMx2xQ/V50agUw5eGGpN\ned fg
/E2kImGkpxwkUzT7wlRZirpND4xL+XTzpzeZggalpXugdyjIX1I5hpRESZ9/\nAKGISCWxI15I
ZdxxFVX1Bcmm6oWpJdnnbogkcKeXz95GM6Re+oBy9t1lgvwv1iVd5s8uHX+bycFiZp09Wsm8Ev727M
z1iZ+0II9nxwkDKsdPvam+KLIOhLQ==\n----- END CERTIFICATE REQUEST----- \n\",
\"hash function\": \"sha256\"}"

# The response:

{

"public certificate": "----- BEGIN CERTIFICATE-----
\nMIIDBzCCAe+gAWIBAgIIFUKQpcqeaUAWDQYJKoZIhveNAQELBQAWHDENMASGAIUE\nAxXMEUk
FDWDELMAkKGA1UEBhMCVVMwHhCNMTgwNzE4MJAZMTAIWhecNMTkwNzE4AMjAz\nMTA1WJACMQOWCwW
YDVQQODEWRURVNUMQswCQYDVQQOGEwWJVUzCCASIwDQYJKoZIhveN\nAQEBBQADggEPADCCAQoCYY
EBAKIEK5VI9tgcl047u+NFCNrgmovZweop2uVOPMHP1I\nFWoUpntU+HwWNI/OQuhNthay+tORu4 PR
aLvXkxVAKxuSr+Yeiz5jmV+qw0/kr3Z29zo\nSEHMENgWBkYWellgmMQbkw96shQTsJ9XLujqyN
Y6XF57 femN585vK88FwmQEeDpI\nUkr9MMu8hgmSicuQkQ4mhMjr75rc]/VsIx9R65GO0tT10Fa
WAdrWQwxgrhPXr8HGChb\nhuFrzTa021ixzRaW2eV39xqlz56pFXTtZVsyYQ502indy/SHc3RLGVu
CWR330NfN4\nZZztIcUdyR4Inls4eGdVt8Rr95+Q8vHvOIwLwalEceXBucrsCAWEARANNMEswCQ
YD\nVROTBAIWADAdABgNVHQA4EFgQUJIMPxjeWlG76TbbD2tXB8dwSpI3MwHwYDVROjBBgw\nFoAU
u5aHO0MWR4cFoN917k96d20p3sPwwDQYJKoZIhveNAQELBQADGGEBATISai+Zi\nFQZUXRTqJCgH
SgBThARNeVWQYkYpyAXmTR7QeLf1d4ZHL3314xWCgX3uviW7SFJILe\nZajT2AVmgiDbaWIHtDtv
qz1BY78PSqgUwPH/IyARTEOBeikp6KdwMPraehDIBMACc\NANY58wXiTBbs18UMD6tGecgnzwbs
x1MmadGvrfJedmgY4zert 6NNvgtTPhcZQdLS\nEQ0fGzHS6+3ajCCfEEhPNPeR9D0eb5Me811i9Es
QGENrnJzTci8rzXPuF4bC3gghrKI\nIl+kmJQlkLYVUcsntcrIiHmNvtPFJY6stjDgQKS9abd/
THhPpokPtZoCmE6PDxh6\nR+d0O6COhcDKHFzA=\n——--- END CERTIFICATE-—---- \n"

}

=== Generate a new Certificate Signing Request (CSR)

# The API:
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/api/security/certificate-signing-request

# The call:
curl -X POST "https://<mgmt-ip>/api/security/certificate-signing-request"
-H Taccept: application/json" -H "Content-Type: application/json" -d "{

\"algorithm\": \"rsa\", \"extended key usage\": [\"serverauth\"],

\"hash function\": \"sha256\", \"key usage\": [\"digitalsignature\"],
\"security strength\": \"112\", \"subject alternatives\": { \"dns\": [
\"*.example.com\", \"*.examplel.com\" ], \"email\": [\"abc@example.com\",
\"abc@examplel.com\"], \"ip\": [\"10.225.34.223\", \"10.225.34.224\"],
\"uri\": [\"http://example.com\", \"http://examplel.com\"] 1},

\"subject name\": \"C=US,O=NTAP,CN=test.domain.com\"}"
{

Vggrly Voooo= BEGIN CERTIFICATE REQUEST----- \n----- END CERTIFICATE
REQUEST-----— \n",

"generated private key": "----- BEGIN PRIVATE KEY----- \fA===== END PRIVATE
KEY----- \n"

[[ID33ce6d3a4153d076183471c2£6dd£351]]

= Retrieve security certificates

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/certificates #

*Introduced In:* 9.6
Retrieves security certificates.
== Related ONTAP commands

* “security certificate show"

== Parameters

[cols=5%*,options=header]
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| Type
| In
|Required

| Description

|uuid

| string

|query

| False

alFilter by uuid

* Introduced in: 9.8

|serial number
|string

| query

| False

al|Filter by serial number

lprivate key

| string

| query

| False

a|Filter by private key

* Introduced in: 9.8

| common name
| string

| query

| False

alFilter by common name

lhash function

|string

| query

| False

a|Filter by hash function

|public certificate
| string
| query
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| False

alFilter by public certificate

* Introduced in: 9.8

| ca

|string

| query

| False
al|Filter by ca

| key size
| integer
| query

| False

alFilter by key size

| name
|string
| query
| False

al|Filter by name

* Introduced in: 9.8

| scope
| string
| query
| False

al|Filter by scope

|lexpiry time
|string

| query

| False

a|Filter by expiry time

|subject key identifier
| string

| query

| False
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a|Filter by subject key identifier

* Introduced in: 9.8

| type

| string

| query

| False

alFilter by type

|authority key identifier
|string

| query

| False

a|Filter by authority key identifier

* Introduced in: 9.8

|intermediate certificates
| string

|query

| False

a|Filter by intermediate certificates

* Introduced in: 9.8

| svm.uuid
|string

| query

| False

al|Filter by svm.uuid

| svm.name
| string
|query

| False

alFilter by svm.name

| fields
|larray[string]
| query

409



| False

al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds. ONTAP
returns earlier i1f either max records or the end of the collection is
reached.

* Default value: 1
* Max value: 120

* Min value: O

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,
of records is returned.

only the number

* Default wvalue: 1

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response
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Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
| link:# links[ links]
al

|num records

| integer
a|Number of records

| records

larray[link:#security certificate[security certificate]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"next": {
"href": "/api/resourcelink”
b
"self": {
"href": "/api/resourcelink”
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
1
b

"authority key identifier":

"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03

:3D:EB:41:75

:D7",
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"ca": "string",

"common name": "test.domain.com",
"expiry time": "string",
"hash function": "string",

"intermediate certificates": |

MITBuzCCAWWgAWIBAgGIIFTZBrgZwUUMwDQYJKoZ IhvcNAQELBQAWHDENMASGALUE
AxXMEVEVTVDELMAkGA1IUEBhMCVVMWwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAxXWjAcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQGEwWJVUzZBCcMAOGCSgGSIb3DQER
AQUAAOSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6yc)xHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnwd zmoSCkHJACMQOwCwYDVQQD
EwRURVNUMQOswCQYDVQQOGEwJVU4ITIFTZBrgqZwUUMwDQYJKoZIThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr61klnkBtVBDTmLnrC ——-——- END CERTIFICATE----- "
I
"name": "certl",
"private key": "--—--- BEGIN PRIVATE KEY-----

MIIBVAIBADANBgkghkiGOwOBAQEFAASCAT4wggE6AgGEAAKEAUL/a8f3G47cZ6pel
Hd3aONMNkGJ8vSCH5Q7)icuDm92VtVwkAACEjI0ZSLY1JvPD+odL+1FzVQSmkneW?7
VCGQYQIDAQABAKACENpg6GCQOxoneLOghv1UrRotNZGvgpUOEAVHK3X7AJThz5SU4V
an36gvsAt5ghFMVM2iGvGaXb]j0dAd+Jg64pxAiEA32EhOmPtFSMZhTIUMeGecPmPk
qIYCEuP8a/ZLmI9%s4TsCIQDWVLQuUV)SVEwPhiOTFALSWOAET8X5LBFQtGX5Q1Uep
EwIgFngM02Gc4wtLoga2d4gPkYul3+uUWOhLd4XSd6i/0S8CIQDT3elU+Rt+gIwW
uOcFrVvNYSV3HNzDfSON/ToxTagfewIgPvXADe5c2EWbhCUkhN+ZCf38AKewKITW
1Q0cDy4L+fl4= —-———- END PRIVATE KEY-—---- W,

"public certificate": "----- BEGIN CERTIFICATE-----
MITBuzCCAWWgAWIBAGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGALUE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAXWIJACMQOWCWYDVQQODEWRURVNUMQswCQYDVQQOGEWJIJVUzZBCcMAOGCSgGSIb3DQERB
AQUAAQSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSjJ9aal3yUmYTDIuMiP+6ycixHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7EvV/0/3+YNzYh5XN1ggjnwdzm
MESGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnw4d zmoSCkHjACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEwWJVU4IIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPqnri0KuvObEeybrbPW45sgsnT5dyek /32U

9Yr61klnkBtVBDTmLnrC —----- END CERTIFICATE----- p
"scope": "string",
"serial number": "string",

"subject key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:EB:41:75:D8",

"svm": |
" links": {
"self": {
"href": "/api/resourcelink"
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}
by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

Yy

"type": "string",
"uuid": "string"
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[%collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type

| Description

| next

| link:#href[href]

al

| self
| link:#href [href]
a |
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[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#svm]
[.api-collapsible-fifth-title]

Svm

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#security certificate]
[.api-collapsible-fifth-title]
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security certificate

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

|authority key identifier

|string

a|Provides the key identifier of the issuing CA certificate that signed
the SSL certificate.

| ca
|string

al|Certificate authority

| common name

|string

a|FQDN or custom common name. Provide on POST when creating a self-signed
certificate.

lexpiry time

| string

al|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.

|lhash function

|string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates

|larray[string]

a|Chain of intermediate Certificates in PEM format. Only valid in POST
when installing a certificate.
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|key size
| integer

a|Key size of requested Certificate in bits.

One of 512, 1024, 1536, 2048,
3072.

Can be provided on POST if creating self-signed certificate.

Key
size of 512 is not allowed on POST.

| name
| string

al|Certificate name. If not provided in POST,

a unique name specific to the
SVM is automatically generated.

lprivate key
|string
al|Private key Certificate in PEM format.

Only valid for create when
installing a CA-signed certificate.

This is not audited.

|public certificate
|string

al|Public key Certificate in PEM format.

If this is not provided in POST, a
self-signed certificate is created.

| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| serial number

| string

alSerial number of certificate.

|subject key identifier
| string

a|Provides the key identifier used to identify the public key in the SSL
certificate.

| svm

| link:#svm[svm]
a |
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| type
| string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]

* Introduced in: 9.6

|uuid
|string
a|Unique ID that identifies a certificate.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

| string
a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDa81572e424976a2del4923876983c51b] ]

= Create or install security certificates

[.api-doc-operation .api-doc-operation-post]#POST#

block]# /security/certificates #

*Introduced In:* 9.6

[.api-doc-code-

419



Creates or installs a certificate.

== Required properties

* “svm.uuid’ or “svm.name - Existing SVM in which to create or install

the certificate.

* “common name - Common name of the certificate. Required when creating a
certificate.

* “type’ - Type of certificate.

* "public certificate’ - Public key certificate in PEM format. Required

when installing a certificate.
* "private key' - Private key certificate in PEM format. Required when

installing a CA-signed certificate.
== Recommended optional properties

* “expiry time’ - Certificate expiration time. Specifying an expiration
time is recommended when creating a certificate.

* “key size’ - Key size of the certificate in bits. Specifying a strong
key size is recommended when creating a certificate.

* ‘name’ - Unique certificate name per SVM. If one is not provided, it is
automatically generated.

== Default property values

If not specified in POST, the following default property values are

assigned:

* “key size® - 2048

* “expiry time® - P365DT

* “hash function® - sha256

== Related ONTAP commands

* ‘security certificate create’
* “security certificate install’

== Parameters

[cols=5%*,options=header]

| Name

| Type
| In
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|Required
| Description

| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

* Default value:

== Request Body

[cols=3*,options=header]

| Type
| Description

|authority key identifier

|string

a|Provides the key identifier of the issuing CA certificate that signed
the SSL certificate.

| ca
| string
al|Certificate authority

| common name
| string
a|FQDN or custom common name. Provide on POST when creating a self-signed

certificate.

lexpiry time

| string

a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.
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lhash function

| string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates
|larray[string]
a|Chain of intermediate Certificates in PEM format. Only valid in POST

when installing a certificate.

| key size

| integer

a|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate. Key
size of 512 is not allowed on POST.

| name

| string

al|Certificate name. If not provided in POST, a unique name specific to the
SVM is automatically generated.

|lprivate key

|string

al|Private key Certificate in PEM format. Only valid for create when
installing a CA-signed certificate. This is not audited.

|public certificate

|string

a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.

|serial number
| string

a|Serial number of certificate.

| subject key identifier

|string

a|Provides the key identifier used to identify the public key in the SSL
certificate.
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| svm
| link:#svm[svm]
al

| type
| string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]

* Introduced in: 9.6

|uuid
| string
a|Unique ID that identifies a certificate.

.Example request
[3collapsible%closed]

[source, json, subs=+macros]

{
"authority key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:%¥4:06:09:03:3D:EB:41:75:D7",

"ca": "string",

"common name": "test.domain.com",
"expiry time": "string",

"hash function": "string",

"intermediate certificates": |

MITBuzCCAWWgAWIBAgIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBOQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
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OTAXWjAcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQGEwWJVUzBCcMAOGCSgGSIb3DQER
AQUAAOSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6yc)xHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnwd zmoSCkHJACMQOwCwYDVQQD
EwRURVNUMQOswCQYDVQQOGEwJVU4ITIFTZBrgZwUUMwDQYJKoZIThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr61klnkBtVBDTmLnrC —-—-——- END CERTIFICATE----- "
I
"name": "certl",
"private key": "--—--- BEGIN PRIVATE KEY-----

MIIBVAIBADANBgkghkiG9wOBAQEFAASCAT4wggE6AGEAAKEAUL/a8£3G47cZ6pel
Hd3aONMNkGJ8vSCH5Q7)icuDm92VtVwkAACEjI0ZSLY1JvPD+odL+1FzVQSmkneW?7
VCGqYQIDAQABAKACENpg6GCOxoneLOghv1UrRotNZGvgpUOEAVHK3X7AJhz5SU4V
an36gvsAt5ghFMVM2iGvGaXb]j0dAd+Jg64pxAiEA32EhOmPLtFSMZhTIUMeGecPmPk
qIYCEuP8a/ZLmI9%s4TsCIQDWVLQuUvV)SVEfwPhiOTFALSWOAET8X5LBFQtGX5Q1Uep
EwIgFngM02Gc4wtLoga2d4gPkYul3+uUW9hLd4XSd61/0S8CIQDT3elU+Rt+gqIwil
u0cFrVvNYSV3HNzDfSIN/IToxTagfewIgPvXADe5c2EWbhCUKhN+ZCEf38AKewKOTW
1Q0cDy4L+fl4= —-———- END PRIVATE KEY----- W,

"public certificate": "----- BEGIN CERTIFICATE-----
MITBuzCCAWWgAWIBAGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGALIUE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMTgw
OTAxXW]AcMQOwCwYDVQODEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQEB
AQUAAOSAMEgCQQDaPvbqUJIJFJ6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6yc)xHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MESGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnw4d zmoSCkHjACMQOwCwYDVQQD
EwRURVNUMQswCQYDVQQGEwWJVU4IIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE /32U
9Yr61klnkBtVBDTmLnrC ——-——-— END CERTIFICATE-—--—-— W

"serial number": "string",

"subject key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:ER:41:75:D8",

"svm": {

"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"type": "string",
"uuid": "string"
}
== Response

Status: 201, Created
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[cols=3*,options=header]

| Name

| Type
| Description

|num records

| integer

a|Number of records

| records

larray[link:#security certificate[security certificate]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"records": [

{

"authority key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:EB:41:75:D7",

"ca": "string",
"common name": "test.domain.com",
"expiry time": "string",

"hash function":

"intermediate certificates":

MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAxXW]AcCMQOwCwYDVQQODEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQERB
AQUAAQSAMEgGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSjJ9aal3yUmYTDOuMiP+6ycixHWB
e8u9z6yCHsWO3ync+dnhE5c5z8wuDAY0fv15AgMBAAGIgYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7Ev/0/3+YNzYh5XN1qqinw4zmoSCkHACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEwWJVU4IIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U
9Yr61k1lnkBtVBDTmLnrC -

1,
"name": "certl",

"private key": "

"string",
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MIIBVAIBADANBgkghkiGOwOBAQEFAASCAT4wggEGAgGEAAKEAULl /a8£3G47cZ6pel
Hd3aONMNkGJI8vSCH5Q7icuDm92VtVwkAACEJI0oZSLY1JvPD+odL+1FzVQSmkneW?
VCGgYQIDAQABAKAcCENpg6GCOxoneLOghv1UrRotNZGvagpUOEAVHK3X7AJhz55U4V
an36qvsAt5ghFMVM2iGvGaXbj0dAd+Jg64pxAiEA32EhOmPtFSMZhTIUMeGePmPk
qIYCEuP8a/ZLmI9s4TsCIQDWvLQuUv]SVEwPhiOTFAbSwgAET8X5LBFQtGX5Q1Uep
EwIgFngM02Gc4wtLoga2d4gPkYul 3+uUW9hLd4X3d61/0S8CIQDT3elU+Rt+gIwiW
uOcFrVvNYSV3HNzDfSON/ToxTagfewIgPvXADe5c2EWbhCUkhN+ZCf38AKewKITW
1Q0cDy4L+£fl4= ————- END PRIVATE KEY----- W,

"public certificate": "----- BEGIN CERTIFICATE-----
MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkKGA1UEBhMCVVMwHhcNMTgwNjA4MTgwOTAXWhcNMTkwNjA4AMTgw
OTAxXW]AcCMQOwWCwYDVQQODEWRURVNUMQswCQYDVQQGEWJIJVUzZBcMAOGCSgGSIb3DQER
AQUAAOSAMEgCQQDaPvbqUJIJFJ6NNTyK3Yb+ytSjJ9aa3yUmYTDOuMiP+6ycy)xHWB
e8u9z6yCHsWO3ync+dnhE5c5z8wuDAY0fv15AgMBAAGTgYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7Ev/0/3+YNzYh5XN1qqjnw4zmoSCkHJAcMQOWCWYDVQQOD
EwRURVNUMQswCQYDVQQGEWJIVU4IIFTZBrgZwUUMwDQYJKoZ IThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgqnri0KuvObEeybrbPW45sgsnT5dyeE/32U
9Yr61k1lnkBtVBDTmLnrC ——-——-— END CERTIFICATE-———-- W

"serial number": "string",

"subject key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:ER:41:75:D8",

"svm": |

"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"type": "string",
"uuid": "string"
}
]
}
== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 3735645

| Cannot specify a value for serial. It is generated automatically.
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3735622
The certificate type is not supported.

3735664
The specified key size is not supported in FIPS mode.

3735665
The specified hash function is not supported in FIPS mode.

3735553
Failed to create self-signed Certificate.

3735646
Failed to store the certificates.

3735693

The certificate installation failed as private key was empty.

3735618
Cannot accept private key for server ca or client ca.

52363365
Failed to allocate memory.

52559975
Failed to read the certificate due to incorrect formatting.

52363366
Unsupported key type.

52560123
Failed to read the key due to incorrect formatting.

52559972
The certificates start date is later than the current date.

52559976
The certificate and private key do not match.

52559973
The certificate has expired.

52363366
Logic error: use of a dead object.

3735696

Intermediate certificates are not supported with client ca and server ca
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type certificates.

| 52559974

| The certificate is not supported in FIPS mode.

| 3735676

| Cannot continue the installation without a value for the common name.

Since the subject field in the certificate is empty,

the field

"common name" must have a value to continue with the installation.

| 3735558

| Failed to extract information about Common Name from the certificate.

| 3735588

| The common name (CN) extracted from the certificate is not wvalid.

| 3735632

| Failed to extract Certificate Authority Information from the

certificate.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
|string

[# links]
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[.api-collapsible-fifth-title]
_links

[#svm]

[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Name

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#security certificate]
[.api-collapsible-fifth-title]
security certificate

[cols=3*,options=header]

| Type

| Description
|authority key identifier

| string

a|Provides the key identifier of the issuing CA certificate that signed
the SSL certificate.

| ca
| string

a|Certificate authority

| common name
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| string
a|FQDN or custom common name. Provide on POST when creating a self-signed
certificate.

lexpiry time

| string

a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10

years.

|lhash function

|string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates
|larray[string]
al|Chain of intermediate Certificates in PEM format. Only wvalid in POST

when installing a certificate.

| key size

| integer

al|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate. Key
size of 512 is not allowed on POST.

| name

|string

al|Certificate name. If not provided in POST, a unique name specific to the
SVM is automatically generated.

lprivate key
| string
a|Private key Certificate in PEM format. Only valid for create when

installing a CA-signed certificate. This is not audited.

|lpublic certificate

| string

a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.
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| serial number
| string
alSerial number of certificate.

|subject key identifier

| string

a|Provides the key identifier used to identify the public key in the SSL
certificate.

| svm
| link:#svm[svm]
a

| type
|string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]

* Introduced in: 9.6

|uuid
| string
al|Unique ID that identifies a certificate.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
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[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[IDee335707d8358£953733caf077276ef£3]]

= Sign security certificates

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/certificates/{ca.uuid}/sign #

*Introduced In:* 9.6
Signs a certificate.
== Required properties

* “signing request’ - Certificate signing request to be signed by the
given certificate authority.

== Recommended optional properties

* “expiry time’ - Certificate expiration time. Specifying an expiration
time for a signed certificate is recommended.

* "hash function® - Hashing function. Specifying a strong hashing function
is recommended when signing a certificate.

== Default property values

If not specified in POST, the following default property values are

assigned:
* “expiry time® - P365DT
* “hash function® - sha256

== Related ONTAP commands

* “security certificate sign’

This API is used to sign a certificate request using a pre-existing self-
signed root certificate. The self-signed root certificate acts as a
certificate authority within its scope and maintains the records of its
signed certificates.
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The root certificate can be created for a given SVM or for the cluster
using [ POST security/certificates’].

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|ca.uuid
| string
|path
| True

a|UUID of the existing certificate authority certificate

| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

* Default value:

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

lexpiry time

| string

al|Certificate expiration time. The allowed expiration time range is
between 1 day to 10 years.
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lhash function
| string
a|Hashing function

| signing request

| string

alCertificate signing request to be signed by the given certificate
authority. Request should be in X509 PEM format.

.Example request
[3collapsible%closed]
[source, json, subs=+macros]

{

"expiry time": "string",
"hash function": "string",
"signing request": "'--—--- BEGIN CERTIFICATE REQUEST-----

MIICYDCCAUgCAQAWGZEMMAOGAIUEAXMDQUJIDMQOswCQYDVQQGEwJVUzCCASIwDQYJ
KoZIhvcNAQEBBQADGGEPADCCAQoCGgEBAPF+82S1qT3Vyu3Jx4 IAWHCO5SEGWLOXY
zQ6KNjz71Fcalnl/AlCbCPyOsSupGVObvdWxX7xLVMJI2SXb7Th43GCaYyX6FXJO4F
HOpmLvB+jxdeiW7SDbiZyLUlsvA+oRO/uNlcug773QZdKLjJD64erZZMRUNbUJRBS
bARxAU10FPvgTraSQOUWS5sRL1iGKeAyKAdwekYelVgjHRTBizFbD4dI3n]jfva/2B1
jf+kkulgcLJTudNtkgeimgMKyraYuleYcYk2K+C//ONuNOuPbDfTXCM7061vik09
Szi8nLN70XE9KoAA93U/BCpSfpl8XIbdcGnEr8hgVHOOLZS0o+KZBFxMCAWEAAAAA
MAQOGCSgGSIb3DQEBCWUAA4IBAQC2VEYpvgsFrm5GnPx8t0OBD1xsTyY jbWIMDShAF
1FrvF9Sw9QGCtDyacxkwgdhQx818J1iIS5GOY6WWLB1 9FMkLONAhDLIOXF3WEF7vEYqg
RKgrz3bd/Vg96fsRZNYIPLGmoEagqLOh3FOCGc2VbdsRIPwWON3fwthxkIRd6ds6/q
jc5cpSmVsCOgu+OKCcpRX1ikYDbKkWXEfTZ1AhSfn6njBYFAZ9+PNAU/0JRQh5bX60n0
5heniTcAJLWUZP/CQ8nxHYOWgy+1rAtM33d5¢cVmhUlBXQSTIru/0Z2kA/b9fK5Zv8E
ZMADYUOEVIG59Vxhyci81lzYf+Mx18gBSF+Z2dC4yWhzDgZtM9 —-—-—--— END CERTIFICATE
REQUEST-—-—-- '

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type
| Description

|lpublic certificate
| string
a|CA signed public key Certificate

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"public certificate": "string"

Status: Default

ONTAP Error Response Codes

Error Code | Description

| 3735628
| Failed to use CA certificate for signing.

| 3735665

| The specified hash function is not supported in FIPS mode.

| 52559974
| The certificate is not supported in FIPS mode.

| 3735626
| Failed to generate signed Certificate.

| 3735558
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| Failed to

| 3735588

extract information about Common Name from the certificate.

| The common name (CN) extracted from the certificate is not wvalid.

| 3735632

| Failed to extract Certificate Authority Information from the
certificate.

| 3735629

| Failed to sign the certificate because Common Name of signing
certificate and Common Name of CA certificate are same.

| 3735630

| Failed to sign the certificate because expiry date of signing
certificate exceeds the expiry date of CA certificate.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]
//Start collapsible Definitions block

[#security certificate sign]
[.api-collapsible-fifth-title]
security certificate sign

[cols=3*,options=header]

| Type

| Description

lexpiry time

| string

alCertificate expiration time. The allowed expiration time range is

between 1 day to 10 years.

|lhash function

|string

a|Hashing function
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| signing request

| string

a|Certificate signing request to be signed by the given certificate
authority. Request should be in X509 PEM format.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments
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| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDcab5£75d89367d22bebel3921bcab057]]
= Delete security certificates

[.api-doc-operation .api-doc-operation-delete] #DELETE#

block]# /security/certificates/{uuid} ' #

*Introduced In:* 9.6

Deletes a security certificate.

== Related ONTAP commands

* “security certificate delete’

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

[.api-doc-code-
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| Description

|uuid

| string

| path

| True
al|Certificate UUID

== Response
Status: 200, Ok

== Error
Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 3735644
| Cannot delete server-chain certificate. Reason: There is a corresponding

server certificate for it.

| 3735679
| Cannot delete pre-installed server ca certificates through REST. Use CLI

or ZAPI.

| 3735650
| Deleting this client ca certificate directly is not supported. Delete

the corresponding root-ca certificate using type "root ca’ to delete the

root, client, and server certificates.

| 3735627
| Deleting this server ca certificate directly is not supported. Delete

the corresponding root-ca certificate using type ‘root ca’ to delete the

root, client, and server certificates.

| 3735589
| Cannot delete certificate.

| 3735590
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| Cannot delete certificate. Failed to remove SSL configuration for the

certificate.

| 3735683
| Cannot remove this certificate while external key manager is configured.

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

442



| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID7ald3e7e174bd204419¢c953£f174bed98]]
= Retrieve security certificates

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/certificates/{uuid} #

*Introduced In:* 9.6

Retrieves security certificates.

== Related ONTAP commands

* “security certificate show"

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid

|string

| path

| True
a|Certificate UUID
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| fields

|larray[string]

| query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

|authority key identifier

| string

a|Provides the key identifier of the issuing CA certificate that signed
the SSL certificate.

| ca
|string
a|Certificate authority

| common name

| string

a|FODN or custom common name. Provide on POST when creating a self-signed
certificate.

lexpiry time

|string

a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.
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|lhash function

|string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates
|larray[string]
al|Chain of intermediate Certificates in PEM format. Only wvalid in POST

when installing a certificate.

| key size

| integer

al|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate. Key
size of 512 is not allowed on POST.

| name

|string

al|Certificate name. If not provided in POST, a unique name specific to the
SVM is automatically generated.

lprivate key

|string

a|Private key Certificate in PEM format. Only valid for create when
installing a CA-signed certificate. This is not audited.

|lpublic certificate

| string

a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

|serial number
|string
alSerial number of certificate.
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| subject key identifier

| string

a|Provides the key identifier used to identify the public key in the SSL
certificate.

| svm
| link:#svm[svm]
al

| type
|string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.

* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in

ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"l

* Introduced in: 9.6

|uuid
| string
a|Unique ID that identifies a certificate.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
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b
"authority key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:ER:41:75:D7",

"ca": "string",

"common name": "test.domain.com",
"expiry time": "string",

"hash function": "string",

"intermediate certificates": |

MITBuzCCAWWgAWIBAgGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGALUE
AxXMEVEVTVDELMAkGA1IUEBhMCVVMWwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAxXWjAcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQGEWJVUzZBCcMAOGCSgGSIb3DQERB
AQUAAOSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6ycxHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnwéd zmoSCkHJACMQOwCwYDVQQD
EwRURVNUMQswCQYDVQQGEwJVU4ITIFTZBrgZwUUMwDQYJKoZIThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr61klnkBtVBDTmLnrC ——-——-— END CERTIFICATE----- "
I
"name": "certl",
"private key": "-—--- BEGIN PRIVATE KEY-----

MIIBVAIBADANBgkghkiG9wOBAQEFAASCAT4wggE6AgGEAAKEAUL/a8f3G47cZ6pel
Hd3aONMNkGJ8vSCH5Q7)icuDm92VtVwkAACEjI0ZSLY1JvPD+odL+1FzVQSmkneW?7
VCGgYQIDAQABAkACENpg6GCOxoneLOghv1UrRotNZGvgpUOEAVHK3X7AJhz55U4V
an36gvsAt5ghFMVM2iGvGaXbj0dAd+Jg64pxAiEA32EhOmPtFSMZhTIUMeGecPmPk
qIYCEuP8a/ZLmI9%s4TsCIQDWVLQuUvV)SVEwPhiOTFALSWOAET8X5LBFQtGX5Q1Uep
EwIgFngM02Gc4wtLoga2d4gPkYul3+uUWOhLd4XSd6i/0S8CIQDT3elU+Rt+gIwW
u0cFrVvNYSV3HNzDfSON/IoxTagfewIgPvXADe5c2EWbhCUKhN+ZCEf38AKewKOTW
1Q0cDy4L+fl4= —-———- END PRIVATE KEY-—-—--- W
"public certificate": "----- BEGIN CERTIFICATE-----

MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJK0oZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAXWJACMQOWCWYDVQQODEWRURVNUMQswCQYDVQQOGEWJIJVUzZBcMAOGCSgGSTIb3DQEB
AQUAAQSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6ycixHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MESGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnw4d zmoSCkHjACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEwWJVU4IIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPqnri0KuvObEeybrbPW45sgsnT5dyek /32U

9Yr61klnkBtVBDTmLnrC —----- END CERTIFICATE----- p
"scope": "string",
"serial number": "string",

"subject key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:%¥4:06:09:03:3D:EB:41:75:D8",
"svm": {
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" links": {
"self": {
"href": "/api/resourcelink"

Yy

"name": "svml",
"guid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by

"type": "string",
"uuid": "string"
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

a

.Example error
[$collapsible%closed]

[source, json, subs=tmacros]
{
"error": {
"arguments": [

{

"code": "string",
"message": "string"

I
"COde": "4",
"message": "entry doesn't exist",

"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type

| Description

|self

| link:#href[href]
al

[#svm]
[.api-collapsible-fifth-title]

block
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svim

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type

| Description
|arguments

|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage Google Cloud KMS

:leveloffset: +1
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[[IDb4541974fb194£fd8615fadabb2bdlcb7] ]

= Security gcp-kms endpoint overview

== Qverview

Google Cloud Key Management Services is a cloud key management service
(KMS) that provides a secure store for encryption keys. This feature
allows ONTAP to securely store its encryption keys using Google Cloud KMS.
In order to use Google Cloud KMS with ONTAP, a user must first deploy a
Google Cloud application with appropriate access to the Google Cloud KMS
and then provide

ONTAP with the necessary details, such as, project ID, key ring name,
location, key name and application credentials to allow ONTAP to
communicate

with the deployed Google Cloud application.

The properties “state’, "google reachability and “ekmip reachability are
considered advanced properties and are populated only when explicitly
requested.

== Examples
=== Enabling GCKMS for an SVM

The following example shows how to enable GCKMS at the SVM-scope. Note the
_return records=true dquery parameter is used to obtain the newly created
key manager configuration.

# The API:
POST /api/security/gcp-kms

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/gcp-kms?return records=true'
-H 'accept: application/hal+json' -d '{"svm":{"uuid":"f36ff553-e713-11lea-
bd56-005056bb4222" }, "project id": "testProj",

"key ring name":"testKeyRing", "key ring location": "global", "key name":
"keyl", "application credentials": "myAppCred"}'

# The response:
{
"num records": 1,
"records": [
{
"uuid": "£72098a2-e908-11ea-bd56-005056bb4222",
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"sym" . {
"uuid": "f36£f£f553-e713-11lea-bd56-005056bb4222",

"name": "vsO"
by
"project id": "testProj",
"key ring name": "testKeyRing",
"key ring location": "global",
"key name": "keyl",
" links": {
"self": {
"href": "/api/security/gcp-kms/f72098a2-e908-11lea-bd56-
005056bb4222"

}

=== Retrieving all GCKMS configurations

The following example shows how to retrieve all GCKMS configurations.

# The API:
GET /api/security/gcp-kms

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/gcp-kms?fields=*"

# The response:
{
"records": [
{
"uuid": "£72098a2-e908-11lea-bd56-005056bb4222",
"scope": "svm",
"svm": |
"uuid": "£36f£553-e713-11lea-bd56-005056bb4222",
"name": "vsQO"
by
"project id": "testProj",
"key ring name": "testKeyRing",
"key ring location": "global",
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"key name": "keyl",

" links": {
"self": {
"href": "/api/security/gcp-kms/£f72098a2-e908-1lea-bd56-
005056bb4222"
}
}
}
I
"num records": 1,
" links": {
"self": {
"href": "/api/security/gcp-kms?fields=*"

}

=== Retrieving a specific GCKMS configuration

The following example shows how to retrieve information for a specific
GCKMS configuration.

# The API:
GET /api/security/gcp-kms/{uuid}

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/gcp-kms/£f72098a2-e908-1lea-
bd56-005056bb4222?2fields=*"

# The response:

{
"uuid": "£72098a2-e908-11lea-bd56-005056bb4222",

"scope": "svm",

"svm": {
"uuid": "£36£f£553-e713-11lea-bd56-005056bb4222",
"name": "vsQO"

by

"project id": "testProj",

"key ring name": "testKeyRing",

"key ring location": "global",

"key name": "keyl",
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" links": {
"self": {
"href": "/api/security/gcp-kms/f72098a2-e908-11ea-bd56-005056bb4222"
}

=== Retrieving a specific GCKMS's advanced properties

The following example shows how to retrieve advanced properties for a
specific GCKMS configuration.

# The API:
GET /api/security/gcp-kms/{uuid}

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/gcp-kms/f72098a2-e908-11lea-
bd56-005056bb4222?fields=state,google reachability,ekmip reachability'

# The response:

{
"uuid": "£72098a2-e908-1lea-bd56-005056bb4222",

"state": {
"cluster state": false,
"message": "The Google Cloud Key Management Service key protection is

unavailable on the following nodes: clusterl-nodel.",
"code": 65537708

by
"google reachability": {

"reachable": true,
"message" : " ",
"code": O

b
"ekmip reachability": [
{
"node": {
"uuid": "d208115f-7721-11eb-bf83-005056bbl50e",
"name": "nodel",
" links": {
"self": {
"href": "/api/cluster/nodes/d208115f-7721-11eb-bf83-
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005056bb150e"
}

by

"reachable": true,
"message": "",
"code": O
by
{
"node": {
"uuid": "e208115f-7721-11eb-b£f83-005056bbl150e",
"name": "node2",
" links": {
"self": {
"href": "/api/cluster/nodes/e208115f-7721-11eb-bf83-
005056bb150e"
}
}
by
"reachable": true,
"message": "",
"code": O
}
1,
" links": {
"self": {
"href": "/api/security/gcp-kms/f72098a2-e908-11ea-bd56-005056bb4222"

}

=== Updating the application credentials of a specific GCKMS configuration

The following example shows how to update the application credentials for
a specific GCKMS configuration.

# The API:
PATCH /api/security/gcp-kms/{uuid}

# The call:
curl -X PATCH 'https://<mgmt-ip>/api/security/gcp-kms/f72098a2-e908-11lea-
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bd56-005056bb4222/' -d '{"application credentials": "newAppCred"}'

=== Deleting a specific GCKMS configuration

The following example shows how to delete a specific GCKMS configuration.

# The API:
DELETE /api/security/gcp-kms/{uuid}

# The call:
curl -X DELETE 'https://<mgmt-ip>/api/security/gcp-kms/f72098a2-e908-11ea-
bd56-005056bb4222"

=== Restoring keys from KMIP server

The following example shows how to retore keys for a GCKMS configuration.

# The API:
POST /api/security/gcp-kms/{uuid}/restore

# The call:
curl -X POST 'https://<mgmt-ip>/api/security/gcp-kms/33820b57-ec90-11lea-
875e-005056bbf3f0/restore’

[[IDae8f8cal04089c69820a78e5e18dal888] ]
= Retrieve Google Cloud KMS configurations for all clusters and SVMs

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/gcp-kms #
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*Introduced In:* 9.9
Retrieves Google Cloud KMS configurations for all clusters and SVMs.
== Related ONTAP commands

* “security key-manager external gcp show’

* “security key-manager external gcp check’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|google reachability.code

| integer

| query

| False

a|Filter by google reachability.code

|google reachability.message

|string

| query

| False

a|Filter by google reachability.message

|google reachability.reachable

|boolean

| query

| False

alFilter by google reachability.reachable

|key ring location

|string

| query

| False

a|Filter by key ring location
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|lproject id

| string

| query

| False

a|Filter by project id

|uuid

|string

| query

| False

al|Filter by uuid

|proxy_type

| string

| query

| False

alFilter by proxy type

| key ring name

|string

| query

| False

a|Filter by key ring name

| state.code

| integer

| query

| False

alFilter by state.code

| state.message

|string

| query

| False

al|Filter by state.message

| state.cluster state
|boolean
| query
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| False
alFilter by state.cluster state

|proxy username

|string

| query

| False

a|Filter by proxy username

|proxy host

|string

| query

| False

alFilter by proxy host

| scope

| string

| query

| False

al|Filter by scope

| svm.uuid

|string

| query

| False

al|Filter by svm.uuid

| svm.name

| string

|query

| False

al|Filter by svm.name

| key name
|string

| query
|False

a|Filter by key name

|proxy port
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| integer

|query

| False

a|Filter by proxy port

|ekmip reachability.message
|string

| query

| False

a|Filter by ekmip reachability.message

|ekmip reachability.reachable

|boolean

| query

| False

a|Filter by ekmip reachability.reachable

|ekmip reachability.code

| integer

| query

| False

a|Filter by ekmip reachability.code

|ekmip reachability.node.uuid

| string

| query

| False

al|Filter by ekmip reachability.node.uuid

|ekmip reachability.node.name

|string

| query

| False

a|Filter by ekmip reachability.node.name

| fields

|larray[string]

| query

| False

al|Specify the fields to return.
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|max records
| integer

| query

| False

alLimit the number of records returned.

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds. ONTAP
returns earlier 1f either max records or the end of the collection is
reached.

* Default value: 1
* Max value: 120

* Min wvalue: O

| return records
|boolean

| query

| False

a|The default is true for GET calls. When set to false,
of records is returned.

only the number

* Default value: 1

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response
Status: 200, Ok

[cols=3*,options=header]
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| Name

| Type
| Description

| links
|link:# links[ links]
al

|num records
|integer
a|Number of records

| records
larray[link:#gcp kms[gcp kms]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink”
}
b
"records": [
{
" links": {
"self": {

"href": "/api/resourcelink"

}
by
"ekmip reachability": [

{
"code": 346758,

"message": "embedded KMIP server

"node": {

status unavailable on node.",
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" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",
"uuid": "1cdB8ad42-86dl-11e0-aelc-123478563412"

}
I
"google reachability": {
"code": 346758,
"message": "Google Cloud KMS service is not reachable from all
nodes - <reason>."
by
"key name": "cryptokeyl",
"key ring location": "global",
"key ring name": "gcpappl-keyring",
"project id": "gcpappl",
"proxy host": "proxy.eng.com",
"proxy port": 1234,

"proxy type": "http",
"proxy username": "proxyuser",
"scope": "string",
"state": {
"code": 346758,
"message": "Top-level internal key protection key (KEK) is

unavailable on the following nodes with the associated reasons: Node:
nodel. Reason: No volumes created yet for the SVM. Wrapped KEK status will
be available after creating encrypted volumes."

Yy

"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

by
"uuid": "1lcdB8a442-86dl-11e0-aelc-123478563412"
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== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537551

| Top-level internal key protection key (KEK) unavailable on one or more
nodes.

| 65537552

| Embedded KMIP server status not available.

| 65537730
| The Google Cloud Key Management Service is unreachable from one or more
nodes.

[cols=3*,options=header]

| Type

| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
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1,

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| next

| link:#href[href]
al
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| self
| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
a |l

| name
| string
al

|uuid
|string
al
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[#ekmip reachability]
[.api-collapsible-fifth-title]
ekmip reachability

Provides the connectivity status for the given SVM on the given node to
all EKMIP servers configured on all nodes of the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Name

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if a given SVM is
able to communicate to the EKMIP servers of all of the nodes in the

cluster.

|message

| string

a|Error message set when cluster-wide EKMIP server availability from the
given SVM and node is false.

| node
| link:#node [node]
al

| reachable
|boolean

alSet to true if the given SVM on the given node is able to communicate to
all EKMIP servers configured on all nodes in the cluster.

[#google reachability]
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[.api-collapsible-fifth-title]
google reachability

Indicates whether or not the Google Cloud KMS service is reachable from
all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code
| integer
a|Code corresponding to the error message. Returns a 0 if Google Cloud KMS

service 1s reachable from all nodes in the cluster.

| message
| string
alSet to the error message when 'reachable' is false.

| reachable
|boolean
alSet to true if the Google Cloud KMS service is reachable from all nodes

of the cluster.

[#state]
[.api-collapsible-fifth-title]

state

Google Cloud Key Management Services is a cloud key management service
(KMS) that provides a secure store for encryption keys. This object
indicates whether or not the Google Cloud KMS key protection is available
on all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
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instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Name

| Type
| Description

|cluster state

|boolean

alSet to true when Google Cloud KMS key protection is available on all
nodes of the cluster.

| code
| integer
a|Error code corresponding to the status message. Returns 0 if Google

Cloud KMS key protection is available in all nodes of the cluster.

|message

| string

a|Error message set when top-level internal key protection key (KEK)
availability on cluster is false.

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]

al

| name
|string
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a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#gcp kms]
[.api-collapsible-fifth-title]
gcp_kms

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a |l

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]
al

|google reachability

| link:#google reachability[google reachability]

alIndicates whether or not the Google Cloud KMS service is reachable from
all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

| key name
|string
a|Key Identifier of Google Cloud KMS key encryption key.

|key ring location
|string
a|Google Cloud KMS key ring location.
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| key ring name
| string
a|Google Cloud KMS key ring name of the deployed Google Cloud application.

|lproject id

| string

a|Google Cloud project (application) ID of the deployed Google Cloud
application that has appropriate access to the Google Cloud KMS.

|proxy host
| string
a|Proxy host name.

|proxy port
| integer
al|Proxy port number.

|proxy_type
| string
al|Type of proxy.

|proxy username
|string

al|Proxy username.

| scope
|string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| state

| link:#state[state]

a|Google Cloud Key Management Services is a cloud key management service
(KMS) that provides a secure store for encryption keys. This object
indicates whether or not the Google Cloud KMS key protection is available
on all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
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instance GET unless it is explicitly requested using the
parameter or GET for all advanced properties is enabled.

| svm
| link:#svm[svm]

al

|uuid

| string

alA unique identifier for the Google Cloud KMS.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

“fields®
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| Description
| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string
alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID4299c0e69107a3£97123e4dbbfeb2dfb] ]
= Create the Google Cloud KMS configuration for an SVM

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/gcp-kms #

*Introduced In:* 9.9
Configures the Google Cloud KMS configuration for the specified SVM.

== Required properties

* “svm.uuid® or ‘svm.name - Existing SVM in which to create a Google
Cloud KMS.
* "project id’ - Google Cloud project (application) ID of the deployed

Google Cloud application with appropriate access to the Google Cloud KMS.
* “key ring name’ - Google Cloud KMS key ring name of the deployed Google
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Cloud application with appropriate access to the specified Google Cloud
KMS.

* “key ring location’ - Google Cloud KMS key ring location.

* “key name - Key Identifier of the Google Cloud KMS key encryption key.
* "application credentials’® - Google Cloud application's service account

credentials required to access the specified KMS. It is a JSON file
containing an email address and the private key of the service account
holder.

== Optional properties

* “proxy type ~ - Type of proxy (http/https) if proxy configuration is
used.

* "proxy host® - Proxy hostname if proxy configuration is used.

* “proxy port’ - Proxy port number if proxy configuration is used.

* 'proxy username - Proxy username 1f proxy configuration is used.

* ‘proxy password - Proxy password i1f proxy configuration is used.

== Related ONTAP commands

* “security key-manager external gcp enable’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| return records
|boolean
| query

| False
al|The default is false. If set to true, the records are returned.
* Default value:

== Request Body
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[cols=3*,options=header]

| Name

| Type
| Description

|application credentials

|string

a|Google Cloud application's service account credentials required to
access the specified KMS. It is a JSON file containing an email address
and the private key of the service account holder.

|ekmip reachability
|array[link:#ekmip reachability[ekmip reachability]]
al

| key name
|string
a|Key Identifier of Google Cloud KMS key encryption key.

|key ring location
|string
a|Google Cloud KMS key ring location.

|key ring name
|string
a|Google Cloud KMS key ring name of the deployed Google Cloud application.

|project id

| string

a|Google Cloud project (application) ID of the deployed Google Cloud
application that has appropriate access to the Google Cloud KMS.

|proxy host
|string
a|Proxy host name.

|proxy password
|string
a|Proxy password. Password is not audited.
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|proxy port
| integer
a|Proxy port number.

|proxy_type
| string
al|Type of proxy.

|proxy username
|string

al|Proxy username.

| svm
| link:#svm[svm]

al

|uuid
| string
alA unique identifier for the Google Cloud KMS.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"application credentials": "{ type: service account, project id:
project-id, private key id: key-id, private key: ----- BEGIN PRIVATE
KEY-———- \nprivate-key\n----- END PRIVATE KEY----- \n, client email: service-

account-email, client id: client-id, auth uri:
https://accounts.google.com/o/oauth2/auth, token uri:
https://accounts.google.com/o/ocauth2/token, auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs, client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/service-account-email
Py
"ekmip reachability": [
{
"code": 346758,
"message": "embedded KMIP server status unavailable on node.",
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"node": {
"name": "nodel",
"yuid": "1lcdB8ad42-86dl-11e0-aelc-123478563412"

}
I
"key name": "cryptokeyl",
"key ring location": "global",
"key ring name": "gcpappl-keyring",
"project id": "gcpappl",
"proxy host": "proxy.eng.com",
"proxy password": "proxypassword",
"proxy port": 1234,

"proxy type": "http",
"proxy username": "proxyuser",
"svm": |

"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

Yo
"uuid": "1cdB8ad42-86dl-11e0-aelc-123478563412"

== Response

Status: 201, Created

[cols=3*,options=header]
| Type

| Description

|num records

| integer
a|Number of records

| records

larray[link:#gcp kms[gcp kms]]

.Example response
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[$collapsible%closed]

[source, json, subs=+macros]

{

"records": [
{
"application credentials": "{ type: service account, project id:
project-id, private key id: key-id, private key: ----- BEGIN PRIVATE
KEY-——-- \nprivate-key\n----—- END PRIVATE KEY----- \n, client email: service-

account-email, client id: client-id, auth uri:
https://accounts.google.com/o/oauth2/auth, token uri:
https://accounts.google.com/o/oauth2/token, auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs, client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/service-account-email
Py
"ekmip reachability": [
{
"code": 346758,

"message": "embedded KMIP server status unavailable on node.",
"node": {
"name": "nodel",

"uuid": "1lcd8a442-86dl-11le0-aelc-123478563412"

}
I
"key name": "cryptokeyl",
"key ring location": "global",
"key ring name": "gcpappl-keyring",
"project id": "gcpappl",
"proxy host": "proxy.eng.com",
"proxy password": "proxypassword",

"proxy port": 1234,

"proxy type": "http",
"proxy username": "proxyuser",
"svm": |

"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

by
"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"
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Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537703
| The Google Cloud Key Management Service is not supported for the admin
Vserver.

| 65537704
| The Google Cloud Key Management Service is not supported in MetroCluster
configurations.

| 65537706
| Internal error. Failed to the encrypt the application credentials.

| 65537713
| Internal Error. Failed to store the application credentials.

| 65537719

| Failed to enable the Google Cloud Key Management Service for SVM
+++<svm-name>+++because invalid application credentials were
provided. +++</svm-name>+++

| 65537720

| Failed to configure Google Cloud Key Management Service for SVM +++<svm-
name>+++because a key manager has already been configured for this SVM.
Use the REST API GET method \"/api/security/key-managers\" to view all of
the configured key managers.+++</svm-name>+++

| ===

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
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| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]

| Name

| Type
| Description

| name

| string

[#ekmip reachability]
[.api-collapsible-fifth-title]
ekmip reachability

Provides the connectivity status for the given SVM on the given node to
all EKMIP servers configured on all nodes of the cluster.

This is an advanced property;

value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields"

parameter or GET for all advanced properties is enabled.

there is an added cost to retrieving its
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[cols=3*,options=header]

| Name

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if a given SVM is
able to communicate to the EKMIP servers of all of the nodes in the
cluster.

|message

| string

a|Error message set when cluster-wide EKMIP server availability from the
given SVM and node is false.

| node
| link:#node [node]
al

| reachable

|boolean

alSet to true if the given SVM on the given node is able to communicate to
all EKMIP servers configured on all nodes in the cluster.

[#google reachability]
[.api-collapsible-fifth-title]
google reachability

Indicates whether or not the Google Cloud KMS service is reachable from
all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]
|
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| Name

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if Google Cloud KMS
service is reachable from all nodes in the cluster.

|message
| string
alSet to the error message when 'reachable' is false.

| reachable

|boolean

alSet to true if the Google Cloud KMS service is reachable from all nodes
of the cluster.

[#state]
[.api-collapsible-fifth-title]
state

Google Cloud Key Management Services is a cloud key management service
(KMS) that provides a secure store for encryption keys. This object
indicates whether or not the Google Cloud KMS key protection is available
on all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type

| Description

|cluster state

|boolean
alSet to true when Google Cloud KMS key protection is available on all
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nodes of the cluster.

| code
| integer
a|Error code corresponding to the status message. Returns 0 if Google

Cloud KMS key protection is available in all nodes of the cluster.

| message

|string

a|Error message set when top-level internal key protection key (KEK)
availability on cluster is false.

[#svm]
[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#gcp_ kms]
[.api-collapsible-fifth-title]
gcp_kms

[cols=3*,options=header]
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| Name

| Type
| Description

|application credentials

|string

a|Google Cloud application's service account credentials required to
access the specified KMS. It is a JSON file containing an email address
and the private key of the service account holder.

|ekmip reachability
|array[link:#ekmip reachability[ekmip reachability]]
al

| key name
|string
a|Key Identifier of Google Cloud KMS key encryption key.

|key ring location
|string
a|Google Cloud KMS key ring location.

| key ring name
| string

a|Google Cloud KMS key ring name of the deployed Google Cloud application.

|project id

| string

a|Google Cloud project (application) ID of the deployed Google Cloud
application that has appropriate access to the Google Cloud KMS.

|proxy host
|string
a|Proxy host name.

|proxy password
|string
a|Proxy password. Password is not audited.

|proxy port
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| integer
al|Proxy port number.

|proxy_type
| string
al|Type of proxy.

|proxy username
|string

a|Proxy username.

| svm
| link:#svm[svm]

al

|uuid
| string
alA unique identifier for the Google Cloud KMS.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

|message
|string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID412e1d50d54d525f3f8e9ac62590£22d] 1]
= Delete a Google Cloud KMS configuration

[.api-doc-operation .api-doc-operation-delete] #DELETE#

block] # /security/gcp-kms/{uuid} " #

*Introduced In:* 9.9

[.api-doc-code-
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Deletes a Google Cloud KMS configuration.

== Related ONTAP commands

* “security key-manager external gcp disable’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description
|uuid

| string

| path

| True
alGoogle Cloud KMS UUID

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65536242
| One or more self-encrypting drives are assigned an authentication key.

| 65536243
| Cannot determine authentication key presence on one or more self-
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encrypting

| 65536817
| Internal

manager.

| 65536827
| Internal

volumes.

| 65536834
| Internal
SVM.

| 65536867

drives.

error. Failed to determine if it is safe to disable key

error. Failed to determine if the given SVM has any encrypted

error. Failed to get existing key-server details for the given

| Volume encryption keys (VEK) for one or more encrypted volumes are

stored on the key manager configured for the given SVM.

| 65536883
| Internal

| 65536884

error. Volume encryption key is missing for a volume.

| Internal error. Volume encryption key is invalid for a volume.

| 65536924

| Cannot remove key manager that still contains one or more authentication

keys for self-encrypting drives.

| 65537721

| The Google Cloud Key Management Service is not configured for the SVM.

| 196608080

| One or more nodes in the cluster have the root volume encrypted using

NVE (NetApp Volume Encryption) .

| 196608301

| Internal error. Failed to get encryption type.

| 196608305

| NAE aggregates found in the cluster.

[cols=3*,options=header]

| Name
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| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description
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| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

a|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block
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[[IDe2f2675b4fe5bb8%2a%01£f1b639080fe] ]
= Retrieve the Google Cloud KMS configuration

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/gcp-kms/{uuid} " #

*Introduced In:* 9.9

Retrieves the Google Cloud KMS configuration for the SVM specified by the
UUID.

== Related ONTAP commands

* “security key-manager external gcp show’
* ‘security key-manager external gcp check’

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In
|Required

| Description

|uuid

| string

| path

| True

alGoogle Cloud KMS UUID

| fields
|larray[string]

| query
| False
a|Specify the fields to return.
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== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]
al

|google reachability

| link:#google reachability[google reachability]

a|Indicates whether or not the Google Cloud KMS service is reachable from
all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query

parameter or GET for all advanced properties is enabled.

| key name
|string
a|Key Identifier of Google Cloud KMS key encryption key.

|key ring location
|string
a|Google Cloud KMS key ring location.

|key ring name
|string
a|Google Cloud KMS key ring name of the deployed Google Cloud application.

|project id
| string
a|Google Cloud project (application) ID of the deployed Google Cloud

493



application that has appropriate access to the Google Cloud KMS.

|proxy host
|string
a|Proxy host name.

|proxy port
| integer
a|Proxy port number.

|proxy_type
| string

a|Type of proxy.

|proxy username
| string

a|Proxy username.

| scope
| string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| state

| link:#state[state]

a|Google Cloud Key Management Services is a cloud key management service
(KMS) that provides a secure store for encryption keys. This object
indicates whether or not the Google Cloud KMS key protection is available
on all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

| svm
| link:#svm[svm]

al

luuid
|string
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alA unique identifier for the Google Cloud KMS.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"

b
"ekmip reachability": [
{
"code": 346758,

"message": "embedded KMIP server status unavailable on node.",

"node": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "nodel",
"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"

I
"google reachability": {
"code": 346758,

"message": "Google Cloud KMS service is not reachable from all nodes -

<reason>."
by
"key name": "cryptokeyl",
"key ring location": "global",
"key ring name": "gcpappl-keyring",
"project id": "gcpappl",
"proxy host": "proxy.eng.com",
"proxy port": 1234,

"proxy type": "http",

"proxy username": "proxyuser",
"scope": "string",

"state": {
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"code": 346758,

"message": "Top-level internal key protection key (KEK) i1s unavailable
on the following nodes with the associated reasons: Node: nodel. Reason:
No volumes created yet for the SVM. Wrapped KEK status will be available
after creating encrypted volumes."

by

"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by
"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537551

| Top-level internal key protection key (KEK) unavailable on one or more
nodes.

| 65537552

| Embedded KMIP server status not available.

| 65537730
| The Google Cloud Key Management Service is unreachable from one or more

nodes.

[cols=3*,options=header]

496



| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=tmacros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

al

| name

|string

al

|uuid

| string
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[#ekmip reachability]
[.api-collapsible-fifth-title]
ekmip reachability

Provides the connectivity status for the given SVM on the given node to
all EKMIP servers configured on all nodes of the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if a given SVM is
able to communicate to the EKMIP servers of all of the nodes in the
cluster.

| message

|string

a|Error message set when cluster-wide EKMIP server availability from the
given SVM and node is false.

| node
| link:#node[node]

al

| reachable

|boolean

alSet to true if the given SVM on the given node is able to communicate to
all EKMIP servers configured on all nodes in the cluster.

[#google reachability]
[.api-collapsible-fifth-title]
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google reachability

Indicates whether or not the Google Cloud KMS service is reachable from
all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if Google Cloud KMS
service is reachable from all nodes in the cluster.

|message
| string
alSet to the error message when 'reachable' is false.

| reachable
|boolean
alSet to true if the Google Cloud KMS service is reachable from all nodes

of the cluster.

[#state]
[.api-collapsible-fifth-title]
state

Google Cloud Key Management Services is a cloud key management service
(KMS) that provides a secure store for encryption keys. This object
indicates whether or not the Google Cloud KMS key protection is available
on all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
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parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Name

| Type
| Description

|cluster state

|boolean

alSet to true when Google Cloud KMS key protection is available on all
nodes of the cluster.

| code

| integer

al|Error code corresponding to the status message. Returns 0 if Google
Cloud KMS key protection is available in all nodes of the cluster.

|message

| string

a|Error message set when top-level internal key protection key (KEK)
availability on cluster is false.

[#svm]
[.api-collapsible-fifth-title]

svim

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

| name
|string
a|The name of the SVM.
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|uuid
| string
a|The unique identifier of the SVM.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

| arguments

larray[link:#error arguments|[error arguments]]
a|Message arguments
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| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDb45988753ae7392e08cbe66de520205d] ]
= Update the Google Cloud KMS configuration

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/gcp-kms/{uuid} "#

*Introduced In:* 9.9

Updates the Google Cloud KMS configuration.

== Optional properties

* “key name’ - Key Identifier of the Google Cloud KMS key encryption key.
* "application credentials’ - New credentials used to verify the
application's identity to the Google Cloud KMS.

* “proxy type ~ - Type of proxy (http/https) if proxy configuration is
used.

* "proxy host’ - Proxy hostname if proxy configuration is used.

* ‘proxy port’ - Proxy port number if proxy configuration is used.

* 'proxy username - Proxy username 1f proxy configuration is used.

* ‘proxy password - Proxy password i1f proxy configuration is used.

* "project id’ - Google Cloud project (application) ID of the deployed

Google Cloud application with appropriate access to the Google Cloud KMS.
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* “key ring name’ - Google Cloud KMS key ring name of the deployed Google
Cloud application with appropriate access to the specified Google Cloud
KMS.

* “key ring location® - Google Cloud KMS key ring location.

== Related ONTAP commands

* “security key-manager external gcp update-credentials’

* “security key-manager external gcp rekey-external’

Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid

| string

| path

| True

a|Google Cloud KMS UUID

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the Jjob
completes so it can return something other than 202.

* Default value: 1

* Max value: 120

* Min wvalue: O
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== Request Body

[cols=3*,options=header]

| Type
| Description

|lapplication credentials

| string

a|Google Cloud application's service account credentials required to
access the specified KMS. It is a JSON file containing an email address
and the private key of the service account holder.

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]
al

| key name
| string
a|Key Identifier of Google Cloud KMS key encryption key.

|key ring location
| string
a|Google Cloud KMS key ring location.

| key ring name
|string
a|Google Cloud KMS key ring name of the deployed Google Cloud application.

|project id

|string

a|Google Cloud project (application) ID of the deployed Google Cloud
application that has appropriate access to the Google Cloud KMS.

|proxy host
|string
a|Proxy host name.
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|proxy password
| string
a|Proxy password. Password is not audited.

|proxy port
| integer

a|Proxy port number.

|proxy_type
| string
al|Type of proxy.

|proxy username
| string

a|Proxy username.

| svm
| link:#svm[svm]

al

|uuid
| string

alA unique identifier for the Google Cloud KMS.

.Example request
[$collapsible%closed]
[source, json, subs=+macros]

{

"application credentials": "{ type: service account, project id:
project-id, private key id: key-id, private key: ----- BEGIN PRIVATE
KEY-———- \nprivate-key\n----- END PRIVATE KEY----- \n, client email: service-

account-email, client id: client-id, auth uri:
https://accounts.google.com/o/oauth2/auth, token uri:
https://accounts.google.com/o/oauth2/token, auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs, client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/service-account-email
Py

"ekmip reachability": [
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"code": 346758,

"message": "embedded KMIP server status unavailable on node.",
"node": {
"name": "nodel",

"uuid": "1lcdB8a442-86dl-11e0-aelc-123478563412"

}
I
"key name": "cryptokeyl",
"key ring location": "global",
"key ring name": "gcpappl-keyring",
"project id": "gcpappl",
"proxy host": "proxy.eng.com",
"proxy password": "proxypassword",
"proxy port": 1234,

"proxy type": "http",
"proxy username": "proxyuser",
"svm": |

"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

b o
"uuid": "1cdB8ad42-86dl-11e0-aelc-123478563412"

== Response

Status: 200, Ok

== Response

Status: 202, Accepted

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537541
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| No inputs were provided for the patch request.

| 65537547

| One or more volume encryption keys for encrypted volumes of this data
SVM are stored in the key manager configured for the admin SVM. Use the
REST API POST method to migrate this data SVM's keys from the admin SVM's
key manager to this data SVM's key manager before running the rekey

operation.

| 65537713
| Internal Error. Failed to store the application credentials.

| 65537714
| The "application credentials" field must be specified.

| 65537721
| The Google Cloud Key Management Service is not configured for the SVM.

| 65537724
| Failed to update the Google Cloud Key Management Service because invalid

application credentials were provided.

| 65537729
| External rekey failed on one or more nodes. Use the REST API PATCH

method "/api/security/gcp-kms/\{uuid}" to try the rekey operation again.

| 65537732
| ONTAP 9.9.1 does not allow modification of the following fields,

"project id", "key ring name" and "key ring location".

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Name

| Type
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| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#node]
[.api-collapsible-fifth-title]

node

[cols=3*,options=header]

| Type
| Description

| name
| string
al

|uuid
| string
al

[#ekmip reachability]
[.api-collapsible-fifth-title]
ekmip reachability

Provides the connectivity status for the given SVM on the given node to
all EKMIP servers configured on all nodes of the cluster.
there is an added cost to retrieving its

This is an advanced property;

value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]
|

"fields’
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| Name

| Type
| Description

| code

| integer

a|Code corresponding to the error message. Returns a 0 if a given SVM is
able to communicate to the EKMIP servers of all of the nodes in the
cluster.

|message

| string

a|Error message set when cluster-wide EKMIP server availability from the
given SVM and node is false.

| node
| link:#node[node]
al

| reachable

|boolean

alSet to true if the given SVM on the given node is able to communicate to
all EKMIP servers configured on all nodes in the cluster.

[#google reachability]
[.api-collapsible-fifth-title]
google reachability

Indicates whether or not the Google Cloud KMS service is reachable from
all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

510



| code

| integer

a|Code corresponding to the error message. Returns a 0 if Google Cloud KMS
service is reachable from all nodes in the cluster.

|message
| string
alSet to the error message when 'reachable' is false.

| reachable
|boolean
alSet to true if the Google Cloud KMS service is reachable from all nodes

of the cluster.

[#state]
[.api-collapsible-fifth-title]

state

Google Cloud Key Management Services is a cloud key management service
(KMS) that provides a secure store for encryption keys. This object
indicates whether or not the Google Cloud KMS key protection is available
on all nodes in the cluster.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query

parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Name

| Type
| Description

|cluster state
|boolean
alSet to true when Google Cloud KMS key protection is available on all

nodes of the cluster.
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| code

| integer

a|Error code corresponding to the status message. Returns 0 if Google
Cloud KMS key protection is available in all nodes of the cluster.

| message
|string
a|Error message set when top-level internal key protection key (KEK)

availability on cluster is false.

[#svm]
[.api-collapsible-fifth-title]

Svm

[cols=3*,options=header]

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#gcp_ kms]
[.api-collapsible-fifth-title]
gcp_kms

[cols=3*,options=header]

| Name

| Type
| Description
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|application credentials

|string

a|Google Cloud application's service account credentials required to
access the specified KMS. It is a JSON file containing an email address
and the private key of the service account holder.

|ekmip reachability
larray[link:#ekmip reachability[ekmip reachability]]
al

| key name
|string
a|Key Identifier of Google Cloud KMS key encryption key.

|key ring location
| string
a|Google Cloud KMS key ring location.

|key ring name
|string

a|Google Cloud KMS key ring name of the deployed Google Cloud application.

|lproject id

| string

a|Google Cloud project (application) ID of the deployed Google Cloud
application that has appropriate access to the Google Cloud KMS.

|proxy host
|string
a|Proxy host name.

|proxy password
| string
a|Proxy password. Password is not audited.

|proxy port
| integer
a|Proxy port number.
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|proxy_type
|string
a|Type of proxy.

|proxy username
|string

a|Proxy username.

| svm
| link:#svm[svm]

al

|uuid
| string
alA unique identifier for the Google Cloud KMS.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

|message
| string
a|Message argument

[#error]
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[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDbf75e922af383d8£251462c00c7d05bb] ]
= Re-key the internal key in the key hierarchy for an SVM

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/gcp-kms/{uuid}/rekey-internal "#

*Introduced In:* 9.10

Rekeys the internal key in the key hierarchy for an SVM with a Google
Cloud KMS configuration.
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== Related ONTAP commands

* “security key-manager external gcp rekey-internal’

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In

| Required

| Description

|uuid
| string
| path

| True

a|UUID of the existing Google Cloud KMS configuration.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the job
completes so it can return something other than 202.

* Default value: 1
* Max value: 120

* Min value: O

| return records
|boolean

| query

| False

a|The default is false. If set to true, the records are returned.
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* Default value:

== Response
Status: 202, Accepted

== Error
Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537547
| One or more volume encryption keys for encrypted volumes of this data

SVM are stored in the key manager configured for the admin SVM. Use the
REST API POST method to migrate this data SVM's keys from the admin SVM's
key manager to this data SVM's key manager before running the rekey

operation.

| 65537559
| There are no existing internal keys for the SVM. A rekey operation is

allowed for an SVM with one or more encryption keys.

| 65537721
| Google Cloud KMS is not configured for the given SVM.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]
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| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[IDAdf0f2ebl2c58e92a8987eab592bb0bc0] ]
= Restore the keys for an SVM from a Google Cloud KMS

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/gcp-kms/{uuid}/restore #

*Introduced In:* 9.10
Restores the keys for an SVM from a configured Google Cloud KMS.
== Related ONTAP commands

* “security key-manager external gcp restore’

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In
|Required

| Description

|uuid

|string

|path

| True

a|UUID of the existing Google Cloud KMS configuration.

|return timeout
| integer

|query

| False

a|The number of seconds to allow the call to execute before returning.
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When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the job
completes so it can return something other than 202.

* Default value: 1
* Max value: 120

* Min value: O

| return records
|boolean

| query

| False

al|The default is false. If set to true, the records are returned.
* Default value:

== Response
Status: 202, Accepted
== Error
Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537721

| The Google Cloud Key Management Service is not configured for the given
SVM.

65537722
Failed to restore keys on the following SVMs.

|
|
| =
== Definitions
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[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
al|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code
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|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= View and update IPsec configuration

:leveloffset: +1

[[ID68abef981860e47085e38766a92d3fc5]]
= Security IPsec endpoint overview

== QOverview
The following operations are supported:

* GET to retrieve the IPsec status: GET security/ipsec
* Patch to update IPsec status: PATCH security/ipsec

[[ID71a74b0d8528f6b6b65bd92520ab77fe] ]

= Retrieve an IPsec configuration
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[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/ipsec #

*Introduced In:* 9.8

Retrieves IPsec configuration via REST APIs.

== Related ONTAP commands

* 'security ipsec config show'

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| fields
|larray[string]

| query
| False

al|Specify the fields to return.

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type
| Description

| links
|link:#self link[self link]

al

|enabled
|boolean
alIndicates whether or not IPsec is enabled.

|replay window

| integer

a|Replay window size in packets, where 0 indicates that the relay window
is disabled.

.Example response
[$collapsible%closed]

[source, json, subs=tmacros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"replay window": "0O"
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name
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| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description
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|href
| string

[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

| message
|string

a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID67ecb3830£788e8092bf25fcdcc92cfl]]
= Update an IPsec configuration

[.api-doc-operation .api-doc-operation-patch] #PATCH# [.api-doc-code-
block]# /security/ipsec #

*Introduced In:* 9.8

Updates IPsec configuration via REST APIs.
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== Related ONTAP commands

* 'security ipsec config modify'

== Request Body

[cols=3*,options=header]

| Type
| Description

|enabled
|boolean
alIndicates whether or not IPsec is enabled.

|replay window

| integer

a|Replay window size in packets, where 0 indicates that the relay window
is disabled.

.Example request

[$collapsible%closed]

[source, json, subs=+macros]

{

"replay window": "O"

== Response

Status: 200, Ok

== Error
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Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 66256898
| Internal error. Failed to enable IPsec.

| 66256899
| Internal error. Failed to disable IPsec.

| 66257199
| IPsec is not supported in the current cluster version.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href
| string
a

[#self link]
[.api-collapsible-fifth-title]
self link

[#ipsec]

529



[.api-collapsible-fifth-title]
ipsec

Manages IPsec configuration via REST APIs.

[cols=3*,options=header]

| Name

| Type
| Description

|enabled
|boolean
a|Indicates whether or not IPsec 1s enabled.

| replay window

| integer

a|Replay window size in packets, where 0 indicates that the relay window
is disabled.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

|message
|string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage IPsec security certificates

:leveloffset: +1
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[[ID3fa844c59795dcea7024ce2bdabb96cl] ]
= Security IPsec ca-certificates endpoint overview

== Qverview

The following APIs can be used to add/remove/retrieve the IPsec CA
certficates:

* Creation Post: POST security/ipsec/ca-certificates

* Collection Get: GET security/ipsec/ca-certificates

* Instance Get: GET security/ipsec/ca-certificates/{certificate.uuid}
* Instance Delete: DELETE security/ipsec/ca-
certificates/{certificate.uuid}

[[ID4b362c00d67d4c09£477b8262b%ceal] ]

= Retrieve IPsec CA certificates configured for the cluster and all SVMs

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/ipsec/ca-certificates #

*Introduced In:* 9.10

Retrieves the collection of IPsec CA certificates configured for cluster
and all SVMs.

== Related ONTAP commands

* ‘security ipsec ca-certificate show’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description
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| scope

|string

| query

| False

al|Filter by scope

| svm.uuid
| string

| query

| False

alFilter by svm.uuid

| svm.name

|string

|query

| False

alFilter by svm.name

|certificate.uuid

| string

| query

| False

al|Filter by certificate.uuid

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records

| integer

| query

| False

alLimit the number of records returned.

| return records
|boolean

|query
| False
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a|The default is true for GET calls. When set to false, only the number
of records is returned.

* Default wvalue: 1

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds. ONTAP
returns earlier 1f either max records or the end of the collection is
reached.

* Default value: 1
* Max value: 120

* Min value: O

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

|num records

| integer

a|Number of records
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| records

larray[link:#ipsec ca certificate[ipsec ca certificate]]

.Example response
[3collapsible%closed]

[source, json, subs=tmacros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
"certificate": {
" links": {
"self": {
"href": "/api/resourcelink"

}
b
"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"
by
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by

"name": "svml",
"guid": "02c9%e252-41be-11e9-81d5-00a0986138f7"
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== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
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href

[cols=3*,options=header]

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| next
| link:#href [href]
al

|self
| link:#href[href]

al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
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| link:#href[href]

[#certificate]
[.api-collapsible-fifth-title]
certificate

IPsec CA certificate UUID

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

|uuid
|string
al|Certificate UUID

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

a |

| name

|string
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a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#ipsec ca certificate]
[.api-collapsible-fifth-title]
ipsec ca certificate

[cols=3*,options=header]
| Type

| Description
|certificate

| link:#certificate[certificate]
al|IPsec CA certificate UUID

| scope
| string

alSet to "svm" for interfaces owned by an SVM.

"cluster".

| svm

| link:#svm[svm]

[#error arguments]
[.api-collapsible-fifth-title]
error_ arguments

[cols=3*,options=header]

Otherwise,

set to
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| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[ [IDddadd849806£f26e16054a363£f1a585c2]]

= Add a CA certificate to IPsec

[.api-doc-operation .api-doc-operation-post]#POST#

block] # /security/ipsec/ca-certificates #

*Introduced In:* 9.10

Add CA certificate to IPsec. The CA certificate should already be
installed on the cluster prior to adding them to IPsec.
The CA certificate can be installed on the cluster using the

/security/certificates endpoint.

[.api-doc-code-

The svm.uuid or svm.name should not be supplied for certificates that have

a scope of cluster.

== Related ONTAP commands

* “security ipsec ca-certificate add’

== Parameters

[cols=5*,options=header]
|

|Required
| Description

| return records
|boolean

|query

| False

al|The default is false. If set

* Default value:

to true,

the records are returned.
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== Request Body

[cols=3*,options=header]

| Type
| Description

|certificate
| link:#certificate[certificate]
a|IPsec CA certificate UUID

| svm

| link:#svm[svm]

.Example request
[$collapsible%closed]

[source, json, subs=+t+macros]

{

"certificate": {
"uuid": "1cdB8ad442-86dl-11e0-aelc-123478563412"

by

"svm

": {
"name": "svml",
"yuid": "02c9%9e252-41be-11e9-81d5-00a0986138f7"

== Response

Status: 201, Created
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[cols=3*,options=header]

| Type
| Description

|num records
| integer
a|Number of records

| records
larray[link:#ipsec ca certificate[ipsec ca certificate]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"records": [

{
"certificate": {
"yuid": "1lcd8ad42-86dl-11le0-aelc-123478563412"

}o
"svm": {
"name": "svml",
"uuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

Status: Default

ONTAP Error Response Codes

Error Code | Description
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| 66257296
| CA certificate is not installed.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#certificate]
[.api-collapsible-fifth-title]
certificate

IPsec CA certificate UUID

[cols=3*,options=header]

| Type
| Description

|uuid
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| string
al|Certificate UUID

[#svm]
[.api-collapsible-fifth-title]

sSvm

[cols=3*,options=header]

| Name

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#ipsec ca certificate]
[.api-collapsible-fifth-title]
ipsec ca certificate

[cols=3*,options=header]
| Type

| Description
|certificate

| link:#certificate[certificate]
al|IPsec CA certificate UUID

| svm

| link:#svm[svm]
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code
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| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID1d3baal0fa55c6297ced830d42ae0debd] ]
= Delete a CA certificate with the specified UUID from IPsec

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/ipsec/ca-certificates/{certificate.uuid}  #

*Introduced In:* 9.10

Deletes the IPsec CA certificate with the specified UUID from IPsec.

== Related ONTAP commands

* ‘security ipsec ca-certificate remove’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|certificate.uuid
| string
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| path
| True
a|UUID of the CA certificate to be deleted from IPsec.

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",
"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code

block
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| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID70c77£94892154d30b9586bd852£77681] 1]
= Retrieve a CA certificate configured for IPsec

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ipsec/ca-certificates/{certificate.uuid} #

*Introduced In:* 9.10

Retrieves a specific CA certificate configured for IPsec.

== Related ONTAP commands

* ‘security ipsec ca-certificate show’

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In
|Required

| Description
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|certificate.uuid

|string

| path

| True

a|UUID of the IPsec CA certificate.

| fields
|larray[string]

| query
| False
al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

|certificate
| link:#certificate[certificate]
a|IPsec CA certificate UUID

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| svm
| link:#svm[svm]
al

.Example response
[$collapsible%closed]
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[source, json, subs=+macros]

{

"certificate": {
" links": {
"self": {
"href": "/api/resourcelink"

}
by
"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"
by
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
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"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name
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| Type
| Description

| self
| link:#href [href]

[#certificate]
[.api-collapsible-fifth-title]
certificate

IPsec CA certificate UUID
[cols=3*,options=header]

| Type

| Description

| links

|link:# links[ links]

al

|uuid

| string
alCertificate UUID

[#svm]
[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Type

| Description

| _links
|link:# links[ links]
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al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type
| Description

SVM.
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| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string
al|Error message

| target

| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage IPsec policies

:leveloffset: +1

[[ID45d7644blflde3e8afbbeb4e7512bebd] ]
Security IPsec policies endpoint overview

== Qverview

The following operations are supported:

* Collection Get:
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* Creation Post: POST security/ipsec/policies

* Instance Get: GET security/ipsec/policies/uuid

* Instance Patch: PATCH security/ipsec/policies/uuid

* Instance Delete: DELETE security/ipsec/policies/uuid

[[ID2al413512e7ea59%92ac76ef0090dd9dfal ]
= Retrieve IPsec policies

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/ipsec/policies #

*Introduced In:* 9.8

Retrieves the collection of IPsec policies.

== Related ONTAP commands

* “security ipsec policy show’

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In
|Required

| Description

|certificate.uuid

|string

| query

| False

alFilter by certificate.uuid

* Introduced in: 9.10

|certificate.name
|string
| query
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| False

a|Filter by certificate.name

* Introduced in: 9.10

|uuid

|string

| query

| False

al|Filter by uuid

| remote endpoint.address
| string

| query

| False

alFilter by remote endpoint.address

| remote endpoint.family
|string

| query

| False

a|Filter by remote endpoint.family

| remote endpoint.netmask
| string

| query

| False

al|Filter by remote endpoint.netmask

| remote endpoint.port
|string

| query

| False

a|Filter by remote endpoint.port

| scope
| string
| query
| False

alFilter by scope
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|authentication method

|string

| query

| False

a|Filter by authentication method

* Introduced in: 9.10

| local endpoint.address

| string

|query

| False

a|Filter by local endpoint.address

| local endpoint.family
|string

| query

| False

a|Filter by local endpoint.family

| local endpoint.netmask
| string

| query

| False

a|Filter by local endpoint.netmask

| local endpoint.port

|string

| query

| False

a|Filter by local endpoint.port

| name

| string

| query

| False

alFilter by name

| local identity
|string
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| query
| False
a|Filter by local identity

| svm.uuid
| string

| query

| False

alFilter by svm.uuid

| svm.name

|string

|query

| False

alFilter by svm.name

|remote identity

| string

| query

| False

al|Filter by remote identity

|protocol

|string

| query

| False

al|Filter by protocol

| ipspace.uuid

| string

| query

| False

alFilter by ipspace.uuid

| ipspace.name

| string

|query

| False

al|Filter by ipspace.name
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|enabled

|boolean

| query

| False

alFilter by enabled

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

| return records
|boolean

|query

| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

* Default value: 1

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

* Default value: 1

* Max value: 120

* Min wvalue: O

|order by
|larray[string]
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| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
a

|error
| link:#error[error]

al

|num records
| integer
a|Number of records

| records

|array[link:#records[records]]

.Example response
[$collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"

by
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"self": {
"href": "/api/resourcelink"

}I
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
by
"num records": 1,
"records": [
{
"authentication method": "string",
"certificate": {
" links": {
"self": {
"href": "/api/resourcelink"

}y

"name": "certl",
"yuid": "1cd8ad442-86dl-11e0-aelc-123478563412"

by

"ipspace": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "exchange",

"uuid": "1cdB8ad442-86dl-11e0-aelc-123478563412"
by
"local endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",
"port": "23"
by
"local identity": "string",
"name": "string",

"protocol™: "17",
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"remote endpoint": {

"address": "10.10.10.7",
"family": "string",
"netmask": "24",
"port": "23"
by
"remote identity": "string",
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"

by
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{
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"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]

_links

[cols=3*,options=header]
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| Description

|next
| link:#href[href]
al

| self
| link:#href [href]
al

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

| arguments
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|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string

a|Error code

| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#certificate]
[.api-collapsible-fifth-title]
certificate

Certificate for the IPsec policy.

[cols=3*,options=header]
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| Name

| Type
| Description

| links
|link:# links[ links]

a |

| name
|string
alCertificate name

|uuid
|string
alCertificate UUID

[#ipspace]
[.api-collapsible-fifth-title]

ipspace

Applies to both SVM and cluster-scoped objects. Either the UUID or name

may be supplied on input.

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]

al
| name

| string
al|IPspace name

|uuid
|string
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al|IPspace UUID

[#local endpoint]
[.api-collapsible-fifth-title]
local endpoint

Local endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
|string
alIbPvd or IPv6 address

| family
| string
al|IPv4d or IPvG6

| netmask

| string

a|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, the
default value is 64 with a valid range of 1 to 127. Output is always
netmask length.

| port
|string
al|Application port to be covered by the IPsec policy

[#remote endpoint]
[.api-collapsible-fifth-title]
remote endpoint
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Remote endpoint for the IPsec policy.

[cols=3*,options=header]

| Type
| Description

| address
| string
al|IPv4d or IPv6 address

| family
|string
a|IPv4d or IPvo6

| netmask

|string

al|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, the
default value is 64 with a valid range of 1 to 127. Output is always
netmask length.

| port
| string
al|Application port to be covered by the IPsec policy

[#svm]
[.api-collapsible-fifth-title]

svim

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Type
| Description
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| links
|link:4# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#records]
[.api-collapsible-fifth-title]

records

IPsec policy object.
[cols=3*,options=header]
| Type

| Description
|authentication method

|string
a|Authentication method for the IPsec policy.

|certificate
| link:#certificate[certificate]
a|Certificate for the IPsec policy.

|enabled
|boolean
al|Indicates whether or not the policy is enabled.

| ipspace
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| link:#ipspace[ipspace]
alApplies to both SVM and cluster-scoped objects. Either the UUID or name
may be supplied on input.

| local endpoint
|link:#local_endpoint[local_endpoint]
a|Local endpoint for the IPsec policy.

| local identity
| string
a|Local Identity

| name
| string

al|IPsec policy name.

|protocol
|string

a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

|remote identity
|string
a|Remote Identity

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| svm
| link:#svm[svm]

a|SvM, applies only to SVM-scoped objects.

|uuid
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| string
al|Unique identifier of the IPsec policy.

//end collapsible .Definitions block

[[ID8e4ba5b8b7405026c78chb80490a63b66] ]
= Create an IPsec policy

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block]# /security/ipsec/policies #

*Introduced In:* 9.8

Creates an IPsec policy.

== Related ONTAP commands

* “security ipsec policy create’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| return records

|boolean

| query

| False

al|The default is false. If set to true,

* Default value:

the records are returned.
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== Request Body

[cols=3*,options=header]

| Type
| Description

|action
|string
a|Action for the IPsec policy.

|authentication method
| string

a|Authentication method for the IPsec policy.

|certificate
| link:#certificate[certificate]
a|Certificate for the IPsec policy.

|enabled
|boolean
a|Indicates whether or not the policy is enabled.

| ipspace

| link:#ipspace[ipspace]

al|Applies to both SVM and cluster-scoped objects. Either the UUID or name
may be supplied on input.

| local endpoint
|link:#local endpoint[local endpoint]
al|Local endpoint for the IPsec policy.

| local identity
| string
al|Local Identity
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| name
| string
al|IPsec policy name.

|protocol
| string

a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| remote identity
| string
a|Remote Identity

| secret key
|string
a|Pre-shared key for IKE negotiation.

| svm
| link:#svm[svm]

al

|uuid
| string
al|Unique identifier of the IPsec policy.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]
{
"action": "string",
"authentication method": "string",
"certificate": {
"name": "certl",
"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"
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by
"ipspace": {

"name": "exchange",

"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"
by

"local endpoint": {
"address": "10.10.10.7",
"netmask": "24",

"port": "23"

by

"local identity": "string",

"name": "string",

"protocol™: "17",

"remote endpoint": {
"address": "10.10.10.7",
"netmask": "24",

"port": "23"

by

"remote identity": "string",

"secret key": "string",

"svm": {

"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138f7"

by
"uuid": "1lcd8a442-86dl-1le0-aelc-123478563412"

== Response

Status: 201, Created

[cols=3*,options=header]

| Name

| Type
| Description

|num records

| integer
a|Number of records

| records
|larray[link:#records[records]]
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.Example response
[$collapsible%closed]
[source, json, subs=+macros]

{

"num records": 1,
"records": [
{
"action": "string",

"authentication method":

"certificate": {
"name": "certl",
"yuid": "1lcd8ad442-86dl-

by

"ipspace": {
"name": "exchange",
"uuid":

by

"local endpoint": {
"address":
"netmask": "24",
"port": "23"

by

"local identity":

"name": "string",

"i7r,

"remote endpoint": {

"protocol":

"address":
"netmask": "24",
"port": "23"
b

"remote identity":
"secret key":

"string",
svm": {
"name": "svml",
"yuid":
}I

"yuid":

"lcd8ad442-86dl-

"02c9%e252-41be-

"string",

1le0-aelc-123478563412"

11e0-aelc-123478563412"

"10.10.10.7",

"string",

"10.10.10.7",

"string",

11e9-81d5-00a0986138£7"

"lcd8ad442-86dl-11e0-aelc-123478563412"



Status: Default

ONTAP Error Response Codes

Error Code | Description

| 66257099
| Only one protocol can be specified.

| 66257100
| Only one local port can be specified.

| 66257101

| Only one remote port can be specified.

| 66257104
| IPsec policy with same name already exists in this SVM.

| 66257107
| The specified pre-shared key is not a valid hexadecimal string.

| 66257109
| The specified pre-shared key is not a valid Base64 encoded binary

string.

| 66257110
| Failed to a create policy sequencing value.

| 66257111
| The IPsec policy with action ESP TRANSPORT provides packet protection
and requires a secret key for authentication.

| 66257112
| The IPsec policy with the action specified does not provide packet
protection and the authentication method provided for the policy will be

ignored.

| 66257113
| Only one local IP subnet can be specified.

| 66257114
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| Only one remote IP subnet can be specified.

| 66257115
| Port ranges containing more than one port are not supported.

| 66257117
| IPsec is not supported on the SVM specified in the policy, IPsec is
supported on data SVMs only.

| 66257120
| The subnet selector must be a host address (An IPv4 address with a 32-
bit netmask or an IPv6 address with a 128-bit netmask).

| 66257121
| The maximum limit of IPsec Policies has reached for the specified SVM.

| 66257125
| The local endpoint.address must be specified with

local endpoint.netmask.

| 66257126
| The remote endpoint.address must be specified with
remote endpoint.netmask.

| 66257132
| Invalid value for port field. Value should be in range <1-65535>.

| 66257139
| Certificate with the specified UUID was not found.

| 66257140
| Only certificates with a client or server type are supported.
|

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
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| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#certificate]
[.api-collapsible-fifth-title]
certificate

Certificate for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| name
|string
alCertificate name

|uuid
| string
alCertificate UUID

[#ipspace]
[.api-collapsible-fifth-title]

ipspace

Applies to both SVM and cluster-scoped objects. Either the UUID or name

may be supplied on input.
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[cols=3*,options=header]

| Type
| Description

| name
| string

a|IPspace name

|uuid
| string
al|IPspace UUID

[#local endpoint]
[.api-collapsible-fifth-title]
local endpoint

Local endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
| string
a|IPv4d or IPv6 address

| netmask

|string

al|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, the
default value is 64 with a valid range of 1 to 127. Output is always
netmask length.

| port
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| string
al|Application port to be covered by the IPsec policy

[#remote endpoint]
[.api-collapsible-fifth-title]
remote endpoint

Remote endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
|string
a|IPv4d or IPv6 address

| netmask

|string

al|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, the
default value is 64 with a valid range of 1 to 127. Output is always
netmask length.

| port
| string
al|Application port to be covered by the IPsec policy

[#svm]
[.api-collapsible-fifth-title]

svim

[cols=3*,options=header]

| Name
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| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#ipsec policy]
[.api-collapsible-fifth-title]
ipsec policy

IPsec policy object.

[cols=3*,options=header]

| Type
| Description

laction
| string
a|Action for the IPsec policy.

|authentication method
| string
al|Authentication method for the IPsec policy.

|certificate
| link:#certificate[certificate]
a|Certificate for the IPsec policy.

|enabled
|boolean
al|Indicates whether or not the policy is enabled.
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| ipspace

| link:#ipspace[ipspace]

al|Applies to both SVM and cluster-scoped objects. Either the UUID or name
may be supplied on input.

| local endpoint
|link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| local identity
| string
a|Local Identity

| name
| string
a|IPsec policy name.

|protocol
| string

a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| remote identity
|string
a|Remote Identity

| secret key
|string
a|Pre-shared key for IKE negotiation.

| svm
| link:#svm[svm]

al
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|uuid
| string
al|Unique identifier of the IPsec policy.

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

al|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*, options=header]

| Type

| Description

|arguments

|array[link:#error arguments[error arguments]]

a|Message arguments

| code
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| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.

[#svm]
[.api-collapsible-fifth-title]

svm

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Type
| Description

| name
|string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#records]
[.api-collapsible-fifth-title]

records
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IPsec policy object.

[cols=3*,options=header]

| Name

| Type
| Description

laction
|string
a|Action for the IPsec policy.

|authentication method
|string
a|Authentication method for the IPsec policy.

|certificate
| link:#certificate[certificate]
a|Certificate for the IPsec policy.

|enabled

|boolean

al|Indicates whether or not the policy is enabled.

| ipspace
| link:#ipspace[ipspace]

al|Applies to both SVM and cluster-scoped objects.

may be supplied on input.

| local endpoint
|link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| local identity
| string
a|Local Identity

| name

| string

Either the UUID or name
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a|IPsec policy name.

|protocol

|string
a|Lower layer protocol to be covered by the IPsec policy

| remote endpoint
|link:#remote endpoint[remote endpoint]

a|Remote endpoint for the IPsec policy.

| remote identity

| string
a|Remote Identity

| secret key

| string
a|Pre-shared key for IKE negotiation.

| svm

| link:#svm[svm]
al|SvM, applies only to SVM-scoped objects.

|uuid

|string
a|Unique identifier of the IPsec policy.

//end collapsible .Definitions block

[[ID303e0fbce3d81cl56ce521963186£547] ]

= Delete an IPsec policy

[.api-doc-operation
block]# /security/ipsec/policies/{uuid} " #
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.api-doc-operation-delete] #DELETE#

[.api-doc-code-



*Introduced In:* 9.8

Deletes a specific IPsec policy.

== Related ONTAP commands

* “security ipsec policy delete’

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid
|string
| path

| True
al|IPsec policy UUID

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 66257096
| Internal error. Failed to purge connections associated with the IPsec
policy.
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| 66257116
| IPsec policy with the specified UUID was not found.
| =

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[3collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
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[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string

a|Error code

|message
|string
alError message
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| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDO6dadce20616el3ee8e472cd4b73d03al ]
= Retrieve an IPsec policy

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ipsec/policies/{uuid} #

*Introduced In:* 9.8
Retrieves a specific IPsec policy.
== Related ONTAP commands

* “security ipsec policy show"®

== Parameters

[cols=5*,options=header]
|

|Required
| Description

|uuid

| string

|path

| True

al|IPsec policy UUID

| fields
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|larray[string]

|query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

|authentication method
| string
a|Authentication method for the IPsec policy.

|certificate
| link:#certificate[certificate]
a|Certificate for the IPsec policy.

|enabled
|boolean

al|Indicates whether or not the policy is enabled.

| ipspace
| link:#ipspace[ipspace]

al|Applies to both SVM and cluster-scoped objects.

may be supplied on input.

| local endpoint
|link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| local identity
| string
a|Local Identity

Either the UUID or name
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| name
| string
a|IPsec policy name.

|protocol
| string
a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| remote identity
|string
a|Remote Identity

| scope
|string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| svm
| link:#svm[svm]

al

|uuid
| string
al|Unique identifier of the IPsec policy.

.Example response

[$collapsible%closed]

[source, json, subs=+macros]

{
"authentication method": "string",
"certificate": {
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" links": {
"self": {
"href": "/api/resourcelink"
}
by

"name": "certl",
"yuid": "1cd8ad442-86dl-11e0-aelc-123478563412"

by

"ipspace": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "exchange",

"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"
by

"local endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"local identity": "string",

"name": "string",

"protocol": "17",

"remote endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"remote identity": "string",

"scope": "string",

"svm": {

" links": {
"self": {
"href": "/api/resourcelink"
}
by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"

by
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"
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== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 66257116
| IPsec policy with the specified UUID was not found.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#certificate]
[.api-collapsible-fifth-title]

certificate

block
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Certificate for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]

al

| name
| string
alCertificate name

|uuid
| string
a|Certificate UUID

[#ipspace]
[.api-collapsible-fifth-title]

ipspace

Applies to both SVM and cluster-scoped objects. Either the UUID or name

may be supplied on input.

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]

al
| name

|string
a|IPspace name
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|uuid
| string
al|IPspace UUID

[#local endpoint]
[.api-collapsible-fifth-title]
local endpoint

Local endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
| string
a|IPv4d or IPv6 address

| family
|string
a|IPv4d or IPvo6

| netmask

|string

al|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, the
default value is 64 with a valid range of 1 to 127. Output is always
netmask length.

| port
| string
a|Application port to be covered by the IPsec policy
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[#remote endpoint]
[.api-collapsible-fifth-title]
remote endpoint

Remote endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
| string
alIpPvd or IPv6 address

| family
| string
al|IPv4d or IPv6

| netmask

| string

a|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, the
default value is 64 with a valid range of 1 to 127. Output is always
netmask length.

| port
|string
al|Application port to be covered by the IPsec policy

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

600



| Description

| links
|link:# links[ links]
a

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
|string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

SVM.
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| Name

| Type

| Description
| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID22228a3b707d0bf43f7ede63cl850eac]]
= Update an IPsec policy

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/ipsec/policies/{uuid}  #

*Introduced In:* 9.8
Updates a specific IPsec policy.
== Related ONTAP commands

* “security ipsec policy modify"
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== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid

|string

| path

| True

al|IPsec policy UUID

== Request Body

[cols=3*,options=header]

| Type
| Description

|authentication method
| string

a|Authentication method for the IPsec policy.

|certificate
| link:#certificate[certificate]
a|Certificate for the IPsec policy.

|enabled
|boolean
a|Indicates whether or not the policy is enabled.

| ipspace
| link:#ipspace[ipspace]

603



al|Applies to both SVM and cluster-scoped objects. Either the UUID or name
may be supplied on input.

| local endpoint
| link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| local identity
| string
a|Local Identity

| name
| string
a|IPsec policy name.

|protocol
| string
a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| remote identity
|string
a|Remote Identity

| svm
| link:#svm[svm]

al

|uuid
| string
a|Unique identifier of the IPsec policy.

.Example request
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[$collapsible%closed]

[source, json, subs=+macros]
{
"authentication method": "string",
"certificate": {
"name": "certl",
"uuid": "lcdB8a442-86dl-11e0-aelc-123478563412"
by
"ipspace": {
"name": "exchange",
"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"
by
"local endpoint™: {
"address": "10.10.10.7",
"netmask": "24",
"port": "23"
by
"local identity": "string",
"name": "string",
"protocol™: "17",
"remote endpoint": {
"address": "10.10.10.7",
"netmask": "24",
"port": "23"
by

"remote identity": "string",

svm": |
"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

Yy
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes
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| Error Code | Description

| 66257097
| Internal error. Failed to update the IPsec policy.

| 66257099
| Only one protocol can be specified.

| 66257100
| Only one local port can be specified.

| 66257101
| Only one remote port can be specified.

| 66257110
| Failed to create a policy sequencing value.

| 66257113
| Only one local IP subnet can be specified.

| 66257114
| Only one remote IP subnet can be specified.

| 66257115
| Port ranges containing more than one port are not supported.

| 66257116
| IPsec policy with the specified UUID was not found.

| 66257120
| The subnet selector must be a host address (An IPv4 address with a 32-
bit netmask or an IPv6 address with a 128-bit netmask).

| 66257139
| Certificate with the specified UUID was not found.

| 66257140
| Only certificates with a client or server type are supported.

| ===
== Definitions
[.api-def-first-level]

.See Definitions
[$collapsible%closed]
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//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#certificate]
[.api-collapsible-fifth-title]
certificate

Certificate for the IPsec policy.

[cols=3*,options=header]

| Type
| Description

| name
| string
alCertificate name

|uuid
|string
a|Certificate UUID
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[#ipspace]
[.api-collapsible-fifth-title]
ipspace

Applies to both SVM and cluster-scoped objects. Either the UUID or name
may be supplied on input.

[cols=3*,options=header]

| Name

| Type
| Description

| name

|string
al|IPspace name

|uuid
|string
a|IPspace UUID

[#local endpoint]
[.api-collapsible-fifth-title]
local endpoint

Local endpoint for the IPsec policy.

[cols=3*,options=header]

| Type
| Description
| address

|string
alIbPvd or IPv6 address

| netmask

608



| string

al|Input as netmask length (16) or IPv4 mask
default value is 64 with a valid range of 1 to 127.

netmask length.

| port
|string

al|Application port to be covered by the IPsec policy

[#remote endpoint]
[.api-collapsible-fifth-title]
remote endpoint

Remote endpoint for the IPsec policy.

[cols=3*,options=header]

| Type
| Description

| address
| string
alIbPvd or IPv6 address

| netmask
| string

a|Input as netmask length (16) or IPv4 mask
default value is 64 with a valid range of 1 to 127.

netmask length.

| port
|string

al|Application port to be covered by the IPsec policy

(255.255.0.0) . For IPvo,

Output is always

(255.255.0.0) . For IPv6,

Output is always
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[#svm]
[.api-collapsible-fifth-title]

svim

[cols=3*,options=header]

| Name

| Type
| Description

| name
| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#ipsec policy]
[.api-collapsible-fifth-title]
ipsec policy

IPsec policy object.

[cols=3*,options=header]

| Type
| Description

|authentication method

| string
a|Authentication method for the IPsec policy.

|certificate
| link:#certificate[certificate]
a|Certificate for the IPsec policy.

|enabled
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|boolean
a|Indicates whether or not the policy is enabled.

| ipspace

| link:#ipspace[ipspace]

al|Applies to both SVM and cluster-scoped objects. Either the UUID or name
may be supplied on input.

| local endpoint
|link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| local identity
| string
al|Local Identity

| name
|string
a|IPsec policy name.

|protocol
| string
a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

|remote identity
| string
a|Remote Identity

| svm
| link:#svm[svm]

al
|uuid

|string
a|Unique identifier of the IPsec policy.
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code
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| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= View IPsec security associations

:leveloffset: +1

[[ID4c073c397f870b1563d1674a41342d05] ]
= Security IPsec security-associations endpoint overview

== Qverview

* Collection Get: GET security/ipsec/security-associations
* Instance Get: GET security/ipsec/security-associations/uuid

[[IDfb5f69d959562alaef683e4f61fa3237]]
= Retrieve IPsec and IKE security associations

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/ipsec/security-associations #
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*Introduced In:* 9.8
Retrieves the IPsec and IKE (Internet Key Exchange) security associations.
== Related ONTAP commands

* “security ipsec show-ipsecsa’

* “security ipsec show-ikesa’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|lifetime

| integer

| query

| False

alFilter by lifetime

| type

|string

| query

| False

al|Filter by type

| ipsec.inbound.bytes

| integer

| query

| False

alFilter by ipsec.inbound.bytes

|ipsec.inbound.security parameter index

|string

| query

| False

a|Filter by ipsec.inbound.security parameter index
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| ipsec.inbound.packets

| integer

| query

| False

al|Filter by ipsec.inbound.packets

| ipsec.outbound.packets

| integer

| query

| False

al|Filter by ipsec.outbound.packets

| ipsec.outbound.bytes

| integer

| query

| False

alFilter by ipsec.outbound.bytes

| ipsec.outbound.security parameter index

|string

| query

| False

a|Filter by ipsec.outbound.security parameter index

| ipsec.action

| string

| query

| False

al|Filter by ipsec.action

| ipsec.state

|string

| query

| False

al|Filter by ipsec.state

| svm.uuid
| string
| query
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| False
alFilter by svm.uuid

| svm.name

|string

| query

| False

alFilter by svm.name

| local address

|string

| query

| False

alFilter by local address

| remote address

| string

| query

| False

a|Filter by remote address

|policy name

|string

| query

| False

a|Filter by policy name

| scope

| string

|query

| False

al|Filter by scope

| node.uuid
|string

| query
|False

al|Filter by node.uuid

| node .name
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| string

|query

| False

al|Filter by node.name

|uuid
|string
| query
| False

al|Filter by uuid

|cipher suite

| string

| query

| False

a|Filter by cipher suite

|ike.authentication

|string

| query

| False

alFilter by ike.authentication

|ike.initiator security parameter index
| string

| query

| False

alFilter by ike.initiator security parameter index

|ike.is initiator

|boolean

|query

| False

a|Filter by ike.is initiator

| ike.version
| integer

| query

| False

alFilter by ike.version
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|ike.state

|string

| query

| False

al|Filter by ike.state

| ike.responder security parameter index
| string

| query

| False

alFilter by ike.responder security parameter index

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

| return records
|boolean

|query

| False

al|The default is true for GET calls. When set to false,
of records is returned.

only the number

* Default wvalue: 1

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.
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* Default value: 1
* Max value: 120

* Min wvalue: O

|order by
|larray[string]

| query
| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

|error
| link:#error[error]
al

|num records

| integer

a|Number of records

| records
|larray([link:#records[records]]
al

.Example response
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[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
by
"num records": 1,
"records": [
{
"cipher suite": "string",
"ike": {
"authentication": "string",
"initiator security parameter index": "string",
"responder security parameter index": "string",
"state": "string"
by
"ipsec": {
"action": "string",
"inbound": {
"security parameter index": "string"
by
"outbound": {
"security parameter index": "string"
by
"state": "string"
by
"local address": "string",
"node": {
" links": {
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"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",
"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"
by
"policy name": "string",
"remote address": "string",
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",
"uuid": "02c9e252-41be-11e9-81d5-00a0986138£7"

by

"type": "string",
"uuid": "string"
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al

.Example error
[$collapsible%closed]
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[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

a |

[# links]
[.api-collapsible-fifth-title]

links

[cols=3*,options=header]
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| Name

| Type
| Description

|next
| link:#href [href]
al

| self
| link:#href[href]
al

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name
| Type
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| Description

| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string

alError message

| target
|string

a|The target parameter that caused the error.

[#ike]
[.api-collapsible-fifth-title]
ike

Objects containing parameters specific to IKE (Internet Key Exchange)
security association.

[cols=3*,options=header]

| Name

| Type
| Description

|authentication
| string

al|Authentication method for internet key exchange protocol.

|initiator security parameter index
|string

alInitiator's security parameter index for the IKE security association.
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|is initiator
|boolean
a|Indicates whether or not IKE has been initiated by this node.

| responder security parameter index
| string
a|Responder's security parameter index for the IKE security association.

| state
|string
alState of the IKE connection.

| version
|integer
alInternet key exchange protocol version.

[#inbound]
[.api-collapsible-fifth-title]
inbound

Status for inbound parameters for the IPsec security association.

[cols=3*,options=header]

| Type
| Description

|bytes
| integer
a|Number of inbound bytes for the IPsec security association.

| packets
| integer
a|Number of inbound packets for the IPsec security association.
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| security parameter index
|string

a|Inbound security parameter index for the IPSec security association.

[#outbound]
[.api-collapsible-fifth-title]
outbound

Status for outbound parameters for the IPsec security association.

[cols=3*,options=header]

| Type
| Description

|bytes
| integer

a|Number of outbound bytes for the IPsec security association.

| packets
| integer

a|Number of outbound packets for the IPsec security association.

| security parameter index
| string

a|Outbound security parameter index for the IPSec security association.

[#ipsec]
[.api-collapsible-fifth-title]

ipsec

Objects containing parameters specific to IPsec security association.
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[cols=3*,options=header]

| Name

| Type
| Description

|action
|string
a|Action for the IPsec security association.

| inbound
| link:#inbound[inbound]
al|Status for inbound parameters for the IPsec security association.

| outbound
| link:#outbound[outbound]
alStatus for outbound parameters for the IPsec security association.

| state
| string
al|State of the IPsec security association.

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name
| Type
| Description
|self

| link:#href[href]
al

[#node]
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[.api-collapsible-fifth-title]
node

Node with the security association.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

| name
| string
al

|uuid
|string
al

[#svm]
[.api-collapsible-fifth-title]

svim

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a |

| name

|string
a|The name of the SVM.
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|uuid
| string
a|The unique identifier of the SVM.

[#records]
[.api-collapsible-fifth-title]

records

Security association object for IPsec security association and IKE

(Internet Key Exchange) security association.

[cols=3*,options=header]

| Name

| Type
| Description

|cipher suite
| string

a|Cipher suite for the security association.

| ike
| link:#ike[ike]
a|Objects containing parameters specific to IKE (Internet Key Exchange)

security association.

| ipsec
|link:#ipsec[ipsec]

a|Objects containing parameters specific to IPsec security association.

|lifetime
| integer
a|Lifetime for the security association in seconds.

| local address
| string
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a|Local address of the security association.

| node
| link:#node[node]

a|Node with the security association.

|policy name
| string

a|Policy name for the security association.

| remote address

| string

a|Remote address of the security association.

| scope
| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| svm

| link:#svm[svm]

a|SvM, applies only to SVM-scoped objects.

| type
| string

a|Type of security association,

it can be IPsec or IKE
Exchange) .

(Internet Key

|luuid

| string

a|Unique identifier of the security association.

//end collapsible .Definitions block
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[[ID4bd4ca%2aedacab5f3bd46£f23419d6ced9d] ]
= Retrieve an IPsec or IKE security association

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ipsec/security-associations/{uuid} #

*Introduced In:* 9.8

Retrieves a specific IPsec or IKE (Internet Key Exchange) security
association.

== Related ONTAP commands

* “security ipsec show-ipsecsa’

* “security ipsec show-ikesa’

== Parameters

[cols=5%*,options=header]
|

|Required
| Description

|uuid
| string
|path
| True

a|UUID of IPsec or IKE security association.

| fields
|larray[string]

| query
| False

al|Specify the fields to return.

== Response
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Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

|cipher suite
| string

a|Cipher suite for the security association.

| ike
| link:#ike[ike]
a|Objects containing parameters specific to IKE (Internet Key Exchange)

security association.

| ipsec
| link:#ipsec[ipsec]

a|Objects containing parameters specific to IPsec security association.

|lifetime
| integer
a|Lifetime for the security association in seconds.

| local address
| string
a|Local address of the security association.

| node
| link:#node[node]
a|Node with the security association.

|policy name
|string
a|Policy name for the security association.

| remote address

| string
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a|Remote address of the security association.

| scope
|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| svm
| link:#svm[svm]

al

| type

| string

a|Type of security association, it can be IPsec or IKE
Exchange) .

|uuid
| string
a|Unique identifier of the security association.

.Example response
[$collapsible%closed]
[source, json, subs=+macros]
{
"cipher suite": "string",
"ike": {
"authentication": "string",
"initiator security parameter index": "string",
"responder security parameter index": "string",
"state": "string"
by
"ipsec": {
"action": "string",
"inbound": {
"security parameter index": "string"
by
"outbound": {

"security parameter index": "string"

by

(Internet Key
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"state": "string"
by
"local address": "string",
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",
"uuid": "l1cdB8a442-86dl-11e0-aelc-123478563412"
by
"policy name": "string",
"remote address": "string",
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by

"type": "string",
"uuid": "string"
}
== Error

Status: Default

ONTAP Error Response Codes

Error Code | Description

| 66257118
| IPsec SA with the specified UUID was not found.

| 66257119
| IPsec SA with the specified UUID was not found.
|
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[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#ike]

[.api-collapsible-fifth-title]

ike

Objects containing parameters specific to IKE (Internet Key Exchange)
security association.
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[cols=3*,options=header]

| Name

| Type
| Description

|lauthentication
|string
al|Authentication method for internet key exchange protocol.

|initiator security parameter index
|string
alInitiator's security parameter index for the IKE security association.

|is initiator
|boolean
a|Indicates whether or not IKE has been initiated by this node.

| responder security parameter index
|string
a|Responder's security parameter index for the IKE security association.

| state
| string

alState of the IKE connection.

| version
| integer
a|Internet key exchange protocol version.

[#inbound]
[.api-collapsible-fifth-title]
inbound

Status for inbound parameters for the IPsec security association.
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[cols=3*,options=header]

| Name

| Type
| Description

|bytes
| integer

a|Number of inbound bytes for the IPsec security association.

| packets
| integer

a|Number of inbound packets for the IPsec security association.

| security parameter index
| string

a|Inbound security parameter index for the IPSec security association.

[#outbound]
[.api-collapsible-fifth-title]
outbound

Status for outbound parameters for the IPsec security association.

[cols=3*,options=header]

| Name

| Type
| Description

|bytes
| integer

a|Number of outbound bytes for the IPsec security association.

| packets
| integer

a|Number of outbound packets for the IPsec security association.
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| security parameter index
| string
a|Outbound security parameter index for the IPSec security association.

[#ipsec]
[.api-collapsible-fifth-title]
ipsec

Objects containing parameters specific to IPsec security association.

[cols=3*,options=header]

| Type
| Description

laction
| string
al|Action for the IPsec security association.

| inbound
| link:#inbound[inbound]

alStatus for inbound parameters for the IPsec security association.

| outbound
| Link: #outbound[outbound]
alStatus for outbound parameters for the IPsec security association.

| state
|string
a|State of the IPsec security association.

[#href]
[.api-collapsible-fifth-title]
href
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[cols=3*,options=header]

| Name

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#node]
[.api-collapsible-fifth-title]
node

Node with the security association.

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al
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| name

|string

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name
| Type
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| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= View and update key manager configurations

:leveloffset: +1

[[ID6£713003c21ed49fe4431094a21fbaz2bd] ]

= Security key-manager-configs endpoint overview

== Qverview

Retrieves or modifies the key management configuration options. The
following operations are supported:

* GET
* PATCH

[[ID6508219b0e5a53£331005eadb58cb8b0] ]

= Retrieve key manager configurations

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/key-manager-configs #

*Introduced In:* 9.10
Retrieves key manager configurations.
== Related ONTAP commands

* “security key-manager config show"

== Parameters
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[cols=5*,options=header]
|

|Required
| Description

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

== Response
Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:#self link[self link]
al

|cc_mode enabled
|boolean
a|Indicates whether the Common Criteria Mode configuration is enabled.

|lhealth monitor polling interval

| integer

a|Health Monitor Polling Period, in minutes. Supported value range of 15-
30 minutes.

| passphrase
| string
a|Current cluster-wide passphrase. This is a required field when setting
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the cc mode enabled field value to true. This is not audited.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"

by

"health monitor polling interval": 20,
"passphrase": "The cluster passphrase of length 64-256 ASCII
characters."

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{
"error": {

"arguments": [
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"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]
| Type

| Description

|href

|string
al

[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Type
| Description

645



| self
| link:#href[href]

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
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alError code

|message
|string

a|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID1c7370adb3bbecdf91a49a61ab157308] ]
= Update key manager configurations

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/key-manager-configs #

*Introduced In:* 9.10
Updates key manager configurations.
== Related ONTAP commands

* “security key-manager config modify’

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|cc_mode enabled
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|boolean
a|Indicates whether the Common Criteria Mode configuration is enabled.

|lhealth monitor polling interval
| integer
a|Health Monitor Polling Period, in minutes. Supported value range of 15-

30 minutes.

| passphrase

| string

a|Current cluster-wide passphrase. This is a required field when setting
the cc mode enabled field value to true. This is not audited.

.Example request
[$collapsible%closed]
[source, json, subs=+macros]

{

"health monitor polling interval": 20,

"passphrase": "The cluster passphrase of length 64-256 ASCII
characters."
}
== Response

Status: 200, Ok
== Error
Status: Default

ONTAP Error Response Codes

Error Code | Description

| 65536139
| Cluster-wide passphrase is incorrect.

648



| 65536805
| Common Criteria Mode requires an effective cluster version of ONTAP 9.4

or later.

| 65536806
| Passphrase length error.

| 65536807
| MetroCluster cannot be configured while in Common Criteria mode.

| 65536809
| Common Criteria mode is disabled on the cluster. Contact technical
support for assistance in enabling Common Criteria mode.

| 65537302
| The passphrase field is required when changing cc mode enabled to true.

| 65537304
| Unable to modify polling period because no external key management is

configured on the cluster.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]
| Type

| Description

|href

| string
al
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[#self link]
[.api-collapsible-fifth-title]
self link

[#key manager config]
[.api-collapsible-fifth-title]
key manager config

Manages the various keymanager configuration options.

[cols=3*,options=header]

| Type
| Description

|cc_mode enabled
|boolean
a|Indicates whether the Common Criteria Mode configuration is enabled.

|lhealth monitor polling interval

| integer

a|Health Monitor Polling Period, in minutes. Supported value range of 15-
30 minutes.

| passphrase
|string
a|Current cluster-wide passphrase. This is a required field when setting

the cc mode enabled field value to true. This is not audited.

[#error arguments]
[.api-collapsible-fifth-title]
error arguments
[cols=3*,options=header]

| Type
| Description
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| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

a|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block
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:leveloffset: -1

= Manage key managers

:leveloffset: +1

[[ID£972621562£f£78549099¢c21009855£88] ]
= Security key-managers endpoint overview

== Qverview

A key manager is a key management solution (software or dedicated
hardware) that enables other ONTAP client modules to securely and
persistently store keys for various uses. For example, WAFL uses the key
management framework to store and retrieve the volume encryption keys that
it uses to encrypt/decrypt data on NVE volumes. A key manager can be
configured at both cluster scope and SVM, with one key manager allowed per
SVM. The key management framework in ONTAP supports two mutually exclusive
modes for persisting keys: external and onboard.

When an SVM is configured with external key management, the keys are
stored on up to four key servers that are external to the system.

Once external key management is enabled for an SVM, key servers can be
added or removed using the /api/security/key-managers/\{uuid}/key-
servers endpoint. See [ +POST /security/key-managers/{uuid}/key-
servers+ '] and [ +DELETE /security/key-managers/{uuid}/key-
servers/{server}+'] for more details.

Setting up external key management dictates that the required certificates
for securely communicating with the key server are installed prior to
configuring the key manager. To install the required client and server ca
certificates, use the /api/security/certificates/ endpoint.

See [ POST /security/certificates ], [ GET /security/certificates/uuid"]
and [ +DELETE /security/certificates/{uuid}+ '] for more details.

When an SVM is configured with the Onboard Key Manager, the keys are
stored in ONTAP in wrapped format using a key hierarchy created using the
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salted hash of the passphrase entered when configuring the Onboard Key
Manager. This model fits well for customers who use ONTAP to store their
own data.

== Examples
=== Creating an external key manager with 1 key server for a cluster

The example key manager is configured at the cluster-scope with one key
server. Note that the UUIDs of the certificates are those that are already
installed at the cluster-scope. Note the return records=true query
parameter is used to obtain the newly created key manager configuration

# The API:
POST /api/security/key-managers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-

managers?return records=true' -H 'accept: application/hal+json' -d "{
\"external\": { \"client certificate\": { \"uuid\": \"5fbl701a-d9%922-11e8-
bfe8-005056bb017d\" }, \"server ca certificates\": [ { \"uuid\":
\"827d7d31-d6c8-11e8-b5bf-005056bb017d\" }1,\"servers\": [ { \"server\":

\"10.225.89.33:5696\" } 1 } }"

# The response:
{
"num records": 1,
"records": [
{
"uuid": "815e9462-dc57-11e8-9b2c-005056bb017d",
"external": {
"client certificate": ({
"uuid": "5fbl1701a-d922-11e8-bfe8-005056bb017d"
b
"server ca certificates": [
{
"uuid": "827d7d31-d6c8-11e8-b5bf-005056bb017d"
}
1,
"servers": [
{
"server": "10.225.89.33:5696"
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by
" links": {
"self": {
"href": "/api/security/key-managers/815e9462-dc57-11e8-9b2c-
005056bb0174d"
}

=== (Creating an external key manager with 1 primary key server and 2
secondary key servers for a cluster

The example key manager is configured at the cluster-scope with one key
server and two secondary key servers. Note that the UUIDs of the
certificates are those that are already installed at the cluster-scope.
Note the return records=true dquery parameter is used to obtain the newly
created key manager configuration

# The API:
POST /api/security/key-managers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-

managers?return records=true' -H 'accept: application/hal+json' -d "{
\"external\": { \"client certificate\": { \"uuid\": \"5fbl1701a-d922-11e8-
bfe8-005056bb017d\" }, \"server ca certificates\": [ { \"uuid\":
\"827d7d31-d6c8-11e8-b5bf-005056bb017d\" }],\"servers\": [ { \"server\":
\"10.225.89.33:5696\", \"secondary key servers\": [ \"1.1.1.1\",
\"10.72.204.27:5696\" 1 } 1 } }"

# The response:
{
"num records": 1,
"records": [
{
"uuid": "815e9462-dc57-11e8-9b2c-005056bb017d",
"external": {
"client certificate": ({
"uuid": "5fbl1701a-d922-11e8-bfe8-005056bb017d"
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by
"server ca certificates": [
{
"uuid": "827d7d31-d6c8-11e8-b5bf-005056bb017d"
}
1,
"servers": [
{
"server": "10.225.89.33:5696",
"secondary key servers": [
ol od oW,
"10.72.204.27:5096"

]
by

" links": {
"self": {
"href": "/api/security/key-managers/815e9462-dc57-11e8-9b2c-
005056bb017d"

}

=== Creating an external key manager with 1 key server for an SVM

The example key manager is configured at the SVM-scope with one key
server. Note that the UUIDs of the certificates are those that are already
installed in that SVM. Note the return records=true dquery parameter is
used to obtain the newly created key manager configuration

# The API:
POST /api/security/key-managers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-

managers?return records=true' -H 'accept: application/hal+json' -d "{
\"svm\": { \"uuid\": \"216e6c26-d6c6-11e8-b5bf-005056bb017d\" },
\"external\": { \"client certificate\": { \"uuid\": \"9ldcaf7c-dbbd-1le8-
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902¢c-005056bb017d\" }, \"server ca certificates\": [ { \"uuid\":
\"ad4d4b8ba-dbbd-11e8-9b2c-005056bb017d\" }],\"servers\": [ { \"server\":
\"10.225.89.34:5696\" } 1 } "

# The response:

{

"num records": 1,
"records": [

{
"uuid": "80af63f2-dbbf-11e8-9b2c-005056bb017d",
"svm": {
"uuid": "216e6c26-d6c6-11e8-b5bf-005056bb017d4d"
by
"external": {
"client certificate": ({
"uuid": "91ldcaf7c-dbbd-11e8-9b2c-005056bb017d"
b
"server ca certificates": [
{
"uuid": "ad4d4b8ba-dbbd-11e8-9b2c-005056bb017d"
}
1,

"servers": [
{
"server": "10.225.89.34:5696"
}
]
b
" links": {
"self": {
"href": "/api/security/key-managers/80af63f2-dbbf-11e8-9b2c-
005056bb0174d"

}

=== Creating an onboard key manager for a cluster

The following example shows how to create an onboard key manager for a
cluster with the onboard key manager configured at the cluster-scope.
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# The API:
POST /api/security/key-managers

# The call:
curl -X POST 'https://<mgmt-ip>/api/security/key-managers' -H 'accept:
application/hal+json' -d '{ "onboard": { "passphrase": "passphrase" } }'

=== Retrieving the key manager configurations for all clusters and SVMs

The following example shows how to retrieve all configured key managers
along with their configurations.

# The API:
GET /api/security/key-managers

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers?fields=*' -H
'accept: application/hal+json'

# The response:
{
"records": [

{
"uuid": "2345f09c-d6c9-11e8-b5bf-005056bb0174d",

"scope": "svm",
"svm": {
"uuid": "0£f22f8£3-d6c6-11e8-b5bf-005056bb017d",
"name": "vsQO"
by
"external": {
"client certificate": {
"uuid": "4cb15482-d6c8-11e8-b5bf-005056bb017d",
" links": {
"self": {
"href": "/api/security/certificates/4cbl5482-d6c8-11e8-b5bf-
005056bb017d/™"

}

by

657



"server ca certificates": [
{

"uuid": "8al7c858-d6c8-11e8-b5bf-005056bb0174d",

" links": {
"self": {

"href": "/api/security/certificates/8al7¢c858-d6c8-11e8-b5bf-
005056bb017d/™"

}

1
1y
"servers": [
{
"server": "10.2.30.4:5690",
"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/2345f09¢c-d6c9-11e8-b5bf-
005056bb017d/key-servers/10.2.30.4:5696/"

"server": "vs0.locall:3678",

"timeout": 25,

"username": ""

"secondary key servers": [
"1.1.1.1",

"10.72.204.27:5096"
1,

" links": {
"self": {
"href": "/api/security/key-managers/2345f09c-d6c9-11e8-b5bf-

005056bb017d/key-servers/vs0.locall:3678/"
}

]
by

" links": {
"self": {
"href": "/api/security/key-managers/2345f09c-d6c9-11e8-b5bf-
005056bb017d"

}
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by
{
"uuid": "815e9462-dc57-11e8-9b2c-005056bb017d",

"scope": "cluster",
"external": {
"client certificate": ({
"uuid": "5fb1701a-d922-11e8-bfe8-005056bb017d",
" links": {
"self": {
"href": "/api/security/certificates/5fbl1701a-d922-11e8-bfe8-
005056bb017d/"

}
}
by
"server ca certificates": [
{
"uuid": "827d7d31-d6c8-11e8-b5bf-005056bb0174d",
" links": {
"self": {
"href": "/api/security/certificates/827d7d31-d6c8-11e8-b5bf-
005056bb017d/™"
}

}
1,
"servers": [
{
"server": "10.225.89.33:5696",
"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/815e9462-dc57-11e8-9b2c—
005056bb017d/key-servers/10.225.89.33:5696/"

}

]
by

" links": {
"self": {
"href": "/api/security/key-managers/815e9462-dc57-11e8-9b2c—
005056bb017d"

}
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1,

"num records": 2,

" links": {
"self": {
"href": "/api/security/key-managers?fields=*"

=== Retrieving the key manager configurations for all clusters and SVMs

(showing Onboard Key Manager)

The following example shows how to retrieve all configured key managers
along with their configurations.

# The API:
GET /api/security/key-managers

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers?fields=*' -H
'accept: application/hal+json'

# The response:
{
"records": [
{
"uuid": "8bab52e0f-ae22-11e9-b747-005056bb7636",
"scope": "cluster",
"onboard": {
"enabled": true,
"key backup": "--—77--""-"-""""""""""""""-—- BEGIN

by
"volume encryption": {
"supported": false,
"message": "The following nodes do not support volume granular
encryption: ntap-vsim2.",
"code": 65536935
by

"is default data at rest encryption disabled": false
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1,

"num records": 1

}

=== Retrieving expensive fields such as, status.code and status.message,

associated with a key manager.

These values are not retreived by default with the 'fields=*' option.

The following example shows how to retrieve the expensive objects
associated with a key manager.

# The API:
GET /api/security/key-managers

# The call:

curl -X GET "https://<mgmt-ip>/api/security/key-
managers?fields=status.message,status.code" -H 'accpt:
application/hal+jon'

# The response:
{
"records": [
{
"yuid": "ac305d46-aefd4d-11e9-ad3c-005056bb7636",
"status": {
"message": "No action needed at this time.",
"code": 65537200
b
" links": {
"self": {
"href": "/api/security/key-managers/ac305d46-aefd-11e9-ad3c-
005056bb7636"
}

1,

"num records": 1,
" links": {
"self": {
"href": "/api/security/key-managers?fields=status.message, status

.code"
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=== Retrieving a specific key manager configuration

The following example shows how to retrieve a specific key manager

configuration.

# The API:
GET /api/security/key-managers/{uuid}

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers/<uuid>?fields=*"'
-H 'accept: application/hal+json'

# The response:

{
"uuid": "2345£09c-d6c9-11e8-b5bf-005056bb017d",

"scope": "svm",
"svm": {
"uuid": "0£22f8f3-d6c6-11e8-b5bf-005056bb017d4d",
"name": "vsQO"
by
"external": {
"client certificate": ({
"uuid": "4cbl15482-d6c8-11e8-b5bf-005056bb017d",
" links": {
"self": {
"href": "/api/security/certificates/4cbl5482-d6c8-11e8-b5bf-
005056bb017d/"

}
}
by

"server ca certificates": [

{
"uuid": "8al7c858-d6c8-11e8-b5bf-005056bb017d",

" links": {
"self": {
"href": "/api/security/certificates/8al7¢c858-d6c8-11e8-b5bf-
005056bb017d/"
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}
1,
"servers": [
{
"server": "10.2.30.4:56906",
"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/2345f09c-d6c9-11e8-b5bf-
005056bb017d/key-servers/10.2.30.4:5696/"

"server": "vs0.locall:3678",
"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/2345f09c-d6c9-11e8-b5bf-

005056bb017d/key-servers/vs0.locall:3678/"
}

]
b
" links": {
"self": {
"href": "/api/security/key-managers/2345f09c-d6c9-11e8-b5bf-
005056bb0174"
}

=== Updating the configuration of an external key manager

The following example shows how to update the server ca configuration of

an external key manager.
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# The API:
PATCH /api/security/key-managers/{uuid}

# The call:

curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>?' -H
'accept: application/hal+json' -d "{ \"externall\": ({
\"server ca certificates\": [ { \"uuid\": \"23b05c58-d790-11e8-b5bf-
005056bb017d\" }] } "

=== Updating the passphrase of an Onboard Key Manager

The following example shows how to update the passphrase of a given key
manager.

# The API:
PATCH /api/security/key-managers/{uuid}

# The call:

curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>?' -H
'accept: application/hal+json' -d "{ \"onboard\": ({

\"existing passphrase\": \"existing passphrase\", \"passphrase\":
\"new passphrase\" } }"

=== Synchronizing the passphrase of the Onboard Key Manager on a cluster

The following example shows how to synchronize the passphrase on a cluster
where the Onboard Key Manager is already configured.

# The API:
PATCH /api/security/key-managers/{uuid}

# The call:

curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>?' -H
'accept: application/hal+json' -d "{ \"onboard\": /{

\"existing passphrase\": \"existing passphrase\", \"synchronize\": true

}}"
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=== Configuring the Onboard Key Manager on a cluster

The following example shows how to configure the Onboard Key Manager on a
cluster where the Onboard Key Manager is not configured, but is configured
on an MetroCluster partner cluster.

# The API:
POST /api/security/key-managers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-

managers?return records=false' -H 'accept: application/hal+json' -H
"Content-Type: application/Jjson" -d "{ \"onboard\": { \"passphrase\":
\"passphrase\", \"synchronize\": true }}"

=== Deleting a configured key manager

The following example shows how to delete a key manager given its UUID.

# The API:
DELETE /api/security/key-managers/{uuid}

# The call:
curl -X DELETE 'https://<mgmt-ip>/api/security/key-managers/<uuid>?' -H
'accept: application/hal+json'

=== Adding a key server to an external key manager

The following example shows how to add a key server with two secondary key

servers to an external key manager.
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# The API:

POST /api/security/key-managers/{uuid}/key-servers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers?return records=true' -H 'accept: application/hal+json' -d "{
\"server\": \"10.225.89.34:5696\", \"secondary key servers\": [
\"1.1.1.1\", \"10.72.204.27:5696\" ] "

# The response:

{

"num records": 1,
"records": [
{
"server": "10.225.89.34:5690",
"secondary key servers": |
"1.1.1.1",

"10.72.204.27:5096"
I

" links": {
"self": {
"href": "/api/security/key-managers/43e0cl91-dcb5c-11e8-9b2c-

005056bb017d/key-servers/10.225.89.34%3A5696"
}

=== Adding 2 key servers to an external key manager

The following example shows how to add 2 key servers to an external key
manager. Note that the records property is used to add multiple key
servers to the key manager in a single API call.

# The API:
POST /api/security/key-managers/{uuid}/key-servers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers?return records=true' -H 'accept: application/hal+json' -d "{
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\"records\": [ { \"server\": \"10.225.89.34:5696\" }, { \"server\":
\"10.225.89.33:5696\" } ] 1"

# The response:

{

"num records": 1,
"records": [
{
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl91-dc5c-11e8-9b2c-

005056bb017d/key-servers/"
}

=== Retrieving all the key servers configured in an external key manager

The following example shows how to retrieve all key servers configured in

an external key manager.

# The API:
GET /api/security/key-managers/{uuid}/key-servers

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers?fields=*' -H 'accept: application/hal+json'

# The response:

{

"records": [

{
"uuid": "43e0cl91-dc5c-11e8-9b2c-005056bb017d",

"server": "10.225.89.33:5690",
"timeout": 25,
"username": "",

"secondary key servers": [
Tlododlo1Y%,
"10.72.204.27:5096"
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1,
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl91-dc5c-11e8-9b2c-
005056bb017d/key-servers/10.225.89.33%3A5696"

"uuid": "43e0cl91-dc5c-11e8-9b2c-005056bb017d",
"server": "10.225.89.34:5696",

"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl91-dc5c-11e8-9b2c-

005056bb017d/key-servers/10.225.89.34%3A5696"
}

}
1,

"num records": 2,
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl91-dc5c-11e8-9b2c-

005056bb017d/key-servers?fields=*"
}

=== Retrieving a specific key server configured in an external key manager

The following example shows how to retrieve a specific key server

configured in an external key manager.

# The API:
GET /api/security/key-managers/{uuid}/key-servers/{server}

# The call:

curl -X GET 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers/{server}?fields=*' -H 'accept: application/hal+json'
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# The response:

{
"uuid": "43e0cl91-dc5c-11e8-9b2c-005056bb017d",

"server": "10.225.89.34:5696",
"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl191-dc5c-11e8-9b2c-

005056bb017d/key-servers/10.225.89.34:5696"
}

=== Updating a specific key server configuration configured in an external
key manager

The following example shows how to update a specific key server configured

in an external key manager.

# The API:

PATCH /api/security/key-managers/{uuid}/key-servers/{server}

# The call:
curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers/{server}' -H 'accept: application/hal+json' -d "{ \"timeout\": 45

}"

The following example shows how to update the set of secondary key servers

associated with a key server.

# The API:
PATCH /api/security/key-managers/{uuid}/key-servers/{server}

# The call:
curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers/{server}' -H 'accept: application/hal+json' -d "{
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\"secondary key servers\": [ \"1.1.1.1\", \"10.72.204.27:5696\" 1 }"

=== Deleting a key server from an external key manager

The following example shows how to delete a key server from an external
key manager.

# The API:
DELETE /api/security/key-managers/{uuid}/key-servers/{server}

# The call:
curl -X DELETE 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-

servers/{server}' -H 'accept: application/hal+json'

[[IDe98b95f615fc1a389458f1cd49ee606a7]]
= Retrieve key managers

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/key-managers #

*Introduced In:* 9.6

Retrieves key managers.

== Expensive properties

There is an added cost to retrieving values for these properties. They are
not included by default in GET results and must be explicitly requested
using the “fields query parameter. See

xref:{relative path}getting started with the ontap rest api.html#Requestin

g specific fields[Requesting specific fields] to learn more.

* “status.message’
* “status.code’

670



== Related ONTAP commands

* ‘security key-manager show-key-store’
* “security key-manager external show’

* “security key-manager external show-status’

* ‘security key-manager onboard show-backup’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| onboard.enabled

|boolean

| query

| False

al|Filter by onboard.enabled

|onboard. key backup

| string

| query

| False

a|Filter by onboard.key backup

* Introduced in: 9.7

|policy

| string

| query

| False

al|Filter by policy

* Introduced in: 9.9

|is default data at rest encryption disabled
|boolean

| query
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| False

alFilter by is default data at rest encryption disabled

* Introduced in: 9.7

| svm.uuid

|string

| query

| False

al|Filter by svm.uuid

| svm.name

| string

| query

| False

alFilter by svm.name

|volume encryption.code
| integer

|query

| False

a|Filter by volume encryption.code

* Introduced in: 9.7

|volume encryption.message
| string

|query

| False

a|Filter by volume encryption.message

* Introduced in: 9.7

| volume encryption.supported
|boolean

| query
| False
alFilter by volume encryption.supported

* Introduced in: 9.7
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| scope
| string
| query
| False

alFilter by scope

|uuid

| string

|query

| False

al|Filter by uuid

| status.message
|string

| query

| False

al|Filter by status.message

* Introduced in: 9.7

| status.code

|integer

| query

| False

al|Filter by status.code

* Introduced in: 9.7

|external.client certificate.uuid
| string

|query

| False

a|Filter by external.client certificate.uuid

|external.client certificate.name
|string

| query

|False

a|Filter by external.client certificate.name

* Introduced in: 9.8
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|external.server ca certificates.uuid
|string

| query

| False

a|Filter by external.server ca certificates.uuid

|external.server ca certificates.name
| string

| query

| False

alFilter by external.server ca certificates.name

* Introduced in: 9.8

|external.servers.username
|string

| query

| False

alFilter by external.servers.username

|external.servers.timeout
| integer

| query
| False

al|Filter by external.servers.timeout

|external.servers.secondary key servers
|string

| query
| False

a|Filter by external.servers.secondary key servers

* Introduced in: 9.8

|external.servers.server
| string

| query

| False

alFilter by external.servers.server
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| fields
|larray[string]
| query

| False

al|Specify the fields to return.

|max records
| integer
|query

| False

allLimit the number of records returned.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier i1f either max records or the end of the collection is
reached.

* Default value: 1
* Max value: 120

* Min value: O

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,
of records is returned.

only the number

* Default wvalue: 1

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc]
Default direction is 'asc' for ascending.

direction.
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== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

|num records
|integer
a|Number of records

| records
larray[link:#security key manager[security key manager]]
al

.Example response

[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink”
b
"self": {
"href": "/api/resourcelink”
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"

by
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"external": {

"client certificate": {
" links": {
"self": {
"href": "/api/resourcelink"
}
o
"name": "certl",

"uuid": "1lcdB8a442-86dl-11e0-aelc-123478563412"
by

"server ca certificates": [

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "certl",

"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"

1,

"servers": |
{
" links": {
"self": {
"href": "/api/resourcelink"

by

"secondary key servers": [

"string"
1y
"server": "keyserverl.com:5698",
"timeout": 60,
"username": "admin"
}
]
b
"onboard": {
"existing passphrase": "The cluster password of length 32-256
ASCII characters.",
"key backup": "'-- -7 ——— BEGIN

BACKUP-————=————————mm

TmVOQXBwIEt1leSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAAAA
QAAAAAAAAABzDyyVAAAAALISJsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY 6BeV
n6dMFxuErCD11bERaOQZSuaYylp8oQHt TEfGMLZM4ATY i AAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGClo+wAAAAAAAAAA
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IgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAAAACAAAAAAAJAGr3tJA/LR2ZU
ORHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAARAAAADV1IVA/AAAAAMEMI0Q22 9Bhp
mDaTSdgku5DCd8wG+f0ZSrdbx4JTS5WHVV/ r5gInXDQQAAAAARAAAAAAARAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABOZXRBCHAGS2VS5IEJsb2IA
AQAAAAMAAAAYAQAAAAAAALgePkcAAAAATIgAAAAAAAAAOAAAAAAAAAEQOTCROAAAAA
AAAAAAAAAAACAAAAAAAJAGr3tJA/LRzUQRHwvV+1aWvAAAAAAAAAAACTIAAAAAARAAA
KAAAAAAAAACI1ICHZAAAAAAAAAAAAAAAAAgAAAAAAAQCafcabsxRXMM7gxhLRrzxh
AAAAAAAAAAAKAAAAAAAAATAAAAAAAAAAZJJQBQAAAACE4IgXcNpVggahlOaxLsN4
yOJnNVKWY 7mANB29042hI7b70DTGCTaVAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAA"synchronize": null
by
"policy": "string",
"scope": "string",
"status": {
"code": 346758,
"message": "This cluster is part of a MetroCluster configuration.

Use the REST API POST method security/key managers/ with the synchronize
option and the same passphrase on the partner cluster before proceeding
with any key manager operations. Failure to do so could lead to
switchover or switchback failure."
by
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",
"guid": "02c9%e252-41be-11e9-81d5-00a0986138£f7"
Yo
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"uuid": "string",

"volume encryption": {
"code": 346758,
"message": "No platform support for volume encryption in following
nodes - nodel, node2."
}
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

|next
| link:#href[href]
al

| self

| link:#href[href]
al
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#client certificate]
[.api-collapsible-fifth-title]
client certificate

Client certificate

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| name
|string
al|Certificate name

|uuid
|string
alCertificate UUID
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[#server ca certificates]
[.api-collapsible-fifth-title]

server ca certificates

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| name
| string
alCertificate name

|uuid
| string
alCertificate UUID

[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]
al

[#key server readcreate]
[.api-collapsible-fifth-title]
key server readcreate
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[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:#self link[self link]
al

| secondary key servers
|larray[string]
alA list of the secondary key servers associated with the primary key

server.

| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
|string
a|Username credentials for connecting with the key server.

[#externall]
[.api-collapsible-fifth-title]

external

Configures external key management

[cols=3*,options=header]
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| Description

|client certificate
|link:#client certificate[client certificate]
alClient certificate

| server ca certificates
larray[link:#server ca certificates[server ca certificates]]

a|The UUIDs of the server CA certificates already installed in the cluster
or SVM. The array of certificates are common for all the keyservers per
SVM.

| servers
larray[link:#key server readcreate[key server readcreate]]
a|The set of external key servers.

[#onboard]
[.api-collapsible-fifth-title]
onboard

Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

[cols=3*,options=header]

| Name

| Type
| Description

|enabled
|boolean
alIs the onboard key manager enabled?

|lexisting passphrase
|string
a|The cluster-wide passphrase. This is not audited.
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| key backup

| string

a|Backup of the onboard key manager's key hierarchy. It is required to
save this backup after configuring the onboard key manager to help in the
recovery of the cluster in case of catastrophic failures.

[#status]
[.api-collapsible-fifth-title]
status

Optional status information on the current state of the key manager
indicating if it is fully setup or requires more action.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns 0 if the setup is
complete. This is an advanced property; there is an added cost to
retrieving its value. The property is not populated for either a
collection GET or an instance GET unless it is explicitly requested using
the "fields query parameter or GET for all advanced properties is
enabled.

| message

|string

a|Current state of the key manager indicating any additional steps to
perform to finish the setup. This is an advanced property; there is an
added cost to retrieving its value. The property is not populated for
either a collection GET or an instance GET unless it is explicitly
requested using the "fields query parameter or GET for all advanced
properties is enabled.
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[#svm]
[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
a

| name
| string
a|The name of the SVM.

|uuid
| string

a|The unique identifier of the SVM.

[#volume encryption]
[.api-collapsible-fifth-title]

volume encryption

Indicates whether volume encryption is supported in the cluster.

[cols=3*,options=header]
| Type

| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if volume
encryption is supported in all nodes of the cluster.

|message
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| string
a|Reason for not supporting volume encryption.

| supported
|boolean

alSet to true when volume encryption support is available on all nodes of

the cluster.

[#security key manager]
[.api-collapsible-fifth-title]

security key manager

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a

|external
| link: #external [external]

a|Configures external key management

|is default data at rest encryption disabled

|boolean

a|Indicates whether default data-at-rest encryption is disabled in the
cluster. This field is deprecated in ONTAP 9.8 and later. Use the

"software data encryption.disabled by default" of /api/security endpoint.

* Default value:
* Introduced in: 9.7

* x-ntap-readModify: true

| onboard

| link: #onboard[onboard]

a|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so

687



that you can use it if you need to perform a manual recovery operation.

|policy
| string
al|Security policy associated with the key manager. This value is currently

ignored if specified for the onboard key manager.

| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| status
| link:#status[status]
al|Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

| svm
| link:#svm[svm]
a |l

|uuid
| string
al

|volume encryption
| link:#volume encryption[volume encryption]
a|Indicates whether volume encryption is supported in the cluster.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description
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| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

a|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block
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[[ID19cdfb995£9458a3ealc617bd7b6d30c] ]
= Create a key manager

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/key-managers #

*Introduced In:* 9.6

Creates a key manager.

== Required properties

* “svm.uuid® or ‘svm.name - Existing SVM in which to create a key
manager.
* “external.client certificate’ - Client certificate. Required only when

creating an external key manager.

* “external.server ca certificates’ - Server CA certificates. Required
only when creating an external key manager.

* “external.servers.server - Key servers. Required only when creating an
external key manager.

* “onboard.passphrase’ - Cluster-wide passphrase. Required only when
creating an Onboard Key Manager.

* “synchronize® - Synchronizes missing onboard keys on any node in the
cluster. Required only when creating an Onboard Key Manager at the partner
site of a MetroCluster configuration.

== Related ONTAP commands

* ‘security key-manager external enable’
* “security key-manager onboard enable’
* “security key-manager onboard sync

== Parameters

[cols=5*,options=header]
|

|Required
| Description
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| return records
|boolean

| query

| False

al|The default is false. If set to true,

* Default value:

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|external
| link: #external [external]
a|Configures external key management

| onboard
| link: #onboard[onboard]

al|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

|policy
| string

al|Security policy associated with the key manager.

the records are returned.

ignored if specified for the onboard key manager.

| svm
| link:#svm[svm]

al

|uuid
| string
a |

This value is currently
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.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"external": {
"client certificate": {
"name": "certl",

"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"
Yy

"server ca certificates": [

{

"name": "certl",
"yuid": "1cd8a442-86dl-11e0-aelc-123478563412"

1,

"servers": [

{

"secondary key servers": |

"string"
] 4
"server": "keyserverl.com:5698",
"timeout": 60,
"username": "admin"

]
by

"is default data at rest encryption disabled": null,

"onboard": {
"existing passphrase": "The cluster password of length 32-256 ASCII
characters.",
"key backup": "'-—-——-——mmmmm e BEGIN
BACKUP-————————— e

TmVOQXBwIEt1leSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAAAA
QAAAAAAAAABzDyyVAAAAALISJSsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY 6BeV
n6dMFxuErCD11bERaOQZSuaYylp8oQHt TEfGMLZM4ATY i AAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGC1o+wAAAAAAAARA
IgAAAAAAAAAOAAAAAAAAAEOTcROAAAAAAAAAAAAAAAACAAAAAAAJAGr3tJA/LRZU
ORHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAADV1VA/AAAAAMFMIQ22 9Bhp
mDaTSdgku5DCAd8wG+f0ZSr4bx4JT5WHVV/r5gInXDQOAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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 7mANB29042hI7b70DTGCTavVAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAA"passphrase": "The cluster password of length 32-256 ASCII
characters."
}I
"policy": "string",
"svm": |
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string"

== Response

Status: 201, Created

[cols=3*,options=header]

| Name

| Type
| Description

|num records

| integer

a|Number of records
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| records

larray[link:#security key manager[security key manager]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"records": [
{
"external": {
"client certificate": {
"name": "certl",

"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"
by

"server ca certificates": [

{

"name": "certl",
"yuid": "1lcd8ad442-86dl-11e0-aelc-123478563412"

1,

"servers": [

{

"secondary key servers": |

"string"
] 14
"server": "keyserverl.com:5698",
"timeout": 60,
"username": "admin"

]
by

"is default data at rest encryption disabled": null,

"onboard": {
"existing passphrase": "The cluster password of length 32-256
ASCII characters.",
"key backup": "'--——------—--————— BEGIN

BACKUP-————=————————————

TmVOQXBwIEt1leSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAAAA
QAAAAAAAAABzDyyVAAAAALISJsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY 6BeV
n6dMFxuErCD11bERaOQZSuaYylp8oQHt TEfGMLZMATY i AAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGC1o+wAAAAAAAARAA
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IgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAAAACAAAAAAAJAGr3tJA/LR2ZU
ORHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAARAAAADV1IVA/AAAAAMEMI0Q22 9Bhp
mDaTSdgku5DCd8wG+f0ZSrdbx4JTS5WHVV/ r5gInXDQQAAAAARAAAAAAARAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABOZXRBCHAGS2VS5IEJsb2IA
AQAAAAMAAAAYAQAAAAAAALgePkcAAAAATIgAAAAAAAAAOAAAAAAAAAEQOTCROAAAAA
AAAAAAAAAAACAAAAAAAJAGr3tJA/LRzUQRHwvV+1aWvAAAAAAAAAAACTIAAAAAARAAA
KAAAAAAAAACI1ICHZAAAAAAAAAAAAAAAAAgAAAAAAAQCafcabsxRXMM7gxhLRrzxh
AAAAAAAAAAAKAAAAAAAAATAAAAAAAAAAZJJQBQAAAACE4IgXcNpVggahlOaxLsN4
yOJnNVKWY 7mANB29042hI7b70DTGCTaVAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAA"passphrase": "The cluster password of length 32-256 ASCII
characters."
by
"policy": "string",
"svm": |
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string"

Status: Default

ONTAP Error Response Codes
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| Error Code | Description

| 65536038
| A maximum of 4 active key servers are allowed.

| 65536214
| Failed to generate cluster key encryption key.

| 65536216
| Failed to add cluster key encryption key.

| 65536310
| Failed to setup the Onboard Key Manager because the MetroCluster peer is
unhealthy.

| 65536341
| Failed to setup the Onboard Key Manager because the MetroCluster peer is

unhealthy.

| 65536508
| The platform does not support data at rest encryption.

| 65536821
| The certificate is not installed.

| 65536822
| Multitenant key management is not supported in the current cluster

version.

| 65536823
| The SVM has key manager already configured.

| 65536824
| Multitenant key management is not supported in MetroCluster

configurations.

| 65536834
| Failed to get existing key-server details for the SVM.

| 65536852
| Failed to query supported KMIP protocol versions.

| 65536870
| Key management servers already configured.

| 65536871
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| Duplicate key management servers exist.

| 65536876
| External key management requires client and server CA certificates

installed and with one or more key servers provided.

| 65536878
| External key management cannot be configured as one or more volume
encryption keys of the SVM are stored in cluster key management server.

| 65536895
| External key manager cannnot be configured since this cluster is part of

a MetroCluster configuration and the partner site of this MetroCluster

configuration has Onboard Key Manager configured.

| 65536900
| The Onboard Key Manager cannot be configured because this cluster is

part of a MetroCluster configuration and the partner site has the external

key manager configured.

| 65536903
| The Onboard Key Manager has failed to configure on some nodes in the
cluster. Use the CLI to sync the Onboard Key Manager configuration on

failed nodes.

| 65536906
| The Onboard Key Manager has already been configured at the partner site.
Use the CLI to sync the Onboard Key Manager with the same passphrase.

| 65536907
| The Onboard Key Manager is already configured. Use the CLI to sync any

nodes with the Onboard Key Manager configuration.

| 65536916
| The Onboard Key Manager is only supported for an admin SVM.

| 65536920
| The Onboard Key Manager passphrase length is incorrect.

| 65537240
| The Onboard Key Manager passphrase must be provided when performing a

POST/synchronize operation.

| 65537241
| The Onboard Key Manager existing passphrase must not be provided when

performing a POST/synchronize operation.
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| 65537244
| Unable to sync/create Onboard Key Manager on the local cluster; Onboard
Key Manager is already configured on the cluster.

| 65537245
| Unable to sync/create Onboard Key Manager on the local cluster; Onboard
Key Manager is not configured on the partner cluster.

| 65537246
| Unable to sync/create Onboard Key Manager on local cluster. This cluster

is not part of a MetroCluster configuration.

| 66060338
| Failed to establish secure connection for a key management server due to

incorrect server ca certificates.

| 66060339
| Failed to establish secure connection for a key management server due to

incorrect client certificates.

| 66060340
| Failed to establish secure connection for a key management server due to
Cryptsoft error.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href

|string
al
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[# links]
[.api-collapsible-fifth-title]

[#client certificate]
[.api-collapsible-fifth-title]
client certificate

Client certificate

[cols=3*,options=header]

| Type
| Description

| name
| string

al|Certificate name

|luuid
| string
alCertificate UUID

[#server ca certificates]
[.api-collapsible-fifth-title]

server ca certificates

[cols=3*,options=header]

| Name

| Type
| Description

| name

|string
al|Certificate name
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|luuid
| string
alCertificate UUID

[#self link]
[.api-collapsible-fifth-title]
self link

[#key server readcreate]
[.api-collapsible-fifth-title]
key server readcreate

[cols=3*,options=header]

| Type
| Description

| secondary key servers
|larray[string]

alA list of the secondary key servers associated with the primary key
server.

| server
| string

a|External key server for key management. If no port is provided, a
default port of 5696 is used.

| timeout
| integer

alI/O timeout in seconds for communicating with the key server.

| username
| string

a|Username credentials for connecting with the key server.

[#external]
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[.api-collapsible-fifth-title]

external

Configures external key management

[cols=3*,options=header]

| Name

| Type
| Description

|client certificate
| link:#client certificate[client certificate]
al|Client certificate

| server ca certificates

larray[link:#server ca certificates[server ca certificates]]

a|The UUIDs of the server CA certificates already installed in the cluster

or SVM. The array of certificates are common for all the keyservers per
SVM.

| servers
|array[link:#key_server_readcreate[key_server_readcreate]]
a|The set of external key servers.

[#onboard]
[.api-collapsible-fifth-title]
onboard

Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

[cols=3*,options=header]

| Name

| Type
| Description
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|enabled
|boolean
alIs the onboard key manager enabled?

|lexisting passphrase
| string

a|The cluster-wide passphrase. This is not audited.

| key backup

| string

a|Backup of the onboard key manager's key hierarchy. It is required to
save this backup after configuring the onboard key manager to help in the
recovery of the cluster in case of catastrophic failures.

| passphrase
|string
a|The cluster-wide passphrase. This is not audited.

| synchronize

|boolean

a|Synchronizes missing onboard keys on any node in the cluster. If a node
is added to a cluster that has onboard key management configured, the
synchronize operation needs to be performed in a PATCH operation. In a
MetroCluster configuration, if onboard key management is enabled on one
site, then the synchronize operation needs to be run as a POST operation
on the remote site providing the same passphrase.

[#status]
[.api-collapsible-fifth-title]
status

Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

[cols=3*,options=header]
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| Description

| code

| integer

a|Code corresponding to the status message. Returns 0 if the setup is
complete. This is an advanced property; there is an added cost to
retrieving its value. The property is not populated for either a

collection GET or an instance GET unless it is explicitly requested using

the "fields® query parameter or GET for all advanced properties is
enabled.

| message

|string

a|Current state of the key manager indicating any additional steps to
perform to finish the setup. This is an advanced property; there is an
added cost to retrieving its wvalue. The property is not populated for
either a collection GET or an instance GET unless it is explicitly
requested using the "fields  query parameter or GET for all advanced
properties is enabled.

[#svm]
[.api-collapsible-fifth-title]

svim

[cols=3*,options=header]

| Type
| Description

| name
| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.
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[#volume encryption]
[.api-collapsible-fifth-title]
volume encryption

Indicates whether volume encryption is supported in the cluster.

[cols=3*,options=header]

| Name

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if volume
encryption is supported in all nodes of the cluster.

| message
|string

a|Reason for not supporting volume encryption.

| supported
|boolean

alSet to true when volume encryption support is available on all nodes
the cluster.

[#security key manager]
[.api-collapsible-fifth-title]

security key manager

[cols=3*,options=header]

| Name

| Type
| Description

|external
| link:#external [external]
a|Configures external key management
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| onboard

| link: #onboard[onboard]

a|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

|policy

|string

al|Security policy associated with the key manager. This value is currently
ignored if specified for the onboard key manager.

| svm
| link:#svm[svm]

al

|uuid
| string

al

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID132217acc2e74b3046e6cd254002£9111]]

= Delete key managers

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/key-managers/{uuid} #

*Introduced In:* 9.6
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Deletes a key manager.

== Related ONTAP commands

* “security key-manager external disable’

* “security key-manager onboard disable’

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description
|uuid
|string

| path

| True
a|Key manager UUID

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65536208
| Failed to delete the SVM Key ID.

| 65536233
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Internal error. Deletion of km wrapped kdb key database has failed for

the Onboard Key Manager.

65536234

Internal error. Deletion of cluster kdb key database has failed for the

Onboard Key Manager.

65536239

Encrypted volumes are found for the SVM.

65536242

One or more self-encrypting drives are assigned an authentication key.

65536243

Cannot determine authentication key presence on one or more self-

encrypting drives.

65536800

Failed to lookup onboard keys.

65536813

Encrypted kernel core files found.

65536817
Failed to determine if key

65536822
Multitenant key management

version.
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65536827
Failed to determine i1f the

65536828
External key management is

65536867

manager is safe to disable.

is not supported in the current cluster

SVM has any encrypted volumes.

not enabled for the SVM.

Encrypted volumes are found for the SVM.

196608301

Failed to determine the type of encryption.

196608305

NAE aggregates are found in the cluster.



[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions
[#error arguments]
[.api-collapsible-fifth-title]
error_ arguments

[cols=3*,options=header]

block
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| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[IDf38ebclf7477eddf092e0b34bffbb55f] ]
= Retrieve key managers

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-

block]# /security/key-managers/{uuid} #

*Introduced In:* 9.6

Retrieves key managers.

== Expensive properties

There is an added cost to retrieving values for these properties. They are
not included by default in GET results and must be explicitly requested
using the “fields  query parameter. See

xref:{relative path}getting started with the ontap rest api.html#Requestin

g specific fields[Requesting specific fields] to learn more.

* “status.message’

*

‘status.code”

== Related ONTAP commands

*

‘security key-manager show-key-store’
* “security key-manager external show’
* “security key-manager external show-status’

* ‘security key-manager onboard show-backup’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description
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|uuid

|string

| path

| True

a|Key manager UUID

| fields
|larray[string]

| query
| False
al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a |

|external
| link:#external [external]
a|Configures external key management

|is default data at rest encryption disabled

|boolean

a|Indicates whether default data-at-rest encryption is disabled in the
cluster. This field is deprecated in ONTAP 9.8 and later. Use the
"software data encryption.disabled by default" of /api/security endpoint.

* Default value: 1
* Introduced in: 9.7

* x-ntap-readModify: true

712



| onboard

| link:#onboard[onboard]

al|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

|policy

| string

al|Security policy associated with the key manager. This value is currently
ignored if specified for the onboard key manager.

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| status
| link:#status[status]
a|Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

| svm
| link:#svm[svm]
al

|uuid
| string

al

|volume encryption
|link:#volume encryption[volume encryption]
a|Indicates whether volume encryption is supported in the cluster.

.Example response
[$collapsible%closed]
[source, json, subs=+macros]

{

" links": {
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"self": {

"href": "/api/resourcelink"
}
b
"external": {
"client certificate": ({
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "certl",

"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"
by

"server ca certificates": [

{

" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "certl",
"uuid": "l1cdB8a442-86dl-11e0-aelc-123478563412"
}
1,
"servers": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"secondary key servers": [
"string"
I
"server": "keyserverl.com:5698",
"timeout": 60,
"username": "admin"
}
]
by
"onboard": {
"existing passphrase": "The cluster password of length 32-256 ASCII
characters.",
"key backup": "'--——--—---—--————————————— BEGIN
BACKUP=ceemeeocomoossooooossso==

714



TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAAAA
QAAAAAAAAABZDYyyVAAAAALISIsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY 6BeV
n6dMEFxuErCD11bERaOQZSuaYylp8oQHtTEfGMLZMATYiAAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWVdeHr SRCAVHGCcl10+wAAAAAAAAAA 7mANB29042hI7b70DTGCTaVAAAAAAAAAAAAAAAAAAAAAAAAAAAALALALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAES1dJEFWcCBLZXkgOmxvYgABAAAAAWAAABgBAAAAAAAA
7sbaoQAAAAAIAAAAAAAAACgAAAAAAAAAQSNXHQAAAAAAAAAAAAAAAATAAAAAAAKA
aveOkD8tHNRBEfC/7Vpa8AAAAAAAAAAATGAAAAAAARAOAAAAARAAAT.OHfWKAAAAA
AAAAAAAAAAACAAAAAAABAMOI9UxrHOGthQm/CB+EHAAAAAAAAAAAACQAAAAAAAAA
gAAAAAAAAACNMMUtAAAAAGVKBALPZENFgsGdsFvnmucmYr1QCsFewOHDSFKaZgK6
W8IEVzBAhPOAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

——————————————————————————— BND BACKUPRP=-—esecococococococococosos=

"synchronize": null

by

"policy": "string",

"scope": "string",

"status": {
"code": 346758,
"message": "This cluster is part of a MetroCluster configuration.

the REST API POST method security/key managers/ with the synchronize
option and the same passphrase on the partner cluster before proceeding

with any key manager operations. Failure to do so could lead to
switchover or switchback failure."
by
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
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Yy
"name": "svml",
"guid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by

"uuid": "string",
"volume encryption": {
"code": 346758,
"message": "No platform support for volume encryption in following
nodes - nodel, node2."
}
}
== |BLEEQE

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

a

.Example error
[$collapsible%closed]

[source, json, subs=tmacros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type

| Description

|self

| link:#href[href]
al

[#client certificate]
[.api-collapsible-fifth-title]

block
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client certificate

Client certificate

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
|string
a|Certificate name

|uuid
|string
al|Certificate UUID

[#server ca certificates]
[.api-collapsible-fifth-title]

server ca certificates

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

| name

|string
al|Certificate name
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|luuid
| string
alCertificate UUID

[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

al

[#key server readcreate]
[.api-collapsible-fifth-title]
key server readcreate

[cols=3*,options=header]

| Name

| Type
| Description

| links
| link:#self link[self link]
a |

| secondary key servers

|larray[string]

alA list of the secondary key servers associated with the primary key

Server.

| server

|string
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a|External key server for key management. If no port is provided, a
default port of 5696 is used.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
|string
a|Username credentials for connecting with the key server.

[#external]
[.api-collapsible-fifth-title]

external

Configures external key management

[cols=3*,options=header]

| Type
| Description

|client certificate
|link:#client_certificate[client_certificate]

alClient certificate

| server ca certificates
larray[link:#server ca certificates[server ca certificates]]

a|The UUIDs of the server CA certificates already installed in the cluster
or SVM. The array of certificates are common for all the keyservers per
SVM.

| servers
larray[link:#key server readcreate[key server readcreate]]
a|The set of external key servers.
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[#onboard]
[.api-collapsible-fifth-title]
onboard

Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

[cols=3*,options=header]

| Name

| Type
| Description

|enabled
|boolean

alIs the onboard key manager enabled?

|existing passphrase
|string
a|The cluster-wide passphrase. This is not audited.

| key backup

|string

a|Backup of the onboard key manager's key hierarchy. It is required to
save this backup after configuring the onboard key manager to help in the
recovery of the cluster in case of catastrophic failures.

[#status]
[.api-collapsible-fifth-title]
status

Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

[cols=3*,options=header]
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| Name

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns 0 if the setup is
complete. This is an advanced property; there is an added cost to
retrieving its value. The property is not populated for either a
collection GET or an instance GET unless it is explicitly requested using
the "fields query parameter or GET for all advanced properties is
enabled.

| message

|string

a|Current state of the key manager indicating any additional steps to
perform to finish the setup. This is an advanced property; there is an
added cost to retrieving its value. The property is not populated for
either a collection GET or an instance GET unless it is explicitly
requested using the "fields query parameter or GET for all advanced
properties is enabled.

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

al

| name

|string
a|The name of the SVM.
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|uuid
| string
a|The unique identifier of the SVM.

[#volume encryption]
[.api-collapsible-fifth-title]
volume encryption

Indicates whether volume encryption is supported in the cluster.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if volume
encryption is supported in all nodes of the cluster.

|message

| string

a|Reason for not supporting volume encryption.

| supported
|boolean

alSet to true when volume encryption support is available on all nodes
the cluster.

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

of
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| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[IDAcd4fab5f49991565c00210£fb225ed3161] ]
= Update key managers

[.api-doc-operation .api-doc-operation-patch] #PATCH# [.api-doc-code-
block]# /security/key-managers/{uuid} #

*Introduced In:* 9.6
Updates a key manager.
== Required properties

* “onboard.existing passphrase’ - Cluster-wide passphrase. Required only
when synchronizing the passphrase of the Onboard Key Manager.

* “synchronize® - Synchronizes missing Onboard Key Manager keys on any
node in the cluster. Required only when synchronizing the Onboard Key
Manager keys in a local cluster.

== Related ONTAP commands

* “security key-manager external modify"
* “security key-manager onboard sync’
* “security key-manager onboard update-passphrase’

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid
| string
| path
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| True

a|Key manager UUID

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|external
| link:#external [external]

al|Configures external key management

|is default data at rest encryption disabled

|boolean

al|Indicates whether default data-at-rest encryption is disabled in the
cluster. This field is deprecated in ONTAP 9.8 and later. Use the
"software data encryption.disabled by default" of /api/security endpoint.

* Default wvalue: 1
* Introduced in: 9.7

* x-ntap-readModify: true

| onboard

| link:#onboard[onboard]

a|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

|policy

| string

al|Security policy associated with the key manager. This value is currently
ignored if specified for the onboard key manager.

| svm
| link:#svm[svm]

al
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|uuid
|string
al

.Example request
[%collapsible%closed]
[source, json, subs=+macros]
{
"external": {
"client certificate": ({
"name": "certl",
"uuid": "1cdB8a442-86dl-11e0-aelc-123478563412"
by
"server ca certificates": [

{

"name": "certl",
"uuid": "lcdB8a442-86dl-11e0-aelc-123478563412"
}
I
"servers": [

{

"secondary key servers": [

"string"
1,
"timeout": 60,
"username": "admin"
}
]
b
"onboard": {
"existing passphrase": "The cluster password of length 32-256 ASCII
characters.",
"key backup": "'-—-——mm oo BEGIN
BACKUP-————————— e

TmVOQXBwIEt1leSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAAAA
QAAAAAAAAABzDyyVAAAAALISJsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY6BeV
n6dMFxuErCD11bERaOQZSuaYylp8oQHt TEfGMLZMATY i AAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWvdeHr SRCAVHGC1o+wAAAAAAAARAA
IgAAAAAAAAAOAAAAAAAAAEOT cROAAAAAAAAAAAAAAAACAAAAAAAJAGr3tJA/LRZU
ORHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAADV1VA/AAAAAMEMI0Q22 9Bhp
mDaTSdgku5DCAd8wG+f0ZSr4bx4JT5WHVV/r5gInXDQOAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA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 7mANB29042hI7b70DTGCTaVAAAAAAAAAAAAAAAAAAAAAAAAAAAAALAAA"passphrase": "The cluster password of length 32-256 ASCII
characters."
by
"policy": "string",
"svm": |
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string"

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes
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Error Code | Description

65536139
The existing passphrase value provided does not match the configured

passphrase.

65536150
The new passphrase is same as old passphrase.

65536404
The passphrase does not match the accepted length.

65536406
The change of passphrase failed.

65536407
The passphrase update failed on some nodes.

65536802
The passphrase does not match the accepted length in common criteria

mode.

65536821
The certificate is not installed.

65536822
Multitenant key management is not supported in the current cluster

version.

65536828
External key management is not enabled for the SVM.

65536850
New client certificate public or private keys are different from the

existing client certificate.

65536852
Failed to query supported KMIP protocol versions.

65536917
Updating an onboard passhrase requires both new and existing cluster

passphrase.

65537242
The Onboard Key Manager existing passphrase must be provided when

performing a PATCH/synchronize operation.
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| 65537243
| The Onboard Key Manager passphrase must not be provided when performing
a PATCH/synchronize operation.

| 66060338
| Failed to establish secure connection for a key management server due to

incorrect server ca certificates.

| 66060339
| Failed to establish secure connection for a key management server due to

incorrect client certificates.

| 66060340
| Failed to establish secure connection for a key management server due to
Cryptsoft error.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#client certificate]
[.api-collapsible-fifth-title]
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client certificate

Client certificate

[cols=3*,options=header]

| Type
| Description

| name
|string
alCertificate name

|uuid
| string
alCertificate UUID

[#server ca certificates]
[.api-collapsible-fifth-title]

server ca certificates

[cols=3*,options=header]

| Name

| Type
| Description

| name
|string

a|Certificate name

|uuid
|string
al|Certificate UUID
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[#self link]
[.api-collapsible-fifth-title]
self link

[#key server readcreate]
[.api-collapsible-fifth-title]
key server readcreate

[cols=3*,options=header]

| Name

| Type
| Description

| secondary key servers
|larray[string]

alA list of the secondary key servers associated with the primary key
server.

| timeout
| integer

alI/O timeout in seconds for communicating with the key server.

| username
| string

a|Username credentials for connecting with the key server.

[#external]
[.api-collapsible-fifth-title]
external

Configures external key management

[cols=3*,options=header]

| Name

| Type
| Description

|client certificate

|link:#client certificate[client certificate]
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al|Client certificate

| server ca certificates
larray[link:#server ca certificates[server ca certificates]]

a|The UUIDs of the server CA certificates already installed in the cluster
or SVM. The array of certificates are common for all the keyservers per
SVM.

| servers
|array[link:#key_server_readcreate[key_server_readcreate]]
a|The set of external key servers.

[#onboard]
[.api-collapsible-fifth-title]
onboard

Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

[cols=3*,options=header]

| Name

| Type
| Description

|enabled
|boolean
alIs the onboard key manager enabled?

|lexisting passphrase
| string
a|The cluster-wide passphrase. This is not audited.

| key backup

| string

a|Backup of the onboard key manager's key hierarchy. It is required to
save this backup after configuring the onboard key manager to help in the
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recovery of the cluster in case of catastrophic failures.

| passphrase
|string

a|The cluster-wide passphrase. This is not audited.

| synchronize

|boolean

a|Synchronizes missing onboard keys on any node in the cluster. If a node
is added to a cluster that has onboard key management configured, the
synchronize operation needs to be performed in a PATCH operation. In a
MetroCluster configuration, if onboard key management is enabled on one
site, then the synchronize operation needs to be run as a POST operation
on the remote site providing the same passphrase.

[#status]
[.api-collapsible-fifth-title]
status

Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns 0 if the setup is
complete. This is an advanced property; there is an added cost to
retrieving its value. The property is not populated for either a
collection GET or an instance GET unless it is explicitly requested using
the "fields query parameter or GET for all advanced properties is
enabled.

|message

|string
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a|Current state of the key manager indicating any additional steps to
perform to finish the setup. This is an advanced property; there is an
added cost to retrieving its value. The property is not populated for
either a collection GET or an instance GET unless it is explicitly
requested using the "fields query parameter or GET for all advanced
properties is enabled.

[#svm]
[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Name

| Type
| Description

| name

|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#volume encryption]
[.api-collapsible-fifth-title]
volume encryption

Indicates whether volume encryption is supported in the cluster.

[cols=3*,options=header]

| Type
| Description

735



| code

| integer

a|Code corresponding to the status message. Returns a 0 if volume
encryption is supported in all nodes of the cluster.

| message
|string
a|Reason for not supporting volume encryption.

| supported

|boolean

alSet to true when volume encryption support is available on all nodes of
the cluster.

[#security key manager]
[.api-collapsible-fifth-title]
security key manager

[cols=3*,options=header]

| Name

| Type
| Description

|external
| link: #external [external]
a|Configures external key management

|is default data at rest encryption disabled

|boolean

a|Indicates whether default data-at-rest encryption is disabled in the
cluster. This field is deprecated in ONTAP 9.8 and later. Use the
"software data encryption.disabled by default" of /api/security endpoint.

* Default wvalue: 1
* Introduced in: 9.7

* x-ntap-readModify: true

| onboard
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| link:#onboard[onboard]

a|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

|policy
|string
al|Security policy associated with the key manager. This value is currently

ignored if specified for the onboard key manager.

| svm
| link:#svm[svm]

al

|uuid

| string

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments
[cols=3*,options=header]
| Type

| Description

| code

| string
a|Argument code

|message
| string

a|Message argument

[#error]
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[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

[[IDfe388b396c3£fa93c8ee8a59961£55645] ]
= Migrate SVM keys between security key managers

[.api-doc-operation .api-doc-operation-post]#POST#

[.api-doc-code-

block]# /security/key-managers/{source.uuid}/migrate #

*Introduced In:* 9.7
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Migrates the keys belonging to an SVM between the cluster's key manager
and the SVM's key manager. This operation can run for several minutes.

== Required properties

* “source.uuid® - UUID of the source key manager.

* “uuid® - UUID of the destination key manager.

The UUID of onboard and external KMIP key manager can be fetched using
[ "GET /api/security/key-managers ].

The UUID of Azure Key Vault key manager can be fetched using [ GET
/api/security/azure-key-vaults ].

The UUID of Google Cloud key manager can be fetched using [ GET
/api/security/gcp-kms ].

== Related ONTAP commands

* “security key-manager migrate’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| source.uuid
|string

| path

| True

a|Migration source key manager UUID

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
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or DELETE operations, ONTAP waits that length of time to see if the job
completes so it can return something other than 202.

* Default wvalue: 1
* Max value: 120

* Min wvalue: O

| return records
|boolean

| query
| False

a|The default i1s false. If set to true, the records are returned.

* Default value:

== Request Body

[cols=3*,options=header]

| Type
| Description

|uuid
| string
a|Key manager UUID

.Example request
[$collapsible%closed]

[source, json, subs=+macros]
{
"yuid": "1cd8ad442-86dl-11e0-aelc-123478563434"

== Response
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Status: 202, Accepted

[cols=3*,options=header]

| Name

| Type
| Description

| job
|link:#job link[job link]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{
"job": {

"uuid": "string"

Status: Default

ONTAP Error Response Codes

Error Code | Description

| 65536886

| The specified migration option is not supported in this release.

| 65536959
| The source-uuid and UUID must be different values.

| 65536968
| Check that all nodes of the cluster are healthy and retry the operation.

| 65537117

741



| The migrate operation cannot be started because a UUID cannot be
converted to an SVM name.

| 65537117
| Cannot start migration because a key manager referenced by a provided
UUID does not exist.

| 65537551
| Top-level internal key protection key (KEK) is unavailable on one or

more nodes.

| 65537552
| Embedded KMIP server status 1s not available.

| 65537564
| Check that the Azure Key Vault Service is healthy and retry the

operation.

| 65537720
| Failed to configure the Google Cloud Key Management Service for an SVM
because a key manager is already configured.

| 65537736
| Check that the Google Cloud Key Management Service is healthy and retry
the operation.

| 65538107
| Key migration to an IBM Key Lore key manager is not supported.
| =

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description
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|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#info]
[.api-collapsible-fifth-title]
info

Migration destination key manager UUID

[cols=3*,options=header]

| Type
| Description

|uuid
| string
a|Key manager UUID

[#job link]
[.api-collapsible-fifth-title]
job link

[cols=3*,options=header]
| Type
| Description

|uuid

|string

a|The UUID of the asynchronous job that is triggered by a POST, PATCH, or
DELETE operation.
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[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code
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|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID0c45502e06e774e89febe8e06de6259328] ]
= List key servers configured in an external key manager

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/key-managers/{uuid}/key-servers #

*Introduced In:* 9.6

Retrieves the list of key servers configured in an external key manager.

== Related ONTAP commands

* “security key-manager external show’
* “security key-manager external show-status’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid

| string
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| path
| True

a|External key manager UUID

| username
| string

| query

| False

alFilter by username

| timeout

| integer

| query

| False

alFilter by timeout

| secondary key servers
| string

| query

| False

alFilter by secondary key servers

* Introduced in: 9.8

| server
|string
| query
| False

al|Filter by server

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.
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|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier 1f either max records or the end of the collection is
reached.

* Default value: 1
* Max value: 120

* Min wvalue: O

| return records
|boolean

| query
| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

* Default value: 1
|order by

|larray[string]

| query
| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response
Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
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|link:# links[ links]
a |

|num records
|integer
a|Number of records

| records

larray[link:#key server[key server]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"password": "password",

"secondary key servers": [

"string"
1y
"server": "keyserverl.com:5698",
"timeout": 60,
"username": "username"
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== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]

[.api-collapsible-fifth-title]
href
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[cols=3*,options=header]

| Name

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|next
| link:#href [href]
a |

| self
| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links
[cols=3*,options=header]

| Type

| Description

| self
| link:#href[href]
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[#records]
[.api-collapsible-fifth-title]

records

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a |l

| password

| string

a|Password credentials for connecting with the key server. This is not
audited.

| secondary key servers

larray[string]

alA list of the secondary key servers associated with the primary key
server.

| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records’ is provided.

| timeout
| integer

alI/O timeout in seconds for communicating with the key server.

| username
|string
a|KMIP username credentials for connecting with the key server.
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[#key server]
[.api-collapsible-fifth-title]
key server

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| secondary key servers
larray[string]
alA list of the secondary key servers associated with the primary key

Server.

| server

| string

al|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records  is provided.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
| string
a|KMIP username credentials for connecting with the key server.
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message
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| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID8113b88a5bf6dlf2b4f06543£7c0c50841]]
= Add primary key servers to an external key manager

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/key-managers/{uuid}/key-servers #

*Introduced In:* 9.6
Adds key servers to a configured external key manager.
== Required properties

* “uuid® - UUID of the external key manager.

* “server - Key server name.
== Related ONTAP commands

* “security key-manager external add-servers’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid

754



| string
|path
| True

a|External key manager UUID

| return records
|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

* Default value:

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| password

| string

a|Password credentials for connecting with the key server. This is not
audited.

| records

|larray[link:#records[records]]

alAn array of key servers specified to add multiple key servers to a key
manager in a single API call. Valid in POST only and not valid if “server’
is provided.

| secondary key servers
|larray[string]
alA list of the secondary key servers associated with the primary key

Server.

| server

| string
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If no port is provided, a

a|External key server for key management.
‘records® is provided.

default port of 5696 is used. Not valid in POST if

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"password": "password",
"records": [

{

"password": "password",
"secondary key servers": [
"string"

1,

"server": "keyserverl.com:5698"

1,

"secondary key servers": [
"string"

1,

"server": "keyserverl.com:5698"

== Response

Status: 201, Created
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[cols=3*,options=header]

| Type
| Description

|num records
| integer
a|Number of records

| records
larray[link:#key server[key server]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
"records": [
{
"password": "password",
"records": [
{
"password": "password",
"secondary key servers": [
"string"
1y

"server": "keyserverl.com:5698"

1,

"secondary key servers": [
"string"

1,

"server": "keyserverl.com:5698"
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Status: Default

ONTAP Error Response Codes

Error Code | Description

65536038

A maximum of 4 active key servers are allowed.

65536821
The certificate is not installed.

65536822
Multitenant key management is not supported in the current cluster

version.

65536824

Multitenant key management is not supported in MetroCluster

configurations.

65536828
External key management is not enabled for the SVM.

65536834
Failed to get existing key-server details for the SVM.

65536852
Failed to query supported KMIP protocol versions.

65536870
Key management servers are already configured.

65536871
Duplicate key management servers exist.

65536921
The following issues were found. Unable to execute command on KMIP

Server.

66060338
Unable to establish secure connection to KMIP server due to incorrect

server ca certificates.
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client certificates.

| 66060340

| Unable to establish secure connection to KMIP server due to Cryptsoft

error.

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[#records]
[.api-collapsible-fifth-title]

records

[cols=3*,options=header]

| Name

| Type
| Description

| password

|string
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a|Password credentials for connecting with the key server. This is not
audited.

| secondary key servers
|larray[string]
alA list of the secondary key servers associated with the primary key

Server.

| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records  is provided.

[#key server]
[.api-collapsible-fifth-title]

key server

[cols=3*,options=header]

| Type
| Description

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| records

|larray[link:#records[records]]

alAn array of key servers specified to add multiple key servers to a key
manager in a single API call. Valid in POST only and not valid if “server’
is provided.

| secondary key servers

larray[string]

alA list of the secondary key servers associated with the primary key
server.
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| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records’ is provided.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments
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| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDOae5ff9calecbfef9a8378fadfb21c215]]
= Delete a primary key server

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/key-managers/{uuid}/key-servers/{server} #

*Introduced In:* 9.6
Deletes a key server.
== Related ONTAP commands

* “security key-manager external remove-servers'

== Parameters

[cols=5%*,options=header]
|
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|Required
| Description

|uuid
|string
| path
| True

a|External key manager UUID

| server
| string
|path
| True

a|Key server configured in the external key manager.

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65536700
| The key server contains keys that are currently in use and not available
from any other configured key server in the SVM.

| 65536822
| Multitenant key management is not supported in the current cluster

version.

| 65536824
| Multitenant key management is not supported in MetroCluster

configurations.

| 65536828
| External key management is not enabled for the SVM.
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| 65536843
| The key management server is not configured for the SVM.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block
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[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string

alError code

|message
| string

al|Error message
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| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID775ac751796adbf8333612ec689343131]1

= Retrieve key servers configured in an external key manager

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/key-managers/{uuid}/key-servers/{server} #

*Introduced In:* 9.6

Retrieves key servers configured in an external key manager.

== Related ONTAP commands

* ‘security key-manager external show’

* “security key-manager external show-status’

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In

| Required

| Description

|uuid

|string

|path

| True

a|External key manager UUID
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| server

|string

| path

| True

a|Key server configured in the key manager.

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a |

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| secondary key servers

|larray[string]

alA list of the secondary key servers associated with the primary key
server.

| server

| string

a|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records’  1is provided.
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| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
| string
a|KMIP username credentials for connecting with the key server.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"password": "password",

"secondary key servers": |
"string"

1,

"server": "keyserverl.com:5698",
"timeout": 60,

"username": "username"

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
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| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href

| string

a |

769



[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#records]
[.api-collapsible-fifth-title]

records

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| secondary key servers
|larray[string]
alA list of the secondary key servers associated with the primary key

sServer.

| server
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| string

al|External key server for key management.

| timeout

| integer

alI/O timeout in seconds for communicating with the key server.

| username

| string

a|KMIP username credentials for connecting with the key server.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

If no port is provided,

default port of 5696 is used. Not valid in POST if “records  is provided.
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| Name

| Type

| Description
|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

a|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID173a5f1fa6elalb007735d28e84eadcc] ]
= Update a primary key server

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/key-managers/{uuid}/key-servers/{server} #

*Introduced In:* 9.6
Updates a key server.
== Related ONTAP commands

* ‘security key-manager external modify-server’
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== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid
| string
|path
| True

al|External key manager UUID

| server
|string
| path
| True

a|Key server configured in the external key manager.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| secondary key servers
|larray[string]
alA list of the secondary key servers associated with the primary key

Server.
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| timeout
| integer

alI/O timeout in seconds for communicating with the key server.

| username

|string

a|KMIP username credentials for connecting with the key server.

.Example request
[$collapsible%closed]

[source, json, subs=+t+macros]

{

"password": "password",
"secondary key servers": |
"string"

1,
"timeout": 60,
"username": "username"

== Response
Status: 200, Ok

== Error
Status: Default

ONTAP Error Response Codes

Error Code | Description

| 65536822

| Multitenant key management is not

version.
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65536824
Multitenant key management is not supported in MetroCluster

configurations.

65536828
External key management is not enabled for the SVM.

65536843
The key management server is not configured for the SVM.

65536845

Missing username.

65536846
Missing password.

== Definitions

[.api-def-first-level]

.See Definitions

%collapsible%closed]

[
//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type

| Description

|href
| string

al

[# links]
[.api-collapsible-fifth-title]
links

[#records]
[.api-collapsible-fifth-title]
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records

[cols=3*,options=header]

| Type
| Description

| password

| string

a|Password credentials for connecting with the key server. This is not
audited.

| secondary key servers

|larray[string]

alA list of the secondary key servers associated with the primary key
server.

| timeout
| integer

alI/O timeout in seconds for communicating with the key server.

| username
|string

a|KMIP username credentials for connecting with the key server.

[#key server]
[.api-collapsible-fifth-title]
key server

[cols=3*,options=header]

| Name

| Type
| Description

| password

| string

a|Password credentials for connecting with the key server. This is not
audited.

776



| secondary key servers
|larray[string]

alA list of the secondary key servers associated with the primary key

sServer.

| timeout

| integer

alI/O timeout in seconds for communicating with the key server.

| username

| string

a|KMIP username credentials for connecting with the key server.

[#error arguments]

[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

| message
|string
a|Message argument

[#error]

[.api-collapsible-fifth-title]

error
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[cols=3*,options=header]

| Name

| Type

| Description
|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

= View key stores

:leveloffset: +1

[ [ID2d1bfelc6196753a56372933d55¢c817c] ]

= Security key-stores endpoint overview

:doctype: book
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== QOverview

A keystore describes a key-manager, specifically the type of key-manager.
== Examples

=== Retrieving information for all configured key managers

The following example shows how to retrieve information about all
configured key managers.

The API:

GET /api/security/key-stores

The call:

curl -X GET 'https://<mgmt-ip>/api/security/key-stores?fields=*' -H 'accept: application/hal+json'</mgmt-ip>

The response:

{ "records": [ { "uuid": "33421d82-0a8d-11ec-ae88-005056bb5955", "keystore": { "type": "akv" }, " links": { "self":
{ "href": "/api/security/key-stores/33421d82-0a8d-11ec-ae88-005056bb5955/akv" } } }, { "uuid": "46a0b20a-
0a8d-11ec-ae88-005056bb5955", "keystore": { "type": "okm" }, " _links": { "self": { "href": "/api/security/key-
stores/46a0b20a-0a8d-11ec-ae88-005056bb5955/okm" } } } ], "num_records": 2, "_links": { "self": { "href":
"/api/security/key-stores" } } }

Retrieve keystores

GET /security/key-stores

Introduced In: 9.10

Retrieves keystores.

Expensive properties

There is an added cost to retrieving values for these properties. They are not included by default in GET
results and must be explicitly requested using the fields query parameter. See Requesting specific fields to

learn more.

* keystore.location
® svm.name

* svm.uuid

Related ONTAP commands

* security key-manager show-key-store
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Parameters

Name

svm.uuid

svm.name

type

uuid

location

fields

max_records

return_timeout

return_records

order_by
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Type

string

string

string

string

string

array([string]

integer

integer

boolean

array[string]

query

query

query

query

query

query

query

query

query

query

Required

False

False

False

False

False

False

False

False

False

False

Description

Filter by svm.uuid

Filter by svm.name

Filter by type

Filter by uuid

Filter by location

Specify the fields to
return.

Limit the number of
records returned.

The number of
seconds to allow the
call to execute
before returning.
When iterating over
a collection, the
default is 15
seconds. ONTAP
returns earlier if
either max records
or the end of the
collection is
reached.

e Default value: 1

* Max value: 120

e Min value: 0

The default is true
for GET calls. When
set to false, only the
number of records is
returned.

» Default value: 1

Order results by
specified fields and
optional [asc



Response

Status: 200, Ok

Name Type Description

_links _links

num_records integer Number of records.
records array[security_keystore]

Example response

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
"location": "string",
"svm": |
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

}o
"type": "string",

"yuid": "string"

Error
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#security_keystore

Status: Default, Error

Name Type Description

error error

Example error

"error": {
"arguments": [
{
"code": "string",

"message": "string"
1,
"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

Definitions
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#error

See Definitions

href

Name Type Description

href string
_links

Name Type Description

next href

self href
_links

Name Type Description

self href

svm

Name Type Description

_links _links

name string The name of the SVM.
uuid string The unique identifier of the SVM.

security _keystore

Name Type Description

location string Indicates whether the keystore is
onboard or external.

svm svm

type string Type of keystore that is
configured: * 'okm' - Onboard Key
Manager * 'kmip' - External Key
Manager * 'akv' - Azure Key Vault
Key Management Service * 'gcp’ -
Google Cloud Platform Key
Management Service * 'aws' -
Amazon Web Service Key
Management Service

uuid string
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error_arguments

Name Type Description

code string Argument code

message string Message argument

error

Name Type Description

arguments array[error_arguments] Message arguments

code string Error code

message string Error message

target string The target parameter that caused
the error.

View and update login message configuration

Security login messages endpoint overview

Overview

You can use this API to display and manage the login messages configuration. The GET request retrieves all
of the login messages in the cluster. GET operations on /security/login/messages/{uuid} retrieve the login
messages configuration by UUID. PATCH operations on /security/login/messages/{uuid} update the login
messages configuration by UUID.

Examples

Retrieving all of the login messages in the cluster

# The API:
/api/security/login/messages

# The call:

curl -X GET "https://<mgmt-ip>/api/security/login/messages?fields=*" -H
"accept: application/hal+json"
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# The response:

{

"records": [

{
"uuid": "2581e5aa-9fe3-11e8-b309-005056bbefl8",

"scope": "cluster",

"banner": "*** WARNING: DO NOT PROCEED IF YOU ARE NOT AUTHORIZED!
****\n",

"message": "#### Welcome to Cluster X ####\n",

"show cluster message": true,

" links": {

"self": {
"href": "/api/security/login/messages/258le5aa-9fe3-11e8-b309-

005056bbef18"

"uuid": "7blb3715-9ffa-11e8-a5dd-005056bbefl8",

"scope": "svm",
"svm": {
"yuid": "7blb3715-9ffa-11e8-a5dd-005056bbef18",
"name": "svml"
by
"message": "#### Welcome to SVMI ####\n",
"show cluster message": true,
" links": {
"self": {
"href": "/api/security/login/messages/7blb3715-9ffa-11e8-a5dd-
005056bbefl18"

"uuid": "8ddeelle-a58c-11e8-85e0-005056bbefl8",
"scope": "svm",
"svm": {
"uuid": "8ddeelle-a58c-11e8-85e0-005056bbefl8",
"name": "svm3"
b
"banner": "*** WARNING: This system is for the use of authorized users
only., wwww\nWV,
" links": {
"self": {
"href": "/api/security/login/messages/8ddeelle-a58c-11e8-85e0-
005056bbef18"
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"uuid": "f7e41c99-9ffa-11e8-a5dd-005056bbefl8",

"scope": "svm",
"svm": {
"yuid": "f7e41c99-9ffa-11e8-a5dd-005056bbef18",
"name": "svm2"
b
" links": {
"self": {
"href": "/api/security/login/messages/f7e41c99-9ffa-11e8-a5dd-
005056bbef18"
}
}
}
1,
"num records": 4,
" links": {
"self": {
"href": "/api/security/login/messages?fields=*"

Retrieving the login messages configuration at the cluster scope
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# The API:
/api/security/login/messages

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/login/messages?scope=cluster&fields=*" -H "accept:

application/hal+json"

# The response:
{

"records": [

{
"yuid": "258le5aa-9fe3-11e8-b309-005056bbefl8",

"scope": "cluster",
"banner": "*** WARNING: DO NOT PROCEED IF YOU ARE NOT AUTHORIZED!
****\n",
"message": "#### Welcome to Cluster X ####\n",
"show cluster message": true,
" links": {
"self": {
"href": "/api/security/login/messages/2581e5aa-9fe3-11e8-b309-
005056bbefl18"
}
}
}
1y
"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster&fields=*"

Retrieving the login banner configured at the cluster scope
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# The API:
/api/security/login/messages

# The call:

curl -X GET "https://<mgmt-
ip>/api/security/login/messages?scope=cluster&fields=banner" -H "accept:
application/hal+json"

# The response:
{

"records": [

{
"yuid": "258le5aa-9fe3-11e8-b309-005056bbefl8",

"scope": "cluster",
"banner": "*** WARNING: DO NOT PROCEED IF YOU ARE NOT AUTHORIZED!
****\n",
" links": {
"self": {
"href": "/api/security/login/messages/2581e5aa-9fe3-11e8-b309-
005056bbefl18"
}
}
}
1y
"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster&fields=banner"

Retrieving the login messages configuration of a specific SVM
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# The API:
/api/security/login/messages

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/login/messages?svm.name=svml&fields=*" -H "accept:

application/hal+json"

# The response:
{
"records": [
{
"yuid": "7blb3715-9ffa-11e8-a5dd-005056bbef18",

"scope": "svm",
"svm": {
"uuid": "7b1lb3715-9ffa-11e8-a5dd-005056bbefl18",
"name": "svml"
b
"message": "#### Welcome to SVMI ####\n",
"show cluster message": true,
" links": {
"self": {
"href": "/api/security/login/messages/7blb3715-9ffa-11e8-a5dd-
005056bbef18"
}
}
}
1,
"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?svm.name=svml&fields=*"

Retrieving the login messages configuration by UUID, including all fields
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# The API:
/api/security/login/messages/{uuid}

# The call:
curl -X GET "https://<mgmt-ip>/api/security/login/messages/7blb3715-9ffa-
11e8-a5dd-005056bbefl8?fields=*" -H "accept: application/hal+json"

# The response:

{
"uuid": "7blb3715-9ffa-11e8-a5dd-005056bbefl8",

"scope": "svm",
"svm": |
"uuid": "7blb3715-9ffa-11e8-a5dd-005056bbefl8",
"name": "svml"
by
"message": "#### Welcome to SVMI ####\n",
"show cluster message": true,
" links": {
"self": {
"href": "/api/security/login/messages/7blb3715-9ffa-11e8-a5dd-
005056bbefl18"

}

Configuring the login banner in a cluster
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# The API:
/api/security/login/messages

# The call:

curl -X PATCH "https://<mgmt-
ip>/api/security/login/messages?scope=cluster" -H "accept:
application/hal+json" -H "Content-Type: appplication/json" -d "{
\"banner\": \"You are entering secure area.\" }"

# The response:

{

"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster"

Configuring the message of the day (MOTD) in a cluster

# The API:
/api/security/login/messages

# The call:

curl -X PATCH "https://<mgmt-
ip>/api/security/login/messages?scope=cluster" -H "accept:
application/hal+json" -H "Content-Type: appplication/json" -d "{
\"message\": \"Welcome to Cluster X\", \"show cluster message\": true }"

# The response:

{

"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster"
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Clearing the login banner and message of the day (MOTD) in a cluster

# The API:
/api/security/login/messages

# The call:

curl -X PATCH "https://<mgmt-
ip>/api/security/login/messages?scope=cluster" -H "accept:
application/hal+json" -H "Content-Type: appplication/json" -d "{
\"banner\": \"\", \"message\": \"\" }"

# The response:

{

"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster"

Configuring the login messages for a specific SVM
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# The API:

/api/security/login/messages

# The call:
curl -X PATCH "https://<mgmt-

ip>/api/security/login/messages?svm.name=

application/hal+json" -H "Content-Type:

\"banner\" \"AUTHORIZED ACCESS ONLY\",

# The response:
{
"num records": 1,
" links": {
"self": {
"href":

Configuring the login messages by UUID

# The API:

/api/security/login/messages/{uuid}

# The call:

svml" -H "accept:
application/json" -d "{

\"message\": \"WELCOME!\" }"

"/api/security/login/messages?svm.name=svml"

curl -X PATCH "https://<mgmt-ip>/api/security/login/messages/7blb3715-

9ffa-11e8-a5dd-005056bbefl8" -H
"Content-Type:
ONLY\",

"accept:
application/json"

\"message\": \"WELCOME!\" }"

Clearing the login messages configuration by UUID

-d "{ \"banner\"

application/hal+json" -H
\"AUTHORIZED ACCESS
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# The API:
/api/security/login/messages/ {uuid}

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/login/messages/7b1b3715-
9ffa-11e8-a5dd-005056bbef18" -H "accept: application/hal+json" -H
"Content-Type: appplication/json”™ -d "{ \"banner\": \"\", \"message\":
AT\

Retrieve login banner and messages of the day
GET /security/login/messages
Introduced In: 9.6

Retrieves the login banner and messages of the day (MOTD) configured in the cluster and in specific SVMs.

Parameters

Name Type In Required Description

show_cluster_messa boolean query False Filter by

ge show_cluster_mess
age

uuid string query False Filter by uuid

banner string query False Filter by banner

scope string query False Filter by scope

message string query False Filter by message

svm.uuid string query False Filter by svm.uuid

svm.name string query False Filter by svm.name

fields array[string] query False Specify the fields to
return.

max_records integer query False Limit the number of

records returned.
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Name Type In Required Description

return_timeout integer query False The number of
seconds to allow the
call to execute
before returning.
When iterating over
a collection, the
default is 15
seconds. ONTAP
returns earlier if
either max records
or the end of the
collection is
reached.

e Default value: 1

* Max value: 120

e Min value: O

return_records boolean query False The default is true
for GET calls. When
set to false, only the
number of records is
returned.

» Default value: 1

order_by array|[string] query False Order results by
specified fields and
optional [asc

Response

Status: 200, Ok

Name Type Description
_links _links

num_records integer Number of records
records array[login_messages]
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#login_messages

Example response

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"

by

"records": [

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"banner": "string",
"message": "string",

"scope": "string",

"href": "/api/resourcelink"

"sym" {
" links": {
"self": {
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

by

"uuid": "string"

Error

Status: Default, Error

Name Type

error error
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#error

Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions
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See Definitions
href

Name

href
_links

Name
next

self
_links

Name

self

svm

Name
_links

name

uuid

login_messages

The login banner and message of the day (MOTD) configuration.

Name

_links
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Type

string

Type
href
href

Type
href

Type
_links

string

string

Type

_links

Description

Description

Description

Description

The name of the SVM.

The unique identifier of the SVM.

Description


#href
#href
#href
#_links
#_links

Name

banner

message

scope

show_cluster_message

svm

uuid

Type

string

string

string

boolean

svm

string

Description

The login banner text. This
message is displayed during SSH
and console device login just
before the password prompt
displays. When configured, a
cluster-level login banner is used
for every incoming connection.
Each data SVM can override the
cluster-level banner to instead
display when you log into the
SVM. To restore the default
setting for a data SVM, set the
banner to an empty string. New
lines are supplied as either LF or
CRLF but are always returned as
LF. Optional in the PATCH body.

The message of the day (MOTD).
This message appears just
before the clustershell prompt
after a successful login. When
configured, the cluster message
displays first. If you log in as a
data SVM administrator, the SVM
message is then printed. The
cluster-level MOTD can be
disabled for a given data SVM
using the
"show_cluster_message"
property. New lines are supplied
as either LF or CRLF but are
always returned as LF. Optional
in the PATCH body.

Set to "svm" for interfaces owned
by an SVM. Otherwise, set to
"cluster".

Specifies whether to show a
cluster-level message before the
SVM message when logging in
as an SVM administrator. This
setting can only be modified by
the cluster administrator. Optional
in the PATCH body.

The unique identifier (ID) of the
login messages configuration.
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error_arguments

Name

code

message

error

Name

arguments

code

message

target

Type

string

string

Type

array[error_arguments]

string

string

string

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused

Retrieve the login messages configuration by UUID

GET /security/login/messages/{uuid}

Introduced In: 9.6

Retrieves the login messages configuration by UUID.

Parameters

Name

uuid

fields

Response

Status:

Name

_links

800

Type In
string path
array([string] query
200, Ok
Type
_links

the error.
Required Description
True Login messages
configuration UUID
False Specify the fields to
return.
Description


#error_arguments
#_links

Name

banner

message

scope

show_cluster_message

svm

uuid

Type

string

string

string

boolean

svim

string

Description

The login banner text. This
message is displayed during SSH
and console device login just
before the password prompt
displays. When configured, a
cluster-level login banner is used
for every incoming connection.
Each data SVM can override the
cluster-level banner to instead
display when you log into the SVM.
To restore the default setting for a
data SVM, set the banner to an
empty string. New lines are
supplied as either LF or CRLF but
are always returned as LF. Optional
in the PATCH body.

The message of the day (MOTD).
This message appears just before
the clustershell prompt after a
successful login. When configured,
the cluster message displays first.
If you log in as a data SVM
administrator, the SVM message is
then printed. The cluster-level
MOTD can be disabled for a given
data SVM using the
"show_cluster_message" property.
New lines are supplied as either LF
or CRLF but are always returned
as LF. Optional in the PATCH body.

Set to "svm" for interfaces owned
by an SVM. Otherwise, set to
"cluster".

Specifies whether to show a
cluster-level message before the
SVM message when logging in as
an SVM administrator. This setting
can only be modified by the cluster
administrator. Optional in the
PATCH body.

The unique identifier (ID) of the
login messages configuration.
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Example response

" links": {
"self": {
"href": "/api/resourcelink"
}
}I
"banner": "string",
"message": "string",
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
}I
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
I

"uuid": "string"

Error

Status: Default, Error

Name Type Description

error error
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Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions
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See Definitions
href

Name

href
_links

Name

self

svm

Name
_links

name

uuid

error_arguments

Name

code

message

error

Name

arguments

code

message

target

Type

string

Type
href

Type
_links

string

string

Type

string

string

Type

array[error_arguments]

string

string

string

Update the login messages configuration

PATCH /security/login/messages/{uuid}
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Description

Description

Description

The name of the SVM.

The unique identifier of the SVM.

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.


#href
#_links
#error_arguments

Introduced In: 9.6

Updates the login messages configuration. There are no required fields. An empty body makes no

modifications.

Parameters

Name

uuid

Request Body

Name

banner

message

scope

Type

string

Type

string

string

string

Required Description

Login messages
configuration UUID

Description

The login banner text. This
message is displayed during SSH
and console device login just
before the password prompt
displays. When configured, a
cluster-level login banner is used
for every incoming connection.
Each data SVM can override the
cluster-level banner to instead
display when you log into the SVM.
To restore the default setting for a
data SVM, set the banner to an
empty string. New lines are
supplied as either LF or CRLF but
are always returned as LF. Optional
in the PATCH body.

The message of the day (MOTD).
This message appears just before
the clustershell prompt after a
successful login. When configured,
the cluster message displays first.
If you log in as a data SVM
administrator, the SVM message is
then printed. The cluster-level
MOTD can be disabled for a given
data SVM using the
"show_cluster_message" property.
New lines are supplied as either LF
or CRLF but are always returned
as LF. Optional in the PATCH body.

Set to "svm" for interfaces owned
by an SVM. Otherwise, set to
"cluster”.
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Name Type Description

show_cluster_message boolean Specifies whether to show a
cluster-level message before the
SVM message when logging in as
an SVM administrator. This setting
can only be modified by the cluster
administrator. Optional in the
PATCH body.

svm svm

uuid string The unique identifier (ID) of the
login messages configuration.

Example request

"banner": "string",
"message": "string",
"scope": "string",
"svm" {

"name": "svml",

"uuid": "02c9%e252-41be-11e9-81d5-00a0986138£f7"
}o

"uuid": "string"

Response

Status: 200, Ok

Error

Status: Default

ONTAP Error Response codes

Error codes Description

10225636 Only a cluster administrator can modify the
show cluster message property.
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See Definitions
href

Name

href

_links

svm

Name

name

uuid

login_messages

The login banner and message of the day (MOTD) configuration.

Name

banner

808

Type

string

Type

string

string

Type

string

Description

Description

The name of the SVM.

The unique identifier of the SVM.

Description

The login banner text. This
message is displayed during SSH
and console device login just
before the password prompt
displays. When configured, a
cluster-level login banner is used
for every incoming connection.
Each data SVM can override the
cluster-level banner to instead
display when you log into the
SVM. To restore the default
setting for a data SVM, set the
banner to an empty string. New
lines are supplied as either LF or
CRLF but are always returned as
LF. Optional in the PATCH body.



Name

message

scope

show_cluster_message

svm

uuid

error_arguments

Name

code

message

error

Name

arguments

Type

string

string

boolean

svm

string

Type

string

string

Type

array[error_arguments]

Description

The message of the day (MOTD).
This message appears just
before the clustershell prompt
after a successful login. When
configured, the cluster message
displays first. If you log in as a
data SVM administrator, the SVM
message is then printed. The
cluster-level MOTD can be
disabled for a given data SVM
using the
"show_cluster_message"
property. New lines are supplied
as either LF or CRLF but are
always returned as LF. Optional
in the PATCH body.

Set to "svm" for interfaces owned
by an SVM. Otherwise, set to
"cluster".

Specifies whether to show a
cluster-level message before the
SVM message when logging in
as an SVM administrator. This
setting can only be modified by
the cluster administrator. Optional
in the PATCH body.

The unique identifier (ID) of the
login messages configuration.

Description

Argument code

Message argument

Description

Message arguments
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Name Type Description

code string Error code

message string Error message

target string The target parameter that caused
the error.

Manage security roles

Security roles endpoint overview

Overview

ONTAP supports Role Based Access Control (RBAC) wherein a user account must be associated with a role
and the role defines the privileges and rights for that user account. A privilege defines the access level of the
API as either "none", "readonly”, or "all". This specifies whether the user account can perform only a GET
operation or POST, PATCH, and DELETE operations as well. A role can comprise of multiple tuples and each
tuple consists of the REST API and its access level. For example, "role1" might be a role that has a tuple
{"access":"all","path":"/api/storage/volume"}, which means that a user account with "role1" can perform all GET,
POST, PATCH, and DELETE requests on the api/storage/volume API or derived APIs which have

api/storage/volume as the prefix.

In cases where a role has tuples with multiple APIs having the same prefix, the highest match wins out. For

example, if "role1" has the following tuples: {"access":"readonly","path":"/api/cluster"} and
Ill n

{"access":"all","path":"/api/cluster/schedules"}, then only a GET request is allowed on APIs with api/cluster as
the prefix; while POST, PATCH and DELETE requests are possible on the api/cluster/schedules API.

Predefined (built-in) roles

Related REST APIs are used to form predefined cluster-scoped and SVM-scoped roles, such as: "admin”,
"backup", "readonly" for cluster and "vsadmin", "vsadmin-backup", "vsadmin-protocol" for SVMs. These can be
retrieved by calling a GET request on /api/security/roles APl and can be assigned to user accounts. See the

examples for api/security/accounts.

These predefined roles cannot be modified or deleted.

Mapped roles

Before REST APIs, the RBAC roles (legacy roles) were defined to contain the CLI commands and their access
levels. Now, almost all REST APIs map to one or more CLI commands. When a role is created using a POST
request on <em>/api/security/roles</em>, a mapped legacy role is created. This legacy role has the same
access level (as that of the REST API) for the mapped CLI commands. However, if a legacy role with the same
name already exists, the POST operation fails and you need to choose a unique name for the role. The legacy
roles cannot be managed using the REST endpoint <em>/api/security/roles</em> or its derivatives. Legacy
roles are managed using the CLI commands "security login role &lt;create \| modify \| delete&gt; -role
<rolename>".</rolename>

Note that the mapped legacy role (for the REST API role created) cannot be manipulated using the CLI.
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The reverse case is not true; the creation of a legacy role will not create a mapped role with equivalent REST
APls.

API restrictions

Numerous APlIs are scoped for the cluster level only. This results in an access error if assigned to an SVM-
scoped role. For example, api/cluster/nodes does not work when added as a tuple entry for an SVM-scoped
role.

A number of APlIs allowed for an SVM-scoped role might have restrictions on the access level. For example,
/api/network/ethernet/ports cannot have an access level of "all" for an SVM-scoped role; this results in an
access error when a POST or PATCH request is made.

Roles created with a REST API path prefix which is common to many APIs might have restrictions based on
the scope of the role; cluster or SVM. For example, {"access":"all","path":"/api/security"} might be a tuple entry
for an SVM role. Any GET, POST, PATCH, or DELETE operation fails on API| /api/security/accounts while the

same on /api/security/login/messages succeeds. However, a role with exactly the same tuple when created at

the cluster-scope level allows the operations.

Numerous APIs have restrictions on the objects that can be operated on based on the context of the SVM or
cluster. For example, a POST request on /api/security/authentication/password AP| changes the password for
a user account. If executed in the context of an SVM (POST request on an SVM interface), only the password
of the user executing the POST can be modified, and attempts to modify the password of any other user
results in an access error. However, if a POST request is performed by a cluster administrator account, the
password for any user account (cluster or SVM) can be modified.

Resource-qualified endpoints are now supported. At present, the only supported resource-qualified endpoints
are /api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots. ™ is a wildcard
character denoting "all" volumes.

Examples

Creating a cluster-scoped custom role

Specify the role name and the tuples (of REST APIs and their access level) in the body of the POST request.
The owner.uuid or owner.name are not required to be specified for a cluster-scoped role.

# The API:
POST "/api/security/roles"

# The call:

curl -X POST "https://<mgmt-ip>/api/security/roles" -d
"{"name":"cluster role", "privileges"

[{"access":"readonly", "path":"/api/cluster/jobs"}, {"access":"all", "path":"

/api/application/applications"}, {"access":"readonly", "path":"/api/applicat
ion/templates™} ]}

Creating an SVM-scoped custom role

For an SVM-scoped role, specify either owner.name or owner.uuid in the request body along with other
parameters for the role. These correspond to the name or UUID of the SVM for which the role is being created
and can be obtained from the response body of the GET request performed on the /api/svm/svms API.
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# The API:
POST "/api/security/roles"

# The call:
curl -X POST "https://<mgmt-ip>/api/security/roles" -d '{"owner": {"uuid"
"9f93e553-4b02-11e9-a3£9-005056bb7acd"}, "name" :"svm role", "privileges"

[{"access":"readonly", "path":"/api/cluster/jobs"}, {"access":"all", "path":"
/api/application/applications"}, {"access":"readonly", "path":"/api/applicat
ion/templates™}]}"'

Creating a custom role with a resource-qualified endpoint

Specify the role name and the tuples (of REST APIs and their access level) in the body of the POST request.
One or more of the tuples can now contain a resource-qualified endpoint. At present, the only supported
resource-qualified endpoints are /api/storage/volumes/{volume.uuid}/snapshots and
/api/storage/volumes//snapshots. ™ is a wildcard character denoting "all" volumes.

# The API:
POST "/api/security/roles"

# The call:

curl -X POST "https://<mgmt-ip>/api/security/roles" -d
"{"name":"cluster role", "privileges"

[{"access":"readonly", "path":"/api/cluster/jobs"}, {"access":"all", "path":"

/api/storage/volumes/4ae77149-7752-11eb-8d4e-
0050568ed6bd/snapshots"}, {"access":"all", "path":"/api/storage/volumes/ 6519
986e-7752-11eb-8d4e-

0050568ed6bd/snapshots"}, {"access":"readonly", "path":"/api/application/tem
plates"}]1}!

Retrieving the configured roles

All of the roles or a filtered list of roles (for example by name, predefined, and so on) can be retrieved.

# The API:
GET "/api/security/roles"

# The call to retrieve all the roles configured in the cluster:
curl -X GET "https://<mgmt-ip>/api/security/roles"

# The response:

{

"records": [

{
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"owner": {
"uuid": "2903de6f-4bd2-11e9-b238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"

}
by

"name": "admin",
"privileges": [
{
"path": "/api",
"access": "all",
" links": {
"self": {
"href": "/api/security/roles/2903de6f-4bd2-11e9-b238-
0050568e2e25/admin/privileges/%2Fapi"
}

}
1,
"builtin": true,
"scope": "cluster",
" links": {
"self": {
"href": "/api/security/roles/2903de6f-4bd2-11e9-b238-
0050568e2e25/admin"
}
}
bo
{
"owner": {
"uuid": "2903de6f-4bd2-11e9-b238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"

}
by

"name": "customRole",
"privileges": [
{
"path": "/api/storage/volumes/738e3¢c9f-9897-41f2-be92-

a00945fd9%odb/snapshots",
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"access": "readonly",

" links": {
"self": {
"href": "/api/security/roles/2903de6f-4bd2-11e9-b238-

0050568e2e25/customRole/privileges/%$2Fapi%$2Fstorage$2Fvolumes%$2F738e3c9f-
9897-41f2-be92-a00945fd%db%2Fsnapshots"
}
}
b
{
"path": "/api/storage/volumes/e621583b-f445-4713-ba%e-
a052d53c8a83/snapshots™,
"access": "all",
" links": {
"self": {

"href": "/api/security/roles/2903de6f-4bd2-11e9-b238-
0050568e2e25/customRole/privileges/%$2Fapi%$2Fstorage$2Fvolumes%$2Fe621583b-
£f445-4713-ba%e-a052d53c8a83%2Fsnapshots"

}

}
1,

"builtin": false,
"scope": "cluster",
" links": {
"self": {
"href": "/api/security/roles/2903de6f-4bd2-11e9-b238-

0050568e2e25/customRole"
}
}
bo
{

"owner": {
"uuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",
"name": "svml",
" links": {
"self": {
"href": "/api/svm/svms/aaef7c38-4bd3-11e9-b238-0050568e2e25"

}
by

"name": "vsadmin",
"privileges": [
{
"path": "/api/application/applications",
"access": "all",
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" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/vsadmin/privileges/%$2Fapi%2Fapplication%2Fapplications"

}
}
I
{

"path": "/api/application/templates",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-

0050568e2e25/vsadmin/privileges/%$2Fapi%2Fapplication%2Ftemplates"
}
}
by
{

"path": "/api/cluster",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/vsadmin/privileges/%2Fapi%$2Fcluster"
}
}
by
{

"path": "/api/svm/svms",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7¢38-4bd3-11e9-b238-

0050568e2e25/vsadmin/privileges/%2Fapi%2Fsvm%2Fsvms"
}
}
b
{

"path": "/api/svms",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/vsadmin/privileges/%2Fapi%2Fsvms"
}
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}
1,

"builtin": true,

"scope": "svm",
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-
0050568e2e25/vsadmin”
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/security/roles"

Using a scoped call to retrieve the configured roles

# Scoped call to retrieve all the roles for a particular SVM using
owner.uuid:

curl -X GET "https://<mgmt-ip>/api/security/roles/?owner.uuid=aaef7c38-
4bd3-11e9-b238-0050568e2e25"

# Scoped call to retrieve all the roles for a particular SVM using
owner.name:

curl -X GET "https://<mgmt-ip>/api/security/roles/?owner.name=svml"
# Scoped call to retrieve the roles having vsadmin as the prefix in the
role name:

curl -X GET "https://<mgmt-ip>/api/security/roles/?name=vsadmin*"

# Scoped call to retrieve the predefined roles:
curl -X GET "https://<mgmt-ip>/api/security/roles/?builtin=true"

# Scoped call to retrieve the custom roles:
curl -X GET "https://<mgmt-ip>/api/security/roles/?builtin=false"

Retrieve a list of roles configured in the cluster

GET /security/roles

816



Introduced In: 9.6

Retrieves a list of roles configured in the cluster.

Related ONTAP commands

®* security login rest-role show

Learn more

* DOC /security/roles

Parameters

Name Type In
owner.uuid string query
owner.name string query
name string query
scope string query
privileges.path string query
privileges.access string query

Required

False

False

False

False

False

False

Description

Filter by owner.uuid

* Introduced in:
9.7

Filter by
owner.name

 Introduced in:
9.7

Filter by name

¢ Introduced in:
9.7

Filter by scope

* Introduced in:
9.7

Filter by
privileges.path

¢ Introduced in:
9.7

Filter by
privileges.access

 Introduced in:
9.7
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Name

builtin

fields

max_records

return_records

return_timeout

order_by

Response

Status: 200,

818

Type

boolean

array[string]

integer

boolean

integer

array[string]

Ok

query

query

query

query

query

query

Required

False

False

False

False

False

False

Description

Filter by builtin

¢ Introduced in:
9.7

Specify the fields to
return.

Limit the number of
records returned.

The default is true
for GET calls. When
set to false, only the
number of records is
returned.

» Default value: 1

The number of
seconds to allow the
call to execute
before returning.
When iterating over
a collection, the
defaultis 15
seconds. ONTAP
returns earlier if
either max records
or the end of the
collection is
reached.

» Default value: 1

e Max value: 120

e Min value: 0

Order results by
specified fields and
optional [asc



Name Type Description

_links _links
num_records integer Number of records
records array[role]
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#_links
#role

Example response

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"

by

"records": [

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "admin",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink”
}
bo
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"privileges": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"access": "readonly",
"path": "/api/storage/volumes"
}
1y
"scope": "string"
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Error

Status: Default, Error

Name Type

error error

Example error

"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde"Z "4",
"message": "entry doesn't exist",
"target": "uuid"

Definitions

Description
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#error

See Definitions
href

Name

href
_links

Name
next

self
_links

Name

self

owner

Owner name and UUID that uniquely identifies the role.

Name
_links

name

uuid

role_privilege

Type

string

Type
href
href

Type
href

Type

_links

string

string

Description

Description

Description

Description

The name of the SVM.

The unique identifier of the SVM.

A tuple containing the REST endpoint and the access level assigned to that endpoint. The REST endpoint
can be a resource-qualified endpoint. At present, the only supported resource-qualified endpoints are

/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots.
character denoting "all" volumes.

Name
_links

access

path

role

Type

_links

string

string

is a wildcard

Description

Access level for the REST
endpoint.

REST URI/endpoint

A named set of privileges that defines the rights an account has when it is assigned the role.
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#href
#href
#href
#_links
#_links

Name
_links

builtin

name

owner

privileges

scope

error_arguments

Name

code

message

error

Name

arguments

code

message

target

Create a new cluster-scoped or SVM-scoped role

POST /security/roles

Introduced In: 9.6

Type
_links

boolean

string

owner

array[role_privilege]

string

Type

string

string

Type

array[error_arguments]

string

string

string

Description

Indicates if this is a built-in (pre-
defined) role which cannot be
modified or deleted.

Role name

Owner name and UUID that
uniquely identifies the role.

The list of privileges that this role
has been granted.

Scope of the entity. Set to
"cluster" for cluster owned objects
and to "svm" for SVM owned
objects.

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.
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#role_privilege
#error_arguments

Creates a new cluster-scoped role or an SVM-scoped role. For an SVM-scoped role, specify either the SVM
name as the owner.name or SVM UUID as the owner.uuid in the request body along with other parameters for
the role. The owner.uuid or owner.name are not required to be specified for a cluster-scoped role.

Required parameters

* name - Name of the role to be created.

* privileges - Array of privilege tuples. Each tuple consists of a REST API path and its desired access
level.

Optional parameters

* owner.name Or owner.uuid - Name or UUID of the SVM for an SVM-scoped role.

Related ONTAP commands

®* security login rest-role create

Learn more

* DOC /security/roles

Parameters
Name Type In Required Description
return_records boolean query False The default is false.

If set to true, the
records are
returned.

» Default value:

Request Body

Name Type Description

builtin boolean Indicates if this is a built-in (pre-
defined) role which cannot be
modified or deleted.

name string Role name

owner owner Owner name and UUID that
uniquely identifies the role.

privileges array[role_privilege] The list of privileges that this role
has been granted.
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Name Type Description

scope string Scope of the entity. Set to "cluster”
for cluster owned objects and to
"svm" for SVM owned objects.

Example request

"name": "admin",
"owner": {
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"privileges": [
{
"access": "readonly",
"path": "/api/storage/volumes"
}
I
"scope": "string"
}
Response

Status: 201, Created

Error

Status: Default

ONTAP Error Response Codes

Error Code Description

2621462 The supplied SVM does not exist.

5636129 Role with given name has not been defined.

5636143 Vserver admin cannot use the API with this access
level.

5636144 Invalid value specified for access level.

5636169 Invalid character in URI.
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Error Code Description

5636170 URI does not exist.

5636171 Role already exists in legacy role table.

5636184 Expanded REST roles for granular resource control
feature is currently disabled.

5636185 The specified UUID was not found.

5636186 Expanded REST roles for granular resource control
requires an effective cluster version of 9.10.1 or later.

13434890 Vserver-ID failed for Vserver roles.

13434891 UUID lookup failed for Vserver roles.

13434892 Roles is a required field.

Definitions
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See Definitions

href
Name Type Description
href string

_links

owner

Owner name and UUID that uniquely identifies the role.

Name Type Description
name string The name of the SVM.
uuid string The unique identifier of the SVM.

role_privilege

A tuple containing the REST endpoint and the access level assigned to that endpoint. The REST endpoint
can be a resource-qualified endpoint. At present, the only supported resource-qualified endpoints are

/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots. ™ is a wildcard
character denoting "all" volumes.
Name Type Description
access string Access level for the REST
endpoint.
path string REST URI/endpoint
role

A named set of privileges that defines the rights an account has when it is assigned the role.

Name Type Description

builtin boolean Indicates if this is a built-in (pre-
defined) role which cannot be
modified or deleted.

name string Role name

owner owner Owner name and UUID that
uniquely identifies the role.
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Name Type Description

privileges array[role_privilege] The list of privileges that this role
has been granted.

scope string Scope of the entity. Set to
"cluster" for cluster owned objects
and to "svm" for SVM owned

objects.
error_arguments
Name Type Description
code string Argument code
message string Message argument
error
Name Type Description
arguments array[error_arguments] Message arguments
code string Error code
message string Error message
target string The target parameter that caused
the error.

View or delete a role

Security roles owner.uuid name endpoint overview

Overview

This APl is used to retrieve or delete a role. The role can be SVM-scoped or cluster-scoped.

Specify the owner UUID and the role name in the URI path. The owner UUID corresponds to the UUID of the
SVM for which the role has been created and can be obtained from the response body of a GET call performed
on one of the following APIs: /api/security/roles for all roles /api/security/roles/?scope=svm for SVM-scoped
roles /api/security/roles/?owner.name={svm-name} for roles in a specific SVM This API response contains the
complete URI for each role that can be used for retrieving or deleting a role.

@ The pre-defined roles can be retrieved but cannot be deleted.
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Examples

Retrieving a role configuration

# The API:

GET "/api/security/roles/{owner.uuid}/{name}"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/secure_role"

# The response:
{
"owner": {

"yuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",

"name": "svml",

" links": {

"self": {
"href": "/api/svm/svms/aaef7c¢c38-4bd3-11e9-b238-0050568e2e25"

}
by

"name": "secure role",
"privileges": [
{
"path": "/api/security",
"access": "all",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/secure _role/privileges/%$2Fapi%2Fsecurity"
}
}
by
{
"path": "/api/storage/volumes/651f7fdf-7752-11eb-8d4de-
0050568ed6bd/snapshots",
"access": "readonly",
" links": {
"self": {

"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/secure_role/privileges/%$2Fapi%2Fstorage%2Fvolumes%$2F651f7fdf-
7752-11eb-8d4e-0050568ed6bd%2Fsnapshots"

}
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1,

"builtin": false,

"scope": "svm",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/secure role"
}

Deleting a custom role

# The API:
DELETE "/api/security/roles/{owner.uuid}/{name}"

# The call:
curl -X DELETE "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-
0238-0050568e2e25/svm_rolel”

Delete a role

DELETE /security/roles/{owner.uuid}/{name}
Introduced In: 9.6

Deletes the specified role.

Required parameters

* name - Name of the role to be deleted.

* owner.uuid - UUID of the SVM housing the role.

Related ONTAP commands

®* security login rest-role delete

Learn more

* DOC /security/roles/{owner.uuid}/{name}

» DOC /security/roles

Parameters
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Name Type
owner.uuid string
name string
Response

Status: 200, Ok

Error

Status: Default

ONTAP Error Response Codes

Error Code

5636169

5636170

5636172

5636173

5636184

5636185
5636186

13434890
13434893

Name Type

error error

path

path

Required Description

True Role owner UUID
True Role name to be
deleted.
Description

Specified URI path is invalid or not supported.
Resource-qualified endpoints are not supported.

URI does not exist.

User accounts detected with this role assigned.
Update or delete those accounts before deleting this
role.

Features require an effective cluster version of 9.6 or
later.

Expanded REST roles for granular resource control
feature is currently disabled.

The specified UUID was not found.

Expanded REST roles for granular resource control
requires an effective cluster version of 9.10.1 or later.

Vserver-ID failed for Vserver roles.

The SVM does not exist.

Description
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Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",

"target": "uuid"

Definitions

See Definitions

error_arguments

Name Type

code string

message string
error

Name Type

arguments array[error_arguments]
code string

message string

target string

Retrieve the details of a role

GET /security/roles/{owner.uuid}/{name}

832

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.


#error_arguments

Introduced In: 9.6

Retrieves the details of the specified role.

Related ONTAP commands

®* security login rest-role show

Learn more

* DOC /security/roles/{owner.uuid}/{name}

» DOC /security/roles

Parameters
Name Type In
owner.uuid string path
name string path
fields array([string] query
Response

Status: 200, Ok

Name Type

_links _links

builtin boolean

name string

owner owner

privileges array[role_privilege]
scope string

Required

True

True

False

Description

Description

Role owner UUID

Role name

Specify the fields to
return.

Indicates if this is a built-in (pre-
defined) role which cannot be
modified or deleted.

Role name

Owner name and UUID that
uniquely identifies the role.

The list of privileges that this role
has been granted.

Scope of the entity. Set to "cluster”
for cluster owned objects and to
"svm" for SVM owned objects.
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#_links
#owner
#role_privilege

Example response

" links": {
"self": {
"href": "/api/resourcelink"
}
}I
"name": "admin",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"privileges": [
{
" links": {
"self": {
"href": "/api/resourcelink”
}
bo
"access": "readonly",
"path": "/api/storage/volumes"

}
1,

"scope": "string"

Error

Status: Default, Error

Name Type Description

error error
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Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions
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See Definitions

href
Name Type
href string
_links
Name Type
self href
owner

Owner name and UUID that uniquely identifies the role.

Name Type

_links _links
name string
uuid string

role_privilege

Description

Description

Description

The name of the SVM.

The unique identifier of the SVM.

A tuple containing the REST endpoint and the access level assigned to that endpoint. The REST endpoint
can be a resource-qualified endpoint. At present, the only supported resource-qualified endpoints are

/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots.

character denoting "all" volumes.

Name Type

_links _links
access string
path string

error_arguments

Name Type
code string
message string
error

836

is a wildcard

Description

Access level for the REST
endpoint.

REST URI/endpoint

Description

Argument code

Message argument


#href
#_links
#_links

Name Type Description

arguments array[error_arguments] Message arguments

code string Error code

message string Error message

target string The target parameter that caused
the error.

Manage role privilege details

Security roles owner.uuid name privileges endpoint overview

Overview

This APl is used to configure the role privileges (tuples of REST URI path and its access levels). It also
retrieves all of the privilege tuples for a role and can add a tuple to an existing role. The REST URI path can be
a resource-qualified endpoint. Currently, the only supported resource-qualified endpoints are
/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots. ™ is a wildcard character
denoting "all" volumes.

The role can be SVM-scoped or cluster-scoped.

Specify the owner UUID and the role name in the URI path. The owner UUID corresponds to the UUID of the
SVM for which the role has been created and can be obtained from the response body of a GET request
performed on one of the following APIs: <em>/api/security/roles</em> for all the roles
<em>/api/security/roles/?scope=svm</em> for SVM-scoped roles
<em>/api/security/roles/?owner.name=<svm-name>&lt;/i&gt; for roles in a specific SVM This API response
contains the complete URI for each role and can be used after suffixing it with _"privileges"</em>.</svm-
name>

@ The pre-defined roles can be retrieved but cannot be updated.

Examples

Adding a privilege tuple for an existing custom role

# The API:
POST "/security/roles/{owner.uuid}/{name}/privileges"

# The call:

curl -X POST "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-
b238-0050568e2e25/svm_rolel/privileges" -d

'{"access":"readonly", "path":"/api/protocols"}"
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Retrieving all the privilege tuples for a role

# The API:
GET "/api/security/roles/{owner.uuid}/{name}/privileges"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/roles/aaef7¢c38-4bd3-11e9-b238-
0050568e2e25/svm _rolel/privileges"

# The response:

{

"records": [
{
"path": "/api/application",
"access": "all",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/svm_rolel/privileges/%2Fapi%2Fapplication”
}
}
by
{

"path": "/api/protocols",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/svm rolel/privileges/%$2Fapi%2Fprotocols"
}
}
b
{
"path": "/api/storage/volumes/1385d680-74fc-4adb-a348-
9a740e83702a/snapshots",
"access": "all",
" links": {
"self": {

"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/svm_rolel/privileges/%2Fapi%2Fstorage%2Fvolumes%2F1385d680-
74fc-4adb-a348-9a740e83702a%2Fsnapshots"

}

}
1,

"num records": 3,
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" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/svm_rolel/privileges™"
}

Retrieve privilege details of the specified role

GET /security/roles/{owner.uuid}/{name}/privileges
Introduced In: 9.6

Retrieves privilege details of the specified role.

Related ONTAP commands

®* security login rest-role show

Learn more

* DOC /security/roles/{owner.uuid}/{name}/privileges

» DOC /security/roles

Parameters
Name Type In Required
owner.uuid string path True
name string path True
fields array[string] query False
max_records integer query False
return_records boolean query False

Description

Role owner UUID

Role name

Specify the fields to
return.

Limit the number of
records returned.

The default is true
for GET calls. When
set to false, only the
number of records is
returned.

» Default value: 1
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Name

return_timeout

order_by

Response

Status:

Name
_links

num_records

records

840

200,

Type

integer

array[string]

Ok

query

query

Type
_links

integer

array[role_privilege]

Required

False

False

Description

Description

The number of
seconds to allow the
call to execute
before returning.
When iterating over
a collection, the
default is 15
seconds. ONTAP
returns earlier if
either max records
or the end of the
collection is
reached.

e Default value: 1

* Max value: 120

e Min value: O

Order results by
specified fields and
optional [asc

Number of records


#_links
#role_privilege

Example response

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"

by

"records": [

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"access": "readonly",
"path": "/api/storage/volumes"

Error

Status: Default, Error

Name Type

error error

Description
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Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions
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href

Name

href

_links

Name
next

self

_links

Name

self

role_privilege

Type

string

Type
href
href

Type
href

Description

Description

Description

A tuple containing the REST endpoint and the access level assigned to that endpoint. The REST endpoint
can be a resource-qualified endpoint. At present, the only supported resource-qualified endpoints are

/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots.
character denoting "all" volumes.

Name
_links

access

path

error_arguments

Name

code

message

error

Name

arguments

Type
_links

string

string

Type

string

string

Type

array[error_arguments]

is a wildcard

Description

Access level for the REST
endpoint.

REST URI/endpoint

Description

Argument code

Message argument

Description

Message arguments
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#href
#href
#_links
#error_arguments

Name

code

message

target

Type

string

string

string

Description

Error code

Error message

The target parameter that caused
the error.

Add a privilege tuple to an existing role

POST /security/roles/{owner.uuid}/{name}/privileges

Introduced In: 9.6

Adds a privilege tuple (of REST URI and its access level) to an existing role.

Required parameters

* owner.uuid - UUID of the SVM that houses this role.

* name - Name of the role to be updated.

* path - REST URI path (example: /api/storage/volumes). Can be a resource-qualified endpoint (example:
/api/storage/volumes/43256a71-be02-474d-a2a9-9642e12a6a2c/snapshots). Currently, resource-qualified
endpoints are limited to the "snapshots" endpoint: /api/storage/volumes/{volume.uuid}/snapshots and

"™ is a wildcard character denoting "all" volumes.

/api/storage/volumes//snapshots.

* access - Desired access level for the REST URI path (one of "all", "readonly” or "none").

Related ONTAP commands

®* security login rest-role create

Learn more

* DOC /security/roles/{owner.uuid}/{name}/privileges

» DOC /security/roles

Parameters
Name Type
owner.uuid string
name string
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path True Role owner UUID
path True Role name
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Name Type In

return_records boolean query

Request Body

Name Type
access string
path string

Example request

"access": "readonly",
"path": "/api/storage/volumes"
}
Response

Status: 201, Created

Error

Status: Default

ONTAP Error Response Codes

Error Code
5636129
5636143

5636144
5636169

Required Description

False The default is false.
If set to true, the
records are
returned.

e Default value:

Description

Access level for the REST
endpoint.

REST URI/endpoint

Description
A role with given name has not been defined.

A Vserver admin cannot use the API with this access
level.

The value specified for the access level is not valid.

A character in the URI is not valid.
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Error Code Description

5636170 The URI does not exist.

5636173 This feature requires an effective cluster version of 9.6
or later.

5636175 Vserver admin cannot have access to given API.

5636184 Expanded REST roles for granular resource control
feature is currently disabled.

5636185 The specified UUID was not found.

5636186 Expanded REST roles for granular resource control
requires an effective cluster version of 9.10.1 or later.

13434890 Vserver-ID failed for Vserver roles.

13434891 UUID LookUp failed for Vserver roles.

13434892 Roles is a required field.

13434893 The SVM does not exist.

Definitions
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href
Name Type Description
href string

_links

role_privilege

A tuple containing the REST endpoint and the access level assigned to that endpoint. The REST endpoint
can be a resource-qualified endpoint. At present, the only supported resource-qualified endpoints are

/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots. ™ is a wildcard
character denoting "all" volumes.
Name Type Description
access string Access level for the REST
endpoint.
path string REST URI/endpoint
error_arguments
Name Type Description
code string Argument code
message string Message argument
error
Name Type Description
arguments array[error_arguments] Message arguments
code string Error code
message string Error message
target string The target parameter that caused
the error.

Manage role privilege path
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Security roles owner.uuid name privileges path endpoint overview

Overview

A role can comprise of multiple tuples and each tuple consists of the REST API path and its access level.
These APIs can be used to retrieve and modify the access level or delete one of the constituent REST API
paths within a role. The REST API path can be a resource-qualified endpoint. Currently, the only supported
resource-qualified endpoints are /api/storage/volumes/{volume.uuid}/snapshots and
/api/storage/volumes//snapshots. ™ is a wildcard character denoting "all" volumes.

The role can be SVM-scoped or cluster-scoped.

Specify the owner UUID and the role name in the URI path. The owner UUID corresponds to the UUID of the
SVM for which the role has been created and can be obtained from the response body of a GET request
performed on one of the following APls: <em>/api/security/roles</em> for all roles
<em>/api/security/roles/?scope=svm</em> for SVM-scoped roles
<em>/api/security/roles/?owner.name=<svm-name>&lt;/i&gt; for roles in a specific SVM This API response
contains the complete URI for each tuple of the role and can be used for GET, PATCH, or DELETE
operations.</svm-name></em>

@ The access level for paths in pre-defined roles cannot be updated.

Examples

Updating the access level for a path in the privilege tuple of an existing role

# The API:
PATCH "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/roles/aaef7¢38-4bd3-11e9-
b238-0050568e2e25/svm_rolel/privileges/%$2Fapi%2Fprotocols"” -d
'{"access":"all"}'

Updating the access level for a resource-qualified endpoint in the privilege tuple of an existing role

# The API:
PATCH "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/roles/aaef7¢38-4bd3-11e9-
b238-

0050568e2e25/svm rolel/privileges/%2Fapi%2Fstorage%2Fvolumes%2F742e£f001-
24f0-4d5a-9%ecl-2fdaadb282f4%2Fsnapshots" -d '{"access":"readonly"}'

Retrieving the access level for a path in the privilege tuple of an existing role
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# The API:
GET "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/svm rolel/privileges/%$2Fapi%2Fprotocols"

# The response:

{

"owner": {
"yuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25"
}o

"name": "svm rolel",
"path": "/api/protocols",
"access": "all",
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-

0050568e2e25/svm_rolel/privileges/%2Fapi%2Fprotocols"
}

Retrieving the access level for a resource-qualified endpoint in the privilege tuple of an existing role
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# The API:
GET "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:

curl -X GET "https://<mgmt-ip>/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/svm rolel/privileges/%2Fapi%2Fstorage%2Fvolumes$2Fd0£f3b9la-
4ce7-4ded-afb9-7eda668659dd%2F%2Fsnapshots"

# The response:
{
"owner": {
"uuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25"
b

"name": "svm rolel",
"path": "/api/storage/volumes/d0f3b9%91la-4ce7-4ded-afb9-
7eda668659dd/snapshots",
"access": "all",
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-

0050568e2e25/svm_rolel/privileges/%2Fapi%2Fstorage%2Fvolumes%2Fd0f3b9la-
4ceT-4ded-afb9-7eda668659dd%2Fsnapshots"
}

Deleting a privilege tuple from an existing role

# The API:
DELETE "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:
curl -X DELETE "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-
b238-0050568e2e25/svm_rolel/privileges/%$2Fapi%2Fprotocols"”

Deleting a privilege tuple, containing a resource-qualified endpoint, from an existing role
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# The API:
DELETE "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:

curl -X DELETE "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-
b238-
0050568e2e25/svm_rolel/privileges/%2Fapi%2Fstorage%2Fvolumes%2F742e£f001-
24f0-4dba-9ecl-2fdaadb282f4%2Fsnapshots"

Delete a privilege tuple from the role
DELETE /security/roles/{owner.uuid}/{name}/privileges/{path}

Introduced In: 9.6

Deletes a privilege tuple (of REST URI and its access level) from the role. The REST URI can be a resource-
qualified endpoint. Currently, the only supported resource-qualified endpoints are
/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots. ™ is a wildcard character
denoting "all" volumes.

Required parameters

* owner.uuid - UUID of the SVM which houses this role.
* name - Name of the role to be updated.

* path - Constituent REST API path to be deleted from this role. Can be a resource-qualified endpoint
(example: /api/storage/volumes/43256a71-be02-474d-a2a9-9642e12a6a2c/snapshots). Currently,
resource-qualified endpoints are limited to the "snapshots" endpoint:

/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots. ™ is a wildcard
character denoting "all" volumes.
Related ONTAP commands
* security login rest-role delete
Learn more
* DOC /security/roles/{owner.uuid}/{name}/privileges/{path}
» DOC /security/roles
Parameters
Name Type In Required Description
owner.uuid string path True Role owner UUID
name string path True Role name
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Name Type
path string
Response

Status: 200, Ok

Error

Status: Default

ONTAP Error Response Codes

Error Code

5636169

5636170

5636172

5636173

5636184

5636185
5636186

13434890
13434893

Name Type

error error

852

Required Description

True REST API path

Description

Specified URI path is invalid or not supported.
Resource-qualified endpoints are not supported.

URI does not exist.

User accounts detected with this role assigned.
Update or delete those accounts before deleting this
role.

This feature requires an effective cluster version of 9.6
or later.

Expanded REST roles for granular resource control
feature is currently disabled.

The specified UUID was not found.

Expanded REST roles for granular resource control
requires an effective cluster version of 9.10.1 or later.

Vserver-ID failed for Vserver roles.

The SVM does not exist.

Description


#error

Example error

"error": {
"arguments": [

{
"code": "string",

"message": "string"

1y

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions

See Definitions

error_arguments

Name Type

code string

message string
error

Name Type

arguments array[error_arguments]
code string

message string

target string

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.
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Retrieve the access level for a REST API path or command/command directory
path for a role

GET /security/roles/{owner.uuid}/{name}/privileges/{path}
Introduced In: 9.6

Retrieves the privilege level for a REST API path for the specified role. The REST API path can be a resource-
qualified endpoint. Currently, the only supported resource-qualified endpoints are
/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots. ™ is a wildcard character
denoting "all" volumes.

Related ONTAP commands

®* security login rest-role show

Learn more

* DOC /security/roles/{owner.uuid}/{name}/privileges/{path}
* DOC /security/roles

Parameters
Name Type In Required Description
owner.uuid string path True Role owner UUID
name string path True Role name
path string path True REST API path
fields array[string] query False Specify the fields to
return.
Response
Status: 200, Ok
Name Type Description
_links _links
access string Access level for the REST
endpoint.
path string REST URI/endpoint
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Example response

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"access": "readonly",
"path": "/api/storage/volumes"

Error

Status: Default, Error

Name Type

error error

Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions

Description
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See Definitions
href

Name

href

_links

Name

self

error_arguments

Name

code

message

error

Name

arguments

code

message

target

Type

string

Type
href

Type

string

string

Type

array[error_arguments]

string

string

string

Description

Description

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.

Update the access level for a REST API path or command/command directory path

PATCH /security/roles/{owner.uuid}/{name}/privileges/{path}

Introduced In: 9.6

Updates the privilege level for a REST API path. The REST API path can be a resource-qualified endpoint.
Currently, the only supported resource-qualified endpoints are /api/storage/volumes/{volume.uuid}/snapshots
™ is a wildcard character denoting "all" volumes.

and /api/storage/volumes//snapshots.

Required parameters

* owner.uuid - UUID of the SVM that houses this role.

* name - Name of the role to be updated.
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* path - Constituent REST API path whose access level is to be updated. Can be a resource-qualified
endpoint (example: /api/storage/volumes/43256a71-be02-474d-a2a9-9642e12aba2c/snapshots). Currently,
resource-qualified endpoints are limited to the "snapshots" endpoint:
/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots. ™ is a wildcard
character denoting "all" volumes.

* access - Access level for the path (one of "all", "readonly", or "none")

Related ONTAP commands

* security login rest-role modify

Learn more

* DOC /security/roles/{owner.uuid}/{name}/privileges/{path}
* DOC /security/roles

Parameters

Name Type In Required Description
owner.uuid string path True Role owner UUID
name string path True Role name

path string path True REST API path

Request Body

Name Type Description
access string Access level for the REST
endpoint.

Example request

"access": "readonly"

Response

Status: 200, Ok
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Error

Status: Default, Error

Definitions

See Definitions

href
Name Type
href string
_links

role_privilege

Description

A tuple containing the REST endpoint and the access level assigned to that endpoint. The REST endpoint
can be a resource-qualified endpoint. At present, the only supported resource-qualified endpoints are

/api/storage/volumes/{volume.uuid}/snapshots and /api/storage/volumes//snapshots.

character denoting "all" volumes.

Name Type

access string

error_arguments

Name Type

code string

message string
error

Name Type

arguments array[error_arguments]
code string

message string

target string
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is a wildcard

Description

Access level for the REST
endpoint.

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.
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Manage SSH server

Security SSH endpoint overview

Overview

ONTAP supports SSH server that can be accessed from any standard SSH client. A user account needs to be
associated with SSH as the application (refer the documentation for api/security/accounts DOC
/security/accounts . Upon connecting from a client, the user is authenticated and a command line shell is
presented.

This endpoint is used to retrieve or modify the SSH configuration at the cluster level. The configuration consists
of SSH security parameters (security algorithms and maximum authentication retry attempts allowed before
closing the connection) and SSH connection limits.

The security algorithms include SSH key exchange algorithms, ciphers for payload encryption, and MAC
algorithms. This configuration is the default for all newly created SVMs; existing SVM configurations are not
impacted. The SSH connection limits include maximum connections per second, maximum simultaneous
sessions from the same client host, and overall maximum SSH connections at any given point in time. The
connection limits are per node and will be the same for all nodes in the cluster.

Examples

Updating the SSH security parameters

Specify the algorithms in the body of the PATCH request.

# The API:
PATCH "/api/security/ssh"

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/ssh" -d '{ "ciphers": [
"aes256 ctr", "aesl92 ctr" ], "key exchange algorithms": [

"diffie hellman group exchange sha256", "diffie hellman groupl4 shal" ],
"mac algorithms": [ "hmac sha2 512 etm", "umac 128 etm" ],
"max authentication retry count": 3 }'

Updating the SSH connection limits

Specify the connection limits in the body of the PATCH request.

# The API:
PATCH "/api/security/ssh"

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/ssh" -d '/{
"connections per second": 8, "max instances": 10, "per source limit": 5 }'
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Retrieving the cluster SSH server configuration

# The API:
GET "/api/security/ssh"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/ssh"

# The response:

{

"ciphers": [
"aes256 ctr",
"aesl92 ctr"

I

"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

I

"mac algorithms": [
"hmac sha2 512 etm",
"umac_ 128 etm"

1,

"max authentication retry count": 3,
"connections per second": 8§,
"max instances": 10,
"per source limit": 5,
" links": {
"self": {
"href": "/api/security/ssh"

Retrieve cluster SSH server ciphers, MAC algorithms, key exchange algorithms,
and connection limits

GET /security/ssh
Introduced In: 9.7
Retrieves the cluster SSH server ciphers, MAC algorithms, key exchange algorithms, and connection limits.

Related ONTAP commands

* security ssh

®* security protocol ssh
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Response

Status: 200, Ok

Name
_links

ciphers

connections_per_second

key_exchange_algorithms

mac_algorithms

max_authentication_retry _count

max_instances

per_source_limit

Type
_links

array|[string]

integer

array[string]

array[string]

integer

integer

integer

Description

Ciphers for encrypting the data.

Maximum connections allowed per

second.

Key exchange algorithms.

MAC algorithms.

Maximum authentication retries
allowed before closing the
connection.

Maximum possible simultaneous
connections.

Maximum connections from the
same client host.
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Example response

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"ciphers": [

"aes256 ctr",
"aesl92 ctr",
"aesl28 ctr"

1,

"key exchange algorithms":

"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

I

"mac _algorithms": [
"hmac shal",
"hmac sha2 512 etm"

Error

Status: Default, Error

Name Type

error error
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Description


#error

Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions
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href

Name

href

_links

Name

self

error_arguments

Name

code

message

error

Name

arguments

code

message

target

Type

string

Type
href

Type

string

string

Type

array[error_arguments]

string

string

string

Update the SSH server setting for a cluster

PATCH /security/ssh

Introduced In: 9.7

Updates the SSH server setting for a cluster.

Optional parameters

* ciphers - Encryption algorithms for the payload

* key exchange algorithms - SSH key exchange algorithms

* mac_algorithms - MAC algorithms

864

Description

Description

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.


#href
#error_arguments

* max authentication retry count - Maximum authentication retries allowed before closing the

connection

* connections per second - Maximum allowed connections per second

* max_instances - Maximum allowed connections per node

* per source limit - Maximum allowed connections from the same client host

Related ONTAP commands

®* security ssh

®* security protocol ssh

Request Body

Name

ciphers

connections_per_second

key_exchange_algorithms

mac_algorithms

max_authentication_retry_count

max_instances

per_source_limit

Type

array[string]

integer

array[string]

array[string]

integer

integer

integer

Description

Ciphers for encrypting the data.

Maximum connections allowed per

second.

Key exchange algorithms.

MAC algorithms.

Maximum authentication retries
allowed before closing the
connection.

Maximum possible simultaneous
connections.

Maximum connections from the
same client host.
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Example request

"ciphers": [
"aes256 ctr",
"aesl92 ctr",
"aesl28 ctr"

1,

"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

1,

"mac algorithms": [

"hmac shal",
"hmac sha2 512 etm"

Response

Status: 200, Ok

Error

Status: Default

ONTAP Error Response Codes

Error Code Description

10682372 There must be at least one key exchange algorithm
associated with the SSH configuration.

10682373 There must be at least one cipher associated with the
SSH configuration.

10682375 Failed to modify SSH key exchange algorithms.

10682378 Failed to modify SSH ciphers.

10682399 Key exchange algorithm not supported in FIPS
enabled mode.

10682400 Failed to modify SSH MAC algorithms.

10682401 MAC algorithm not supported in FIPS enabled mode.
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Error Code

10682403

10682413

10682413

10682418

Definitions

Description

There must be at least one MAC algorithm with the
SSH configuration.

Failed to modify maximum authentication retry
attempts.

Failed to modify maximum authentication retry
attempts.

Cipher not supported in FIPS enabled mode.
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href

Name

href

_links

cluster_ssh_server

Name

ciphers

connections_per_second

key_exchange_algorithms

mac_algorithms

max_authentication_retry count

max_instances

per_source_limit

error_arguments

Name

code

message

error

Name

arguments

code

868

Type

string

Type

array|[string]

integer

array[string]

array[string]

integer

integer

integer

Type

string

string

Type

array[error_arguments]

string

Description

Description

Ciphers for encrypting the data.

Maximum connections allowed
per second.

Key exchange algorithms.

MAC algorithms.

Maximum authentication retries
allowed before closing the
connection.

Maximum possible simultaneous
connections.

Maximum connections from the
same client host.

Description

Argument code

Message argument

Description

Message arguments

Error code


#error_arguments

Name Type Description

message string Error message
target string The target parameter that caused
the error.

View SSH SVMs

Security SSH svms endpoint overview

Overview

This endpoint is used to retrieve the SSH security configuration for all SVMs. The configuration consists of
SSH security parameters. The security algorithms include SSH key exchange algorithms, ciphers for payload
encryption, MAC algorithms, and the maximum authentication retry attempts allowed before closing the
connection. The SSH configuration for a newly created SVM is the same as the SSH configuration at cluster
level. When the cluster SSH configuration is updated using /security/ssh endpoint, the SSH configuration of
existing SVMs is not impacted. To customize the SSH security parameters for a particular SVM, perform a
PATCH operation on the api/security/ssh/svms/{svm.uuid} endpoint.

Example

Retrieving the SSH security configuration of all SVMs.

# The API:
GET "/api/security/ssh/svms"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/ssh/svms"

# The response:

{

"num records": 1,
"records": [
{
"svm": {
"name": "svml",
"uuid": "02c9e252-41be-11e9-81d5-00a0986138f7",
" links": {
"self": {
"href": "/api/svm/svms/02c9%e252-41be-11e9-81d5-00a0986138f7"
}
}
b
"ciphers": [

"aes256 ctr",
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"aesl92 ctr",
"aesl28 ctr"
1,
"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"
1,
"mac algorithms": [
"hmac shal",
"hmac sha2 512 etm"

1,

"max authentication retry count": 6,
" links": {
"self": {
"href": "/api/security/ssh/svms/02c9e252-41be-11e9-81d5-
00a0986138f7"
}
}
}
1y
" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"

Retrieve the SSH server configuration for all SVMs
GET /security/ssh/svms

Introduced In: 9.10

Retrieves the SSH server configuration for all the SVMs.

Related ONTAP commands

®* security ssh

Parameters
Name Type In Required
svm.uuid string query False
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Name

svm.name

max_authentication_

retry _count

mac_algorithms

ciphers

key exchange_algor

ithms

fields

max_records

return_records

return_timeout

Type

string

integer

string

string

string

array[string]

integer

boolean

integer

query

query

query

query

query

query

query

query

query

Required

False

False

False

False

False

False

False

False

False

Description

Filter by svm.name

Filter by
max_authentication_
retry_count

Filter by
mac_algorithms

Filter by ciphers

Filter by
key_exchange_algor
ithms

Specify the fields to
return.

Limit the number of
records returned.

The default is true
for GET calls. When
set to false, only the
number of records is
returned.

e Default value: 1

The number of
seconds to allow the
call to execute
before returning.
When iterating over
a collection, the
default is 15
seconds. ONTAP
returns earlier if
either max records
or the end of the
collection is
reached.

» Default value: 1
* Max value: 120

e Min value: 0
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Name Type
order_by array[string]
Response

Status: 200, Ok

Name
_links

num_records

records

872

query

Type
_links

integer

array[svm_ssh_server]

Required Description

False Order results by
specified fields and
optional [asc

Description

Number of records.


#_links
#svm_ssh_server

Example response

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"

}
by

"records": [

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"ciphers": [

"aes256 ctr",
"aesl92 ctr",
"aesl28 ctr"

1,

"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

1,

"mac algorithms": [

"hmac shal",
"hmac sha2 512 etm"
1,

"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
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Error

Status: Default, Error

Name Type

error error

Example error

"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde"Z "4",
"message": "entry doesn't exist",
"target": "uuid"

Definitions
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Description


#error

See Definitions
href

Name

href

_links

Name
next

self

_links

Name

self

svm

SVM name and UUID for which the SSH server is configured.

Name
_links

name

uuid

svm_ssh_server

Name
_links

ciphers

key_exchange_algorithms

mac_algorithms

max_authentication_retry count

svm

Type

string

Type
href
href

Type
href

Type
_links

string

string

Type
_links

array[string]

array[string]

array[string]

integer

svm

Description

Description

Description

Description

The name of the SVM.

The unique identifier of the SVM.

Description

Ciphers for encrypting the data.

Key exchange algorithms.

MAC algorithms.

Maximum authentication retries
allowed before closing the
connection.

SVM name and UUID for which
the SSH server is configured.

875


#href
#href
#href
#_links
#_links
#svm

error_arguments

Name Type Description

code string Argument code

message string Message argument

error

Name Type Description

arguments array[error_arguments] Message arguments

code string Error code

message string Error message

target string The target parameter that caused
the error.

Manage SSH security configuration

Security SSH svms svm.uuid endpoint overview

Overview

This endpoint is used to retrieve or modify the SSH security configuration to an SVM.

The SSH security algorithms include key exchange algorithms, ciphers for payload encryption, MAC
algorithms, and the maximum authentication retry attempts allowed before closing the connection. svm.uuid

corresponds to the UUID of the SVM for which the SSH security setting is being retrieved or modified and it is
obtained from the response body of a GET operation performed on the api/security/ssh/svms API.

Examples

Updating the SSH security parameters

Specify the algorithms in the body of the PATCH request.
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# The API:
PATCH "/api/security/ssh/svms/{svm.uuid}"

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/ssh/svms/02c9%e252-41be-11e9-
81d5-00a0986138£f7" -d '{ "ciphers": [ "aes256 ctr", "aesl92 ctr" ],

"key exchange algorithms": [ "diffie hellman group exchange sha256",
"diffie hellman groupl4 shal" ], "mac algorithms": [ "hmac sha2 512 etm",
"umac 128 etm" ], "max authentication retry count": 3 }'

Retrieving the SSH security configuration of an SVM
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# The API:
GET "/api/security/ssh/svms/{svm.uuid}"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/ssh/svms/02c9e252-41be-11e9-
81d5-00a0986138f7"

# The response:

{

"ciphers": [
"aes256 ctr",
"aesl92 ctr"

I

"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

1,

"mac algorithms": [
"hmac sha2 512 etm",

"umac 128 etm"

1,

"max authentication retry count": 3,
"svm": |
"name": "svml",
"uuid": "02c9e252-41be-11e9-81d5-00a0986138£f7",
" links": {
"self": {
"href": "/api/svm/svms/02c9%e252-41be-11e9-81d5-00a0986138f7"
}
}
b
" links": {
"self": {
"href": "/api/security/ssh/svms/02c9e252-41be-11e9-81d5-00a0986138f7"

Retrieve the SSH server configuration for an SVM
GET /security/ssh/svms/{svm.uuid}
Introduced In: 9.10

Retrieves the SSH server configuration for the specified SVM.
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Related ONTAP commands

®* security ssh

Parameters

Name Type
svm.uuid string

fields array[string]
Response

Status: 200, Ok

Name
_links

ciphers

key_exchange_algorithms

mac_algorithms

max_authentication_retry count

svm

path

query

Type
_links

array[string]

array[string]

array[string]

integer

svm

Required Description
True SVM UUID
False Specify the fields to
return.
Description

Ciphers for encrypting the data.

Key exchange algorithms.

MAC algorithms.

Maximum authentication retries
allowed before closing the
connection.

SVM name and UUID for which the
SSH server is configured.
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Example response

" links": {
"self": {
"href": "/api/resourcelink"

}

by

"ciphers": [
"aes256 ctr",
"aesl92 ctr",
"aesl28 ctr"

1,

"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

1,

"mac _algorithms": [

"hmac shal",
"hmac sha2 512 etm"
1,

"svm": |
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

Error

Status: Default, Error

Name Type Description

error error
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#error

Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions
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href

Name

href

_links

Name

self

svm

SVM name and UUID for which the SSH server is configured.

Name
_links

name

uuid

error_arguments

Name

code

message

error

Name

arguments

code

message

target

882

Type

string

Type
href

Type
_links

string

string

Type

string

string

Type

array[error_arguments]

string

string

string

Description

Description

Description

The name of the SVM.

The unique identifier of the SVM.

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.
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#error_arguments

Update the SSH server configuration for an SVM
PATCH /security/ssh/svms/{svm.uuid}
Introduced In: 9.10

Updates the SSH server configuration for the specified SVM.

Optional parameters

* ciphers - Encryption algorithms for the payload

* key exchange algorithms - SSH key exchange algorithms

* mac_algorithms - MAC algorithms

* max_authentication retry count - Maximum authentication retries allowed before closing the

connection

Related ONTAP commands

®* security ssh

Parameters
Name Type In Required Description
svm.uuid string path True SVM UUID

Request Body

Name Type Description

ciphers array[string] Ciphers for encrypting the data.

key_exchange_algorithms array[string] Key exchange algorithms.

mac_algorithms array[string] MAC algorithms.

max_authentication_retry_count integer Maximum authentication retries
allowed before closing the
connection.

svm svm SVM name and UUID for which the

SSH server is configured.
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Example request

"ciphers": [
"aes256 ctr",
"aesl92 ctr",
"aesl28 ctr"

1,

"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

1,

"mac algorithms": [

"hmac shal",
"hmac sha2 512 etm"
1,

A

svm": {
"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"

Response

Status: 200, Ok

Error

Status: Default

ONTAP Error Response Codes

Error Code Description

10682372 There must be at least one key exchange algorithm
associated with the SSH configuration.

10682373 There must be at least one cipher associated with the
SSH configuration.

10682375 Failed to modify SSH key exchange algorithms.

10682378 Failed to modify SSH ciphers.

10682399 Key exchange algorithm not supported in FIPS-

enabled mode.
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Error Code Description

10682400 Failed to modify SSH MAC algorithms.

10682401 MAC algorithm not supported in FIPS-enabled mode.

10682403 There must be at least one MAC algorithm with the
SSH configuration.

10682413 Failed to modify maximum authentication retry
attempts.

10682418 Cipher not supported in FIPS-enabled mode.

Definitions
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href

Name

href

_links

svm

SVM name and UUID for which the SSH server is configured.

Name

name

uuid

svm_ssh_server

Name

ciphers

key_exchange_algorithms

mac_algorithms

max_authentication_retry_count

svm

error_arguments

Name

code

message

error

886

Type

string

Type

string

string

Type

array[string]

array[string]

array[string]

integer

svm

Type

string

string

Description

Description

The name of the SVM.

The unique identifier of the SVM.

Description

Ciphers for encrypting the data.

Key exchange algorithms.

MAC algorithms.

Maximum authentication retries
allowed before closing the
connection.

SVM name and UUID for which
the SSH server is configured.

Description

Argument code

Message argument


#svm

Name

arguments

code

message

target

Type

array[error_arguments]

string

string

string

Description

Message arguments
Error code
Error message

The target parameter that caused
the error.
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