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Manage security certificates

Security certificates endpoint overview

Overview

This API displays security certificate information and manages the certificates in ONTAP.

Installing certificates in ONTAP

The security certificates GET request retrieves all of the certificates in the cluster.

Examples

Retrieving all certificates installed in the cluster with their common-names

# The API:
/api/security/certificates

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/certificates?fields=common name" -H "accept:

application/hal+json"

# The response:
{
"records": [
{
"svm": |
"name": "vsO"
by
"uuid": "dad2363b-8ac0-11e8-9058-005056b482fc",

"common name": "vsQ0",
" links": {
"self": {
"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-
005056p482fc"

}
}
by
{
"uuid": "1941e048-8acl-11e8-9058-005056b482fc",

"common name": "ROOT",
" links": {
"self": {

"href": "/api/security/certificates/1941e048-8acl-11e8-9058-



005056p482fc"
}
}
by
{
"uuid": "ba3a77a8-892d-11e8-b7da-005056b482fc",

"common name": "gshancluster-4",
" links": {
"self": {

"href": "/api/security/certificates/5a3a77a8-892d-11e8-b7da-
005056b482fc"

}

}
1,

"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?fields=common name"

Retrieving all certificates installed at cluster-scope with their common-names



# The API:
/api/security/certificates

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/certificates?scope=cluster&fields=common name" -H

"accept: application/hal+json"

# The response:

{

"records": [

{
"uuid": "1941e048-8acl-11e8-9058-005056pb482fc",

"scope": "cluster",
"common name": "ROOT",
" links": {
"self": {
"href": "/api/security/certificates/1941e048-8acl-11e8-9058-
005056b482fc"

"uuid": "ba3a77a8-892d-11e8-b7da-005056b482fc",

"scope": "cluster",
"common name": "gshancluster-4",
" links": {
"self": {
"href": "/api/security/certificates/5a3a77a8-892d-11e8-b7da-
005056p482fc"
}
}
}
I
"num records": 2,
" links": {
"self": {

"href": "/api/security/certificates?scope=cluster&fields=common name"



Retrieving all certificates installed on a specific SVM with their common-names

# The API:
/api/security/certificates

# The call:
curl -X GET "https://<mgmt-

ip>/api/security/certificates?svm.name=vs0&fields=common name" -H "accept:

application/hal+json"

# The response:
{
"records": [
{
"svm": |
"name": "vsQO"
b
"yuid": "dad2363b-8ac0-11e8-9058-005056b482fc",

"common name": "vsO",
" links": {
"self": {
"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-
005056b482fc"
}
}
}
I
"num records": 1,
" links": {
"self": {
"href": "/api/security/certificates?svm.name=vsO&fields=common name"

Retrieving a certificate using its UUID for all fields

# The API:
/api/security/certificates/{uuid}



# The call:
curl -X GET "https://<mgmt-ip>/api/security/certificates/dad2363b-8ac0-
11e8-9058-005056b482fc?fields=*" -H "accept: application/hal+json"

# The response:

{

"svm": |
"yuid": "d817293c-8ac0-11e8-9058-005056b482fc",
"name": "wvsO"

bo
"yuid": "dad2363b-8ac0-11e8-9058-005056b482fc",

"scope": "svm",

"type": "server",

"common name": "vsO",

"serial number": "15428D45CF81CF56",

"ca": "vsO",

"hash function": "sha256",

"key size": 2048,

"expiry time": "2019-07-18T15:29:14-04:00",
"public certificate": "----- BEGIN CERTIFICATE-----

\nMIIDQJjCCAigqgAWIBAgGIIFUKNRCc+Bz1YWDQYJK0oZIhvcNAQELBQAWGZEMMAOGALIUE\nAxMDdn
MwMQswCQYDVQQGEwWJIVUzAeFwOxODA3SMTgxXxOTISMTRaFwOxOTA3MTgxOTI5\nMTRaMBsxDDAKBg
NVBAMTA3ZzMDELMAKGA1UEBhMCVVMwggEiMAOGCSgGSTb3DQEB\NAQUAA4IBDWAWGgEKAOIBAQ
CgFQb27th2ACOMIvWgLh1xRzobSb2Z2TQf0561faXQ3\nIbiT+rnRWXetd/s2+iCv91d9LWONOm
P3MN2f3SFbyze3dl7WrnVbjLmYul9MfOxs\nfmA+Bhogpap5Y¥n2Y¥ddqoVerfNGAuUveNLArN18
wODk/mpawpEQ930SalZfglgnoH\nRFrYgiSYT06X5g6RbUUE14LTGXspz+plU46Z2a016Qyxtvz
4bneibffXN3IigpgIl6\nTGUV8R/J3Ps338VxVmSO9ZXBZmvbcIVoysYNIC1/013fgPZ1nBv0Otb
swqgldFoZO/\nWT+XHGhLep6cr/Agqg7ub6C4REqbCwzB/XFKDIgnmAQkDBAGMBAAG] gYkwgYYwDA
YD\nVROTBAUWAWEBR/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFN/AnH8gLxocTtumNHINn\nEN4T
FIDBMEOGA1UdIWRDMEGAFN/AnH8gLxocTtumNHINEN4 IFIDBoR+KkHTALMOww \nCgYDVQQDEWN2
czAxCzAJBgNVBAYTA1VTgggVQolFz4HPVjANBgkghkiGO9w0OBAQsSF\nAAOCAQEAaOpUEepdeQnd
2Amwg8UFyxayb8eul3E6dlptvtyp+xtjhIC7Dh95CVXhy\nkJS3Tsu60PGR/b2vc3MZtAUpcL4c
eD8XntKPQgBlgoB4bRogCelTnlGswRXDX5TS\ngMVrRjaWTBF71kT4UjRO5rSxcDGplQRgjnOt
hgi+yPT+294+8a4U0u6J+3Kdrfljdp\nlnSWpuB9EyxtuCILNgXA2ncH7YKtoeNtChKCchhvPcoT
y60pma6lUQn5UMxstkvGT\nVGaNST1RWvOyigPXIQblSgXi/uQsuRPcHDU7+KWRFn08USa6QVvo?2

mDs9P7ROAdOK\Nn9QAsTjTOF9P1AKgNXGoOJ12y0+48AA==\n————— END CERTIFICATE-—-—---
\n",
" links": {
"self": {
"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-

005056b482fc"
}



Creating a certificate in a cluster

These certificates can be used to help administrators enable certificate-based authentication and to enable
SSL-based communication to the cluster.

# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/hal+json" -H "Content-Type: application/json" -d "{
\"common name\": \"TEST-SERVER\", \"type\": \"server\" }"

Installing a certificate in a cluster

These certificates can be used to help administrators enable certificate-based authentication and to enable-
SSL based communication to the cluster.



# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/json" -H "Content-Type: application/json"™ -d "{ \"type\":
\"server ca\", \"public certificate\": \"----- BEGIN CERTIFICATE-----
\nMIIFYDCCAOigAwIBAGIQCgFCgAAAAUUS yES1AAAAATANBgkghkiGIWOBAQSFADBKMOswWCQYD
VOOG\nEwJVUzESMBAGA1UEChMJSWR1b1RydXNOMScwJIQYDVQQODEx5JZGVuVHI1c3Q0gQ29tbWVy
Y21hbCBS\nb290IENBIDEWHhCNMTQWMTE2MTgxMjIzWhcNMzQwMTE2MTgxMj I zWjBKMQsSwCQYD
VQOGEWJVUzES\NMBAGA1UEChMJSWR1b1RydXNOMScwJIQYDVQQODEx5JZGVuVHI1c3Q0gQ29tbWVy
Y21hbCBSb290IENB\nIDEwggIiMAOGCSgGSIb3DQEBAQUAA4AICDWAWGGIKAOICAQCNUBNneP5k9
1DNG8WIORYYKyqU+PZ41d\nhN1T3Qwo2dfw/66VQ3KZ+bVdf IrBQuEXUHTRgQ18zZshg0PirKle
hm7zCYofWjK9ouuU+ehcCuz/\nmNKvcbO0U590h++SvL3sTzIwiEsSXX1fEUSL2ApeN2WIrvyQf
Yo3fw7gpS014PINgiCL8mdo2yMKi\nlCxUAGclbnO/AljwpN31sKImesrgNqUZFvX9t++uP0D1
bVoE/c40yiTcdCMbXTMTE13EASX2MNOC\nXZ/glUe9t0OsbobtJSdifWwLziuQkkORiTO/BrdsO
dBeo0XKIanoBScyORnNnGF7HamB4HWEplIYVI\n3ZBWzvurpWCdxJ35UrCLvY{f5]ysjCiN20/cz
4ckA82n5S6LgTrx+kzmEB/dEcCH7+BlrlsazRGMzy\nNeVJISQjKVsk9+w8YLfYs7TwRPCTY/JTw43
6R+hDmrfYi7LNQZReSzIJTj0+kuniVycOuMNOYZKdHzV\nWYfCPO4MXFLOPfdSgvHqo6z9STQa
KPNBiDoT7uje/5kdX7rL6B7yuVBgwDHTc+XvvgDtMwt 0viAg\nxGds8AgDe lIWAL0ZO1gf0HS 7h
9tgJ4TNkK2PXM16£f+cB7D3hv17yTmvmcEpB4eoCHFddydJIxVdHix\nuuFucAS6T6C6aMN7/zHw
cz091CgxCOEO0PS5NiGVreTO01wIDAQABOOIWQDAOBGNVHQ8BATfSEBAMC\NAQYwDwYDVROTAQH/
BAUWAWER/zAdBgNVHQ4EFgQU7UQZWNPwBovupHu+QucecmVMiONNYwDQYJKoZ I \nhveNAQELBQAD
ggIBAA2ukDL2pkt8RHYZYR4nKM1eVO81vOMIkPkpl650COGUAFjvLi5+ULKMt1lwH\n6016mYtQ
1NeCgN9hCQCTrQ0U5s7B8jeUelLBfnLOic7iPBZM4zY0+sL]7wM+x8uwtLRVM7Kgas6pg\nghst
O80EPVeK1lh6cdbjTMM1gCIOQ045U8UlmwEF10AQ0C])70V+wh93nAbowacYXVKV7cndJZ5t+gnt\n
0z000F172ulQ8zW/7esUTTHHYPTa8Yecd4kjixsU3+wYQ+nVZZjFHKdp2mhzpgg7vmr1lR94gjmm
mvV\nYjz1lVYA211QC//G5Xc7UI2/YRYRKW2XviQzdFKcgyxilJoQON+QHWotLOAMhOjqEQSI512x
PE4iUX\nfeu+hlsXIFRRkOpTAwvsXcoz 7TWLIRCCVIWIXYOIAS5vrX/hMUpuO91EpCANTDd11lzzY
9Gv1U47/ro\nkTLgllgEIt44w8y8bckzOmoKaT+gyOpyj4xjhiO9bTyWnpXgSUygorkgG5w2gX
Jtw+hG41ZZRHUe\n2XWJUcO0QhJ1hYMtd+ZciTY6Y5uN/91u7rs3KSoFrXgvzUeFO0K+1+J6fZmU
10+KWA2yUPHGN11skz\nZ2s8EIPGrd6ozRa0]jfAHN3GE8gqv8QfXBi+wAN10J5U6A7/gxXDgGpR
tK4dwidLTzcgx+QGtVKNO7R\ncGzM7vRX+Bi6hG6H\n-——--—- END CERTIFICATE----- \n\"

po

Installing a certificate on a specific SVM



# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/json" -H "Content-Type: application/json" -d "{ \"svm\" : {
\"name\" : \"vsO\" }, \"type\": \"server ca\", \"public certificate\":
\Pommee BEGIN CERTIFICATE-----

\nMIIFYDCCAOigAwIBAgIQCgFCgAAAAUU]YESIAAAAA)ANBgkghkiGOwOBAQs FADBKMQSWCQYD
VOQG\NEwJVUzZESMBAGA1UEChMJSWR1b1RydXNOMScwJIQYDVQQDEX5JZ2GVUuVHI1c3QgQ29tbWVy
Y21hbCBS\nb290IENBIDEWHhcNMTQWMTE2MTgxMjIzWhcNMzQWMTE2MTgxM]j I zWjBKMQswCQYD
VQQGEWJVUZES\nNMBAGA1UEChMJSWR1b1RydXNOMScwJQYDVQQDEX5JZGVUuVHI1c3QgQ29tbWVy
Y21hbCBSb290IENB\nIDEwggIiMAOGCSgGSIb3DQEBAQUAAATICDWAWGgIKAOICAQCNUBNneP5k9
1DNG8WIORYYKyqU+PZ41d\nhN1T3Qwo2dfw/66VQ3KZ+bVdfIrBQUEXUHTRgQ18zZshqgq0PirKle
hm7zCYofWjK9ouuU+ehcCuz/\nmNKvcbO0U590h++SvL3sTzIwiEsXX1fEUSL2ApeN2WIrvyQf
Yo3fw7gpS014PINgiCL8mdo2yMKi\nlCxUAGclbnO/AljwpN31sKImesrgNqUZFvX9t++uP0D1
bVoE/c40yiTcdCMbXTMTEL3EASX2MNOC\nXZ/glUe9tOsbobtJSdifWwLziuQkkORiTO/Br4sO
dBeo0XKIanoBScyORNnGF7HamB4HWEplIYVI\n3ZBWzvurpWCdxJ35UrCLvYf5jysjCiN20/cz
4ckA82n5S6LgTrx+kzmEB/dECH7+BlrlsazRGMzy\nNeVJISQjKVsk9+w8YfYSTwRPCTY/JTw43
6R+hDmrfYi7LNQZReSzIJTj0+kuniVycOuMNOYZKdHzVA\nNWYfCPO4AMXFLOPfdSgvHqo6z9STQa
KPNBiDoT7uje/5kdX7rL6B7yuVBgwDHTc+XvvgDtMwt 0viAg\nxGds8AgDelWAf0Z01gf0H]7h
9tgJ4TNkK2PXM16f+cB7D3hv17yTmvmcEpB4eoCHFddydJIxVdHix\nuuFucAS6T6C6aMN7/zHw
cz091CgxCOEO0PS5NiGVreTO01wIDAQABOOIWQDAOBgNVHQ8BAf8EBAMC\NAQYWDWYDVROTAQH/
BAUWAWEB/zAdBgNVHQ4EFgQU7UQZwNPwBovupHuU+QucmVMiONNYwDQYJKoZ I \nhvcNAQELBQAD
ggIBAA2ukDL2pkt 8RHYZYR4nKM1eVO81vOMIkPkpl650COGUAFvLi5+U1KMt lwH\n6016mYtQ
1NeCgN9hCQCTrQ0U5s7B8jeUelLBfnLOic7iPBZM4zY0+sLj7wM+x8uwtLRVM7Kgas6pg\nghst
O80OEPVeK1lh6cdbjTMM1gCIOQ045U8UlmwE10A0CT 70V+wh93nAbowacYXVKV7cndJZ5t+gnt\n
0z000F172ulQ8zW/7esUTTHHYPTa8YecdkjixsU3+wYQ+nVZZjFHKdp2mhzpgg7vmr1R94gjmm
mV\nYJjz1lVYA211QC//G5Xc7UI2/YRYRKW2XviQzdFKcgyxilJbQN+QHwWotLOAMhOjgEgSI512x
PE4iUX\nfeu+hlsXIFRRkOpTAwvsXcoz7WLIRccVIWIXYOoIAS55vrX/hMUpu091EpCANTDd1l1zzY
9Gv1U47/ro\nkTLgllgEIt44w8y8bckzOmoKaT+gyOpyj4xjhiO9bTyWnpXgSUygorkgG5w2gX
Jtw+hG41ZZRHUe\n2XWJUcO0QhJ1hYMtd+ZciTY6Y5uN/91u7rs3KSoFrXgvzUeFO0K+1+J6fZmU
10+KWA2yUPHGNiiskz\nZ2s8EIPGrd6ozRa0j FAHN3GE8qv8QfXBi+wAN10J5U6GAT/gxXDgGpR
tK4dwi4LTzcgx+QGtVKNO7R\ncGzM7vRX+Bi6hG6H\n-————- END CERTIFICATE-—---- \n\"

}"

Deleting a certificate using its UUID



# The API:

/api/security/certificates/{uuid}

# The call:
curl -X DELETE "https://<mgmt-ip>/api/security/certificates/dad2363b-8ac0-
11e8-9058-005056b482fc?fields=*" -H "accept: application/hal+json"

Signing a new certificate signing request using an existing CA certificate UUID

Once you have created a certificate of type "root_ca", you can use that certificate to act as a local Certificate
Authority to sign new certificate signing requests. The following example signs a new certificate signing request
using an existing CA certificate UUID. If successful, the API returns a signed certificate.



# The API:
/api/security/certificates/{ca.uuid}/sign

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates/253add53-8ac9-
11e8-9058-005056b482fc/sign" -H "accept: application/json"™ -H "Content-
Type: application/json" -d "{ \"signing request\": \"----- BEGIN
CERTIFICATE REQUEST-----
\nMIICYTCCAUKCAQAWHDENMASGA1UEAXMEVEVTVDELMAKGA1UEBhMCVVMwggEiMAOG\nCSgGSI
b3DQEBAQUAA4 IBDWAwWggEKAOIBAQCiBCUVELYHNAOO7viRQja4JqLl2cHgK\ndr1Tj5hz 9RVGFK
Z7VPh8DSPILoTbYWsvrTkbuDO0Wi715MVQCsbkg/mHos+Y51fgs\nNP5K92fc6EhBzBDYFgZGFEn
tZYJJEGSMPerIUET7CfVy706sjW0O1lxeY33pjefObyvP\nBcIJkBHg6SFJK/TDLvIYJkonLkJEOJO
TI6++a31/1bCMfUeuRtLU9ThWlnalkMMYK\n4T16/Bxgmdbha2U2jtoscO0Wltnld/capc+eqRV
07WVbMmMEOTtop3cvO0h3N0S61bn\nFkd96DXzeGWbSHFHckeCZ9bOHhnVbfEa/efkPLx7z1iMC8G
tRHH1wbnK7AgMBAAGg\nADANBgkghkiGO9wOBAQSFAAOCAQEAf+rs1i5PHa0OSI2HtTM+Hcv/p71
yzgoLL+aeU\ntB0OV4iuoXdqY80QeWoPI92ci0K08JuSpub6DODWCKlst fwuGkAA2bOWr7ZDRonT
Ug\nmJ4j3047MLysW4Db2LbGws /AuDsCIrBIDWHMpHagsvRbpMx2xQ/V50agUw5eGGpN\ned fg
/E2kImGkpxwkUzT7wlRZirpND4xL+XTzpzeZggalpXugdyjIX1I5hpRESZ9/\nAkGISCWxI15T
ZdxxFVX1BcmmoWpJdnnbogkcKeXz95GM6Re+oBy9t1gvwv1Vd5s8uHX+bycFiZp09Wsm8Ev727M
z1Z2+0II9nxwkDKsdPvam+KLI9hLO==\n---—- END CERTIFICATE REQUEST----- \n\",
\"hash function\": \"sha256\"}"

# The response:

{

"public certificate": "----- BEGIN CERTIFICATE-----
\nMIIDBzCCAe+gAwWIBAgIIFUKQpcqeaUAWDQYJKoZIhvcNAQELBQAWHDENMASGAIUE\nAxXMEUkK
FDWDELMAKGA1UEBhMCVVMwHhcNMTgwNzE4MjAZMTAIWhcNMTKkwNZEAM)JAZ \nMTAIW]ACMQOWCwW
YDVQQDEWRURVNUMQswCQYDVQOGEwWJVUzZCCASIwDQYJKoZIhveN\nAQEBBQADggEPADCCAQoCYg
EBAKIEK5VI9tgcl047u+NFCNrgmovZweop2uVOPMHPI\nFWoUpntU+HwWNI /OuhNthay+tORu4PR
aLvXkxVAKxuSr+Yeiz5jmvV+qw0/kr3Z29zo\nSEHMENgWBkYWel1lgmMQbkw96shQTsJ9XLujgyN
Y6XF57 femN585vK88FwmQEeDpI\nUkr9MMu8hgmSicuQkQ4mhMjr75rc)/VsIx9R65GOtT10Fa
WAdrWQwxgrhPXr8HGCb\nhuFrZTa021ixzRaW2eV39xqlz56pFXTtZVsyYQ5021indy/SHc3RLgVu
CWR330NfN4\nZzZtIcUdyR4Inls4eGdVt8Rr95+Q8vHvVOIwLwalEceXBucrsCAWEARANNMEswCQ
YD\nVROTBAIwADAdABgGNVHQ4EFgQUJIMPxjeWlG76TbbD2tXB8dwSpI3MwHWYDVROjBBgw\nFoAU
u5aHOMWR4AcFoN917k96d20p3sPwwDQYJKoZIThvcNAQELBQADggEBATIS5ai+Z21i\nFQZUXRTqJCgH
SsgBThARNeVWQYkYpyAXmTR7QeLf1d4ZHL331i4xWCgX3uviW7/SFJLe\nZajT2AVmgiDbaWIHtDtv
qz1BY78PSgUwPH/IyARTEOBeikp6KdwMPraehDIBMAcCc\NANY58wXiTBbs18UMD6tGecgnzwbs
x1MmadGvrfJedmgY4zert 6NNvgtTPhcZQdLS\nEQOfGzHS6+3ajCCfEEhPNPeR9D0e5Me8119Es
QGENrnJzTci8rzXPuF4bC3gghrK1\nI1l+kmJQ1lkLYVUcsntcrIiHmNvtPFJY6stjDgQKS9abd/
THhPpokPtZoCmE6PDxh6\nR+dO6COhcDKHFzA=\n—----— END CERTIFICATE----- \n"

}

Generate a new Certificate Signing Request (CSR)
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# The API:
/api/security/certificate-signing-request

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificate-signing-request"
-H "accept: application/json" -H "Content-Type: application/json" -d "{

\"algorithm\": \"rsa\", \"extended key usage\": [\"serverauth\"],

\"hash function\": \"sha256\", \"key usage\": [\"digitalsignature\"],
\"security strength\": \"112\", \"subject alternatives\": { \"dns\": [
\"*.example.com\", \"*.examplel.com\" ], \"email\": [\"abcRRexample.com\",
\"abcRexamplel.com\"], \"ip\": [\"10.225.34.223\", \"10.225.34.224\"],
\"uri\": [\"http://example.com\", \"http://examplel.com\"] 1},

\"subject name\": \"C=US,O=NTAP,CN=test.domain.com\"}"

{

Veggrly Voooo= BEGIN CERTIFICATE REQUEST----- \n=————- END CERTIFICATE
REQUEST-----— \n",

"generated private key": "----- BEGIN PRIVATE KEY----- === END PRIVATE
KEY----- \n"

### Download and install a certificate from the Azure Key Vault.

The API:

/api/security/certificates

The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept: application/json" -H "Content-Type:

application/json" -d "{\"svm\": {\"name\" : \"vsO\"}, \"name\" : \"vsO-client-cert\", \"type\" : \"client\", \"azure\": {
\"key_vault\" : \"https://example.vault.azure.net\", \"client_id\" : \"12345678-abcd-1234-12ad-dfasdffgfdaaa\",
\"tenant_id\" : \"12345678-abcd-abcd-test-720ef604b100\", \"client_secret\" : \"clientSecretString\",
\"verify_host\": false }}" { "job": { "uuid": "be8d45cb-1d41-11ee-9725-005056ae0f31", "_links": { "self": { "href":
"/api/cluster/jobs/be8d45cb-1d41-11ee-9725-005056ae0f31" } } } }</mgmt-ip>

[[IDc70955b1f6914c6clatfc21bc245155e6] ]
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= Retrieve security certificates

[.api-doc-operation .api-doc-operation-get]#GET#
block]# /security/certificates #

*Introduced In:* 9.6
Retrieves security certificates.
== Related ONTAP commands

* “security certificate show’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

|authority key identifier

|string

| query

| False

a|Filter by authority key identifier

* Introduced in: 9.8

| ca

| string

| query

| False
al|Filter by ca

* maxLength: 256
* minLength: 1

| svm.uuid
|string
| query

[.api-doc-code-



| False

alFilter by svm.uuid

| svin.name
|string

| query

| False

alFilter by svm.name

|lpublic certificate

|string

| query

| False

alFilter by public certificate

* Introduced in: 9.8

| common name
|string

| query

| False

a|Filter by common name

|uuid

| string

| query

| False

alFilter by uuid

* Introduced in: 9.8

|key size
| integer
| query
| False

al|Filter by key size

|serial number
| string

| query

| False

13



a|Filter by serial number

* maxLength: 40
* minLength: 1

|lexpiry time
|string

| query

| False

a|Filter by expiry time

| type

| string

| query

| False

alFilter by type

| name
|string
| query
| False

al|Filter by name

* Introduced in: 9.8

| scope
| string
| query
| False

al|Filter by scope

| subject key identifier
|string

| query

| False

a|Filter by subject key identifier

* Introduced in: 9.8

lhash function

| string



| query
| False

a|Filter by hash function

| fields
|larray([string]
| query

| False

al|Specify the fields to return.

|max records
|integer

| query

| False

alLimit the number of records returned.

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier 1f either max records or the end of the collection is
reached.

* Default value: 1
* Max value: 120

* Min value: O

| return records
|boolean

| query

| False

a|The default is true for GET calls. When set to false,

only the number
of records is returned.

* Default value: 1

|order by
|larray[string]
| query

| False

15



a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

|num records
|integer
a|Number of records

| records
larray[link:#security certificate[security certificate]]
al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink”
}
by
"num records": 1,
"records": [
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" links": {
"self": {
"href": "/api/resourcelink"

by

"authority key identifier":

"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:EBR:41:75:D7",

"azure": {
"verify host": true
by
"ca": "string",
"common name": "test.domain.com",
"expiry time": "string",
"hash function": "string",
"name": "string",
"public certificate": "----- BEGIN CERTIFICATE---

MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJK0oZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkKGA1UEBhMCVVMwHhcNMTgwNjA4MTgwOTAXWhcNMTkwNjA4AMTgw
OTAxXW]AcCMQOwWCwYDVQQDEWRURVNUMQswCQYDVQQGEWwWJVUzZBcMAOGCSgGSIb3DQER
AQUAAOSAMEgCQQDaPvbqUJJFJI6NNTyK3Yb+ytSjJI9%aa3yUmYTDIuMiP+6ycixHWB
e8u9z6yCHsWO3ync+dnhE5c5z8wuDAY0fv15AgMBAAG]gYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MESGALUdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1gqjnw4zmoSCkHiAcCMQOwCwYDVQQD
EwRURVNUMQswCQYDVQQGEwWJVU4IIFTZBrgqZwUUMwDQYJKoZ IhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr6lklnkBtVBDTmLNnrC ——-——-— END CERTIFICATE-—----— W,
"scope": "string",
"serial number": "string",

"subject key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:EB:41
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"

b

"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138f7"
b
"type": "string",

"uuid": "string"

:75:D8",

17



== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
|link:#returned_error[returned_error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

18



href

[cols=3*,options=header]

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| next
| link:#href [href]
al

|self
| link:#href[href]

al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
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| link:#href[href]

[#proxy]
[.api-collapsible-fifth-title]
Proxy

[#azure]
[.api-collapsible-fifth-title]

azure

[cols=3*,options=header]

| Name

| Type
| Description

| proxy
| link: #proxy[proxy]

[#svm]
[.api-collapsible-fifth-title]

svm

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

| name
| string
a|The name of the SVM. This field cannot be specified in a PATCH method.



|uuid

|string

a|The unique identifier of the SVM. This field cannot be specified in a
PATCH method.

[#security certificate]
[.api-collapsible-fifth-title]
security certificate

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

|authority key identifier

| string

a|Provides the key identifier of the issuing CA certificate that signed
the SSL certificate.

|azure
| link:#azure[azure]
al

| ca
| string
a|Certificate authority

| common name

|string

a|FQODN or custom common name. Provide on POST when creating a self-signed
certificate.

lexpiry time
|string
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a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.

lhash function

| string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

| key size

| integer

a|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048
3072. Can be provided on POST if creating self-signed certificate with a
minimum permissible value of 2048.

| name

|string

a|Certificate name or name of the certificate to be downloaded from the
Azure Key Vault (AKV). If not provided in POST, a unigque name specific to
the SVM is automatically generated.

|lpublic certificate

| string

a|Public key Certificate in PEM format. If this is not provided in POST,
self-signed certificate is created.

| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

|serial number
|string

alSerial number of certificate.

| subject key identifier

|string

a|Provides the key identifier used to identify the public key in the SSL
certificate.

’

a



| svm
| link:#svm[svm]

a|SvM, applies only to SVM-scoped objects.

| type
|string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.

* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]

* Introduced in: 9.6

* x-nullable: true

|uuid
| string

a|Unique ID that identifies a certificate.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string

a|Argument code
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| message
|string
a|Message argument

[#returned error]
[.api-collapsible-fifth-title]

returned error

[cols=3*,options=header]

| Type
| Description

|arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
|string

a|The target parameter that caused the error.

//end collapsible .Definitions block
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[[IDb%9a74919f7405750e1a0e8b59ff71e29]]
= Create or install security certificates

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/certificates #

*Introduced In:* 9.6

Creates or installs a certificate or downloads a certificate from Azure
Key Vault (AKV) and installs it on the ONTAP cluster.

== Required properties

* “svm.uuid® or ‘svm.name - Existing SVM in which to create or install

the certificate.

* “common name - Common name of the certificate. Required when creating a
certificate.

* “type’ - Type of certificate.

* "public certificate’ - Public key certificate in PEM format. Required

when installing a certificate.
* "private key ' - Private key certificate in PEM format. Required when

installing a CA-signed certificate.
== Recommended optional properties

* “expiry time’ - Certificate expiration time. Specifying an expiration
time is recommended when creating a certificate.

* “key size’ - Key size of the certificate in bits. Specifying a strong
key size is recommended when creating a certificate.

* "name’ - Unique certificate name per SVM or the name of the certificate
in AKV, required for downloading AKV certificates. If one is not provided,
it is automatically generated.

== AKV required properties for downloading a certificate

* “azure.key vault® - URI of the Azure Key Vault.

* ‘azure.client id’ - Application (client) ID of the deployed Azure
application with appropriate access to an AKV.

* “azure.tenant id’ - Directory (tenant) ID of the deployed Azure
application with appropriate access to an AKV.

* ‘azure.client secret’ - Secret used by the application to prove its
identity to AKV.
* ‘azure.client certificate’ - PKCS12 certificate used by the application

to prove its identity to AKV.

== AKV optional properties for downloading a certificate

25



*

*

*

*

*

azure.oauth host® - Open authorization server host name.

azure.proxy.type - Type of proxy (http, https etc.) if proxy
configuration is used.

‘azure.proxy.host® - Proxy hostname if proxy configuration is used.

‘azure.proxy.port® - Proxy port number if proxy configuration is used.

‘azure.proxy.username - Proxy username if proxy configuration is used.

azure.proxy.password® - Proxy password if proxy configuration is used.

‘azure.timeout® - AKV connection timeout in seconds.

‘azure.verify host® - Verify the identity of the AKV host name.

If

Default property values

not specified in POST, the following default property values are

assigned:

“key size’ - 2048
‘expiry time® - P365DT
“hash function®™ - sha256

Related ONTAP commands

‘security certificate create’
"security certificate install’

"security certificate azure-install’

Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| return records

|boolean

|query
| False

al|The default is false. If set to true, the records are returned.

* Default value:

26



== Request Body

[cols=3*,options=header]

| Type
| Description

|authority key identifier

| string

a|Provides the key identifier of the issuing CA certificate that signed
the SSL certificate.

|azure
| link:#azure[azure]

a |

| ca
|string
a|Certificate authority

| common name

|string

a|FQODN or custom common name. Provide on POST when creating a self-signed
certificate.

lexpiry time

|string

a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.

lhash function

| string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates
|larray[string]
a|Chain of intermediate Certificates in PEM format. Only valid in POST
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when installing a certificate.

| key size

|integer

a|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048
3072. Can be provided on POST if creating self-signed certificate with a
minimum permissible value of 2048.

| name

| string

a|Certificate name or name of the certificate to be downloaded from the
Azure Key Vault (AKV). If not provided in POST, a unique name specific to
the SVM is automatically generated.

|lprivate key
|string
a|Private key Certificate in PEM format. Only valid for create when

installing a CA-signed certificate. This is not audited.

|public certificate

|string

a|Public key Certificate in PEM format. If this is not provided in POST,
self-signed certificate is created.

|serial number
| string
alSerial number of certificate.

|subject key identifier

|string

a|Provides the key identifier used to identify the public key in the SSL
certificate.

| svm
| link:#svm[svm]
a|SvM, applies only to SVM-scoped objects.

| type
| string

14
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a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in

ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in

ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]
* Introduced in: 9.6

* x-nullable: true

|uuid
| string
a|Unique ID that identifies a certificate.

.Example request
[$collapsible%closed]
[source, json, subs=+macros]
{
"authority key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:¥4:06:09:03:3D:EB:41:75:D7",

"azure": {
"client certificate": "PEM Cert",
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",
"client secret": "abcdef",
"key vault": "https://kmip-akv-keyvault.vault.azure.net/",
"oauth host": "login.microsoftonline.com",
"proxy": {
"host": "proxy.eng.com",
"password": "proxypassword",
"port": 1234,
"type": "string",
"username": "proxyuser"
by
"tenant id": "zzzzzzzzZ-yyYyy-ZZZZ-yYYY—ZZZZZZZzZzZZ",
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"timeout": 25

by

"ca": "string",

"common name": "test.domain.com",
"expiry time": "string",

"hash function": "string",

"intermediate certificates": |

MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAxXW]AcCMQOwCwYDVQQODEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQERB
AQUAAQSAMEgGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSjJ9aal3yUmYTDOuMiP+6yc]xHWB
e8u9z6yCHsWO3ync+dnhE5c5z8wuDAY0fv15AgMBAAGIgYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7Ev/0/3+YNzYh5XN1qqjnw4zmoSCkHJACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEwWJVU4IIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr6lklnkBtVBDTmLNrC —-—-—--—-— END CERTIFICATE-—----— "

I

"name": "string",

"private key": "----- BEGIN PRIVATE KEY----- \\nprivate-key\\n----
PRIVATE KEY----- \\n",

"public certificate": "----- BEGIN CERTIFICATE-----

MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJK0oZIhvcNAQELBQAWHDENMASGAL1UE
AXMEVEVTVDELMAKGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNjA4AMTgw
OTAxXW)AcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQER
AQUAAOSAMEgCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6ycyxHWB
e8u9z6yCHsWO3ync+dnhE5c5z8wuDAY0fv15AgMBAAG]gYowgYcwDAYDVROTBAUW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwidzm
MEsGA1UdIWREMEKAFMJ7Ev/0/3+YNzYh5XN1qqjnw4zmoSCkHJAcMQOWCWYDVQQOD
EwRURVNUMQswCQYDVQQGEwWJVU4ITIFTZBrgZwUUMwDQYJKoZIThvcecNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U
9Yr6l1lklnkBtVBDTmLNnrC —-—-—-—-— END CERTIFICATE----- "
"serial number": "string",
"subject key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:EB:41:75:D8",
"svm": {
"name": "svml",
"uuid": "02c9e252-41be-11e9-81d5-00a0986138£7"
by

"type": "string",
"uuid": "string"
}
== Response



Status: 201, Created

[cols=3*,options=header]

| Name

| Type
| Description

|num records
| integer
a|Number of records

| records
larray[link:#security certificate[security certificate]]
al

.Example response
[3collapsible%closed]
[source, json, subs=+macros]
{

"num records": 1,

"records": [

{
"authority key identifier":

"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:%¥4:06:09:03:3D:EB:41:75:D7",

"azure": {
"client certificate": "PEM Cert",
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",
"client secret": "abcdef",
"key vault": "https://kmip-akv-keyvault.vault.azure.net/",
"oauth host": "login.microsoftonline.com",
"proxy": {
"host": "proxy.eng.com",
"password": "proxypassword",
"port": 1234,
"type": "string",
"username": "proxyuser"
by
"tenant id": "zzzzzzzzZ-yyyy-ZZZZ-yYYY—ZZZZZZZZZZZZ",

"timeout": 25

by
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"ca": "string",

"common name": "test.domain.com",
"expiry time": "string",

"hash function": "string",
"intermediate certificates": |

MITBuzCCAWWgAWIBAgGIIFTZBrgZwUUMwDQYJKoZ IhvcNAQELBQAWHDENMASGALUE
AxXMEVEVTVDELMAkGA1IUEBhMCVVMWwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAxXWjAcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQGEwWJVUzZBCcMAOGCSgGSIb3DQER
AQUAAOSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6yc)xHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnwd zmoSCkHJACMQOwCwYDVQQD
EwRURVNUMQOswCQYDVQQOGEwJVU4ITIFTZBrgqZwUUMwDQYJKoZIThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr6l1klnkBtVBDTmLNrC —-—-—-—-- END CERTIFICATE----- "

I

"name": "string",

"private key": "----- BEGIN PRIVATE KEY----- \\nprivate-key\\n
PRIVATE KEY----- \\n",

"public certificate": "----- BEGIN CERTIFICATE-----

MIIBuzCCAWWgAWIBAQIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGA1UE
AxXMEVEVTVDELMAkGA1IUEBhMCVVMWwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNjA4AMT gw
OTAXWjAcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQOGEWJVUzZBCcMAOGCSgGSIb3DQERB
AQUAAOsSAMEgCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSjJ%aal3yUmYTDIOuMiP+6yc]xHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MESGA1UdIWREMEKAFMJT7EvV/0/3+YNzYh5XN1ggjnw4dzmoSCkHJACMQOwCwYDVQQD
EwRURVNUMQswCQYDVQQGEwJVU4IIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U
9Yr6lklnkBtVBDTmLNrC —-—-—--—-— END CERTIFICATE—-—---- W
"serial number": "string",
"subject key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:%¥4:06:09:03:3D:EB:41:75:D8",
"svm": {
"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
b

"type": "string",
"uuid": "string"
}
]
}
=== Headers



[cols=3*,options=header]

//header

| Name

| Description
| Type

//end header

//start row

| Location

|Useful for tracking the resource location
| string

//end row

//end table

== Error

Status: Default

ONTAP Error Response Codes
//start table
[cols=2*,options=header]

| Error Code | Description

//end header

//end row

//start row

|3735645 +

//end row

//start row

| Cannot specify a value for serial. It is generated automatically.
//end row

//start row

|

//end row

//start row

|3735622 +

//end row

//start row

| The certificate type is not supported.
//end row

//start row
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|

//end row

//start row

|3735664 +

//end row

//start row

| The specified key size is not supported in FIPS mode.
//end row

//start row

|

//end row

//start row

|3735665 +

//end row

//start row

| The specified hash function is not supported in FIPS mode.
//end row

//start row

|

//end row

//start row

| 3735553 +

//end row

//start row

|Failed to create self-signed Certificate.
//end row

//start row

|

//end row

//start row

|3735646 +

//end row

//start row

|Failed to store the certificates.
//end row

//start row

|

//end row

//start row

|3735693 +

//end row

//start row

| The certificate installation failed as private key was empty.
//end row

//start row



//end row

//start row

|3735618 +

//end row

//start row

|Cannot accept private key for server ca or client ca.
//end row -
//start row

|

//end row

//start row

| 52363365 +

//end row

//start row

|Failed to allocate memory.
//end row

//start row

|

//end row

//start row

52559975 +

//end row

//start row

|Failed to read the certificate due to incorrect formatting.
//end row

//start row

|

//end row

//start row

| 52363366 +

//end row

//start row

| Unsupported key type.
//end row

//start row

|

//end row

//start row

152560123 +

//end row

//start row

|Failed to read the key due to incorrect formatting.
//end row

//start row

|

//end row



//start row

| 52559972 +

//end row

//start row

| The certificates start date is later than the current date.
//end row

//start row

|

//end row

//start row

152559976 +

//end row

//start row

| The certificate and private key do not match.
//end row

//start row

|

//end row

//start row

152559973 +

//end row

//start row

| The certificate has expired.
//end row

//start row

|

//end row

//start row

152363366 +

//end row

//start row

|Logic error: use of a dead object.
//end row

//start row

|

//end row

//start row

|3735696 +

//end row

//start row

| Intermediate certificates are not supported with client ca and server ca
type certificates.

//end row

//start row

|

//end row



//start row

| 52559974 +

//end row

//start row

| The certificate is not supported in FIPS mode.

//end row

//start row

|

//end row

//start row

|3735676 +

//end row

//start row

| Cannot continue the installation without a value for the common name.
Since the subject field in the certificate is empty, the field
"common name" must have a value to continue with the installation.
//end row

//start row

|

//end row

//start row

| 3735558 +

//end row

//start row

|Failed to extract information about Common Name from the certificate.
//end row

//start row

|

//end row

//start row

| 3735588 +

//end row

//start row

| The common name (CN) extracted from the certificate is not wvalid.
//end row

//start row

|

//end row

//start row

|3735632 +

//end row

//start row

|Failed to extract Certificate Authority Information from the certificate.
//end row

//start row
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//end row

//start row

|3735700 +

//end row

//start row

| The specified key size is not supported.
//end row

//start row

|

//end row

//start row

152560173 +

//end row

//start row

| The hash function is not supported for digital signatures.
//end row

//start row

|

//end row

//start row

|3735751 +

//end row

//start row

|Failed to authenticate and fetch the access token from Azure OAuth host.
//end row

//start row

|

//end row

//start row

|3735752 +

//end row

//start row

|Failed to extract the private key from the Azure Key Vault certificate.
//end row

//start row

|3735753 +

//end row

//start row

|Unsupported content type in the Azure secrets response.
//end row

//start row

|3735754 +

//end row

//start row

| Internal error. Failed to parse the JSON response from Azure Key Vault.
//end row



//start row

| 3735755 +
//end row
//start row
|REST call to Az
//end row
//start row
|3735756 +
//end row
//start row

| Invalid client
//end row
//start row

| 3735757 +
//end row
//start row

| Internal error.
//end row
//start row
|3735762 +
//end row
//start row

| Provided Azure
//end row
//start row
|3735763 +
//end row
//start row

| Provided Azure
//end row
//start row

| 3735764 +
//end row

//start row

ure failed.

certificate.

Failed to generate client assertion.

Key Vault configuration is incorrect.

Key Vault configuration is incomplete.

|Request to Azure failed. Reason - Azure error code and Azure error

message.
//end row

//end table

== Definitions

[.api-def-first-
.See Definitions

[$collapsible%cl

level]

osed]
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//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
_links

[#proxy]
[.api-collapsible-fifth-title]
proxy

[cols=3*,options=header]

| Name

| Type
| Description

|host
|string
a|Proxy host.

| password
|string
a|Proxy password. Password is not audited.

| port
| integer
a|Proxy port.
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| type
| string
al|Proxy type.

| username
| string

a|Proxy username.

[#azure]
[.api-collapsible-fifth-title]

azure

[cols=3*,options=header]

| Type
| Description

|client certificate
|string
a|PKCS12 certificate used by the application to prove its identity to AKV.

|client id

|string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|client secret
|string
al|Secret used by the application to prove its identity to AKV.

|key vault
|string
a|URI of the deployed AKV that is used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri

* x-ntap-createOnly: true

* Introduced in: 9.14
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* x-nullable: true

|oauth host
| string

a|Open authorization server host name.

| proxy
| link:#proxy[proxy]
al

| tenant id

|string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

| timeout
| integer
a|AKV connection timeout, in seconds. The allowed range is between 0 to 30
seconds.

|verify host
|boolean

a|Verify the identity of the AKV host name. By default, verify host is set
to true.

[#svm]
[.api-collapsible-fifth-title]

svim

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Type
| Description

| name



| string
a|The name of the SVM. This field cannot be specified in a PATCH method.

|uuid

|string

a|The unique identifier of the SVM. This field cannot be specified in a
PATCH method.

[#security certificate]
[.api-collapsible-fifth-title]
security certificate

[cols=3*,options=header]

| Type
| Description

|authority key identifier

|string

a|Provides the key identifier of the issuing CA certificate that signed
the SSL certificate.

|azure
| link:#azure[azure]
a

| ca
|string
a|Certificate authority

| common name

| string

a|FODN or custom common name. Provide on POST when creating a self-signed
certificate.

lexpiry time
| string

a|Certificate expiration time. Can be provided on POST if creating self-
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signed certificate. The expiration time range is between 1 day to 10
years.

|lhash function
| string
a|Hashing function. Can be provided on POST when creating a self-signed

certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates

|larray[string]

a|Chain of intermediate Certificates in PEM format. Only valid in POST
when installing a certificate.

| key size

| integer

al|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate with a

minimum permissible value of 2048.

| name

|string

a|Certificate name or name of the certificate to be downloaded from the
Azure Key Vault (AKV). If not provided in POST, a unique name specific to
the SVM is automatically generated.

lprivate key

| string

al|Private key Certificate in PEM format. Only valid for create when
installing a CA-signed certificate. This is not audited.

|lpublic certificate

| string

a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.

|serial number
|string
alSerial number of certificate.



| subject key identifier

| string

a|Provides the key identifier used to identify the public key in the SSL
certificate.

| svm
| link:#svm[svm]

a|SvM, applies only to SVM-scoped objects.

| type
|string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]

* Introduced in: 9.6

* x-nullable: true

|uuid
| string
a|Unique ID that identifies a certificate.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description
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| code
| string
a|Argument code

| message
|string
a|Message argument

[#returned error]
[.api-collapsible-fifth-title]

returned error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.



//end collapsible .Definitions block

[[ID2e4e3a3659%9e7b53£87£72bab419%9a5b26] ]

= Sign security certificates

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/certificates/{ca.uuid}/sign #

*Introduced In:* 9.6
Signs a certificate.
== Required properties

* “signing request’ - Certificate signing request to be signed by the
given certificate authority.

== Recommended optional properties

* “expiry time’ - Certificate expiration time. Specifying an expiration
time for a signed certificate is recommended.
* “hash function® - Hashing function. Specifying a strong hashing function

is recommended when signing a certificate.

Default property wvalues

If not specified in POST, the following default property values are

assigned:
* “expiry time® - P365DT
* “hash function® - sha256

== Related ONTAP commands

* “security certificate sign’

This API is used to sign a certificate request using a pre-existing self-
signed root certificate. The self-signed root certificate acts as a
certificate authority within its scope and maintains the records of its
signed certificates.

The root certificate can be created for a given SVM or for the cluster

using [ POST security/certificates’].
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== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|ca.uuid
| string
|path
| True

a|UUID of the existing certific

| return records

|boolean

|query

| False

al|The default is false. If set

* Default value:

== Request Body

[cols=3*,options=header]

| Type
| Description

lexpiry time

| string

a|Certificate expiration time.
between 1 day to 10 years.

lhash function
|string
a|Hashing function

ate authority certificate

to true, the records are returned.

The allowed expiration time range is



| signing request

| string

a|Certificate signing request to be signed by the given certificate
authority. Request should be in X509 PEM format.

.Example request
[$collapsible%closed]
[source, json, subs=+macros]

{

"expiry time": "string",
"hash function": "string",
"signing request": "'----- BEGIN CERTIFICATE REQUEST-----

MIICYDCCAUgGCAQAWGZEMMAOGAIUEAXMDQUJIDMQOswCQYDVQQGEwJVUzZCCASIWDQYJ
KoZIhvcNAQEBRBQADggEPADCCAQOCggEBAPF+82S1gT3Vyu3Jx4IAWHCOSEGWLOXY
zZQ6KNjz71Fcalnl/Al1CbCPyOsSupGVObvdWxX7xLVMJI2SXb7h43GCqYyX6FXJO4F
HOpmLvB+3jxdeiW7SDbiZyLUlsvA+oRO/uNlcug773QZdKLjJD64erZZMRUNbUJIRS
bARxAUi0FPvgTraSQOUWSsRL1GKeAyKAdwekYelVgjHRTBizFbD4dI3njfva/2B1
jf+kkulgcLJTudNtkgeimgMKyraYuleYcYk2K+C//ONuNOuPbDfTXCM7061vik09
Szi8nLN70XE9KoAA93U/BCpSfpl8XIb4cGnEr8hgVHOOLZS0o+KZBFxMCAWEAAAAA
MAOGCSgGSIb3DQEBCWUAA4TIBAQC2VEYpvgsFrm5GnPx8tOBD1xsTyY JbWIMD8hAF
1FrvF9Sw9QGCtDyacxkwgdhQx818J1iIS5GOY6WWLB1 9FMkLONAhDLIXF3WEF7vEYqg
RKgrz3bd/Vg96fsRZNYIPLGmoEagqLOh3FOCGc2VbdsRIPwWON3fwthxkIRd6ds6/q
Jc5cpSmVsCOgu+OKcpRX1ikYDbKkWXfTZ1AhSfn6onjBYFdAZ9+PNAU/0JRQh5bX60n0
5heniTcAJLWUZP/CQ8nxHYOWgy+1rAtM33d5¢cVmhUlBXQSTru/0Z2kA/bIfK5Zv8E
ZMADYUOEVIG59Vxhyci8lzYf+Mx18gBSF+Z2dC4yWhzDgqZtM9 —-—-—--— END CERTIFICATE
REQUEST----- '

== Response

Status: 200, Ok



[cols=3*,options=header]

| Type
| Description

|lpublic certificate
| string
a|CA signed public key Certificate

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"public certificate": "string"

Status: Default

ONTAP Error Response Codes

Error Code | Description

| 3735628
| Failed to use CA certificate for signing.

| 3735665

| The specified hash function is not supported in FIPS mode.

| 52559974
| The certificate is not supported in FIPS mode.

| 3735626
| Failed to generate signed Certificate.

| 3735558
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| Failed to

| 3735588

extract information about Common Name from the certificate.

| The common name (CN) extracted from the certificate is not wvalid.

| 3735632

| Failed to extract Certificate Authority Information from the
certificate.

| 3735629

| Failed to sign the certificate because Common Name of signing
certificate and Common Name of CA certificate are same.

| 3735630

| Failed to sign the certificate because expiry date of signing
certificate exceeds the expiry date of CA certificate.

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]
//Start collapsible Definitions block

[#security certificate sign]
[.api-collapsible-fifth-title]
security certificate sign

[cols=3*,options=header]

| Type

| Description

lexpiry time

| string

alCertificate expiration time. The allowed expiration time range is

between 1 day to 10 years.

|lhash function

|string

a|Hashing function
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| signing request

| string

a|Certificate signing request to be signed by the given certificate
authority. Request should be in X509 PEM format.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#returned error]
[.api-collapsible-fifth-title]

returned error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments



| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDadB88386£21025fb766caell844784edc]]
= Delete security certificates

[.api-doc-operation .api-doc-operation-delete] #DELETE#

block]# /security/certificates/{uuid} ' #

*Introduced In:* 9.6

Deletes a security certificate.

== Related ONTAP commands

* “security certificate delete’

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

[.api-doc-code-
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| Description

|uuid

| string

| path

| True
al|Certificate UUID

== Response
Status: 200, Ok

== Error
Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 3735644
| Cannot delete server-chain certificate. Reason: There is a corresponding

server certificate for it.

| 3735679
| Cannot delete pre-installed server ca certificates through REST. Use CLI

or ZAPI.

| 3735650
| Deleting this client ca certificate directly is not supported. Delete

the corresponding root-ca certificate using type "root ca’ to delete the

root, client, and server certificates.

| 3735627
| Deleting this server ca certificate directly is not supported. Delete

the corresponding root-ca certificate using type ‘root ca’ to delete the

root, client, and server certificates.

| 3735589
| Cannot delete certificate.

| 3735590
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| Cannot delete certificate. Failed to remove SSL configuration for the
certificate.

| 3735683
| Cannot remove this certificate while external key manager is configured.

| 3735681
| Cannot delete preinstalled "server-ca certificates. Use the CLI to

complete the operation.

| 52560272
| The certificate could not be removed due to being in use by one or more
subsystems.

[cols=3*,options=header]

| Type
| Description

|error

| link:#returned error[returned error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"



56

== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#returned error]
[.api-collapsible-fifth-title]

returned error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

block



| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDecbd0£f7c4aaal8f63b442869b78db2b68] ]
= Retrieve security certificates

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/certificates/{uuid} ' #

*Introduced In:* 9.6

Retrieves security certificates.

== Related ONTAP commands

* “security certificate show’

== Parameters

[cols=5*,options=header]

| Name

| Type
| In
| Required
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| Description

|uuid

| string

| path

| True
al|Certificate UUID

| fields

|larray[string]

| query

| False

a|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

|authority key identifier

| string

a|Provides the key identifier of the issuing CA certificate that signed
the SSL certificate.

|azure
| link:#azure[azure]

al
| ca

|string
a|Certificate authority
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| common name

| string

a|FQODN or custom common name. Provide on POST when creating a self-signed
certificate.

|expiry time

|string

a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.

lhash function

| string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

| key size

| integer

al|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate with a
minimum permissible value of 2048.

| name

|string

al|Certificate name or name of the certificate to be downloaded from the
Azure Key Vault (AKV). If not provided in POST, a unique name specific to
the SVM is automatically generated.

|public certificate

| string

a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.

| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

|serial number
|string



alSerial number of certificate.

| subject key identifier
|string
a|Provides the key identifier used to identify the public key in the SSL

certificate.

| svm
| link:#svm[svm]
a|SvM, applies only to SVM-scoped objects.

| type
| string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]

* Introduced in: 9.6

* x-nullable: true

|uuid
| string
a|Unique ID that identifies a certificate.

.Example response
[3collapsible%closed]
[source, json, subs=+macros]

{

" links": {
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"self": {

"href": "/api/resourcelink"

b
"authority key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:ER:41:75:D7",

"azure": {
"verify host": true
I
"ca": "string",
"common name": "test.domain.com",
"expiry time": "string",
"hash function": "string",
"name": "string",
"public certificate": "----- BEGIN CERTIFICATE-----

MITBuzCCAWWgAWIBAgGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGALUE
AxXMEVEVTVDELMAkGA1IUEBhMCVVMWwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNjA4AMT gw
OTAXWjAcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQOGEwWJVUzBCcMAOGCSgGSIb3DQEB
AQUAAOSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6ycxHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MESGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnw4d zmoSCkHIACMQOwCwYDVQQD
EwRURVNUMQswCQYDVQQGEwJVU4ITIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr6lklnkBtVBDTmLnrC ————-— END CERTIFICATE----- W
"scope": "string",
"serial number": "string",

"subject key identifier":
"26:1F:C5:53:5B:D7:9E:E2:37:74:F4:F4:06:09:03:3D:ER:41:75:D8",

"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
bo
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"type": "string",
"uuid": "string"
}
== Error

Status: Default, Error
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[cols=3*,options=header]

| Type
| Description

|error
| link:#returned error[returned error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]



| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#proxy]
[.api-collapsible-fifth-title]
proxy

[#azure]
[.api-collapsible-fifth-title]

azure
[cols=3*,options=header]
| Type

| Description

|proxy

| link: #proxy[proxyl
al
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[#svm]
[.api-collapsible-fifth-title]

svim

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

| name
|string

a|The name of the SVM. This field cannot be specified in a PATCH method.

|uuid

| string

a|The unique identifier of the SVM. This field cannot be specified in a
PATCH method.

[#error arguments]
[.api-collapsible-fifth-title]
error_ arguments

[cols=3*,options=header]
| Type

| Description

| code

| string
a|Argument code

|message



| string
a|Message argument

[#returned error]
[.api-collapsible-fifth-title]

returned error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1
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disclosed, reproduced, modified, performed, or displayed without the prior
written approval of NetApp, Inc. United States Government license rights
for the Department of Defense are limited to those rights identified in
DFARS clause 252.227-7015(b) (FEB 2014).

*Trademark information*

NETAPP, the NETAPP logo, and the marks listed at
link:http://www.netapp.com/TM[http://www.netapp.com/TM"] are trademarks of
NetApp, Inc. Other company and product names may be trademarks of their
respective owners.

67



	Manage security certificates : REST API reference
	Table of Contents
	Manage security certificates
	Security certificates endpoint overview
	Overview
	Installing certificates in ONTAP
	Examples

	The API:
	The call:


