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View and create OAuth 2.0 configurations

Security authentication cluster oauth2 clients endpoint
overview

Overview

This API is used to retrieve and configure relevant information pertaining to the OAuth 2.0 configuration in the

cluster. The POST request creates the OAuth 2.0 configuration if there is none present. Various responses are

shown in the examples below. 

Examples

Retrieving the OAuth 2.0 configuration in the cluster

The following output shows the OAuth 2.0 configuration in the cluster. 

# The API:

/api/security/authentication/cluster/oauth2/clients

# The call:

curl -X GET "https://<mgmt-

ip>/api/security/authentication/cluster/oauth2/clients" -H "accept:

application/hal+json"

# The response:

{

 "records": [

{

  "name": "auth0"

}

 ],

 "num_records": 1

}

Creating the OAuth 2.0 configuration

The following output shows how to create the OAuth 2.0 configuration in the cluster. 
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= The API:

/api/security/authentication/cluster/oauth2/clients

= The call:

curl -X POST "https://+++<mgmt-

ip>+++/api/security/authentication/cluster/oauth2/clients?return_records=t

rue" -H "accept: application/hal+json" -d '{ "name": "name",

"application": "http", "issuer": "https://examplelab.customer.com",

"audience": "aud", "client_id": "client_id", "client_secret":

"client_secret", "introspection": {"endpoint_uri":

"https://examplelab.customer.com/server/endpoint", "interval": "PT1H" },

"remote_user_claim": "user_claim", "outgoing_proxy":

"https://johndoe:somesecret@proxy.example.com:8080",

"use_local_roles_if_present": false, "use_mutual_tls": "required"

}'+++</mgmt-ip>+++

= The response:

{

"job": {

  "uuid": "e45b123b-c228-11e8-aa20-0050568e36bb",

  "_links": {

    "self": {

      "href": "/api/cluster/jobs/e45b123b-c228-11e8-aa20-0050568e36bb"

    }

  }

}

}

'''

[[ID87b5ac7127189ee39fd6157baee2517a]]

= Retrieve all OAuth 2.0 configurations

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-

block]#`/security/authentication/cluster/oauth2/clients`#

*Introduced In:* 9.14

Retrieves all OAuth 2.0 configurations.
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== Related ONTAP commands

* `security oauth2 client show`

== Parameters

[cols=5*,options=header]

|===

|Name

|Type

|In

|Required

|Description

|use_mutual_tls

|string

|query

|False

a|Filter by use_mutual_tls

|introspection.endpoint_uri

|string

|query

|False

a|Filter by introspection.endpoint_uri

|introspection.interval

|string

|query

|False

a|Filter by introspection.interval

|jwks.refresh_interval

|string

|query

|False

a|Filter by jwks.refresh_interval

|jwks.provider_uri

|string

|query
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|False

a|Filter by jwks.provider_uri

|audience

|string

|query

|False

a|Filter by audience

|application

|string

|query

|False

a|Filter by application

|name

|string

|query

|False

a|Filter by name

|issuer

|string

|query

|False

a|Filter by issuer

|outgoing_proxy

|string

|query

|False

a|Filter by outgoing_proxy

|hashed_client_secret

|string

|query

|False

a|Filter by hashed_client_secret

|use_local_roles_if_present
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|boolean

|query

|False

a|Filter by use_local_roles_if_present

|client_id

|string

|query

|False

a|Filter by client_id

|remote_user_claim

|string

|query

|False

a|Filter by remote_user_claim

|max_records

|integer

|query

|False

a|Limit the number of records returned.

|return_records

|boolean

|query

|False

a|The default is true for GET calls.  When set to false, only the number

of records is returned.

* Default value: 1

|return_timeout

|integer

|query

|False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds.  ONTAP

returns earlier if either max records or the end of the collection is

reached.

* Default value: 1
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* Max value: 120

* Min value: 0

|order_by

|array[string]

|query

|False

a|Order results by specified fields and optional [asc|desc] direction.

Default direction is 'asc' for ascending.

|fields

|array[string]

|query

|False

a|Specify the fields to return.

|===

== Response

Status: 200, Ok

[cols=3*,options=header]

|===

|Name

|Type

|Description

|_links

|link:#_links[_links]

a|

|num_records

|integer

a|Number of records.

|records

|array[link:#security_oauth2[security_oauth2]]

a|

|===

6



.Example response

[%collapsible%closed]

====

[source,json,subs=+macros]

{

  "_links": {

    "next": {

      "href": "/api/resourcelink"

    },

    "self": {

      "href": "/api/resourcelink"

    }

  },

  "num_records": 1,

  "records": [

    {

      "_links": {

        "self": {

          "href": "/api/resourcelink"

        }

      },

      "application": "string",

      "audience": "string",

      "client_id": "string",

      "hashed_client_secret": "string",

      "introspection": {

        "endpoint_uri":

"https://examplelab.customer.com/token/introspect",

        "interval": "PT1H"

      },

      "issuer": "https://examplelab.customer.com",

      "jwks": {

        "provider_uri": "https://examplelab.customer.com/pf/JWKS",

        "refresh_interval": "PT2H"

      },

      "name": "auth0",

      "outgoing_proxy":

"https://johndoe:secretpass@proxy.example.com:8080",

      "remote_user_claim": "string",

      "skip_uri_validation": true,

      "use_mutual_tls": "string"

    }

  ]

}

====
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== Error

Status: Default, Error

[cols=3*,options=header]

|===

|Name

|Type

|Description

|error

|link:#returned_error[returned_error]

a|

|===

.Example error

[%collapsible%closed]

====

[source,json,subs=+macros]

{

  "error": {

    "arguments": [

      {

        "code": "string",

        "message": "string"

      }

    ],

    "code": "4",

    "message": "entry doesn't exist",

    "target": "uuid"

  }

}

====

== Definitions

[.api-def-first-level]

.See Definitions

[%collapsible%closed]

//Start collapsible Definitions block

====

[#href]

[.api-collapsible-fifth-title]

href
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[cols=3*,options=header]

|===

|Name

|Type

|Description

|href

|string

a|

|===

[#_links]

[.api-collapsible-fifth-title]

_links

[cols=3*,options=header]

|===

|Name

|Type

|Description

|next

|link:#href[href]

a|

|self

|link:#href[href]

a|

|===

[#_links]

[.api-collapsible-fifth-title]

_links

[cols=3*,options=header]

|===

|Name

|Type

|Description

|self

|link:#href[href]
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a|

|===

[#introspection]

[.api-collapsible-fifth-title]

introspection

[cols=3*,options=header]

|===

|Name

|Type

|Description

|endpoint_uri

|string

a|The token introspection endpoint URI.

|interval

|string

a|The refresh interval for caching tokens, in ISO-8601 format. This can be

set to the value "disabled" to disable caching of tokens. When set to 0,

tokens are cached according to the expiry period in them. Otherwise, it

can be set to a value from 1 second to 2147483647 seconds.

|===

[#jwks]

[.api-collapsible-fifth-title]

jwks

[cols=3*,options=header]

|===

|Name

|Type

|Description

|provider_uri

|string

a|The URI on which the JSON Web Key Set (JWKS) are hosted.

|refresh_interval
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|string

a|The refresh interval for the JSON Web Key Set (JWKS), in ISO-8601

format. This can be set to a value from 300 seconds to 2147483647 seconds.

|===

[#security_oauth2]

[.api-collapsible-fifth-title]

security_oauth2

[cols=3*,options=header]

|===

|Name

|Type

|Description

|_links

|link:#_links[_links]

a|

|application

|string

a|The name of the application using OAuth 2.0. Required for POST

operations.

|audience

|string

a|The OAuth 2.0 Audience.

|client_id

|string

a|The OAuth 2.0 client ID. Required in POST operations for remote

introspection.

|hashed_client_secret

|string

a|The OAuth 2.0 client secret as a SHA256 HMAC hashed value created with

the cluster UUID as its HMAC secret key.

|introspection

|link:#introspection[introspection]
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a|

|issuer

|string

a|The OAuth 2.0 Issuer.

|jwks

|link:#jwks[jwks]

a|

|name

|string

a|The configuration name. Required for POST operations.

|outgoing_proxy

|string

a|Outgoing proxy to access external identity providers (IdPs). If not

specified, no proxy is configured.

|remote_user_claim

|string

a|The remote user claim.

|use_local_roles_if_present

|boolean

a|Indicates whether or not to use locally confgiured roles, if present.

Default value is false.

|use_mutual_tls

|string

a|OAuth 2.0 mutual TLS authentication setting. Set this value to "none" to

disable mutual TLS authentication. Set this value to "required" to enforce

mutual TLS authentication for all access tokens and reject any token that

does not have x5t#S256 property in the cnf section. The default value is

"request" which means mutual TLS authentication is enforced only if the

x5t#S256 property is present in the cnf section of the access token.

|===

[#error_arguments]
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[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

|===

|Name

|Type

|Description

|code

|string

a|Argument code

|message

|string

a|Message argument

|===

[#returned_error]

[.api-collapsible-fifth-title]

returned_error

[cols=3*,options=header]

|===

|Name

|Type

|Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

|code

|string

a|Error code

|message

|string

a|Error message
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|target

|string

a|The target parameter that caused the error.

|===

//end collapsible .Definitions block

====

[[ID375ab01462fc1d5f283d10233483a2c0]]

= Create the OAuth 2.0 configuration

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block]#`/security/authentication/cluster/oauth2/clients`#

*Introduced In:* 9.14

Creates the OAuth 2.0 configuration.

== Required properties

* `name`

* `application`

* `issuer`

== Optional properties

* `audience`

* `client_id`

* `client_secret`

* `introspection.endpoint_uri`

* `introspection.interval`

* `remote_user_claim`

* `jwks.provider_uri`

* `jwks.refresh_interval`

* `outgoing_proxy`

* `use_local_roles_if_present`

* `skip_uri_validation`

* `use_mutual_tls`

== Related ONTAP commands

* `security oauth2 client create`
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== Parameters

[cols=5*,options=header]

|===

|Name

|Type

|In

|Required

|Description

|return_timeout

|integer

|query

|False

a|The number of seconds to allow the call to execute before returning.

When doing a POST, PATCH, or DELETE operation on a single record, the

default is 0 seconds.  This means that if an asynchronous operation is

started, the server immediately returns HTTP code 202 (Accepted) along

with a link to the job.  If a non-zero value is specified for POST, PATCH,

or DELETE operations, ONTAP waits that length of time to see if the job

completes so it can return something other than 202.

* Default value: 1

* Max value: 120

* Min value: 0

|return_records

|boolean

|query

|False

a|The default is false.  If set to true, the records are returned.

* Default value:

|===

== Request Body

[cols=3*,options=header]

|===

|Name
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|Type

|Description

|application

|string

a|The name of the application using OAuth 2.0. Required for POST

operations.

|audience

|string

a|The OAuth 2.0 Audience.

|client_id

|string

a|The OAuth 2.0 client ID. Required in POST operations for remote

introspection.

|client_secret

|string

a|The OAuth 2.0 client secret. Required in POST operations for remote

introspection.

|hashed_client_secret

|string

a|The OAuth 2.0 client secret as a SHA256 HMAC hashed value created with

the cluster UUID as its HMAC secret key.

|introspection

|link:#introspection[introspection]

a|

|issuer

|string

a|The OAuth 2.0 Issuer.

|jwks

|link:#jwks[jwks]

a|

|name

|string
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a|The configuration name. Required for POST operations.

|outgoing_proxy

|string

a|Outgoing proxy to access external identity providers (IdPs). If not

specified, no proxy is configured.

|remote_user_claim

|string

a|The remote user claim.

|skip_uri_validation

|boolean

a|Indicates whether or not to validate the input URIs. Default value is

false.

|use_local_roles_if_present

|boolean

a|Indicates whether or not to use locally confgiured roles, if present.

Default value is false.

|use_mutual_tls

|string

a|OAuth 2.0 mutual TLS authentication setting. Set this value to "none" to

disable mutual TLS authentication. Set this value to "required" to enforce

mutual TLS authentication for all access tokens and reject any token that

does not have x5t#S256 property in the cnf section. The default value is

"request" which means mutual TLS authentication is enforced only if the

x5t#S256 property is present in the cnf section of the access token.

|===

.Example request

[%collapsible%closed]

====

[source,json,subs=+macros]

{

  "application": "string",

  "audience": "string",

  "client_id": "string",
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  "client_secret": "string",

  "hashed_client_secret": "string",

  "introspection": {

    "endpoint_uri": "https://examplelab.customer.com/token/introspect",

    "interval": "PT1H"

  },

  "issuer": "https://examplelab.customer.com",

  "jwks": {

    "provider_uri": "https://examplelab.customer.com/pf/JWKS",

    "refresh_interval": "PT2H"

  },

  "name": "auth0",

  "outgoing_proxy": "https://johndoe:secretpass@proxy.example.com:8080",

  "remote_user_claim": "string",

  "use_mutual_tls": "string"

}

====

== Response

Status: 202, Accepted
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[cols=3*,options=header]

|===

|Name

|Type

|Description

|job

|link:#job_link[job_link]

a|

|===

.Example response

[%collapsible%closed]

====

[source,json,subs=+macros]

{

  "job": {

    "uuid": "string"

  }

}

====

=== Headers

[cols=3*,options=header]

|===

//header

|Name

|Description

|Type

//end header

//start row

|Location

|Useful for tracking the resource location

|string

//end row

//end table

|===

== Response

Status: 201, Created
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== Error

Status: Default

ONTAP Error Response Codes

|===

| Error Code | Description

| 203817010

| Client ID is required for remote introspection.

| 203817011

| Client secret is required for remote introspection.

| 203817012

| Client ID and client secret required for remote introspection.

| 203817013

| JWKS URI should not be configured for remote introspection.

| 203817014

| JWKS refresh interval should not be specified for remote introspection.

| 203817015

| The token introspection endpoint is required for remote introspection.

| 203817016

| JWKS refresh interval provided without providing JWKS URI.

| 203817017

| Minimum supported value of JWKS refresh interval is 300 seconds.

| 203817018

| Required parameters for either local validation or remote introspection

are missing. Provide either the JWKS URI for local validation, or metadata

configuration URI or token introspection endpoint with client ID and

secret for remote introspection.

| 203817019

| Failed to add new IDP client because number of maximum supported IDP

clients is already reached.

| 203817020

| Internal error. Failed to validate provider URI.
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| 203817021

| OAuth 2.0 Provider URI validation failed with error.

| 203817022

| OAuth 2.0 Provider JWKS URI validation failed. Received empty response

message from the JWKS URI.

| 203817023

| OAuth 2.0 Provider JWKS URI validation failed. No keys were found in

response message received from the JWKS URI.

| 203817024

| Internal error. Unable to allocate memory for CURL response.

| 203817025

| Maximum value of JWKS refresh interval is 2147483647 seconds.

| 203817033

| OAuth 2.0 Provider Introspection endpoint validation failed. Received

empty response message from the Introspection endpoint.

| 203817034

| OAuth 2.0 Provider Introspection endpoint validation failed. Received

invalid response message for Introspection request.

| 203817042

| Maximum value of introspection interval is 2147483647 seconds.

|===

Also see the table of common errors in the

xref:{relative_path}getting_started_with_the_ontap_rest_api.html#Response_

body[Response body] overview section of this documentation.

== Definitions

[.api-def-first-level]

.See Definitions

[%collapsible%closed]

//Start collapsible Definitions block

====

[#href]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
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|===

|Name

|Type

|Description

|href

|string

a|

|===

[#_links]

[.api-collapsible-fifth-title]

_links

[#introspection]

[.api-collapsible-fifth-title]

introspection

[cols=3*,options=header]

|===

|Name

|Type

|Description

|endpoint_uri

|string

a|The token introspection endpoint URI.

|interval

|string

a|The refresh interval for caching tokens, in ISO-8601 format. This can be

set to the value "disabled" to disable caching of tokens. When set to 0,

tokens are cached according to the expiry period in them. Otherwise, it

can be set to a value from 1 second to 2147483647 seconds.

|===

[#jwks]

[.api-collapsible-fifth-title]

jwks

[cols=3*,options=header]

|===
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|Name

|Type

|Description

|provider_uri

|string

a|The URI on which the JSON Web Key Set (JWKS) are hosted.

|refresh_interval

|string

a|The refresh interval for the JSON Web Key Set (JWKS), in ISO-8601

format. This can be set to a value from 300 seconds to 2147483647 seconds.

|===

[#security_oauth2]

[.api-collapsible-fifth-title]

security_oauth2

[cols=3*,options=header]

|===

|Name

|Type

|Description

|application

|string

a|The name of the application using OAuth 2.0. Required for POST

operations.

|audience

|string

a|The OAuth 2.0 Audience.

|client_id

|string

a|The OAuth 2.0 client ID. Required in POST operations for remote

introspection.

|client_secret

|string
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a|The OAuth 2.0 client secret. Required in POST operations for remote

introspection.

|hashed_client_secret

|string

a|The OAuth 2.0 client secret as a SHA256 HMAC hashed value created with

the cluster UUID as its HMAC secret key.

|introspection

|link:#introspection[introspection]

a|

|issuer

|string

a|The OAuth 2.0 Issuer.

|jwks

|link:#jwks[jwks]

a|

|name

|string

a|The configuration name. Required for POST operations.

|outgoing_proxy

|string

a|Outgoing proxy to access external identity providers (IdPs). If not

specified, no proxy is configured.

|remote_user_claim

|string

a|The remote user claim.

|skip_uri_validation

|boolean

a|Indicates whether or not to validate the input URIs. Default value is

false.

|use_local_roles_if_present

|boolean
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a|Indicates whether or not to use locally confgiured roles, if present.

Default value is false.

|use_mutual_tls

|string

a|OAuth 2.0 mutual TLS authentication setting. Set this value to "none" to

disable mutual TLS authentication. Set this value to "required" to enforce

mutual TLS authentication for all access tokens and reject any token that

does not have x5t#S256 property in the cnf section. The default value is

"request" which means mutual TLS authentication is enforced only if the

x5t#S256 property is present in the cnf section of the access token.

|===

[#job_link]

[.api-collapsible-fifth-title]

job_link

[cols=3*,options=header]

|===

|Name

|Type

|Description

|uuid

|string

a|The UUID of the asynchronous job that is triggered by a POST, PATCH, or

DELETE operation.

|===

[#error_arguments]

[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

|===

|Name

|Type

|Description

|code
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|string

a|Argument code

|message

|string

a|Message argument

|===

[#returned_error]

[.api-collapsible-fifth-title]

returned_error

[cols=3*,options=header]

|===

|Name

|Type

|Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

|code

|string

a|Error code

|message

|string

a|Error message

|target

|string

a|The target parameter that caused the error.

|===

//end collapsible .Definitions block

====
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service (as defined in FAR 2.101) and is proprietary to NetApp, Inc. All

NetApp technical data and computer software provided under this Agreement

is commercial in nature and developed solely at private expense.  The U.S.

Government has a non-exclusive, non-transferrable, nonsublicensable,

worldwide, limited irrevocable license to use the Data only in connection

with and in support of the U.S. Government contract under which the Data

was delivered. Except as provided herein, the Data may not be used,

disclosed, reproduced, modified, performed, or displayed without the prior

written approval of NetApp, Inc. United States Government license rights

for the Department of Defense are limited to those rights identified in

DFARS clause 252.227-7015(b) (FEB 2014).

*Trademark information*

NETAPP, the NETAPP logo, and the marks listed at

link:http://www.netapp.com/TM[http://www.netapp.com/TM^] are trademarks of

NetApp, Inc. Other company and product names may be trademarks of their

respective owners.
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