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Security

Security overview

Overview

You can use ONTAP security APIs to manage security settings for the cluster and SVMs.

SAML

Configure the SAML 2.0 SP (Service Provider) protocol inside ONTAP. Doing so redirects the authentication
task to a third-party Identity Provider (IDP) that can utilize any number of approaches for multi-factor
authentication. After SAML authentication is enabled, all interactive web access (System Manager, SPI) is
authenticated via SAML and a third-party IDP.

Manage security-related operations

Security endpoint overview

Overview

This API returns an object 'onboard_key manager_configurable_status' which details whether the Onboard
Key Manager can be configured on the cluster or not.

Examples

Retrieving information about the security configured on the cluster

The following example shows how to retrieve the key manager configiration of the cluster.



# The API:
GET /api/security:

# The call:
curl -X GET 'https://<mgmt-ip>/api/security?fields=*' -H 'accept:
application/hal+json'

# The response:
{
{

"onboard key manager configurable status": {
"supported": "false",
"message": "Onboard Key Manager cannot be configured on the cluster.

There are no self-encrypting disks in the cluster, and the following nodes
do not support volume granular encryption: ntap-vsim2.",
"code": 65537300
by
by
}

[[ID18bblea3b7716884b0971d0813526409]]
= Retrieve information about security configured on the cluster

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security #

Retrieves information about the security configured on the cluster.
== Learn more

* xref:{relative path}security overview.html[DOC /security]

== Parameters



[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

|max records
| integer

| query
|False

alLimit the number of records returned.

| return records
|boolean

| query

| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

|return timeout

| integer

|query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier i1f either max records or the end of the collection is
reached.

|order by
|larray[string]
| query

|False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

| fields

|larray[string]

| query

| False

al|Specify the fields to return.



== Response

Status: 200, Ok



[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]

al

|onboard key manager configurable status
| link:#onboard key manager configurable status[onboard key manager configu

rable status]
al|Indicates whether the Onboard Key Manager can be configured in the

cluster.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink”
}
by
"onboard key manager configurable status": {
"code": 65537300,
"message": "No platform support for volume encryption in following
nodes - nodel, node2."
}
}
== Error

Status: Default, Error

[cols=3*, options=header]



| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description



|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#onboard key manager configurable status]
[.api-collapsible-fifth-title]
onboard key manager configurable status

Indicates whether the Onboard Key Manager can be configured in the
cluster.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if the Onboard Key
Manager can be configured in the cluster.

|message
|string

a|Reason that Onboard Key Manager cannot be configured in the cluster.



| supported
|boolean
alSet to true if the Onboard Key Manager can be configured in the cluster.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

| arguments

larray[link:#error arguments|[error arguments]]
a|Message arguments



| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage security-related accounts

:leveloffset: +1

[ [ID8da%bb053c2a3cfd778f54eecadd’1lad] ]

= Security accounts endpoint overview

== Qverview

A valid user account is required to login to and provision, monitor, and
manage the cluster. The scope of the management operation can be at the
cluster level or at an individual SVM level. There is a need to create
user accounts with specific privileges apart from the default user
accounts, "admin", for cluster and "vsadmin" for SVM. Custom user accounts
can be configured to perform specific (scoped) operations. User accounts
can either be created locally (on the Netapp system) or referenced from an

external directory server (NIS, LDAP, or Active Directory).
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Apart from creation, modification, and deletion of a user account, locking
and unlocking of a user account or resetting the password (for local
accounts only) is possible.

A user account must be associated with the following before it can become
operational:

A management appplication (SSH, HTTP, console, shelf-processor, and such
like) for user login. HTTP enables REST API access.

Scope - either cluster or SVM.

Authentication source - password (local, NIS/LDAP, Active Directory),

public/private key pair-based, certificate based.

RBAC role - determines what operations are permitted for the user
account.
=== Restrictions

A number of internal/restricted account names, such as admin, diag,
autosupport, and root cannot be used.

There must be at least one console cluster administrator account. Any

attempt to delete the last remaining administrator account fails.

Multi-factor authentication is only possible for SSH application and the
only combination possible is password (local or NIS/LDAP) and public key.

All authentication sources are not supported by all applications. You must
select a compatible authentication method based on the application. The
following types of authentications methods are supported:

| Application | Supported Authentication Methods

| console
| password

| service-processor

| password

| HTTP

| password, domain, nsswitch, certificate

| ONTAPI

| password, domain, nsswitch, certificate

| SSH

| password, publickey (key pair), domain, nsswitch



NOTE: In this table, "certificate" means security certificate, "domain"
means that the user directory server is an external Active Directory,
"nsswitch" means the directory server is an external NIS or LDAP server.
At login time, the user is authenticated with these external directory
servers which must be provisioned separately.

== Examples
=== Creating a cluster-scoped user account

Specify the user account name, role name, and the tuples (of application
and authentication methods) in the body of the POST request. The
owner.uuid or owner.name are not required to be specified for a cluster-

scoped user account.

NOTE: Each entry in the applications array must be for a different
application.

# The API:
POST "/api/security/accounts"

# The call to create a cluster user account with applications ssh, http
and password authentication scheme:
curl -X POST "https://<mgmt-ip>/api/security/accounts" -d

'"{"name":"cluster userl","applications":[{"application":"ssh","authenticat
ion methods":["password"], "second authentication method":"none"}, {"applica
tion":"http", "authentication methods": ["password"]}],"role":"admin", "passw

ord":"p@ssw@rdl23"}"'
Note: The password is an optional parameter for creation and can be set
later using a PATCH request. See the examples for modification of user
account or password.

=== Creating an SVM-scoped user account

For an SVM-scoped account, specify either the SVM name as the owner.name
or SVM uuid as the owner.uuid along with other parameters for the user
account. These indicate the SVM for which the user account is being
created and can be obtained from the response body of GET performed on the
_/api/svm/svms_ API.

11



# The API:
POST "/api/security/accounts"

# The call:

curl -X POST "https://<mgmt-ip>/api/security/accounts" -d

"{"owner": {"uuid" :"aaef7c38-4bd3-11e9-b238-

0050568e2e25"}, "name" :"svm userl","applications":[{"application":"ssh","au
thentication methods": ["password"], "second authentication method":"none"}]
,"role":"vsadmin", "password" :"p@ssw@rdl123"}"'

=== Retrieving the configured user accounts

Use the following API to retrieve all of the user accounts or a filtered
list of user accounts (by name, for a specific SVM, and so on).

# The API:
GET "/api/security/accounts"

# The call to retrieve all the user accounts configured in the cluster:
curl -X GET "https://<mgmt-ip>/api/security/accounts"

# The response:

{

"records": [
{
"owner": {
"uuid": "2903de6f-4bd2-11e9-b238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"
}
}
by
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/2903de6f-4bd2-11e9-b238-
0050568e2e25/admin"

12



"owner": {
"uuid": "2903de6f-4bd2-11e9-b238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"

}
b
"name": "autosupport",
" links": {
"self": {
"href": "/api/security/accounts/2903de6f-4bd2-11e9-b238-
0050568e2e25/autosupport"
}
}
b
{
"owner": {
"uuid": "2903de6f-4bd2-11e9-b238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"

}
by

"name": "cluster userl",
" links": {
"self": {
"href": "/api/security/accounts/2903de6f-4bd2-11e9-b238-
0050568e2e25/cluster userl"
}
}
bo
{
"owner": {
"uuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",
"name": "svml",
" links": {
"self": {
"href": "/api/svm/svms/aaef7c¢38-4bd3-11e9-b238-0050568e2e25"

}
by

"name": "svm userl",

13



" links": {
"self": {
"href": "/api/security/accounts/aaef7¢c38-4bd3-11e9-b238-
0050568e2e25/svm_userl"
}
}
b
{
"owner": {
"uuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",
"name": "svml",
" links": {
"self": {
"href": "/api/svm/svms/aaef7c38-4bd3-11e9-b238-0050568e2e25"

}
by

"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/aaef7¢38-4bd3-11e9-b238-
0050568e2e25/vsadmin™
}

}
1,

"num records": 5,
" links": {
"self": {
"href": "/api/security/accounts"

# The scoped call to retrieve the configured cluster-scoped user accounts:
curl -X GET "https://<mgmt-ip>/api/security/accounts/?scope=cluster"

# The scoped call to retrieve the configured SVM-scoped user accounts:
curl -X GET "https://<mgmt-ip>/api/security/accounts/?scope=svm"

# The scoped call to retrieve the user accounts configured for the SVM
"svml":

curl -X GET "https://<mgmt-ip>/api/security/accounts/?owner.name=svml"

# The scoped call to retrieve the user accounts configured with the

"admin" role:

14



curl -X GET "https://<mgmt-ip>/api/security/accounts/?role=admin"

[[IDA764a38c555794324e91a5d2bd1lb4611] ]

= Retrieve user accounts in the cluster

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/accounts #

Retrieves a list of user accounts in the cluster.
== Related ONTAP commands

* “security login show"

== Learn more

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| owner.uuid
|string

| query

| False

al|Filter by owner.uuid

| owner.name

| string

15
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| query
| False

alFilter by owner.name

| scope

| string

| query

| False

alFilter by scope

| role.name

|string

|query

| False

alFilter by role.name

|applications.authentication methods

| string

| query

| False

alFilter by applications.authentication methods

|lapplications.application

|string

| query

| False

al|Filter by applications.application

|applications.second authentication method

| string

| query

| False

alFilter by applications.second authentication method

| comment

| string

| query

| False

al|Filter by comment



| locked

|boolean

| query

| False

alFilter by locked

| name

| string

| query

| False

al|Filter by name

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records

| integer

|query

| False

allLimit the number of records returned.

| return records

|boolean

| query

| False

a|The default is true for GET calls. When set to false, only the number

of records is returned.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP
returns earlier if either max records or the end of the collection is
reached.

|order by

17



|larray[string]

|query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

|num records
| integer

a|Number of records

| records
|larray[link:#account [account]]
al

.Example response
[3collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"

18



by

"records": [

{

" links": {
"self": {
"href": "/api/resourcelink"
}
bo
"applications": [
{
"application": "string",

"authentication methods": [
"string"

I

"second authentication method": "string"

I
"comment": "string",
"name": "Jjoe.smith",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

bo
"password": "string",
"role": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "admin"

by

"scope": "string"

Status: Default, Error

19
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[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]



| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| next
| link:#href[href]
al

| self
| link:#href[href]
a |l

[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

21



[#account application]
[.api-collapsible-fifth-title]
account application

[cols=3*,options=header]

| Name

| Type
| Description

|application
| string

al|Applications

|authentication methods
|larray[string]
al

| second authentication method

|string

al|An optional additional authentication method for MFA. This only works
with SSH as the application. It is ignored for all other applications.

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the user account.
[cols=3*,options=header]

| Type

| Description

| links

|link:4# links[ links]

al

| name



| string
a|The name of the SVM.

|uuid
|string

a|The unique identifier of the

[#role]
[.api-collapsible-fifth-title]

role

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a

| name
| string

a|Role name

[#account]
[.api-collapsible-fifth-title]

account
[cols=3*,options=header]
| Type

| Description

| links

| link:# links[ links]
al

SVM.

23
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|applications
larray[link:#account application[account application]]
al

| comment
| string
a|Optional comment for the user account.

| locked
|boolean
a|Locked status of the account.

| name
|string

alUser or group account name

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the user account.

| password
|string
a|Password for the account. The password can contain a mix of lower and

upper case alphabetic characters, digits, and special characters.

|role
| link:#role[role]
al

| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments



[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string

25
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a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDaef8dalaal87ceccf3ed1d7234adb086] ]

= Create a new user account

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/accounts #

Creates a new user account.
== Required parameters

* “name’ - Account name to be created.
* “applications® - Array of one or more application tuples (of application
and authentication methods) .

== QOptional parameters

* “owner.name  or ~owner.uuid - Name or UUID of the SVM for an SVM-
scoped user account. If not supplied, a cluster-scoped user account is
created.

* “role’ - RBAC role for the user account. Defaulted to “admin’ for
cluster user account and to ‘vsadmin  for SVM-scoped account.

* ‘password - Password for the user account (if the authentication method
is opted as password for one or more of applications).

* “second authentication method® - Needed for MFA and only supported for
ssh application. Defaults to "none’ if not supplied.

* “comment - Comment for the user account (e.g purpose of this account).
* “locked’™ - Locks the account after creation. Defaults to “false®™ if not
supplied.

== Related ONTAP commands

* “security login create’

== Learn more



* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| return records
|boolean

| query

| False

a|The default is false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

|lapplications
larray[link:#account application[account application]]

a |

| comment
|string
a|Optional comment for the user account.

27
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| locked
|boolean
a|Locked status of the accou

| name
| string

a|User or group account name

| owner
| link: #owner [owner]
a|Owner name and UUID that u

| password
| string
a|Password for the account.

upper case alphabetic charac

|role
| link:#role[role]
a |l

| scope
|string
a|Scope of the entity. Set t

svm" for SVM owned objects.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

nt.

niquely identifies the user account.

The password can contain a mix of lower and

ters, digits, and special characters.

o "cluster" for cluster owned objects and to

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"applications": [
{
"application": "string",



"authentication methods": [
"string"

1,

"second authentication method":

}
1,

"string"

"comment": "string",
"name": "joe.smith",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£f7"
by
"password": "string",
"role": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "admin"
by
"scope": "string"
}
== Response

Status: 201, Created

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

1261215
| The role was not found.

29



| 1263343
| Cannot lock user with password not set or non-password authentication

method.

| 5636099
| User creation with a non-admin role is not supported for service-

processor application.

| 5636121
| The user account name is reserved for use by the system.

| 5636126
| Cannot create a user with the username or role as AutoSupport because it

is reserved by the system.

| 5636140
| Creating a login with application console for a data Vserver is not

supported.

| 5636141
| Creating a login with application service-processor for a data Vserver

is not supported.

| 5636154
| The second-authentication-method parameter is supported for ssh

application.

| 5636155
| The second-authentication-method parameter can be specified only if the
authentication-method password or public key nsswitch.

| 5636156
| The same value cannot be specified for the second-authentication-method

and the authentication-method.

| 5636157
| If the authentication-method is domain, the second-authentication-method

cannot be specified.
| 5636164

| If the value for either the authentication-method second-authentication-
method is nsswitch or password, the other parameter must differ.

| 7077897
| Invalid character in username.

30



7077898
The username must contain both letters and numbers.

7077899
The username does not meet length requirements.

7077906
A role with that name has not been defined for the Vserver.

7077918

The password cannot contain the username.

7077919
The minimum length for new password does not meet the policy.

7077920
A new password must have both letters and numbers.

7077921
The minimum number of special characters required do not meet the

policy.

7077929
Cannot lock user with password not set or non-password authentication

method.

7077940
The password exceeds the maximum supported length.

7077941
The defined password composition exceeds the maximum password length of

128 characters.

7078900
An admin password is not set. Set the password by including it in the

request.

[cols=3*,options=header]

| Type
| Description

|error
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| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

a |



[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#account application]
[.api-collapsible-fifth-title]
account application

[cols=3*,options=header]

| Type
| Description

|application
| string

al|Applications

|authentication methods
|larray[string]
a |

| second authentication method

|string

al|An optional additional authentication method for MFA. This only works
with SSH as the application. It is ignored for all other applications.



[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the user account.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#role]
[.api-collapsible-fifth-title]
role

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

al

| name

|string



al|Role name

[#account]
[.api-collapsible-fifth-titl
account

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:# links[ links]
al

|lapplications
larray[link:#account applica
al

| comment
| string
a|Optional comment for the u

| locked
|boolean
a|Locked status of the accou

| name
|string

alUser or group account name

| owner
| link: #owner [owner]

a|Owner name and UUID that u

| password
| string
a|Password for the account.

e]

tion[account application]]

ser account.

nt.

niquely identifies the user account.

The password can contain a mix of lower and
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upper case alphabetic characters, digits, and special characters.

|role
| link:#role[role]

al

| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

al|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]



| Description
| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string
alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage scoped user accounts

:leveloffset: +1

[[ID4£019383bccc2032b2d2a553d32dd2a9] ]

= Security accounts owner.uuid name endpoint overview

== Qverview

This API displays and manages the configuration of scoped user accounts.
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Newly created user accounts might need to be updated for many reasons. For
example, a user account might need to use a different application or its
role might need to be modified. According to a policy, the password or
authentication source of a user account might need to be changed, or a
user account might need to be locked or deleted from the system. This API
allows you to make these changes to user accounts.

Specify the owner UUID and the user account name in the URI path. The
owner UUID corresponds to the UUID of the SVM for which the user account
has been created and can be obtained from the response body of the GET

request performed on one of the following APIs:

_/api/security/accounts for all user accounts
_/api/security/accounts/?scope=cluster for cluster-scoped user accounts
_/api/security/accounts/?scope=svm_ for SVM-scoped accounts

_/api/security/accounts/?owner.name=\{svm-name} for a specific SVM

This API response contains the complete URI for each user account that can
be used.

== Examples

=== Retrieving the user account details

# The API:
GET "/api/security/accounts/{owner.uuid}/{name}"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/accounts/aef7¢38-4bd3-11e9-
b238-0050568e2e25/svm_userl"

# The response:
{
"owner": {

"yuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",

"name": "svml",

" links": {

"self": {
"href": "/api/svm/svms/aaef7c38-4bd3-11e9-b238-0050568e2e25"

b
"name": "svm userl",
"applications": [

{

"application": "ssh",



"authentication methods": [
"password"

1,

"second authentication method": "none"

1,
"role": {
"name": "vsadmin",
" links": {
"self": {
"href": "/api/svms/aaef7c38-4bd3-11e9-b238-
0050568e2e25/admin/roles/vsadmin"
}

bo
"locked": false,

"scope": "svm",
" links": {
"self": {
"href": "/api/security/accounts/aaef7¢c38-4bd3-11e9-b238-

0050568e2e25/svm_userl"
}

=== Updating the applications and role in a user account

Specify the desired configuration in the form of tuples (of applications
and authentication methods) and the role. All other previously configured
applications that are not specified in the "applications" parameter of the
PATCH request will be de-provisioned for the user account.

# The API:
PATCH "/api/security/accounts/{owner.uuid}/{name}"

# The call to update the applications and role:

curl -X PATCH "https://<mgmt-ip>/api/security/accounts/aaef7c¢38-4bd3-11e9-
b238-0050568e2e25/svm_userl" -d
'"{"applications":[{"application":"http", "authentication methods": ["domain"
1}, {"application":"ontapi", "authentication methods": ["password"]}],"role":
"vsadmin-backup"}'

# The call to update only the role:
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curl -X PATCH "https://<mgmt-ip>/api/security/accounts/aaef7c¢38-4bd3-11e9-
b238—0050568e2e25/svm_user1" -d '"{"role":"vsadmin-protocol"}"

=== Updating the password for a user account

# The API:
PATCH "/api/security/accounts/{owner.uuid}/{name}"

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/accounts/aaef7c38-4bd3-11e9-
b238-0050568e2e25/svm userl” -d '{"password":"newp@ssw@rd2"}'

=== Locking a user account

The API:

PATCH "/api/security/accounts/{owner.uuid}/{name}"

The call:

curl -X PATCH "https://<mgmt-ip>/api/security/accounts/aaef7c38-4bd3-11e9-
b238—OO50568e2e25/svm_user1" -d '"{"locked":"true"}"

=== Deleting a user account

# The API:
DELETE "/api/security/accounts/{owner.uuid}/{name}"

# The call:
curl -X DELETE "https://<mgmt-ip>/api/security/accounts/aaef7¢c38-4bd3-
11e9-b238-0050568e2e25/svm_userl"

[[ID863870d3adlba33d78£1459097adccd89] ]
= Delete a user account

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/accounts/{owner.uuid}/{name} " #



Deletes a user account.

== Required parameters

‘name” - Account name to be deleted.

*

‘owner.uuid® - UUID of the SVM housing the user account to be deleted.

Related ONTAP commands

*

"security login delete’

== Learn more

xref:{relative path}security accounts owner.uuid name endpoint overview.ht
ml [DOC /security/accounts/{owner.uuid}/\{name}]

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5*,options=header]
|

|Required
| Description

| owner.uuid
| string
|path

| True

al

| name
| string
| path
| True

al



== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 5636098
| Last unlocked account that has an admin role cannot be deleted.

| 5636125
| The operation is not supported on system accounts.

| 5636146
| Cannot delete the last console account with admin role.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{
"error": {

"arguments": [

42



"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]
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| Name

| Type
| Description

| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID778fdece%e067f19e0c1bla89955114e]]

= Retrieve a specific user account

[.api-doc-operation .api-doc-operation-get]#GET#
block]# /security/accounts/{owner.uuid}/{name} "#

Retrieves a specific user account.
== Related ONTAP commands

* “security login show"

[.api-doc-code-



== Learn more

*

xref:{relative path}security accounts owner.uuid name endpoint overview.ht
ml [DOC /security/accounts/{owner.uuid}/\{name}]

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

| owner.uuid
| string

| path

| True

a|Account owner UUID

| name
|string
| path
| True

a|User account name

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

|num records
| integer

a|Number of records

| records
|larray[link:#account [account]]
al

.Example response
[$collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"applications": [
{
"application": "string",

"authentication methods": [



"string"

1,

"second authentication method": "string"

I
"comment": "string",
"name": "joe.smith",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by
"password": "string",
"role": {

" links": {

"self": {
"href": "/api/resourcelink"

by

"name": "admin"

by

"scope": "string"

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

a |



.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string”
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href
| string



[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

|next
| link:#href[href]

al

| self
| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#account application]
[.api-collapsible-fifth-title]
account application

[cols=3*,options=header]

| Name

| Type
| Description
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|application
|string
al|Applications

|authentication methods
|larray[string]
al

| second authentication method

| string

al|An optional additional authentication method for MFA. This only works
with SSH as the application. It is ignored for all other applications.

[#owner]
[.api-collapsible-fifth-title]
owner

Owner name and UUID that uniquely identifies the user account.

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.
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[#role]
[.api-collapsible-fifth-title]
role

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

| name
| string
al|Role name

[#account]
[.api-collapsible-fifth-title]
account

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

|applications
larray[link:#account application[account application]]
a |

| comment
| string
a|Optional comment for the user account.
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| locked
|boolean
a|Locked status of the account.

| name
| string

a|User or group account name

| owner
| link: #owner [owner]
a|Owner name and UUID that uniquely identifies the user account.

| password
| string
a|Password for the account. The password can contain a mix of lower and

upper case alphabetic characters, digits, and special characters.

|role
| link:#role[role]
a |l

| scope
|string
al|Scope of the entity. Set to "cluster" for cluster owned objects and to

svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code
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|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block
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[[ID3482394744c1cc248b308b3d5724706f] ]
= Update a user account

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/accounts/{owner.uuid}/{name} "#

Updates a user account. Locks or unlocks a user account and/or updates the
role, applications, and/or password for the user account.

== Required parameters

* “name’ - Account name to be updated.

* “owner.uuid® - UUID of the SVM housing the user account to be updated.

== QOptional parameters

* “applications® - Array of one or more tuples (of application and
authentication methods) .

* ‘role’ - RBAC role for the user account.

* “password’ - Password for the user account (if the authentication method
is opted as password for one or more of applications).

* “second authentication method’ - Needed for MFA and only supported for
ssh application. Defaults to "none’ if not supplied.

* “comment® - Comment for the user account (e.g purpose of this account).
* “locked® - Set to true/false to lock/unlock the account.

Related ONTAP commands

*

"security login create’

* “security login modify"

* “security login password’
* “security login lock®

* “security login unlock’

== Learn more

xref:{relative path}security accounts owner.uuid name endpoint overview.ht
ml [DOC /security/accounts/{owner.uuid}/\ {name}]

* xref:{relative path}security accounts endpoint overview.html [DOC

/security/accounts]

== Parameters



[cols=5*,options=header]
|

|Required
| Description

| owner.uuid
| string
|path

| True

a|Account owner UUID

| name
|string
|path
| True

a|User account name

== Request Body

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a |

|applications
larray[link:#account application[account application]]
al

| comment
| string

a|Optional comment for the user account.



| locked
|boolean
a|Locked status of the account.

| password
|string
a|Password for the account. The password can contain a mix of lower and

upper case alphabetic characters, digits, and special characters.

|role
| link:#role[role]
al

| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

.Example request

[$collapsible%closed]

[source, json, subs=+t+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"applications": [
{
"application": "string",

"authentication methods": [
"string"

1,

"second authentication method": "string"
I

"comment": "string",

"password": "string",
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"role": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "admin"

by

"scope": "string"

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 1261215

| The role was not found.

| 1261218
| The user was not found.

| 1263343
| Cannot lock user with password not set or non-password authentication

method.

| 5636096
| Cannot perform the operation for this user account since the password is

not set.

| 5636097
| The operation for user account failed since user password is not set.

| 5636100
| User modification is not supported for service-processor application.
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| 5636125
| The operation not supported on AutoSupport user account which is

reserved.

| 5636129
| The role does not exist.

| 5636154
| The second-authentication-method parameter is supported for ssh

application.

| 5636155
| The second-authentication-method parameter can be specified only if the
authentication-method password or public key nsswitch.

| 5636156
| Same value cannot be specified for the second-authentication-method and
the authentication-method.

| 5636157
| If the authentication-method is domain, the second-authentication-method

cannot be specified.

| 5636159
| For a given user and application, if the second-authentication-method is
specified, only one such login entry is supported.

| 5636164
| If the value for either the authentication-method second-authentication-
method is nsswitch or password, the other parameter must differ.

| 5636174
| You are not authorized to change the password for other users.

| 7077896
| Cannot lock the account of the last console admin user.

| 7077906
| A role with that name has not been defined for the Vserver.

| 7077911
| The user is not configured to use the password authentication method.

| 7077918
| The password cannot contain the username.

| 7077919
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| The minimum length for new password does not meet the policy.

| 7077920
| The new password must

| 7077921
| The minimum number of

policy.

| 7077924
| The new password must

| 7077925
| The new password must

| 7077929
| Cannot lock user with

method.

| 7077940

have both letters and numbers.

special characters required do not meet the

be different than last N passwords.

be different to the old password.

password not set or non-password authentication

| The password exceeds maximum supported length.

| 7077941

| Defined password composition exceeds the maximum password length of 128

characters.

| 7078900
| An aAdmin password is
request.

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al

.Example error

not set. Set the password by including it in the
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[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[(# links]
[.api-collapsible-fifth-title]
_links



[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href[href]

[#account application]
[.api-collapsible-fifth-title]
account application

[cols=3*,options=header]

| Type
| Description

|application
|string
al|Applications

|authentication methods
|larray[string]
al

| second authentication method

| string

al|An optional additional authentication method for MFA. This only works
with SSH as the application. It is ignored for all other applications.

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that unigquely identifies the user account.



[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the

[#role]
[.api-collapsible-fifth-title]
role

[cols=3*,options=header]
| Type

| Description

| links

|link:4# links[ links]

al

| name

| string
al|Role name

[#account]

SVM.



[.api-collapsible-fifth-title]

account
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

al

|lapplications

larray[link:#account application[account application]]

al

| comment
|string

a|Optional comment for the user account.

| locked
|boolean

a|Locked status of the account.

| password
| string
a|Password for the account.

The password can contain a mix of lower and

upper case alphabetic characters, digits, and special characters.

|role
| link:#role[role]

a |

| scope
|string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to

"svm" for SVM owned objects.

[#error arguments]
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[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string

a|Error code

|message
|string
alError message



| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= View and update audit settings

:leveloffset: +1

[[ID25b998122b3f236e6009d4c31£351dab]]
= Security audit endpoint overview

== Qverview

This API controls what is logged to the audit log files. All operations
that make changes are always logged and cannot be disabled. The PATCH
request updates administrative audit settings for GET requests. All fields
are optional for a PATCH request. A GET request retrieves administrative
audit settings for GET requests.

+

== Examples
=== Retrieving administrative audit settings for GET requests
The following example shows the administrative audit settings for GET

requests.
_|_
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# The API:
/api/security/audit

# The call:
curl -X GET "https://<cluster-ip>/api/security/audit"

# The response:
{
"cli": false,
"http": false,
"ontapi": false,
" links": {

"self": {

"href": "/api/security/audit"

=== Updating administrative audit settings for GET requests

The following example updates the administrative audit settings for GET
requests
_I_

# The API:
/api/security/audit

# The call:
curl -X PATCH "https://<cluster-ip>/api/security/audit" -d
'"{"cli":"false", "http": "true", "ontapi": "true"}'



[[ID6c3632b9788f4b8c8029158916cael34e] ]
= Retrieve administrative audit settings for GET requests

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/audit #

Retrieves administrative audit settings for GET requests.
== Learn more

* xref:{relative path}security audit endpoint overview.html [DOC
/security/audit]

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In

| Required

| Description

|max records

| integer

| query

| False

alLimit the number of records returned.

| return records

|boolean

| query

| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
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When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

|order by

|larray[string]

| query

| False

a|Order results by specified fields and optional [asc|desc] direction.

Default direction is 'asc' for ascending.

| fields
|larray[string]
| query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok
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[cols=3*,options=header]
| Type

| Description

lcli

|boolean
a|Enable auditing of CLI GET Operations. Valid in PATCH

lhttp
|boolean
al|Enable auditing of HTTP GET Operations. Valid in PATCH

|ontapi
|boolean
a|Enable auditing of ONTAP API GET operations. Valid in PATCH

== Error

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
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"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

block



error

[cols=3*,options=header]

| Type
| Description

| arguments
larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDcbf284e63513d196ceefabe56af0l12fe] ]
= Update administrative audit settings for GET requests

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block] # /security/audit #

Updates administrative audit settings for GET requests.
All of the fields are optional. An empty body will make no changes.
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== Learn more

* xref:{relative path}security audit endpoint overview.html [DOC

/security/audit]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
|boolean

| query

| False

al|The default is false.

|return timeout
| integer

| query

| False

If set to true, the records are returned.

a|The number of seconds to allow the call to execute before returning.

When doing a POST, PATCH,

or DELETE operation on a single record, the

default is 0 seconds. This means that if an asynchronous operation is

started, the server immediately returns HTTP code 202 (Accepted) along

with a link to the job.

If a non-zero value is specified for POST, PATCH,

or DELETE operations, ONTAP waits that length of time to see if the job

completes so it can return something other than 202.

== Request Body

[cols=3*,options=header]

| Type
| Description



lcli
|boolean
al|Enable auditing of CLI GET Operations. Valid in PATCH

lhttp
|boolean
a|Enable auditing of HTTP GET Operations. Valid in PATCH

|ontapi
|boolean
a|Enable auditing of ONTAP API GET operations. Valid in PATCH

== Response

Status: 202, Accepted

73



[cols=3*,options=header]
| Type

| Description

lcli

|boolean
a|Enable auditing of CLI GET Operations. Valid in PATCH

lhttp
|boolean
al|Enable auditing of HTTP GET Operations. Valid in PATCH

|ontapi
|boolean
a|Enable auditing of ONTAP API GET operations. Valid in PATCH

== Error

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
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"error": {

"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#security audit]
[.api-collapsible-fifth-title]
security audit

[cols=3*,options=header]

| Name

| Type
| Description

|cli
|boolean

a|Enable auditing of CLI GET Operations. Valid in PATCH

lhttp
|boolean
a|Enable auditing of HTTP GET Operations. Valid in PATCH

|ontapi
|boolean
a|Enable auditing of ONTAP API GET operations. Valid in PATCH
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
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| string

alError message

| target
|string

a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Forward audit logs to syslog/splunk servers

:leveloffset: +1

[ [IDaebb5afa80d80934d0ef85b5dd997b09] ]

= Security audit destinations endpoint overview

== Qverview

This API controls the forwarding of audit log information to remote
syslog/splunk servers. Multiple destinations can be configured and all
audit records are forwarded to all destinations.

A GET operation retrieves information about remote syslog/splunk server
destinations.

A POST operation creates a remote syslog/splunk server destination.

A GET operation on /security/audit/destinations/\{address}/\{port}
retrieves information about the syslog/splunk server destination given its
address and port number.

A PATCH operation on /security/audit/destinations/\{address}/\{port}
updates information about the syslog/splunk server destination given its
address and port number.

A DELETE operation on /security/audit/destinations/\{address}/\{port}
deletes a syslog/splunk server destination given its address and port
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number.

=== Qverview of fields used for creating a remote syslog/splunk
destination

The fields used for creating a remote syslog/splunk destination fall into

the following categories
==== Required properties

All of the following fields are required for creating a remote
syslog/splunk destination

* “address’
==== QOptional properties

All of the following fields are optional for creating a remote
syslog/splunk destination

* “port’
* ‘protocol’
* “facility®

* “verify server’

== Examples
=== Retrieving remote syslog/splunk server destinations

The following example shows remote syslog/splunk server destinations

# The API:
/api/security/audit/destinations

# The call:
curl -X GET "https://<cluster-ip>/api/security/audit/destinations"

# The response:

{



"records": [

{

"address": "1.1.1.1",
"port": 514,
" links": {
"self": {
"href": "/api/security/audit/destinations/1.1.1.1/514"
}
}
}
I
"num records": 1,
" links": {
"self": {
"href": "/api/security/audit/destinations"

=== Creating remote syslog/splunk server destinations

The following example creates remote syslog/splunk server destinations.

# The API:
/api/security/audit/destinations

# The call:

curl -X POST "https://<cluster-
ip>/api/security/audit/destinations?force=true -d '{ "address":
"<destination-address>", "port": <destination-port>, "protocol":
"udp unencrypted", "facility": "kern"}'"

=== Retrieving a remote syslog/splunk server destination given its
destination address and port number

The following example retrieves a remote syslog/splunk server destination
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given its destination address and port number.
_|_

# The API:
/api/security/audit/destinations/{address}/{port}

# The call:

curl -X GET "https://<cluster-
ip>/api/security/audit/destinations/<destination-address>/<destination-
port>"

# The response:

{

"address": "1.1.1.1",
"port": 514,
"protocol": "udp unencrypted",
"facility": "kern",
"verify server": false,
" links": {

"self": {

"href": "/api/security/audit/destinations/1.1.1.1/514"

=== Updating a remote syslog/splunk server destination given its
destination address and port number

The following example updates a remote syslog/splunk server destination

configuration given its destination address and port number.
_|_

# The API:
/api/security/audit/destinations/{address}/{port}

# The call:



curl -X PATCH "https://<cluster-
ip>/api/security/audit/destinations/<destination-address>/<destination-
port> -d '{"facility": "kern"}'"

=== Deleting a remote syslog/splunk server destination given its

destination address and port number

The following example deletes a remote syslog/splunk server destination
configuration given its destination address and port number.
_I_

# The API:
/api/security/audit/destinations/{address}/{port}

# The call:

curl -X DELETE "https://<cluster-
ip>/api/security/audit/destinations/<destination-address>/<destination-
port>"

[ [IDa5d7b6e3fb760£704684cbelb8ca’c23]]

= Define a remote syslog or splunk server to receive audit information

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/audit/destinations #

Defines a remote syslog/splunk server for sending audit information to.

== Learn more

*

xref:{relative path}security audit destinations endpoint overview.html [DOC



/security/audit/destinations]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

|order by

larray[string]

| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

| facility

|string

| query

| False

alFilter by facility

|address

| string

|query

| False

al|Filter by address

| port

| integer

| query

| False

al|Filter by port

|protocol
| string
|query

| False



al|Filter by protocol

|verify server
|boolean

| query

| False

a|Filter by verify server

| fields
|larray[string]
| query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

| return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds.

ONTAP

returns earlier 1f either max records or the end of the collection is

reached.

| return records
|boolean

| query

| False

al|The default is true for GET calls.

of records is returned.

== Response

Status: 200, Ok

When set to false, only the number
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[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]

al

|num records
|integer
a|Number of records

| records
larray[link:#security audit log forward[security audit log forward]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
by
"records": [
{
"address": "string",
"facility": "string",
"protocol": "string"
}
]
}
== Error
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Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string”

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#thref]

[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
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| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

|next
| link:#href [href]
al

|self
| link:#href[href]
al

[#security audit log forward]
[.api-collapsible-fifth-title]
security audit log forward

[cols=3*,options=header]

| Name

| Type
| Description

| address
| string
a|Destination syslog\|splunk host to forward audit records to. This can be

an IP address (IPv4\|IPv6) or a hostname.
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| facility
| string
a|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

| port

| integer

a|Destination Port. The default port depends on the protocol chosen:
For un-encrypted destinations the default port is 514.

For encrypted destinations the default port is 6514.

|protocol
| string

a|Log forwarding protocol

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code
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|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[ [ID5dd3b22a35£f5862e54eddbaldecad9¢c66] ]
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= Define the remote syslog or splunk server information

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/audit/destinations #

Configures remote syslog/splunk server information.
== Required properties

All of the following fields are required for creating a remote

syslog/splunk destination
* “address’
== Optional properties

All of the following fields are optional for creating a remote
syslog/splunk destination

* “port’

* “protocol’

* “facility’

* ‘verify server® (Can only be "true" when protocol is "tcp encrypted")

== Learn more

*

xref:{relative path}security audit destinations endpoint overview.html [DOC
/security/audit/destinations]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| return timeout
| integer
| query
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| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the job
completes so it can return something other than 202.

* Default value: 1

| return records
|boolean

| query
| False

al|The default is false. If set to true, the records are returned.

* Default value: 1

| force

|boolean

|query

| False

a|Skip the Connectivity Test

* Default value:

== Request Body

[cols=3*,options=header]

| Type
| Description

| address
| string

alDestination syslog\|splunk host to forward audit records to. This can be
an IP address (IPv4\|IPv6) or a hostname.



| facility
| string
a|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

| port

| integer

a|Destination Port. The default port depends on the protocol chosen:
For un-encrypted destinations the default port is 514.

For encrypted destinations the default port is 6514.

|protocol
| string
a|Log forwarding protocol

|verify server

|boolean
a|This is only applicable when the protocol is tcp encrypted. This

controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

.Example request
[3collapsible%closed]
[source, json, subs=+macros]

{

"address": "string",
"facility": "string",
"protocol": "string"
}
== Response

Status: 202, Accepted
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[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]

al

|num records
|integer
a|Number of records

| records
larray[link:#security audit log forward[security audit log forward]]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
by
"records": [
{
"address": "string",
"facility": "string",
"protocol": "string"
}
]
}
== Error
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Status: Default

ONTAP Error Response Codes

Error Code | Description

15661
The object specified could not be found

13114

Internal error

13115
Invalid input

4522285

Server verification cannot be enabled because it requires a protocol

with encryption. Encryption can be selected using the protocol field.

9240603

Cannot ping destination host. Verify connectivity to desired host or

skip the connectivity check with the -force parameter.

327698
Failed to create RPC client to destination host

9240609
Cannot connect to destination host.

9240604
Cannot resolve the destination host.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

a |
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.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string”
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#security audit log forward]
[.api-collapsible-fifth-title]
security audit log forward

[cols=3*,options=header]
| Type

| Description

| address

| string

alDestination syslog\|splunk host to forward audit records to. This can be
an IP address (IPv4\|IPv6) or a hostname.

| facility



| string
al|This is the standard Syslog Facility value that is used when sending
audit records to a remote server.

| port

| integer

a|Destination Port. The default port depends on the protocol chosen:
For un-encrypted destinations the default port is 514.

For encrypted destinations the default port is 6514.

|protocol
|string
a|Log forwarding protocol

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al
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[.api-collapsible-fifth-title]

_links
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[cols=3*,options=header]

| Type
| Description

| next
| link:#href[href]
al

| self
| link:#href[href]
a |l

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error



[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID£09e05dc3e584£fb6e0425104c7be3161]]
= Delete the remote syslog or splunk server information

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/audit/destinations/{address}/{port} #

Deletes remote syslog/splunk server information.

== Learn more
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xref:{relative path}security audit destinations endpoint overview.html [DOC
/security/audit/destinations]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| address
|string
| path

| True

al

| port

| integer
| path

| True

al

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

a |
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.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]
error arguments
[cols=3*,options=header]

| Type

| Description

| code

|string
a|Argument code

|message

block
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| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDc39396£948ba5£2075£15057897835e3] ]
= Retrieve the remote syslog or splunk server information
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[.api-doc-operation .api-doc-operation-get] #GET# [.api-doc-code-
block]# /security/audit/destinations/{address}/{port} #

Defines a remote syslog/splunk server for sending audit information to.

== Learn more

*

xref:{relative path}security audit destinations endpoint overview.html [DOC
/security/audit/destinations]

== Parameters

[cols=5*,options=header]
|

|Required
| Description

| address
| string
|path

| True

a|IP address of remote syslog/splunk server.

| port
|integer
| path
| True

al|Port number of remote syslog/splunk server.

| fields
|larray[string]

| query
| False
al|Specify the fields to return.
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== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| address

| string

a|Destination syslog\|splunk host to forward audit records to. This can be
an IP address (IPv4\|IPv6) or a hostname.

| facility
| string
a|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

| port

| integer

a|Destination Port. The default port depends on the protocol chosen:
For un-encrypted destinations the default port is 514.

For encrypted destinations the default port is 6514.

|protocol
| string

a|Log forwarding protocol

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.
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.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"address": "string",
"facility": "string",
"protocol": "string"
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[3collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments
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| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDfd6a6720abl2ecb5840flacad034c024]]
= Update the remote syslog or splunk server information

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/audit/destinations/{address}/{port} #

Updates remote syslog/splunk server information.

== Learn more

*

xref:{relative path}security audit destinations endpoint overview.html [DOC
/security/audit/destinations]
== Parameters

[cols=5*,options=header]

| Name
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| Type

| In
|Required

| Description

| address
| string
|path

| True

a|IP address of remote syslog/splunk server.

| port

| integer

|path

| True

al|Port number of remote syslog/splunk server.

== Request Body

[cols=3*,options=header]

| Type
| Description

| facility
| string
a|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.
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.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"facility": "string"

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type
| Description

| facility
| string
al|This is the standard Syslog Facility value that is used when sending

audit records to a remote server.

|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce

validation of remote server's certificate.

.Example response

[$collapsible%closed]
[source, json, subs=+macros]

{

"facility": "string"

Status: Default, Default

[cols=3*,options=header]

| Type
| Description

|error

| link:#error[error]
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.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#security audit log forward]
[.api-collapsible-fifth-title]
security audit log forward

[cols=3*,options=header]

| Name

| Type
| Description

| facility

| string

al|This is the standard Syslog Facility value that is used when sending
audit records to a remote server.
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|verify server

|boolean

a|This is only applicable when the protocol is tcp encrypted. This
controls whether the remote server's certificate is validated. Setting
"verify server" to "true" will enforce validation of remote server's
certificate. Setting "verify server" to "false" will not enforce
validation of remote server's certificate.

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]
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a|Message arguments

| code
|string
alError code

|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= View administrative audit logs

:leveloffset: +1

[[IDb709ba0cf243bf81390f8051b3cd78931] ]
= Security audit messages endpoint overview

== Qverview

These APIs return audit log records. The GET requests retrieves all audit
log records. An audit log record contains information such as timestamp,
node name, index and so on.

_I_
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== Example
=== Retrieving audit log records

The following example shows the audit log records.

# The API:
/api/security/audit/messages

# The call:
curl -X GET "https://<cluster-ip>/api/security/audit/messages"

# The response:

{

"records": [
{
"timestamp": "2019-03-08T11:03:32-05:00",
"node": {
"name": "nodel",
"uuid": "bc9af9da-41bb-11e9-a3db-005056bb27cft",
" links": {
"self": {
"href": "/api/cluster/nodes/bc%af9da-41bb-11e9-a3db-
005056bb27ct"

}
}

by
"index": 4294967299,

"application": "http",
"location": "172.21.16.89",
"user": "admin",
"input": "GET /api/security/audit/destinations/",
"state": "pending",
"scope": "cluster"
}
I
"num records": 1,
" links": {
"self": {

"href": "/api/security/audit/messages"
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[[ID6d4c92ccca’7727015d7b76£64e80c3b7] 1]

= Retrieve the administrative audit log viewer

[.api-doc-operation .api-doc-operation-get] #GET# [.api-doc-code-
block]# /security/audit/messages #

Retrieves the administrative audit log viewer.
== Learn more

* xref:{relative path}security audit messages endpoint overview.html [DOC
/security/audit/messages]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| index
| integer
| query
| False

al|Filter by index

| timestamp
| string

113



| query
| False
alFilter by timestamp

| state

| string

| query

| False

alFilter by state

| scope

|string

| query

| False

al|Filter by scope

|application

| string

| query

| False

al|Filter by application

|user

|string

| query

| False

al|Filter by user

| node.uuid

| string

| query

| False

al|Filter by node.uuid

| node .name

| string

| query

| False

a|Filter by node.name

114



| location

| string

| query

| False

alFilter by location

| session id

| string

| query

| False

a|Filter by session id

| command id

|string

| query

| False

alFilter by command id

|message

| string

|query

| False

al|Filter by message

| input
|string
| query
| False

alFilter by input

| svm.name

| string

| query

| False

al|Filter by svm.name

| fields
|larray[string]
| query

| False

al|Specify the fields to return.
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|max records
| integer

| query

| False

al|Limit the number of records returned.

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

| return records

|boolean

| query
| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response
Status: 200, Ok

[cols=3*,options=header]

| Type
| Description
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| _links
|link:# links[ links]
al

|num records
| integer
a|Number of records

| records
larray[link:#security audit log[security audit log]]
al

.Example response
[%collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"application": "string",
"command id": "string",
"index": O,
"input": "string",
"location": "string",
"message": "string",
"node": {
" links": {
"self": {

"href": "/api/resourcelink"
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}o
"name": "nodel",
"yulid": "1cd8ad442-86dl-11e0-aelc-123478563412"

Yy

"scope": "string",
"session id": "string",
"state": "string",
"svm": |
"name": "string"
by
"timestamp": "string",
"user": "string"
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",

"message": "string
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1,

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| next
| link:#href[href]
al
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| self
| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type

| Description

| self

| link:#href [href]
al

[#node]
[.api-collapsible-fifth-title]
node

Node where the audit message resides.

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]

al
| name
| string

al

|uuid
|string
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[#svm]
[.api-collapsible-fifth-title]

svim

This is the SVM through which the user connected.

[cols=3*,options=header]

| Type
| Description

| name
| string
al

[#security audit log]
[.api-collapsible-fifth-title]
security audit log

[cols=3*,options=header]

| Type
| Description

| _links
| link:# links[ links]
a

|application
|string
a|This identifies the "application" by which the request was processed.

| command id
|string
a|This is the command ID for this request.
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Each command received on a CLI session is assigned a command ID. This
enables you to correlate a request and response.

| index
|integer
alInternal index for accessing records with same time/node. This is a 64

bit unsigned value.

| input
|string
a|The request.

| location
|string
al|This identifies the location of the remote user. This is an IP address

or "console".

|message

|string

al|This is an optional field that might contain "error" or "additional
information" about the status of a command.

| node
| link: #node [node]
a|Node where the audit message resides.

| scope

| string

alSet to "svm" when the request is on a data SVM; otherwise set to
"cluster".

| session id

| string

a|This is the session ID on which the request is received. Each SSH
session is assigned a session ID.

Each http/ontapi/snmp request is assigned a unique session ID.

| state
|string
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al|State of of this request.

| svm
| link:#svm[svm]

a|This is the SVM through which the user connected.

| timestamp
| string
a|Log entry timestamp. Valid in URL

|user
| string

a|Username of the remote user.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
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[cols=3*,options=header]

| Name

| Type

| Description
|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage data SVM account information

:leveloffset: +1

[[ID9cb34ddeeblc3176d97£d61914191d06] ]
= Security authentication cluster ad-proxy endpoint overview
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== Qverview

This API configures data SVM account information at the Active Directory.
For Active Directory domain-based authentication for cluster accounts, a
data SVM must be configured and registered as a machine account at the
Active Directory. All authentication requests are proxied through this
SVM.

== Examples

=== Creating a data SVM proxy for domain-based authentication for cluster
accounts

# The API:
POST "/api/security/authentication/cluster/ad-proxy"

# The call:
curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/ad-
proxy" -d '"{"svm.uuid":"13£87d78-70c7-11e9-b722-0050568ec89f"}"'

=== Updating a data SVM proxy for domain-based authentication for cluster
accounts

# The API:
PATCH "/api/security/authentication/cluster/ad-proxy"

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/ad-
proxy" —-d "{"svm.uuid":"13£f87d78-70c7-11e9-b722-0050568ec89f"}"

=== Retrieving a data SVM proxy for domain-based authentication for
cluster accounts

# The API:
GET "/api/security/authentication/cluster/ad-proxy"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/authentication/cluster/ad-
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proxy"

# The response:

{

"svm": {
"yuid": "512eab7a-6bf9-11e9-a896-005056bb9cel",
"name": "vs2",
" links": {
"self": {
"href": "/api/svm/svms/512eab7a-6bf9-11e9-a896-005056bb9%cel"
}
}
b
" links": {
"self": {
"href": "/api/security/authentication/cluster/ad-proxy"

[[IDAd07af2b0c3874efe59663232fac0ddde] ]
= Delete a data SVM configured as a tunnel

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/authentication/cluster/ad-proxy #

Deletes the data SVM configured as a tunnel for Active Directory-based
authentication for cluster user accounts.

== Learn more

* xref:{relative path}security authentication cluster ad-

proxy endpoint overview.html[DOC /security/authentication/cluster/ad-

proxy]

== Response

Status: 200, Ok
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== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
%collapsible%closed]

[
//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]
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error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target

128



| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID1a8300fdc313560d44af686981b1388b] ]
= Retrieve SVM information configured as an Active Directory domain-tunnel

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/cluster/ad-proxy #

Retrieves SVM information configured as an Active Directory domain-tunnel.
== Learn more

* xref:{relative path}security authentication cluster ad-
proxy endpoint overview.html[DOC /security/authentication/cluster/ad-

proxy]

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type

| Description

| links

|link:# links[ links]

al

| svm

| link:#svm[svm]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink”
}
by
"svm": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "svml",
"uuid": "02c9e252-41be-11e9-81d5-00a0986138f7"
}
}
== Error

Status: Default, Error
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| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",
"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
%collapsible%closed]

[
//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description
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|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
a |l

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.
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[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code
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|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID911efd9c8d8b7eddf7bd8890be9£934c7] 1]
= Update a data SVM configured as a tunnel

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block] # /security/authentication/cluster/ad-proxy #

Updates the data SVM configured as a tunnel for Active Directory-based

authentication for cluster user accounts.
== Learn more

* xref:{relative path}security authentication cluster ad-
proxy endpoint overview.html [DOC /security/authentication/cluster/ad-

proxy]

== Parameters

[cols=5*,options=header]
|

|Required
| Description
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| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| svm

| link:#svm[svm]

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
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== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions
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[.api-def-first-level]
.See Definitions
%collapsible%closed]

[
//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Name
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| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#cluster ad proxy]
[.api-collapsible-fifth-title]

cluster ad proxy

The SVM configured as proxy for Active Directory authentication of cluster

accounts.

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| svm
| link:#svm[svm]

[#error arguments]
[.api-collapsible-fifth-title]
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error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
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| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDfdb40ad4aafae0f08£9e27851cf3fecd] ]
= Configure a data SVM as a proxy

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/authentication/cluster/ad-proxy #

Configures a data SVM as a proxy for Active Directory-based authentication

for cluster user accounts.
== Learn more

* xref:{relative path}security authentication cluster ad-
proxy endpoint overview.html[DOC /security/authentication/cluster/ad-

Proxy]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

| return records

|boolean

|query

| False

al|The default is false. If set to true, the records are returned.

140



== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| svm

| link:#svm[svm]

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

== Response
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Status: 201, Created
== Error
Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[%collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
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[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type
| Description

| self
| link:#href [href]

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]
al
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| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#cluster ad proxy]
[.api-collapsible-fifth-title]

cluster ad proxy

The SVM configured as proxy for Active Directory authentication of cluster

accounts.

[cols=3*,options=header]
| Type

| Description

| links

|link:4# links[ links]

al

| svm

| link:#svm[svm]

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]
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| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= Manage LDAP server configuration

:leveloffset: +1

[[ID82acd0blab5852c4653¢c47a07b514be07] ]
= Security authentication cluster LDAP endpoint overview

== Qverview

LDAP servers are used to centrally maintain user information. LDAP
configurations must be set up

to look up information stored in the LDAP directory on the external LDAP
servers. This API is used to retrieve and manage

cluster LDAP server configurations.

== Examples

=== Retrieving the cluster LDAP information

The cluster LDAP GET request retrieves the LDAP configuration of the
cluster.

The following example shows how a GET request is used to retrieve the
cluster LDAP information:

# The API:
/api/security/authentication/cluster/ldap

# The call:
curl -X GET "https://<mgmt-ip>/api/security/authentication/cluster/ldap"

-H "accept: application/hal+json"

# The response:
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{
"servers": [

"10.10.10.10",

"domainB.example.com"
I
"schema": "ad idmu",
"port": 389,
"min bind level": "anonymous",
"bind dn": "cn=Administrators,cn=users,dc=domainA,dc=example,dc=com",
"base dn": "dc=domainA,dc=example,dc=com",
"base scope": "subtree",
"use start tls": true,
"session security": "none",
" links": {

"self": {

"href": "/api/security/authentication/cluster/ldap"

=== Creating the cluster LDAP configuration

The cluster LDAP POST operation creates an LDAP configuration for the
cluster.

The following example shows how to issue a POST request with all of the
fields specified:

# The API:
/api/security/authentication/cluster/ldap

# The call:

curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/ldap"
-H "accept: application/hal+json”™ -H "Content-Type: application/json" -d
"{ \"servers\": [ \"10.10.10.10\"\, \"domainB.example.com\" ], \"schema\":
\"ad idmul\", \"port\": 389, \"min bind level\": \"anonymous\",

\"bind dn\": \"cn=Administrators,cn=users,dc=domainA,dc=example,dc=com\",
\"bind password\": \"abc\", \"base dn\": \"dc=domainA,dc=example,dc=com\",
\"base scope\": \"subtree\", \"use start tls\": false,

\"session security\": \"none\"}"

The following example shows how to issue a POST request with a number of
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optional fields not specified:

# The API:
/api/security/authentication/cluster/ldap

# The call:

curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/ldap"
-H "accept: application/hal+json" -H "Content-Type: application/json" -d
"{ \"port\": 389, \"bind dn\":

\"cn=Administrators, cn=users,dc=domainA, dc=example,dc=com\",

\"bind password\": \"abc\", \"base dn\": \"dc=domainA,dc=example,dc=com\",
\"session security\": \"none\"}"

=== Updating the cluster LDAP configuration

The cluster LDAP PATCH request updates the LDAP configuration of the
cluster.

The following example shows how a PATCH request is used to update the
cluster LDAP configuration:

# The API:
/api/security/authentication/cluster/ldap

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/ldap"
-H "accept: application/json" -H "Content-Type: application/json" -d "{
\"servers\": [ \"55.55.55.55\" ], \"schema\": \"ad idmu\", \"port\": 636,
\"use start tls\": false }"

=== Deleting the cluster LDAP configuration

The cluster LDAP DELETE request deletes the LDAP configuration of the
cluster.

The following example shows how a DELETE request is used to delete the

cluster LDAP configuration:

# The API:
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/api/security/authentication/cluster/ldap
# The call:
curl -X DELETE "https://<mgmt-

ip>/api/security/authentication/cluster/ldap" -H "accept:
application/hal+json"

[[ID5cd4b91e6dcc8e4637£4569c68369434] ]
= Delete the LDAP configuration for the cluster

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/authentication/cluster/ldap #

Deletes the LDAP configuration of the cluster.

== Learn more

*

xref:{relative path}security authentication cluster ldap endpoint overview
.html [DOC /security/authentication/cluster/ldap]

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error

| link:#error[error]
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.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

| string

a|Argument code
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|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID7e9d3751e150c2a4096889d41bl£fal38]]
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= Retrieve the LDAP configuration for the cluster

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/cluster/ldap #

Retrieves the cluster LDAP configuration.

== Learn more

*

xref:{relative path}security authentication cluster ldap endpoint overview
.html [DOC /security/authentication/cluster/ldap]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

|max records

| integer

| query

| False

alLimit the number of records returned.

| return records

|boolean

| query

| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
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When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier 1f either max records or the end of the collection is
reached.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

| fields
|larray[string]

| query
| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

|base dn
| string

a|Specifies the default base DN for all searches.

|base scope
| string

a|Specifies the default search scope for LDAP queries:

* base - search the named entry only

* onelevel - search all entries immediately below the DN
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* subtree - search the named DN entry and the entire subtree below the DN

|bind dn
| string
a|Specifies the user that binds to the LDAP servers.

Imin bind level
| string

al|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

| port
| integer
a|The port used to connect to the LDAP Servers.

| schema
| string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers
larray[string]
al

| session security

| string

al|Specifies the level of security to be used for LDAP communications:
* none - no signing or sealing

* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

|luse start tls
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|boolean
al|Specifies whether or not to use Start TLS over LDAP connections.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {

"self": {

"href": "/api/resourcelink"

}
by
"base dn": "string",
"base scope": "string",
"bind dn": "string",
"min bind level": "string",
"port": 389,
"schema": "string",
"servers": [

"string"

1,

"session security

"string"

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error

| link:#error[error]
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.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]

156



_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description
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| arguments
larray[link:#error arguments[error arguments]]
a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID82c8da68a04feeb35fdb2115db0792call
= Update the LDAP configuration for the cluster

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/authentication/cluster/ldap #

Both mandatory and optional parameters of the LDAP configuration can be
updated.

IPv6 must be enabled if IPv6 family addresses are specified. Configuring
more than one LDAP server is recommended to avoid a single point of
failure. Both FQDNs and IP addresses are supported for the “servers’
property.

The LDAP servers are validated as part of this operation. LDAP validation
fails in the following scenarios:

The server does not have LDAP installed.
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The server 1s invalid.

The server 1is unreachable.

== Learn more

*

xref:{relative path}security authentication cluster ldap endpoint overview

.html [DOC /security/authentication/cluster/ldap]

== Parameters

[cols=5*,options=header]
|

|Required
| Description

| return records

|boolean

| query

| False

a|The default i1s false. If set

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

|base dn
| string
a|Specifies the default base DN

to true, the records are returned.

for all searches.

159



|base scope
|string
a|Specifies the default search scope for LDAP queries:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
|bind dn

| string

al|Specifies the user that binds to the LDAP servers.

|bind password
|string
a|Specifies the bind password for the LDAP servers.

Imin bind level
|string
a|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

| port
| integer
a|The port used to connect to the LDAP Servers.

| schema
|string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers

|larray[string]
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al

| session security
| string

al|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

|luse start tls
|boolean

a|Specifies whether or not to use Start TLS over LDAP connections.

.Example request
[$collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"base dn": "string",
"base scope": "string",
"bind dn": "string",
"bind password": "string",
"min bind level": "string",
"port": 389,
"schema": "string",
"servers": |
"string"
I
"session security": "string"
}
== Response

Status: 200, Ok
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== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 4915203
| The specified LDAP schema does not exist.

| 4915208
| The specified LDAP servers contain duplicate server entries.

| 4915229
| DNS resolution failed due to an internal error. Contact technical

support if this issue persists.

| 4915231
| DNS resolution failed for one or more of the specified LDAP servers.

Verify that a valid DNS server is configured.

| 23724132
| DNS resolution failed for all the specified LDAP servers. Verify that a

valid DNS server is configured.

| 4915234
| Specified LDAP server is not supported because it is one of the

following: multicast, loopback, 0.0.0.0, or broadcast.

| 4915248
| LDAP servers cannot be empty or "-". Specified FQDN is not valid because
it is empty or "-" or it contains either special characters or "-" at the

start or end of the domain.

| 4915251
| STARTTLS and LDAPS cannot be used together

| 4915257
| The LDAP configuration is not valid. Verify that the Distinguished Names

and bind password are correct.

| 4915258
| The LDAP configuration is not valid. Verify that the servers are
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reachable and that the network configuration is correct.

| 23724130
| Cannot use an IPv6 name server address because there are no IPvo6

interfaces.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string”

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
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[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]
_links
[cols=3*,options=header]

| Type

| Description

| self
| link:#href[href]

[#cluster ldap]
[.api-collapsible-fifth-title]
cluster ldap
[cols=3*,options=header]

| Type

| Description

| links
|link:4# links[ links]
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al

|Ibase dn
| string
a|Specifies the default base DN for all searches.

|Ibase scope
| string
al|Specifies the default search scope for LDAP queries:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
|bind dn

| string

a|Specifies the user that binds to the LDAP servers.

|bind password
| string
a|Specifies the bind password for the LDAP servers.

Imin bind level
| string
al|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

| port
| integer

a|The port used to connect to the LDAP Servers.

| schema
| string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX
* MS-AD-BIS - Active Directory Identity Management for UNIX
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* RFC-2307 - Schema based on RFC 2307
* Custom schema

| servers
|larray[string]

al

| session security
| string
a|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

|luse start tls
|boolean
a|Specifies whether or not to use Start TLS over LDAP connections.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

| string

a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string
alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDAf8674c9c4703%9aa645cac0d33fa809f] ]
= Create the LDAP configuration for the cluster

[.api-doc-operation .api-doc-operation-post]#POST#

block]# /security/authentication/cluster/ldap #

[.api-doc-code-

167



A cluster can have only one LDAP configuration. IPv6 must be enabled if
IPv6 family addresses are specified.

== Required properties

* “servers - List of LDAP servers used for this client configuration.
* "bind dn® - Specifies the user that binds to the LDAP servers.
* 'base dn' - Specifies the default base DN for all searches.

== Recommended optional properties

* “schema’ - Schema template name.

* “port’ - Port used to connect to the LDAP Servers.

* "min bind level® - Minimum bind authentication level.

* “bind password® - Specifies the bind password for the LDAP servers.

* "base scope’ - Specifies the default search scope for LDAP queries.

* "use start tls® - Specifies whether or not to use Start TLS over LDAP
connections.

* “session security’ - Specifies the level of security to be used for LDAP
communications.

== Default property values

* “schema’ - RFC-2307

* ‘port® - 389

* "min bind level® - simple
* 'base scope’ - subtree

* ‘use start tls® - false

* “session security’ - none

Configuring more than one LDAP server is recommended to avoid a single
point of failure. Both FQDNs and IP addresses are supported for the
‘servers  property.

The LDAP servers are validated as part of this operation. LDAP validation

fails in the following scenarios:

The server does not have LDAP installed.
The server 1s invalid.

The server 1is unreachable.

== Learn more

*

xref:{relative path}security authentication cluster ldap endpoint overview
.html [DOC /security/authentication/cluster/ldap]

168



== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]

al

|base dn
| string
a|Specifies the default base DN for all searches.

|Ibase scope
| string

a|Specifies the default search scope for LDAP queries:

* base - search the named entry only
* onelevel - search all entries immediately below the DN
* subtree - search the named DN entry and the entire subtree below the DN
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|bind dn
| string
a|Specifies the user that binds to the LDAP servers.

lbind password
| string

a|Specifies the bind password for the LDAP servers.

Imin bind level
| string
al|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind
* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind

| port
| integer

a|The port used to connect to the LDAP Servers.

| schema
| string

a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers
|larray[string]
al

| session security
|string
a|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing

* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic
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|luse start tls
|boolean
a|Specifies whether or not to use Start TLS over LDAP connections.

.Example request
[$collapsible%closed]

[source, json, subs=tmacros]

{

" links": {

"self": {

"href": "/api/resourcelink"

}
by
"base dn": "string",
"base scope": "string",
"bind dn": "string",
"bind password": "string",
"min bind level": "string",
"port": 389,
"schema": "string",
"servers": [

"string"

1,

"session security

"string"

== Response

Status: 201, Created

[cols=3*,options=header]

| Name

| Type
| Description

| links

| link:# links[ links]
a |
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|num records
| integer
a|Number of LDAP records.

| records
larray[link:#1ldap service[ldap service]]
al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"next": {
"href": "/api/resourcelink”
by
"self": {

"href": "/api/resourcelink"

by

"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"

by

"ad domain": "string",

"base dn": "string",

"base scope": "string",

"bind dn": "string",

"bind password": "string",

"min bind level": "string",

"port": 389,

"preferred ad servers": [
"string"

1,

"schema": "string",

"servers": [

"string"
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1,

"session security": "string",

"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
bo
"name": "svml",

"uuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 4915203
| The specified LDAP schema does not exist.

| 4915207
| The specified LDAP servers contain duplicate server entries.

| 4915229
| DNS resolution failed due to an internal error. Contact technical

support if this issue persists.

| 4915231
| DNS resolution failed for one or more of the specified LDAP servers.

Verify that a valid DNS server is configured.

| 23724132
| DNS resolution failed for all the specified LDAP servers. Verify that a

valid DNS server is configured.
| 4915234

| The specified LDAP server is not supported because it is one of the
following: multicast, loopback, 0.0.0.0, or broadcast.
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| 4915248

| LDAP servers cannot be empty or "-". Specified FQDN is invalid because

it is empty or "-" or it contains either special characters or "-" at the
start or end of the domain.

| 4915251
| STARTTLS and LDAPS cannot be used together.

| 4915257

| The LDAP configuration is invalid. Verify that bind-dn and bind password
are correct.

| 4915258

| The LDAP configuration is invalid. Verify that the servers are reachable
and that the network configuration is correct.

| 23724130

| Cannot use an IPv6 name server address because there are no IPv6
interfaces.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]
al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
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1,

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]
al
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[#cluster ldap]
[.api-collapsible-fifth-title]
cluster ldap

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

|base dn
| string
a|Specifies the default base DN for all searches.

|base scope
| string
a|Specifies the default search scope for LDAP queries:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
|bind dn

|string

a|Specifies the user that binds to the LDAP servers.

|bind password
| string
a|Specifies the bind password for the LDAP servers.

Imin bind level
|string

al|The minimum bind authentication level. Possible values are:

* anonymous - anonymous bind

* simple - simple bind

176



* sasl - Simple Authentication and Security Layer (SASL) bind

| port
| integer
a|The port used to connect to the LDAP Servers.

| schema
| string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers
|larray[string]
al

| session security

|string

al|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

|luse start tls
|boolean
a|Specifies whether or not to use Start TLS over LDAP connections.

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
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| Type
| Description

| next
| link:#href [href]
al

| self
| link:#href[href]

al

[#svm]
[.api-collapsible-fifth-title]

svim

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
|string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#1dap service]
[.api-collapsible-fifth-title]
ldap service

[cols=3*,options=header]
|
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| Name

| Type
| Description

| links
|link:4# links[ links]
al

|ad domain

| string

a|This parameter specifies the name of the Active Directory domain
used to discover LDAP servers for use by this client.

This is mutually exclusive with “servers® during POST and PATCH.

|base dn
|string
a|Specifies the default base DN for all searches.

|base scope
|string
a|Specifies the default search scope for LDAP queries:

* base - search the named entry only

* onelevel - search all entries immediately below the DN

* subtree - search the named DN entry and the entire subtree below the DN
|bind dn

| string

al|Specifies the user that binds to the LDAP servers.

|bind password
| string
a|Specifies the bind password for the LDAP servers.

Imin bind level
|string

al|The minimum bind authentication level. Possible values are:
* anonymous - anonymous bind

* simple - simple bind
* sasl - Simple Authentication and Security Layer (SASL) bind
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| port
| integer
a|The port used to connect to the LDAP Servers.

|preferred ad servers
|larray[string]
a|

| schema
| string
a|The name of the schema template used by the SVM.

* AD-IDMU - Active Directory Identity Management for UNIX

* AD-SFU - Active Directory Services for UNIX

* MS-AD-BIS - Active Directory Identity Management for UNIX
* RFC-2307 - Schema based on RFC 2307

* Custom schema

| servers
|larray[string]
a |

| session security
|string
al|Specifies the level of security to be used for LDAP communications:

* none - no signing or sealing
* sign - sign LDAP traffic
* seal - seal and sign LDAP traffic

| svm
| link:#svm[svm]
al

|luse start tls
|boolean
a|Specifies whether or not to use Start TLS over LDAP connections.

[#error arguments]
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[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string

a|Error code

|message
|string
alError message
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| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage NIS configuration

:leveloffset: +1

[[IDA037a7d15e812a84836646799740e707] ]
= Security authentication cluster NIS endpoint overview

== QOverview

NIS servers are used to authenticate user and client computers. NIS domain
name and NIS server information is required to configure NIS. This API
retrieves and manages NIS server configurations.

== Examples

=== Retrieving cluster NIS information

The cluster NIS GET request retrieves the NIS configuration of the
cluster.

The following example shows how a GET request is used to retrieve the
cluster NIS configuration:

# The API:
/security/authentication/cluster/nis
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# The call:
curl -X GET "https://<mgmt-ip>/api/security/authentication/cluster/nis" -H
"accept: application/hal+json"

# The response:
{
"domain": "domainA.example.com",
"servers": [
"10.10.10.10",
"example.com"

]

"bound servers": [
"10.10.10.10"

=== Creating the cluster NIS configuration

The cluster NIS POST request creates a NIS configuration for the cluster.

The following example shows how a POST request is used to create a cluster
NIS configuration:

# The API:
/security/authentication/cluster/nis

# The call:

curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/nis"
-H "accept: application/json" -H "Content-Type: application/json" -d "{
\"domain\": \"domainA.example.com\", \"servers\": [

\"10.10.10.10\", \"example.com\" ]}"

=== Updating the cluster NIS configuration

The cluster NIS PATCH request updates the NIS configuration of the
cluster.

The following example shows how to update the domain:

# The API:
/security/authentication/cluster/nis
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# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/nis"
-H "accept: application/json™ -H "Content-Type: application/json" -d "{
\"domain\": \"domainC.example.com\", \"servers\": [ \"13.13.13.13\" ]}1"

The following example shows how to update the server:

# The API:
/security/authentication/cluster/nis

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/nis"
-H "accept: application/json"™ -H "Content-Type: application/json" -d "{
\"servers\": [ \"14.14.14.14\"™ 1}"

== Deleting the cluster NIS configuration

The cluster NIS DELETE request deletes the NIS configuration of the
cluster.

The following example shows how a DELETE request is used to delete the
cluster NIS configuration:

# The API:

/security/authentication/cluster/nis

# The call:
curl -X DELETE "https://<mgmt-ip>/api/security/authentication/cluster/nis"
-H "accept: application/hal+json"

[[ID3d3e2d7760b560033bb6959f670b785c9c] ]
= Delete the NIS configuration for the cluster
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[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block] # /security/authentication/cluster/nis #

Deletes the NIS configuration of the cluster. NIS can be removed as a
source from ns-switch if NIS is not used for lookups.

== Learn more

*

xref:{relative path}security authentication cluster nis endpoint overview.
html [DOC /security/authentication/cluster/nis]

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]
al

.Example error
[3collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [

{

"code": "string",
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"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions
[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name
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| Type
| Description

|arguments
larray[link:#error arguments[error arguments]]
a|Message arguments

| code
| string
alError code

|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDc2281823e110e55a6bc7e99e3ab8559017 ]
= Retrieve the NIS configuration for the cluster

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/cluster/nis #

Retrieves the NIS configuration of the cluster. Both NIS domain and

servers are displayed by default.

The "bound servers property indicates the successfully bound NIS servers.

== Learn more

*

xref:{relative path}security authentication cluster nis endpoint overview.
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html [DOC /security/authentication/cluster/nis]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

|max records
| integer

| query

| False

alLimit the number of records returned.

| return records
|boolean

| query

| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

|return timeout

| integer

|query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

|order by

|larray[string]

| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.
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| fields

|larray[string]

| query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

|bound servers
|larray[string]

al

| domain
| string
a|The NIS domain to which this configuration belongs.

| servers

|larray[string]

alA list of hostnames or IP addresses of NIS servers used
by the NIS domain configuration.

.Example response

[$collapsible%closed]
[source, json, subs=+macros]

{

" links": {
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"self": {
"href": "/api/resourcelink"

}I

"bound servers": |
"string"

]I

"domain": "string",

"servers": [

"string"

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",
"message": "string"

1,
"Code": "4",

"message": "entry doesn't exist",
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"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]

[#error arguments]

block
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[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string

a|Error code

|message
|string
alError message
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| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID0779532901780d69%9a767b02d0ea6f720]]
= Update the NIS configuration for the cluster

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/authentication/cluster/nis #

Both NIS domain and servers can be updated. Domains and servers cannot be
empty. Both FQDNs and IP addresses are supported for the 'servers' field.
If the domain is updated, NIS servers must also be specified. IPv6 must be
enabled if IPv6 family addresses are specified for the “servers  property.

== Learn more

*

xref:{relative path}security authentication cluster nis endpoint overview.

html [DOC /security/authentication/cluster/nis]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| return records

|boolean
|query
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| False
a|The default is false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

|bound servers
|larray[string]
al

| domain
|string
a|The NIS domain to which this configuration belongs.

| servers

|larray[string]

alA list of hostnames or IP addresses of NIS servers used
by the NIS domain configuration.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"

by
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"bound servers": [
"string"

I

"domain": "string",

"servers": [
"string"

== Response
Status: 200, Ok

== Error
Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 1966253
| IPv6 is not enabled in the cluster

| 3276964
| The NIS domain name or NIS server domain is too long. The maximum

supported for domain name is 64 characters and the maximum supported for

NIS server domain is 255 characters.

| 3276933
| A maximum of 10 NIS servers can be configured per SVM.

| 23724109
| DNS resolution failed for one or more specified servers.

| 23724112
| DNS resolution failed due to an internal error. Contact technical

support if this issue persists.

| 23724132
| DNS resolution failed for all the specified servers.

| 23724130
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| Cannot use an IPv6 name server address because there are no IPv6
interfaces

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

a |

.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
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href

[cols=3*,options=header]

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#cluster nis service]
[.api-collapsible-fifth-title]

cluster nis service

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]

al

|bound servers
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|larray[string]
a |

| domain
|string
a|The NIS domain to which this configuration belongs.

| servers

|larray[string]

alA list of hostnames or IP addresses of NIS servers used
by the NIS domain configuration.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name
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| Type
| Description

|arguments
larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDa0a8blfc9021££21a89bd95bc50ed64b] ]
= Create the NIS configuration for the cluster

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/authentication/cluster/nis #

The cluster can have one NIS server configuration. Specify the NIS domain
and NIS servers as input. Domain name and servers fields cannot be empty.
Both FQDNs and IP addresses are supported for the “server property. IPv6
must be enabled if IPv6 family addresses are specified in the “server’
property. A maximum of ten NIS servers are supported.

== Required properties
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* “domain® - NIS domain to which this configuration belongs.
* “servers - List of hostnames or IP addresses of NIS servers used by the
NIS domain configuration.

== Learn more

*

xref:{relative path}security authentication cluster nis endpoint overview.
html [DOC /security/authentication/cluster/nis]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| return records

|boolean

| query
| False
al|The default is false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

|bound servers

|larray[string]
al
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| domain

|string

a|The NIS domain to which this configuration belongs.

| servers

|larray[string]

alA list of hostnames or IP addresses of NIS servers used

by the NIS domain configuration.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"

by

"bound servers": [
"string"

1,

"domain": "string",

"servers": [

"string"

== Response

Status: 201, Created

[cols=3*,options=header]

| Name

| Type
| Description

| links
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|link:# links[ links]
a |

|num records
| integer
a|Number of NIS domain records.

| records

larray[link:#cluster nis service[cluster nis service]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"

}I

"bound servers": |
"string"

]I

"domain": "string",

"servers": |

"string"
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== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 1966253
| IPv6 1s not enabled in the cluster.

| 3276964

| The NIS domain name or NIS server domain is too long. The maximum
supported for domain name is 64 characters and the maximum supported for
NIS server domain is 255 characters.

| 3276933
| A maximum of 10 NIS servers can be configured per SVM.

| 23724109
| DNS resolution failed for one or more specified servers.

| 23724112
| DNS resolution failed due to an internal error. Contact technical

support if this issue persists.

| 23724132
| DNS resolution failed for all the specified servers.

| 23724130
| Cannot use an IPv6 name server address because there are no IPv6

interfaces.

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

a |
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.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href
| string
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#cluster nis service]
[.api-collapsible-fifth-title]

cluster nis service

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a

|bound servers
|larray[string]
al

| domain
| string
a|The NIS domain to which this configuration belongs.

| servers

|larray[string]

alA list of hostnames or IP addresses of NIS servers used
by the NIS domain configuration.
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| next
| link:#href[href]
al

| self
| link:#href [href]
a

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

| string
a|Argument code

|message
| string
a|Message argument

[#error]
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[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage SAML service

:leveloffset: +1

[[ID1£f9c9%abb6c39c7320c4£34d14991a39f]1]
= Security authentication cluster saml-sp endpoint overview
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== Qverview

This API is used to retrieve and display relevant information pertaining
to the SAML service provider configuration in the cluster. The POST
request creates a SAML service provider configuration if there is none
present. The DELETE request removes the SAML service provider
configuration. The PATCH request enables and disables SAML in the
cluster. Various responses are shown in the examples below.

+

== Examples

=== Retrieving the SAML service provider configuration in the cluster

The following output shows the SAML service provider configuration in the
cluster.
_I_

# The API:
/api/security/authentication/cluster/saml-sp

# The call:
curl -X GET "https://<mgmt-ip>/api/security/authentication/cluster/saml-
sp" -H "accept: application/hal+json"

# The response:

{

"idp uri": "https://examplelab.customer.com/idp/Metadata",
"enabled": true,
"host": "172.21.74.181",
"certificate": {

"ca": "clusterl",

"serial number": "156F10C3EB4C51C1l",

"common name": "clusterl"
b
" links": {

"self": {

"href": "/api/security/authentication/cluster/saml-sp"
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=== Creating the SAML service provider configuration

The following output shows how to create a SAML service provider
configuration in the cluster.
_I_

LI |

# The API:
/api/security/authentication/cluster/saml-sp

# The call:

curl -X POST "https://<mgmt-ip>/api/security/authentication/cluster/saml-
sp?return records=true" -H "accept: application/hal+json" -d '{ "idp uri":
"https://examplelab.customer.com/idp/Metadata™, "host": "172.21.74.181",
"certificate": { "ca": "clusterl", "serial number": "156F10C3EB4C51C1" }}'

=== Updating the SAML service provider configuration

The following output shows how to enable a SAML service provider
configuration in the cluster.

Disabling the configuration requires the client to be authenticated
through SAML prior to performing the operation.
_I_

# The API:
/api/security/authentication/cluster/saml-sp

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/authentication/cluster/saml-
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sp/" -d '{ "enabled": true }'

=== Deleting the SAML service provider configuration

# The API:
/api/security/authentication/cluster/saml-sp

# The call:

curl -X DELETE "https://<mgmt-
ip>/api/security/authentication/cluster/saml-sp/"

[[ID050c101e28169c0d6ad4a56974a521b9f]]
= Delete a SAML service provider configuration

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/authentication/cluster/saml-sp #

Deletes a SAML service provider configuration.
== Learn more

* xref:{relative path}security authentication cluster saml-
sp_endpoint overview.html[DOC /security/authentication/cluster/saml-sp]

== Response

Status: 200, Ok
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== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 12320803
| SAML must be disabled before the configuration can be removed.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments
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| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID£823a24206aa53853ae7b560df5754£6] ]
= Retrieve a SAML service provider configuration

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/cluster/saml-sp #

Retrieves a SAML service provider configuration.
== Learn more

* xref:{relative path}security authentication cluster saml-

sp_endpoint overview.html[DOC /security/authentication/cluster/saml-sp]

== Parameters

[cols=5*,options=header]

| Name

| Type
| In
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|Required

| Description

|max records
| integer

| query

| False

alLimit the number of records returned.

| return records
|boolean

|query

| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

|certificate.common name
| string

| query

| False

alFilter by certificate.common name

|certificate.serial number
|string

| query

| False
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a|Filter by certificate.serial number

|certificate.ca
|string

| query

| False

al|Filter by certificate.ca

|idp uri

| string

| query

| False

al|Filter by idp uri

|enabled

|boolean

| query

| False

al|Filter by enabled

|host
| string

| query
| False
al|Filter by host

| fields
|larray[string]

| query
| False
al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name
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| Type
| Description

| links
|link:# links[ links]
al

|certificate
| link:#certificate[certificate]

al

|enabled

|boolean

a|The SAML service provider is enabled. Valid for PATCH and GET
operations only.

|host
|string
a|The SAML service provider host.

|idp uri

|string

a|The identity provider (IdP) metadata location. Required for POST
operations.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"self": {
"href": "/api/resourcelink"

b
"certificate": {

"ca": "string",

"common name": "clusterl",

"serial number": "1506B24A94F566BA"
b

"host": "string",
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"idp uri": "https://idp.example.com/FederationMetadata/2007-
06/FederationMetadata.xml"

—

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions
[%collapsible%closed]
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//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#certificate]
[.api-collapsible-fifth-title]
certificate
[cols=3*,options=header]

| Type

| Description

| ca
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| string
al|Server certificate issuing certificate authority (CA). This cannot be
used with the server certificate common name.

| common name
| string
alServer certificate common name. This cannot be used with the

certificate authority (CA) or serial number.

|serial number

|string

alServer certificate serial number. This cannot be used with the server
certificate common name.

[#error arguments]
[.api-collapsible-fifth-title]
error_ arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error
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[cols=3*,options=header]

| Name

| Type

| Description
|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID9a083c2595524c6008c14e0cb5££2023]]
= Update a SAML service provider configuration

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/authentication/cluster/saml-sp #

Updates a SAML service provider configuration.
== Learn more

* xref:{relative path}security authentication cluster saml-
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sp_endpoint overview.html[DOC /security/authentication/cluster/saml-sp]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
|boolean

| query

| False

al|The default is false. If set to true,

== Request Body

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a

|enabled
|boolean

a|The SAML service provider is enabled.

operations only.

.Example request
[$collapsible%closed]

the records are returned.

Valid for PATCH and GET
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[source, json, subs=+macros]
{
" links": {
"self": {

"href": "/api/resourcelink"

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 12320791
| SAML can only be disabled

application.

[cols=3*,options=header]

| Name

| Type

| Description
|error

| link:#error[error]

al

.Example error
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[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[(# links]
[.api-collapsible-fifth-title]
_links
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[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href[href]

[#certificate]
[.api-collapsible-fifth-title]
certificate
[#security saml sp]
[.api-collapsible-fifth-title]
security saml sp

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

|enabled

|boolean

a|The SAML service provider is enabled. Valid for PATCH and GET
operations only.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]
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| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[ID44e4755a3a5f3e4637a7a34d0£5£f0fce] ]
= Create a SAML service provider configuration

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/authentication/cluster/saml-sp #

Creates a SAML service provider configuration. Note that "common name" is
mutually exclusive with "serial number" and "ca" in POST. SAML will
initially be disabled, requiring a patch to set "enabled" to "true", so
that the user has time to complete the setup of the IdP.

== Required properties

*

“idp uri®

Optional properties

* “certificate’
* “enabled’
* “host’

== Learn more

* xref:{relative path}security authentication cluster saml-
sp_endpoint overview.html[DOC /security/authentication/cluster/saml-sp]

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In
|Required

| Description

|return timeout
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| integer
|query

| False

a|The number
When doing a
default is O
started, the
with a link to the job.
or DELETE operations,

POST, PATCH,
seconds.

If a non-zero value is specified for POST,
ONTAP waits that length of time to see if the job

of seconds to allow the call to execute before returning.
or DELETE operation on a single record, the
This means that if an asynchronous operation is
server immediately returns HTTP code 202

(Accepted) along

PATCH

completes so it can return something other than 202.

* Default wvalue: 1

| return records
|boolean

| query
| False
a|The default is false.

* Default value: 1

|verify metadata server
|boolean

| query

| False

al|Verify IdP metadata server
* Default value: 1

== Request Body

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

If set to true,

identity.

the records are returned.

14
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|certificate
| link:#certificate[certificate]

al

|host
|string
a|The SAML service provider host.

|idp uri
| string

a|The identity provider (IdP) metadata location.

operations.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"certificate": {
"ca": "string",
"common name": "clusterl",
"serial number": "1506B24A94F566BA"

by
"enabled": null,

"host": "string",

Required for POST

"idp uri": "https://idp.example.com/FederationMetadata/2007-

06/FederationMetadata.xml"

== Response

Status: 202, Accepted
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[cols=3*,options=header]

| Type
| Description

| job
|link:#job link[job link]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"Job": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"uuid": "string"
}
}
== Error

Status: Default

ONTAP Error Response Codes

Error Code | Description

| 12320789
| Failed to download data file from specified URI.

| 12320794
| The host parameter provided must be the cluster management interface's
IP address. If the cluster management interface is not available, the

node management interface's IP address must be used.
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| 12320795
| A valid cluster or node management interface IP address must be
provided.

| 12320805
| The certificate information provided does not match any installed
certificates.

| 12320806

| The certificate information entered does not match any installed
certificates.

| 12320814
| An invalid IDP URI has been entered.

| 12320815
| An IDP URI must be an HTTPS or FTPS URI.

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]
al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"

230



"Code": "4",

"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions
[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

block
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[#certificate]
[.api-collapsible-fifth-title]
certificate

[cols=3*,options=header]

| Name

| Type
| Description

| ca

| string

al|Server certificate issuing certificate authority (CA). This cannot be
used with the server certificate common name.

| common name

|string

al|Server certificate common name. This cannot be used with the
certificate authority (CA) or serial number.

|serial number
|string
alServer certificate serial number. This cannot be used with the server

certificate common name.

[#security saml sp]
[.api-collapsible-fifth-title]
security saml sp

[cols=3*,options=header]

| Name

| Type

| Description

| links

| link:4# links[ links]

al

|certificate
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| link:#certificate[certificate]
a |

|host
|string
a|The SAML service provider host.

|idp uri

| string

a|The identity provider (IdP) metadata location. Required for POST
operations.

[#job link]
[.api-collapsible-fifth-title]
job link

[cols=3*,options=header]

| Type
| Description

| _links
| link:# links[ links]
al

|uuid

|string

a|The UUID of the asynchronous job that is triggered by a POST, PATCH, or
DELETE operation.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]
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| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= Update the user account password

:leveloffset: +1

[[ID096b3acd708cd5cab511e3e9059521e31]]
= Security authentication password endpoint overview

== QOverview
This API changes the password for a local user account.

Only cluster administrators with the "admin" role can change the
password for other cluster or SVM user accounts. If you are not a cluster

administrator, you can only change your own password.
== Examples

=== Changing the password of another cluster or SVM user account by a
cluster administrator

Specify the user account name and the new password in the body of the POST
request. The owner.uuid or owner.name are not required to be specified for

a cluster-scoped user account.

For an SVM-scoped account, along with new password and user account name,
specify either the SVM name as the owner.name or SVM uuid as the
owner.uuid in the body of the POST request. These indicate the SVM for
which the user account is created and can be obtained from the response
body of a GET request performed on the /api/svm/svms_ API.

# The API:

POST "/api/security/authentication/password"
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# The call to change the password of another cluster user:
curl -X POST "https://<mgmt-ip>/api/security/authentication/password" -d
"{"name":"cluster userl","password":"hello@1234"}"

# The call to change the password of another SVM user:
curl -X POST "https://<mgmt-ip>/api/security/authentication/password" -d

'"{"owner.name":"svml", "name" :"svm userl", "password":"hello@1234"}"

=== Changing the password of an SVM-scoped user

NOTE: The IP address in the URI must be same as one of the interfaces
owned by the SVM.

# The API:
POST "/api/security/authentication/password"

# The call:
curl -X POST "https://<SVM-ip>/api/security/authentication/password" -d
"{"name":"svm userl", "password":"newl@1234"}"

[ [IDfbbb34b8b09%e4d4bc5£f84af399e51356] ]
= Update the user account password

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/authentication/password #

Updates the password for a user account.

== Required parameters

* "name - User account name.

* ‘password - New password for the user account.

== Optional parameters
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* “owner.name  or ~owner.uuid® - Name or UUID of the SVM for an SVM-scoped

user account.

== Related ONTAP commands

* “security login password’
== Learn more

*

xref:{relative path}security authentication password endpoint overview.htm
1[DOC /security/authentication/password]

* xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
|boolean

| query
| False
al|The default is false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Type
| Description

| name
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| string
a|The user account name whose password is being modified.

| owner

| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the user account.
field is optional and valid only when a cluster administrator is executing
the API to uniquely identify the account whose password is being modified.
field is not required to be specified for SVM user accounts

This

The "owner"
trying to modify their password.

| password
| string
a|The password string

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{
"name": "string",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",
"uuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by

"password": "string"

== Response

Status: 201, Created

== Error
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Status: Default

ONTAP Error Response Codes

Error Code | Description

7077918

The password cannot contain the username.

7077919
The minimum length for new password does not meet the policy.

7077920
The new password must have both letters and numbers.

7077921
The minimum number of special characters required do not meet the

policy.

7077924
The new password must be different than last N passwords.

7077925
The new password must be different to the old password.

7077940
The password exceeds maximum supported length.

7077941

Defined password composition exceeds the maximum password length of 128

characters.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

a |
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.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string”
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href
| string
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the user account. This field
is optional and valid only when a cluster administrator is executing the
APTI to uniquely identify the account whose password is being modified. The
"owner" field is not required to be specified for SVM user accounts trying
to modify their password.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

241



[#account password]
[.api-collapsible-fifth-title]

account password

The password object

[cols=3*,options=header]

| Name

| Type
| Description

| name
|string
a|The user account name whose password is being modified.

| owner

| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the user account. This
field is optional and valid only when a cluster administrator is executing
the API to uniquely identify the account whose password is being modified.
The "owner" field is not required to be specified for SVM user accounts
trying to modify their password.

| password
|string
a|The password string

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]
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| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= Manage authentication keys (for admins)

:leveloffset: +1

[[ID20£0d3106b772934cb8062415b795570] ]
= Security authentication publickeys endpoint overview

== Qverview

This API configures the public keys for user accounts.

For secure shell (SSH) access, public-private key pair based
authentication is possible by associating the public key with a user
account.

Prerequisites:

You must have generated the SSH key.

You must be a cluster or SVM administrator to perform the user's public
key.

== Examples

=== Creating a public key for cluster-scoped user accounts

Specify the user account name, public key, index, and comment in the body
of the POST request. The owner.uuid or owner.name are not required for a

cluster-scoped user account.

# The API:
POST "/api/security/authentication/publickey"

# The call

curl -k https://<mgmt-ip>/api/security/authentication/publickeys --request
POST --data '{ "account": "pubuser2","comment": "Cserver-
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Creation","index": 0, "public key": "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDWITerk2xXi3Lkrgrm6Q67aNmNDNKgpezwz 1l 9Ap+DxtM
xmocHC52CuwEcJjIUel21uAiOmyscadmC5Y0BzSnYuwcJI3/82kconFUwtKOh6QUTGqbcOvb4MZ
39yTIi1iiItCObWTot3msJIYfZB+dgcCxMZ+0bl 9YWZXrWMWP6XDJw/ai/EfWTZHC7e8Xelmfp+COc
GMh1xRvgfeGjhZqU85DBfdGD5Tu/67vD13Q+817Jf81BxgrEFigirnkWNX5dj+jkM1EVC3s6dY
CciJINBEiMxNkSFGTnkG74S61pvZNFD6mSznV/28h13zSjwiWiuacsP3BelydeG8nEcCCRNSAp7vMd
vda" !

=== Creating a public key for SVM-scoped user accounts

For a SVM-scoped account, specify either the SVM name as the owner.name or
the SVM UUID as the owner.uuid along with other parameters for the user
account. These parameters indicate the SVM that contains the user account
for the public key being created and can be obtained from the response
body of the GET request performed on the API"/api/svm/svms".

# The API:
POST "/api/security/authentication/publickey"

# The call

curl -k https://<mgmt-ip>/api/security/authentication/publickeys --request
POST --data '{ "account": "pubuser4d", "comment": "Vserver-

Creation”, "index": 0,"owner.uuid":"513a78c7-8cl13-11e9-8f78-

005056bbféac", "owner.name":"vs0", "public key": "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDWITerk2xXi3Lkrgrm6Q67aNmNDNKgpezwzl 9Ap+DxtM
xmocHC52CuwEcJdjIUel21ulhiOmyscadmC5Y0BzSnYuwcJI3/82kconFUwtKOh6QUTGqbcOvb4MZ
39yTIi1iiItCObWTot3msJIYfZ2B+dgcCxMZ+0bl9YWZXrWMWP6XDJw/ai/EfWTZHC7e8Xelmfp+COc
GMh1xRvgfeGjhZqU85DBfdGD5Tu/67vD13Q+817Jf81BxgrEFigirnkWNX5dj+jkM1EVC3s6dY
CiJINBEiMxNkSFGTnkG74S61pvZNFD6mSznV/28h13zSjwiWiuacsP3BelydeG8nEcCRNSAp7vMd
vda" !

=== Retrieving the configured public key for user accounts
Retrieves all public keys associated with the user accounts or a filtered

list (for a specific user account name, a specific SVM and so on) of

public keys.

# The API:
GET "/api/security/authentication/publickeys"

# The call to retrieve all the user accounts configured in the cluster:
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curl -k https://<mgmt-ip>/api/security/authentication/publickeys

[[ID244b135096d2081d685eb78£f3e£f9dc01]]
= Retrieve public keys configured for user accounts

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/authentication/publickeys #

Retrieves the public keys configured for user accounts.

== Learn more

*

xref:{relative path}security authentication publickeys endpoint overview.h
tml [DOC /security/authentication/publickeys]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| sha fingerprint

|string

| query

| False

a|Filter by sha fingerprint

|obfuscated fingerprint

| string

|query

| False

a|Filter by obfuscated fingerprint
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| scope

| string

| query

| False

al|Filter by scope

|public key

|string

| query

| False

a|Filter by public key

| index

| integer

|query

| False

alFilter by index

| comment

|string

| query

| False

al|Filter by comment

| account.name
| string

| query

| False

alFilter by account.name

| owner.uuid

|string

|query

| False

alFilter by owner.uuid

| owner .name
| string
| query
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| False

alFilter by owner.name

| fields
|larray[string]
|query

| False

a|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,

only the number
of records is returned.

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc]
Default direction is 'asc' for ascending.

direction.

== Response
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Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

|num records
| integer

a|Number of records

| records

|larray[link:#publickey[publickey]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink”
}
b
"account": {
" links": {
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"self": {

"href": "/api/resourcelink"
}
b
"name": "joe.smith"
b
"comment": "string",
"obfuscated fingerprint": "string",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "svml",

"uuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"
by

"public key": "string",
"scope": "string",
"sha fingerprint": "string"
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]
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[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions
%collapsible%closed]

[
//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

al

[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]
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| Name

| Type
| Description

|next
| link:#href[href]
al

| self
| link:#href [href]

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#account reference]
[.api-collapsible-fifth-title]

account reference

[cols=3*,options=header]

| Name

| Type

| Description

| links

|link:4# links[ links]

al

| name
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| string
a|User account

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the public key.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

| name

| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#publickey]
[.api-collapsible-fifth-title]
publickey

The public key for the user account (to access SSH).

[cols=3*,options=header]
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| Type
| Description

| links
|link:# links[ links]
al

|account
|link:#account_reference[account_reference]

al

| comment
| string
a|Optional comment for the public key.

| index
| integer
a|Index number for the public key (where there are multiple keys for the

same account) .

|obfuscated fingerprint
|string
a|The obfuscated fingerprint for the public key (READONLY) .

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the public key.

lpublic key
| string
a|The public key

| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

| sha fingerprint
| string
a|The SHA fingerprint for the public key (READONLY) .
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[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code
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|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDBa09p9651fa644c409cecf699b63b21c] ]
= Create a public key for a user account

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/authentication/publickeys #

Creates a public key for a user account.

== Learn more

*

xref:{relative path}security authentication publickeys endpoint overview.h
tml [DOC /security/authentication/publickeys]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
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|boolean

|query

| False

a|The default i1s false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

|account
Ilink:#account_reference[account_reference]
a

| comment
|string
a|Optional comment for the public key.

| index

| integer

a|Index number for the public key (where there are multiple keys for the
same account) .

|obfuscated fingerprint
| string
a|The obfuscated fingerprint for the public key (READONLY) .

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the public key.

lpublic key
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| string
a|The public key

| scope
|string
al|Scope of the entity. Set to "cluster" for cluster owned objects and to

"svm" for SVM owned objects.

| sha fingerprint
| string
a|The SHA fingerprint for the public key (READONLY) .

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink”
}
by
"account": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "joe.smith"
by
"comment": "string",
"obfuscated fingerprint": "string",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
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by
"public key": "string",
"scope": "string",

"sha fingerprint": "string

== Response

Status: 201, Created

== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string”

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#account reference]
[.api-collapsible-fifth-title]

account reference
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[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

| name
| string

a|User account

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the public key.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.
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[#publickey]
[.api-collapsible-fifth-title]
publickey

The public key for the user account (to access SSH).

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

|account
|link:#account_reference[account_reference]

al

| comment
| string
a|Optional comment for the public key.

| index

| integer

a|Index number for the public key (where there are multiple keys for the
same account) .

|obfuscated fingerprint
| string
a|The obfuscated fingerprint for the public key (READONLY) .

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the public key.

lpublic key
| string
a|The public key
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| scope

|string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

| sha fingerprint
| string

a|The SHA fingerprint for the public key (READONLY) .

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Name

| Type
| Description
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| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage authentication keys (end-users)

:leveloffset: +1

[[ID3695e7dc3c233cc32bbbebadbl2dacef] ]
= Security authentication publickeys owner.uuid account.name index

endpoint overview

== Qverview

This API configures the public keys for end-user (non-cluster admin)

accounts.
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Specify the owner UUID, the user account name, and the index in the URI
path. The owner UUID corresponds to the UUID of the SVM containing the
user account associated with the public key and can be obtained from the
response body of the GET request performed on the API "/api/svm/svms".

The index value corresponds to the public key that needs to be modified or
deleted (it is possible to create more than one public key for the same

user account) .
== Examples

=== Retrieving the specific configured public key for user accounts

# The API:
GET
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"

# The call:
curl -k https://<mgmt-ip>/api/security/authentication/publickeys/513a78c7-
8cl13-11e9-8f78-005056bbf6ac/pubuserd/0

=== Updating the public key and comment for user accounts

# The API:
PATCH
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"

# The call:

curl -k https://<mgmt-ip>/api/security/authentication/publickeys/d49de271-
8cl1-11e9-8£f78-005056bbf6ac/pubuserl/0 —--request PATCH --data '/{
"comment": "Cserver-modification","public key": "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCMSLP/FeiT1J4Fb4GNV0O4i0alNIUHWeGO08+anDbFke3J
cFT5J9Bn00QZiG0uF0bgepken/moVKZg8iQnglarjP4ULhhje/LwDuUbaB7kvtPL2gyzAX1gFYn
BJ5R1LXja25Z4xeeaXUBJjhUmvpfque0TxbvpaG5VIrFTzVg9ccjBnkBchg3EkhF4VEtHmr ZNpT
DAUOBAZ69FRYXYZz2Ex0oCHWGE1HBJep 9DODLNOXtzQAOIFOhJck6oxja5RcAQ6£9pLMColOvIigp
cBAJkUmglgH5ZNHsgDQ7dtGNGIJw452zgXHPAYy9z8yKJulsdK2/4iVYLDL8m1HFEl1geADn60Sxui
31" )

=== Deleting the public key for user accounts
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# The API:
DELETE
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"

# The call:
curl -k https://<mgmt-ip>/api/security/authentication/publickeys/d49de271-
8cll-11e9-8£78-005056bbf6ac/pubuserl/0 --request DELETE

[[ID3b9c40c5dbe97fc55cablbae36eal061] ]
= Delete a public key for a user account

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/authentication/publickeys/{owner.uuid}/{account.name}/{1i
ndex} " #

Deletes the public key for a user account.

== Learn more

*
xref:{relative path}security authentication publickeys owner.uuid account.
name index endpoint overview.html [DOC

/security/authentication/publickeys/{owner.uuid}/{account.name}/\{index}]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description
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| owner.uuid

| string

|path

| True

a|Account owner UUID

|account.name
|string

| path

| True

a|User account name

| index

| integer

| path

| True

a|Index number for the public key (where there are multiple keys for the

same account) .

* Max value: 99
* Min value: O

== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]
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.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string

alError code

|message
| string
al|Error message

| target
| string
al|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDe21293e7cad4cf00b46c8fa71400ccdo3] ]
= Retrieve public keys configured for a user account

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/authentication/publickeys/{owner.uuid}/{account.name}/{1i

269



ndex} " #

Retrieves the public keys configured for a user account.

== Learn more

*

xref:{relative path}security authentication publickeys owner.uuid account.
name index endpoint overview.html [DOC
/security/authentication/publickeys/{owner.uuid}/{account.name}/\{index}]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

| owner.uuid

|string

|path

| True

a|Account owner UUID

| account.name
| string

| path

| True

a|User account name

| index

| integer

| path

| True

a|Index number for the public key (where there are multiple keys for the
same account) .

* Max value: 99
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* Min value: O

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

a|Limit the number of records returned.

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,

only the number
of records is returned.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

* Max value: 120

* Min wvalue: O

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc]
Default direction is 'asc' for ascending.

direction.
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== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

|account
|link:#account_reference[account_reference]
a |

| comment
| string
a|Optional comment for the public key.

| index

| integer

al|Index number for the public key (where there are multiple keys for the
same account) .

|obfuscated fingerprint
| string
a|The obfuscated fingerprint for the public key (READONLY) .

| owner
| link: #owner [owner]
a|Owner name and UUID that uniquely identifies the public key.

lpublic key
| string
a|The public key

| scope
|string
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al|Scope of the entity. Set to "cluster" for cluster owned objects and to

"svm" for SVM owned objects.

| sha fingerprint

|string

a|The SHA fingerprint for the public key (READONLY) .

.Example response

[$collapsible%closed]

[source, json, subs=+t+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"account": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "joe.smith"
by
"comment": "string",
"obfuscated fingerprint": "string",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"public key": "string",
"scope": "string",
"sha fingerprint": "string"
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== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]

[.api-collapsible-fifth-title]
href
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[cols=3*,options=header]

| Name

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#account reference]
[.api-collapsible-fifth-title]

account reference
[cols=3*,options=header]
| Type

| Description

| links

| link:# links[ links]

a |

| name

|string
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a|User account

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the public key.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

| name

| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#error arguments]
[.api-collapsible-fifth-title]
error_ arguments
[cols=3*,options=header]

| Type

| Description

| code
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| string
a|Argument code

|message
|string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string
al|Error message

| target

| string

a|The target parameter that caused the error.

//end collapsible .Definitions block
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[[ID21f05e233a8fd070eed53424bcabdeef] ]
= Update a public key for a user account

[.api-doc-operation .api-doc-operation-patch] #PATCH# [.api-doc-code-
block]# /security/authentication/publickeys/{owner.uuid}/{account.name}/{1i
ndex} #

Updates the public key for a user account.

== Learn more

*

xref:{relative path}security authentication publickeys owner.uuid account.
name index endpoint overview.html [DOC
/security/authentication/publickeys/{owner.uuid}/{account.name}/\{index}]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| owner.uuid
|string
|path

| True

a|Account owner UUID

| account.name
| string

|path

| True

a|User account name
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| index
| integer
| path

| True

a|Index number for the public key (where there are multiple keys for the

same account) .

* Max value: 99

* Min value: O

== Request Body

[cols=3*, options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

| comment

|string

a|Optional comment for the public key.

|obfuscated fingerprint
|string

a|The obfuscated fingerprint for the public key

|public key
|string
a|The public key

| scope
|string

a|Scope of the entity. Set to "cluster"

"svm" for SVM owned objects.

(READONLY) .

for cluster owned objects and to
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| sha fingerprint
| string
a|The SHA fingerprint for the public key

.Example request
[3collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"comment": "string",
"obfuscated fingerprint": "string",
"public key": "string",
"scope": "string",
"sha fingerprint": "string"
}
== Response

Status: 200, Ok

== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

al
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.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
|string
al
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[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#account reference]
[.api-collapsible-fifth-title]

account reference
[cols=3*,options=header]
| Type

| Description

| links

|link:4# links[ links]

al

| name

| string

a|User account

[#owner]

[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the public key.

[cols=3*,options=header]
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| Name

| Type
| Description

| links
|link:4# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#publickey]
[.api-collapsible-fifth-title]
publickey

The public key for the user account (to access SSH).

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| comment
| string
a|Optional comment for the public key.

|obfuscated fingerprint
| string
a|The obfuscated fingerprint for the public key (READONLY) .
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|public key
| string
a|The public key

| scope
|string
a|Scope of the entity. Set to "cluster" for cluster owned objects and to

svm" for SVM owned objects.

| sha fingerprint
|string
a|The SHA fingerprint for the public key (READONLY) .

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
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[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
alError code

|message
| string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage Azure Key Vaults

:leveloffset: +1

[[IDbe781e0c8e7551dd240e286£5bd5¢c875] ]
= Security azure-key-vaults endpoint overview
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== Qverview

Azure Key Vault (AKV) is a cloud key management service (KMS) that
provides a secure store for secrets. This feature

allows ONTAP to securely store its encryption keys using AKV.

In order to use AKV with ONTAP, you must first deploy an Azure application
with the appropriate access to an AKV and then provide

ONTAP with the necessary details, such as key vault name, application ID
so that ONTAP can communicate with the deployed Azure application.

== Examples
=== Creating an AKV for a cluster

The example AKV is configured at the cluster-scope. Note the
_return records=true dquery parameter is used to obtain the newly created
key manager configuration.

# The API:
POST /api/security/azure-key-vaults

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/azure-key-

vaults?return records=true' -H 'accept: application/hal+json' -d "{
\"client id\": \"clientl\", \"tenant id\": \"tenantl\", \"name\":
\"https:://mykeyvault.azure.vault.net/\", \"key id\": \"https://keyvault-
test.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95¢c59540e2a74\",
\"client secret\" : \"myclientPwd\" }"

# The response:
{
"num records": 1,
"records": [
{
"uuid": "85619643-9a06-11ea-8d52-005056bbebab",

"client id": "clientl",
"tenant id": "tenantl",
"name": "https:://mykeyvault.azure.vault.net/",

"key id": "https://keyvault-
test.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95¢c59540e2a74",

" links": {
"self": {
"href": "/api/security/azure-key-vaults/85619643-9a06-11ea-8d52-
005056bbebab"
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=== Creating an AKV for an SVM

The example AKV is configured for a specific SVM. Note the

_return records=true dquery parameter is used to obtain the newly created

key manager configuration.

# The API:
POST /api/security/azure-key-vaults

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/azure-key-

vaults?return records=true' -H 'accept: application/hal+json' -d "{
\"svm\": { \"uuid\": \"4f7abfd4c-9a07-11ea-8d52-005056bbebab5\" 1},
\"client id\": \"clientl\", \"tenant id\": \"tenantI\", \"name\":
\"https:://mykeyvault.azre.vault.net/\", \"key id\": \"https://keyvault-
test.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95c59540e2a74\",
\"client secret\" : \"myclientPwd\" }"

# The response:

{

"num records": 1,
"records": [

{
"uuid": "024cd3cf-9a08-11ea-8d52-005056bbebab",

"svm": {
"uuid": "4f7abf4c-9a07-11ea-8d52-005056bbebab",
"name": "vsQO"

by

"client id": "clientl",

"tenant id": "tenantl",

"name": "https:://mykeyvault.azure.vault.net/",

"key id": "https://keyvault-
test.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95c59540e2a74",
" links": {
"self": {
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"href": "/api/security/azure-key-vaults/024cd3cf-9a08-11ea-8d52-
005056bbebab"

}

=== Retrieving the AKVs configured for all clusters and SVMs

The following example shows how to retrieve all configured AKVs along with

their configurations.

# The API:
GET /api/security/azure-key-vaults

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/azure-key-vaults?fields=*"

# The response:
{

"records": [

{
"yuid": "024cd3cf-9a08-11ea-8d52-005056bbebab",

"scope": "svm",

"svm": {
"uuid": "4f7abf4c-9a07-11ea-8d52-005056bbebab",
"name": "vsQO"

by

"client id": "clientl",

"tenant id": "tenantl",

"name": "https:://mykeyvault.azure.vault.net/",

"key id": "https://keyvault-
test.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95c59540e2a74",

"state": {
"cluster state": true,
"message": ""
"code": O
by
" links": {
"self": {
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"href": "/api/security/azure-key-vaults/024cd3cf-9a08-11ea-8d52-
005056bbebab"

"uuid": "85619643-9a06-11ea-8d52-005056bbebab",

"scope": "cluster",
"client id": "clientl",
"tenant id": "tenantl",
"name": "https:://mykeyvault.azure.vault.net/",
"key id": "https://keyvault-
test.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95¢c59540e2a74",
"state": {
"cluster state": true,
"message": "",
"code": O
by
" links": {
"self": {
"href": "/api/security/azure-key-vaults/85619643-9a06-11ea-8d52-
005056bbebab"
}
}
}
1y
"num records": 2,
" links": {
"self": {
"href": "/api/security/azure-key-vaults?fields=*"

=== Retrieving the AKV configured for a specific SVM
The following example retrieves a configured AKV for a specific SVM.

# The API:
GET /api/security/azure-key-vaults
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# The call:
curl -X GET 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-11ea-8d52-005056bbeba5?fields=*"

# The response:
{
"uuid": "85619643-9a06-11ea-8d52-005056bbebas",
"scope": "cluster",
"client id": "clientl",
"tenant id": "tenantl",
"name": "https:://mykeyvault.azure.vault.net/",
"key id": "https://keyvault-
test.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95c59540e2a74",
"state": {

"cluster state": true,

"message": ""

"code": 0
by
" links": {

"self": {

"href": "/api/security/azure-key-vaults/85619643-9a06-11ea-8d52-

005056bbebab"

}

=== Updating the client password of a specific SVM

The following example updates the client password of a configured AKV for
a specific SVM.

# The API:
PATCH /api/security/azure-key-vaults

# The call:
curl -X PATCH 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643~-
9a06-11lea-8d52-005056bbeba5' -d "{ \"client secret\": \"newSecret\" }"
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=== Deleting an AKV configuration for a specific SVM
The following example deletes a configured AKV for a specific SVM.

# The API:
DELETE /api/security/azure-key-vaults

# The call:

curl -X DELETE 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-

9a06-11ea-8d52-005056bbebab5’

=== Restoring the keys for a specific SVM configured with an AKV

The following example restores all the keys of a specific SVM configured
with an AKV.

# The API:
POST security/azure-key-vaults/{azure key vault.uuid}/restore

# The call:
curl -X POST 'https://<mgmt-ip>/api/security/azure-key-vaults/85619643-
9a06-11ea-8d52-005056bbeba5/restore’

# The response:

{

"job": {
"uuid": "6ab6946f-9a0c-11ea-8d52-005056bbebas",
" links": {
"self": {
"href": "/api/cluster/jobs/6ab6946f-9al0c-11ea-8d52-005056bbeba5"
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[[IDfb10745eb12£f47976cb95245d0bb36£3] ]
= Retrieve AKVs configured for all clusters and SVMs

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/azure-key-vaults #

Retrieves AKVs configured for all clusters and SVMs.
== Related ONTAP commands

* “security key-manager external azure show

== Learn more

* xref:{relative path}security azure-key-vaults endpoint overview.html [DOC
/security/azure-key-vaults]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

lkey id

|string

| query

| False

a|Filter by key id

| svm.uuid
| string

| query

| False

alFilter by svm.uuid
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| svin.name

| string

| query

| False

alFilter by svm.name

lclient id

| string

| query

| False

a|Filter by client id

| tenant id

|string

| query

| False

a|Filter by tenant id

|uuid

| string

| query

| False

alFilter by uuid

| name

| string
| query
| False

al|Filter by name

| state.message

| string

| query

| False

al|Filter by state.message

| state.cluster state
|boolean

| query

| False

a|Filter by state.cluster state
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| state.code

| integer

| query

| False

al|Filter by state.code

| scope

|string

| query

| False

al|Filter by scope

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records
| integer
|query

| False

alLimit the number of records returned.

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier 1f either max records or the end of the collection is
reached.

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,

only the number
of records is returned.
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|order by

|larray[string]

| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a |

|num records
|integer
a|Number of records

| records
larray[link:#azure key vault[azure key vault]]
al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
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"href": "/api/resourcelink"

}
by

"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",
"key id":

"https://keyvaultl.vault.azure.net/keys/keyl/a8e619fd8£f234db3b0b95c59540e2
a7a",

"name": "https://kmip-akv-keyvault.vault.azure.net/",
"scope": "string",
"state": {
"code": 346758,
"message": "AKV key protection is unavailable in following nodes -

nodel, node2."
bo

"svm": {
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"tenant 1d": "zzzzzzzz-yyYY-ZZzZzZ-YYYY—ZZZZZZZZZZZZ",
"uuid": "1lcd8a442-86dl-11e0-aelc-123478563412"

Status: Default, Error

[cols=3*,options=header]

| Name
| Type
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| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=tmacros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

|next
| link:#href[href]
al

| self
| link:#href[href]
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href[href]
al

[#state]
[.api-collapsible-fifth-title]
state
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Indicates whether the AKV key protection is available cluster wide.

[cols=3*,options=header]

| Type
| Description

|cluster state

|boolean

alSet to true when AKV key protection is available on all nodes of the
cluster.

| code

| integer

a|Code corresponding to the status message. Returns a 0 if AKV key
protection is available in all nodes of the cluster.

|message
|string
al|Error message set when cluster availability is false.

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

al

| name

|string
a|The name of the SVM.
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|uuid
| string
a|The unique identifier of the SVM.

[#azure key vault]
[.api-collapsible-fifth-title]
azure key vault

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]

al

lclient id

| string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

| key id
| string
a|Key Identifier of AKV key encryption key.

| name
| string
a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".
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| state
| link:#state[state]
al|Indicates whether the AKV key protection is available cluster wide.

| svm
| link:#svm[svm]

al

| tenant id

|string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
|string
alA unique identifier for the Azure Key Vault (AKV).

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

| string

a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string
alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID867e950e0edf06e9de989df74cf77cd6] ]
= Create an AKV configuration for all clusters and SVMs

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/azure-key-vaults #
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Configures the AKV configuration for all clusters and SVMs.

== Required properties

* “svm.uuid® or ‘svm.name - Existing SVM in which to create a AKV.

* “client id’' - Application (client) ID of the deployed Azure application
with appropriate access to an AKV.

* “tenant id" - Directory (tenant) ID of the deployed Azure application
with appropriate access to an AKV.

* “client secret’ - Password used by the application to prove its identity
to AKV.

* “key id - Key Identifier of AKV encryption key.
* "name” - Name of the deployed AKV used by ONTAP for storing keys.

== Related ONTAP commands

* ‘security key-manager external azure enable’

== Learn more

* xref:{relative path}security azure-key-vaults endpoint overview.html [DOC
/security/azure-key-vaults]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| return records
|boolean

| query
| False
a|The default i1s false. If set to true, the records are returned.

== Request Body
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[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

lclient id

| string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|client secret
| string
a|Password used by the application to prove its identity to AKV.

| key id
| string
a|Key Identifier of AKV key encryption key.

| name
| string
a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/

* format: uri

| svm
| link:#svm[svm]

al

| tenant id

| string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
|string
alA unique identifier for the Azure Key Vault (AKV).
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.Example request
[$collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}

by

"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",

"client secret": "abcdef",

"key id":
"https://keyvaultl.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95c59540e2
a’4",

"name": "https://kmip-akv-keyvault.vault.azure.net/",

"svm": {

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"tenant id": "zzzzzzzz-yyYY-ZZZZ-YYYY—ZZZZZZZZZZZZ",
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"

== Response
Status: 201, Created

[cols=3*,options=header]

| Name

| Type
| Description
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| _links
|link:# links[ links]
al

|num records
| integer
a|Number of records

| records
|array[link:#azure_key_vault[azure_key_vault]]
al

.Example response
[%collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",
"client secret": "abcdef",
"key id":

"https://keyvaultl.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95c59540e2
ar4",

"name": "https://kmip-akv-keyvault.vault.azure.net/",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
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Statu

ON

}
by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"
}o

"tenant id": "zzzzzzzzZ-yyyy-ZZZZ-yYYY—ZZZZZZZZZZZZ",
"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"

s: Default

TAP Error Response Codes

Error Code | Description

3735553
Failed to create self-signed certificate.

3735664
The specified key size is not supported in FIPS mode.

3735665
The specified hash function is not supported in FIPS mode.

3735700
The specified key size is not supported.

52559972
The certificates start date is later than the current date.

65537500
A key manager has already been configured for this SVM.

65537503
Passwords do not match.

65537504
Internal error. Failed to store configuration in internal database.

65537505
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| One or more volume encryption keys of the given SVM are stored on a key
manager configured for the admin SVM.

| 65537506
| AKV is not supported in MetroCluster configurations.

| 65537512
| AKV cannot be configured for the given SVM as not all nodes in the
cluster have the azure.key.vault capability needed to enable the feature.

| 65537514
| Failed to check or update the azure.key.vault feature capability.

| 65537518
| Failed to find an interface with Cluster role.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

a |

.Example error

[3collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I
"COde": "4",
"message": "entry doesn't exist",

"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type

| Description

|self

| link:#href[href]
al

[#state]
[.api-collapsible-fifth-title]

block
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state

Indicates whether the AKV key protection is available cluster wide.

[cols=3*,options=header]

| Type
| Description

|cluster state
|boolean

alSet to true when AKV key protection is available on all nodes of the
cluster.

| code

| integer

a|Code corresponding to the status message. Returns a 0 if AKV key
protection is available in all nodes of the cluster.

|message
|string

a|Error message set when cluster availability is false.

[#svm]
[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

a |

| name

|string
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a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#azure key vault]
[.api-collapsible-fifth-title]
azure key vault

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a |l

|client id
|string
al|Application client ID of the deployed Azure application with appropriate

access to an AKV.

|client secret
| string
a|Password used by the application to prove its identity to AKV.

lkey id
|string
a|Key Identifier of AKV key encryption key.

| name
|string
a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/

* format: uril
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| svm
| link:#svm[svm]
al

| tenant id
|string
a|Directory (tenant) ID of the deployed Azure application with appropriate

access to an AKV.

|uuid
|string
alA unique identifier for the Azure Key Vault (AKV).

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|next
| link:#href[href]
al

|self
| link:#href[href]

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]
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| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[IDaa320c6cSafefb2b7094eb5df£630e01]]
= Restore keys for an SVM from a configured AKV

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block]# /security/azure-key-vaults/{azure key vault.uuid}/restore #

Restore the keys for an SVM from a configured AKV.
== Related ONTAP commands

* ‘security key-manager external azure restore’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the job

completes so it can return something other than 202.
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| return records
|boolean

| query
| False
al|The default is false. If set to true, the records are returned.

lazure key vault.uuid

| string

| path

| True

a|UUID of the existing AKV configuration.

== Response

Status: 202, Accepted

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537511
| AKV is not configured for the given SVM.

| 65537515
| Failed to restore keys on some nodes in the cluster.

[cols=3*,options=header]

| Type
| Description

|error

| link:#error[error]

315



.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

| string

a|Argument code
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|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID38d2bfb957e68c5476765cc82b6b200al ]
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= Delete an AKV configuration

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block] # /security/azure-key-vaults/{uuid} " #

Deletes an AKV configuration.

== Related ONTAP commands

* “security key-manager external azure disable’

== Learn more

* xref:{relative path}security azure-key-vaults endpoint overview.html [DOC
/security/azure-key-vaults]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description
|uuid
|string

| path

| True

== Response

Status: 200, Ok

== Error

Status: Default
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ONTAP Error Response Codes

Error Code | Description
| 65536242
| One or more Storage Encryption devices are assigned an authentication
key.
| 65536817

| Internal error. Failed to determine if key manager is safe to disable.

| 65536827

| Internal error. Failed to determine if the given SVM has any encrypted
volumes.

| 65536834

| Internal error. Failed to get existing key-server details for the given
SVM.

| 65536867
| Volume encryption keys (VEK) for one or more encrypted volumes are
stored on the key manager configured for the given SVM.

| 65536883

| Internal error. Volume encryption key is missing for a volume.

| 65536884

| Internal error. Volume encryption key is invalid for a volume.

| 65536924
| Cannot remove key manager that still contains one or more NSE
authentication keys.

| 65537511
| AKV is not configured for the given SVM.

| 196608301
| Internal error. Failed to get encryption type.

| 196608305
| NAE aggregates found in the cluster.

[cols=3*,options=header]
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| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=t+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]
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| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[IDd40a59f01e62133d12126ebc7fd760be] ]
= Retrieve AKV configuration for an SVM specified by the UUID

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/azure-key-vaults/{uuid} #

Retrieves the AKV configuration for the SVM specified by the UUID.
== Related ONTAP commands

* “security key-manager external azure show’

== Learn more

* xref:{relative path}security azure-key-vaults endpoint overview.html [DOC
/security/azure-key-vaults]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid

| string
|path

| True
a|AKV UUID

| fields
|larray[string]
| query
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| False
al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

lclient id

|string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

| key id
| string
a|Key Identifier of AKV key encryption key.

| name
| string
a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri

| scope
| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| state
| link:#state[state]
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al|Indicates whether the AKV key protection is available cluster wide.

| svm
| link:#svm[svm]

al

| tenant id

| string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
| string
alA unique identifier for the Azure Key Vault (AKV).

.Example response

[3collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink”
}
by
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",
"key id":

"https://keyvaultl.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95c59540e2
ar’4a",

"name": "https://kmip-akv-keyvault.vault.azure.net/",
"scope": "string",
"state": {
"code": 346758,
"message": "AKV key protection is unavailable in following nodes -

nodel, node2."

by

"svm": |
" links": {
"self": {
"href": "/api/resourcelink"
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}
by

"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138f7"
by
"tenant id": "zzzzzzzzZ-yyyy-ZZZZ-yYYY—ZZZZZZZZZZZZ",
"uuid": "l1cdB8ad42-86dl-11e0-aelc-123478563412"

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
]I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type

| Description

| self

| link:#href[href]
al

[#state]
[.api-collapsible-fifth-title]
state

Indicates whether the AKV key protection is available cluster wide.

326



[cols=3*,options=header]

| Name

| Type
| Description

|cluster state

|boolean

alSet to true when AKV key protection is available on all nodes of the
cluster.

| code

| integer

a|Code corresponding to the status message. Returns a 0 if AKV key
protection is available in all nodes of the cluster.

|message
| string

a|Error message set when cluster availability is false.

[#svm]
[.api-collapsible-fifth-title]

svim

[cols=3*,options=header]

| Name

| Type
| Description

| _links

|link:# links[ links]
al

| name

| string
a|The name of the SVM.

|uuid

327



| string
a|The unique identifier of the SVM.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
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alError code

|message
|string

a|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDa8ac23b0a6714ebl84635c97a7ecbaal]]
= Update the AKV configuration

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/azure-key-vaults/{uuid} #

Updates the AKV configuration.
== Required properties

* “client secret’ - New password used to prove the application's identity
to the AKV.

== Related ONTAP commands

*

"security key-manager external azure modify’
== Learn more

* xref:{relative path}security azure-key-vaults endpoint overview.html [DOC

/security/azure-key-vaults]

== Parameters
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[cols=5*,options=header]
|

|Required
| Description

|uuid

| string
|path

| True
a|AKV UUID

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
a |l

lclient id

| string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|client secret
| string
a|Password used by the application to prove its identity to AKV.

| key id
| string
a|Key Identifier of AKV key encryption key.
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| name
|string

a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri

| svm
| link:#svm[svm]
al

| tenant id
| string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
| string

alA unique identifier for the Azure Key Vault (AKV).

.Example request
[3collapsible%closed]

[source, json, subs=+macros]

{

" links": {

"self": {

"href": "/api/resourcelink"

}
I
"client id": "aaaaaaaa-bbbb-aaaa-bbbb-aaaaaaaaaaaa",
"client secret": "abcdef",
"key id":

"https://keyvaultl.vault.azure.net/keys/keyl/a8e619fd8f234db3b0b95c59540e2
a’4",

"name": "https://kmip-akv-keyvault.vault.azure.net/",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
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}
by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

Yy

"tenant id": "zzzzzzzzZ-yyyy-ZZZZ-yYYY—ZZZZZZZZZZZZ",
"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65537503
| Passwords do not match.

| 65537504
| Internal error. Failed to store configuration in internal database.

| 65537511
| AKV is not configured for the given SVM.

| 65537517
| The field "new client secret" must be specified.

[cols=3*,options=header]

| Name

| Type
| Description

|error
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| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href

| string

a |
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#state]
[.api-collapsible-fifth-title]
state

Indicates whether the AKV key protection is available cluster wide.

[cols=3*,options=header]

| Type
| Description

|cluster state

|boolean

alSet to true when AKV key protection is available on all nodes of the
cluster.

| code

| integer

a|Code corresponding to the status message. Returns a 0 if AKV key
protection is available in all nodes of the cluster.

|message
|string
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al|Error message set when cluster availability is false.

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:# links[ links]
al

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the

[#azure key vault]
[.api-collapsible-fifth-title]
azure key vault

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]
a |

SVM.
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lclient id

| string

al|Application client ID of the deployed Azure application with appropriate
access to an AKV.

|client secret
|string

a|Password used by the application to prove its identity to AKV.

| key id
| string
a|Key Identifier of AKV key encryption key.

| name
| string

a|Name of the deployed AKV that will be used by ONTAP for storing keys.

* example: https://kmip-akv-keyvault.vault.azure.net/
* format: uri

| svm
| link:#svm[svm]
al

| tenant id

|string

a|Directory (tenant) ID of the deployed Azure application with appropriate
access to an AKV.

|uuid
|string
alA unique identifier for the Azure Key Vault (AKV).

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]
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| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= Manage security certificates

:leveloffset: +1

[[ID336bc0ed4d4lf2fb26e48dabbb8792e8c] ]

= Security certificates endpoint overview

== Qverview

This API displays security certificate information and manages the
certificates in ONTAP.

== Installing certificates in ONTAP

The security certificates GET request retrieves all of the certificates in
the cluster.

== Examples

=== Retrieving all certificates installed in the cluster with their

common—names

# The API:
/api/security/certificates

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/certificates?fields=common name" -H "accept:

application/hal+json"
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# The response:

{

"records": [
{
"svm": {
"name": "wvsO"

bo
"yuid": "dad2363b-8ac0-11e8-9058-005056b482fc",

"common name": "vsO",
" links": {
"self": {
"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-
005056b482fc"

}
}
by
{
"uuid": "1941e048-8acl-11e8-9058-005056p0482fc",

"common name": "ROOT",
" links": {
"self": {
"href": "/api/security/certificates/1941e048-8acl-11e8-9058-
005056p482fc"

}
}
by
{
"uuid": "5a3a77a8-892d-11e8-b7da-005056b482fc",

"common name": "gshancluster-4",
" links": {
"self": {
"href": "/api/security/certificates/5a3a77a8-892d-11e8-b7da-
005056b482fc"
}
}
}
1y
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?fields=common name"
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=== Retrieving all certificates installed at cluster-scope with their
common-names

# The API:
/api/security/certificates

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/certificates?scope=cluster&fields=common name" -H

"accept: application/hal+json"

# The response:

{

"records": [

{
"uuid": "1941e048-8acl-11e8-9058-005056b482fc",

"scope": "cluster",
"common name": "ROOT",
" links": {
"self": {
"href": "/api/security/certificates/1941e048-8acl-11e8-9058-
005056p482fc"

"uuid": "5a3a77a8-892d-11e8-b7da-005056b482fc",

"scope": "cluster",
"common name": "gshancluster-4",
" links": {
"self": {
"href": "/api/security/certificates/5a3a77a8-892d-11e8-b7da-
005056p482fc"
}
}
}
I
"num records": 2,
" links": {
"self": {
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"href": "/api/security/certificates?scope=cluster&fields=common name"

=== Retrieving all certificates installed on a specific SVM with their

common—names

# The API:
/api/security/certificates

# The call:
curl -X GET "https://<mgmt-

ip>/api/security/certificates?svm.name=vs0&fields=common name" -H "accept:

application/hal+json"

# The response:
{
"records": [
{
"svm": |
"name": "vsO"
by
"uuid": "dad2363b-8ac0-11e8-9058-005056b482fc",
"common name": "vsQ0",
" links": {
"self": {
"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-
005056p482fc"
}

1,
"num records": 1,
" links": {
"self": {
"href": "/api/security/certificates?svm.name=vsO&fields=common name"
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=== Retrieving a certificate using its UUID for all fields

# The API:
/api/security/certificates/{uuid}

# The call:
curl -X GET "https://<mgmt-ip>/api/security/certificates/dad2363b-8ac0-
11e8-9058-005056b482fc?fields=*" -H "accept: application/hal+json"

# The response:

{

"svm" : {
"yuid": "d817293c-8ac0-11e8-9058-005056b482fc",
"name": "vsO"

by
"uuid": "dad2363b-8ac0-11e8-9058-005056b482fc",

"scope": "svm",

"type": "server",

"common name": "vsO",

"serial number": "15428D45CF81CF56",

"ca": "vsO",

"hash function": "sha256",

"key size": 2048,

"expiry time": "2019-07-18T15:29:14-04:00",
"public certificate": "----- BEGIN CERTIFICATE-----

\nMIIDQjCCAigqgAWIBAgGIIFUKNRCc+Bz1YWDQYJKoZIhvcNAQELRBQAWGZEMMAOGALIUE\nAxMDdn
MwMQswCQYDVQQGEWJIVUzAeFwOxXODA3MTgxOTISMTRaFwOxOTA3SMTgxOTI5\nMTRaMBsxDDAKBg
NVBAMTA3ZzMDELMAKGA1UEBhMCVVMwggEiMAOGCSgGSTIb3DQERB\NAQUAA4IBDWAWGgEKAOIBAQ
CgFQb27th2ACOMIVWgLh1xRzobShb2ZTQf0561faXQ3\nIbiT+rnRWXetd/s2+iCv91d9LWONOm
P3MN2£f3SFbyze3dl7WrnVbjLmYul9MfOxs\nfmA+Bh6gpap5¥n2Y¥ddqoV6rfNGAUUveNLArN18
wODk/mpawpEQ930SalZfglgnoH\nRFrYgiSYT06X5g6RbUUE14LTGXspz+plU46Z2a016Qyxtvy
4bneibffXN3TIigpgIl6\nTGUV8R/J3Ps338VxVmS0O9ZXBZmvbcIVoysYNIC1/0i3fgPZ1nBv0Otb
swqg4FoZO/\nWT+XHGhLepbcr/Aqg7ub6C4REgbCwzB/XFKDIgnmAQkDBAGMBAAG)gYkwgYYwDA
YD\nVROTBAUWAWEBR/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFN/AnH8gLxocTtumNHIN\nEN4T
FIDBMEOGA1UdIWRDMEGAFN/AnH8gLxoCcTtumNHINEN4 IFIDBOR+KHTALMOwwW\nCgYDVQQDEWN2
czAxCzAJBgNVBAYTA1VTgggVQolFz4HPViANBgkqhkiGOw0OBAQsF\nAAOCAQEAaOpUEepdeQnd
2Amwg8UFyxayb8eu3E6dlptvtyp+xtjhIC7Dh95CVXhy\nkJS3Tsu60PGR/b2vc3MZtAUpcL4c
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eD8XntKPQgB1gqoB4bRogCelTnlGswRXDX5TS\ngMVrRjaWTBEF71kT4UjRO5rSxcDGplQRgjnOt
hgi+yPT+29+8a4Uu6J+3Kdrflj4p\nlnSWpuB9EyxtuCILNgXA2ncH7YKtoeNtChKCchhvPcoT
y60pmaolUQn5UMxstkvGT\nVGaNST1RWvOyigPXTIQblSgXi/uQsuRPcHDU7+KWRFnN08USa6QVvVo?2

mDs9P7RIAAOK\N9QASTjTOF9P1AKgNxGoOJ12y0+48AA==\n————-— END CERTIFICATE-——---
\n",
" links": {
"self": {
"href": "/api/security/certificates/dad2363b-8ac0-11e8-9058-
005056b482fc"

}

=== Creating a certificate in a cluster

These certificates can be used to help administrators enable certificate-
based authentication and to enable SSL-based communication to the cluster.

# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/hal+json" -H "Content-Type: application/json" -d "{
\"common name\": \"TEST-SERVER\", \"type\": \"server\" }"

=== Installing a certificate in a cluster

These certificates can be used to help administrators enable certificate-
based authentication and to enable-SSL based communication to the cluster.

# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/json"™ -H "Content-Type: application/json" -d "{ \"type\":
\"server-ca\", \"public certificate\": \"----- BEGIN CERTIFICATE-----
\nMIIFYDCCAOigAwIBAgGIQCgFCgAAAAUU yES1AAAAATANBgkghkiGIWOBAQSFADBKMOSwWCQYD
VOQG\NEwJVUzZESMBAGA1UEChMJSWR1b1RydXNOMScwJIQYDVQQDEX5JZ2GVUuVHI1c3QgQ29tbWVy
Y21hbCBS\nb290IENBIDEWHhcNMTQWMTE2MTgxMjIzWhcNMzQWMTE2MTgxM]j I zWjBKMQswCQYD
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VQQGEWJVUzZES\nMBAGA1UEChMJSWR1b1RydXNOMScwJIQYDVQQDEX5JZ2GVUuVHI1c3QgQ29tbWVy
Y21hbCBSb290IENB\nIDEwggIiMAOGCSgGSIb3DOERBAQUAAATICDWAWGgIKAOICAQCNUBNneP5k9
1DNG8WIORYYKyqU+PZ41d\nhN1T3Qwo2dfw/66VQ3KZ+bVdfIrBQUEXUHTRgQ18zZshq0PirKle
hm7zCYofWjK9ouuU+ehcCuz/\nmNKvcbO0U590h++SvL3sTzIwiEsXX1fEUSL2ApeN2WIrvyQf
Yo3fw7gpS014PINgiCL8mdo2yMKi\nlCxUAGclbnO/AljwpN31lsKImesrgNqUZEFvX9t++uP0D1
bVoE/c40yiTcdCMbXTMTE13EASX2MNOC\NnXZ/glUe9tO0sbobtJSdifWwLziuQkkORiT0O/BrdsO
dBeo0XKIanoBScyORNnGF7HamB4HWLplIYVI\n3ZBWzvurpWCdxJ35UrCLvYf5jysjCiN20/cz
4ckA82n586LgTrx+kzmEB/dECH7+BlrlsazRGMzy\nNeVJISQjKVsk9+w8YfYsS7TwRPCTY/JTw43
6R+hDmrfYi7LNQZReSzIJT]j0+kuniVycOuMNOYZKdHzV\nWYfCPO4AMXFLOPfdSgvHgo6z9STQa
KPNBiDoT7uje/5kdX7rL6B7yuVBgwDHTc+XvvgDtMwt 0viAg\nxGds8AgDelWAf0Z01gf0H]7h
9tgJ4TNkK2PXM16f+cB7D3hv17yTmvmcEpB4eoCHFddydIxVdHix\nuuFucAS6T6C6aMN7/zHw
cz091CgxCOEO0P5N1GVreTO01wIDAQABOO IWQDAOBGNVHQ8BATf8EBAMC\NAQYwWDwWYDVROTAQH/
BAUWAWEB/zAdBgNVHQ4EFgQU7UQZWNPwBovupHu+QucmVMiONNYwDQYJKoZ I \nhvcNAQELBQAD
ggIBAA2ukDL2pkt8RHYZYR4NKM1eVO81vOMIkPkpl 650COGUAFjvLi5+UlKMt1lwH\n6oio6mYtQ
1NeCgNShCQCTrQ0U5s7B8jeUeLBfnL.Oic7iPBZM4zY0+sL ] 7wM+x8uwtLRVvM7Kgas6pg\nghst
0O80OEPVeK1h6cdbjTMM1gCIOQ045U8UlmwE10A0CT 70V+wh93nAbowacYXVKV7endJZ5t+gnt\n
0zo000F172ulQ8zW/7esUTTHHYPTa8Yec4kjixsU3+wYQ+nVZZjFHKdp2mhzpgg7vmr1R94gjmm
mVA\nYjzlVYA211QC//G5Xc7UI2/YRYRKW2XviQzdFKcgyxilJbQON+QHwotLOAMhOjgEgSI512x
PE4i1UX\nfeu+hlsXIFRRkOpTAwvsXcoz7WLIRccVIWIXYoIAS5vrX/hMUpul91EpCANTDd11zzY
9Gv1U47/ro\nkTLgllgEIt44w8y8bckzOmoKaT+gyOpyj4xjhiO9bTyWnpXgSUygorkgG5w2gX
Jtw+hG41ZZRHUe\n2XWJUcOQhJ1hYMtd+ZciTY6Y5uN/91u7rs3KSoFrXgvzUeFO0K+1+J6£ZmU
10+KWA2yUPHGNiiskz\nZ2s8EIPGrd6ozRa0j fAHN3GE8qv8QfXBi+wAN10J5U6A7 /qxXDgGpPR
tK4dwiLTzcgx+QGtVKNnO7R\ncGzM7vRX+Bi6hG6H\n--—--- END CERTIFICATE----- \n\"

po

=== Installing a certificate on a specific SVM

# The API:
/api/security/certificates

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates" -H "accept:
application/json" -H "Content-Type: application/json" -d "{ \"svm\" : {
\"name\" : \"vsO\" }, \"type\": \"server-ca\", \"public certificate\":
V=== BEGIN CERTIFICATE-----

\nMIIFYDCCAOigAwIBAgGIQCgFCgAAAAUU yES1AAAAATANBgkghkiGIWOBAQSFADBKMOSwCQYD
VOQG\nEwJVUzESMBAGA1UEChMJISWR1b1RydXNOMScwJQYDVQQDEx5JZGVuVHI1c3Q0gQ2 9tbWvy
Y21hbCBS\nb290IENBIDEwWHhCNMTQWMTE2MTgxM] I zWhcNMzQwMTE2MTgxMj IzWjBKMQswCQYD
VQQGEWJIVUZES\nMBAGA1UEChMJISWR1b1RydXNOMScwJQYDVQQDEx5JZGVuVHI1c3Q0gQ2 9tbWvy
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Y21hbCBSb290IENB\nIDEwggIiMAOGCSgGSIb3DQEBAQUAAATICDWAWGgIKAOICAQCNUBNneP5k9
1DNG8WIORYYKyqU+PZ41d\nhN1T3Qwo2dfw/66VQ3KZ+bVdfIrBQUEXUHTRgQ18zZshqgq0PirKle
hm7zCYofWjK9ouuU+ehcCuz/\nmNKvcbO0U590h++SvL3sTzIwiEsXX1fEU8L2ApeN2WIrvyQf
Yo3fw7gpS014PINgiCL8mdo2yMKi\nlCxUAGclbnO/AljwpN31lsKImesrgNqUZFvX9t++uP0D1
bVoE/c40yiTcdCMbXTMTEL3EASX2MNOC\nXZ/glUe9tOsbobtJSdifWwLziuQkkORiTO/Br4sO
dBeo0XKIanoBScyORNnGF7HamB4HWEplIYVI\n3ZBWzvurpWCdxJ35UrCLvYf5jysjCiN20/cz
4ckA82n5S6LgTrx+kzmEB/dECH7+BlrlsazRGMzy\nNeVJISQjKVsk9+w8YLfYsS7TwRPCTY/JTw43
6R+hDmrfYi7LNQZReSzIJTj0+kuniVycOuMNOYZKdHzV\nWYfCPO4MXFLOPfdSgvHqo6z9STQa
KPNBiDoT7uje/5kdX7rL6B7yuVBgwDHTc+XvvgDtMwt 0viAg\nxGds8AgDelWAf0Z01gf0H]7h
9tgJ4TNkK2PXM16f+cB7D3hv17yTmvmcEpB4eoCHFddydJIxVdHix\nuuFucAS6T6C6aMN7/zHw
cz091CgxCOEO0P5NiGVreTO01wIDAQABOOIWQDAOBGNVHQ8BAfSEBAMC\nNAQYwDwWYDVROTAQH/
BAUWAWEB/zAdBgNVHQ4EFgQU7UQZwNPwBovupHuU+QucmVMiONNYwDQYJKoZ I \nhvcNAQELBQAD
ggIBAA2ukDL2pkt 8RHYZYR4NKM1eVO81vOMIkPkpl650COGUAFvLi5+U1KMt lwH\n6016mYtQ
1NeCgN9hCQCTrQ0U5s7B8jeUelBfnLO0ic7iPBZM4zY0+sLj7wM+x8uwtLRvM7Kgas6pg\nghst
O80EPVeK1lh6cdbjTMM1gCIOQ045U8UlmwE10A0CT 70V+wh93nAbowacYXVKV7cndJZ5t+gnt\n
0z000F172ulQ8zW/7esUTTHHYPTa8YecdkjixsU3+wYQ+nVZZjFHKdp2mhzpgg7vmr1R94gjmm
mv\nYjz1lVYA211QC//G5Xc7TUI2/YRYRKW2XviQzdFKcgyxilJoON+QHwotLOAMhOJgEQSI512x
PE4iUX\nfeu+hlsXIFRRkOpTAwvsXcoz7WLIRccVIWIXYOoIAS55vrX/hMUpu091EpCANTDd1l1zzY
9Gv1U47/ro\nkTLgqllgEIt44w8y8bckzOmoKaT+gyOpyj4xjhiO9bTyWnpXgSUygorkgG5w2gX
Jtw+hG41Z2ZRHUe\n2XWJUcO0QhJ1hYMtd+ZciTY6Y5uN/91u7rs3KSoFrXgvzUeFO0K+1+J6fZmU
10+KWA2yUPHGN11skz\nZ2s8EIPGrd6ozRa0jfAHN3GE8qv8QfXBi+wAN10J5U6A7/gxXDgGpR
tK4dwi4LTzcgx+QGtVKNO7R\ncGzM7vRX+Bi6hG6H\n-————- END CERTIFICATE----- \n\"

po

=== Deleting a certificate using its UUID

# The API:
/api/security/certificates/{uuid}

# The call:
curl -X DELETE "https://<mgmt-ip>/api/security/certificates/dad2363b-8ac0-
11e8-9058-005056b482fc?fields=*" -H "accept: application/hal+json"

=== Signing a new certificate signing request using an existing CA
certificate UUID

Once you have created a certificate of type "root ca", you can use that
certificate to act as a local Certificate Authority to sign new
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certificate signing requests. The following example signs a new
certificate signing request using an existing CA certificate UUID. If
successful, the API returns a signed certificate.

# The API:

/api/security/certificates/{ca.uuid}/sign

# The call:

curl -X POST "https://<mgmt-ip>/api/security/certificates/253add53-8ac9-
11e8-9058-005056b482fc/sign" -H "accept: application/json" -H "Content-
Type: application/json" -d "{ \"signing request\": \"----- BEGIN
CERTIFICATE REQUEST-—----
\nMIICYTCCAUkKCAQAWHDENMASGA1UEAXMEVEVTVDELMAKGA1IUEBhMCVVMwggEiMAOG\nCSgGST
b3DOEBAQUAA4 IBDwAWGGEKAOIBAQCiBCUVELYHNAOO7viRQjadJqLl2cHgK\ndr1Tj5hz 9RVGFK
Z7VPh8DSPOLoTbYWsvrTkbuDOWi715MVQCsbkg/mHos+Y51fgs\nNP5K92fc6EhBzBDYFgZGEn
tZYJJEGSMPerIUET7CfVy706sjW0O1lxeY33pjefObyvP\nBcJkBHg6SFJIK/TDLvIYJkonLkJEOJO
TI6++a31/1bCMfUeuRtLU9ThWlnalkMMYK\n4T16/Bxgmdbha2U2jtoscOWltnld/capc+eqRV
07WVbMmMEOTtop3cv0h3N0S61bn\nFkd96DXzeGWbSHFHckeCZ9b0OHhnVbfEa/efkPLx7z1iMC8G
tRHH1wbnK7AgMBAAGG\nADANBgkghkiGIwOBAQSFAAOCAQEAf+rsli5PHa0OSI2HtTM+Hev/p71
yzgoLL+aeU\ntBOV4iuoXdqgY80QeWoPI92ci0K08JuSpu6DODWCKlst fwuGkAA2LOWr7ZDRonT
Ug\nmJ4j3047MLysW4Db2LbGws /AuDsCIrBIDWHMpHagsvRbpMx2xQ/V50agUw5eGGpN\ned fg
/E2k9ImGkpxwkUzT7wlRZirpND4xL+XTzpzeZqgalpXugdyjIX1I5hpRESZ9/\nAkGISCWxI15T
ZdxxFVX1BcmmoWpJInnbogkcKeXz95GM6Re+0oBy9t1gvwv1Vd5s8uHX+bycFiZp09Wsm8Ev727M
z1Z+0II9nxwkDKsdPvam+KLIOhLO==\n----- END CERTIFICATE REQUEST----- \n\",
\"hash function\": \"sha256\"}"

# The response:

{

"public certificate": "----- BEGIN CERTIFICATE-----
\nMIIDBzCCAe+gAWIBAgIIFUKQpcqeaUAWDQYJKoZIThvcNAQELBQAWHDENMASGALIUE\nAxXMEUk
FDWDELMAKGA1UEBhMCVVMwHhCcNMTgwNzE4MjAZMTAIWhcNMTkwNzE4MjAz \nMTA1WjAcCMQOwCw
YDVQQDEWRURVNUMQswCQYDVQQGEwWJIVUzZCCASIWDQYJKoZIhveN\nAQEBBQADggEPADCCAQoCgg
EBAKIEK5V9tgcl047u+NFCNrgmovZweop2uVOPmHP1I\nFWoUpntU+HwWNI/OuhNthay+tORu4PR
aLvXkxVAKxuSr+Yeiz5jmV+qw0/kr3Z29zo\nSEHMENgWBkYWellgmMQbkw96shQTsJ9XLujqyN
Y6XF57femN585vK88FwmQEeDpI \nUkr9IMMu8hgmSicuQkQ4mhMjr75rc]/VsIx9R65GO0LT10Fa
WArWQwxgrhPXr8HGChb\nhuFrzTa021ixzRaW2eV39xqlz56pFXTtZVsyYQ502indy/SHc3RLgVu
CWR330NfN4\nzZtIcUdyR4JInls4eGdVt8Rr95+Q8vHVOIwLwalkEceXBucrsCAWEAAANNMEswCQ
YD\nVROTBAIwWADAABgNVHQ4EFgQUJIMPxjeWlG76TbbD2tXB8dwSpI3MwHWYDVROjBBgw\nFoAU
u5aHOmMWR4cFoN91i7k96d20p3sPwwDQYJKoZIhveNAQELBQADggEBAISai+Zi\nFQZUXRTqJCgH
SgBThARNeVWQYkYpyAXmTR7QeLf1d4ZHL3314xWCgX3uviW7SFILe\nZajT2AVmngiDbaWIHtDtv
qz1BY78PSgUwPH/IyARTEORei kp6KdwMPraehDIBMAcc\nANY58wXiTBbs18UMD6tGecgnzwés
x1MmadGvrfJedmgY4zert 6NNvgtTPhcZQdLS\nE0fGzHS6+3ajCCEfEEhPNPeR9D0e5Me8119ES
QGENrnJzTci8rzXPuF4bC3gghrKI\nIl+kmJQlkLYVUcsntcrIiHmNvtPFJY6stjDgQKS9abd/
THhPpokPtZoCmE6PDxh6\nR+dO6COhcDKHFzA=\n——---~- END CERTIFICATE----- \n"
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[[IDaca86abd4ceb5977deed0d32af0cbbe6d] ]
= Retrieve security certificates

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block] # /security/certificates #

Retrieves security certificates.
== Related ONTAP commands

* “security certificate show’

== Learn more

* xref:{relative path}security certificates endpoint overview.html [DOC
/security/certificates]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| scope

|string

| query

| False

al|Filter by scope
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| svin.name

| string

| query

| False

alFilter by svm.name

| svm.uuid

| string

| query

| False

al|Filter by svm.uuid

| common name
|string

| query

| False

alFilter by common name

|serial number

| string

|query

| False

a|Filter by serial number

| ca

|string

| query

| False
al|Filter by CA

| type

| string

| query

| False

al|Filter by certificate type

| key size
|string

| query

| False

al|Filter by key size
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lexpiry time
| string

| query

| False

a|Filter by expiry time

|lhash function

|string

| query

| False

a|Filter by hash function

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records
| integer
|query

| False

alLimit the number of records returned.

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier 1f either max records or the end of the collection is

reached.

| return records
|boolean

| query
| False

al|The default is true for GET calls. When set to false,

of records is returned.

only the number
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|order by

|larray[string]

| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a |

|num records
|integer
a|Number of records

| records
larray[link:#security certificate[security certificate]]
al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
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"href": "/api/resourcelink"

by

"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"ca": "string",
"common name": "test.domain.com",
"expiry time": "string",
"hash function": "string",

"intermediate certificates": |

MITBuzCCAWWgAWIBAGIIFTZBrgZwUUMwDQYJK0oZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMTgw
OTAxWjAcMQOwCwYDVQQDEWRURVNUMQswCQYDVQQOGEWJIJVUzBCcMAOGCSgGSIb3DQEB
AQUAAOsSAMEgCQQODaPvbqUJJFJI6NNTyK3Yb+ytSjJ9aa3yUmYTDOuMiP+6yc])xHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7EvV/0/3+YNzYh5XN1ggjnwdzm
MESGA1UdIWREMEKAFMJ7Ev/0/3+YNzYh5XN1ggjnwdzmoSCkHjAcCMQOwCwYDVQQD
EwRURVNUMQswCQYDVQQGEwJVU4IIFTZBrgZwUUMwDQYJKoZIThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE /32U
9Yr6lklnkBtVBDTmLNnrC —-—-—--—- END CERTIFICATE-—---- "

I

"private key": "----- BEGIN PRIVATE KEY-----
MIIBVAIBADANBgkghkiG9wOBAQEFAASCAT4wggE6AgGEAAKEAUL/a8f3G47cZ6pel
Hd3aONMNkGJ8vSCH5Q7)icuDm92VtVwkAACEjI0ZSLY1JvPD+odL+1FzVQSmkneW?7
VCGOgYQIDAQABAkKACENpg6GCOxoneLOghv1UrRotNZGvgpUOEAVHK3X7AJhz55U4V
an36gvsAt5ghFMVM2iGvGaXbj0dAd+Jg64pxAiEA32EhOmPtFSMZhTIUMeGecPmPk
qIYCEuP8a/ZLmI9%s4TsCIQDWVLQuUvV)SVEwPhiOTFALSWOAET8X5LBFQtGX5Q1Uep
EwIgFngM02Gc4wtLoga2d4gPkYul3+uUWOhLd4XSd6i/0S8CIQDT3elU+Rt+gIwW
u0cFrVvNYSV3HNzDfSIN/ToxTagfewIgPvXADe5c2EWbhCUKhN+ZCE38AKewKOTW
1Q0cDy4L+fl4= —-———- END PRIVATE KEY-—---- W

"public certificate": "----- BEGIN CERTIFICATE-----
MITIBuzCCAWWgAWIBAGIIFTZBrgZwUUMwDQYJK0oZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAxXW]AcCMQOwCwYDVQODEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQERB
AQUAAQSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aal3yUmYTDOuMiP+6ycixHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1qqjnwézm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1qqinw4zmoSCkHACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEwWJVU4IIFTZBrgZwUUMwDQYJKoZIThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPqnri0KuvObEeybrbPW45sgsnT5dyek/32U
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9Yr6l1lklnkBtVBDTmLNnrC —-—-—-—- END CERTIFICATE----- o
"scope": "string",
"serial number": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",
"yuid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by

"type": "string",
"uuid": "string"
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=t+macros]

{
"error": {

"arguments": [

{

"code": "string",
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"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
%collapsible%closed]

[
//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]
| Type

| Description

|href

| string

al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type
| Description

|next
| link:#href[href]
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al

| self
| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#svm]
[.api-collapsible-fifth-title]

sSvm

[cols=3*,options=header]

| Name

| Type
| Description

| links
| link:# links[ links]
al

| name

| string
a|The name of the SVM.

|uuid
|string
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a|The unique identifier of the SVM.

[#security certificate]
[.api-collapsible-fifth-title]
security certificate

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:# links[ links]
al

| ca
|string
a|Certificate authority

| common name
|string
a|FQODN or custom common name. Provide on POST when creating a self-signed

certificate.

lexpiry time

|string

a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.

lhash function

| string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates
|larray[string]
a|Chain of intermediate Certificates in PEM format. Only valid in POST
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when installing a certificate.

| key size

| integer

a|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate. Key
size of 512 is not allowed on POST.

lprivate key

| string

al|Private key Certificate in PEM format. Only valid for create when
installing a CA-signed certificate. This is not audited.

|lpublic certificate

| string

a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.

| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

|serial number
|string
alSerial number of certificate.

| svm
| link:#svm[svm]

al

| type
| string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.
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* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]

|uuid
|string

a|Unique ID that identifies a certificate.

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]
| Type

| Description

| code

| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type
| Description
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| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
| string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDe73ee8cl2e6a3e868fb0525ae09193ea] ]

= Create or install security certificates

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/certificates #

Creates or installs a certificate.
== Required properties

* “svm.uuid® or ‘svm.name - Existing SVM in which to create or install

the certificate.

* “common name - Common name of the certificate. Required when creating a
certificate.

* “type’ - Type of certificate.

* "public certificate’ - Public key certificate in PEM format. Required
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when installing a certificate.
* "private key' - Private key certificate in PEM format. Required when
installing a CA-signed certificate.

== Recommended optional properties

* “expiry time® - Certificate expiration time. Specifying an expiration
time is recommended when creating a certificate.

* "key size’ - Key size of the certificate in bits. Specifying a strong
key size is recommended when creating a certificate.

== Default property values

If not specified in POST, the following default property values are

assigned:

* “key size® - 2048

* “expiry time® - P365DT

* “hash function® - sha256

== Related ONTAP commands

* “security certificate create’

* “security certificate install®
== Learn more

* xref:{relative path}security certificates endpoint overview.html [DOC

/security/certificates]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.
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== Request Body

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a |

| ca
|string
a|Certificate authority

| common name

|string

a|FQODN or custom common name. Provide on POST when creating a self-signed
certificate.

|lexpiry time

|string

al|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.

lhash function

| string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates

|larray[string]

a|Chain of intermediate Certificates in PEM format. Only valid in POST
when installing a certificate.
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| key size

| integer

a|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate. Key
size of 512 is not allowed on POST.

lprivate key
| string
a|Private key Certificate in PEM format. Only valid for create when

installing a CA-signed certificate. This is not audited.

|lpublic certificate

| string

a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.

| scope
| string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

|serial number
|string
alSerial number of certificate.

| svm
| link:#svm[svm]

al

| type
| string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.

* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in

ONTAP to verify an SSL client certificate.
* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
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certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"l

|uuid
|string

alUnique ID that identifies a certificate.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {

"self": {

"href": "/api/resourcelink"

}
by
"ca": "string",
"common name": "test.domain.com",
"expiry time": "string",
"hash function": "string",

"intermediate certificates": |

MIIBuzCCAWWgAWIBAGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGAL1UE
AXMEVEVTVDELMAKGA1UEBhMCVVMwHhcNMTgwN jA4AMTgwOTAXWhcNMTkwNjA4AMT gw
OTAxXWjAcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQGEwWJVUzZBCcMAOGCSgGSIb3DQER
AQUAAQSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSjJ9aa3yUmYTDOuMiP+6ycyxHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAG)gYowgYcwDAYDVROTBAUW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MESGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1ggjnw4 zmoSCkHIAcMQOwCWYDVQQD
EwRURVNUMQOswCQYDVQQOGEwJVU4ITIFTZBrgZwUUMwDQYJKoZIThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U
9Yr6l1klnkBtVBDTmLNrC —--—-—-- END CERTIFICATE----- "

I

"private key": "--—--- BEGIN PRIVATE KEY-----
MIIBVAIBADANBgkqhkiG9wOBAQEFAASCAT4wggE6AGEAAKEAUL/a8f3G47cZ6pel
Hd3aONMNkGJI8vSCH5Q])icuDm92VtVwkAACEjIoZSLY1JvPD+odL+1FzVQSmkneW?7
VCGgYQIDAQABAkKAcCENPpg6GCOxoneLOghv1UrRotNZGvapUOEAVHK3X7AJhz55U4V
an36qvsAt5ghFMVM21GvGaXb]j0dAd+Jg64dpxAiEA32EhOMPtFSMZhTIUMeGecPmPk
qIYCEuP8a/Z2LmI9%s4TsCIQDWVLQuUV)SVEfwPhiOTFALSWOAET8X5LBFQtGX5Q1Uep
EwIgFngM02Gc4wtLoga2d4qPkYul3+uUWOhLd4XSd61i/0S8CIQDT3elU+Rt+qIwiW
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u0cFrVvNYSV3HNzDfSON/ToxTagfewIgPvXADe5c2EWbhCUKhN+ZCf38AKewKOTW
10cDy4L+£fl14= —-———- END PRIVATE KEY----- W,

"public certificate": "----- BEGIN CERTIFICATE-----
MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJK0oZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkKGA1UEBhMCVVMwHhcNMTgwNjA4MTgwOTAXWhcNMTkwNjA4AMTgw
OTAxXW]AcMQOwCwYDVQQODEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQERB
AQUAAOSAMEgCQQDaPvbqUJIJFJ6NNTyK3Yb+ytS)J%aal3yUmYTDIuMiP+6yc)xHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAGIgYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1qqjnw4zmoSCkHIACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEWJVU4IIFTZBrgZwUUMwDQYJKoZ IThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr6lklnkBtVBDTmLNrC —-——-—-— END CERTIFICATE-—---- W
"scope": "string",
"serial number": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"type": "string",
"yuid": "string"
}
== Response

Status: 201, Created

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

a |

|num records

| integer
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a|Number of records

| records

larray[link:#security certificate[security certificate]]
al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink”
by
"self": {
"href": "/api/resourcelink”
}
by
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"ca": "string",
"common name": "test.domain.com",
"expiry time": "string",
"hash function": "string",

"intermediate certificates": |

MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJK0oZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkGA1UEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMT gw
OTAxXW]AcCMQOwCwYDVQQODEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQERB
AQUAAQSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6ycixHWB
e8u9z6yCHsWO3ync+dnhE5c5z8wuDAY0fv15AgMBAAGIgYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1gqinw4zmoSCkHACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEwWJVU4IIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U
9Yr6lklnkBtVBDTmLNrC —-—-—-—-— END CERTIFICATE-—----— "
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1y

"private key": "----- BEGIN PRIVATE KEY-----
MIIBVAIBADANBgkqhkiG9wOBAQEFAASCAT4wggE6AGEAAKEAUL/a8f3G47cZ6pel
Hd3aONMNkGJI8vSCH5Q7icuDm92VtVwkAACEJI0oZSLY1JvPD+odL+1FzVQSmkneW?
VCGgYQIDAQABAkACfNpg6GCOxoneLOghv1UrRotNZGvgpUOEAVHK3X7AJhz5SU4V
an36gqvsAt5ghFMVM2iGvGaXbj0dAd+Jg64pxAiEA32EhOmPtFSMZhTIUMeGecPmPk
qIYCEuP8a/ZLmI9s4TsCIQDWvLQuvV]SVEwPhiOTFALSWgAET8X5LBFqtGX5Q1Uep
EwIgFngM02Gc4wtLoga2d4gPkYul3+uUW9hLd4X3d61/0S8CIQDT3elU+Rt+gIwiW
u0cFrVvNYSV3HNzDfSIN/ToxTagfewIgPvXADe5c2EWbhCUKhN+ZCEf38AKewKOTW
1Q0cDy4L+fl4= —-———- END PRIVATE KEY----- W,

"public certificate": "----- BEGIN CERTIFICATE-----
MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkKGA1UEBhMCVVMwHhcNMTgwNjA4MTgwOTAXWhcNMTkwNjA4AMTgw
OTAxXW)AcCMQOwWCwYDVQQODEWRURVNUMQswCQYDVQQGEWwWJVUzZBcMAOGCSgGSIb3DQER
AQUAAQSAMEGCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6yc]xHWB
e8u9z6yCHsWO03ync+dnhE5c5z8wuDAY0fv15AgMBAAGIgYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1qqjnw4zmoSCkHJACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEWJVU4IIFTZBrgZwUUMwDQYJKoZ IThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U

9Yr6lklnkBtVBDTmLNnrC ——-—-—-— END CERTIFICATE-—----— W
"scope": "string",
"serial number": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"type": "string",
"yuid": "string"
}
]
}
== Error

Status: Default

ONTAP Error Response Codes

365



| Error Code | Description

| 3735645
| Cannot specify a value for serial. It is generated automatically.

| 3735622
| The certificate type is not supported.

| 3735664
| The specified key size is not supported in FIPS mode.

| 3735665
| The specified hash function is not supported in FIPS mode.

| 3735553
| Failed to create self-signed Certificate.

| 3735646
| Failed to store the certificates.

| 3735693
| The certificate installation failed as private key was empty.

| 3735618
| Cannot accept private key for server-ca or client-ca.

| 52363365

| Failed to allocate memory.

| 52559975
| Failed to read the certificate due to incorrect formatting.

| 52363366
| Unsupported key type.

| 52560123
| Failed to read the key due to incorrect formatting.

| 52559972
| The certificates start date is later than the current date.

| 52559976
| The certificate and private key do not match.

| 52559973
| The certificate has expired.
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| 52363366

| Logic error: use of a dead object.

| 3735696

| Intermediate certificates are not supported with client-ca and server-ca

type certificates.

| 52559974

| The certificate is not supported in FIPS mode.

| 3735676

| Cannot continue the installation without a value for the common name.
the field

"common name" must have a value to continue with the installation.

Since the subject field in the certificate is empty,

| 3735558

| Failed to extract information about Common Name from the certificate.

| 3735588

| The common name (CN) extracted from the certificate is not wvalid.

| 3735632

| Failed to extract Certificate Authority Information from the

certificate.

[cols=3*,options=header]

| Type

| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{
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"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]

_links

[cols=3*,options=header]

368



| Description

| self
| link:#href[href]

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

al

| name

|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#security certificate]
[.api-collapsible-fifth-title]
security certificate
[cols=3*,options=header]

| Type

| Description

| links
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|link:# links[ links]

al

| ca
|string
a|Certificate authority

| common name
| string
a|FODN or custom common name. Provide on POST when creating a self-signed

certificate.

lexpiry time

|string

a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10

years.

lhash function

| string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates
|larray[string]
a|Chain of intermediate Certificates in PEM format. Only valid in POST

when installing a certificate.

| key size
| integer
a|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate. Key
size of 512 is not allowed on POST.

lprivate key

| string

a|Private key Certificate in PEM format. Only valid for create when
installing a CA-signed certificate. This is not audited.

|lpublic certificate
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| string
a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

|serial number
|string
alSerial number of certificate.

| svm
| link:#svm[svm]

a |

| type
| string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"l

|uuid
|string
al|Unique ID that identifies a certificate.

[# links]
[.api-collapsible-fifth-title]
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_links

[cols=3*,options=header]

| Type
| Description

|next
| link:#href [href]
al

|self
| link:#href[href]
al

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string

a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]
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| Name

| Type
| Description

| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID95dbc415e848f9%beecl362fbaa%917196] ]
= Sign security certificates

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/certificates/{ca.uuid}/sign #

Signs a certificate.
== Required properties

* “signing request - Certificate signing request to be signed by the

given certificate authority.
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== Recommended optional properties

* “expiry time’ - Certificate expiration time. Specifying an expiration
time for a signed certificate is recommended.

* “hash function® - Hashing function. Specifying a strong hashing function
is recommended when signing a certificate.

== Default property values

If not specified in POST, the following default property values are

assigned:
* “expiry time® - P365DT
* “"hash function® - sha256

Related ONTAP commands

* “security certificate sign’

This API is used to sign a certificate request using a pre-existing self-
signed root certificate. The self-signed root certificate acts as a
certificate authority within its scope and maintains the records of its
signed certificates.

The root certificate can be created for a given SVM or for the cluster
using [ POST security/certificates’].

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| return records

|boolean

| query

|False

al|The default is false. If set to true, the records are returned.

|ca.uuid
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| string
|path
| True

a|UUID of the existing certificate authority certificate

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

|expiry time

|string

al|Certificate expiration time. The allowed expiration time range is
between 1 day to 10 years.

|lhash function
| string
a|Hashing function

| signing request

|string

a|Certificate signing request to be signed by the given certificate
authority. Request should be in X509 PEM format.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"expiry time": "string",
"hash function": "string",
"signing request": "'--—--- BEGIN CERTIFICATE REQUEST-----

MIICYDCCAUgCAQAWGZEMMAOGAIUEAXMDQUJIDMQswWCQYDVQQGEwWJVUzCCASIwWDQYJ
KoZIhvcNAQEBBQADggEPADCCAQoCggEBAPEF+82S1gT3Vyu3Jx4TIAWHCOSEGWLOXY
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ZQ6KNjz71Fcalnl/AlCbCPyOsSupGVObvdWxX7xLVMJI2SXb7h43GCqYyX6FXJO4F
HOpmLvB+3jxdeiW7SDbiZyLUlsvA+oRO/uNlcug773Q2dKLjJD64erZZMRUNbDUJIBS
bARxAUI10FPvgTraSQOUWS5sRL1GKeAyKA4wekYelVgjHRTBizFbD4dI3njfva/2Bl
jf+kkulgcLITudNtkgeimgMKyraYuleYcYk2K+C//ONuNOuPbDfTXCM7061vik09
Sz18nLN70XE9K0AA93U/BCpSfpl8XIb4dcGnEr8hgVHOOtZS0o+KZBFXMCAWEARAAA
MAOGCSgGSIb3DOQEBCWUAA4TIBAQC2VEYpvgsFrm5GnPx8tOBD1xsTyY jbWIMDShAF
1FrvF9Sw9QGCtDyacxkwgdhQx818J1iIS5GOY6WWLB1 9FMkLONAhDLIXF3WEF7vEYqg
RKgrz3bd/Vg96fsRZNYIPLGMoEagLOh3FOCGc2VbdsROPwONn3fwthxkIRd6ds6/g
jc5cpSmVsCOgu+OKcpRXikYDbkWXfTZ1AhSfn6njBYFAZ 9+PNAU/0JRQh50bX60n0
5heniTcAJLWUZP/CQ8nxHYOWqy+1rAtM33d5¢cVmhUlBXQSTIru/0Z2kA/b9fK5ZVv8E
ZMADYUOEVIG59Vxhyci81lzYf+Mx18gBSF+Z2dC4yWhzDgZtM9 —-—-—-- END CERTIFICATE
REQUIES T=—=—= '

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

|public certificate

| string
a|CA signed public key Certificate

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"public certificate": "string"

Status: Default
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ONTAP Error

| Error Code

| 3735628
| Failed to

| 3735665

Response Codes

| Description

use CA certificate for signing.

| The specified hash function is not supported in FIPS mode.

| 52559974

| The certificate is not supported in FIPS mode.

| 3735626
| Failed to

| 3735558

| Failed to extract information about Common Name from the certificate.

| 3735588

| The common name (CN) extracted from the certificate is not wvalid.

| 3735632
| Failed to

certificate.

| 3735629
| Failed to
certificate

| 3735630
| Failed to
certificate

generate signed Certificate.

extract Certificate Authority Information from the

sign the certificate because Common Name of signing
and Common Name of CA certificate are same.

sign the certificate because expiry date of signing

exceeds the expiry date of CA certificate.

[cols=3*,options=header]

| Type

| Description

|error

| link:#error[error]
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.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block
[#security certificate sign]
[.api-collapsible-fifth-title]
security certificate sign

[cols=3*,options=header]

| Name

| Type
| Description

lexpiry time

| string

al|Certificate expiration time. The allowed expiration time range is
between 1 day to 10 years.
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lhash function
| string
a|Hashing function

| signing request

| string

a|Certificate signing request to be signed by the given certificate
authority. Request should be in X509 PEM format.

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

379



|arguments
larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string

alError code

|message
| string

al|Error message

| target
| string

al|The target parameter that caused the error.

//end collapsible .Definitions block

[ [IDbae62f5bd0e90be810b835ale2clc986] ]
= Delete security certificates

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block] # /security/certificates/{uuid}  #

Deletes a security certificate.
== Related ONTAP commands

* “security certificate delete’
== Learn more

* xref:{relative path}security certificates endpoint overview.html [DOC
/security/certificates]
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== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid
|string
| path

| True
al

== Response
Status: 200, Ok

== Error
Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 3735644
| Cannot delete server-chain certificate. Reason: There is a corresponding

server certificate for it.

| 3735679
| Cannot delete pre-installed server-ca certificates through REST. Use CLI

or ZAPI.

| 3735650
| Deleting this client-ca certificate directly is not supported. Delete

the corresponding root-ca certificate using type ‘root ca’ to delete the

root, client, and server certificates.
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| 3735627

| Deleting this server-ca certificate directly is not supported. Delete
the corresponding root-ca certificate using type ‘root ca’ to delete the
root, client, and server certificates.

| 3735589
| Cannot delete certificate.

| 3735590

| Cannot delete certificate. Failed to remove SSL configuration for the
certificate.

| 3735683

| Cannot remove this certificate while external key manager is configured.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]
al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde"Z "4",
"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

block
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| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID89ce6581269e094a5208996e0e3821601] 1]
= Retrieve security certificates

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/certificates/{uuid} #

Retrieves security certificates.

== Related ONTAP commands

* “security certificate show®

== Learn more

* xref:{relative path}security certificates endpoint overview.html [DOC
/security/certificates]

== Parameters

[cols=5*,options=header]
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| Name

| Type

| In
|Required

| Description

|uuid

| string

| path

| True
a|Certificate UUID

| fields

larray[string]

| query

| False

a|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| ca
| string
a|Certificate authority

| common name

| string

a|FODN or custom common name. Provide on POST when creating a self-signed
certificate.
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lexpiry time

| string

a|Certificate expiration time. Can be provided on POST if creating self-
signed certificate. The expiration time range is between 1 day to 10
years.

|lhash function

|string

a|Hashing function. Can be provided on POST when creating a self-signed
certificate. Hash functions md5 and shal are not allowed on POST.

|intermediate certificates

|larray[string]

al|Chain of intermediate Certificates in PEM format. Only wvalid in POST
when installing a certificate.

| key size

| integer

al|Key size of requested Certificate in bits. One of 512, 1024, 1536, 2048,
3072. Can be provided on POST if creating self-signed certificate. Key
size of 512 is not allowed on POST.

|lprivate key
|string
al|Private key Certificate in PEM format. Only valid for create when

installing a CA-signed certificate. This is not audited.

|lpublic certificate

|string

a|Public key Certificate in PEM format. If this is not provided in POST, a
self-signed certificate is created.

| scope
| string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| serial number

386



| string
alSerial number of certificate.

| svm
| link:#svm[svm]

al

| type
| string
a|Type of Certificate. The following types are supported:

* client - a certificate and its private key used by an SSL client in
ONTAP.
* server - a certificate and its private key used by an SSL server in
ONTAP.

* client ca - a Certificate Authority certificate used by an SSL server in
ONTAP to verify an SSL client certificate.

* server ca - a Certificate Authority certificate used by an SSL client in
ONTAP to verify an SSL server certificate.

* root ca - a self-signed certificate used by ONTAP to sign other
certificates by acting as a Certificate Authority.

* enum: ["client", "server", "client ca", "server ca", "root ca"]

|uuid
| string
a|Unique ID that identifies a certificate.

.Example response
[3collapsible%closed]
[source, json, subs=+macros]

{

" links": {

"self": {

"href": "/api/resourcelink"

}
}I
"ca": "string",
"common name": "test.domain.com",
"expiry time": "string",
"hash function": "string",
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"intermediate certificates": |

MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJKoZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkKGA1UEBhMCVVMwHhcNMTgwNjA4MTgwOTAXWhcNMTkwNjA4AMTgw
OTAxXW]AcCMQOwWCwYDVQQODEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQERB
AQUAAOSAMEgCQQDaPvbqUJIJFJ6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6yc)xHWB
e8u9z6yCHsWO3ync+dnhE5c5z8wuDAY0fv15AgMBAAGIgYowgYcwDAYDVROTBAUwW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwdzm
MEsGA1UdIWREMEKAFMJ7Ev/0/3+YNzYh5XN1qqjnw4zmoSCkHACMQOwCwWYDVQQD
EwRURVNUMQswCQYDVQQGEWJVU4IIFTZBrgZwUUMwDQYJKoZ IThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgqnri0KuvObEeybrbPW45sgsnT5dyeE/32U
9Yr6lklnkBtVBDTmLNrC —-—-—-—-— END CERTIFICATE-—----— "

I

"private key": "----- BEGIN PRIVATE KEY-----
MIIBVAIBADANBgkqhkiG9wOBAQEFAASCAT4wggE6AGEAAKEAUL/a8f3G47cZ6pel
Hd3aONMNkGJI8vSCH5Q7icuDm92VtVwkAACEJI0oZSLY1JvPD+odL+1FzVQSmkneW?
VCGgYQIDAQABAkKAcCENpg6GCOxoneLOghv1UrRotNZGvapUOEAVHK3X7AJhz55U4V
an36gvsAt5ghFMVM2iGvGaXbj0dAd+Jg64pxAiEA32EhOmPtFSMZhTIUMeGePmPk
gqIYCEuP8a/ZLmI9%s4TsCIQDWVLQuUV]SVEwPhiOTFALSWOAET8X5LBFQtGX5Q1Uep
EwIgFngM02Gc4wtLoga2d4gPkYul 3+uUW9hLd4X3d61/0S8CIQDT3elU+Rt+gIwiW
uOcFrVvNYSV3HNzDfSON/ToxTagfewIgPvXADe5c2EWbhCUkKhN+ZCf38AKewK9TW
1Q0cDy4L+fl4= —-———- END PRIVATE KEY----- W

"public certificate": "----- BEGIN CERTIFICATE-----
MITIBuzCCAWWGAWIBAGIIFTZBrgZwUUMwDQYJK0oZIhvcNAQELBQAWHDENMASGAL1UE
AxXMEVEVTVDELMAkGAIUEBhMCVVMwHhcNMTgwNjA4AMTgwOTAXWhcNMTkwNJA4AMTgw
OTAxXW)AcCMQOwCwYDVQQDEWRURVNUMQswCQYDVQQGEwWJVUzZBcMAOGCSgGSIb3DQER
AQUAAOSAMEgCQQDaPvbqUJIJFJI6NNTyK3Yb+ytSyJ9aa3yUmYTDOuMiP+6ycyxHWB
e8u9z6yCHsWO3ync+dnhE5c5z8wuDAY0fv15AgMBAAG]gYowgYcwDAYDVROTBAUW
AWEB/zALBgNVHQ8EBAMCAQYWHQYDVROOBBYEFMJ7Ev/0/3+YNzYh5XN1ggjnwidzm
MEsGA1UdIWREMEKAFMJ7EvV/0/3+YNzYh5XN1qqjnw4zmoSCkHJACMQOwCwWYDVQQD
EwRURVNUMQOswCQYDVQQOGEwJVU4IIFTZBrgZwUUMwDQYJKoZIThvcNAQELBQADQQAV
DovYeyGNnknjGI+TVNX6nDbyzf7zUPgnri0KuvObEeybrbPW45sgsnT5dyeE/32U
9Yr6l1lklnkBtVBDTmLNnrC —-—-—-—-— END CERTIFICATE----- W

"scope": "string",

"serial number": "string",

"svm": {

" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",

"uuid": "02c9e252-41be-11e9-81d5-00a0986138£f7"
by
"type": "string",

"uuid": "string"
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Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
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[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type
| Description

| self
| link:#href [href]

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]
al
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| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

SVM.
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|arguments
larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string

alError code

|message
| string

al|Error message

| target
| string

al|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= View and update IPsec configuration

:leveloffset: +1

[ [ID5ad0a5f8b5545e49fa8e4b8ceeld7399] ]

= Security IPsec endpoint overview

== QOverview
The following operations are supported:

* GET to retrieve the IPsec status: GET security/ipsec
* Patch to update IPsec status: PATCH security/ipsec
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[[ID930feb45caa7a767030£3d8429%eab50c] ]
= Retrieve IPsec configuration

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ipsec #

Retrieves IPsec configuration via REST APIs.

== Related ONTAP commands

* 'security ipsec config show'

== Learn more

* xref:{relative path}security ipsec endpoint overview.html [DOC
/security/ipsec]

== Parameters

[cols=5*,options=header]
|

|Required
| Description

|max records
| integer

| query

| False

allLimit the number of records returned.

| return records
|boolean

| query

| False
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al|The default is true for GET calls. When set to false,

only the number
of records is returned.

| return timeout

| integer

| query

|False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc]
Default direction is 'asc' for ascending.

direction.

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type
| Description

| links
|link:#self link[self link]
a |

|enabled
|boolean
alIndicates whether or not IPsec is enabled.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
}
}
== Error

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

a |
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.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string”
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href
| string
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[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name
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| Type
| Description

|arguments

larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID93a8bfbd660fb0abc9070fa2d3be8315] ]
= Update IPsec configuration

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block] # /security/ipsec #

Updates IPsec configuration via REST APIs.
== Related ONTAP commands
* 'security ipsec config modify'

== Learn more
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* xref:{relative path}security ipsec_endpoint overview.html [DOC

/security/ipsec]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
|boolean

| query

|False

al|The default is false.

== Request Body

[cols=3*,options=header]

| Type
| Description

| links

If set

|link:#self link[self link]

a |

|enabled
|boolean

to true,

the records are returned.

alIndicates whether or not IPsec is enabled.

.Example request

[$collapsible%closed]
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[source, json, subs=+macros]

{
" links": {
"self": {
"href": "/api/resourcelink"

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 66256898
| Internal error. Failed to enable IPsec.

| 66256899
| Internal error. Failed to disable IPsec.

| 66257199
| IPsec is not supported in the current cluster version.

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al
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.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href
| string
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[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#ipsec]
[.api-collapsible-fifth-title]
ipsec

Manages IPsec configuration via REST APIs.

[cols=3*,options=header]

| Type
| Description

| links
|link:#self link[self link]
al

|enabled
|boolean
a|Indicates whether or not IPsec 1s enabled.

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]
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| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= Manage IPsec policies

:leveloffset: +1

[[ID383a73596dbd7992d2e08c64c36calff]]
= Security IPsec policies endpoint overview

== QOverview

The following operations are supported:

* Collection Get: GET security/ipsec/policies

* Creation Post: POST security/ipsec/policies

* Instance Get: GET security/ipsec/policies/uuid

* Instance Patch: PATCH security/ipsec/policies/uuid
* Instance Delete: DELETE security/ipsec/policies/uuid

[[ID7a5514961455e£d560b4084d8c90ef9%eb] ]
= Retrieve IPsec policies

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ipsec/policies #

Retrieves the collection of IPsec policies.

== Related ONTAP commands
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* “security ipsec policy show’
== Learn more

* xref:{relative path}security ipsec policies endpoint overview.html [DOC

/security/ipsec/policies]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| local endpoint.family

|string

| query

| False

a|Filter by local endpoint.family

| local endpoint.port

| string

| query

| False

al|Filter by local endpoint.port

| local endpoint.netmask

|string

| query

| False

a|Filter by local endpoint.netmask

| local endpoint.address

| string

| query

| False

alFilter by local endpoint.address
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| svm.uuid

|string

|query

| False

alFilter by svm.uuid

| svin.name
| string

| query

| False

alFilter by svm.name

|enabled

|boolean

| query

| False

al|Filter by enabled

| remote endpoint.family

| string

| query

| False

alFilter by remote endpoint.family

| remote endpoint.port

|string

| query

| False

a|Filter by remote endpoint.port

| remote endpoint.netmask

|string

| query

| False

alFilter by remote endpoint.netmask

| remote endpoint.address
| string

| query

| False
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a|Filter by remote endpoint.address

|uuid
|string
| query
| False

alFilter by uuid

| name

| string

| query

| False

al|Filter by name

| scope
|string
| query
| False

al|Filter by scope

|protocol

| string

| query

| False

al|Filter by protocol

| fields
|larray[string]
|query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

a|Limit the number of records returned.

| return records

|boolean
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| query
| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response
Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
| link:# links[ links]
al

|error
| link:#error[error]
al

|num records

| integer

a|Number of records
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| records

|larray[link:#records[records]]

.Example response
[3collapsible%closed]

[source, json, subs=tmacros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"error": {
"arguments": [
{
"code": "string",
"message": "string”
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
b
"num records": 1,
"records": [
{

"local endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

bo

"name": "string",

"protocol™: "17",

"remote endpoint": {
"address": "10.10.10.7",
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"family": "string",

"netmask": "24",
"port": "23"
by
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%e252-41be-11e9-81d5-00a0986138£7"

by
"uuid": "lcdB8ad442-86dl-11e0-aelc-123478563412"

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

a |

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{
"error": {

"arguments": [

{
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"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions

[%collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]
| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]
_links
[cols=3*,options=header]

| Type

| Description

| next
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| link:#href[href]
a |

| self
| link:#href [href]

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments
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| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

[#local endpoint]
[.api-collapsible-fifth-title]
local endpoint

Local endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
| string
alIbPvd or IPv6 address

| family
| string
alIPv4d or IPv6

| netmask

| string

al|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, you
must set the netmask length. The default value is 64. Output is always
netmask length.
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| port
| string
al|Application port to be covered by the IPsec policy

[#remote endpoint]
[.api-collapsible-fifth-title]
remote endpoint

Remote endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
| string
a|IPv4d or IPv6 address

| family
|string
a|IPv4d or IPvo6

| netmask

|string

al|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, you
must set the netmask length. The default value is 64. Output is always
netmask length.

| port
| string
a|Application port to be covered by the IPsec policy
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[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#svm]
[.api-collapsible-fifth-title]

Svm

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.
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[#records]
[.api-collapsible-fifth-title]

records

IPsec policy object.

[cols=3*,options=header]

| Name

| Type
| Description

|enabled
|boolean
a|Indicates whether or not the policy is enabled.

| local endpoint
|link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| name
| string
a|IPsec policy name.

|protocol
| string
a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]

a|Remote endpoint for the IPsec policy.

| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| svm

| link:#svm[svm]
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a|SvM, applies only to SVM-scoped objects.

|uuid
| string
a|Unique identifier of the IPsec policy.

//end collapsible .Definitions block

[[ID764dfc7e39992cead3dedbc7c3d36f6e] ]
= Create an IPsec policy

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block]# /security/ipsec/policies #

Creates an IPsec policy.

== Related ONTAP commands

* ‘security ipsec policy create’

== Learn more

* xref:{relative path}security ipsec policies endpoint overview.html [DOC
/security/ipsec/policies]

== Parameters

[cols=5*,options=header]
|

|Required
| Description
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| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

laction
| string
alAction for the IPsec policy.

|enabled
|boolean
al|Indicates whether or not the policy is enabled.

| local endpoint
| link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| name
|string
a|IPsec policy name.

|protocol
| string
a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]

a|Remote endpoint for the IPsec policy.
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| secret key
|string
a|Pre-shared key for IKE negotiation.

| svm
| link:#svm[svm]

al

|uuid
| string
a|Unique identifier of the IPsec policy.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

"action": "string",

"local endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"name": "string",

"protocol™: "17",

"remote endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"secret key": "string",

"svm": {

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",
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"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

by
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"

== Response

Status: 201, Created

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

|error
| link:#error[error]

a |

|num records
|integer
a|Number of records

| records
|array[link:#records[records]]
a

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
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"href": "/api/resourcelink"

by
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

by

"num records": 1,
"records": [
{

"action": "string",

"local endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"name": "string",

"protocol": "17",

"remote endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"secret key": "string",

"svm": {

" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",
"guid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"
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Status: Default

ONTAP Error Response Codes

Error Code | Description

| 66257099
| Only one protocol can be specified.

| 66257100
| Only one local port can be specified.

| 66257101

| Only one remote port can be specified.

| 66257103
| IPsec policy with same name already exists in this SVM.

| 66257107
| The specified pre-shared key is not a valid hexadecimal string.

| 66257109
| The specified pre-shared key is not a valid Base64 encoded binary

string.

| 66257110
| Failed to a create policy sequencing value.

| 66257111
| The IPsec policy with action ESP TRANSPORT provides packet protection
and requires a secret key for authentication.

| 66257112
| The IPsec policy with the action specified does not provide packet
protection and the authentication method provided for the policy will be

ignored.

| 66257113
| Only one local IP subnet can be specified.

| 66257114
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| Only one remote IP subnet can be specified.

| 66257115
| Port ranges containing more than one port are not supported.

| 66257117
| IPsec is not supported on the SVM specified in the policy, IPsec is
supported on data SVMs only.

| 66257120
| The subnet selector must be a host address (An IPv4 address with a 32-
bit netmask or an IPv6 address with a 128-bit netmask).

| 66257121
| The maximum limit of IPsec Policies has reached for the specified SVM.

| 66257125
| The local endpoint.address must be specified with

local endpoint.netmask.

| 66257126
| The remote endpoint.address must be specified with
remote endpoint.netmask.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

a |

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {

"arguments": [
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"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#local endpoint]
[.api-collapsible-fifth-title]
local endpoint

Local endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
|string
a|IPv4d or IPv6 address

| family
| string
al|IPv4d or IPvo6

| netmask

|string

al|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, you
must set the netmask length. The default value is 64. Output is always
netmask length.
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| port
| string

al|Application port to be covered by the IPsec policy

[#remote endpoint]
[.api-collapsible-fifth-title]
remote endpoint

Remote endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address
| string
a|IPv4d or IPv6 address

| family
|string
a|IPv4d or IPvo6

| netmask

| string

al|Input as netmask length (16) or IPv4 mask
must set the netmask length. The default value is 64.

netmask length.

| port
| string

a|Application port to be covered by the IPsec policy

(255.255.0.0) . For IPvo,

Output is always
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[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]
_links
[cols=3*,options=header]

| Type

| Description

| self
| link:#href[href]

[#svm]
[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Type

| Description

| links
|link:4# links[ links]
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al

| name
| string
a|The name of the SVM.

luuid
| string
a|The unique identifier of the SVM.

[#ipsec policy]
[.api-collapsible-fifth-title]

ipsec policy

IPsec policy object.

[cols=3*,options=header]

| Name

| Type
| Description

laction
| string
a|Action for the IPsec policy.

|enabled
|boolean
a|Indicates whether or not the policy is enabled.

| local endpoint
|link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| name
| string
a|IPsec policy name.
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|protocol
|string
a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| secret key
|string
a|Pre-shared key for IKE negotiation.

| svm
| link:#svm[svm]

a |

|uuid
|string
al|Unique identifier of the IPsec policy.

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|next
| link:#href[href]
al

|self
| link:#href[href]
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string
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al|Error message

| target
| string
a|The target parameter that caused the error.

[#svm]
[.api-collapsible-fifth-title]

svm

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#records]
[.api-collapsible-fifth-title]

records

IPsec policy object.
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[cols=3*,options=header]

| Name

| Type
| Description

laction
|string
a|Action for the IPsec policy.

|enabled
|boolean
al|Indicates whether or not the policy is enabled.

| local endpoint
| link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| name
|string
al|IPsec policy name.

|protocol
| string

a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| secret key
| string
a|Pre-shared key for IKE negotiation.

| svm
| link:#svm[svm]

al|SvM, applies only to SVM-scoped objects.
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|uuid
| string
al|Unique identifier of the IPsec policy.

//end collapsible .Definitions block

[[IDbcO067561616ff2ac5bal3eelceb5d74401]]
= Delete an IPsec policy

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/ipsec/policies/{uuid} #

Deletes a specific IPsec policy.

== Related ONTAP commands

* “security ipsec policy delete”

== Learn more

* xref:{relative path}security ipsec policies endpoint overview.html [DOC
/security/ipsec/policies]

== Parameters

[cols=5*,options=header]
|

|Required
| Description

|uuid

| string
| path
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== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 66257096

| Internal error. Failed to purge connections associated with the IPsec
policy.

| 66257116

| IPsec policy with the specified UUID was not found.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{
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"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
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[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDc35687046a8baf633455eb2bidbcde253] ]
= Retrieve an IPsec policy

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ipsec/policies/{uuid} #

Retrieves a specific IPsec policy.

== Related ONTAP commands
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* “security ipsec policy show’
== Learn more

* xref:{relative path}security ipsec policies endpoint overview.html [DOC
/security/ipsec/policies]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid

| string

|path

| True

al|IPsec policy UUID

| fields
|larray[string]

| query
| False
al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

|enabled
|boolean
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al|Indicates whether or not the policy is enabled.

| local endpoint

| link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| name
| string

a|IPsec policy name.

|protocol

| string

a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint

| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| scope
| string

alSet to "svm"

for interfaces owned by an SVM. Otherwise,

set to
"cluster".

| svm

| link:#svm[svm]
a |l

|uuid

| string

a|Unique identifier of the IPsec policy.

.Example response

[$collapsible%closed]

[source, json, subs=+macros]

{

"local endpoint": {
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"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"name": "string",

"protocol™: "17",

"remote endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"scope": "string",

"svm": {

" links": {
"self": {
"href": "/api/resourcelink"
}
by

"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138f7"

by
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 66257116
| IPsec policy with the specified UUID was not found.

[cols=3*,options=header]

| Name

| Type
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| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=tmacros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#local endpoint]
[.api-collapsible-fifth-title]
local endpoint

Local endpoint for the IPsec policy.

[cols=3*,options=header]

| Name
| Type
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| Description

| address
| string
alIbPvd or IPv6 address

| family
| string
alIPv4d or IPv6

| netmask

|string

alInput as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, you
must set the netmask length. The default value is 64. Output is always
netmask length.

| port
| string
al|Application port to be covered by the IPsec policy

[#remote endpoint]
[.api-collapsible-fifth-title]
remote endpoint

Remote endpoint for the IPsec policy.

[cols=3*,options=header]

| Name

| Type
| Description

| address

| string
alIbPvd or IPv6 address

| family
| string
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a|IPv4d or IPvo6

| netmask

|string

a|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, you
must set the netmask length. The default value is 64. Output is always
netmask length.

| port
| string
al|Application port to be covered by the IPsec policy

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]
| Type

| Description

|href

|string
al

[# links]
[.api-collapsible-fifth-title]
_links
[cols=3*,options=header]

| Type

| Description

|self
| link:#href[href]
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[#svm]
[.api-collapsible-fifth-title]

svim

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a |l

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

|string
a|Argument code
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|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDO£53171790af1704034£2e425££d7185] 1]
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= Update an IPsec policy

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/ipsec/policies/{uuid}  #

Updates a specific IPsec policy.

== Related ONTAP commands

* “security ipsec policy modify’

== Learn more

* xref:{relative path}security ipsec policies endpoint overview.html [DOC
/security/ipsec/golicies] - - - -

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid
|string
| path

| True
al|IPsec policy UUID

== Request Body

[cols=3*,options=header]

| Type
| Description
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|enabled
|boolean
alIndicates whether or not the policy is enabled.

| local endpoint
| link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| name
|string
a|IPsec policy name.

|protocol
| string

a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| svm
| link:#svm[svm]

al

|uuid
|string
a|Unique identifier of the IPsec policy.

.Example request
[$collapsible%closed]
[source, json, subs=+macros]

{

"local endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",
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"port": "23"
by

"name": "string",

"protocol™: "17",

"remote endpoint": {
"address": "10.10.10.7",
"family": "string",
"netmask": "24",

"port": "23"

by

"svm": |
" links": {

"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

Yo
"uuid": "1cdB8ad42-86dl-11e0-aelc-123478563412"

== Response
Status: 200, Ok

== Error
Status: Default

ONTAP Error Response Codes

Error Code | Description

| 66257097
| Internal error. Failed to update the IPsec policy.

| 66257099
| Only one protocol can be specified.

| 66257100

| Only one local port can be specified.
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| 66257101
| Only one remote port can be specified.

| 66257110
| Failed to create a policy sequencing value.

| 66257113
| Only one local IP subnet can be specified.

| 66257114
| Only one remote IP subnet can be specified.

| 66257115
| Port ranges containing more than one port are not supported.

| 66257116
| IPsec policy with the specified UUID was not found.

| 66257120
| The subnet selector must be a host address (An IPv4 address with a 32-
bit netmask or an IPv6 address with a 128-bit netmask) .

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[3collapsible%closed]
[source, json, subs=+macros]

{
"error": {

"arguments": [

{

"code": "string",
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"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#local endpoint]
[.api-collapsible-fifth-title]

local endpoint

Local endpoint for the IPsec policy.

[cols=3*,options=header]

| Type
| Description

| address
| string
al|IPv4d or IPv6 address

|family
| string
al|IPv4d or IPvo6

| netmask

|string

al|Input as netmask length (16) or IPv4 mask (255.255.0.0). For IPv6, you
must set the netmask length. The default value is 64. Output is always
netmask length.
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| port
| string

al|Application port to be covered by the IPsec policy

[#remote endpoint]
[.api-collapsible-fifth-title]
remote endpoint

Remote endpoint for the IPsec policy.

[cols=3*,options=header]

| Type
| Description

| address
| string
alIbPvd or IPv6 address

| family
| string
alIPv4d or IPv6

| netmask
|string

al|Input as netmask length (16) or IPv4 mask
must set the netmask length. The default value is 64.

netmask length.

| port
| string

al|Application port to be covered by the IPsec policy

[#href]

(255.255.0.0) . For IPve,

Output is always
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[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#svm]
[.api-collapsible-fifth-title]

svim

[cols=3*,options=header]

| Name

| Type
| Description

| links

|link:# links[ links]

al
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| name
| string
a|The name of the SVM.

|uuid
| string

a|The unique identifier of the SVM.

[#ipsec policy]
[.api-collapsible-fifth-title]
ipsec policy

IPsec policy object.

[cols=3*,options=header]
| Type
| Description

|enabled
|boolean

a|Indicates whether or not the policy is enabled.

| local endpoint
|link:#local endpoint[local endpoint]
a|Local endpoint for the IPsec policy.

| name
|string
a|IPsec policy name.

|protocol

|string

a|Lower layer protocol to be covered by the IPsec policy.

| remote endpoint
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| link:#remote endpoint[remote endpoint]
a|Remote endpoint for the IPsec policy.

| svm
| link:#svm[svm]

al

|uuid
| string
al|Unique identifier of the IPsec policy.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]
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| Description
| arguments

|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string
alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= View IPsec security associations

:leveloffset: +1

[[ID6f£77c7c85¢c35e434e989614c9%e7alaal]]
= Security IPsec security-associations endpoint overview

== Qverview

* Collection Get: GET security/ipsec/security-associatios
* Instance Get: GET security/ipsec/security-associations/uuid
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[ [ID9b85e2b154d28242a0170b940efe%9a63]]
= Retrieve IPsec and IKE security associations

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ipsec/security—-associations #

Retrieves the IPsec and IKE (Internet Key Exchange) security associations.
== Related ONTAP commands

* “security ipsec show-ipsecsa’
* “security ipsec show-ikesa’

== Learn more

* xref:{relative path}security ipsec security-
associations endpoint overview.html[DOC /security/ipsec/security-
associations]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| local address
|string

| query

| False

a|Filter by local address

| node.uuid

| string
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| query
| False
al|Filter by node.uuid

| node .name
| string

| query

| False

alFilter by node.name

|uuid

|string

| query

| False

al|Filter by uuid

| svm.uuid

| string

| query

| False

alFilter by svm.uuid

| svm.name

|string

|query

| False

alFilter by svm.name

| type

| string

| query

| False

al|Filter by type

|ike.responder security parameter index

| integer

| query

| False

a|Filter by ike.responder security parameter index
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|ike.state

| string

| query

| False

alFilter by ike.state

| ike.authentication

| string

| query

| False

alFilter by ike.authentication

|ike.initiator security parameter index

| integer

| query

| False

a|Filter by ike.initiator security parameter index

| ike.version

| string

|query

| False

alFilter by ike.version

| remote address
|string

| query

| False

a|Filter by remote address

| ipsec.outbound.security parameter index

| integer

| query

| False

a|Filter by ipsec.outbound.security parameter index

| ipsec.outbound.bytes
| integer

| query

| False

al|Filter by ipsec.outbound.bytes
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| ipsec.outbound.packets

| integer

| query

| False

al|Filter by ipsec.outbound.packets

| ipsec.inbound.security parameter index

| integer

| query

| False

a|Filter by ipsec.inbound.security parameter index

| ipsec.inbound.bytes

| integer

| query

| False

alFilter by ipsec.inbound.bytes

| ipsec.inbound.packets

| integer

|query

| False

alFilter by ipsec.inbound.packets

| ipsec.action

| string

| query

| False

al|Filter by ipsec.action

| ipsec.state

|string

| query

| False

al|Filter by ipsec.state

|lifetime
| integer
| query
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| False
alFilter by lifetime

| name

|string

| query

| False

al|Filter by name

|cipher suite

|string

| query

| False

alFilter by cipher suite

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

|max records

| integer

| query

| False

alLimit the number of records returned.

| return records

|boolean

|query

| False

a|The default is true for GET calls. When set to false, only the number

of records is returned.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
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reached.

|order by

|larray[string]

| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
a

|error
| link:#error[error]
al

|num records
|integer
a|Number of records

| records
|larray([link:#records[records]]
al

.Example response
[3collapsible%closed]

[source, json, subs=+macros]
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" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"

by
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
by
"num records": 1,
"records": [
{
"cipher suite": "string",
"ike": {
"authentication": "string",
"state": "string",
"version": "string"
by
"ipsec": {
"action": "string",
"state": "string"
by
"local address": "string",
"name": "string",
"node": {
" links": {
"self": {
"href": "/api/resourcelink"

}o
"name": "nodel",
"uuid": "1cdB8ad442-86dl-11e0-aelc-123478563412"

by

"remote address": "string",

"svm": {
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" links": {
"self": {
"href": "/api/resourcelink"
}
by

"name": "svml",
"guid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by

"type": "string",
"uuid": "string"
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
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"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type

| Description

| next

| link:#href[href]

al

| self
| link:#href [href]
a |l
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[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code
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|message
| string

al|Error message

| target
| string

a|The target parameter that caused the error.

[#ike]
[.api-collapsible-fifth-title]
ike

Objects containing parameters specific to IKE (Internet Key Exchange)

security association.

[cols=3*,options=header]

| Type
| Description

|authentication
| string
a|Authentication method for internet key exchange protocol.

|initiator security parameter index
| integer
alInitiator's security parameter index for the IKE security association.

| responder security parameter index
| integer
a|Responder's security parameter index for the IKE security association.

| state
| string

a|State of the IKE connection.
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| version
| string
al|Internet key exchange protocol version.

[#inbound]
[.api-collapsible-fifth-title]

inbound

Status for inbound parameters for the IPsec security association.

[cols=3*,options=header]

| Type
| Description

|bytes
| integer
a|Number of inbound bytes for the IPsec security association.

| packets
| integer
a|Number of inbound packets for the IPsec security association.

| security parameter index

| integer

a|Inbound security parameter index for the IPSec security association.

[#outbound]
[.api-collapsible-fifth-title]

outbound

Status for outbound parameters for the IPsec security association.

[cols=3*,options=header]
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| Name

| Type
| Description

|bytes
| integer
a|Number of outbound bytes for the IPsec security association.

| packets
| integer
a|Number of outbound packets for the IPsec security association.

| security parameter index
| integer
a|Outbound security parameter index for the IPSec security association.

[#ipsec]
[.api-collapsible-fifth-title]

ipsec

Objects containing parameters specific to IPsec security association.

[cols=3*,options=header]

| Type
| Description

|laction

|string
al|Action for the IPsec security association.

| inbound
| link:#inbound[inbound]
alStatus for inbound parameters for the IPsec security association.

| outbound
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| Link:#outbound[outbound]
a|Status for outbound parameters for the IPsec security association.

| state
|string

alState of the IPsec security association.

[# links]
[.api-collapsible-fifth-title]

_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#node]
[.api-collapsible-fifth-title]
node

Node with the security association.

[cols=3*,options=header]

| Name

| Type

| Description

| links

|link:# links[ links]

al

| name
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[#svm]
[.api-collapsible-fifth-title]

sSvim

SVM, applies only to SVM-scoped objects.

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#records]
[.api-collapsible-fifth-title]

records

Security association object for IPsec security association and IKE

(Internet Key Exchange) security association.
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[cols=3*,options=header]

| Name

| Type
| Description

|cipher suite
|string
a|Cipher suite for the security association.

| ike
|link:#1ike[ike]
a|Objects containing parameters specific to IKE (Internet Key Exchange)

security association.

| ipsec
| link:#ipsec[ipsec]

a|Objects containing parameters specific to IPsec security association.

|lifetime
| integer
al|Lifetime for the security association in seconds.

| local address
|string
a|Local address of the security association.

| name
|string
a|Policy name for the security association.

| node
| link:#node [node]
a|Node with the security association.

| remote address
| string
a|Remote address of the security association.
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| svm
| link:#svm[svm]
a|SvM, applies only to SVM-scoped objects.

| type

|string

a|Type of security association, it can be IPsec or IKE (Internet Key
Exchange) .

|uuid
| string
al|Unique identifier of the security association.

//end collapsible .Definitions block

[[ID90e6833f£f9ccd3499e1d756b84637285]]
= Retrieve an IPsec or IKE security association

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ipsec/security—-associations/{uuid} #

Retrieves a specific IPsec or IKE (Internet Key Exchange) security

association.
== Related ONTAP commands

* “security ipsec show-ipsecsa’

* “security ipsec show-ikesa’
== Learn more
* xref:{relative path}security ipsec security-

associations endpoint overview.html[DOC /security/ipsec/security-

associations]
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== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid

|string

|path

| True

a|UUID of IPsec or IKE security association.

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name

| Type
| Description

|cipher suite
| string
a|Cipher suite for the security association.

| ike
|link:#ike[ike]
a|Objects containing parameters specific to IKE (Internet Key Exchange)

security association.
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| ipsec
| link:#ipsec[ipsec]
a|Objects containing parameters specific to IPsec security association.

|lifetime
| integer
alLifetime for the security association in seconds.

| local address
|string
a|Local address of the security association.

| name
|string
a|Policy name for the security association.

| node
| link:#node[node]
a|Node with the security association.

| remote address
|string
a|Remote address of the security association.

| svm
| link:#svm[svm]

a |

| type

|string

a|Type of security association, it can be IPsec or IKE (Internet Key
Exchange) .

|uuid
| string

al|Unique identifier of the security association.
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.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"cipher suite": "string",
"ike": {
"authentication": "string",
"state": "string",
"version": "string"
by
"ipsec": {
"action": "string",
"state": "string"
by
"local address": "string",
"name": "string",
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",
"uuid": "lcdB8a442-86dl-11e0-aelc-123478563412"
by
"remote address": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",
"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by
"type": "string",
"uuid": "string"
}
== Error
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Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 66257118
| IPsec SA with the specified UUID was not found.

| 66257119
| IPsec SA with the specified UUID was not found.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#ike]
[.api-collapsible-fifth-title]
ike

Objects containing parameters specific to IKE (Internet Key Exchange)
security association.

[cols=3*,options=header]

| Type
| Description

|authentication
|string

al|Authentication method for internet key exchange protocol.

|initiator security parameter index
| integer

alInitiator's security parameter index for the IKE security association.

| responder security parameter index
| integer

a|Responder's security parameter index for the IKE security association.

| state
| string

alState of the IKE connection.

| version
| string

a|Internet key exchange protocol version.
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[#inbound]
[.api-collapsible-fifth-title]
inbound

Status for inbound parameters for the IPsec security association.

[cols=3*,options=header]

| Name

| Type
| Description

|bytes
| integer

a|Number of inbound bytes for the IPsec security association.

| packets
| integer

a|Number of inbound packets for the IPsec security association.

| security parameter index
| integer

a|Inbound security parameter index for the IPSec security association.

[#outbound]
[.api-collapsible-fifth-title]
outbound

Status for outbound parameters for the IPsec security association.

[cols=3*,options=header]

| Name

| Type
| Description
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|bytes
| integer
a|Number of outbound bytes for the IPsec security association.

| packets
| integer
a|Number of outbound packets for the IPsec security association.

| security parameter index
| integer

a|Outbound security parameter index for the IPSec security association.

[#ipsec]
[.api-collapsible-fifth-title]
ipsec

Objects containing parameters specific to IPsec security association.

[cols=3*,options=header]

| Name

| Type
| Description

laction
| string
al|Action for the IPsec security association.

| inbound
| link:#inbound[inbound]
a|Status for inbound parameters for the IPsec security association.

| outbound
| Link: #outbound[outbound]

alStatus for outbound parameters for the IPsec security association.

477



| state
| string
al|State of the IPsec security association.

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#node]
[.api-collapsible-fifth-title]
node

Node with the security association.
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[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

| name
|string
al

|uuid
| string
a |l

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
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| string

alError message

| target
|string

a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage key managers

:leveloffset: +1

[[ID6£24149£f02££3d892044b018c38eb6£f0]]

= Security key-managers endpoint overview

== Qverview

A key manager is a key management solution (software or dedicated
hardware) that enables other ONTAP client modules to securely and
persistently store keys for various uses. For example, WAFL uses the key
management framework to store and retrieve the volume encryption keys that
it uses to encrypt/decrypt data on NVE volumes. A key manager can be
configured at both cluster scope and SVM, with one key manager allowed per
SVM. The key management framework in ONTAP supports two mutually exclusive
modes for persisting keys: external and onboard.

When an SVM is configured with external key management, the keys are
stored on up to four key servers that are external to the system.

Once external key management is enabled for an SVM, key servers can be
added or removed using the /api/security/key-managers/\{uuid}/key-

servers endpoint. See [ +POST /security/key-managers/{uuid}/key-
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servers+ '] and [ +DELETE /security/key-managers/{uuid}/key-
servers/{server}+ '] for more details.

Setting up external key management dictates that the required certificates
for securely communicating with the key server are installed prior to
configuring the key manager. To install the required client and server ca
certificates, use the /api/security/certificates/ endpoint.

See [ POST /security/certificates ], [ GET /security/certificates/uuid"]
and [ +DELETE /security/certificates/{uuid}+ '] for more details.

When an SVM is configured with onboard key management, the keys are stored
in ONTAP in wrapped format using a key hierarchy created using the salted
hash of the passphrase entered when configuring onboard key management.
This model fits well for customers who use ONTAP to store their own data.

== Examples
=== Creating an external key manager with 1 key server for a cluster

The example key manager is configured at the cluster-scope with one key
server. Note that the UUIDs of the certificates are those that are already
installed at the cluster-scope. Note the return records=true query
parameter is used to obtain the newly created key manager configuration

# The API:
POST /api/security/key-managers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-

managers?return records=true' -H 'accept: application/hal+json' -d "{
\"external\": { \"client certificate\": { \"uuid\": \"5fb170la-d922-11e8-
bfe8-005056bb017d\" }, \"server ca certificates\": [ { \"uuid\":
\"827d7d31-d6c8-11e8-b5bf-005056bb017d\" }],\"servers\": [ { \"server\":

\"10.225.89.33:5696\" } 1 } }"

# The response:
{
"num records": 1,
"records": [
{
"uuid": "815e9462-dc57-11e8-9b2¢c-005056bb017d",
"external": {
"client certificate": ({
"uuid": "5fbl1701a-d922-11e8-bfe8-005056bb017d"
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by
"server ca certificates": [
{
"uuid": "827d7d31-d6c8-11e8-b5bf-005056bb017d"
}
1,
"servers": |

{
"server": "10.225.89.33:5696"

]
by

" links": {
"self": {
"href": "/api/security/key-managers/815e9462-dc57-11e8-9b2c-
005056bb0174"

}

=== Creating an external key manager with 1 key server for an SVM

The example key manager is configured at the SVM-scope with one key
server. Note that the UUIDs of the certificates are those that are already
installed in that SVM. Note the return records=true query parameter is
used to obtain the newly created key manager configuration

# The API:
POST /api/security/key-managers

# The call:
curl -X POST 'https://<mgmt-ip>/api/security/key-
managers?return records=true' -H 'accept: application/hal+json' -d "{

\"svm\": { \"uuid\": \"216e6c26-do6c6-11e8-b5bf-005056bb017d\" 1},
\"external\": { \"client certificate\": { \"uuid\": \"9ldcaf7c-dbbd-11le8-
902c-005056bb017d\" }, \"server ca certificates\": [ { \"uuid\":
\"a4d4b8ba-dbbd-11e8-902c-005056bb017d\" }]1,\"servers\": [ { \"server\":
\"10.225.89.34:5696\" } ] } "
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# The response:
{
"num records": 1,
"records": [
{
"uuid": "80af63f2-dbbf-11e8-9b2c-005056bb0174d",
"svm": {
"uuid": "216e6c26-d6c6-11e8-b5bf-005056bb017d"
by
"external": {
"client certificate": {
"uuid": "91ldcaf7c-dbbd-11e8-9b2c-005056bb017d"
by
"server ca certificates": [
{
"uuid": "a4d4b8ba-dbbd-11e8-9b2c-005056bb017d"
}
I
"servers": [

{
"server": "10.225.89.34:5696"

]
by

" links": {
"self": {
"href": "/api/security/key-managers/80af63f2-dbbf-11e8-9b2c-
005056bb017d"

}

=== Creating an onboard key manager for a cluster

The following example shows how to create an onboard key manager for
cluster with the onboard key manager configured at the cluster-scope.

# The API:
POST /api/security/key-managers
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# The call:
curl -X POST 'https://<mgmt-ip>/api/security/key-managers' -H 'accept:
application/hal+json' -d '{ "onboard": { "passphrase": "passphrase" } }'

=== Retrieving the key manager configurations for all clusters and SVMs

The following example shows how to retrieve all configured key managers
along with their configurations.

# The API:
GET /api/security/key-managers

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers?fields=*' -H
'accept: application/hal+json'

# The response:
{
"records": [

{
"uuid": "2345f09c-d6c9-11e8-b5bf-005056bb017d",

"scope": "svm",
"svm": {
"uuid": "0£f22f8£f3-d6c6-11e8-b5bf-005056bb017d",
"name": "vsQO"
b
"external": {
"client certificate": {
"uuid": "4cb15482-d6c8-11e8-b5bf-005056bb017d",
" links": {
"self": {
"href": "/api/security/certificates/4cbl5482-d6c8-11e8-b5bf-
005056bb017d/™"

}
}
I
"server ca certificates": [
{
"uuid": "8al7c858-d6c8-11e8-b5bf-005056bb0174d",
" links": {
"self": {
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"href": "/api/security/certificates/8al7¢c858-d6c8-11e8-b5bf-
005056bb017d/™"
}

}
1y
"servers": [
{
"server": "10.2.30.4:5690",
"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/2345f09¢c-d6c9-11e8-b5bf-
005056bb017d/key-servers/10.2.30.4:5696/"

"server": "vs0.locall:3678",
"timeout": 25,
"username": ""
" links": {
"self": {
"href": "/api/security/key-managers/2345f09¢c-d6c9-11e8-b5bf-

005056bb017d/key-servers/vs0.locall:3678/"
}

]
by

" links": {
"self": {
"href": "/api/security/key-managers/2345f09¢c-d6c9-11e8-b5bf-
005056bb017d"

}
}
by
{
"uuid": "815e9462-dc57-11e8-9b2c-005056bb0174d",

"scope": "cluster",
"external": {
"client certificate": ({
"uuid": "5fbl1701a-d9%922-11e8-bfe8-005056bb017d4d",
" links": {
"self": {
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"href": "/api/security/certificates/5fbl1701a-d922-11e8-bfe8-
005056bb017d/"
}
}
by
"server ca certificates": [
{
"uuid": "827d7d31-d6c8-11e8-b5bf-005056bb017d",

" links": {
"self": {
"href": "/api/security/certificates/827d7d31-d6c8-11e8-b5bf-
005056bb017d/"
}
}
}
1,
"servers": |

{
"server": "10.225.89.33:5696",

"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/815e9462-dc57-11e8-9b2c-

005056bb017d/key-servers/10.225.89.33:5696/"
}

]
bo
" links": {
"self": {
"href": "/api/security/key-managers/815e9462-dc57-11e8-9b2c-
005056bb0174"

}

}
1,
"num records": 2,
" links": {
"self": {

"href": "/api/security/key-managers?fields=*"
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=== Retrieving the key manager configurations for all clusters and SVMs
(showing Onboard Key Manager)

The following example shows how to retrieve all configured key managers

along with their configurations.

# The API:
GET /api/security/key-managers

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers?fields=*' -H
'accept: application/hal+json'

# The response:
{
"records": [
{
"uuid": "8bab52e0f-ae22-11e9-b747-005056bb7636",
"scope": "cluster",
"onboard": {
"enabled": true,
"key backup": "--——--""""""""""""""""""--- BEGIN

by

"volume encryption": {
"supported": false,
"message": "The following nodes do not support volume granular
encryption: ntap-vsim2.",
"code": 65536935
by

"is default data at rest encryption disabled": false
I

"num records": 1

}

=== Retrieving expensive fields such as, status.code and status.message,
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associated with a key manager.

These values are not retreived by default with the 'fields=*"'
The following example shows how to retrieve the expensive objects

associated with a key manager.

# The API:
GET /api/security/key-managers

# The call:

curl -X GET "https://<mgmt-ip>/api/security/key-
managers?fields=status.message",status.code" -H 'accpt:
application/hal+jon'

# The response:
{
"records": [
{
"uuid": "ac305d46-aefd4-11e9-ad3c-005056bb7636",
"status": {
"message": "No action needed at this time.",
"code": 65537200
by
" links": {
"self": {

"href": "/api/security/key-managers/ac305d46-aef4-11e9-ad3c-

005056bb7636"
}

1,

"num records": 1,

" links": {
"self": {

"href": "/api/security/key-managers?fields=status.message,status

=== Retrieving a specific key manager configuration

The following example shows how to retrieve a specific key manager
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configuration.

# The API:
GET /api/security/key-managers/{uuid}

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers/<uuid>?fields=*"
-H 'accept: application/hal+json'

# The response:

{
"uuid": "2345£09c-d6c9-11e8-b5bf-005056bb017d",

"scope": "svm",
"svm": {
"uuid": "0f22f8f3-d6c6-11e8-b5bf-005056bb017d",
"name": "vsO"
b
"external": {
"client certificate": ({
"uuid": "4cb15482-d6c8-11e8-b5bf-005056bb017d",
" links": {
"self": {
"href": "/api/security/certificates/4cbl5482-d6c8-11e8-b5bf-
005056bb017d/"

}
}
by
"server ca certificates": [
{
"uuid": "8al7c¢858-d6c8-11e8-b5bf-005056bb017d",
" links": {
"self": {
"href": "/api/security/certificates/8al7¢c858-d6c8-11e8-b5bf-
005056bb017d/"
}

}
1y
"servers": |
{
"server": "10.2.30.4:5690",
"timeout": 25,
"username": "",
" links": {
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"self": {
"href": "/api/security/key-managers/2345f09c-d6c9-11e8-b5bf-
005056bb017d/key-servers/10.2.30.4:5696/"

"server": "vs0.locall:3678",
"timeout": 25,
"username": ""
" links": {
"self": {
"href": "/api/security/key-managers/2345£09c-d6c9-11e8-b5bf-

005056bb017d/key-servers/vs0.locall:3678/"
}

]
b
" links": {
"self": {
"href": "/api/security/key-managers/2345f09c-d6c9-11e8-b5bf-
005056bb017d"

}

=== Updating the configuration of an external key manager

The following example shows how to update the server-ca configuration of

an external key manager.

# The API:
PATCH /api/security/key-managers/{uuid}

# The call:

curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>?' -H
'accept: application/hal+json' -d "{ \"externall": {
\"server ca certificates\": [ { \"uuid\": \"23b05c58-d790-11e8-b5bf-
005056bb017d\" }] } "
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=== Updating the passphrase of an Onboard Key Manager

The following example shows how to update the passphrase of a given key
manager.

# The API:
PATCH /api/security/key-managers/{uuid}

# The call:

curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>?' -H
'accept: application/hal+json' -d "{ \"onboard\": ({

\"existing passphrase\": \"existing passphrase\", \"passphrase\":
\"new passphrase\" } }"

=== Synchronizing the passphrase of the Onboard Key Manager on a cluster

The following example shows how to synchronize the passphrase on a cluster
where the Onboard Key Manager is already configured.

# The API:
PATCH /api/security/key-managers/{uuid}

# The call:

curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>?' -H
'accept: application/hal+json' -d "{ \"onboard\": ({

\"existing passphrase\": \"existing passphrase\", \"synchronize\": true

}}"

=== Configuring the Onboard Key Manager on a cluster
The following example shows how to configure the Onboard Key Manager on a

cluster where the Onboard Key Manager is not configured, but is configured
on an MetroCluster partner cluster.
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# The API:
POST /api/security/key-managers

# The call:
curl -X POST 'https://<mgmt-ip>/api/security/key-
managers?return records=false' -H 'accept: application/hal+json' -H

"Content-Type: application/json" -d "{ \"onboard\": { \"passphrase\":

\"passphrase\", \"synchronize\": true }}"

=== Deleting a configured key manager

The following example shows how to delete a key manager given its UUID.

# The API:
DELETE /api/security/key-managers/{uuid}

# The call:
curl -X DELETE 'https://<mgmt-ip>/api/security/key-managers/<uuid>?' -H
'accept: application/hal+json'

=== Adding a key server to an external key manager

The following example shows how to add a key server to an external key
manager.

# The API:
POST /api/security/key-managers/{uuid}/key-servers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers?return records=true' -H 'accept: application/hal+json' -d "{
\"server\": \"10.225.89.34:5696\" }"

# The response:

{

"num records": 1,
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"records": [

{

"server": "10.225.89.34:5696",
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl191-dc5c-11e8-9b2c-

005056bb017d/key-servers/10.225.89.34%3A5696"
}

=== Adding 2 key servers to an external key manager

The following example shows how to add 2 key servers to an external key
manager. Note that the records property is used to add multiple key
servers to the key manager in a single API call.

# The API:
POST /api/security/key-managers/{uuid}/key-servers

# The call:

curl -X POST 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers?return records=true' -H 'accept: application/hal+json' -d "{
\"records\": [ { \"server\": \"10.225.89.34:5696\" }, { \"server\":
\"10.225.89.33:5696\" } 1 "

# The response:

{

"num records": 1,
"records": [
{
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl91-dc5c-11e8-9b2c-

005056bb017d/key-servers/"
}
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=== Retrieving all the key servers configured in an external key manager

The following example shows how to retrieve all key servers configured in

an external key manager.

# The API:
GET /api/security/key-managers/{uuid}/key-servers

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-

servers?fields=*' -H 'accept: application/hal+json'’

# The response:
{
"records": [
{
"uuid": "43e0c191-dc5¢c-11e8-9b2c-005056bb017d4d",
"server": "10.225.89.33:5696",

"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl191-dc5c-11e8-9b2c-

005056bb017d/key-servers/10.225.89.33%3A5696"

"uuid": "43e0cl91-dc5¢c-11e8-9b2¢c-005056bb017d",
"server": "10.225.89.34:5696",

"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl191-dc5c-11e8-9b2c-

005056bb017d/key-servers/10.225.89.34%3A5696"
}
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1,

"num records": 2,

" links": {
"self": {
"href": "/api/security/key-managers/43e0cl91-dcb5c-11e8-9b2c-

005056bb017d/key-servers?fields=*"
}

=== Retrieving a specific key server configured in an external key manager

The following example shows how to retrieve a specific key server

configured in an external key manager.

# The API:
GET /api/security/key-managers/{uuid}/key-servers/{server}

# The call:
curl -X GET 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers/{server}?fields=*' -H 'accept: application/hal+json'

# The response:

{

"yuid": "43e0c191-dc5¢c-11e8-9b2c-005056bb0174d",
"server": "10.225.89.34:5696",

"timeout": 25,
"username": "",
" links": {
"self": {
"href": "/api/security/key-managers/43e0cl191-dc5c-11e8-9b2c-

005056bb017d/key—-servers/10.225.89.34:5696"
}

=== Updating a specific key server configuration configured in an external
key manager
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The following example shows how to update a specific key server configured
in an external key manager.

# The API:
PATCH /api/security/key-managers/{uuid}/key-servers/{server}

# The call:
curl -X PATCH 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers/{server}' -H 'accept: application/hal+json' -d "{ \"timeout\": 45

}"

=== Deleting a key server from an external key manager

The following example shows how to delete a key server from an external
key manager.

# The API:
DELETE /api/security/key-managers/{uuid}/key-servers/{server}

# The call:

curl -X DELETE 'https://<mgmt-ip>/api/security/key-managers/<uuid>/key-
servers/{server}' -H 'accept: application/hal+json'

[[IDac0256bba0242cc6947d81d99¢c597abl] ]
= Retrieve key managers

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/key-managers #

Retrieves key managers.

497



== Expensive properties

There is an added cost to retrieving values for these properties. They are
not included by default in GET results and must be explicitly requested
using the "fields  query parameter. See

xref:{relative path}getting started with the ontap rest api.html#Requestin
g specific fields[DOC Requesting specific fields] to learn more.

* “connectivity’
* “status.message’

* “status.code’
== Related ONTAP commands

* “security key-manager show-keystore’

* “security key-manager external show’

* ‘security key-manager external show-status’
* “security key-manager onboard show-backup®

== Learn more

* xref:{relative path}security key-managers endpoint overview.html [DOC
/security/key-managers]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| svm.uuid

|string

| query

| False

alFilter by svm.uuid

| svin.name
| string
|query

| False
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alFilter by svm.name

|uuid
|string
| query
| False

alFilter by uuid

|volume encryption.code

| integer

| query

| False

a|Filter by volume encryption.code

|volume encryption.supported
|boolean

| query

| False

a|Filter by volume encryption.supported

|volume encryption.message

| string

| query

| False

a|Filter by volume encryption.message

|is default data at rest encryption disabled

|boolean

|query

| False

a|Filter by is default data at rest encryption disabled

|external.servers.username
| string

| query

| False

alFilter by external.servers.username

|external.servers.server

|string
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| query
| False

alFilter by external.servers.server

|external.servers.connectivity.cluster availability
|boolean

| query

| False

alFilter by external.servers.connectivity.cluster availability

|external.servers.connectivity.records.state

|string

|query

| False

alFilter by external.servers.connectivity.records.state

|external.servers.connectivity.records.node.uuid

| string

| query

| False

al|Filter by external.servers.connectivity.records.node.uuid

|external.servers.connectivity.records.node.name
|string

| query

| False

alFilter by external.servers.connectivity.records.node.name

|external.servers.timeout

| integer

| query

| False

alFilter by external.servers.timeout

|external.server ca certificates.uuid

| string

| query

| False

a|Filter by external.server ca certificates.uuid
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|external.client certificate.uuid

| string
| query
| False

al|Filter by external.client certificate.uuid

| onboard.enabled
|boolean

|query

| False

a|Filter by onboard.enabled

| onboard.key backup
|string

| query

| False

alFilter by onboard.key backup

| status.message
| string

| query

| False

al|Filter by status.message

| status.code
| integer

| query

| False

al|Filter by status.code

| scope

| string

| query

| False

al|Filter by scope

| fields
|larray[string]
| query

| False

al|Specify the fields to return.
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|max records
| integer

| query

| False

al|Limit the number of records returned.

| return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier if either max records or the end of the collection is
reached.

| return records

|boolean

| query
| False

a|The default is true for GET calls. When set to false, only the number
of records is returned.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc] direction.
Default direction is 'asc' for ascending.

== Response
Status: 200, Ok

[cols=3*,options=header]

| Type
| Description
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| _links
|link:# links[ links]
al

|num records
| integer
a|Number of records

| records
larray[link:#security key manager[security key manager]]
al

.Example response
[%collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
bo
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"external": {
"client certificate": ({
" links": {
"self": {

"href": "/api/resourcelink"

by
"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"

by

"server ca certificates": [
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" links": {
"self": {

"href": "/api/resourcelink"

b
"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"

I
"servers": |
{
" links": {
"self": {

"href": "/api/resourcelink"

b
"connectivity": {
"records": [
{
"node": {
" links": {
"self": {

"href": "/api/resourcelink"

by

"name": "nodel",

"uuid": "1lcdB8a442-86dl-11e0-aelc-123478563412"
bo
"state": "not responding"

]
by
"server": "keyserverl.com:5698",
"timeout": 60,

"username": "admin"

]
bo
"onboard": {

"existing passphrase": "The cluster password of length 32-256
ASCII characters.",

"key backup": "'--—7—------—--————— BEGIN
BACKUP=—eemeeocomoossooooossso==
TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAAAA
QAAAAAAAAABzDYYyVAAAAALISJsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY 6BeV
n6dMFxukErCD11bERaOQZSuaYylp8oQHtTEfGMLZMATY1AAAAAAAAACGAAAAAAAAA
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3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWVdeHr SRCAVHGCcl0+wAAAAAAAAAA
IgAAAAAAAAROAAAAAAAAAEOTCROAAAAAAAAAAAAAAAACAAAAAAATAGr3tJA/LRZU
ORHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAADVIVA/AAARARAMEMO0229Bhp
mDaTSdgku5DCd8wG+f0ZSrdbx4JT5WHVV/ r5gInXDQQAAAAAAAAAAAARAAAAAAAL
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABOZXRBCHAGS2VS5IEJsb2IA
AQAAAAMAAAAYAQAAAAAAALgePkcAAAAATIgAAAAAAAAAOAAAAAAAAAEOTCROAAAAA
AAAAAAAAAAACAAAAAAAJAGr3tJA/LRzZUQRHwvV+1aWvAAAAAARAAAAACTIARAAAAAAAA
KAAAAAAAAACIICHZAAAAAAAAAAAAAAAAAGAAAAAAAQCafcabsxRXMM7gxhLRrzxh
AAAAAAAAAAAKAAAAAAAAATIAAAAAAAAAA2JJOBOAAAACt4IgXcNpVggahlOaxLsN4
yQINNVKWY 7mANB29042hI7b70DTGCTaVAAAAAAAAAAAAAAAAAAAAAAAAAAAAALALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAES1dJEFWCCBLZXkgOmxvYgABAAAAAWAAABgBAAAAAAAA
7sbaocQAAAAAIAAAAAAAAACgAAAAAAAAAQSNXHQAAAAAAAAAAAAAAAATAAAAAAAKA
aveOkD8tHNRBEfC/7Vpa8AAAAAAAAAAATGAAAAAAARAOAAAAARAALAAT.OHfWKAAAAA
AAAAAAAAAAACAAAAAAABAMOIOUxrHOGthQm/CB+EHAAAAAAAAAAAACQAAAAAAAAA
gAAAAAAAAACNMMUtAAAAAGVKBALPZENFgsGdsFvnmucmYr1QCsFewOHDSFKaZgK6
W8IEVzBAhPOAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"synchronize": null
by
"scope": "string",
"status": {

"code": 346758,

"message": "This cluster is part of a MetroCluster configuration.
Use the REST API POST method security/key managers/ with the synchronize
option and the same passphrase on the partner cluster before proceeding

with any key manager operations. Failure to do so could lead to
switchover or switchback failure."
b
"svm": |
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",
"guid": "02c9%e252-41be-11e9-81d5-00a0986138£f7"

by
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"uuid": "string",

"volume encryption": {
"code": 346758,
"message": "No platform support for volume encryption in following
nodes - nodel, node2."
}
}
]
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

|next
| link:#href[href]
al

|self
| link:#href[href]
al

block
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#client certificate]
[.api-collapsible-fifth-title]
client certificate

Client certificate

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

|uuid

|string
al|Certificate UUID

[#server ca certificates]
[.api-collapsible-fifth-title]

server ca certificates

[cols=3*,options=header]
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| Name

| Type
| Description

| links
|link:# links[ links]
al

|uuid
|string
alCertificate UUID

[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href[href]

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]
a |

509



| name

|string

[#key server state]
[.api-collapsible-fifth-title]
key server state

The state of the key server for a specific node.

[cols=3*,options=header]

| Type
| Description

| node
| link:#node[node]
al

| state
| string
a|Key server connectivity state

[#connectivity]
[.api-collapsible-fifth-title]

connectivity

This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query

510



parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Name

| Type
| Description

|cluster availability

|boolean

alSet to true when key server connectivity state is available on all nodes
of the cluster.

| records
|array[link:#key_server_state[key_server_state]]
alAn array of key server connectivity states for each node.

[#key server readcreate]
[.api-collapsible-fifth-title]

key server readcreate

[cols=3*,options=header]

| Type
| Description

| links
|link:#self link[self link]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query

parameter or GET for all advanced properties is enabled.
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| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
|string
a|Username credentials for connecting with the key server.

[#external]
[.api-collapsible-fifth-title]
external

Configures external key management

[cols=3*,options=header]

| Name

| Type
| Description

|client certificate
| link:#client certificate[client certificate]
al|Client certificate

| server ca certificates
larray[link:#server ca certificates[server ca certificates]]

a|The UUIDs of the server CA certificates already installed in the cluster
or SVM. The array of certificates are common for all the keyservers per
SVM.

| servers
|array[link:#key_server_readcreate[key_server_readcreate]]

512



a|The set of external key servers.

[#onboard]
[.api-collapsible-fifth-title]
onboard

Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

[cols=3*,options=header]

| Type
| Description

|enabled
|boolean
alIs the onboard key manager enabled?

|lexisting passphrase
| string
a|The cluster-wide passphrase. This is not audited.

| key backup

|string

a|Backup of the onboard key manager's key hierarchy. It is required to
save this backup after configuring the onboard key manager to help in the
recovery of the cluster in case of catastrophic failures.

[#status]
[.api-collapsible-fifth-title]
status

Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.
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[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns 0 if the setup is
complete. This is an advanced property; there is an added cost to
retrieving its value. The property is not populated for either a
collection GET or an instance GET unless it is explicitly requested using
the "fields query parameter or GET for all advanced properties is
enabled.

|message

|string

a|Current state of the key manager indicating any additional steps to
perform to finish the setup. This is an advanced property; there is an
added cost to retrieving its value. The property is not populated for
either a collection GET or an instance GET unless it is explicitly
requested using the “fields query parameter or GET for all advanced
properties is enabled.

[#svm]
[.api-collapsible-fifth-title]

svm
[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

a |

| name

|string
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a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#volume encryption]
[.api-collapsible-fifth-title]
volume encryption

Indicates whether volume encryption is supported in the cluster.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if volume
encryption is supported in all nodes of the cluster.

|message
|string

a|Reason for not supporting volume encryption.

| supported
|boolean

alSet to true when volume encryption support is available on all nodes
the cluster.

[#security key manager]
[.api-collapsible-fifth-title]
security key manager

of
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[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

|external
| link: #external [external]

a|Configures external key management

|is default data at rest encryption disabled

|boolean

a|Indicates whether default data-at-rest encryption is disabled in the
cluster.

| onboard

| link:#onboard[onboard]

a|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

| scope
|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| status
| link:#status[status]
a|Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

| svm
| link:#svm[svm]

al

luuid
|string
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al

|volume encryption
| link:#volume encryption[volume encryption]
a|Indicates whether volume encryption is supported in the cluster.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

| arguments

larray[link:#error arguments[error arguments]]
a|Message arguments
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| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDc3fd1363485d55e2defac8ab5247cd93] ]
= Create a key manager

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/key-managers #

Creates a key manager.

== Required properties

* “svm.uuid® or ‘svm.name - Existing SVM in which to create a key
manager.
* “external.client certificate’ - Client certificate. Required only when

creating an external key manager.

* “external.server ca certificates’ - Server CA certificates. Required
only when creating an external key manager.

* “external.servers.server - Key servers. Required only when creating an
external key manager.

* “onboard.passphrase” - Cluster-wide passphrase. Required only when
creating an Onboard Key Manager.

* “synchronize® - Synchronizes missing onboard keys on any node in the

518



cluster. Required only when creating an Onboard Key Manager at the partner

site of a MetroCluster configuration.

== Related ONTAP commands

* “security key-manager external enable’

* “security key-manager onboard enable’

* “security key-manager onboard sync

== Learn more

* xref:{relative path}security key-managers endpoint overview.html [DOC

/security/key-managers]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

| return records
|boolean

| query

| False

al|The default is false. If set

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:# links[ links]
a |

to true,

the records are returned.
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|external
| link:#external [external]
a|Configures external key management

| onboard

| link:#onboard[onboard]

a|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so

that you can use it if you need to perform a manual recovery operation.

| scope
| string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| status
| link:#status[status]
a|Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

| svm
| link:#svm[svm]

a |

|uuid
| string

al

|volume encryption
|link:#volume encryption[volume encryption]
a|Indicates whether volume encryption is supported in the cluster.

.Example request
[$collapsible%closed]
[source, json, subs=+macros]

{

" links": {
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"self": {
"href": "/api/resourcelink"
}
b
"external": {
"client certificate": ({
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"uuid": "1cdBad442-86dl-11e0-aelc-123478563412"
b
"server ca certificates": [

{

" links": {
"self": {
"href": "/api/resourcelink"

}

by
"uuid": "1lcdB8a442-86dl-11e0-aelc-123478563412"

}
1,

"servers": [
{
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"connectivity": {
"records": [
{
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",

"uuid": "1lcdB8a442-86dl-11e0-aelc-123478563412"
by

"state": "not responding"

by
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"server": "keyserverl.com:5698",
"timeout": 60,
"username": "admin"

]
b

"is default data at rest encryption disabled": null,

"onboard": {
"existing passphrase": "The cluster password of length 32-256 ASCII
characters.",
"key backup": "'--—7"-"--""""""""""""""--—- BEGIN
BACKUP-——————————————————————————

TmVOQXBwIEt1leSBCbGO9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAAAA
QAAAAAAAAABzDyyVAAAAALIS5Jsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY 6BeV
n6dMExuErCD11bERaOQZSuaYylp8oQHtTEfGMLZMATYiAAAAAAAAACgAAAAAARAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWVvdeHr5RCAVHGclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAAAACAAAAAAAJAGYr3tJA/LR2ZU
ORHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAADVIVA/AAAAAMEMOQ229Bhp
mDaTSdgku5DCAd8wG+£0ZSr4bx4JT5WHVV/ r5gInXDOQQOAAAAAAAAAAAAAARAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABOZXRBCHAGS2VSIEJsSb2IA
AQAAAAMAAAAYAQAAAAAAALgePkcAAAAATIgAAAAAAAAAOAAAAAAAAAEOTCROAAAAA
AAAAAAAAAAACAAAAAAAJAGr3tJA/LRzUQRHwvV+1aWvAAAAAAAAAAACTIAAAAAAAAA
KAAAAAAAAACI1ICHZAAAAAAAAAAAAAAAAAGAAAAAAAQCafcabsxRXMM7gxhLRrzxh
AAAAAAAAAAAKAAAAAAAAATAAAAAAAAAAZJJQOBOAAAACEt4IgXcNpVggahlOaxLsN4
yQJnNVKWY7mANB29042hI7b70DTGCTaVAAAAAAAAAAAAAAAAAAAAAAAAAAANARAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAES1JEFwcCBLZXkgOmxvYgABAAAAAWAAABgBAAAAAAAA
7sbaoQAAAAAIAAAAAAAAACGAAAAAAAAAQSNXHQAAAAAAAAAAAAAAAATAAAAAAAKA
aveOkD8tHNRBEfC/7Vpa8AAAAAAAAAAATGAAAAAAAAROAAAAAAAAATLOHfWKAAAAA
AAAAAAAAAAACAAAAAAABAMOIOUxrHOGthQm/CB+EHdAAAAAAAAAAACQARAAAARAAA
gAAAAAAAAACNMmMUtAAAAAGVKkB8AtPZENFgsGdsFvnmucmYrl1QCsFewOHDSFKaZgK6
W8IEVzBAhPOAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"passphrase": "The cluster password of length 32-256 ASCII
characters."
by
"scope": "string",

"status": {
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"code": 346758,

"message": "This cluster is part of a MetroCluster configuration. Use
the REST API POST method security/key managers/ with the synchronize
option and the same passphrase on the partner cluster before proceeding
with any key manager operations. Failure to do so could lead to
switchover or switchback failure."

by

"svm": |
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string",
"volume encryption": {
"code": 346758,
"message": "No platform support for volume encryption in following
nodes - nodel, node2."
}
}
== Response

Status: 201, Created

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

|num records

|integer
a|Number of records

| records
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larray[link:#security key manager[security key manager]]

.Example response

[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"

b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"

by
"external": {
"client certificate": {
" links": {
"self": {
"href": "/api/resourcelink"

b o
"uuid": "1cdB8ad42-86dl-11e0-aelc-123478563412"

by

"server ca certificates": [

{

" links": {
"self": {
"href": "/api/resourcelink"

by
"uuid": "1lcdB8ad442-86dl-11e0-aelc-123478563412"

1,

"servers": [
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" links": {
"self": {
"href": "/api/resourcelink"

by
"connectivity": {
"records": [
{
"node": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "nodel",

"uuid": "1cdB8ad442-86dl-11e0-aelc-123478563412"

by

"state": "not responding"

]
b
"server": "keyserverl.com:5698",
"timeout": 60,

"username": "admin"

]
by
"is default data at rest encryption disabled": null,
"onboard": {

"existing passphrase": "The cluster password of length 32-256

ASCII characters.",

"key backup": "'--—7m--—---—--————— BEGIN
BACKIP=rrrererreeseereccoecos=o=
TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAARAARAAA
QAAAAAAAAABzDyyVAAAAALISJsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY 6BeV
n6dMFxukErCD11bERaOQZSuaYylp8oQHtTEfGMLZMATY1iAAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIETIWVdeHr SRCAVHGCclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCcROAAAAAAAAAAAAAAAACAAAAAAATAGr3tJA/LR2ZU
QRHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAADVIVA/AAAAAMEMO9Q229Bhp
mDaTSdgku5DCd8wG+f0ZSrdbx4JT5WHVV/ r5gInXDQQAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAALAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABOZXRBCHAGS2VS5IEJsb2IA
AQAAAAMAAAAYAQAAAAAAALgePkcAAAAATIgAAAAAAAAAOAAAAAAAAAEOTCROAAAAA
AAAAAAAAAAACAAAAAAAJAGr3tJA/LRzUQRHwWvV+1aWvAAAAAAAAAAACIARAAAAAAA
KAAAAAAAAACIICHZAAAAAAAAAAAAAAAAAGAAAAAAAQCafcabsxRXMM7gxhLRrzxh
AAAAAAAAAAAKAAAAAAAAATIAAAAAAAAAA2JJOBQAAAACt4AIgXcNpVggahlOaxLsN4
yQOINNVKWY 7mANB29042hI7b70DTGCTaVAAAAAAAAAAAAAAAAAAAAAAAAAAAALAALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAAAAAAAAAES1dJEFWcCBLZXkgOmxvYgABAAAAAWAAABgBAAAAAAAA
7sbaoQAAAAAIAAAAAAAAACgAAAAAAAAAQSNXHQAAAAAAAAAAAAAAAATAAAAAAAKA
aveOkD8tHNRBEfC/7Vpa8AAAAAAAAAAATGAAAAAAARROAAAAARAALAAT.OHfWKAAAAA
AAAAAAAAAAACAAAAAAABAMOI9UxrHOGthQm/CB+EHAAAAAAAAAAAACQAAAAAAAAA
gAAAAAAAAACNMMUtAAAAAGVKB8ALPZENFgsGdsFvnmucmYr1QCsFewOHDSFKaZgK6
W8IEVzBAhPOAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

"passphrase": "The cluster password of length 32-256 ASCII
characters."
b
"scope": "string",
"status": {
"code": 346758,
"message": "This cluster is part of a MetroCluster configuration.

Use the REST API POST method security/key managers/ with the synchronize
option and the same passphrase on the partner cluster before proceeding
with any key manager operations. Failure to do so could lead to
switchover or switchback failure."

by

"svm": |
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string",
"volume encryption": {
"code": 346758,
"message": "No platform support for volume encryption in following
nodes - nodel, node2."

}
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Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65536038
| A maximum of 4 active key servers are allowed.

| 65536214
| Failed to generate cluster key encryption key.

| 65536216
| Failed to add cluster key encryption key.

| 65536310
| Failed to setup onboard key management because the MetroCluster peer is
unhealthy.

| 65536508
| The platform does not support data at rest encryption.

| 65536821
| The certificate is not installed.

| 65536822
| Multitenant key management is not supported in the current cluster

version.

| 65536823
| The SVM has key manager already configured.

| 65536824
| Multitenant key management is not supported in MetroCluster

configurations.

| 65536834
| Failed to get existing key-server details for the SVM.

| 65536852
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Failed to query supported KMIP protocol versions.

65536870
Key management servers already configured.

65536871
Duplicate key management servers exist.

65536876
External key management requires client and server CA certificates

installed and with one or more key servers provided.

65536878
External key management cannot be configured as one or more volume

encryption keys of the SVM are stored in cluster key management server.

a

65536895
External key manager cannnot be configured since this cluster is part of
MetroCluster configuration and the partner site of this MetroCluster

configuration has Onboard Key Manager configured.

65536900
Onboard key management cannot be configured because this cluster is part

of a MetroCluster configuration and the partner site has the external key

manager configured.

65536903
Onboard key management has failed to configure on some nodes in the

cluster. Use the CLI to sync the onboard key management configuration on

failed nodes.

65536906
Onboard key management has already been configured at the partner site.

Use the CLI to sync the onboard key management with the same passphrase.

65536907
Onboard key management is already configured. Use the CLI to sync any

nodes with onboard key management configuration.

528

65536916
Onboard key management is only supported for an admin SVM.

65536920
The Onboard Key Manager passphrase length is incorrect.

65537240
The Onboard Key Manager passphrase must be provided when performing a



POST/synchronize operation.

| 65537241
| The Onboard Key Manager existing passphrase must not be provided when
performing a POST/synchronize operation.

| 65537244
| Unable to sync/create Onboard Key Manager on the local cluster; Onboard
Key Manager is already configured on the cluster.

| 65537245
| Unable to sync/create Onboard Key Manager on the local cluster; Onboard
Key Manager is not configured on the partner cluster.

| 65537246
| Unable to sync/create Onboard Key Manager on local cluster. This cluster
is not part of a MetroCluster configuration.

| 66060338
| Failed to establish secure connection for a key management server due to

incorrect server ca certificates.

| 66060339
| Failed to establish secure connection for a key management server due to

incorrect client certificates.

| 66060340
| Failed to establish secure connection for a key management server due to
Cryptsoft error.

| 66060341
| Failed to establish secure connection for a key management server due to

network configuration issues.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

al

529



.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string”
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href
| string
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#client certificate]
[.api-collapsible-fifth-title]
client certificate

Client certificate

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

|uuid
|string
al|Certificate UUID

[#server ca certificates]
[.api-collapsible-fifth-title]

server ca certificates

[cols=3*,options=header]
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| Name

| Type
| Description

| links
|link:# links[ links]
al

|uuid
|string
alCertificate UUID

[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href[href]

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]
a |
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| name

|string

[#key server state]
[.api-collapsible-fifth-title]
key server state

The state of the key server for a specific node.

[cols=3*,options=header]

| Type
| Description

| node
| link:#node[node]
al

| state
| string
a|Key server connectivity state

[#connectivity]
[.api-collapsible-fifth-title]

connectivity

This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
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parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Name

| Type
| Description

|cluster availability

|boolean

alSet to true when key server connectivity state is available on all nodes
of the cluster.

| records
|array[link:#key_server_state[key_server_state]]
alAn array of key server connectivity states for each node.

[#key server readcreate]
[.api-collapsible-fifth-title]

key server readcreate

[cols=3*,options=header]

| Type
| Description

| links
|link:#self link[self link]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query

parameter or GET for all advanced properties is enabled.
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| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
|string
a|Username credentials for connecting with the key server.

[#external]
[.api-collapsible-fifth-title]
external

Configures external key management

[cols=3*,options=header]

| Name

| Type
| Description

|client certificate
| link:#client certificate[client certificate]
al|Client certificate

| server ca certificates
larray[link:#server ca certificates[server ca certificates]]

a|The UUIDs of the server CA certificates already installed in the cluster
or SVM. The array of certificates are common for all the keyservers per
SVM.

| servers
larray[link:#key server readcreate[key server readcreate]]
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a|The set of external key servers.

[#onboard]
[.api-collapsible-fifth-title]
onboard

Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

[cols=3*,options=header]

| Type
| Description

|enabled
|boolean

alIs the onboard key manager enabled?

|lexisting passphrase
| string

a|The cluster-wide passphrase. This is not audited.

| key backup

|string

a|Backup of the onboard key manager's key hierarchy. It is required to
save this backup after configuring the onboard key manager to help in the
recovery of the cluster in case of catastrophic failures.

| passphrase
| string

a|The cluster-wide passphrase. This is not audited.

| synchronize

|boolean

a|Synchronizes missing onboard keys on any node in the cluster. If a node
is added to a cluster that has onboard key management configured, the
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synchronize operation needs to be performed in a PATCH operation. In a
MetroCluster configuration, if onboard key management is enabled on one
site, then the synchronize operation needs to be run as a POST operation
on the remote site providing the same passphrase.

[#status]
[.api-collapsible-fifth-title]
status

Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

[cols=3*,options=header]

| Name

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns 0 if the setup is
complete. This is an advanced property; there is an added cost to

retrieving its value. The property is not populated for either a

collection GET or an instance GET unless it is explicitly requested using

the "fields® query parameter or GET for all advanced properties is
enabled.

|message

| string

a|Current state of the key manager indicating any additional steps to
perform to finish the setup. This is an advanced property; there is an
added cost to retrieving its value. The property is not populated for
either a collection GET or an instance GET unless it is explicitly
requested using the "fields query parameter or GET for all advanced
properties is enabled.

[#svm]
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[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#volume encryption]
[.api-collapsible-fifth-title]
volume encryption

Indicates whether volume encryption is supported in the cluster.

[cols=3*,options=header]

| Name

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if volume
encryption is supported in all nodes of the cluster.

|message

|string
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a|Reason for not supporting volume encryption.

| supported
|boolean

alSet to true when volume encryption support is available on all nodes of

the cluster.

[#security key manager]
[.api-collapsible-fifth-title]

security key manager

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a

|external
| link:#external [external]

al|Configures external key management

| onboard

| link:#onboard[onboard]

a|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

| scope

| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| status
| link:#status([status]
a|Optional status information on the current state of the key manager
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indicating if it is fully setup or requires more action.

| svm
| link:#svm[svm]

al

|uuid
| string
al

|volume encryption
|link:#volume encryption[volume encryption]
a|Indicates whether volume encryption is supported in the cluster.

[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

|next
| link:#href [href]
a |l

| self
| link:#href[href]

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]
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| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[ [IDbbd869eal22b3bled0abf7a2ce21f£9c] ]
= Delete key managers

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block] # /security/key-managers/{uuid} " #

Deletes a key manager.
== Related ONTAP commands

* “security key-manager external disable’

* “security key-manager onboard disable’
== Learn more

* xref:{relative path}security key-managers endpoint overview.html [DOC
/security/key-managers]

== Parameters

[cols=5*,options=header]
|

|Required
| Description

|uuid
| string
|path
| True

al

== Response

542



Statu

Statu

ON

s: 200, Ok

Error

s: Default

TAP Error Response Codes

Error Code | Description

65536208
Failed to delete the SVM Key ID.

65536233
Internal error. Deletion of km wrapped kdb key database has failed for

onboard key management.

65536234
Internal error. Deletion of cluster kdb key database has failed for

onboard key management.

|
ke

|
ke

65536239
Encrypted volumes are found for the SVM.

65536242
One or more Storage Encryption devices are assigned an authentication

Y.

65536242
One or more Storage Encryption devices are assigned an authentication

Y.

65536800
Failed to lookup onboard keys.

65536813
Encrypted kernel core files found.

65536817
Failed to determine if key manager is safe to disable.

65536822
Multitenant key management is not supported in the current cluster

version.
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| 65536827
| Failed to determine if the SVM has any encrypted volumes.

| 65536828
| External key management is not enabled for the SVM.

| 65536867
| Encrypted volumes are found for the SVM.

| 196608301
| Failed to determine the type of encryption.

| 196608305
| NAE aggregates are found in the cluster.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I
"Code": "4",
"message": "entry doesn't exist",

"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

|arguments

larray[link:#error arguments[error arguments]]

a|Message arguments

block
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| code
| string

alError code

|message
| string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID1b9f26aacelacfe0971bf2f276adad70] ]
= Retrieve key managers

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/key-managers/{uuid} #

Retrieves key managers.
== Expensive properties

There is an added cost to retrieving values for these properties. They are
not included by default in GET results and must be explicitly requested
using the "fields  query parameter. See

xref:{relative pathl}getting started with the ontap rest api.html#Requestin
g specific fields[DOC Requesting specific fields] to learn more.

* “connectivity’

* “status.message’
* “status.code’
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== Related ONTAP commands

* ‘security key-manager show-keystore’

* “security key-manager external show’

* “security key-manager external show-status’
* ‘security key-manager onboard show-backup’

== Learn more

* xref:{relative path}security key-managers endpoint overview.html [DOC
/security/key-managers]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid
| string
|path
| True

a|Key manager UUID

| fields
|larray[string]

| query
| False
a|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Name
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| Type
| Description

| links
|link:# links[ links]
al

|external
| link:#external [external]

a|Configures external key management

|is default data at rest encryption disabled

|boolean

al|Indicates whether default data-at-rest encryption is disabled in the
cluster.

| onboard

| 1link:#onboard[onboard]

al|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| status

| link:#status[status]

a|Optional status information on the current state of the key manager
indicating if it is fully setup or requires more action.

| svm
| link:#svm[svm]

al
|uuid
| string

al

| volume encryption

| link:#volume encryption[volume encryption]
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alIndicates whether volume

.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"self": {

encryption is supported in the

"href": "/api/resourcelink"

}
by

"external": {

"client certificate":

" links": {
"self": {
"href": "/api/resourcelink"

}
by

"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"

by

"server ca certificates": [

{

" links": {
"self": {
"href": "/api/resourcelink"

}
by

"uuid": "1cdB8ad442-86dl-11e0-aelc-123478563412"

}
1,

"servers": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"connectivity": {
"records": [
{
"node": {

cluster.
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" links": {
"self": {
"href": "/api/resourcelink"

}o
"name": "nodel",
"yuid": "1cd8ad442-86dl-11e0-aelc-123478563412"

by

"state": "not responding"
}
]
by
"server": "keyserverl.com:5698",
"timeout": 60,
"username": "admin"
}
]
by
"onboard": {
"existing passphrase": "The cluster password of length 32-256 ASCII
characters.",
"key backup": "'--—--"—---—---———— - —— BEGIN
BACKUP———————————————mmmm—

TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAARAA
QAAAAAAAAABzDYYyVAAAAALILSIsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY6BeV
n6dMEFxuErCD11bERaOQZSuaYylp8oQHtTEfGMLZMATYiAAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWVdeHr SRCAVHGCl10+wAAAAAAAAAA550



aveOkD8tHNRBEfC/7Vpa8AAAAAAAAAAATGAAAAAAARROAAAAARAAAATOHfWKAAAAA
AAAAAAAAAAACAAAAAAABAMOI9UxrHOGthQm/CB+EHAAAAAAAAAAAACQAARAAAARA
gAAAAAAAAACNMMUtAAAAAGVKB8ALPZENFgsGdsFvnmucmYrl1lQCsFewOHDSFKaZgK6
W8IEVzBAhPOAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

——————————————————————————— END BACKUP———————————mm o'
"synchronize": null
by
"scope": "string",
"status": {
"code": 346758,
"message": "This cluster is part of a MetroCluster configuration. Use

the REST API POST method security/key managers/ with the synchronize
option and the same passphrase on the partner cluster before proceeding
with any key manager operations. Failure to do so could lead to
switchover or switchback failure."

by

"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string",
"volume encryption": {
"code": 346758,
"message": "No platform support for volume encryption in following
nodes - nodel, node2."
}
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Type
| Description
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|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href

|string
al
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#client certificate]
[.api-collapsible-fifth-title]
client certificate

Client certificate

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a |l

|uuid
| string
a|Certificate UUID

[#server ca certificates]
[.api-collapsible-fifth-title]
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server ca certificates

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

luuid

|string
al|Certificate UUID

[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]

| Type

| Description

| self
| link:#href [href]

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]

| Type
| Description
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| _links
|link:# links[ links]
al

| name
|string
al

|uuid

| string

[#key server state]
[.api-collapsible-fifth-title]
key server state

The state of the key server for a specific node.

[cols=3*,options=header]

| Type
| Description

| node
| link:#node [node]
al

| state
| string
a|Key server connectivity state

[#connectivity]
[.api-collapsible-fifth-title]

connectivity

This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is

not in an available state on that node.
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This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*, options=header]

| Name

| Type
| Description

|cluster availability

|boolean

alSet to true when key server connectivity state is available on all nodes
of the cluster.

| records
|array[link:#key_server_state[key_server_state]]
alAn array of key server connectivity states for each node.

[#key server readcreate]
[.api-collapsible-fifth-title]
key server readcreate

[cols=3*,options=header]

| Type
| Description

| links
|link:#self_link[self_link]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
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instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
|string
a|Username credentials for connecting with the key server.

[#external]
[.api-collapsible-fifth-title]

external

Configures external key management

[cols=3*,options=header]

| Type
| Description

|client certificate
|link:#client certificate[client certificate]
al|Client certificate

| server ca certificates
larray[link:#server ca certificates[server ca certificates]]

a|The UUIDs of the server CA certificates already installed in the cluster
or SVM. The array of certificates are common for all the keyservers per
SVM.
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| servers
larray[link:#key server readcreate[key server readcreate]]
a|The set of external key servers.

[#onboard]
[.api-collapsible-fifth-title]
onboard

Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

[cols=3*,options=header]

| Type
| Description

|enabled
|boolean
alIs the onboard key manager enabled?

|lexisting passphrase
| string
a|The cluster-wide passphrase. This is not audited.

| key backup

|string

a|Backup of the onboard key manager's key hierarchy. It is required to
save this backup after configuring the onboard key manager to help in the
recovery of the cluster in case of catastrophic failures.

[#status]
[.api-collapsible-fifth-title]
status
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Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns 0 if the setup is
complete. This is an advanced property; there is an added cost to
retrieving its value. The property is not populated for either a

collection GET or an instance GET unless it is explicitly requested using

the “fields  query parameter or GET for all advanced properties is
enabled.

|message

| string

a|Current state of the key manager indicating any additional steps to
perform to finish the setup. This is an advanced property; there is an
added cost to retrieving its value. The property is not populated for
either a collection GET or an instance GET unless it is explicitly
requested using the “fields query parameter or GET for all advanced
properties is enabled.

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:# links[ links]
a |
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| name
|string
a|The name of the SVM.

|uuid
| string

a|The unique identifier of the SVM.

[#volume encryption]
[.api-collapsible-fifth-title]
volume encryption

Indicates whether volume encryption is supported in the cluster.

[cols=3*,options=header]

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns a 0 if volume
encryption is supported in all nodes of the cluster.

|message
|string

a|Reason for not supporting volume encryption.

| supported
|boolean

alSet to true when volume encryption support is available on all nodes
the cluster.
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[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string

alError code

|message
| string

al|Error message
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| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDad4ddc26183ed71349a857184094146aa] ]
= Update key managers

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/key-managers/{uuid} #

Updates a key manager.

== Required properties

* “onboard.existing passphrase’ - Cluster-wide passphrase. Required only
when synchronizing the passphrase of the Onboard Key Manager.

* “synchronize® - Synchronizes missing Onboard Key Manager keys on any
node in the cluster. Required only when synchronizing the Onboard Key
Manager keys in a local cluster.

== Related ONTAP commands

* “security key-manager external modify"

* “security key-manager onboard sync

* “security key-manager onboard update-passphrase’

== Learn more

* xref:{relative path}security key-managers endpoint overview.html [DOC
/security/key-managers]

== Parameters

[cols=5*,options=header]
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| Name

| Type

| In
|Required

| Description

|uuid
| string
|path
| True

a|Key manager UUID

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

|external
| link: #external [external]

a|Configures external key management

|is default data at rest encryption disabled

|boolean

a|Indicates whether default data-at-rest encryption is disabled in the
cluster.

| onboard

| link:#onboard[onboard]

a|Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.
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| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| status
| link:#status[status]
a|Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

| svm
| link:#svm[svm]
a

|uuid
|string
al

|volume encryption
| link:#volume encryption[volume encryption]
a|Indicates whether volume encryption is supported in the cluster.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
bo
"external": {
"client certificate": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"uuid": "l1cdB8a442-86dl-11e0-aelc-123478563412"
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by

"server ca certificates": [
{
" links": {
"self": {
"href": "/api/resourcelink"

by
"uuid": "1lcdB8a442-86dl-11e0-aelc-123478563412"

I
"servers": [
{
" links": {
"self": {
"href": "/api/resourcelink”

Y,
"connectivity": {
"records": [

{
"node": {
" links": {
"self": {
"href": "/api/resourcelink”

by

"name": "nodel",
"yuid": "1cd8a442-86dl-11e0-aelc-123478563412"

by

"state": "not responding"

]
Yy

"timeout": 60,

"username": "admin"

]
by
"onboard": {
"existing passphrase": "The cluster password of length 32-256 ASCII
characters.",
"key backup": "'--——7-"-"""-"-""""""""""""-"-"-— BEGIN

BACKUP——————————————m———
TmVOQXBwIEt1eSBCbG9iAAEAAAAEAAAACAEAAAAAAAAXBFWWAAAAACEAAAAAAAAA

QAAAAAAAAABzDYYVAAAAALISJIsjvy6gUxnT78KoDKXHYb6sSeraM00quOULY 6BeV
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n6dMEFxuErCD11bERaOQZSuaYylp8oQHtTEfGMLZMATYi AAAAAAAAACGAAAAAAAAA
3WTh7gAAAAAAAAAAAAAAAATAAAAAAAGAZIEIWVvdeHr5RCAVHGeclo+wAAAAAAAAAA
IgAAAAAAAAAOAAAAAAAAAEOTCROAAAAAAAAAAAAAAAACAAAAAAAJAGYr3tJA/LRZU
QORHwv+1aWvAAAAAAAAAAACQAAAAAAAAAGAAAAAAAAADVIVA/AAAARAMEMOQ229Bhp
mDaTSdgku5DCd8wG+£0ZSr4bx4JT5WHVV/r5gInXDOQAAAAAAAAAAAAAAARAAALA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABOZXRBCHAGS2VSIEJsSb2IA
AQAAAAMAAAAYAQAAAAAAALgePkcAAAAATIgAAAAAAAAAOAAAAAAAAAEOTCROAAAAA
AAAAAAAAAAACAAAAAAAJAGr3tJA/LRZUQRHwWvV+1aWvAAAAAAAAAAACTIAAAAAAAAA
KAAAAAAAAACI1ICHZAAAAAAAAAAAAAAAAAGAAAAAAAQCafcabsxRXMM7gxhLRrzxh
AAAAAAAAAAAKAAAAAAAAATAAAAAAAAAAZJJQOBOAAAACEt4IgXcNpVggahlOaxLsN4
yQJnNVKWY 7mANB29042hI7b70DTGCTaVAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA"passphrase": "The cluster password of length 32-256 ASCII
characters."
by
"scope": "string",
"status": {
"code": 346758,
"message": "This cluster is part of a MetroCluster configuration. Use

the REST API POST method security/key managers/ with the synchronize
option and the same passphrase on the partner cluster before proceeding
with any key manager operations. Failure to do so could lead to
switchover or switchback failure."
by
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "svml",
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"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string",
"volume encryption": {
"code": 346758,
"message": "No platform support for volume encryption in following
nodes - nodel, node2."
}
}
== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65536139

| The existing passphrase value provided does not match the configured
passphrase.

| 65536150

| The new passphrase is same as old passphrase.

| 655360404
| The passphrase does not match the accepted length.

| 65536406
| The change of passphrase failed.

| 655360407
| The passphrase update failed on some nodes.

| 65536408
| The passphrase update failed on some nodes.

| 65536802
| The passphrase does not match the accepted length in common criteria
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mode.

| 65536821
| The certificate i1s not installed.

| 65536822

| Multitenant key management is not supported in the current cluster

version.

| 65536828

| External key management is not enabled for the SVM.

| 65536850

| New client certificate public or private keys are different from the

existing client certificate.

| 65536852

| Failed to query supported KMIP protocol versions.

| 65536917
| Updating an onboard passhrase requires both

passphrase.

| 65537242
| The Onboard Key Manager existing passphrase
performing a PATCH/synchronize operation.

| 65537243
| The Onboard Key Manager passphrase must not
a PATCH/synchronize operation.

| 66060338
| Failed to establish secure connection for a

incorrect server ca certificates.

| 66060339
| Failed to establish secure connection for a

incorrect client certificates.

| 66060340
| Failed to establish secure connection for a
Cryptsoft error.

| 66060341
| Failed to establish secure connection for a

network configuration issues.
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[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[$collapsible%closed]
[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
[#href]

[.api-collapsible-fifth-title]

href
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[cols=3*,options=header]

| Name

| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type

| Description

| self

| link:#href[href]
al

[#client certificate]
[.api-collapsible-fifth-title]
client certificate

Client certificate

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]

al
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|luuid
| string
alCertificate UUID

[#server ca certificates]
[.api-collapsible-fifth-title]

server ca certificates

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

|uuid
| string
al|Certificate UUID

[#self link]
[.api-collapsible-fifth-title]
self link

[cols=3*,options=header]
| Type

| Description

| self

| link:#href[href]

al
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[#node]
[.api-collapsible-fifth-title]

node

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| name
| string
al

|uuid
|string
al

[#key server state]
[.api-collapsible-fifth-title]
key server state

The state of the key server for a specific node.

[cols=3*,options=header]

| Type
| Description

| node
| link: #node [node]

a |
| state

|string
a|Key server connectivity state
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[#connectivity]
[.api-collapsible-fifth-title]
connectivity

This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

|cluster availability

|boolean
alSet to true when key server connectivity state is available on all nodes

of the cluster.

| records
|array[link:#key_server_state[key_server_state]]
alAn array of key server connectivity states for each node.

[#key server readcreate]
[.api-collapsible-fifth-title]
key server readcreate
[cols=3*,options=header]

| Type

| Description

| links
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| link:#self link[self link]
a |

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
| string

a|Username credentials for connecting with the key server.

[#external]
[.api-collapsible-fifth-title]

external

Configures external key management

[cols=3*,options=header]
| Type

| Description

|client certificate

|link:#client certificate[client certificate]
alClient certificate

| server ca certificates

larray[link:#server ca certificates[server ca certificates]]
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a|The UUIDs of the server CA certificates already installed in the cluster

or SVM. The array of certificates are common for all the keyservers per
SVM.

| servers

larray[link:#key server readcreate[key server readcreate]]
al|The set of external key servers.

[#onboard]
[.api-collapsible-fifth-title]
onboard

Configures onboard key management. After configuring onboard key
management, save the encrypted configuration data in a safe location so

that you can use it if you need to perform a manual recovery operation.

[cols=3*,options=header]

| Type
| Description

|enabled
|boolean

alIs the onboard key manager enabled?

|lexisting passphrase
| string

a|The cluster-wide passphrase. This is not audited.

| key backup
| string
a|Backup of the onboard key manager's key hierarchy. It is required to

save this backup after configuring the onboard key manager to help in the
recovery of the cluster in case of catastrophic failures.

| passphrase
| string
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a|The cluster-wide passphrase. This is not audited.

| synchronize

|boolean

a|Synchronizes missing onboard keys on any node in the cluster. If a node
is added to a cluster that has onboard key management configured, the
synchronize operation needs to be performed in a PATCH operation. In a
MetroCluster configuration, if onboard key management is enabled on one
site, then the synchronize operation needs to be run as a POST operation

on the remote site providing the same passphrase.

[#status]
[.api-collapsible-fifth-title]
status

Optional status information on the current state of the key manager

indicating if it is fully setup or requires more action.

[cols=3*,options=header]

| Name

| Type
| Description

| code

| integer

a|Code corresponding to the status message. Returns 0 if the setup is
complete. This is an advanced property; there is an added cost to
retrieving its value. The property is not populated for either a
collection GET or an instance GET unless it is explicitly requested using
the "fields® query parameter or GET for all advanced properties is
enabled.

|message

| string

a|Current state of the key manager indicating any additional steps to
perform to finish the setup. This is an advanced property; there is an
added cost to retrieving its value. The property is not populated for
either a collection GET or an instance GET unless it is explicitly

requested using the "fields query parameter or GET for all advanced
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properties is enabled.

[#svm]
[.api-collapsible-fifth-title]
svm

[cols=3*,options=header]

| Name

| Type
| Description

| _links

| link:# links[ links]
al

| name

| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#volume encryption]
[.api-collapsible-fifth-title]

volume encryption

Indicates whether volume encryption is supported in the cluster.

[cols=3*,options=header]

| Type
| Description

| code
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| integer
a|Code corresponding to the status message. Returns a 0 if volume
encryption is supported in all nodes of the cluster.

|message
| string

a|Reason for not supporting volume encryption.

| supported
|boolean

alSet to true when volume encryption support is available on all nodes of
the cluster.

[#security key manager]
[.api-collapsible-fifth-title]
security key manager

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
a

|external
| link:#external [external]

a|Configures external key management

|is default data at rest encryption disabled
|boolean

a|Indicates whether default data-at-rest encryption is disabled in the
cluster.

| onboard
| link:#onboard[onboard]

a|Configures onboard key management. After configuring onboard key
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management, save the encrypted configuration data in a safe location so
that you can use it if you need to perform a manual recovery operation.

| scope

|string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to
"cluster".

| status

| link:#status[status]

a|Optional status information on the current state of the key manager
indicating if it is fully setup or requires more action.

| svm
| link:#svm[svm]

al

|uuid
|string
al

|volume encryption
| link:#volume encryption[volume encryption]

al|Indicates whether volume encryption is supported in the cluster.

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code
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|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string
al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

580



[[IDaa941579%9a74£f60b92d22a21dd53dalf2]]
= Migrate SVM keys between security key managers

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block] # /security/key-managers/{source.uuid}/migrate #

Migrates the keys belonging to an SVM between the cluster's key manager
and the SVM's key manager. This operation can run for several minutes.

== Required properties

“source.uuid® - UUID of the source key manager.

*

‘uuid® - UUID of the destination key manager.

Related ONTAP commands

*

‘security key-manager migrate’

== Parameters

[cols=5*,options=header]
|

|Required
| Description

|return timeout

| integer

|query

| False

a|The number of seconds to allow the call to execute before returning.
When doing a POST, PATCH, or DELETE operation on a single record, the
default is 0 seconds. This means that if an asynchronous operation is
started, the server immediately returns HTTP code 202 (Accepted) along
with a link to the job. If a non-zero value is specified for POST, PATCH,
or DELETE operations, ONTAP waits that length of time to see if the job
completes so it can return something other than 202.
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| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

| source.uuid
| string

| path

| True

a|Migration source key manager UUID

== Request Body

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a |

|uuid
| string
a|Key manager UUID

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"

by
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"uuid": "1lcdBa442-86dl-11e0-aelc-123478563434"

== Response

Status: 202, Accepted

[cols=3*,options=header]

| Type
| Description

| job
|link:#job link[job link]

al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

"Job": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"uuid": "string"
}
}
== Error

Status: Default, Error

[cols=3*,options=header]
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| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=tmacros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type
| Description

| self
| link:#href[href]

[#info]
[.api-collapsible-fifth-title]
info

Migration destination key manager UUID
[cols=3*,options=header]

| Type

| Description

| links

|link:# links[ links]

al

|uuid

| string
a|Key manager UUID
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[#job link]
[.api-collapsible-fifth-title]
job link

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:# links[ links]
al

|uuid

|string

a|The UUID of the asynchronous job that is triggered by a POST, PATCH, or
DELETE operation.

[#error arguments]
[.api-collapsible-fifth-title]
error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
|string

a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID97993ccf67981ca09e4010490e730305]]
= List key servers configured in an external key manager

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/key-managers/{uuid}/key-servers #

Retrieves the list of key servers configured in an external key manager.
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== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid
| string
| path
| True

a|External key manager UUID

| server

|string

| query

| False

al|Filter by server

|connectivity.cluster availability
|boolean

| query

| False

alFilter by connectivity.cluster availability

| connectivity.records.state

|string

|query

| False

alFilter by connectivity.records.state

| connectivity.records.node.uuid
| string

| query

| False

alFilter by connectivity.records.node.uuid
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| connectivity.records.node.name

|string

| query

| False

alFilter by connectivity.records.node.name

| username
| string

| query

| False

alFilter by username

| timeout

| integer

| query

| False

al|Filter by timeout

| fields

|larray|[string]

| query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP
returns earlier if either max records or the end of the collection is
reached.

| return records
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|boolean

|query
| False

a|The default 1s true for GET calls.

of records is returned.

|order by
|larray[string]
|query

| False

a|Order results by specified fields and optional

Default direction is 'asc'

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a |

|num records

| integer
a|Number of records

| records

larray[link:#key server[key server]]

al

.Example response

[$collapsible%closed]

[source, json, subs=+macros]
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" links": {

"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"connectivity": {
"records": [
{
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",
"uuid": "1cdB8ad42-86dl-11e0-aelc-123478563412"
b
"state": "not responding"
}
]
by
"password": "password",
"server": "keyserverl.com:5698",
"timeout": 60,
"username": "username"
}
]
}
== Error

Status: Default, Error
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[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I
"COde": "4",
"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
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| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| next
| link:#href[href]
al

| self
| link:#href[href]
a |l

[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]
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[#node]
[.api-collapsible-fifth-title]

node

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:# links[ links]

a |

| name
|string
al

|uuid
| string

[#key server state]
[.api-collapsible-fifth-title]
key server state

The state of the key server for a specific node.

[cols=3*,options=header]

| Type
| Description

| node
| link:#node[node]
al

| state

| string
a|Key server connectivity state
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[#connectivity]
[.api-collapsible-fifth-title]

connectivity

This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

|cluster availability

|boolean
alSet to true when key server connectivity state is available on all nodes

of the cluster.

| records
|array[link:#key_server_state[key_server_state]]
alAn array of key server connectivity states for each node.

[#records]
[.api-collapsible-fifth-title]
records
[cols=3*,options=header]

| Type
| Description
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| _links
|link:# links[ links]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| server

| string

al|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records  is provided.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
| string

a|KMIP username credentials for connecting with the key server.

[#key server]
[.api-collapsible-fifth-title]

key server

[cols=3*,options=header]

| Name
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| Type
| Description

| links
|link:# links[ links]
al

| connectivity
| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of

the cluster. The state is returned for a node only if the connectivity is

not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query

parameter or GET for all advanced properties is enabled.

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| server
| string
a|External key server for key management. If no port is provided, a

default port of 5696 is used. Not valid in POST if “records  is provided.

| timeout
| integer

alI/O timeout in seconds for communicating with the key server.

| username
| string
a|KMIP username credentials for connecting with the key server.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
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[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[ID9a533ca7b3c67dafbb74e536a4c6083e] ]

= Add primary key servers to an external key manager

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block] # /security/key-managers/{uuid}/key-servers #

Adds key servers to a configured external key manager.

== Required properties

* “uuid® - UUID of the external key manager.

* ‘server - Key server name.

== Related ONTAP commands

* “security key-manager external add-servers’

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| return records

|boolean

| query

| False

al|The default is false. If set to true, the

records are returned.
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luuid

|string

| path

| True

a|External key manager UUID

== Request Body

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| records

|larray([link:#records[records]]

alAn array of key servers specified to add multiple key servers to a key
manager in a single API call. Valid in POST only and not valid if “server’
is provided.
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| server

| string

a|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records is provided.

.Example request
[$collapsible%closed]

[source, json, subs=tmacros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"connectivity": {
"records": [
{
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "nodel",

"uuid": "1lcd8a442-86dl-11le0-aelc-123478563412"
by

"state": "not responding"
}
]
by
"password": "password",
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"connectivity": {
"records": [

{
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"node": {

" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "nodel",

"uuid": "1cdB8ad42-86dl-11e0-aelc-123478563412"
}s

"state": "not responding"

]
by

"password": "password",
"server": "keyserverl.com:5698"

}
1,

"server": "keyserverl.com:5698"

== Response

Status: 201, Created

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al
|num records

| integer
a|Number of records

| records
larray[link:#key server[key server]]

a |
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.Example response
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"

by
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink”

by
"connectivity": {
"records": [
{
"node": {
" links": {
"self": {

"href": "/api/resourcelink"

by

"name": "nodel",
"yuid": "1cd8a4d442-86dl1-11e0-aelc-123478563412"
bo

"state": "not responding"

]
b
"password": "password",
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"

by

"connectivity": {
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"records": [

{

"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",

"uuid": "1lcdBa442-86dl-11e0-aelc-123478563412"
by

"state": "not responding"

]
by
"password": "password",

"server": "keyserverl.com:5698"
}
1,

"server": "keyserverl.com:5698"

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65536038
| A maximum of 4 active key servers are allowed.

| 65536821
| The certificate is not installed.

| 65536822
| Multitenant key management is not supported in the current cluster

version.

| 65536824
| Multitenant key management is not supported in MetroCluster
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configurations.

| 65536828
| External key management is not enabled for the SVM.

| 65536834
| Failed to get existing key-server details for the SVM.

| 65536852
| Failed to query supported KMIP protocol versions.

| 65536870
| Key management servers are already configured.

| 65536871
| Duplicate key management servers exist.

| 65536921
| The following issues were found. Unable to execute command on KMIP

server.

| 66060338

| Unable to establish secure connection to KMIP server due to incorrect

server ca certificates.

| 66060339

| Unable to establish secure connection to KMIP server due to incorrect

client certificates.

| 66060340

| Unable to establish secure connection to KMIP server due to Cryptsoft

error.

| 66060341
| Unable to establish secure connection to KMIP server due to network

configuration issues.

[cols=3*,options=header]

| Type
| Description

|error
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| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href

| string

a |

606



[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| name
|string
al

|uuid
| string

a |

[#key server state]
[.api-collapsible-fifth-title]
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key server state

The state of the key server for a specific node.

[cols=3*,options=header]

| Type
| Description

| node
| link:#node [node]
al

| state
|string
a|Key server connectivity state

[#connectivity]
[.api-collapsible-fifth-title]

connectivity

This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]
| Type

| Description

|cluster availability

|boolean
alSet to true when key server connectivity state is available on all nodes

of the cluster.
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| records
|array[link:#key_server_state[key_server_state]]
alAn array of key server connectivity states for each node.

[#records]
[.api-collapsible-fifth-title]

records

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| server

|string

al|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if "records  is provided.
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[#key server]
[.api-collapsible-fifth-title]

key server

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

| password

| string

a|Password credentials for connecting with the key server. This is not
audited.

| records

|larray[link:#records[records]]

alAn array of key servers specified to add multiple key servers to a key
manager in a single API call. Valid in POST only and not valid if "server’

is provided.

| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records  is provided.
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[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| next
| link:#href[href]
al

| self
| link:#href [href]
a

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
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[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDAd8d3993f01led4aB8eac3f7dd01£f46a9449]]
= Delete a primary key server

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-

block] # /security/key-managers/{uuid}/key-servers/{server} #

Deletes a key server.
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== Related ONTAP commands

* ‘security key-manager external remove-servers'

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid
| string
| path
| True

a
| server
| string

| path

| True

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65536700
| The key server contains keys that are currently in use and not available
from any other configured key server in the SVM.
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| 65536822

| Multitenant key management is not supported in the current cluster
version.

| 65536824

| Multitenant key management is not supported in MetroCluster
configurations.

| 65536828

| External key management is not enabled for the SVM.

| 65536843

| The key management server is not configured for the SVM.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]
a

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde"Z "4",
"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

block
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| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID2b48e85515c6c9d8dc04alb590f8c0le] ]
= Retrieve key servers configured in an external key manager

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/key-managers/{uuid}/key-servers/{server} #

Retrieves key servers configured in an external key manager.

== Expensive properties

There is an added cost to retrieving values for these properties. They are
not included by default in GET results and must be explicitly requested
using the “fields  query parameter. See

xref:{relative path}getting started with the ontap rest api.html#Requestin
g specific fields[DOC Requesting specific fields] to learn more.

* “connectivity’

== Related ONTAP commands

* “security key-manager external show’
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* “security key-manager external show-status’

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid
|string
|path
| True

a|External key manager UUID

| server
| string
|path
| True

a|Key server configured in the key manager.

| fields
larray[string]

| query
| False

al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description
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| _links
|link:# links[ links]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| server

| string

al|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records  is provided.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
| string

a|KMIP username credentials for connecting with the key server.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{
" links": {
"self": {
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"href": "/api/resourcelink"
}
b
"connectivity": {
"records": [
{
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
bo

"name": "nodel",
"uuid": "1cdB8ad442-86dl-11e0-aelc-123478563412"

by

"state": "not responding"

]
by
"password": "password",
"server": "keyserverl.com:5698",
"timeout": 60,

"username": "username"

Status: Default, Error

[cols=3*,options=header]
| Type

| Description

|error

| link:#error[error]

al

.Example error
[$collapsible%closed]
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[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

a |

[# links]
[.api-collapsible-fifth-title]

links

[cols=3*,options=header]
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| Name

| Type
| Description

| self
| link:#href [href]

[#node]
[.api-collapsible-fifth-title]
node

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]

a |

| name
|string
al

|uuid
| string
a

[#key server state]
[.api-collapsible-fifth-title]
key server state

The state of the key server for a specific node.

[cols=3*,options=header]

| Name

621



| Type
| Description

| node
| link:#node[node]

al

| state
| string
a|Key server connectivity state

[#connectivity]
[.api-collapsible-fifth-title]

connectivity

This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

|cluster availability

|boolean
alSet to true when key server connectivity state is available on all nodes

of the cluster.

| records
|array[link:#key_server_state[key_server_state]]
alAn array of key server connectivity states for each node.
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[#records]
[.api-collapsible-fifth-title]

records

[cols=3*,options=header]

| Name

| Type
| Description

| _links
| link:# links[ links]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields® query
parameter or GET for all advanced properties is enabled.

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| server

|string

a|External key server for key management. If no port is provided, a
default port of 5696 is used. Not valid in POST if “records  is provided.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
| string

a|KMIP username credentials for connecting with the key server.
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[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string

a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]
| Type

| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code
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|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID89e3a50036e2d033b13353001cf87eaf]]
= Update a primary key server

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-

block] # /security/key-managers/{uuid}/key-servers/{server} #

Updates a key server.
== Related ONTAP commands

* “security key-manager external modify-server’

== Parameters

[cols=5*,options=header]
|

|Required
| Description

|uuid

| string
| path
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| True
al|External key manager UUID

| server

|string

| path

| True

a|Key server configured in the external key manager.

== Request Body

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a |l

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

| password

|string

a|Password credentials for connecting with the key server. This is not
audited.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.
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| username

|string
a|KMIP username credentials for connecting with the key server.

.Example request
[$collapsible%closed]

[source, json, subs=tmacros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"connectivity": {
"records": [
{
"node": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "nodel",
"uuid": "lcdB8a442-86dl-11e0-aelc-123478563412"
by
"state": "not responding"
}
]
by
"password": "password",
"timeout": 60,
"username": "username"
}
== Response

Status: 200, Ok
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== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 65536822
| Multitenant key management is not supported in the current cluster
version.

| 65536824
| Multitenant key management is not supported in MetroCluster
configurations.

| 65536828
| External key management is not enabled for the SVM.

| 65536843
| The key management server is not configured for the SVM.

| 65536845

| Missing username.

| 65536846
| Missing password.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]
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.Example error
[3collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",
"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
%collapsible%closed]

[
//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

al

[# links]
[.api-collapsible-fifth-title]
_links
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[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href[href]

[#node]
[.api-collapsible-fifth-title]

node

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

| name

| string
a
|uuid

|string
al

[#key server state]
[.api-collapsible-fifth-title]
key server state

The state of the key server for a specific node.

[cols=3*,options=header]
|
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| Name

| Type
| Description

| node
| link:#node [node]

al

| state
| string
a|Key server connectivity state

[#connectivity]
[.api-collapsible-fifth-title]

connectivity

This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

[cols=3*,options=header]

| Type
| Description

|cluster availability

|boolean
al|Set to true when key server connectivity state is available on all nodes

of the cluster.

| records
larray[link:#key server statel[key server state]]

alAn array of key server connectivity states for each node.
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[#records]
[.api-collapsible-fifth-title]

records

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the “fields  query
parameter or GET for all advanced properties is enabled.

| password

| string

a|Password credentials for connecting with the key server. This is not
audited.

| timeout
| integer

alI/O timeout in seconds for communicating with the key server.

| username
| string
a|KMIP username credentials for connecting with the key server.

[#key server]
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[.api-collapsible-fifth-title]

key server

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| connectivity

| link:#connectivity[connectivity]

a|This property returns the key server connectivity state on all nodes of
the cluster. The state is returned for a node only if the connectivity is
not in an available state on that node.

This is an advanced property; there is an added cost to retrieving its
value. The property is not populated for either a collection GET or an
instance GET unless it is explicitly requested using the "fields  query
parameter or GET for all advanced properties is enabled.

| password

| string

a|Password credentials for connecting with the key server. This is not
audited.

| timeout
| integer
alI/O timeout in seconds for communicating with the key server.

| username
| string
a|KMIP username credentials for connecting with the key server.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
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[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

= View and update login message configuration

:leveloffset: +1

[[ID7982e69d9851aed1d04d59ceb91ldedbal] ]
= Security login messages endpoint overview

== Qverview

You can use this API to display and manage the login messages
configuration. The GET request retrieves all of the login messages in the
cluster. GET operations on /security/login/messages/\{uuid} retrieve the
login messages configuration by UUID. PATCH operations on
/security/login/messages/\{uuid} update the login messages configuration
by UUID.

+

== Examples

=== Retrieving all of the login messages in the cluster

# The API:
/api/security/login/messages

# The call:

curl -X GET "https://<mgmt-ip>/api/security/login/messages?fields=*" -H
"accept: application/hal+json"
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# The response:

{

"records": [

{
"uuid": "2581e5aa-9fe3-11e8-b309-005056bbefl8",

"scope": "cluster",

"banner": "*** WARNING: DO NOT PROCEED IF YOU ARE NOT AUTHORIZED!
****\n",

"message": "#### Welcome to Cluster X ####\n",

"show cluster message": true,

" links": {

"self": {
"href": "/api/security/login/messages/258le5aa-9fe3-11e8-b309-

005056bbef18"

"uuid": "7blb3715-9ffa-11e8-a5dd-005056bbefl8",

"scope": "svm",
"svm": {
"yuid": "7blb3715-9ffa-11e8-a5dd-005056bbef18",
"name": "svml"
by
"message": "#### Welcome to SVMI ####\n",
"show cluster message": true,
" links": {
"self": {
"href": "/api/security/login/messages/7blb3715-9ffa-11e8-a5dd-
005056bbefl18"

"uuid": "8ddeelle-a58c-11e8-85e0-005056bbefl8",
"scope": "svm",
"svm": {
"uuid": "8ddeelle-a58c-11e8-85e0-005056bbefl8",
"name": "svm3"
b
"banner": "*** WARNING: This system is for the use of authorized users
only., wwww\nWV,
" links": {
"self": {
"href": "/api/security/login/messages/8ddeelle-a58c-11e8-85e0-
005056bbef18"
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"uuid": "f7e41c99-9ffa-11e8-a5dd-005056bbefl8",

"scope": "svm",
"svm": {
"yuid": "f7e41c99-9ffa-11e8-a5dd-005056bbef18",
"name": "svm2"
b
" links": {
"self": {
"href": "/api/security/login/messages/f7e41c99-9ffa-11e8-a5dd-
005056bbef18"
}
}
}
1,
"num records": 4,
" links": {
"self": {
"href": "/api/security/login/messages?fields=*"

=== Retrieving the login messages configuration at the cluster scope

# The API:
/api/security/login/messages

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/login/messages?scope=cluster&fields=*" -H "accept:

application/hal+json"

# The response:

{

"records": [
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"yuid": "2581le5aa-9fe3-11e8-b309-005056bbefl18",

"scope": "cluster",
"banner": "*** WARNING: DO NOT PROCEED IF YOU ARE NOT AUTHORIZED!
****\n",
"message": "#### Welcome to Cluster X ####\n",
"show cluster message": true,
" links": {
"self": {
"href": "/api/security/login/messages/258le5aa-9fe3-11e8-b309-
005056bbef18"
}
}
I
"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster&fields=*"

=== Retrieving the login banner configured at the cluster scope

# The API:
/api/security/login/messages

# The call:

curl -X GET "https://<mgmt-
ip>/api/security/login/messages?scope=cluster&fields=banner" -H "accept:
application/hal+json"

# The response:

{

"records": [

{
"uuid": "2581le5aa-9fe3-11e8-b309-005056bbefl8",
"scope": "cluster",
"banner": "*** WARNING: DO NOT PROCEED IF YOU ARE NOT AUTHORIZED!
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****\n",
" links": {
"self": {
"href": "/api/security/login/messages/258le5aa-9fe3-11e8-b309-
005056bbef18"
}

}
I
"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster&fields=banner"

=== Retrieving the login messages configuration of a specific SVM

# The API:
/api/security/login/messages

# The call:
curl -X GET "https://<mgmt-
ip>/api/security/login/messages?svm.name=svml&fields=*" -H "accept:

application/hal+json"

# The response:
{
"records": [
{
"yuid": "7blb3715-9ffa-11e8-a5dd-005056bbef18",

"scope": "svm",

"svm": {
"uuid": "7blb3715-9ffa-11e8-a5dd-005056bbefl8",
"name": "svml"

b

"message": "#### Welcome to SVMI ####\n",

"show cluster message": true,
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" links": {
"self": {
"href": "/api/security/login/messages/7blb3715-9ffa-11e8-a5dd-
005056bbefl18"
}

}
I
"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?svm.name=svml&fields=*"

=== Retrieving the login messages configuration by UUID, including all
fields

# The API:
/api/security/login/messages/{uuid}

# The call:
curl -X GET "https://<mgmt-ip>/api/security/login/messages/7blb3715-9ffa-
11e8-a5dd-005056bbefl8?fields=*" -H "accept: application/hal+json"

# The response:
{
"yuid": "7b1lb3715-9ffa-11e8-a5dd-005056bbef18",

"scope": "svm",
"svm": {
"uuid": "7blb3715-9ffa-11e8-a5dd-005056bbefl18",
"name": "svml"
b
"message": "#### Welcome to SVMI ####\n",
"show cluster message": true,
" links": {
"self": {
"href": "/api/security/login/messages/7blb3715-9ffa-11e8-a5dd-
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005056bbefl18"

}
}

=== Configuring the login banner in a cluster

# The API:
/api/security/login/messages

# The call:

curl -X PATCH "https://<mgmt-
ip>/api/security/login/messages?scope=cluster" -H "accept:
application/hal+json" -H "Content-Type: appplication/json" -d "{

\"banner\": \"You are entering secure area.\" }"

# The response:

{

"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster"

=== Configuring the message of the day (MOTD) in a cluster

# The API:
/api/security/login/messages

# The call:

curl -X PATCH "https://<mgmt-
ip>/api/security/login/messages?scope=cluster" -H "accept:
application/hal+json" -H "Content-Type: appplication/json" -d "{
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\"message\": \"Welcome to Cluster X\", \"show cluster message\": true }"

# The response:

{

"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster"

=== Clearing the login banner and message of the day (MOTD) in a cluster

# The API:
/api/security/login/messages

# The call:

curl -X PATCH "https://<mgmt-
ip>/api/security/login/messages?scope=cluster" -H "accept:
application/hal+json" -H "Content-Type: appplication/json" -d "{
\"banner\": \"\", \"message\": \"\" }"

# The response:

{

"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?scope=cluster"

=== Configuring the login messages for a specific SVM
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# The API:

/api/security/login/messages

# The call:
curl -X PATCH "https://<mgmt-
ip>/api/security/login/messages?svm.name=svml" -H "accept:

application/hal+json" -H "Content-Type: application/json" -d "{
\"banner\" : \"AUTHORIZED ACCESS ONLY\" }, \"message\": \"WELCOME!\" }"

# The response:

{

"num records": 1,
" links": {
"self": {
"href": "/api/security/login/messages?svm.name=svml"

=== Configuring the login messages by UUID

# The API:
/api/security/login/messages/{uuid}

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/login/messages/7bl1b3715-
9ffa-11e8-a5dd-005056bbefl18" -H M"accept: application/hal+json" -H
"Content-Type: application/json" -d "{ \"banner\" : \"AUTHORIZED ACCESS
ONLY\" }, \"message\": \"WELCOME!\" }"

=== Clearing the login messages configuration by UUID

# The API:
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/api/security/login/messages/{uuid}

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/login/messages/7bl1b3715-
9ffa-11e8-a5dd-005056bbef18" -H "accept: application/hal+json" -H
"Content-Type: appplication/json”™ -d "{ \"banner\": \"\", \"message\":
A

[[IDceb59306316265cclc3f0bb429ffba33c] ]
= Retrieve login banner and messages of the day

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/login/messages #

Retrieves the login banner and messages of the day (MOTD) configured in
the cluster
and in specific SVMs.

== Learn more

* xref:{relative path}security login messages endpoint overview.html [DOC

/security/login/messages]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description
| svm.uuid

|string
|query
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| False
alFilter by svm.uuid

| svm.name

|string

| query

| False

alFilter by svm.name

| show cluster message

|boolean

| query

| False

alFilter by show cluster message

| banner

| string

| query

| False

al|Filter by banner

|message

|string

| query

| False

al|Filter by message

| scope

| string

| query

| False

al|Filter by scope

|uuid
|string
| query
|False

al|Filter by uuid

| fields
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|larray[string]

|query

| False

al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

|return timeout
| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.

When iterating over a collection, the default is 15 seconds. ONTAP
returns earlier 1f either max records or the end of the collection is
reached.

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,
of records is returned.

only the number

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc]
Default direction is 'asc' for ascending.

direction.

== Response

Status: 200, Ok

[cols=3*,options=header]
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| Name

| Type
| Description

| links
|link:4# links[ links]
al

|num records
| integer

a|Number of records

| records

larray[link:#login messages[login messages]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"
}
by
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink”
}
by
"banner": "string",
"message": "string",
"scope": "string",
"svm": |
" links": {
"self": {
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"href": "/api/resourcelink"

by

"name": "svml",
"uuid": "02c9%e252-41be-11e9-81d5-00a0986138£f7"

by

"uuid": "string"

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error
| link:#error[error]

al

.Example error
[3collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| next
| link:#href[href]
al

| self
| link:#href [href]
a |

block
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[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#svm]
[.api-collapsible-fifth-title]

Svm

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#login messages]
[.api-collapsible-fifth-title]

650



login messages

The login banner and message of the day (MOTD) configuration.

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

|banner

|string

a|The login banner text. This message is displayed during SSH and console
device

login just before the password prompt displays. When configured, a
cluster-level

login banner is used for every incoming connection. Each data SVM can
override

the cluster-level banner to instead display when you log into the SVM. To
restore

the default setting for a data SVM, set the banner to an empty string.
New lines are supplied as either LF or CRLF but are always returned as LF.
Optional in the PATCH body.

|message

| string

a|The message of the day (MOTD). This message appears just before the
clustershell

prompt after a successful login. When configured, the cluster message
displays first. If you log in as a data SVM administrator, the

SVM message is then printed. The cluster-level MOTD can be disabled

for a given data SVM using the "show cluster message" property.

New lines are supplied as either LF or CRLF but are always returned as LF.
Optional in the PATCH body.

| scope
| string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".
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| show cluster message

|boolean

a|Specifies whether to show a cluster-level message before the SVM message
when logging in as an SVM administrator.

This setting can only be modified by the cluster administrator.

Optional in the PATCH body.

| svm
| link:#svm[svm]

al

|uuid
| string
a|The unique identifier (ID) of the login messages configuration.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
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[cols=3*,options=header]

| Name

| Type
| Description

|arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDe7f48494b86a351db8d53363al14f668b] ]
= Retrieve login messages configuration by UUID

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/login/messages/{uuid} #

Retrieves the login messages configuration by UUID.

== Learn more
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* xref:{relative path}security login messages endpoint overview.html [DOC
/security/login/messages]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

|uuid
|string
|path
| True

a|Login messages configuration UUID

| fields
|larray[string]

| query
| False
al|Specify the fields to return.

== Response

Status: 200, Ok

[cols=3*,options=header]
| Type

| Description

| links

| link:# links[ links]

a |

| banner

|string
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a|The login banner text. This message is displayed during SSH and console
device

login just before the password prompt displays. When configured, a
cluster-level

login banner is used for every incoming connection. Each data SVM can
override

the cluster-level banner to instead display when you log into the SVM. To
restore

the default setting for a data SVM, set the banner to an empty string.
New lines are supplied as either LF or CRLF but are always returned as LF.
Optional in the PATCH body.

| message

|string

a|The message of the day (MOTD). This message appears just before the
clustershell

prompt after a successful login. When configured, the cluster message
displays first. If you log in as a data SVM administrator, the

SVM message 1s then printed. The cluster-level MOTD can be disabled

for a given data SVM using the "show cluster message" property.

New lines are supplied as either LF or CRLF but are always returned as LF.
Optional in the PATCH body.

| scope
| string

alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| show cluster message

|boolean

a|Specifies whether to show a cluster-level message before the SVM message
when logging in as an SVM administrator.

This setting can only be modified by the cluster administrator.

Optional in the PATCH body.

| svm
| link:#svm[svm]

al

|uuid
|string
a|The unique identifier (ID) of the login messages configuration.
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.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"banner": "string",
"message": "string",
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string"

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]
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.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type

| Description

|href

| string

[# links]
[.api-collapsible-fifth-title]
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_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]

[#svm]
[.api-collapsible-fifth-title]

svm

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
|string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]
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| Name

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
|string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

[[ID77b6851£429574d839c9cabafc34a04b] ]
= Update login messages configuration

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/login/messages/{uuid} " #

Updates the login messages configuration.
There are no required fields. An empty body makes no modifications.

== Learn more

* xref:{relative path}security login messages endpoint overview.html [DOC
/security/login/messages]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In
|Required

| Description

|uuid
| string
|path
| True

a|Login messages configuration UUID

== Request Body
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[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

| banner

|string

a|The login banner text. This message is displayed during SSH and console
device

login just before the password prompt displays. When configured, a
cluster-level

login banner is used for every incoming connection. Each data SVM can
override

the cluster-level banner to instead display when you log into the SVM. To
restore

the default setting for a data SVM, set the banner to an empty string.
New lines are supplied as either LF or CRLF but are always returned as LF.
Optional in the PATCH body.

|message

| string

a|The message of the day (MOTD). This message appears just before the
clustershell

prompt after a successful login. When configured, the cluster message
displays first. If you log in as a data SVM administrator, the

SVM message is then printed. The cluster-level MOTD can be disabled

for a given data SVM using the "show cluster message" property.

New lines are supplied as either LF or CRLF but are always returned as LF.
Optional in the PATCH body.

| scope
| string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| show cluster message
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|boolean
a|Specifies whether to show a cluster-level message before the SVM message

when logging in as an SVM administrator.
This setting can only be modified by the cluster administrator.

Optional in the PATCH body.

| svm
| link:#svm[svm]

al

|uuid
| string
a|The unique identifier (ID) of the login messages configuration.

.Example request
[3collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"banner": "string",
"message": "string",
"scope": "string",
"svm": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"uuid": "string"

== Response

662



Status: 200, Ok

== Error

Status: Default

ONTAP Error Response codes

| Error codes | Description

| 10225636

| Only a cluster administrator can modify the

property.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=t+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"COde": "4",

"message": "entry doesn't exist",

‘show cluster message’

663



"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links
[cols=3*,options=header]

| Type

| Description

| self
| link:#href[href]

[#svm]
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[.api-collapsible-fifth-title]

sSvm

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#login messages]
[.api-collapsible-fifth-title]
login messages

The login banner and message of the day (MOTD) configuration.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:4# links[ links]
al

|banner
| string

a|The login banner text. This message is displayed during SSH and console
device

665



login just before the password prompt displays. When configured, a
cluster-level

login banner is used for every incoming connection. Each data SVM can
override

the cluster-level banner to instead display when you log into the SVM. To
restore

the default setting for a data SVM, set the banner to an empty string.

New lines are supplied as either LF or CRLF but are always returned as LF.
Optional in the PATCH body.

|message

| string

a|The message of the day (MOTD). This message appears just before the
clustershell

prompt after a successful login. When configured, the cluster message
displays first. If you log in as a data SVM administrator, the

SVM message is then printed. The cluster-level MOTD can be disabled

for a given data SVM using the "show cluster message" property.

New lines are supplied as either LF or CRLF but are always returned as LF.
Optional in the PATCH body.

| scope
| string
alSet to "svm" for interfaces owned by an SVM. Otherwise, set to

"cluster".

| show cluster message

|boolean

a|Specifies whether to show a cluster-level message before the SVM message
when logging in as an SVM administrator.

This setting can only be modified by the cluster administrator.

Optional in the PATCH body.

| svm
| link:#svm[svm]

al
|uuid

|string
a|The unique identifier (ID) of the login messages configuration.
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Type
| Description

| code
|string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Name

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]
a|Message arguments

| code
| string
a|Error code

|message
|string
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al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage security roles

:leveloffset: +1

[[ID1282fbc272cb5¢c64a612a6253£9580b1] ]

= Security roles endpoint overview

== Qverview

ONTAP supports Role Based Access Control (RBAC) wherein a user account
must be associated with a role and the role defines the privileges and
rights for that user account. A privilege defines the access level of the
API as either "none", "readonly", or "all". This specifies whether the
user account can perform only a GET operation or POST, PATCH, and DELETE
operations as well. A role can comprise of multiple tuples and each tuple
consists of the REST API and its access level.

For example, "rolel" might be a role that has a tuple
{"access":"all","path":"/api/storage/volume"}, which means that a user
account with "rolel" can perform all GET, POST, PATCH, and DELETE requests
on the api/storage/volume API or derived APIs which have
_api/storage/volume as the prefix.

In cases where a role has tuples with multiple APIs having the same

prefix, the highest match wins out.
For example, if "rolel" has the following tuples:
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{"access":"readonly","path":"/api/cluster"} and

{"access":"all", "path":"/api/cluster/schedules"}, then only a GET request
is allowed on APIs with api/cluster as the prefix; while POST, PATCH and
DELETE requests are possible on the api/cluster/schedules API.

=== Predefined (built-in) roles

Related REST APIs are used to form predefined cluster-scoped and SVM-
scoped roles, such as: "admin", "backup", "readonly" for cluster and
"vsadmin", "vsadmin-backup", "vsadmin-protocol" for SVMs.

These can be retrieved by calling a GET request on /api/security/roles
API and can be assigned to user accounts. See the examples for
_api/security/accounts_ .

These predefined roles cannot be modified or deleted.
=== Mapped roles

Before REST APIs, the RBAC roles (legacy roles) were defined to contain
the CLI commands and their access levels. Now, almost all REST APIs map to
one or more CLI commands. When a role is created using a POST request on
_/api/security/roles , a mapped legacy role is created. This legacy role
has the same access level (as that of the REST API) for the mapped CLI
commands. However, if a legacy role with the same name already exists, the
POST operation fails and you need to choose a unique name for the role.
The legacy roles cannot be managed using the REST endpoint
_/api/security/roles or its derivatives. Legacy roles are managed using
the CLI commands "security login role <create \| modify \| delete> -role
+++<rolename>+++" . +++</rolename>+++

Note that the mapped legacy role (for the REST API role created) cannot be
manipulated using the CLI.

The reverse case is not true; the creation of a legacy role will not
create a mapped role with equivalent REST APIs.

=== API restrictions

Numerous APIs are scoped for the cluster level only. This results in an
access error if assigned to an SVM-scoped role. For example,
_api/cluster/nodes does not work when added as a tuple entry for an SVM-

scoped role.

A number of APIs allowed for an SVM-scoped role might have restrictions on
the access level. For example, /api/network/ethernet/ports cannot have
an access level of "all" for an SVM-scoped role; this results in an access
error when a POST or PATCH request is made.
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Roles created with a REST API path prefix which is common to many APIs
might have restrictions based on the scope of the role; cluster or SVM.
For example, {"access":"all","path":"/api/security"} might be a tuple
entry for an SVM role. Any GET, POST, PATCH, or DELETE operation fails on
API /api/security/accounts while the same on
_/api/security/login/messages_ succeeds. However, a role with exactly the
same tuple when created at the cluster-scope level allows the operations.

Numerous APIs have restrictions on the objects that can be operated on
based on the context of the SVM or cluster. For example, a POST request on
_/api/security/authentication/password API changes the password for a
user account. If executed in the context of an SVM (POST request on an SVM
interface), only the password of the user executing the POST can be
modified, and attempts to modify the password of any other user results in
an access error. However, if a POST request is performed by a cluster
administrator account, the password for any user account (cluster or SVM)
can be modified.

== Examples
=== Creating a cluster-scoped custom role
Specify the role name and the tuples (of REST APIs and their access level)

in the body of the POST request. The owner.uuid or owner.name are not
required to be specified for a cluster-scoped role.

# The API:
POST "/api/security/roles"

# The call:

curl -X POST "https://<mgmt-ip>/api/security/roles" -d
"{"name":"cluster role", "privileges"

[{"access":"readonly", "path":"/api/cluster/jobs"}, {"access":"all", "path":"

/api/application/applications"}, {"access":"readonly", "path":"/api/applicat
ion/templates"} ]}

=== Creating an SVM-scoped custom role

For an SVM-scoped role, specify either owner.name or owner.uuid in the
request body along with other parameters for the role. These correspond to
the name or UUID of the SVM for which the role is being created and can be
obtained from the response body of the GET request performed on the
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_/api/svm/svms_ API.

# The API:
POST "/api/security/roles"

# The call:
curl -X POST "https://<mgmt-ip>/api/security/roles" -d '{"owner": {"uuid"
"9f93e553-4b02-11e9-a3£9-005056bb7acd"}, "name" :"svm role", "privileges"

[{"access":"readonly", "path":"/api/cluster/jobs"}, {"access":"all", "path":"
/api/application/applications"}, {"access":"readonly", "path":"/api/applicat
ion/templates™} ]}

=== Retrieving the configured roles

All of the roles or a filtered list of roles (for example by name,
predefined, and so on) can be retrieved.

# The API:
GET "/api/security/roles"

# The call to retrieve all the roles configured in the cluster:
curl -X GET "https://<mgmt-ip>/api/security/roles"

# The response:

{

"records": [
{
"owner": {
"uuid": "2903de6f-4bd2-11e9-b238-0050568e2e25",
"name": "clusterl",
" links": {
"self": {
"href": "/api/svm/svms/2903de6f-4bd2-11e9-b238-0050568e2e25"
}
}
by
"name": "admin",
"privileges": [
{
"path": "/api",
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"access": "all",

" links": {
"self": {
"href": "/api/security/roles/2903de6f-4bd2-11e9-b238-

0050568e2e25/admin/privileges/%2Fapi"
}

}
1,
"builtin": true,
"scope": "cluster",
" links": {
"self": {
"href": "/api/security/roles/2903de6f-4bd2-11e9-b238-
0050568e2e25/admin"
}
}
b
{
"owner": {
"yuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",
"name": "svml",
" links": {
"self": {
"href": "/api/svm/svms/aaef7c38-4bd3-11e9-b238-0050568e2e25"

}
by

"name": "vsadmin",
"privileges": [
{
"path": "/api/application/applications",
"access": "all",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/vsadmin/privileges/%2Fapi%2Fapplication%2Fapplications"
}
}
b
{

"path": "/api/application/templates",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-
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0050568e2e25/vsadmin/privileges/%$2Fapi%2Fapplication%2Ftemplates"
}
}
by
{

"path": "/api/cluster",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-

0050568e2e25/vsadmin/privileges/%2Fapi%$2Fcluster"
}
}
by
{

"path": "/api/svm/svms",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-

0050568e2e25/vsadmin/privileges/%$2Fapi%2Fsvm%2Fsvms"
}
}
by
{

"path": "/api/svms",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7¢38-4bd3-11e9-b238-

0050568e2e25/vsadmin/privileges/%2Fapi%2Fsvms"
}

}
1,

"builtin": true,
"scope": "svm",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
0050568e2e25/vsadmin"
1
}
}
1,
"num records": 2,
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" links": {
"self": {
"href": "/api/security/roles"

=== Using a scoped call to retrieve the configured roles

# Scoped call to retrieve all the roles for a particular SVM using
owner.uuid:

curl -X GET "https://<mgmt-ip>/api/security/roles/?owner.uuid=aaef7c38-
4bd3-11e9-b238-0050568e2e25"

# Scoped call to retrieve all the roles for a particular SVM using
owner.name:

curl -X GET "https://<mgmt-ip>/api/security/roles/?owner.name=svml"

# Scoped call to retrieve the roles having vsadmin as the prefix in the
role name:

curl -X GET "https://<mgmt-ip>/api/security/roles/?name=vsadmin=*"

# Scoped call to retrieve the predefined roles:
curl -X GET "https://<mgmt-ip>/api/security/roles/?builtin=true"

# Scoped call to retrieve the custom roles:
curl -X GET "https://<mgmt-ip>/api/security/roles/?builtin=false"

[[ID60e7cae58351c2862834adda%ec6bce8b] ]
= Retrieve a list of roles configured in the cluster

[.api-doc-operation .api-doc-operation-get] #GET# [.api-doc-code-
block]# /security/roles #

Retrieves a list of roles configured in the cluster.

== Related ONTAP commands
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* “security login rest-role show"
== Learn more

* xref:{relative path}security roles endpoint overview.html [DOC

/security/roles]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| scope

|string

| query

| False

al|Filter by scope

| owner.uuid
| string

| query

| False

alFilter by owner.uuid

| owner .name

|string

|query

| False

alFilter by owner.name

|builtin

|boolean

| query

| False

al|Filter by builtin
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| name

|string

| query

| False

al|Filter by name

|privileges.path

| string

| query

| False

alFilter by privileges.path

|[privileges.access

|string

|query

| False

alFilter by privileges.access

| fields

|larray|[string]

| query

| False

al|Specify the fields to return.

|max records

| integer

|query

| False

alLimit the number of records returned.

| return records

|boolean

| query

| False

a|The default is true for GET calls. When set to false, only the number

of records is returned.

| return timeout
| integer

| query
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| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection,

reached.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional
Default direction is 'asc'

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a |

|num records
| integer

a|Number of records

| records
|larray[link:#role[role]]
al

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

the default is 15 seconds.
returns earlier 1f either max records or the end of the collection is

[asc|desc] direction.

for ascending.
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" links": {

"next": {

"href": "/api/resourcelink"
b
"self": {

"href": "/api/resourcelink"

}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
b

"name": "admin",

"owner": {
" links": {
"self": {

"href": "/api/resourcelink"

}
by

"name": "svml",
"yuid": "02c9%9e252-41be-11e9-81d5-00a0986138f7"
by
"privileges": [
{
" links": {
"self": {
"href": "/api/resourcelink”

}
by

"access": "readonly",
"path": "/api/storage/volumes"

}
1,

"scope": "string"

Status: Default, Error
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[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"Z "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]
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| Type
| Description

|href
|string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| next
| link:#href[href]
al

| self
| link:#href[href]
a |l

[# links]
[.api-collapsible-fifth-title]
links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]
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[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the role.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

| name
| string
a|The name of the SVM.

|uuid
|string
a|The unique identifier of the SVM.

[#role privilege]
[.api-collapsible-fifth-title]
role privilege

A tuple containing the REST endpoint and the access level assigned to that

endpoint.

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
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al

|access
| string
a|Access level for the REST endpoint.

|path
| string
a|REST URI/endpoint

[#role]
[.api-collapsible-fifth-title]
role

A named set of privileges that defines the rights an account has when it
is assigned the role.

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
a

|builtin

|boolean

al|Indicates if this is a built-in (pre-defined) role which cannot be
modified or deleted.

| name
|string
a|Role name

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the role.
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|[privileges
larray[link:#role privilege[role privilege]]
a|The list of privileges that this role has been granted.

| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]
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| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
a|Error code

|message
|string
alError message

| target
|string

a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID918b3b5dee494d0£39d43c6ld72dad85] 1]

= Create a new cluster-scoped or SVM-

scoped role

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-

block]# /security/roles #

Creates a new cluster-scoped role or
role, specify either the SVM name as
owner.uuid in the request body along
The owner.uuid or owner.name are not

cluster-scoped role.

== Required parameters

an SVM-scoped role. For an SVM-scoped
the owner.name or SVM UUID as the
with other parameters for the role.
required to be specified for a

* "name - Name of the role to be created.
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* “privileges® - Array of privilege tuples.

API path and its desired access level.

== Optional parameters

* ‘owner.name oOr ~owner.uuid"

scoped role.

== Related ONTAP commands

* “security login rest-role create’

== Learn more

- Name or UUID of the SVM for an SVM-

* xref:{relative path}security roles endpoint overview.html [DOC

/security/roles]

== Parameters

[cols=5*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
|boolean

| query

| False

al|The default is false. If set

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

to true,

the records are returned.

Fach tuple consists of a REST
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| _links
|link:# links[ links]
al

|builtin

|boolean

alIndicates if this is a built-in (pre-defined) role which cannot be
modified or deleted.

| name
| string
a|Role name

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the role.

|lprivileges
larray[link:#role privilege[role privilege]]
a|The list of privileges that this role has been granted.

| scope
|string
al|Scope of the entity. Set to "cluster" for cluster owned objects and to

svm" for SVM owned objects.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"self": {
"href": "/api/resourcelink"

by

"name": "admin",
"owner": {
" links": {
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"self": {
"href": "/api/resourcelink"
}
b

"name": "svml",
"guid": "02c9%e252-41be-11e9-81d5-00a0986138f7"

by

"privileges": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"access": "readonly",
"path": "/api/storage/volumes"
}
1y
"scope": "string"
}
== Response

Status: 201, Created

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 5636129
| Role with given name has not been defined.

| 5636143
| Vserver admin cannot use the API with this access level.

| 5636144
| Invalid value specified for access level.

| 5636169
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| Invalid character in URI.

| 5636170
| URI does not exist.

| 5636171

| Role already exists in legacy role table.

| 13434890
| Vserver-ID failed for Vserver roles.

| 13434891
| UUID lookup failed for Vserver roles.

| 13434892
| Roles is a required field.

| 13434893
| SVM does not exist.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
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1,

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

a |

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href[href]
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[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the role.

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

| name
| string
a|The name of the SVM.

|uuid
| string
a|The unique identifier of the SVM.

[#role privilege]
[.api-collapsible-fifth-title]
role privilege

A tuple containing the REST endpoint and the access level assigned to that

endpoint.

[cols=3*,options=header]

| Name

| Type
| Description

| links

690



|link:# links[ links]
a |

|access
|string
a|Access level for the REST endpoint.

|path
| string
a|REST URI/endpoint

[#role]
[.api-collapsible-fifth-title]
role

A named set of privileges that defines the rights an account has when it
is assigned the role.

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

[builtin

|boolean

alIndicates if this is a built-in (pre-defined) role which cannot be
modified or deleted.

| name
| string
al|Role name

| owner

| link: #owner [owner]
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a|Owner name and UUID that uniquely identifies the role.

|privileges
larray[link:#role privilege[role privilege]]
a|The list of privileges that this role has been granted.

| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error_ arguments

[cols=3*,options=header]

| Type
| Description

| code
| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name
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| Type
| Description

|arguments

larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= View or delete a role

:leveloffset: +1

[[IDf£d5bd889ff79c0c4f86bbecdbd5febc2]]
= Security roles owner.uuid name endpoint overview

== Qverview

This APi is used to retrieve or delete a role. The role can be SVM-scoped
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or cluster-scoped.

Specify the owner UUID and the role name in the URI path. The owner UUID
corresponds to the UUID of the SVM for which the role has been created and
can be obtained from the response body of a GET call performed on one of
the following APIs:

_/api/security/roles for all roles

_/api/security/roles/?scope=svm_ for SVM-scoped roles
_/api/security/roles/?owner.name=\{svm-name} for roles in a specific SVM
This API response contains the complete URI for each role that can be used
for retrieving or deleting a role.

NOTE: The pre-defined roles can be retrieved but cannot be deleted.
== Examples
=== Retrieving a role configuration

# The API:
GET "/api/security/roles/{owner.uuid}/{name}"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/roles/aaef7¢c38-4bd3-11e9-b238-
0050568e2e25/secure role"

# The response:

{

"owner": {
"yuid": "aaef7c38-4bd3-11e9-b238-0050568e2e25",
"name": "svml",
" links": {
"self": {

"href": "/api/svm/svms/aaef7c38-4bd3-11e9-b238-0050568e2e25"

Yy

"name": "secure role",
"privileges": [
{

"path": "/api/security",

"access": "all",

" links": {

"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-
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0050568e2e25/secure _role/privileges/%$2Fapi%2Fsecurity"
}

}
I

"builtin": false,
"scope": "svm",
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-

0050568e2e25/secure role"
}

=== Deleting a custom role

# The API:
DELETE "/api/security/roles/{owner.uuid}/{name}"

# The call:

curl -X DELETE "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-

b238-0050568e2e25/svm_rolel"

[[ID1dda74154a5b80e501593d7def8073357] ]
= Delete a role

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-

block] # /security/roles/{owner.uuid}/{name} " #

Deletes the specified role.

== Required parameters

* "name’ - Name of the role to be deleted.
* “owner.uuid® - UUID of the SVM housing the role.
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== Related ONTAP commands
* ‘security login rest-role delete’

== Learn more

*

xref:{relative path}security roles owner.uuid name endpoint overview.html[
DOC /security/roles/{owner.uuid}/\ {name}]

* xref:{relative path}security roles endpoint overview.html [DOC
/security/roles]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| owner.uuid
| string
|path

| True

al

| name
| string
|path

| True

al

== Response

Status: 200, Ok

== Error

Status: Default
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ONTAP Error Response Codes

Error Code | Description

| 5636172

| User accounts detected with this role assigned. Update or delete those

accounts before deleting this role.

| 5636173

| Features require an effective cluster version of 9.6 or later.

| 13434890
| Vserver-ID failed for Vserver

| 13434893
| The SVM does not exist.

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

a |

.Example error

[$collapsible%closed]

[source, json, subs=+t+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
I
"code": "4",

roles.
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"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error_arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

| string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

|arguments
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|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string

a|Error code

| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDf1e4960dd8705799cee2d05038e599b5] ]
= Retrieve the details of a role

[.api-doc-operation .api-doc-operation-get] #GET# [.api-doc-code-
block]# /security/roles/{owner.uuid}/{name} " #

Retrieves the details of the specified role.
== Related ONTAP commands
* “security login rest-role show’

== Learn more

*

xref:{relative path}security roles owner.uuid name endpoint overview.html[
DOC /security/roles/{owner.uuid}/\ {name}]
* xref:{relative path}security roles endpoint overview.html[DOC
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/security/roles]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| fields

larray[string]

| query

| False

a|Specify the fields to return.

| owner.uuid

| string

|path

| True

a|Role owner UUID

| name
|string
|path
| True

a|Role name

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description
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| _links
|link:# links[ links]
al

|num records
| integer
a|Number of records

| records
|larray([link:#role[role]]
al

.Example response
[%collapsible%closed]
[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
bo
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
"self": {
"href": "/api/resourcelink"
}
b
"name": "admin",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink”
}
b
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"

by
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"privileges": [
{
" links": {
"self": {
"href": "/api/resourcelink"

by
"access": "readonly",
"path": "/api/storage/volumes"

1,

"scope": "string"

Status: Default, Error

[cols=3*,options=header]

| Type

| Description

|error
| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
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1,

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]
.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

a |

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| next
| link:#href[href]

a |

| self
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| link:#href[href]

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]
| Type
| Description

| self
| link:#href[href]

[#owner]
[.api-collapsible-fifth-title]

owner

Owner name and UUID that uniquely identifies the role.
[cols=3*,options=header]

| Type

| Description

| links

|link:# links[ links]

al

| name

| string
a|The name of the SVM.

|uuid
|string
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a|The unique identifier of the SVM.

[#role privilege]
[.api-collapsible-fifth-title]

role privilege

A tuple containing the REST endpoint and the access level assigned to that

endpoint.

[cols=3*,options=header]

| Name

| Type
| Description

| links
|link:# links[ links]
al

|access
| string
a|Access level for the REST endpoint.

|path
| string
a|REST URI/endpoint

[#role]
[.api-collapsible-fifth-title]

role

A named set of privileges that defines the rights an account has when it

is assigned the role.

[cols=3*,options=header]
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| Name

| Type
| Description

| links
|link:4# links[ links]
al

[builtin

|boolean

alIndicates if this is a built-in (pre-defined) role which cannot be
modified or deleted.

| name
|string
al|Role name

| owner
| link: #owner [owner]

a|Owner name and UUID that uniquely identifies the role.

|lprivileges
larray[link:#role privilege[role privilege]]
a|The list of privileges that this role has been granted.

| scope

| string

al|Scope of the entity. Set to "cluster" for cluster owned objects and to
"svm" for SVM owned objects.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description
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| code
| string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string
a|Error code

|message
|string

alError message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= Manage role privilege details

:leveloffset: +1

[[ID032bd3156490d2bcbc0£798e870f6falll

= Security roles owner.uuid name privileges endpoint overview

== Qverview

This API is used to configure the role privileges (tuples of REST URI path
and its access levels). It also retrieves all of the privilege tuples for
a role and can add a tuple to an existing role.

The role can be SVM-scoped or cluster-scoped.

Specify the owner UUID and the role name in the URI path. The owner UUID
corresponds to the UUID of the SVM for which the role has been created and
can be obtained from the response body of a GET request performed on one
of the following APIs:

_/api/security/roles for all the roles

_/api/security/roles/?scope=svm_ for SVM-scoped roles
_/api/security/roles/?owner.name=+++<svm-name>+++</i> for roles in a
specific SVM This API response contains the complete URI for each role and
can be used after suffixing it with "privileges" .+++</svm-name>+++

NOTE: The pre-defined roles can be retrieved but cannot be updated.
== Examples
=== Adding a privilege tuple for an existing custom role

# The API:
POST "/security/roles/{owner.uuid}/{name}/privileges"

708



# The call:

curl -X POST "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-
b238-0050568e2e25/svm_rolel/privileges" -d

'{"access":"readonly", "path":"/api/protocols"}"

=== Retrieving all the privilege tuples for a role

# The API:
GET "/api/security/roles/{owner.uuid}/{name}/privileges"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-b238-
0050568e2e25/svm rolel/privileges"

# The response:

{

"records": [
{
"path": "/api/application",
"access": "all",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/svm _rolel/privileges/%2Fapi%2Fapplication”
}
}
b
{

"path": "/api/protocols",
"access": "readonly",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/svm_rolel/privileges/%2Fapi%2Fprotocols"
}

}
1,

"num records": 2,
" links": {
"self": {
"href": "/api/security/roles/aaef7c38-4bd3-11e9-b238-

0050568e2e25/svm_rolel/privileges"
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[[IDc19ed3a9%p0d560162cab9c0e3f67b636] ]
= Retrieve privilege details of the specified role

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/roles/{owner.uuid}/{name}/privileges #

Retrieves privilege details of the specified role.
== Related ONTAP commands
* “security login rest-role show

== Learn more

*

xref:{relative path}security roles owner.uuid name privileges endpoint ove
rview.html [DOC /security/roles/{owner.uuid}/\{name}/privileges]

* xref:{relative path}security roles endpoint overview.html [DOC
/security/roles]

== Parameters

[cols=5%*, options=header]

| Name

| Type

| In
|Required

| Description

| fields
|larray[string]

| query
| False
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al|Specify the fields to return.

|max records
| integer

| query

| False

alLimit the number of records returned.

| return records
|boolean

| query

| False

al|The default is true for GET calls. When set to false,

only the number
of records is returned.

|return timeout

| integer

| query

| False

a|The number of seconds to allow the call to execute before returning.
When iterating over a collection, the default is 15 seconds. ONTAP

returns earlier i1if either max records or the end of the collection is
reached.

|order by
|larray[string]
| query

| False

a|Order results by specified fields and optional [asc|desc]
Default direction is 'asc' for ascending.

direction.

| owner.uuid
|string

| path

| True

a|Role owner UUID

| name
| string
|path
| True
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al|Role name

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]
al

|num records
|integer
a|Number of records

| records

larray[link:#role privilege[role privilege]]

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"next": {
"href": "/api/resourcelink"
b
"self": {
"href": "/api/resourcelink"
}
b
"records": [
{
" links": {
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"self": {

"href": "/api/resourcelink"
}
by
"access": "readonly",
"path": "/api/storage/volumes"

Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"
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== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

|next
| link:#href[href]
al

| self

| link:#href[href]
al
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[# links]

[.api-collapsible-fifth-title]

_links

[cols=3*,options=header]

| Name

| Type
| Description

|self
| link:#href[href]

[#role privilege]

[.api-collapsible-fifth-title]

role privilege

A tuple containing the REST endpoint and the access level assigned to that

endpoint.

[cols=3*,options=header]

| Type
| Description

| links

|link:4# links[ links]

al

|access
| string

a|Access level for the REST endpoint.

| path
| string

a|REST URI/endpoint
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[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

| arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
alError code

|message
|string

al|Error message
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| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID63f0b25d566178£47233262707£11£751]1
= Add a privilege tuple to an existing role

[.api-doc-operation .api-doc-operation-post]#POST# [.api-doc-code-
block]# /security/roles/{owner.uuid}/{name}/privileges #

Adds a privilege tuple (of REST URI and its access level) to an existing

role.

== Required parameters

* “owner.uuid® - UUID of the SVM that houses this role.

* “name’ - Name of the role to be updated.

* “path’ - REST URI path (example: "/api/storage/volumes").

* “access - Desired access level for the REST URI path (one of "all",

"readonly" or "none").

== Related ONTAP commands

* “security login rest-role create’

== Learn more

*

xref:{relative path}security roles owner.uuid name privileges endpoint ove

rview.html [DOC /security/roles/{owner.uuid}/\{name}/privileges]
* xref:{relative path}security roles endpoint overview.html [DOC
/security/roles]

717



== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| return records

|boolean

| query

| False

al|The default is false. If set to true, the records are returned.

| owner.uuid
|string

| path

| True

a|Role owner UUID

| name
|string
|path
| True

a|Role name

== Request Body

[cols=3*,options=header]
| Type

| Description

| links

|link:# links[ links]
a
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|access
| string

a|Access level for the REST endpoint.

|path
| string
a|REST URI/endpoint

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"access": "readonly",
"path": "/api/storage/volumes"
}
== Response

Status: 201, Created
== Error

Status: Default

ONTAP Error Response Codes

|
| | Description

Error Code

| 5636129

| A role with given name has not been defined.

| 5636143
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| A Vserver admin cannot use the API with this access level.

| 5636144
| The value specified for the access level is not valid.

| 5636169

| A character in the URI is not wvalid.

| 5636170
| The URI does not exist.

| 5636173
| This feature requires an effective cluster version of 9.6 or later.

| 5636175
| Vserver admin cannot have access to given API.

| 13434890
| Vserver-ID failed for Vserver roles.

| 13434891
| UUID LookUp failed for Vserver roles.

| 13434892
| Roles is a required field.

| 13434893
| The SVM does not exist.

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

720



[source, json, subs=+macros]

{

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
== Definitions

[.api-def-first-level]

.See Definitions

[3collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
| string

a |

[# links]
[.api-collapsible-fifth-title]

links

[cols=3*,options=header]
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| Name

| Type
| Description

| self
| link:#href [href]

[#role privilege]
[.api-collapsible-fifth-title]
role privilege

A tuple containing the REST endpoint and the access level assigned to that

endpoint.

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]
al

|access
| string
a|Access level for the REST endpoint.

|path
| string
a|REST URI/endpoint

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
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[cols=3*,options=header]

| Name

| Type
| Description

| code
|string
a|Argument code

|message
| string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string

al|Error message

| target
|string
a|The target parameter that caused the error.
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//end collapsible .Definitions block

:leveloffset: -1

= Manage role privilege path

:leveloffset: +1

[[IDOed4f26e9bebc6d589fb537a85b0aecac] ]
= Security roles owner.uuid name privileges path endpoint overview

== Qverview

A role can comprise of multiple tuples and each tuple consists of the REST
API path and its access level. These APIs can be used to retrieve and
modify the access level or delete one of the constituent REST API paths

within a role.
The role can be SVM-scoped or cluster-scoped.

Specify the owner UUID and the role name in the URI path. The owner UUID
corresponds to the UUID of the SVM for which the role has been created and
can be obtained from the response body of a GET request performed on one
of the following APIs:

_/api/security/roles  for all roles

_/api/security/roles/?scope=svm_ for SVM-scoped roles
_/api/security/roles/?owner.name=+++<svm-name>+++</i> for roles in a
specific SVM This API response contains the complete URI for each tuple of
the role and can be used for GET, PATCH, or DELETE operations.+++</svm-
name>+++

NOTE: The access level for paths in pre-defined roles cannot be updated.

== Examples
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=== Updating the access level for a path in the privilege tuple of an
existing role

# The API:
PATCH "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:

curl -X PATCH "https://<mgmt-ip>/api/security/roles/aaef7¢c38-4bd3-11e9-
b238-0050568e2e25/svm rolel/privileges/%$2Fapi%2Fprotocols” -d
'{"access":"all"}'

=== Retrieving the access level for a path in the privilege tuple of an
existing role

# The API:
GET "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-b238-
0050568e2e25/svm rolel/privileges/%$2Fapi%2Fprotocols"

# The response:

{

"owner": {
"yulid": "aaef7c38-4bd3-11e9-b238-0050568e2e25"
}o

"name": "svm rolel",
"path": "/api/protocols",
"access": "all",
" links": {
"self": {
"href": "/api/security/roles/aaef7c¢38-4bd3-11e9-b238-

0050568e2e25/svm_rolel/privileges/%2Fapi%2Fprotocols"
}

=== Deleting a privilege tuple from an existing role
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# The API:
DELETE "/api/security/roles/{owner.uuid}/{name}/privileges/{path}"

# The call:
curl -X DELETE "https://<mgmt-ip>/api/security/roles/aaef7c38-4bd3-11e9-
b238-0050568e2e25/svm_rolel/privileges/%$2Fapi%2Fprotocols"”

[[IDc4e654ad94495f72e90782090a4c9248] ]
= Delete a privilege tuple from the role

[.api-doc-operation .api-doc-operation-delete] #DELETE# [.api-doc-code-
block]# /security/roles/{owner.uuid}/{name}/privileges/{path} #

Deletes a privilege tuple (of REST URI and its access level) from the
role.

== Required parameters

* “owner.uuid® - UUID of the SVM which houses this role.
* ‘name’ - Name of the role to be updated.
* “path® - Constituent REST API path to be deleted from this role.

== Related ONTAP commands

* “security login rest-role delete’

== Learn more

xref:{relative path}security roles owner.uuid name privileges path endpoin
t overview.html [DOC
/security/roles/{owner.uuid}/\{name}/privileges/\{path}]

* xref:{relative path}security roles endpoint overview.html[DOC
/security/roles]

== Parameters

[cols=5%*, options=header]
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| Name

| Type

| In

| Required

| Description

| owner.uuid
|string

| path

| True

al

| name
| string
|path
| True

al

| path

| string
| path

| True

al

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes

| Error Code | Description

| 5636172
| User accounts detected with this role assigned. Update or delete those
accounts before deleting this role.

| 5636173
| This feature requires an effective cluster version of 9.6 or later.
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| 13434890
| Vserver-ID failed for Vserver roles.

| 13434893
| The SVM does not exist.

[cols=3*,options=header]

| Type
| Description

|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I
"COde": "4",
"message": "entry doesn't exist",

"target": "uuid"

== Definitions
[.api-def-first-level]

.See Definitions
[$collapsible%closed]
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//Start collapsible Definitions block

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string
a|Argument code

|message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error
[cols=3*,options=header]
| Type

| Description

| arguments

|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
| string

al|Error code

|message

|string

729



al|Error message

| target
| string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[ID£9c10d09962e6d3fe70e0f7daefb5102]]
= Retrieve the access level for a REST API path or command/command
directory path for a role

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/roles/{owner.uuid}/{name}/privileges/{path} #

Retrieves the privilege level for a REST API path for the specified role.
== Related ONTAP commands
* “security login rest-role show

== Learn more

*

xref:{relative path}security roles owner.uuid name privileges path endpoin
t overview.html [DOC
/security/roles/{owner.uuid}/\{name}/privileges/\{path}]

* xref:{relative path}security roles endpoint overview.html [DOC

/security/roles]

== Parameters

[cols=5*,options=header]

| Name
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| Type

| In
|Required

| Description

| fields

|larray[string]

| query

| False

al|Specify the fields to return.

| owner.uuid
|string

| path

| True

a|Role owner UUID

| name
| string
| path
| True

a|Role name

| path

|string

| path

| True

a|REST API path

== Response

Status: 200, Ok
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[cols=3*,options=header]

| Type
| Description

| links
|link:# links[ links]

al

|access
|string
a|Access level for the REST endpoint.

|path
| string
a|REST URI/endpoint

.Example response
[3collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"access": "readonly",
"path": "/api/storage/volumes"
}
== Error

Status: Default, Error

[cols=3*,options=header]

| Name
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| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

1,

"Code": "4",

"message": "entry doesn't exist",

"target": "uuid"

== Definitions

[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

733



|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href [href]
al

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

|string
a|Argument code

| message
|string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type
| Description

|arguments
|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string
a|Error code

| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

[[IDf9236e5c4£925e65d51730187368337e]1]
= Update the access level for a REST API path or command/command directory

path

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/roles/{owner.uuid}/{name}/privileges/{path} #
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Updates the privilege level for a REST API path.

== Required parameters

* “owner.uuid® - UUID of the SVM that houses this role.

* “name’ - Name of the role to be updated.

* “path® - Constituent REST API path whose access level has to be updated.
* ‘access - Access level for the path (one of "all", "readonly", or
"none")

== Related ONTAP commands
* “security login rest-role modify"

== Learn more

*

xref:{relative path}security roles owner.uuid name privileges path endpoin
t overview.html [DOC
/security/roles/{owner.uuid}/\{name}/privileges/\{path}]

* xref:{relative path}security roles endpoint overview.html [DOC

/security/roles]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In
|Required

| Description

| owner.uuid

| string

|path

| True

a|Role owner UUID

| name
|string
|path
| True

al|Role name
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| path

| string

| path

| True

a|REST API path

== Request Body

[cols=3*,options=header]

| Type
| Description

| links
|link:4# links[ links]

al

|access
| string

a|Access level for the REST endpoint.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink”
}
by
"access": "readonly"
}
== Response
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Status: 200, Ok
== Error
Status: Default, Error

[cols=3*,options=header]

| Type
| Description

|error
| link:#error[error]

al

.Example error
[%collapsible%closed]
[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde"! "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions

[$collapsible%closed]

//Start collapsible Definitions block
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[#href]
[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Name

| Type
| Description

|href
| string

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type

| Description

| self
| link:#href [href]

[#role privilege]
[.api-collapsible-fifth-title]
role privilege

A tuple containing the REST endpoint and the access level assigned to that
endpoint.

[cols=3*,options=header]

| Type
| Description
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| links
|link:4# links[ links]
al

|access
| string
a|Access level for the REST endpoint.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code

|string
a|Argument code

| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]
error

[cols=3*,options=header]

| Type

| Description

| arguments
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|array[link:#error_arguments[error_arguments]]

a|Message arguments

| code
|string

a|Error code

| message
|string
al|Error message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

= Manage SSH server

:leveloffset: +1

[[ID63ec904d287ccc3077fbc783e95d9faf] ]
= Security SSH endpoint overview

== Qverview

ONTAP supports SSH server that can be accessed from any standard SSH
client. A user account needs to be associated with SSH as the application
(refer the documentation for api/security/accounts_

xref:{relative path}security accounts endpoint overview.html [DOC
/security/accounts] . Upon connecting from a client, the user is
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authenticated and a command line shell is presented.

This endpoint is used to retrieve or modify the SSH configuration at the
cluster level. The configuration consists of SSH security parameters
(security algorithms and maximum authentication retry attempts allowed
before closing the connection) and SSH connection limits.

The security algorithms include SSH key exchange algorithms, ciphers for
payload encryption, and MAC algorithms. This configuration is the default
for all newly created SVMs; existing SVM configurations are not impacted.
The SSH connection limits include maximum connections per second, maximum
simultaneous sessions from the same client host, and overall maximum SSH
connections at any given point in time. The connection limits are per node
and will be the same for all nodes in the cluster.

== Examples

=== Updating the SSH security parameters

Specify the algorithms in the body of the PATCH request.

# The API:
PATCH "/api/security/ssh"

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/ssh" -d '{ "ciphers": [
"aes256 ctr", "aesl92 ctr" ], "key exchange algorithms": [

"diffie hellman group exchange sha256", "diffie hellman groupl4 shal" ],
"mac algorithms": [ "hmac sha2 512 etm", "umac 128 etm" ],

"max authentication retry count": 3 }'

=== Updating the SSH connection limits
Specify the connection limits in the body of the PATCH request.

# The API:
PATCH "/api/security/ssh"

# The call:
curl -X PATCH "https://<mgmt-ip>/api/security/ssh" -d '{
"connections per second": 8, "max instances": 10, "per source limit": 5 }'
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=== Retrieving the cluster SSH server configuration

# The API:
GET "/api/security/ssh"

# The call:
curl -X GET "https://<mgmt-ip>/api/security/ssh"

# The response:
{
"ciphers": [
"aes256 ctr",
"aesl92 ctr"
I
"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"
I
"mac _algorithms": [
"hmac sha2 512 etm",
"umac 128 etm"
I
"max authentication retry count": 3,
"connections per second": 8,
"max instances": 10,
"per source limit": 5,
" links": {
"self": {
"href": "/api/security/ssh"

[[IDe7aebd4cfd2e7d1d5b3228706ab05e86f] ]
= Retrieve cluster SSH server ciphers, MAC algorithms, key exchange
algorithms, and connection limits

[.api-doc-operation .api-doc-operation-get]#GET# [.api-doc-code-
block]# /security/ssh™ #
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Retrieves the cluster SSH server ciphers, MAC algorithms, key exchange

algorithms, and connection limits.
== Related ONTAP commands

* “security ssh’
* “security protocol ssh’

== Learn more
* xref:{relative path}security ssh endpoint overview.html [DOC

/security/ssh]

== Response

Status: 200, Ok

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
a

| ciphers
|larray[string]
a|Ciphers for encrypting the data.

| connections per second
| integer

a|Maximum connections allowed per second.

| key exchange algorithms
|larray[string]
a|Key exchange algorithms.
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Imac_algorithms
|larray[string]
a|MAC algorithms.

Imax authentication retry count

| integer

a|Maximum authentication retries allowed before closing the connection.

Imax instances
| integer

a|Maximum possible simultaneous connections.

|per source limit
| integer

a|Maximum connections from the same client host.

.Example response
[$collapsible%closed]

[source, json, subs=+macros]

{

" links": {
"self": {
"href": "/api/resourcelink"
}
bo
"ciphers": [

"aes256 ctr",
"aesl92 ctr",
"aesl28 ctr"

1,

"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

1,

"mac algorithms": [

"hmac shal",
"hmac sha2 512 etm"
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Status: Default, Error

[cols=3*,options=header]

| Name

| Type
| Description

|error

| link:#error[error]

.Example error

[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions
[.api-def-first-level]
.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
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[.api-collapsible-fifth-title]
href

[cols=3*,options=header]

| Type
| Description

|href
|string
al

[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Type
| Description

| self
| link:#href[href]
al

[#error arguments]
[.api-collapsible-fifth-title]

error arguments

[cols=3*,options=header]

| Name

| Type
| Description

| code
| string

a|Argument code
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| message
|string
a|Message argument

[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Type
| Description

|arguments
|larray[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
|string

a|The target parameter that caused the error.

//end collapsible .Definitions block
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[[ID049db43e69eb512d65d8cf7d8c236¢c2f]]
= Update the SSH server setting for a cluster

[.api-doc-operation .api-doc-operation-patch]#PATCH# [.api-doc-code-
block]# /security/ssh ™ #

Updates the SSH server setting for a cluster.

Optional parameters

* “ciphers® - Encryption algorithms for the payload

* “key exchange algorithms - SSH key exchange algorithms

* "mac_algorithms®™ - MAC algorithms

* "max authentication retry count’® - Maximum authentication retries

allowed before closing the connection

* “connections per second’ - Maximum allowed connections per second

* "max instances’ - Maximum allowed connections per node

* "per source limit - Maximum allowed connections from the same client
host

== Related ONTAP commands

* ‘security ssh’

* “security protocol ssh’
== Learn more

* xref:{relative path}security ssh endpoint overview.html [DOC
/security/ssh]

== Parameters

[cols=5%*,options=header]

| Name

| Type

| In

| Required

| Description

| return records
|boolean
| query
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| False
a|The default is false. If set to true, the records are returned.

== Request Body

[cols=3*,options=header]

| Name

| Type
| Description

| _links
|link:# links[ links]

al

| ciphers
|larray[string]
a|Ciphers for encrypting the data.

| connections per second
| integer

a|Maximum connections allowed per second.

| key exchange algorithms
|larray[string]
a|Key exchange algorithms.

Imac_algorithms
|larray[string]
a|MAC algorithms.

Imax authentication retry count
| integer
a|Maximum authentication retries allowed before closing the connection.

Imax instances
| integer

a|Maximum possible simultaneous connections.
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|per source limit
| integer
a|Maximum connections from the same client host.

.Example request
[$collapsible%closed]

[source, json, subs=+macros]
{
" links": {
"self": {
"href": "/api/resourcelink”

by

"ciphers": [
"aes256 ctr",
"aesl92 ctr",
"aesl28 ctr"

1,

"key exchange algorithms": [
"diffie hellman group exchange sha256",
"diffie hellman groupl4 shal"

1,

"mac_algorithms": [

"hmac shal",
"hmac sha2 512 etm"

== Response

Status: 200, Ok

== Error

Status: Default

ONTAP Error Response Codes
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| Error Code | Description

| 10682372
| There must be at least one key exchange algorithm associated with the
SSH configuration.

| 10682373

| There must be at least one cipher associated with the SSH configuration.

| 10682375
| Failed to modify SSH key exchange algorithms.

| 10682378
| Failed to modify SSH ciphers.

| 10682399
| Key exchange algorithm not supported in FIPS enabled mode.

| 10682400
| Failed to modify SSH MAC algorithms.

| 10682401
| MAC algorithm not supported in FIPS enabled mode.

| 10682403
| There must be at least one MAC algorithm with the SSH configuration.

| 10682413
| Failed to modify maximum authentication retry attempts.

| 10682413
| Failed to modify maximum authentication retry attempts.

| 10682418
| Cipher not supported in FIPS enabled mode.

[cols=3*,options=header]

| Type
| Description
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|error

| link:#error[error]

.Example error
[$collapsible%closed]

[source, json, subs=+macros]
{
"error": {
"arguments": [
{
"code": "string",

"message": "string"

I

"COde": "4",

"message": "entry doesn't exist",
"target": "uuid"

== Definitions

[.api-def-first-level]

.See Definitions
[$collapsible%closed]

//Start collapsible Definitions block

[#href]
[.api-collapsible-fifth-title]

href

[cols=3*,options=header]

| Type
| Description

|href

|string
al

753



[# links]
[.api-collapsible-fifth-title]
_links

[cols=3*,options=header]

| Name

| Type
| Description

| self
| link:#href [href]

[#cluster ssh server]
[.api-collapsible-fifth-title]

cluster ssh server

[cols=3*,options=header]

| Type
| Description

| _links
|link:# links[ links]
al

| ciphers
|larray[string]
a|Ciphers for encrypting the data.

| connections per second
|integer

a|Maximum connections allowed per second.

| key exchange algorithms
|larray[string]
a|Key exchange algorithms.
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Imac_algorithms
|larray[string]
a|MAC algorithms.

Imax authentication retry count
| integer
a|Maximum authentication retries allowed before closing the connection.

Imax instances
|integer
a|Maximum possible simultaneous connections.

|per source limit
|integer

al|Maximum connections from the same client host.

[#error arguments]
[.api-collapsible-fifth-title]

error arguments
[cols=3*,options=header]
| Type

| Description

| code

| string

a|Argument code

|message
| string
a|Message argument
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[#error]
[.api-collapsible-fifth-title]

error

[cols=3*,options=header]

| Name

| Type

| Description
|arguments

|array[link:#error arguments[error arguments]]

a|Message arguments

| code
| string
alError code

|message
| string

alError message

| target
|string
a|The target parameter that caused the error.

//end collapsible .Definitions block

:leveloffset: -1

:leveloffset: -1

:leveloffset: -1
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