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Manage Vscan On-Access policies

Protocols Vscan svm.uuid on-access-policies endpoint
overview

Overview

Use Vscan On-Access scanning to actively scan file objects for viruses when clients access files over SMB. To
control which file operations trigger a vscan, use Vscan File-Operations Profile (vscan-fileop-profile) option in
the CIFS share. The Vscan On-Access policy configuration defines the scope and status of On-Access
scanning on file objects. Use this API to retrieve and manage Vscan On-Access policy configurations and
Vscan On-Access policy statuses for the SVM.

Examples

Retrieving all fields for all policies of an SVM

# The API:
/api/protocols/vscan/{svm.uuid}/on-access-policies/

# The call:
curl -X GET "https://<mgmt-ip>/api/protocols/vscan/{svm.uuid}/on-access-
policies?fields=*" -H "accept: application/hal+json"

# The response:
{
"records": [
{
"svm": {
"uuid": "179d3c85-7053-11e8-b9%08-005056b41bd1l",
"name": "vsl",
" links": {
"self": {
"href": "/api/svm/svms/179d3c85-7053-11e8-b9%08-005056b41bdl"

}
by
"name": "default CIFS",
"enabled": true,
"mandatory": true,
"scope": {
"max file size": 2147483648,

"include extensions": |

"W n



1,
"scan without extension": true,
"scan readonly volumes": false,
"only execute access": false
by
" links": {
"self": {
"href": "/api/protocols/vscan/179d3c85-7053-11e8-b9%b8~-
005056b41bdl/on-access-policies/default CIFS"
}
}
b
{
"svm": |
"uuid": "179d3c85-7053-11e8-b%08-005056b41bdl",
"name": "vsl",
" links": {
"self": {
"href": "/api/svm/svms/179d3c85-7053-11e8-b9%8-0050560b41bdl"

}
by
"name": "on-access-policy",
"enabled": false,
"mandatory": true,
"scope": {
"max file size": 3221225472,
"exclude paths": [
"\\vol\\a b\\",
"\\vol\\a,b\\"
I
"include extensions": [
"mp*",
Txx"
I
"exclude extensions": [
"mp3",
"txt"
1,

"scan without extension": true,

"scan readonly volumes": false,
"only execute access": true

by

" links": {
"self": {

"href": "/api/protocols/vscan/179d3c85-7053-11e8-b9%b8~-



005056b41bdl/on-access-policies/on-access-policy"
}

}
I

"num records": 2,
" links": {
"self": {
"href": "/api/protocols/vscan/179d3c85-7053-11e8-b9%08-005056b41bdl/on-

access-policies?fields=*"

}

Retrieving the specific On-Access policy associated with the specified SVM

# The API:

/api/protocols/vscan/{svm.uuid}/on-access-policies/{name}

# The call:

curl -X GET "https://<mgmt-ip>/api/protocols/vscan/179d3c85-7053-11e8~-
b9p8-005056b41bdl/on-access-policies/on-access-policy" -H "accept:
application/json"

# The response:
{
"svm": {

"uuid": "179d3c85-7053-11e8-b9%08-005056b41bd1",

"name": "vsl",

" links": {

"self": {
"href": "/api/svm/svms/179d3c85-7053-11e8-b9%08-005056b41bd1l"

}
by
"name": "on-access-policy",
"enabled": true,
"mandatory": true,
"scope": |
"max file size": 3221225472,
"exclude paths": [

"\\vol\\a b\\",



"\\vol\\a,b\\"

] 14

"include extensions": [
"mp*",
i T

1,

"exclude extensions": [

"mp3",
"txt"
1,
"scan without extension": true,
"scan readonly volumes": false,
"only execute access": true
by
" links": {
"self": {
"href": "/api/protocols/vscan/179d3c85-7053-11e8-b9%08-005056b41bdl/on-

access-policies/taskl"

}

Creating a Vscan On-Access policy

The Vscan On-Access policy POST endpoint creates an On-Access policy for the specified SVM. Set enabled
to "true" to enable scanning on the created policy.

# The API:
/api/protocols/vscan/{svm.uuid}/on-access-policies

# The call:

curl -X POST "https://<mgmt-ip>/api/protocols/vscan/86fbc414-f140-11e8-
8e22-0050568e0945/on-access-policies?return records=true" -H "accept:
application/json" -H "Content-Type: application/json" -d "{ \"enabled\":
false, \"mandatory\": true, \"name\": \"on-access-policy\", \"scope\": {
\"exclude extensions\": [ \"txt\", \"mp3\" ], \"exclude paths\": [

N"\\NNAIrIN\\Ndir2\\\\ame\", \"\\\\vol\\\\a b\" ], \"include extensions\":
[ \"mp*\", \"txt\" ], \"max file size\": 3221225472,

\"only execute_access\": true, \"scan readonly volumes\": false,

\"scan without extension\": true }}"

# The response:

{

"num records": 1,



"records": [

{

"svm": |
"name": "vsl"
by
"name": "on-access-policy",

"enabled": false,
"mandatory": true,
"scope": |
"max file size": 3221225472,
"exclude paths": [
"\\dirl\\dir2\\ame",
"\\vol\\a b"
I
"include extensions": [
"mp*",
"Ext"
1y

"exclude extensions": [

"txt",

"mp3 "
] 4
"scan without extension": true,
"scan readonly volumes": false,
"only execute access": true

Creating a Vscan On-Access policy where a number of optional fields are not specified



# The API:
/api/protocols/vscan/{svm.uuid}/on-access—-policies

# The call:

curl -X POST "https://<mgmt-ip>/api/protocols/vscan/86fbc414-f140-11e8-
8e22-0050568e0945/on-access-policies?return records=true" -H "accept:
application/json" -H "Content-Type: application/Jjson" -d "{ \"enabled\":
false, \"mandatory\": true, \"name\": \"on-access-policy\", \"scope\": {
\"exclude paths\": [ \"\\\\vol\\\\a b\", \"\\\\vol\\\\a,b\\\\\" T,

\"max file size\": 1073741824, \"scan without extension\": true }}"

# The response:

{

"num records": 1,
"records": [
{
"svm": {
"name": "vsl"
by
"name": "on-access-policy",

"enabled": false,
"mandatory": true,
"scope": {
"max file size": 1073741824,
"exclude paths": [
"\\vol\\a b",
"\\vol\\a,b\\"
1,

"scan without extension": true

Updating a Vscan On-Access policy

The policy being modified is identified by the UUID of the SVM and the policy name.



# The API:
/api/protocols/vscan/{svm.uuid}/on-access-policies/{name}

# The call:

curl -X PATCH "https://<mgmt-ip>/api/protocols/vscan/86fbc414-£f140-11e8-
8e22-0050568e0945/on-access-policies/on-access-policy" -H "accept:
application/hal+json" -H "Content-Type: application/json" -d "{ \"scope\":
{ \"include extensions\": [ \"txt\" ], \"only execute access\": true,
\"scan readonly volumes\": false, \"scan without extension\": true }}"

Deleting a Vscan On-Access policy

The policy to be deleted is identified by the UUID of the SVM and the policy name.

# The API:
/api/protocols/vscan/{svm.uuid}/on-access-policies/{name}

# The call:

curl -X DELETE "https://<mgmt-ip>/api/protocols/vscan/86fbc414-f140-11e8-
8e22-0050568e0945/on-access-policies/on-access-policy" -H "accept:
application/hal+json"

Retrieve a Vscan On-Access policy
GET /protocols/vscan/{svm.uuid}/on-access-policies
Introduced In: 9.6

Retrieves the Vscan On-Access policy.

Related ONTAP commands

vserver vscan on-access-policy show
vserver vscan on-access-policy file-ext-to-include show
vserver vscan on-access-policy file-ext-to-exclude show

vserver vscan on-access-policy paths-to-exclude show

Learn more

* DOC /protocols/vscan/{svm.uuid}/on-access-policies
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Parameters

Name

enabled
scope.exclude_path
s

scope.max_file_size

scope.only_execute
_access

scope.include_exten
sions

scope.scan_readonl
y_volumes

scope.exclude_exte
nsions

scope.scan_without
extension

mandatory

name

svm.uuid

fields

max_records

Type

boolean

string

integer

boolean

string

boolean

string

boolean

boolean

string

string

array[string]

integer

query

query

query

query

query

query

query

query

query

query

path

query

query

Required

False

False

False

False

False

False

False

False

False

False

True

False

False

Description

Filter by enabled

Filter by
scope.exclude_path
s

Filter by
scope.max_file_size

Filter by
scope.only_execute
_access

Filter by
scope.include_exten
sions

Filter by
scope.scan_readonl
y_volumes

Filter by
scope.exclude_exte
nsions

Filter by
scope.scan_without
_extension

Filter by mandatory

Filter by name

UUID of the SVM to
which this object
belongs.

Specify the fields to
return.

Limit the number of
records returned.



Name

return_records

return_timeout

order_by

Response

Status:

Name
_links

num_records

records

200,

Type

boolean

integer

array[string]

Ok

In Required Description

query False The default is true
for GET calls. When
set to false, only the
number of records is
returned.

» Default value: 1

query False The number of
seconds to allow the
call to execute
before returning.
When iterating over
a collection, the
default is 15
seconds. ONTAP
returns earlier if
either max records
or the end of the
collection is
reached.

e Default value: 1

* Max value: 120

e Min value: O

query False Order results by
specified fields and
optional [asc

Type Description
_links
integer Number of records

array[vscan_on_access]


#_links
#vscan_on_access

Example response

" links": {
"next": {
"href": "/api/resourcelink"
by
"self": {
"href": "/api/resourcelink"

b
"records": [
{
"name": "on-access-test",
"scope": {

"exclude extensions": [
"mp*",

"ext"

1,

"exclude paths": [
"\\dirl\\dir2\\name",
"\\vol\\a b",
"\\vol\\a,b\\"

1y

"include extensions": [
"mp*",

"ext"

1,
"max file size": "2147483648"

Error

Status: Default, Error

Name Type

error error

10

Description


#error

Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1y
"code": "4",

"message":
"target":

Definitions

"entry doesn't exist",

"guid"

11



See Definitions

href
Name Type Description
href string
_links
Name Type Description
next href
self href
scope
Name Type Description
exclude_extensions array([string] List of file extensions for which
scanning is not performed.
exclude_paths array[string] List of file paths for which
scanning must not be performed.
include_extensions array[string] List of file extensions to be
scanned.
max_file_size integer Maximum file size, in bytes,
allowed for scanning.
only_execute_access boolean Scan only files opened with
execute-access.
scan_readonly_volumes boolean Specifies whether or not read-
only volume can be scanned.
scan_without_extension boolean Specifies whether or not files
without any extension can be
scanned.

vscan_on_access
An On-Access policy that defines the scope of an On-Access scan. Use On-Access scanning to check for

viruses when clients open, read, rename, or close files over CIFS. By default, ONTAP creates an On-
Access policy named "default_CIFS" and enabiles it for all the SVMs in a cluster.

12


#href
#href

Name

enabled

mandatory

name

scope

error_arguments

Name

code

message

error

Name

arguments

code

message

target

Type

boolean

boolean

string

scope

Type

string

string

Type

array[error_arguments]

string

string

string

Create a Vscan On-Access policy

POST /protocols/vscan/{svm.uuid}/on-access-policies

Introduced In: 9.6

Description

Status of the On-Access Vscan
policy

Specifies if scanning is
mandatory. File access is denied
if there are no external virus-
scanning servers available for
virus scanning.

On-Access policy ame

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.

Creates a Vscan On-Access policy. Created only on a data SVM. </b>Important notes:

* You must enable the policy on an SVM before its files can be scanned.

* You can enable only one On-Access policy at a time on an SVM. By default, the policy is enabled on
creation. * If the Vscan On-Access policy has been created successfully on an SVM but cannot be enabled
due to an error, the Vscan On-Access policy configurations are saved. The Vscan On-Access policy is then

13


#scope
#error_arguments

enabled using the PATCH operation.

Required properties

* svm.uuid - Existing SVM in which to create the Vscan On-Access policy.

* name - Name of the Vscan On-Access policy. Maximum length is 256 characters.

Default property values

If not specified in POST, the following default property values are assigned:

° enabled - frue

* mandatory - frue

* include extensions - *
*max_file size - 2147483648

* only execute access - false

* scan_readonly volumes - false

° scan_without extension - true

Related ONTAP commands

* vserver vscan on-access-policy create

* vserver vscan on-access-policy enable

®* vserver vscan on-access-policy disable

®* vserver vscan on-access-policy file-ext-to-include add
* vserver vscan on-access-policy file-ext-to-exclude add

®* vserver vscan on-access-policy paths-to-exclude add

Learn more

* DOC /protocols/vscan/{svm.uuid}/on-access-policies

Parameters
Name Type In Required Description
return_records boolean query False The default is false.

If set to true, the
records are
returned.

» Default value:

14
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Name Type In
svm.uuid string path
Request Body
Name Type
enabled boolean
mandatory boolean
name string
scope scope
Example request
{

"name": "on-access-test",

"scope": |

"exclude extensions": |
"mp* " o
" tXt "

1,

"exclude paths":
"\\dirl\\dir2\\name",
"\\vol\\a b",
"\\vol\\a,b\\"

1,

"include extensions": |
"mp* " o
" tXt "

1y

"max file size": "2147483648"

Required Description
True UUID of the SVM to
which this object
belongs.
Description

Status of the On-Access Vscan
policy

Specifies if scanning is mandatory.
File access is denied if there are no
external virus-scanning servers
available for virus scanning.

On-Access policy ame

15


#scope

Response

Status: 201, Created

Name Type Description
num_records integer Number of records
records array[vscan_on_access]

Example response

"records": [
{
"name": "on-access-test",
"scope": {

"exclude extensions": |
"mp*",
"txt"

I

"exclude paths": [
"\\dirl\\dir2\\name",
"\\vol\\a b",
"\\vol\\a,b\\"

I

"include extensions": |
"mp*",
"txt"

1,
"max file size": "2147483648"

Error

Status: Default

ONTAP Error Response Codes

16


#vscan_on_access

Error Code

10027043

10027101
10027107

10027109

10027249

10027253

10027254

Definitions

Description

The new On-Access policy cannot be created as the
SVM has reached the maximum number of On-
Access policies allowed. Delete an existing policy in
order to create a new policy

The file size must be in the range 1KB to 1TB

The include extensions list cannot be empty. Specify
at least one extension for inclusion

The specified CIFS path is invalid. It must be in the
form "\dir1\dir2" or "\dir1\dir2\"

The On-Access policy created successfully but failed
to enable the policy. The reason for enable policy
operation failure might be that another policy is
enabled. Disable the enabled policy and then enable
the newly created policy using the PATCH operation

The number of paths specified exceeds the configured
number of maximum paths. You cannot specify more
than the maximum number of configured paths

The number of extensions specified exceeds the
configured maximum number of extensions. You
cannot specify more than the maximum number of
configured extensions

17



See Definitions

scope

Name Type Description

exclude_extensions array[string] List of file extensions for which
scanning is not performed.

exclude_paths array[string] List of file paths for which
scanning must not be performed.

include_extensions array[string] List of file extensions to be
scanned.

max_file_size integer Maximum file size, in bytes,
allowed for scanning.

only_execute_access boolean Scan only files opened with
execute-access.

scan_readonly volumes boolean Specifies whether or not read-
only volume can be scanned.

scan_without_extension boolean Specifies whether or not files
without any extension can be
scanned.

vscan_on_access

An On-Access policy that defines the scope of an On-Access scan. Use On-Access scanning to check for
viruses when clients open, read, rename, or close files over CIFS. By default, ONTAP creates an On-
Access policy named "default_CIFS" and enables it for all the SVMs in a cluster.

Name Type Description

enabled boolean Status of the On-Access Vscan
policy

mandatory boolean Specifies if scanning is

mandatory. File access is denied
if there are no external virus-
scanning servers available for
virus scanning.

name string On-Access policy ame
scope scope
href

18


#scope

Name Type Description

href string

_links

error_arguments

Name Type Description

code string Argument code

message string Message argument

error

Name Type Description

arguments array[error_arguments] Message arguments

code string Error code

message string Error message

target string The target parameter that caused
the error.

Delete an antivirus On-Access policy configuration

DELETE /protocols/vscan/{svm.uuid}/on-access-policies/{name}
Introduced In: 9.6

Deletes the anti-virus On-Access policy configuration.

Related ONTAP commands

®* vserver vscan on-access-policy delete

Learn more

* DOC /protocols/vscan/{svm.uuid}/on-access-policies

Parameters
Name Type In Required Description
name string path True

19
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Name Type In Required Description

svm.uuid string path True UUID of the SVM to
which this object
belongs.
Response

Status: 200, Ok

Error

Status: Default

ONTAP Error Response Codes

Error Code Description

10027034 An On-Access policy associated with an
administrative SVM cannot be deleted.

10027040 An On-Access policy with a status enabled cannot be
deleted. Disable the policy and then delete the policy.

Name Type Description

error error

Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",
"message": "entry doesn't exist",

"target": "uuid"

20


#error

Definitions

See Definitions

error_arguments

Name

code

message

error

Name

arguments

code

message

target

Type

string

string

Type

array[error_arguments]

string

string

string

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.

Retrieve the Vscan On-Access policy configuration for an

SVM

GET /protocols/vscan/{svm.uuid}/on-access-policies/{name}

Introduced In

Retrieves the Vscan On-Access policy configuration of an SVM.

:9.6

Related ONTAP commands

® vserver

® vserver

® vserver

® vserver

vscan

vscan

vscan

vscan

Learn more

on-access-policy show

on-access-policy file-ext-to-include show

on-access-policy file-ext-to-exclude show

on-access-policy paths-to-exclude show

* DOC /protocols/vscan/{svm.uuid}/on-access-policies

21
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Parameters

Name Type

name string
svm.uuid string

fields array[string]
Response

Status: 200, Ok

Name

enabled

mandatory

name

scope

22

path
path

query

Type

boolean

boolean

string

scope

Required Description
True
True UUID of the SVM to

False

which this object
belongs.

Specify the fields to
return.

Description

Status of the On-Access Vscan
policy

Specifies if scanning is mandatory.
File access is denied if there are no
external virus-scanning servers
available for virus scanning.

On-Access policy ame


#scope

Example response

"name": "on-access-test",
"scope": {
"exclude extensions": [
"mp* ",
"txt"

1y
"exclude paths": [

"\\dirl\\dir2\\name",
"\\vol\\a b",

"\\vol\\a,b\\"

]I

"include extensions": |
"mp**",
"Ext"

1,

"max file size": "2147483648"

Error

Status: Default, Error

Name Type

error error

Description

23


#error

Example error

"error": {
"arguments": [
{
"code": "string",
"message": "string"
}
1,
"code": "4",

"message": "entry doesn't exist",
"target": "uuid"

Definitions

24



See Definitions

scope

Name

exclude_extensions

exclude_paths

include_extensions

max_file_size

only_execute_access

scan_readonly volumes

scan_without_extension

error_arguments

Name

code

message

error

Name

arguments

code

message

target

Type

array[string]

array[string]

array[string]

integer

boolean

boolean

boolean

Type

string

string

Type

array[error_arguments]

string

string

string

Description

List of file extensions for which
scanning is not performed.

List of file paths for which

scanning must not be performed.

List of file extensions to be
scanned.

Maximum file size, in bytes,
allowed for scanning.

Scan only files opened with
execute-access.

Specifies whether or not read-
only volume can be scanned.

Specifies whether or not files
without any extension can be
scanned.

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused

the error.


#error_arguments

Update the Vscan On-Access policy configuration for an
SVM

PATCH /protocols/vscan/{svm.uuid}/on-access-policies/{name}

Introduced In: 9.6

Updates the Vscan On-Access policy configuration and/or enables/disables the Vscan On-Access policy of an
SVM. You cannot modify the configurations for an On-Access policy associated with an administrative SVM,
although you can encable and disable the policy associated with an administrative SVM.

Related ONTAP commands

vserver

vsServer

vserver

vserver

vserver

vserver

vserver

vserver

vsServer

vscan

vscan

vscan

vscan

vscan

vscan

vscan

vscan

vscan

Learn more

* DOC /protocols/vscan/{svm.uuid}/on-access-policies

Parameters

Name

name

svm.uuid

Request Body

Name

enabled

26

on-access-policy modify
on-access-policy enable

on-access-policy disable

on-access-policy file-ext-to-include add

on-access-policy file-ext-to-exclude add

on-access-policy paths-to-exclude add

on-access-policy file-ext-to-include remove

on-access-policy file-ext-to-exclude remove

on-access-policy paths-to-exclude remove

Type In

string path

string path
Type
boolean

Required Description
True
True UUID of the SVM to
which this object
belongs.
Description

Status of the On-Access Vscan
policy
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Name Type
mandatory boolean
scope scope

Example request

"scope": {

"exclude extensions": [
"mp*",
"ext"

1,

"exclude paths": [
"\\dirl\\dir2\\name",
"\\vol\\a b",

"\\vol\\a,b\\"

1y

"include extensions": [
"mp*",
"ext"

1,

"max file size": "2147483648"

Response

Status: 200, Ok

Error

Status: Default

ONTAP Error Response Codes

Description

Specifies if scanning is mandatory.
File access is denied if there are no
external virus-scanning servers
available for virus scanning.
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Error Code

10027033

10027046

10027101
10027107

10027109

10027249

10027250

10027253

10027254

Definitions
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Description

Configurations for an On-Access policy associated
with an administrative SVM cannot be modified.
However, the policy can be enabled or disabled.

The specified SVM is not the owner of the specified
policy. Check for the correct SVM who owns the

policy.
The file size must be in the range 1KB to 1TB

The include extensions list cannot be empty. Specify
at least one extension for inclusion.

The specified CIFS path is invalid. It must be in the
form "\dir1\dir2" or "\dir1\dir2\".

The On-Access policy updated successfully but failed
to enable/disable the policy. The reason for an enable
policy operation failure might be that another policy is
enabled. Disable the already enabled policy and then
enable the policy. The reason for a disable policy
operation failure might be that Vscan is enabled on
the SVM. Disable the Vscan first and then disable the

policy.

The On-Access policy cannot be enabled/disabled.
The reason for an enable policy operation failure
might be that another policy is enabled. Disable the
already enabled policy and then enable the policy.
The reason for a disable policy operation failure might
be that Vscan is enabled on the SVM. Disable the
Vscan and then disable the policy.

The number of paths specified exceeds the configured
maximum number of paths. You cannot specify more
than the maximum number of configured paths.

The number of extensions specified exceeds the
configured maximum number of extensions. You
cannot specify more than the maximum number of
configured extensions.



See Definitions
scope

Name

exclude_extensions

exclude_paths

include_extensions

max_file_size

only_execute_access

scan_readonly volumes

scan_without_extension

vscan_on_access

An On-Access policy that defines the scope of an On-Access scan. Use On-Access scanning to check for

Type

array[string]

array[string]

array[string]

integer

boolean

boolean

boolean

Description

List of file extensions for which
scanning is not performed.

List of file paths for which

scanning must not be performed.

List of file extensions to be
scanned.

Maximum file size, in bytes,
allowed for scanning.

Scan only files opened with
execute-access.

Specifies whether or not read-
only volume can be scanned.

Specifies whether or not files
without any extension can be
scanned.

viruses when clients open, read, rename, or close files over CIFS. By default, ONTAP creates an On-
Access policy named "default_CIFS" and enables it for all the SVMs in a cluster.

Name

enabled

mandatory

scope

error_arguments

Type

boolean

boolean

scope

Description

Status of the On-Access Vscan
policy

Specifies if scanning is
mandatory. File access is denied
if there are no external virus-
scanning servers available for
virus scanning.
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Name

code

message

error

Name

arguments

code

message

target

Type

string

string

Type

array[error_arguments]

string

string

string

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.


#error_arguments
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