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Manage authentication keys (end-users)

Security authentication publickeys owner.uuid
account.name index endpoint overview

Overview

This API configures the public keys for end-user (non-cluster admin) accounts. Specify the owner UUID, the
user account name, and the index in the URI path. The owner UUID corresponds to the UUID of the SVM
containing the user account associated with the public key and can be obtained from the response body of the
GET request performed on the API "/api/svm/svms".

The index value corresponds to the public key that needs to be modified or deleted (it is possible to create
more than one public key for the same user account).

Examples

Retrieving the specific configured public key for user accounts

# The API:
GET
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"
# The call:

curl -k https://<mgmt-ip>/api/security/authentication/publickeys/513a78c7-
8cl13-11e9-8f78-005056bbf6ac/pubuserd/0

Updating the public key, certificate, and comment for user accounts



# The API:
PATCH
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"

# The call:

curl -k https://<mgmt-ip>/api/security/authentication/publickeys/d49de271-
8cll1-11e9-8f78-005056bbf6ac/pubuserl/0 --request PATCH --data '{
"comment": "Cserver-modification", "certificate": "-—-—-——- BEGIN
CERTIFICATE-——-—-—
\NMIIFrTCCASWgAWIBAgGICEAMWDQYJK0ZIhvcNAQELBQAWYDELMAKGALIUEBhMCVVMx\nCzAJBg
NVBAgMAk5DMQOwwCgYDVQQHDANSVFAxDZANBgGNVBAOMBkSFVEFQUDENMASG\NA1UECWWET1RBUD
EWMBQGA1UEAWWNT1RBUC1JT1RFUKNBMjAeFw0yMzAXxMTkwOTE4\nMzBaFw0yNDAXM]kwOTE4Mz
BaMFcxCzAJBgNVBAYTAk1OMQSwWCQYDVQQIDAJLQTEM\ nMAOGA1UEBWwDQkxSMQOwCwWYDVQQKDA
ROVEFQMQOwWCWYDVQQLDAROVEFQOMQ8wDQYD\nVQQODDAZNWUS5UQVAWggEiMAOGCSgGSTIb3DQERAQ
UAA4IBDWAWgOEKAOIBAQDfkWOD\Nn4kQcInzL.Qh95eNMXOP6AKODI zM1e5V7350xTiWmrmigREQ
96Asms4RxOHTI4Qlox\nghn3NugjWy/y9aCao+Uz6nIG8gAP+NIYb3TU/WeGJFKF6fRIgaZxIz
Bj1a3x1005\nrCWZMPuEiKZeBtnyHnoz6g3d5Cz4Ahu2mmHUDbAah25nNuYA9vbroP4GPLtE4KQ
YO\n21KtXnw8UKvyTYBOU3KzM2PP+1htNmh31l/rgFhx99x1P6x8I8c6xRRQIJfIhHHIN\n8mLk
E1c3SMSeRNLIQN8JSd9gly6FyHDF2JsPWAR]T1PyvGeN+LNUsBrBgmeyuFvA\nTg0/71lavgoNi
wA4dAgMBAAG) ggF4MIIBADAJBgNVHRMEA S AAMBEGCWCGSAGG+EIB\nAQQEAWIGQDAZBglghkgB
hvhCAQOEJhYKT3BlbINTTCBHZWS1cmF0ZWQgU2VydmVy\nIENLcnRpZml jYXRIMBOGA1UADGQOW
BBQkJGoplKmPOD55kb1SGk3nSGHE5]CBiwYD\nVR0jBIGDMIGAGBQGiAPACQETk23RgMOF07u6
0SsmL6FkpGIwYDELMAKGATIUEBhMC\nVVMxCzAJBgNVBAGMAk5DMOwwCgYDVQQHDANSVFAXDZAN
BgNVBAOMBkKS5FVEFQUDEN\NMASGA1UECWWET1RBUDEWMBQGA1UEAWWNT1RBUCIJT1RFUKNBMYIC
EAAwWDgYDVROP\nAQH/BAQDAGWgMBMGA1UdJQOMMAOGCCsGAQUFBWMBMEOGCCSGAQUFBWEBBEEwW
PzA9\nBggrBgEFBQcWAYYxaHROcDovL3Njc3ByMjY5M]jc40TAYMSS5nZGwuZW5nbGFiLlm51\ndG
FwcC5jb206MjU2MDANBgkghkiGOwOBAQsFAAOCAGEASSs8BRO6gN1pv4X8ZS49\nhWwsMpkuQmH
g2E7ICXYPP+rOgHeRaO0fVpstLoju7IColHyfszwlncO8X2V37cQsCB\nMsMgl THVhKEXPUAwU j
Tk6aP6kiun8Werr7rOgFKheZDkCxIMQOE2mK+05z6wZagc\nOalod JmAEDUVLBYLYxa0gXalEu
nLpO0OJTg0fkCW8SOwWGDT 7CWhpklAigivnGnsaz\nhN54gPbinI6La%9elEfbNJIJSOLQUGzvpInhk
FGNssx5t10Ij+gzxV6DrzbY8gAeCH2\nrZnasMILUGISQClLvxxeGcZ7dadAX3V8/ixHeKoUsk
5kA+ucHEB+GP15L0KGU5S5xa\nY/Uy7UochlGRPmvILelxzf2jK+z4x8hudJ9TUrskrLHkrsAmé68e
W5IikIJmQOsCBiM\nioGib6tWl250etSiC9byQ48WI9y0lyShe8EQStogOeshXJfMyY7VZa0YA/
4KMtvi\nO+fxF6LdeFMeuOgxvYLYnIbNPmc2ohGrZwffnL/Kc9s9RF5dk9bjchCKuL3+bdBm\n
IdcvjGilgGHzgvsgTW54/ctwFH/qW5N68SE7JCv0DtydjUht1U34I1RfrdD72L3X\nLAbLOK1LG
920un5psy49vprrl143X7e01GB4TNjUsXWIINP/R8J301ZNnoZq7E32XI\ntsi/5Ttkgq7aT975a
lerJoAU=\n----- END CERTIFICATE--—--- ", "public key": "ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDEkWQOD4kQcInzLQh95eNMXOP6AKODIzM1e5VT7350xTiW
mrmigREh96Asms4RxOHTI4Qloxghn3NugjWy/y9aCao+Uz6nIG8gAP+NIYb3TU/WeGIJFKF6£fRJ
gazxIzBjla3x1QQ5rCWZMPuEiKZeBtnyHnoz6g3d5Cz4Ahu2mmHUDbAah25nNuYA9vbroP4GPtL
E4KQYQ21KtXnw8UKvyTYBOU3KzM2PP+1htNmh31/rgFhx99x1P6x8I8c6xRRQIJfThHHIN8mLk
E1c3SMSeRNLIQN8JSd9gly6FyHDF2jsPWAR]T1PyvGeN+LNUsBrBgmeyuFvATqg0/71avgoNiwA
4d" }!'



Deleting the public key for user accounts

# The API:
DELETE
"/api/security/authentication/publickeys/{owner.uuid}/{account.name}/{inde

X}"

# The call:
curl -k https://<mgmt-ip>/api/security/authentication/publickeys/d49de271-
8cl1-11e9-8£78-005056bbf6ac/pubuserl/0 --request DELETE

Delete a public key for a user account
DELETE /security/authentication/publickeys/{owner.uuid}/{account.name}/{index}
Introduced In: 9.7

Deletes the public key for a user account.

Related ONTAP commands

®* security login publickey delete

Learn more

* DOC /security/authentication/publickeys/{owner.uuid}/{account.name}/{index}

* DOC /security/accounts

Parameters

Name Type In Required Description

owner.uuid string path True Account owner
UuID

account.name string path True User account name

index integer path True Index number for the

public key (where
there are multiple
keys for the same
account).

e Max value: 99

e Min value: 0


https://docs.netapp.com/us-en/ontap-restapi/{relative_path}security_authentication_publickeys_owner.uuid_account.name_index_endpoint_overview.html
https://docs.netapp.com/us-en/ontap-restapi/{relative_path}security_accounts_endpoint_overview.html

Response

Status: 200, Ok

Error

Status: Default, Error

Name Type Description

error returned_error

Example error

"error": {

"arguments": {
"code": "string",
"message": "string"

by

"code": "4",

"message": "entry doesn't exist",

"target": "uuid"

}
}
Definitions


#returned_error

See Definitions
error_arguments

Name

code

message

returned_error

Name

arguments

code

message

target

Type

string

string

Type

array[error_arguments]

string

string

string

Description

Argument code

Message argument

Description

Message arguments

Error code

Error message

The target parameter that caused
the error.

Retrieve public keys configured for a user account

GET /security/authentication/publickeys/{owner.uuid}/{account.name}/{index}

Introduced In: 9.7

Retrieves the public keys configured for a user account.

Related ONTAP commands

* security login publickey show

Learn more

» DOC /security/authentication/publickeys/{owner.uuid}/{account.name}/{index}

* DOC /security/accounts

Parameters

Name

owner.uuid

path

Required Description

Account owner
uuiD


#error_arguments
https://docs.netapp.com/us-en/ontap-restapi/{relative_path}security_authentication_publickeys_owner.uuid_account.name_index_endpoint_overview.html
https://docs.netapp.com/us-en/ontap-restapi/{relative_path}security_accounts_endpoint_overview.html

Name

account.name

index

fields

max_records

return_records

return_timeout

order_by

Type

string

integer

array[string]

integer

boolean

integer

array[string]

path

path

query

query

query

query

query

Required

True

True

False

False

False

False

False

Description

User account name

Index number for the
public key (where
there are multiple
keys for the same
account).

e Max value: 99

* Min value: 0

Specify the fields to
return.

Limit the number of
records returned.

The default is true
for GET calls. When
set to false, only the
number of records is
returned.

» Default value: 1

The number of
seconds to allow the
call to execute
before returning.
When iterating over
a collection, the
defaultis 15
seconds. ONTAP
returns earlier if
either max records
or the end of the
collection is
reached.

* Max value: 120

e Min value: 0

» Default value: 1

Order results by
specified fields and
optional [asc



Response

Status: 200, Ok

Name
_links
account

certificate

certificate_details

certificate_expired

certificate_revoked

comment

index

obfuscated_fingerprint

owner

public_key

scope

sha_fingerprint

Type
_links
account_reference

string

string

string

string

string

integer

string

owner

string

string

string

Description

Optional certificate for the public
key.

The details present in the certificate
(READONLY).

The expiration details of the
certificate (READONLY).

The revocation details of the
certificate (READONLY).

Optional comment for the public
key.

Index number for the public key
(where there are multiple keys for
the same account).

The obfuscated fingerprint for the
public key (READONLY).

Owner name and UUID that
uniquely identifies the public key.

The public key

Scope of the entity. Set to "cluster”
for cluster owned objects and to
"svm" for SVM owned objects.

The SHA fingerprint for the public
key (READONLY).


#_links
#account_reference
#owner

Example response

" links": {
"self": {
"href": "/api/resourcelink"

by

"account": {

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "Jjoe.smith"
by
"certificate details": "string",

"certificate expired": "string",

"certificate revoked": "string",
"comment": "string",
"obfuscated fingerprint": "string",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"scope": "cluster",

"sha fingerprint": "string"

Error

Status: Default, Error

Name Type Description

error returned_error


#returned_error

Example error

"error": {
"arguments": {
"code": "string",
"message": "string"
}I
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"

Definitions



See Definitions

href
Name Type Description
href string

_links
Name Type Description
self href

account_reference

Name Type Description
_links _links

name string User account
owner

Owner name and UUID that uniquely identifies the public key.

Name Type Description

_links _links

name string The name of the SVM. This field
cannot be specified in a PATCH
method.

uuid string The unique identifier of the SVM.

This field cannot be specified in a
PATCH method.

error_arguments

Name Type Description
code string Argument code
message string Message argument

returned_error

Name Type Description

arguments array[error_arguments] Message arguments

10


#href
#_links
#_links
#error_arguments

Name

code

message

target

Type

string

string

string

Update a public key for a user account

Description

Error code

Error message

The target parameter that caused
the error.

PATCH /security/authentication/publickeys/{owner.uuid}/{account.name}/{index}

Introduced In: 9.7

Updates the public key and/or certificate for a user account.

Related ONTAP commands

®* security login publickey modify

Learn more

» DOC /security/authentication/publickeys/{owner.uuid}/{account.name}/{index}

» DOC /security/accounts

Parameters

Name

owner.uuid

account.name

index

Request Body

Type

string

string

integer

path

path

path

Required Description

True

True

True

Account owner
uuiD

User account name

Index number for the
public key (where
there are multiple
keys for the same
account).

e Max value: 99

e Min value: 0

11


https://docs.netapp.com/us-en/ontap-restapi/{relative_path}security_authentication_publickeys_owner.uuid_account.name_index_endpoint_overview.html
https://docs.netapp.com/us-en/ontap-restapi/{relative_path}security_accounts_endpoint_overview.html

Name
_links
account

certificate

certificate_details

certificate_expired

certificate_revoked

comment

index

obfuscated_fingerprint

owner

public_key

scope

sha_fingerprint

12

Type
_links
account_reference

string

string

string

string

string

integer

string

owner

string

string

string

Description

Optional certificate for the public
key.

The details present in the certificate
(READONLY).

The expiration details of the
certificate (READONLY).

The revocation details of the
certificate (READONLY).

Optional comment for the public
key.

Index number for the public key
(where there are multiple keys for
the same account).

The obfuscated fingerprint for the
public key (READONLY).

Owner name and UUID that
uniquely identifies the public key.

The public key

Scope of the entity. Set to "cluster"
for cluster owned objects and to
"svm" for SVM owned objects.

The SHA fingerprint for the public
key (READONLY).


#_links
#account_reference
#owner

Example request

" links": {
"self": {
"href": "/api/resourcelink"

by

"account": {

" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "Jjoe.smith"
by
"certificate details": "string",

"certificate expired": "string",

"certificate revoked": "string",
"comment": "string",
"obfuscated fingerprint": "string",
"owner": {
" links": {
"self": {
"href": "/api/resourcelink"
}
by
"name": "svml",

"uuid": "02c9%9e252-41be-11e9-81d5-00a0986138£7"
by

"scope": "cluster",

"sha fingerprint": "string"

Response

Status: 200, Ok

Error

Status: Default

13



ONTAP Error Response Codes

Error Code Description

5832707 Failed to generate fingerprint for the public key.
Also see the table of common errors in the Response body overview section of this documentation.

Name Type Description

error returned_error

Example error

"error": |
"arguments": {
"code": "string",
"message": "string"
by
"code": "4",
"message": "entry doesn't exist",
"target": "uuid"
}
}
Definitions

14


https://docs.netapp.com/us-en/ontap-restapi/{relative_path}getting_started_with_the_ontap_rest_api.html#Response_body
#returned_error

See Definitions
href

Name

href

_links

Name

self

account_reference

Name
_links

name

owner

Owner name and UUID that uniquely identifies the public key.

Name
_links

name

uuid

publickey

Type

string

Type
href

Type
_links

string

Type
_links

string

string

The public key for the user account (to access SSH).

Name
_links
account

certificate

Type
_links
account_reference

string

Description

Description

Description

User account

Description

The name of the SVM. This field
cannot be specified in a PATCH
method.

The unique identifier of the SVM.
This field cannot be specified in a
PATCH method.

Description

Optional certificate for the public
key.

15


#href
#_links
#_links
#_links
#account_reference

Name

certificate_details

certificate_expired

certificate_revoked

comment

index

obfuscated_fingerprint

owner

public_key

scope

sha_fingerprint

error_arguments

Name

code

message

returned_error

Name

arguments

Type

string

string

string

string

integer

string

owner

string

string

string

Type

string

string

Type

array[error_arguments]

Description

The details present in the
certificate (READONLY).

The expiration details of the
certificate (READONLY).

The revocation details of the
certificate (READONLY).

Optional comment for the public
key.

Index number for the public key
(where there are multiple keys for
the same account).

The obfuscated fingerprint for the
public key (READONLY).

Owner name and UUID that
uniquely identifies the public key.

The public key

Scope of the entity. Set to
"cluster" for cluster owned objects
and to "svm" for SVM owned
objects.

The SHA fingerprint for the public
key (READONLY).

Description

Argument code

Message argument

Description

Message arguments


#owner
#error_arguments

Name

code

message

target

Type

string

string

string

Description

Error code

Error message

The target parameter that caused
the error.
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