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Manage the plug-in

Before you begin

There are several things you need to do before installing and managing the Deploy
vCenter plug-in.

Decide whether to use the Deploy web user interface or the CLI

In most situations, the Deploy web user interface provides the most convenient option when managing the
vCenter plug-in, and this is the option described in this procedure. However, you can also manage the plug-in
using the Deploy command line interface. For more information, type the following commands at the Deploy
CLI prompt:

* deploy plugin ? (Subcommands include: install, remove, show, and update)

* deploy plugin-packages show

Preparation common to all management tasks

There are several steps you must take regardless of the management task. The common preparation includes:

» Reading the section Getting started to become familiar with the Deploy vCenter plug-in.

* Assuring that the ONTAP Select Deploy administration utility is installed and running.
See the Installation and Cluster Deployment documentation for VMware for more information.

* Acquiring the account credentials:
> Deploy administrator account
o vCenter server accounts

 Assuring that the Deploy utility has network access to port 443 at the vCenter server.

Additional preparation might be required depending on the management task.

Prepare the vCenter server accounts

Before installing and using the Deploy plug-in, you must create the vCenter accounts with the
required privileges. You can create a single account with all the necessary privileges or create
multiple accounts each with a single privilege. For simplicity, the following example distributes
the vCenter privileges across three separate roles that can then be assigned to the three
corresponding accounts.

Validate end user access to the plug-in

You need an account to validate access to the plug-in through vSphere. The account must have the following
vCenter privilege: sessions.validate.session. After the account is created in vCenter, you must define it to the
Deploy administration utility. In the Deploy web user interface, click the Administration tab and then Credentials
to provide the vCenter server location and credentials.

This account is used in the following ways:

» The named vCenter server becomes available as an installation target in the plug-in registration dialog



window.

» The account is used by Deploy to validate vSphere user requests to access the plug-in after the plug-in
has been installed.

Manage the plug-in

In the Deploy web user interface, you can install the plug-in and then upgrade or remove it. Each time you
perform one of these management actions, you are prompted for a vCenter account in the popup window.
Each of the management actions is controlled through a separate vCenter privilege.

To install, upgrade, and remove the plug-in, you must assign the following privileges:

* Extension
o Register extension
o Update extension
o Unregister extension

You can create a single role and account with all three privileges or divide the privileges among multiple
accounts as needed.

Access the plug-in

End users can access the plug-in through vSphere. You must assign the following privilege to the accounts that
will use the plug-in:
* NetApp
o ONTAP Select Deploy

= Administrator

Install the Deploy vCenter plug-in

The Deploy vCenter plug-in is bundled with the ONTAP Select Deploy administration
utility. You can use the ONTAP Select Deploy web user interface to install and register the
plug-in at the vCenter server.

Before you begin

* Review Before you begin.
» Define a vCenter account to Deploy with the following privilege: sessions.validate.session.
» Have credentials for a vCenter account with the following privileges:

o Extension

= Register extension

About this task

It is assumed the vCenter management server has already been added to Deploy. If the vCenter server has not
been added, see Add a management server account for more information.

Steps
1. Sign in to the Deploy utility web user interface using the administrator account.


https://docs.netapp.com/us-en/ontap-select-9101/task_adm_security.html

2. Click the Administration tab at the top of the page and then click Management Servers in the pane on
the left.

3. Select the target management server and click : and click Register as Plugin.
4. Provide the vCenter credentials and select the plug-in version.

5. Click Register.

Access the vCenter plug-in through vSphere

You can access the Deploy vCenter plug-in through the vSphere web client.

Before you begin

The vCenter plug-in must be installed. In addition, the vCenter account you use when signing in to vSphere
must have the following privilege:
* NetApp
o ONTAP Select Deploy

= Administrator

Steps
1. Sign out of the vSphere web client if you are signed in.

2. Sign in to vCenter using the vSphere web client, select HTML5, and accept the SSL certificate.
Signing out and then back in refreshes the vCenter configuration information.
3. Click Global Inventory Lists.

Result

The options ONTAP Select Clusters and ONTAP Select Deploy are available in the pane on the left. If they
are not displayed, you should sign out and then sign back in.

Verify and remove the Deploy vCenter plug-in

You can use the ONTAP Select Deploy web user interface to upgrade or remove the
Deploy plug-in from the vCenter server. You can also verify that the plug-in is still
installed.

Before you begin
* Review Before you begin.

* The VMware vCenter plug-in should be installed and registered.
* The vCenter administrator account must have the following vCenter privileges:
o Extension
= Update extension

= Unregister extension

Steps
1. Sign in to the Deploy utility using the administrator account.



2. Click the Administration tab at the top of the page and then click Management Servers in the pane on
the left.

3. Select the target management server and click : and optionally select on of:
a. Verify Plugin
b. Unregister Plugin

4. Provide the vCenter credentials if prompted.

After you finish

If you remove the plug-in, you must perform one of the following tasks to complete its removal from the vCenter
server:

* Reboot the vCenter server

* Manually remove the plug-in from the vCenter server
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