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Configure the CIFS protocol with System
Manager - ONTAP 9.7 and earlier

You can use ONTAP System Manager classic (available in ONTAP 9.7 and earlier) to
enable and configure CIFS servers to allow CIFS clients to access files on the cluster.

Set up CIFS

You can use System Manager to enable and configure CIFS servers to allow CIFS clients to access the files on
the cluster.

Before you begin
» The CIFS license must be installed on your storage system.

» While configuring CIFS in the Active Directory domain, the following requirements must be met:
> DNS must be enabled and configured correctly.

> The storage system must be able to communicate with the domain controller by using the fully qualified
domain name (FQDN).

> The time difference (clock skew) between the cluster and the domain controller must not be more than
five minutes.

« If CIFS is the only protocol that is configured on the storage virtual machine (SVM), the following
requirements must be met:

o The root volume security style must be NTFS.
By default, System Manager sets the security style as UNIX.
° Superuser access must be set to Any for the CIFS protocol.

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.
3. In the Configuration tab, click Set up.

4. In the General tab of the CIFS Server Setup dialog box, specify the NetBIOS name and the Active
Directory domain details.

5. Click the Options tab, and then perform the following actions:

> In the SMB settings area, select or clear the SMB signing check box and the SMB encryption check
box, as required.

> Specify the default UNIX user.
> In the WINS Servers area, add the required IP address.
6. Click Set up.

Edit the general properties for CIFS

You can modify the general properties for CIFS such as the default UNIX user and default Windows user by
using System Manager. You can also enable or disable SMB signing for the CIFS server.



Steps
1. Click Storage > SVMs.
2. Select the SVM, and then click SVM Settings.
3. In the Configuration tab, click Options.
4. In the CIFS Options dialog box, modify the following CIFS server properties, as required:
o UNIX user
o Windows user
o IP address
o Enable or disable SMB signing
Enabling SMB signing prevents the data from being compromised. However, you might encounter
performance degradation in the form of increased CPU usage on both the clients and the server,

although the network traffic remains the same. You can disable SMB signing on any of your Windows
clients that do not require protection against replay attacks.

For information about disabling SMB signing on Windows clients, see the Microsoft Windows
documentation.

o Enable or disable SMB 3.0 encryption

You should enable SMB Multichannel to establish multiple channels between an SMB 3.0 session and
transport connections.

5. Click either Save or Save and Close.
Related information
Creating a CIFS share
CIFS window
Editing volume properties
Modifying export policy rules

SMB/CIFS management

Manage home directory paths - ONTAP 9.7 and earlier

You can use ONTAP System Manager classic (available in ONTAP 9.7 and earlier) to
specify one or more paths that can be used by the storage system to resolve the location
of the CIFS home directories of users.

Steps
1. Click Storage > SVMs.
2. Select the SVM, and then click SVM Settings.
3. In the Home Directories area of the Configuration tab, click Manage.

4. In the Manage Home Directories dialog box, specify the paths that are to be used by the storage system
to search for the CIFS home directories of users.
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5. Click Add, and then click Save and Close.

Delete home directory paths

You can use System Manager to delete a home directory path when you do not want the storage system to use
the path to resolve the location of the CIFS home directories of users.

Steps
1. Click Storage > SVMs.
2. Select the SVM, and then click SVM Settings.
3. In the Home Directories area of the Configuration tab, click Manage.

4. In the Manage Home Directories dialog box, select the home directory path that you want to delete, and
then click Delete.

5. Click Save and Close.

Related information

Reset CIFS domain controllers with System Manager -
ONTAP 9.7 and earlier

You can use ONTAP System Manager classic (available in ONTAP 9.7 and earlier) to
reset the CIFS connection to domain controllers for the specified domain. Failure to reset
the domain controller information can cause a connection failure.

About this task

You have to update the discovery information of the storage system’s available domain controller after you add
or delete a domain from the list of preferred domain controllers. You can update the storage system’s available
domain controller discovery information in ONTAP through the command-line interface (CLI).

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.

3. In the Domain tab, click Reset.
Related information

CIFS window

Manage the CIFS group policy configuration with System
Manager - ONTAP 9.7 and earlier

You can use the CIFS window in ONTAP System Manager classic (available in ONTAP
9.7 and earlier) to update and manage the group policy.

Update the CIFS group policy configuration

You have to update the group policy after the policy configuration is changed through the command-line



interface (CLI).

Steps
1. Click Storage > SVMs.
2. Select the SVM, and then click SVM Settings.
3. Click the Domain tab.

4. In the Group Policy area, select the group policy configuration that you want to update, and then click
Update.

Enable or disable a CIFS group policy configuration
You can enable or disable the CIFS group policy configuration from the CIFS window in System Manager.

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.
3. Click the Domain tab.

4. In the Group Policy area, select the group policy configuration that you want to enable or disable, and
then click Enable or Disable, as required.

Reload CIFS group policy

You have to reload a CIFS group policy if the status of the policy is changed. You can use the CIFS window in
System Manager to reload the group policy.

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.
3. Click the Domain tab.

4. In the Group Policy area, select the group policy configuration that you want to reload, and then click
Reload.

Configure BranchCache with System Manager - ONTAP 9.7
and earlier

You can use ONTAP System Manager classic (available in ONTAP 9.7 and earlier) to
configure BranchCache on a CIFS-enabled storage virtual machine (SVM) to enable the
caching of content on computers that are local to the requesting clients.

Before you begin
* CIFS must be licensed, and a CIFS server must be configured.
* For BranchCache version 1, SMB 2.1 or later must be enabled.
» For BranchCache version 2, SMB 3.0 must be enabled, and the remote Windows clients must support
BranchCache 2.

About this task



* You can configure BranchCache on SVMs.

* You can create an all-shares BranchCache configuration if you want to offer caching services for all of the
content that is contained within all of the SMB shares on the CIFS server.

* You can create a per-share BranchCache configuration if you want to offer caching services for the content
that is contained within selected SMB shares on the CIFS server.

Steps
1. Click Storage > SVMs.
2. Select the SVM, and then click SVM Settings.
3. In the BranchCache tab, click Set Up.
4. In the BranchCache Setup dialog box, enter the following information:

a. Specify the path to the hash store.

The path can be to an existing directory where you want the hash data to be stored. The destination
path must be read-writable. Read-only paths such as Snapshot directories are not allowed.

b. Specify the maximum size (in KB, MB, GB, TB, or PB) for a hash data store.

If the hash data exceeds this value, older hashes are deleted to provide space for newer hashes. The
default size for a hash store is 1 GB.

c. Specify the operating mode for the BranchCache configuration.
The default operating mode is set to all shares.
d. Specify a server key to prevent clients from impersonating the BranchCache server.

You can set the server key to a specific value so that if multiple servers are providing BranchCache
data for the same files, clients can use hashes from any server using that same server key. If the
server key contains any spaces, you must enclose the server key in quotation marks.

e. Select the required BranchCache version.
By default, all of the versions that are supported by the client are selected.

5. Click Set Up.

Modify the BranchCache settings

You can use the CIFS window in System Manager to modify the BranchCache settings that are configured for
a CIFS-enabled storage virtual machine (SVM). You can change the hash store path, the hash store size, the
operating mode, and the BranchCache versions that are supported.

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.

3. In the BranchCache tab, click Edit.

4. In the Modify BranchCache Settings dialog box, modify the required information:
o Hash store path



If you modify the hash store path, you are provided with an option to retain the cached hash data from
the previous hash store.
> Hash store size
o Operating mode
> BranchCache version
5. Click Modify.

Delete the BranchCache configuration

You can use System Manager to delete the BranchCache configuration if you no longer want to offer caching
services on the storage virtual machine (SVM) that is configured for BranchCache.

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.
3. In the BranchCache tab, click Delete.

4. Select the confirmation check box, and then click Delete.

You can also remove existing hashes from the hash store.

Manage preferred domain controllers with System Manager
- ONTAP 9.7 and earlier

You can use ONTAP System Manager classic (available in ONTAP 9.7 and earlier) to
manage preferred domain controllers.

Add preferred domain controllers

System Manager automatically discovers domain controllers through DNS. Optionally, you can add one or
more domain controllers to the list of preferred domain controllers for a specific domain.

Steps
1. Click Storage > SVMs.
2. Select the SVM, and then click SVM Settings.
3. In the Domain tab, click Add in the Preferred Domain Controllers area.
4. Enter the fully qualified domain name (FQDN) and the IP addresses of the domain controllers that you want
to add.

You can add multiple domain controllers by entering the IP addresses of the domain controllers, separated
by commas.

5. Click Save.

6. Verify that the domain controller that you added is displayed in the list of preferred domain controllers.



Edit preferred domain controllers

You can use System Manager to modify the IP address of the preferred domain controllers that are configured
for a specific domain.

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.

3. In the Preferred Domain Controllers area of the Domain tab, double-click the domain controller that you
want to edit.

4. Modify the IP addresses of the domain controller, and then click Save.

Delete preferred domain controllers

You can use System Manager to delete a preferred domain controller to which the storage virtual machine
(SVM) computer account is associated. You can do this when you no longer want to use a particular domain
controller.

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.

3. In the Domain tab, select the domain that you want to delete from the Preferred Domain Controllers
area, and then click Delete.

4. Select the confirmation check box, and then click Delete.

View CIFS domain information with System Manager -
ONTAP 9.7 and earlier

You can use ONTAP System Manager classic (available in ONTAP 9.7 and earlier) to
view information about the domain controllers and servers that are connected to the
storage system.

Steps
1. Click Storage > SVMs.

2. Select the SVM, and then click SVM Settings.
3. Click the Domain tab.

4. Review the information about the connected domain controllers and servers.

CIFS window in System Manager - ONTAP 9.7 and earlier

You can use the CIFS window in ONTAP System Manager (available in ONTAP 9.7 and
earlier) to configure the CIFS server, to manage domain controllers, to manage symbolic
UNIX mappings, and to configure BranchCache.



Configuration tab

The Configuration tab enables you to create and manage the CIFS server.
» Server

Specifies the status of the CIFS server, name of the server, authentication mode, name of the active
directory domain, and status of SMB multichannel.

 Home Directories

Specifies home directory paths and the style for determining how PC user names are mapped to home
directory entries.

« Command buttons

> Setup

Opens the CIFS Setup wizard, which enables you to set up CIFS on your storage virtual machine
(SVM).

> Options

Displays the CIFS Options dialog box, which enables you to enable or disable SMB 3.0 signing, to
enable or disable SMB 3.0 encryption, and to add Windows Internet Name Service (WINS) servers.

SMB signing prevents the network traffic between the CIFS server and the client from being
compromised.

o Delete
Enables you to delete the CIFS server.
o Refresh

Updates the information in the window.

Domain tab

The Domain tab enables you to view and reset your CIFS domain controllers, and to add or delete preferred
domain controllers. You can also use this tab to manage CIFS group policy configurations.

- Servers

Displays information about discovered authentication servers and your preferred domain controllers on the
CIFS-enabled SVM.

You can also reset the information about the discovered servers, add a preferred domain controller, delete
a domain controller, or refresh the list of domain controllers.

* Group Policy

Enables you to view, enable, or disable group policy configurations on the CIFS server. You can also reload
a group policy if the status of the policy is changed.



Symlinks tab

The Symlinks tab enables you to manage the mappings of UNIX symbolic links for CIFS users.
* Path Mappings
Displays the list of symbolic link mappings for CIFS.

« Command buttons

o Create

Opens the Create New Symlink Path Mappings dialog box, which enables you to create a UNIX
symbolic link mapping.

o Edit

Opens the Edit Symlink Path Mappings dialog box, which enables you to modify the CIFS share and
path.

o Delete
Enables you to delete the symbolic link mapping.
o Refresh

Updates the information in the window.

BranchCache tab
The BranchCache tab enables you to set up and manage BranchCache settings on CIFS-enabled SVMs.

You can view the status of the BranchCache service, the path to the hash store, the size of the hash store, and
the operating mode, server key, and version of BranchCache.

« Command buttons

> Setup

Opens the BranchCache Setup dialog box, which enables you to configure BranchCache for the CIFS
server.

o Edit

Opens the Modify BranchCache Settings dialog box, which enables you to modify the properties of the
BranchCache configuration.

> Delete
Enables you to delete the BranchCache configuration.
> Refresh

Updates the information in the window.

Related information
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