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Automate using the REST API
Learn about the ONTAP tools REST API

ONTAP tools for VMware vSphere 10 is a set of tools for virtual machine lifecycle
management. It includes a robust REST API you can use as part of your automation
processes.

REST web services foundation

Representational State Transfer (REST) is a style for creating distributed web applications including the design
of web services APIs. It establishes a set of technologies for exposing server-based resources and managing
their states.

Resources and state representation

Resources are the foundational components of a REST web services application. There are two important
initial tasks when designing a REST API:

* Identify the system or server-based resources

» Define the resource states and associated state transition operations
Client applications can display and change the resource states through well-defined message flows.

HTTP messages

Hypertext Transfer Protocol (HTTP) is the protocol used by the web services client and server to exchange
messages about the resources. It follows the CRUD model based on the generic operations create, read,
update, and delete. The HTTP protocol includes request and response headers as well as response status
codes.

JSON data formatting

While there are several message formats available, the most popular option is JavaScript Object Notation
(JSON). JSON is an industry standard for representing simple data structures in plain text and is used to
transfer state information describing the resources and desired actions.

Security

Security is an important aspect of a REST API. In addition to the Transport Layer Security (TLS) protocol used
to protect the HTTP traffic over the network, the ONTAP tools for VMware vSphere 10 REST API also uses
access tokens for authentication. You need to acquire an access token and use it on subsequent API calls.

Support for asynchronous requests

The ONTAP tools for VMware vSphere 10 REST API performs most requests synchronously, returning a status
code when the operation is complete. It also supports asynchronous processing for tasks that require a longer
time to complete.

ONTAP tools Manager environment
There are several aspects of the ONTAP tools Manager environment you should consider.

Virtual machine
ONTARP tools for VMware vSphere 10 is deployed using the vSphere remote plug-in architecture. The software,



including support for the REST API, runs in a separate virtual machine.

ONTAP tools IP address

ONTAP tools for VMware vSphere 10 exposes a single IP address which provides a gateway to the capabilities
of the virtual machine. You need to provide the address during initial configuration and it's assigned to an
internal load balancer component. The address is used by the ONTAP tools Manager user interface as well as
to access the Swagger documentation page and REST API directly.

Two REST APIs

In addition to the ONTAP tools for VMware vSphere 10 REST API, the ONTAP cluster has its own REST API.
ONTAP tools Manager uses the ONTAP REST API as a client to perform storage related tasks. It's important to
keep in mind these two APls are separate and distinct. For more information, refer to ONTAP automation.

ONTAP tools REST APl implementation details

While REST establishes a common set of technologies and best practices, the exact
implementation of each API can vary based on the design choices. You should be familiar
with how the ONTAP tools for VMware vSphere 10 REST APl is designed before using it.

The REST API includes several resource categories such as vCenters and Aggregates. Review the API
reference for more information.

How to access the REST API

You can access the ONTAP tools for VMware vSphere 10 REST API through the ONTAP tools IP address
along with the port. There are several parts to the complete URL, including:

* ONTAP tools IP address and port
* API version
* Resource category
» Specific resource
You must configure the IP address during initial setup, while the port remains fixed at 8443. The first part of the

URL is consistent for each ONTAP tools for VMware vSphere 10 instance; only the resource category and
specific resource change between endpoints.

@ The IP address and port values in the examples below are for illustration purposes only. You
need to change these values for your environment.

Example to access authentication services

https://10.61.25.34:8443/virtualization/api/vl/auth/login
This URL can be used to request an access token using the POST method.

Example to list the vCenter servers

https://10.61.25.34:8443/virtualization/api/vl/vcenters

This URL can be used to request a list of the defined vCenter server instances using the GET method.


https://docs.netapp.com/us-en/ontap-automation/

HTTP details

The ONTAP tools for VMware vSphere 10 REST API uses HTTP and related parameters to act on the
resource instances and collections. Details of the HTTP implementation are presented below.

HTTP methods

The HTTP methods or verbs supported by the REST API are presented in the table below.

Method CRUD Description

GET Read Retrieves object properties for a resource instance or collection. This is
considered a list operation when used with a collection.

POST Create Creates a new resource instance based on the input parameters.

PUT Update Updates an entire resource instance with the supplied JSON request body.

Key values that aren’t user-modifiable are preserved.

PATCH Update Requests a set of selected changes in the request be applied to the
resource instance.

DELETE Delete Deletes an existing resource instance.

Request and response headers

The following table summarizes the most important HTTP headers used with the REST API.

Header Type Usage notes

Accept Request This is the type of content the client application can accept.
Valid values include "*/*" or application/json.

x-auth Request Contains an access token identifying the user issuing the
request through the client application.

Content-Type Response Returned by the server based on the Accept request
header.

HTTP status codes

The HTTP status codes used by the REST API are described below.

Code Meaning Description

200 OK Indicates success for calls that don’t create a new resource instance.

201 Created An object has been successfully created with a unique identifier for the
resource instance.

202 Accepted The request has been accepted and a background job created to
perform the request.

204 No content The request was successful although no content was returned.

400 Bad request The request input is not recognized or is inappropriate.

401 Unauthorized The user is not authorized and must authenticate.



Code Meaning Description

403 Forbidden Access is denied due to an authorization error.

404 Not found The resource referred to in the request doesn’t exist.

409 Conflict An attempt to create an object failed because the object already exists.
500 Internal error A general internal error occurred at the server.

Authentication

Authentication of a client to the REST APl is performed using an access token. The relevant characteristics of
the token and authentication process include:

* The client must request a token using ONTAP tools Manager admin credentials (username and password).
» Tokens are formatted as a JSON Web Token (JWT).
» Each token expires after 60 minutes.

* API requests from a client must include the token in the x-auth request header.

Refer to Your first REST API call for an example of requesting and using an access token.

Synchronous and asynchronous requests

Most REST API calls complete quickly and therefore run synchronously. That is, they return a status code
(such as 200) after a request has been completed. Requests that take longer to complete run asynchronously
using a background job.

After issuing an API call that runs asynchronously, the server returns a 202 HTTP status code. This indicates
the request has been accepted but not yet completed. You can query the background job to determine its
status including success or failure.

Asynchronous processing is used for several types of long running operations, including datastore and vVol
operations. Refer to the job manager category of the REST API at the Swagger page for more information.

Make your first ONTAP tools REST API call

You can issue an API call using curl to get started with the ONTAP tools for VMware
vSphere 10 REST API.

Before you begin

You should review the required information and parameters needed in the curl examples.

Required information
You need the following:

* ONTAP tools for VMware vSphere 10 IP address or FQDN as well as the port

 Credentials for the ONTAP tools Manager admin (username and password)

Parameters and variables

The curl examples presented below include Bash style variables. You can set these variables in the Bash



environment or manually update them before issuing the commands. If you set the variables, the shell will
substitute the values into each command before it's executed. The variables are described in the table below.

Variable Description

$FQDN_IP_PORT The fully qualified domain name or IP address of the ONTAP tools Manager along
with the port number.

$MYUSER Username for the ONTAP tools Manager account.

$MYPASSWORD Password associated with the ONTAP tools Manager username.

$ACCESS_TOKEN The access token issued by the ONTAP tools Manager.

The following commands and output at the Linux CLI illustrate how a variable can be set and displayed:

FODN_IP PORT=172.14.31.224:8443
echo SFQDN IP
172.14.31.224:8443

Step 1: Acquire an access token

You need to acquire an access token to use the REST API. An example of how to request an access token is
presented below. You should substitute in the appropriate values for your environment.

curl --request POST \

--location "https://$FQDN IP PORT/virtualization/api/vl/auth/login” \
--header "Content-Type: application/json" \

--header "Accept: */*" \

-d "{"username": "$MYUSER", "password": "SMYPASSWORD"}"

Copy and save the the access token provided in the response.

Step 2: Issue the REST API call

After you have an access token, you can use curl to issue a REST API call. Include the access token acquired
in the first step.

Curl example

curl --request GET \

--location "https://$FQDN IP PORT/virtualization/api/vl/vcenters" \
--header "Accept: */*" \

--header "x-auth: SACCESS TOKEN"

The JSON response includes a list of the VMware vCenter instances configured to the ONTAP tools Manager.



ONTAP tools REST API reference

The ONTAP tools for VMware vSphere 10 REST API reference contains details about all
the API calls. This reference is helpful when developing automation applications.

You can access the ONTAP tools for VMware vSphere 10 REST API documentation online through the
Swagger user interface. You need the IP address or FQDN of the ONTAP tools for VMware vSphere 10

gateway service as well as the port.

Steps

1. Type the following URL into your browser substituting the appropriate IP address and port combination for
the variable and press Enter.

https://$FQDN_IP_ PORT/
Example
https://10.61.25.33:8443/

2. As an example of an individual API call, scroll down to the vCenters category and select GET next to the
endpoint /virtualization/api/vl/vcenters
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