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Concepts

ONTAP tools for VMware vSphere overview

ONTAP tools for VMware vSphere is a set of tools for virtual machine lifecycle

management. ONTAP tools for VMware vSphere integrates with the VMware ecosystem

to help in datastore provisioning and in providing basic protection for virtual machines.

ONTAP tools for VMware vSphere 10.1 release is a collection of horizontally scalable, event driven,

microservices deployed as an Open Virtual Appliance (OVA). This release has REST API integration with

ONTAP.

ONTAP tools for VMware vSphere consists of:

• Virtual machine functionality like basic protection and disaster recovery

• VASA Provider for VM granular management

• Storage policy-based management

• Storage Replication Adapter (SRA)

Key concepts and terms

The following section describes the key concepts and terms used in the document.

Certificate authority (CA)

CA is a trusted entity that issues Secure Sockets Layer (SSL) certificates.

High Availability (HA)

Cluster nodes are configured in HA pairs for non-disruptive operations.

Logical unit number (LUN)

A LUN is a number used to identify a logical unit within a Storage Area Network (SAN). These addressable

devices are typically logical disks accessed through the Small Computer System Interface (SCSI) protocol or

one of its encapsulated derivatives.

ONTAP tools Manager

ONTAP tools Manager provides more control to ONTAP tools for VMware vSphere administrator over the

managed vCenter Server instances and onboarded storage backends. ONTAP tools Manger helps in

management of vCenter Server instances, storage backends, certificates, passwords and Log bundle

downloads.

Open Virtual Appliance (OVA)

OVA is an open standard for packaging and distributing virtual appliances or software that must be run on

virtual machines.
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Storage Replication Adapter (SRA)

SRA is the storage vendor specific software that is installed inside the SRM appliance. The adapter enables

communication between Site Recovery Manager and a storage controller at the Storage Virtual Machine (SVM)

level and the cluster level configuration.

Storage virtual machine (SVM)

Like a virtual machine running on a hypervisor, SVM is a logical entity that abstracts physical resources. SVM

contains data volumes and one or more LIFs through which they serve data to the clients.

Virtual Machine File System (VMFS)

VMFS is a clustered file system specifically designed for storing virtual machine files in VMware vSphere

environments.

Virtual volumes (vVols)

vVols provide a volume-level abstraction for storage used by a virtual machine. It includes several benefits and

provides an alternative to using a traditional LUN. A vVol datastore is typically associated with a single LUN

which acts as a container for the vVols.

VM Storage Policy

VM Storage Policies are created in vCenter Server under Policies and Profiles. For vVols, create a rule set

using rules from the NetApp vVols storage type provider.

VMware Site Recovery Manager (SRM)

SRM provides business continuity, disaster recovery, site migration, and non-disruptive testing capabilities for

VMware virtual environments.

VMware vSphere APIs for Storage Awareness (VASA)

VASA is a set of APIs that integrate storage arrays with vCenter Server for management and administration.

The architecture is based on several components including the VASA Provider which handles communication

between VMware vSphere and the storage systems.

VMware vSphere Storage APIs - Array Integration (VAAI)

VAAI is a set of APIs that enables communication between VMware vSphere ESXi hosts and the storage

devices. The APIs include a set of primitive operations used by the hosts to offload storage operations to the

array. VAAI can provide significant performance improvements for storage-intensive tasks.

vVols datastore

The vVols datastore is a logical datastore representation of a vVols container which is created and maintained

by a VASA Provider.

Zero RPO

RPO stands for recovery point objective, which is the amount of data loss deemed acceptable during a given

time. Zero RPO signifies that no data loss is acceptable.
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Role based access control

Overview of role-based access control in ONTAP tools for VMware vSphere

vCenter Server provides role-based access control (RBAC) that enables you to control

access to vSphere objects. vCenter Server provides centralized authentication and

authorization services at many different levels within its inventory, using user and group

rights with roles and privileges. vCenter Server features five main components for

managing RBAC:

Components Description

Privileges A privilege enables or denies access to perform

actions in vSphere.

Roles A role contains one or more system privileges where

each privilege defines an administrative right to a

certain object or type of object in the system. By

assigning a user a role, the user inherits the

capabilities of the privileges defined in that role.

Users and groups Users and groups are used in permissions to assign

roles from Active Directory (AD). vCenter Server has

its own local users and groups that you can use.

Permissions Permissions allow you to assign privileges to users or

groups to perform certain actions and make changes

to objects inside vCenter Server. vCenter Server

permissions affect only those users who log into

vCenter Server rather than users who log into an ESXi

host directly.

Object An entity upon which actions are performed. VMware

vCenter objects are data centers, folders, resource

pools, clusters, hosts, and VMs

To successfully complete a task, you should have the appropriate vCenter Server RBAC roles. During a task,

ONTAP tools for VMware vSphere checks a user’s vCenter Server roles before checking the user’s ONTAP

privileges.

The vCenter Server roles apply to ONTAP tools for VMware vSphere vCenter users, not to

administrators. By default, administrators have full access to the product and do not require

roles assigned to them.

The users and groups gain access to a role by being part of a vCenter Server role.

Key points about assigning and modifying roles for vCenter Server

You only need to set up vCenter Server roles if you want to limit access to vSphere objects and tasks.

Otherwise, you can log in as an administrator. This login automatically allows you to access all vSphere

objects.

Where you assign a role determines ONTAP tools for VMware vSphere tasks that a user can perform. You can

modify one role at any time. If you change the privileges within a role, the user associated with that role should
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log out and then log back in to enable the updated role.

Standard roles packaged with ONTAP tools for VMware vSphere

To simplify working with vCenter Server privileges and RBAC, ONTAP tools for VMware vSphere provides

standard ONTAP tools for VMware vSphere roles that enable you to perform key ONTAP tools for VMware

vSphere tasks. There is also a read-only role that enables you to view the information, but not perform any

tasks.

You can view ONTAP tools for VMware vSphere standard roles by clicking Roles on the vSphere Client home

page. The roles that ONTAP tools for VMware vSphere provides enable you to perform the following tasks:

Role Description

NetApp ONTAP tools for VMware vSphere

Administrator

Provides all the native vCenter Server privileges and

ONTAP tools-specific privileges that are required to

perform some of ONTAP tools for VMware vSphere

tasks.

NetApp ONTAP tools for VMware vSphere Read Only Provides read-only access to ONTAP tools. These

users cannot perform any ONTAP tools for VMware

vSphere actions that are access-controlled.

NetApp ONTAP tools for VMware vSphere provision Provides some of the native vCenter Server privileges

and ONTAP tools-specific privileges that are required

to provision storage. You can perform the following

tasks:

• Create new datastores

• Manage datastores

The ONTAP tools Manager admin role is not registered with vCenter Server. This role is specific to the ONTAP

tools Manager.

If your company requires that you implement roles that are more restrictive than the standard ONTAP tools for

VMware vSphere roles, you can use ONTAP tools for VMware vSphere roles to create new roles.

In this case, you would clone the necessary ONTAP tools for VMware vSphere roles and then edit the cloned

role so that it has only the privileges your user requires.

Permissions for ONTAP storage backends and vSphere objects

If the vCenter Server permission is sufficient, ONTAP tools for VMware vSphere then checks the ONTAP

RBAC privileges (your ONTAP role) that are associated with the storage backends credentials (the username

and password) to determine whether you have sufficient privileges to perform the storage operations that are

required by that ONTAP tools for VMware vSphere task on that storage backend. If you have the correct

ONTAP privileges, you can access the storage backends and perform ONTAP tools for VMware vSphere

tasks. The ONTAP roles determine ONTAP tools for VMware vSphere tasks that you can perform on the

storage backend.

Components of vCenter Server permissions

The vCenter Server recognizes permissions, not privileges. Each vCenter Server

permission consists of three components.
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The vCenter Server has the following components:

• One or more privileges (the role)

The privileges define the tasks that a user can perform.

• A vSphere object

The object is the target for the tasks.

• A user or group

The user or group defines who can perform the task.

In this diagram, the gray boxes indicate components that exist in the vCenter Server, and the

white boxes indicate components that exist in the operating system where the vCenter Server is

running.

Privileges

Two kinds of privileges are associated with ONTAP tools for VMware vSphere:

• Native vCenter Server privileges

These privileges come with the vCenter Server.

• ONTAP tools-specific privileges

These privileges are defined for specific ONTAP tools for VMware vSphere tasks. They are unique to

ONTAP tools for VMware vSphere.

ONTAP tools for VMware vSphere tasks require both ONTAP tools-specific privileges and vCenter Server

native privileges. These privileges constitute the “role” for the user. A permission can have multiple privileges.

These privileges are for a user that is logged into the vCenter Server.

To simplify working with vCenter Server RBAC, ONTAP tools for VMware vSphere provides

several standard roles that contain all ONTAP tools-specific and native privileges that are

required to perform ONTAP tools for VMware vSphere tasks.
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If you change the privileges within a permission, the user that is associated with that permission should log out,

and then log in to enable the updated permission.

vSphere objects

Permissions are associated with vSphere objects, such as the vCenter Server, ESXi hosts, virtual machines,

datastores, datacenters, and folders. You can assign permissions to any vSphere object. Based on the

permission that is assigned to a vSphere object, the vCenter Server determines who can perform which tasks

on that object. For ONTAP tools for VMware vSphere specific tasks, permissions are assigned and validated

only at the root-folder level (vCenter Server) and not on any other entity. Except for VAAI plug-in operation,

where permissions are validated against the concerned ESXi host.

Users and groups

You can use Active Directory (or the local vCenter Server machine) to set up users and groups of users. You

can then use vCenter Server permissions to grant access to these users or groups to enable them to perform

specific ONTAP tools for VMware vSphere tasks.

These vCenter Server permissions apply to ONTAP tools for VMware vSphere vCenter users,

not to ONTAP tools for VMware vSphere administrators. By default, ONTAP tools for VMware

vSphere administrators have full access to the product and do not require permissions assigned

to them.

Users and groups do not have roles assigned to them. They gain access to a role by being part of a vCenter

Server permission.

Assign and modify permissions for vCenter Server

There are several key points to keep in mind when you are working with vCenter Server

permissions. Whether a ONTAP tools for VMware vSphere task succeeds can depend on

where you assigned a permission, or what actions a user took after a permission was

modified.

Assigning permissions

You only need to set up vCenter Server permissions if you want to limit access to vSphere objects and tasks.

Otherwise, you can log in as an administrator. This login automatically allows you to access all vSphere

objects.

Where you assign permission determines ONTAP tools for VMware vSphere tasks that a user can perform.

Sometimes, to ensure the completion of a task, you should assign permission at a higher level, such as the

root object. This is the case when a task requires a privilege that does not apply to a specific vSphere object

(for example, tracking the task) or when a required privilege applies to a non-vSphere object (for example, a

storage system).

In these cases, you can set up a permission so that it is inherited by the child entities. You can also assign

other permissions to the child entities. The permission assigned to a child entity always overrides the

permission inherited from the parent entity. This means you can give permissions to a child entity to restrict the

scope of a permission assigned to a root object and inherited by the child entity.
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Unless your company’s security policies require more restrictive permissions, it is a good

practice to assign permissions to the root object (also referred to as the root folder).

Permissions and non-vSphere objects

The permission that you create is applied to a non-vSphere object. For example, a storage system is not a

vSphere object. If a privilege applies to a storage system, you should assign the permission containing that

privilege to ONTAP tools for VMware vSphere root object because there is no vSphere object to which you can

assign it.

For example, any permission that includes a privilege such as ONTAP tools for VMware vSphere privilege

"Add/Modify/Skip storage systems" should be assigned at the root object level.

Modifying permissions

You can modify one permission at any time.

If you change the privileges within a permission, the user associated with that permission should log out and

then log back in to enable the updated permission.

Privileges required for ONTAP tools for VMware vSphere tasks

Different ONTAP tools for VMware vSphere tasks require different combinations of

privileges specific to ONTAP tools for VMware vSphere and native vCenter Server

privileges.

To access ONTAP tools for VMware vSphere GUI, you should have the product-level, ONTAP tools-specific

View privilege assigned at the correct vSphere object level. If you log in without this privilege, ONTAP tools for

VMware vSphere displays an error message when you click the NetApp icon and prevents you from accessing

ONTAP tools.

In View privilege, you can access ONTAP tools for VMware vSphere. This privilege does not enable you to

perform tasks within ONTAP tools for VMware vSphere. To perform any ONTAP tools for VMware vSphere

tasks, you should have the correct ONTAP tools-specific and native vCenter Server privileges for those tasks.

The assignment level determines which portions of the UI you can see. Assigning the View privilege to the root

object (folder) enables you to enter ONTAP tools for VMware vSphere by clicking the NetApp icon.

You can assign the View privilege to another vSphere object level; however, doing that limits ONTAP tools for

VMware vSphere menus that you can see and use.

The root object is the recommended place to assign any permission containing the View privilege.

Recommended ONTAP roles for ONTAP tools for VMware vSphere

You can set up several recommended ONTAP roles for working with ONTAP tools for

VMware vSphere and role-based access control (RBAC). These roles contain the ONTAP

privileges required to perform the storage operations executed by ONTAP tools for

VMware vSphere tasks.

To create new user roles, you should log in as an administrator of the storage systems running ONTAP. You

can create ONTAP roles using ONTAP System Manager 9.8P1 or later.
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Each ONTAP role has an associated username and password pair, which constitute the credentials of the role.

If you do not log in by using these credentials, you cannot access the storage operations that are associated

with the role.

As a security measure, ONTAP tools for VMware vSphere specific ONTAP roles are ordered hierarchically.

This means the first role is the most restrictive and has only the privileges associated with the most basic set of

ONTAP tools for VMware vSphere storage operations. The next role includes its own privileges and all the

privileges associated with the previous role. Each additional role is less restrictive regarding the supported

storage operations.

The following are some of the recommended ONTAP RBAC roles when using ONTAP tools for VMware

vSphere. After you create these roles, you can assign them to users who must perform tasks related to

storage, such as provisioning virtual machines.

Role privileges

Discovery This role enables you to add storage systems.

Create Storage This role enables you to create storage. This role also

includes all the privileges that are associated with the

Discovery role.

Modify Storage This role enables you to modify storage. This role also

includes all the privileges that are associated with the

Discovery role and the Create Storage role.

Destroy Storage This role enables you to destroy storage. This role

also includes all the privileges that are associated with

the Discovery role, the Create Storage role, and the

Modify Storage role.

If you are using ONTAP tools for VMware vSphere, you should also set up a policy-based management (PBM)

role. This role enables you to manage storage by using storage policies. This role requires that you also set up

the “Discovery” role.

Configure high availability for ONTAP tools for VMware
vSphere

ONTAP tools for VMware vSphere supports a high-availability (HA) configuration to help

provide uninterrupted functionality of ONTAP tools for VMware vSphere during failure.

High-availability (HA) solution provides for rapid recovery from outages caused by:

• Host failure

Only single node failure is supported.

• Network failure

• Virtual machine failure (Guest OS failure)

• Application (ONTAP tools) crash

No additional configuration is required for ONTAP tools for VMware vSphere to provide high availability (HA).
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ONTAP tools for VMware vSphere does not support vCenter HA.

AutoSupport

AutoSupport is a mechanism that proactively monitors the health of your system and

automatically sends messages to NetApp technical support, your internal support

organization, and a support partner.

AutoSupport is enabled by default when you configure your storage system for the first time. AutoSupport

begins sending messages to technical support 24 hours after AutoSupport is enabled.

You can enable or disable AutoSupport only at the time of deployment. It is recommended to leave it enabled.

Enabling AutoSupport helps to speed up problem detection and helps to achieve faster resolution. The system

collects AutoSupport information and stores it locally, even when the AutoSupport is disabled. However, it does

not send out the report to any network. You need to include 216.240.21.18 // support.netapp.com URL in your

network for successful transmission.
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