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RBAC with ONTAP

ONTAP RBAC environment with ONTAP tools for VMware
vSphere 10

ONTAP provides a robust and extensible RBAC environment. You can use the RBAC

capability to control access to the storage and system operations as exposed through the

REST API and CLI. It’s helpful to be familiar with the environment before using it with an

ONTAP tools for VMware vSphere 10 deployment.

Overview of the administrative options

There are several options available when using ONTAP RBAC depending on your environment and goals. An

overview of the major administrative decisions is presented below. Also see ONTAP Automation: Overview of

RBAC security for more information.

ONTAP RBAC is tailored to a storage environment and is simpler than the RBAC

implementation provided with vCenter Server. With ONTAP, you assign a role directly to the

user. Configuring explicit permissions, such as those used with vCenter Server, are not needed

with ONTAP RBAC.

Types of roles and privileges

An ONTAP role is required when defining an ONTAP user. There are two types of ONTAP roles:

• REST

The REST roles were introduced with ONTAP 9.6 and are generally applied to users accessing ONTAP

through the REST API. The privileges included in these roles are defined in terms of access to the ONTAP

REST API endpoints and the associated actions.

• Traditional

These are the legacy roles included prior to ONTAP 9.6. They continue to be a foundational aspect of

RBAC. The privileges are defined in terms of access to the ONTAP CLI commands.

While the REST roles were introduced more recently, the traditional roles have some advantages. For

example, additional query parameters can optionally be included so the privileges more precisely define the

objects they are applied to.

Scope

ONTAP roles can be defined with one of two different scopes. They can be applied to a specific data SVM

(SVM level) or to the entire ONTAP cluster (cluster level).

Role definitions

ONTAP provides a set of pre-defined roles at both the cluster and SVM level. You can also define custom

roles.
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Working with ONTAP REST roles

There are several considerations when using the ONTAP REST roles included with ONTAP tools for VMware

vSphere 10.

Role mapping

Whether using a traditional or REST role, all ONTAP access decisions are made based on the underlying CLI

command. But because the privileges in a REST role are defined in terms of the REST API endpoints, ONTAP

needs to create a mapped traditional role for each of the REST roles. Therefore each REST role maps to an

underlying traditional role. This allows ONTAP to make access control decisions in a consistent way regardless

of the role type. You cannot modify the parallel mapped roles.

Defining a REST role using CLI privileges

Because ONTAP always uses the CLI commands to determine access at a base level, it’s possible to express

a REST role using CLI command privileges instead of REST endpoints. One benefit of this approach is the

additional granularity available with the traditional roles.

Administrative interface when defining ONTAP roles

You can create users and roles with the ONTAP CLI and REST API. However, it’s more convenient to use the

System Manager interface along with the JSON file available through the ONTAP tools Manager. See Use

ONTAP RBAC with ONTAP tools for VMware vSphere 10 for more information.

Use ONTAP RBAC with ONTAP tools for VMware vSphere 10

There are several aspects of the ONTAP tools for VMware vSphere 10 RBAC

implementation with ONTAP you should consider before using it in a production

environment.

Overview of the configuration process

ONTAP tools for VMware vSphere 10 includes support for creating an ONTAP user with a custom role. The

definitions are packaged in a JSON file that you can upload to the ONTAP cluster. You can create the user and

tailor the role for your environment and security needs.

The major configuration steps are described at a high level below. Refer to Configure ONTAP user roles and

privileges for more details.

1. Prepare

You need to have administrative credentials for both the ONTAP tools Manager and the ONTAP cluster.

2. Download the JSON definition file

After signing in to the ONTAP tools Manager user interface, you can download the JSON file containing the

RBAC definitions.

3. Create an ONTAP user with a role

After signing in to System Manager, you can create the user and role:

a. Select Cluster on the left and then Settings.

b. Scroll down to Users and roles and click -→.

c. Select Add under Users and select Virtualization products.
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d. Select the JSON file on your local workstation and upload it.

4. Configure the role

As part of defining the role, you need to make several administrative decisions. See Configure the role using

System Manager for more details.

Configure the role using System Manager

After you begin creating a new user and role with System Manager and you have uploaded the JSON file, you

can customize the role based on your environment and needs.

Core user and role configuration

The RBAC definitions are packaged as several product capabilities, including combinations of VSC, VASA

Provider, and SRA. You should select the environment or environments where you need RBAC support. For

example, if you want roles to support the remote plug-in capability, select VSC. You also need to choose the

user name and associated password.

Privileges

The role privileges are arranged in four sets based on the level of access needed to the ONTAP storage. The

privileges which the roles are based on include:

• Discovery

This role enables you to add storage systems.

• Create storage

This role enables you to create storage. It also includes all the privileges associated with the discovery role.

• Modify storage

This role enables you to modify storage. It also includes all the privileges associated with the discovery and

create storage roles.

• Destroy storage

This role enables you to destroy storage. It also includes all the privileges associated with the discovery,

create storage, and modify storage roles.

Generate the user with a role

After you’ve selected the configuration options for your environment, click Add and ONTAP creates the user

and role. The name of the generated role is a concatenation of the following values:

• Constant prefix value defined in the JSON file (for example "OTV_10")

• Product capability you selected

• List of the privilege sets.

Example

OTV_10_VSC_Discovery_Create
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The new user will be added to the list on the page "Users and roles". Note that both HTTP and ONTAPI user

login methods are supported.

4



Copyright information

Copyright © 2025 NetApp, Inc. All Rights Reserved. Printed in the U.S. No part of this document covered by

copyright may be reproduced in any form or by any means—graphic, electronic, or mechanical, including

photocopying, recording, taping, or storage in an electronic retrieval system—without prior written permission

of the copyright owner.

Software derived from copyrighted NetApp material is subject to the following license and disclaimer:

THIS SOFTWARE IS PROVIDED BY NETAPP “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED

WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY

AND FITNESS FOR A PARTICULAR PURPOSE, WHICH ARE HEREBY DISCLAIMED. IN NO EVENT SHALL

NETAPP BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE

GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS

SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

NetApp reserves the right to change any products described herein at any time, and without notice. NetApp

assumes no responsibility or liability arising from the use of products described herein, except as expressly

agreed to in writing by NetApp. The use or purchase of this product does not convey a license under any

patent rights, trademark rights, or any other intellectual property rights of NetApp.

The product described in this manual may be protected by one or more U.S. patents, foreign patents, or

pending applications.

LIMITED RIGHTS LEGEND: Use, duplication, or disclosure by the government is subject to restrictions as set

forth in subparagraph (b)(3) of the Rights in Technical Data -Noncommercial Items at DFARS 252.227-7013

(FEB 2014) and FAR 52.227-19 (DEC 2007).

Data contained herein pertains to a commercial product and/or commercial service (as defined in FAR 2.101)

and is proprietary to NetApp, Inc. All NetApp technical data and computer software provided under this

Agreement is commercial in nature and developed solely at private expense. The U.S. Government has a non-

exclusive, non-transferrable, nonsublicensable, worldwide, limited irrevocable license to use the Data only in

connection with and in support of the U.S. Government contract under which the Data was delivered. Except

as provided herein, the Data may not be used, disclosed, reproduced, modified, performed, or displayed

without the prior written approval of NetApp, Inc. United States Government license rights for the Department

of Defense are limited to those rights identified in DFARS clause 252.227-7015(b) (FEB 2014).

Trademark information

NETAPP, the NETAPP logo, and the marks listed at http://www.netapp.com/TM are trademarks of NetApp, Inc.

Other company and product names may be trademarks of their respective owners.

5

http://www.netapp.com/TM

	RBAC with ONTAP : ONTAP tools for VMware vSphere 10
	Table of Contents
	RBAC with ONTAP
	ONTAP RBAC environment with ONTAP tools for VMware vSphere 10
	Overview of the administrative options
	Working with ONTAP REST roles

	Use ONTAP RBAC with ONTAP tools for VMware vSphere 10
	Overview of the configuration process
	Configure the role using System Manager



