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Concepts

ONTAP tools for VMware vSphere overview

ONTAP tools for VMware vSphere is a set of tools for virtual machine lifecycle
management. It integrates with the VMware ecosystem to help with datastore
provisioning and provide basic protection for virtual machines. ONTAP tools for VMware
vSphere is a collection of horizontally scalable, event-driven microservices deployed as
an Open Virtual Appliance (OVA). This release integrates REST APl with ONTAP.

ONTARP tools for VMware vSphere consists of the following:

« Virtual machine functionality like basic protection and disaster recovery
» VASA Provider for VM granular management
 Storage policy-based management

» Storage Replication Adapter (SRA)

Key concepts and terms

The following section describes the key concepts and terms used in the document.

ASA r2 systems

The new NetApp ASA r2 systems deliver a unified hardware and software solution that creates a simplified
experience specific to the needs of SAN-only customers. Learn about ASA r2 storage systems.

Certificate authority (CA)

CA s a trusted entity that issues Secure Sockets Layer (SSL) certificates.

Consistency group (CG)

A consistency group is a collection of volumes managed as a single unit. CGs are synchronized for data
consistency across storage units and volumes. In ONTAP, they provide easy management and a protection
guarantee for an application workload spanning multiple volumes. Learn more about consistency groups.

Dual stack

A dual-stack network is a networking environment that supports the simultaneous use of IPv4 and IPv6
addresses.

High Availability (HA)

Cluster nodes are configured in HA pairs for non-disruptive operations.

Logical unit number (LUN)

A LUN is a number used to identify a logical unit within a Storage Area Network (SAN). These addressable
devices are typically logical disks accessed through the Small Computer System Interface (SCSI) protocol or


https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/ontap/consistency-groups/index.html

one of its encapsulated derivatives.

NVMe namespace and subsystem

An NVMe namespace is a quantity of non-volatile memory that can be formatted into logical blocks.
Namespaces are the equivalent of LUNs for FC and iSCSI protocols, and an NVMe subsystem is analogous to
an igroup. An NVMe subsystem can be associated with initiators so that the associated initiators can access
namespaces within the subsystem.

ONTAP tools Manager

ONTAP tools Manager provides more control to ONTAP tools for VMware vSphere administrators over the
managed vCenter Server instances and onboarded storage backends. It helps manage vCenter Server
instances, storage backends, certificates, passwords, and log bundle downloads.

Open Virtual Appliance (OVA)

OVA is an open standard for packaging and distributing virtual appliances or software that must be run on
virtual machines.

Recovery Point Objective (RPO)

RPO measures how frequently you back up or replicate data. It specifies the exact point in time you need to
restore data after an outage to resume business operations. For example, if an organization has an RPO of 4
hours, it can tolerate losing up to 4 hours of data in the event of a disaster.

SnapMirror active sync

SnapMirror active sync enables business services to continue operating even with a complete site failure,
supporting applications to fail over transparently using a secondary copy. Manual intervention or custom
scripting is not required to trigger a failover with SnapMirror active sync. Learn more about SnapMirror active
sync.

Storage backends

Storage backends are the underlying storage infrastructure that the ESXi host uses to store virtual machine
files, data, and other resources. They allow the ESXi host to access and manage persistent data, providing the
required storage capability and performance for a virtualized environment.

Global cluster (storage backend)

Global storage backends, available only with ONTAP cluster credentials, are onboarded through the ONTAP
tools Manager interface. They can be added with minimal privileges to enable the discovery of essential cluster
resources needed for vVols management. Global clusters are ideal for multitenancy scenarios where an SVM
user is added locally for vVols management.

Local storage backend

Local storage backends with cluster or SVM credentials are added through the ONTAP tools user interface and
are limited to a vCenter. When using cluster credentials locally, the associated SVMs automatically map with
the vCenter to manage vVols or VMFS. For VMFS management, including SRA, ONTAP tools supports SVM
credentials without needing a global cluster.

Storage Replication Adapter (SRA)

SRA is the storage vendor-specific software installed inside the VMware Live Site Recovery appliance. The


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html

adapter enables communication between the Site Recovery Manager and a storage controller at the Storage
Virtual Machine (SVM) level and the cluster level configuration.

Storage virtual machine (SVM)

SVM is the unit of multitenancy in ONTAP. Like a virtual machine running on a hypervisor, SVM is a logical
entity that abstracts physical resources. SVM contains data volumes and one or more LIFs through which they
serve data to the clients.

Uniform and non-uniform configuration

» Uniform host access means that hosts from two sites are connected to all paths to storage clusters on
both sites. Cross-site paths are stretched across distances.

* Non-uniform host access means hosts in each site are connected only to the cluster in the same site.
Cross-site paths and stretched paths aren’t connected.

Uniform host access is supported for any SnapMirror active sync deployment; non-uniform
host access is only supported for symmetric active/active deployments. Learn more about
SnapMirror active sync overview in ONTAP.

Virtual Machine File System (VMFS)

VMEFS is a clustered file system designed to store virtual machine files in VMware vSphere environments.

Virtual volumes (vVols)

vVols provide a volume-level abstraction for storage used by a virtual machine. It includes several benefits and
provides an alternative to using a traditional LUN. A vVol datastore is typically associated with a single LUN
which acts as a container for the vVols.

VM Storage Policy

VM Storage Policies are created in the vCenter Server under Policies and Profiles. For vVols, create a rule set
using rules from the NetApp vVols storage type provider.

VMware Live Site Recovery

VMware Live Site Recovery formerly known as Site Recovery Manager (SRM) provides business continuity,
disaster recovery, site migration, and non-disruptive testing capabilities for VMware virtual environments.

VMware vSphere APIs for Storage Awareness (VASA)

VASA is a set of APIs that integrate storage arrays with vCenter Server for management and administration.
The architecture is based on several components, including the VASA Provider, which handles communication
between VMware vSphere and the storage systems.

VMware vSphere Storage APIs - Array Integration (VAAI)

VAAI is a set of APIs that enables communication between VMware vSphere ESXi hosts and the storage
devices. The APIs include a set of primitive operations used by the hosts to offload storage operations to the
array. VAAI can provide significant performance improvements for storage-intensive tasks.


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/index.html

vSphere Metro Storage Cluster

vSphere Metro Storage Cluster (vMSC) is an architecture that enables and supports vSphere in a stretched
cluster deployment. vMSC solutions are supported with NetApp MetroCluster and SnapMirror active sync
(formerly SMBC). These solutions provide enhanced business continuity in the case of domain failure. The
resiliency model is based on your specific configuration choices. Learn more about VMware vSphere Metro
Storage Cluster.

vVols datastore

The vVols datastore is a logical datastore representation of a vVols container created and maintained by a
VASA Provider.

Zero RPO

RPO stands for recovery point objective, the amount of data loss deemed acceptable during a given time. Zero
RPO signifies that no data loss is acceptable.

Role based access control

Learn about ONTAP tools for VMware vSphere 10 RBAC

Role-based access control (RBAC) is a security framework for controlling access to
resources within an organization. RBAC simplifies administration by defining roles with
specific levels of authority to perform actions, instead of assigning authorization to
individual users. The defined roles are assigned to users, which helps reduce risk of error
and simplifies management of access control across your organization.

The RBAC standard model consists of several implementation technologies or phases of increasing
complexity. The result is that actual RBAC deployments, based on the needs of the software vendors and their
customers, can differ and range from relatively simple to very complex.

RBAC components

At a high level, there are several components which are generally included with every RBAC implementation.
These components are bound together in different ways as part of defining the authorization processes.

Privileges

A privilege is an action or capability that can be allowed or denied. It might be something simple such as the
ability to read a file or it could be a more abstract operation specific to a given software system. Privileges can
also be defined to restrict access to REST API endpoints and CLI commands. Every RBAC implementation
includes pre-defined privileges and might also allow administrators to create custom privileges.

Roles

A role is a container that includes one or more privileges. Roles are generally defined based on particular tasks
or job functions. When a role is assigned to a user, the user is granted all the privileges contained in the role.
And as with privileges, implementations include pre-defined roles and generally allow custom roles to be
created.

Objects

An object represents a real or abstract resource identified within the RBAC environment. The actions defined
through the privileges are performed on or with the associated objects. Depending on the implementation,


https://core.vmware.com/resource/vmware-vsphere-metro-storage-cluster-vmsc
https://core.vmware.com/resource/vmware-vsphere-metro-storage-cluster-vmsc

privileges can be granted to an object type or a specific object instance.

Users and groups

Users are assigned or associated with a role applied after authentication. Some RBAC implementations allow
only one role to be assigned to a user while others allow multiple roles per user, perhaps with only one role
active at a time. Assigning roles to groups can further simplify security administration.

Permissions

A permission is a definition that binds a user or group along with a role to an object. Permissions can be useful
with a hierarchical object model where they can optionally be inherited by the children in the hierarchy.

Two RBAC environments

There are two distinct RBAC environments you need to consider when working with ONTAP tools for VMware
vSphere 10.

VMware vCenter Server

The RBAC implementation in VMware vCenter Server is used to restrict access to objects exposed through the
vSphere Client user interface. As part of installing ONTAP tools for VMware vSphere 10, the RBAC
environment is extended to include additional objects representing the capabilities of ONTAP tools. Access to
these objects is provided through the remote plug-in. See vCenter Server RBAC environment for more
information.

ONTAP cluster

ONTARP tools for VMware vSphere 10 connects to an ONTAP cluster through the ONTAP REST API to perform
storage related operations. Access to the storage resources is controlled through an ONTAP role associated
with the ONTAP user provided during authentication. See ONTAP RBAC environment for more information.

RBAC with VMware vSphere

vCenter Server RBAC environment with ONTAP tools for VMware vSphere 10

VMware vCenter Server provides an RBAC capability that enables you to control access
to vSphere objects. It is an important part of the vCenter centralized authentication and
authorization security services.

lllustration of a vCenter Server permission

A permission is the foundation for enforcing access control in the vCenter Server environment. It's applied to a
vSphere object with a user or group included with the permission definition. A high-level illustration of a
vCenter permission is provided in the figure below.
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Components of a vCenter Server permission

A vCenter Server permission is a package of several components that are bound together when the
permission is created.

vSphere objects

Permissions are associated with vSphere objects, such as the vCenter Server, ESXi hosts, virtual machines,
datastores, data centers, and folders. Based on the object’s assigned permissions, vCenter Server determines
which actions or tasks can be performed on the object by each user or group. For the tasks specific to ONTAP
tools for VMware vSphere, all permissions are assigned and validated at the root or root folder level of vCenter
Server. See Use RBAC with vCenter server for more information.

Privileges and roles

There are two types of vSphere privileges used with ONTAP tools for VMware vSphere 10. To simplify working
with RBAC in this environment, ONTAP tools provides roles containing the required native and custom
privileges. The privileges include:



* Native vCenter Server privileges
These are the privileges provided by vCenter Server.
» ONTAP tools-specific privileges

These are custom privileges unique to ONTAP tools for VMware vSphere.

Users and groups

You can define users and groups using Active Directory or the local vCenter Server instance. Combined with a
role, you can create a permission on an object in the vSphere object hierarchy. The permission grants access
based on the privileges in the associated role. Note that roles aren’t assigned directly to users in isolation.
Instead, users and groups gain access to an object through role privileges as part of the larger vCenter Server
permission.

Use vCenter Server RBAC with ONTAP tools for VMware vSphere 10

There are several aspects of the ONTAP tools for VMware vSphere 10 RBAC
implementation with vCenter Server you should consider before using it in a production
environment.

vCenter roles and the administrator account

You only need to define and use the custom vCenter Server roles if you want to limit access to the vSphere
objects and associated administrative tasks. If limiting access is not required, you can use an administrator
account instead. Each administrator account is defined with the Administrator role at the top level of the object
hierarchy. This provides full access to the vSphere objects, including those added by ONTAP tools for VMware
vSphere 10.

vSphere object hierarchy

The vSphere object inventory is organized in a hierarchy. For example, you can move down the hierarchy as
follows:

vCenter Server -— Datacenter -— Cluster -— ESXi host -— Virtual Machine

All permissions are validated in the vSphere object hierarchy except the VAAI plug-in operations, which are
validated against the target ESXi host.

Roles included with ONTAP tools for VMware vSphere 10

To simplify working with vCenter Server RBAC, ONTAP tools for VMware vSphere provides predefined roles
tailored to various administration tasks.

You can create new custom roles if needed. In this case, you should clone one of the existing
ONTARP tools roles and edit it as needed. After making the configuration changes, the affected
vSphere client users need to log out and log back in to activate the changes.

To view the ONTAP tools for VMware vSphere roles, select Menu at the top of the vSphere Client and click
Administration and then Roles on the left. There are three predefined roles as described below.

NetApp ONTAP tools for VMware vSphere Administrator



Provides all the native vCenter Server privileges and ONTAP tools-specific privileges required to perform core
ONTAP tools for VMware vSphere administrator tasks.

NetApp ONTAP tools for VMware vSphere Read Only

Provides read-only access to ONTAP tools. These users cannot perform any ONTAP tools for VMware
vSphere actions that are access-controlled.

NetApp ONTAP tools for VMware vSphere Provision

Provides some of the native vCenter Server privileges and ONTAP tools-specific privileges that are required to
provision storage. You can perform the following tasks:

» Create new datastores

* Manage datastores

vSphere objects and ONTAP storage backends

The two RBAC environments work together. When performing a task in the vSphere client interface, the
ONTARP tools roles defined to vCenter Server are checked first. If the operation is permitted by vSphere, then
the ONTAP role privileges are examined. This second step is performed based on the ONTAP role assigned to
the user when the storage backend was created and configured.

Working with vCenter Server RBAC

There are a few things to consider when working with the vCenter Server privileges and permissions.

Required privileges

To access the ONTAP tools for VMware vSphere 10 user interface, you need to have the ONTAP tools-specific
View privilege. If you sign in to vSphere without this privilege and click the NetApp icon, ONTAP tools for
VMware vSphere displays an error message and prevents you from accessing the user interface.

The assignment level in the vSphere object hierarchy determines which portions of the user interface you can
access. Assigning the View privilege to the root object enables you to access ONTAP tools for VMware
vSphere by clicking the NetApp icon.

You can instead assign the View privilege to another lower vSphere object level. However, this will limit the
ONTARP tools for VMware vSphere menus that you can access and use.

Assigning permissions

You need to use vCenter Server permissions if you want to limit access to the vSphere objects and tasks.
Where you assign permission in the vSphere object hierarchy determines the ONTAP tools for VMware
vSphere 10 tasks users can perform.

Unless you need to define more restrictive access, it's generally a good practice to assign
permissions at the root object or root folder level.

The permissions available with ONTAP tools for VMware vSphere 10 apply to custom non-vSphere objects,
such as storage systems. If possible, you should assign these permissions to ONTAP tools for VMware
vSphere root object because there is no vSphere object you can assign it to. For example, any permission that
includes an ONTAP tools for VMware vSphere "Add/Modify/Remove storage systems" privilege should be
assigned at the root object level.

When defining a permission at a higher level in the object hierarchy, you can configure the permission so it is



passed down and inherited by the child objects. If needed you can assign additional permissions to the child
objects that override the permissions inherited from the parent.

You can modify a permission at any time. If you change any of the privileges within a permission, users
associated with the permission need to log out of vSphere and log back in to enable the change.

RBAC with ONTAP

ONTAP RBAC environment with ONTAP tools for VMware vSphere 10

ONTAP provides a robust and extensible RBAC environment. You can use the RBAC
capability to control access to the storage and system operations as exposed through the
REST API and CLI. It's helpful to be familiar with the environment before using it with an
ONTARP tools for VMware vSphere 10 deployment.

Overview of the administrative options

There are several options available when using ONTAP RBAC depending on your environment and goals. An
overview of the major administrative decisions is presented below. Also see ONTAP Automation: Overview of
RBAC security for more information.

ONTAP RBAC is tailored to a storage environment and is simpler than the RBAC

@ implementation provided with vCenter Server. With ONTAP, you assign a role directly to the
user. Configuring explicit permissions, such as those used with vCenter Server, are not needed
with ONTAP RBAC.

Types of roles and privileges
An ONTAP role is required when defining an ONTAP user. There are two types of ONTAP roles:

* REST

The REST roles were introduced with ONTAP 9.6 and are generally applied to users accessing ONTAP
through the REST API. The privileges included in these roles are defined in terms of access to the ONTAP
REST API endpoints and the associated actions.

 Traditional

These are the legacy roles included prior to ONTAP 9.6. They continue to be a foundational aspect of
RBAC. The privileges are defined in terms of access to the ONTAP CLI commands.

While the REST roles were introduced more recently, the traditional roles have some advantages. For
example, additional query parameters can optionally be included so the privileges more precisely define the
objects they are applied to.

Scope

ONTAP roles can be defined with one of two different scopes. They can be applied to a specific data SVM
(SVM level) or to the entire ONTAP cluster (cluster level).

Role definitions

ONTAP provides a set of pre-defined roles at both the cluster and SVM level. You can also define custom
roles.


https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html
https://docs.netapp.com/us-en/ontap-automation/rest/rbac_overview.html

Working with ONTAP REST roles

There are several considerations when using the ONTAP REST roles included with ONTAP tools for VMware
vSphere 10.

Role mapping

Whether using a traditional or REST role, all ONTAP access decisions are made based on the underlying CLI
command. But because the privileges in a REST role are defined in terms of the REST API endpoints, ONTAP
needs to create a mapped traditional role for each of the REST roles. Therefore each REST role maps to an
underlying traditional role. This allows ONTAP to make access control decisions in a consistent way regardless
of the role type. You cannot modify the parallel mapped roles.

Defining a REST role using CLI privileges

Because ONTAP always uses the CLI commands to determine access at a base level, it's possible to express
a REST role using CLI command privileges instead of REST endpoints. One benefit of this approach is the
additional granularity available with the traditional roles.

Administrative interface when defining ONTAP roles

You can create users and roles with the ONTAP CLI and REST API. However, it's more convenient to use the
System Manager interface along with the JSON file available through the ONTAP tools Manager. See Use
ONTAP RBAC with ONTAP tools for VMware vSphere 10 for more information.

Use ONTAP RBAC with ONTAP tools for VMware vSphere 10

There are several aspects of the ONTAP tools for VMware vSphere 10 RBAC
implementation with ONTAP you should consider before using it in a production
environment.

Overview of the configuration process

ONTAP tools for VMware vSphere 10 includes support for creating an ONTAP user with a custom role. The
definitions are packaged in a JSON file that you can upload to the ONTAP cluster. You can create the user and
tailor the role for your environment and security needs.

The major configuration steps are described at a high level below. Refer to Configure ONTAP user roles and
privileges for more details.

1. Prepare
You need to have administrative credentials for both the ONTAP tools Manager and the ONTAP cluster.

2. Download the JSON definition file
After signing in to the ONTAP tools Manager user interface, you can download the JSON file containing the
RBAC definitions.

3. Create an ONTAP user with a role

After signing in to System Manager, you can create the user and role:

O}

. Select Cluster on the left and then Settings.

o

. Scroll down to Users and roles and click ——.

[9)

. Select Add under Users and select Virtualization products.

o

. Select the JSON file on your local workstation and upload it.

10
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4. Configure the role

As part of defining the role, you need to make several administrative decisions. See Configure the role using
System Manager for more details.

Configure the role using System Manager

After you begin creating a new user and role with System Manager and you have uploaded the JSON file, you
can customize the role based on your environment and needs.

Core user and role configuration

The RBAC definitions are packaged as several product capabilities, including combinations of VSC, VASA
Provider, and SRA. You should select the environment or environments where you need RBAC support. For
example, if you want roles to support the remote plug-in capability, select VSC. You also need to choose the
user name and associated password.

Privileges

The role privileges are arranged in four sets based on the level of access needed to the ONTAP storage. The
privileges which the roles are based on include:

» Discovery

This role enables you to add storage systems.
* Create storage

This role enables you to create storage. It also includes all the privileges associated with the discovery role.
» Modify storage

This role enables you to modify storage. It also includes all the privileges associated with the discovery and
create storage roles.

 Destroy storage
This role enables you to destroy storage. It also includes all the privileges associated with the discovery,
create storage, and modify storage roles.
Generate the user with a role

After you've selected the configuration options for your environment, click Add and ONTAP creates the user
and role. The name of the generated role is a concatenation of the following values:

» Constant prefix value defined in the JSON file (for example "OTV_10")
* Product capability you selected

« List of the privilege sets.

Example

OTV_10 VSC Discovery Create

The new user will be added to the list on the page "Users and roles". Note that both HTTP and ONTAPI user
login methods are supported.

11



High availability for ONTAP tools for VMware vSphere

ONTAP tools for VMware vSphere supports a high-availability (HA) configuration to help
provide uninterrupted functionality of ONTAP tools for VMware vSphere during failure.

High-availability (HA) solution provides for rapid recovery from outages caused by:

* Host failure
@ Only single-node failure is supported.

* Network failure
« Virtual machine failure (Guest OS failure)

* Application (ONTAP tools) crash

No additional configuration is required for ONTAP tools for VMware vSphere to provide high availability (HA).
@ ONTARP tools for VMware vSphere does not support vCenter HA.

To enable the HA feature, the CPU hot add and memory hot plug should be enabled during deployment or later
in the ONTAP tools for VMware vSphere VM settings.

ONTAP tools Manager user interface

ONTAP tools for VMware vSphere is a multi-tenant system that can manage multiple
vCenter Server instances. ONTAP tools Manager provides more control to the ONTAP
tools for VMware vSphere administrator over the managed vCenter Server instances and
onboarded storage backends.

ONTAP tools Manager helps in:

» vCenter Server instance management - Add and manage vCenter Server instances to ONTAP tools.

» Storage backend management - Add and manage ONTAP storage clusters to ONTAP tools for VMware
vSphere and map them to onboarded vCenter Server instances globally.

* Log bundle downloads - Collect log files for ONTAP tools for VMware vSphere.

* Certificate management - Change the self-signed certificate to a custom CA certificate and renew
or refresh all certificates of VASA Provider and ONTAP tools.

» Password management - Reset the user’s OVA application password.
To access ONTAP tools Manager, launch https://<ONTAPtoolsIP>:8443/virtualization/ui/ from

the browser and login with the ONTAP tools for VMware vSphere administrator credentials you provided during
deployment.

The ONTAP tools Manager overview section helps manage the appliance configuration, such as services

management, node size upscaling, and High availability(HA) enablement. You can also monitor the overall
information of ONTAP tools related to the node(s), such as health, network details, and alerts.

12



1 onrar tools Manager

@ Overview Overview ‘ EDIT APPLIANCE SETTINGS
[\ Alerts
[#] Jobs Apgliance
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Size:
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HA
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Healthy

[E] Certificates

@y Settings
VIEW DETAILS

ONTAP tools nodes

[[——] nhodename_01
o—m=
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@ demo_vml
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Card

Appliance card

Alerts card

vCenters
Storage backends

ONTAP tools nodes card

SRA:

Small

Enabled

Enabled

Enabled

Alerts Last24 hours

0: A2 i I

Error Warning Info

VIEW ALL ALERTS (43)

nodename_02 nodename_03

=1 [—]
- =1
L=.J] & Online L= & Oniine
@ demo_vm2 @ demo_vm3
VIEW DETAILS VIEW DETAILS
Description

The appliance card provides the overall status of the
ONTAP tools appliance. It shows the appliance
configuration details and the status of the enabled
services. For additional information about the ONTAP
tools appliance, select the View details link. When an
edit appliance setting action job is in progress, the
appliance portlet shows the status and details of the
job.

The Alerts card lists the ONTAP tools alerts by type,
including the HA node-level alerts. You can view the
list of alerts by selecting on the count text (hyperlink).
The link routes you to the alerts view page filtered by
the selected type.

The vCenter card shows the health status of the
vCenters in the system.

The Storage backends card shows the health status
of the Storage backends in the system.

ONTAP tools nodes card shows the list of nodes with
node name, node VM name, status, and all the
network related data. You can select on View details
to view the additional details related to the selected
node.

[NOTE] In a non-HA setup, only one node is shown. In
the HA setup, three nodes are shown.
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