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Access ONTAP tools for VMware vSphere
maintenance console

Learn about the ONTAP tools maintenance console

The maintenance console for ONTAP tools for VMware vSphere enables you to manage
application, system, and network settings. You can update administrator and
maintenance passwords, generate support bundles, configure log levels, manage TLS
settings, and enable remote diagnostics.

After deploying ONTAP tools for VMware vSphere, if the maintenance console is not accessible, install the
VMware tools from the vCenter Server. Log in using the maint username and the password set during
deployment. Use nano to edit files in the maintenance or root login console.

@ You should set a password for the diag user while enabling remote diagnostics.

You should use the Summary tab of your deployed ONTAP tools for VMware vSphere to access the

maintenance console. When you select u the maintenance console starts.

Console Menu Options

—

Application Configuration . Display server status summary

. Change LOG level for ONTAP tools services

N

3. Change cert validation flag

System Configuration Reboot virtual machine
Shutdown virtual machine
Change 'maint' user password
Change time zone

Increase jail disk size (/jail)

Upgrade
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Install VMware Tools

Network Configuration Display IP address settings

Display domain name search settings
Change domain name search settings
Display static routes

Change static routes

Commit changes

Ping a host
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Restore default settings



Support and Diagnostics 1. Access diagnostic shell

2. Enable remote diagnostic access
3. Provide vCenter credentials for backup
4. Take backup

Configure remote diagnostic access for ONTAP tools

You can configure ONTAP tools for VMware vSphere to enable SSH access for the diag
user.

Before you begin

Enable the VASA Provider extension for your vCenter Server instance.

About this task
Using SSH to access the diag user account has the following limitations:

+ you’re allowed only one login account per activation of SSH.

« SSH access to the diag user account is disabled when one of the following happens:

o The time expires.
The login session expires at midnight the next day.

> You log in as a diag user again using SSH.

Steps

1.

From the vCenter Server, open a console to VASA Provider.

. Log in as the maintenance user.
. Enter 4 to select Support and Diagnostics.

2
3
4.
5
6

Enter 2 to select Enable remote diagnostics access.

. Enter y in the Confirmation dialog box to enable remote diagnostic access.

. Enter a password for remote diagnostic access.

Start SSH on other ONTAP tools nodes

You need to start SSH on other nodes before you upgrade.

Before you begin

Enable the VASA Provider extension for your vCenter Server instance.

About this task
Repeat this procedure on each node before upgrading.

Steps

1.

From the vCenter Server, open a console to VASA Provider.



Log in as the maintenance user.
Enter 4 to select Support and Diagnostics.
Enter 1 to select Access diagnostic shell.

Enter y to proceed.
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Run the command sudo systemctl restart ssh.

Update vCenter Server credentials in ONTAP tools

You can update the vCenter Server instance credentials using the maintenance console.

Before you begin
You need to have maintenance user login credentials.

About this task
If you changed vCenter Server credentials after deployment, update them using this procedure.

Steps
1. From the vCenter Server, open a console to VASA Provider.
2. Log in as the maintenance user.
3. Enter 2 to select System Configuration Menu.

4. Enter 8 to change vCenter credentials.

Change certificate validation flag in ONTAP tools

By default, the certificate validation flag is enabled (set to true). You can set the ONTAP
storage backend certificate validation flag to false if you need to bypass SAN certificate
checks. This setting is not applicable to vCenter Server certificates.

Before you begin
You need to have maintenance user login credentials.

Steps
1. From the vCenter Server, open a console to ONTAP tools.
2. Log in as the maintenance user.
3. Enter 1 to select Application Configuration menu.

4. Enter 3 to change cert validation flag.
The maintenance console shows the certificate validation flag status and prompts you to change it.
5. Enter'y' to toggle the flag or 'n' to cancel.

When you enable the certificate validation flag (set to true), ONTAP tools checks that all storage backends use
certificates with a Subject Alternative Name (SAN). If any backend uses a certificate without a SAN, you cannot
enable certificate validation. Before enabling this flag, verify that all storage backends use SAN-based
certificates. If you disable the certificate validation flag (set to false), ONTAP tools bypasses certificate
validation for all configured storage backends.



Verify SAN-based certificates for storage backends

To ensure secure communication and proper validation, verify that all storage backends use SAN-based
certificates:

1. Check that the ONTAP management certificate includes a Subject Alternative Name (SAN) entry.
2. Confirm that the SAN entries match the ONTAP management IP address or DNS name, or both.

3. Ensure the details used to onboard ONTAP match the IP address or DNS name in the SAN entry of the
certificate.

Following these steps helps prevent certificate validation issues and ensures that the ONTAP system is
securely integrated.

The following sample certificate shows the decoded information:

HGBUBGK r2]JonWe/kjoKTUnkjwW7feDI747RUuFrthcvTDghBNWL76jihNp1VX7
v0SDWMaVdecTeU1X/1X3gMxiL+tU4p9SbKVpQwbhjM/ziOLNC784EYI0SQ7qVob
6f21mfP0OJHbgs5fLimINFFUL2DQIDAQA80QwW0jBABgNVHREEEOT43hwShsSHAKXsgi9z
dGkyMjAtdnNpbS1zcjAIMWULY20uY2Rs LmdkbC51lbmdsYWjuZKThcPHauY29nt
BgkghkiGO9wQBAQsFAAOCCAQAEEagptz11RN7PLUIU0-SSQEXBsF5/3IHr0+sSIMZDzm
4P24kbxQZbfryy6BitKGF4LeAidOhgyxc3y9iv4zK1x85f1NgiTnVgAe8 KYNoyD6
IEwppDUEOeVNZIZQjrz9Q]jUAAF9ifjg8-+SKriphoXnYYUiMéutvobPMGBCcRBGca
jilibiMMO1K6rD7Ng+7+ydUCAwBQwMDDwdn8+7RIRdKgwgx30DLegcCSILSWFLwbMc
2GBv8VYM839m OKUAKXSDGwWIBZ5nSHQANi 7MU3AES7Nzkv63kGEQI T/ 5Wr1DmOw L
osl4geeeMRigrAbFL6EHMSOMSP0OS521rtTrirjBooB22r0tyDA—-

----END CERTIFICATE----

Certificate Information:

0 Common Name: test.xyz.com

o Subject Alternative Names: P Address: XxXX.XX.XXX.XXX, test.xyz.com
Q Organization: Self-signed-certificate

o Organization Unit:

Q Locality: N/A

@) state: N/A

o Country: XX

0 Valid From: March 8, 2026

@ valid To: March 7, 2028

o Issuer: test.xyz.com, Self-signed-certificate

o Serial Number: 640c2752bd2c972¢5775180070cfdd2120809¢e
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