
Considerations for iSCSI configurations
ONTAP 9
NetApp
March 08, 2024

This PDF was generated from https://docs.netapp.com/us-en/ontap/san-config/iscsi-config-concept.html
on March 08, 2024. Always check docs.netapp.com for the latest.



Table of Contents

Considerations for iSCSI configurations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1

Considerations for iSCSI configurations overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1

Ways to configure iSCSI SAN hosts with single nodes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1

Ways to configure iSCSI SAN hosts with HA pairs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  3

Benefits of using VLANs in iSCSI configurations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5



Considerations for iSCSI configurations

Considerations for iSCSI configurations overview

You should consider several things when setting up your iSCSI configuration.

• You can set up your iSCSI configuration with single nodes or with HA pairs.

Direct connect or the use of Ethernet switches is supported for connectivity. You must create LIFs for both

types of connectivity

• You should configure one management LIF for every storage virtual machine (SVM) supporting SAN.

• Selective LUN mapping (SLM) limits the paths that are being utilized in accessing the LUNs owned by an

HA pair.

This is the default behavior for LUNs created with ONTAP releases.

• HA pairs are defined as the reporting nodes for the Active/Optimized and the Active/Unoptimized paths that

will be used by the host in accessing the LUNs through ALUA.

• It is recommended that all SVMs in ISCSI configurations have a minimum of two LIF’s per node in separate

Ethernet networks for redundancy and MPIO across multiple paths.

• You need to create one or more iSCSI paths from each node in an HA pair, using logical interfaces (LIFs)

to allow access to LUNs that are serviced by the HA pair.

If a node fails, LIFs do not migrate or assume the IP addresses of the failed partner node. Instead, the

MPIO software, using ALUA on the host, is responsible for selecting the appropriate paths for LUN access

through LIFs.

• VLANs offer specific benefits, such as increased security and improved network reliability that you might

want to leverage in iSCSI.

Ways to configure iSCSI SAN hosts with single nodes

You can configure the iSCSI SAN hosts to connect directly to a single node or by using

either one or multiple IP switches. You should determine whether you want a single-

switch configuration that is not completely redundant or a multi-switch configuration that

is completely redundant.

You can configure iSCSI SAN hosts in a direct-attached, single-switch, or multi-switch environment. If there are

multiple hosts connecting to the node, each host can be configured with a different operating system. For

single and multi-network configurations, the node can have multiple iSCSI connections to the switch, but

multipathing software that supports ALUA is required.

If there are multiple paths from the host to the controller, then ALUA must be enabled on the

host.

Direct-attached single-node configurations

In direct-attached configurations, one or more hosts are directly connected to the node.
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Single-network single-node configurations

In single-network single-node configurations, one switch connects a single node to one or more hosts.

Because there is a single switch, this configuration is not fully redundant.

Multi-network single-node configurations

In multi-network single-node configurations, two or more switches connect a single node to one or more hosts.

Because there are multiple switches, this configuration is fully redundant.
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Ways to configure iSCSI SAN hosts with HA pairs

You can configure the iSCSI SAN hosts to connect to dual-node or multi-node

configurations by using either one or multiple IP switches. You should determine whether

you want a single-switch configuration that is not completely redundant or a multi-switch

configuration that is completely redundant.

You can configure iSCSI SAN hosts with single controllers and HA pairs on direct-attached, single-network, or

multi-network environments. HA pairs can have multiple iSCSI connections to each switch, but multipathing

software that supports ALUA is required on each host. If there are multiple hosts, you can configure each host

with a different operating system by checking the NetAppInteroperability Matrix Tool.

NetApp Interoperability Matrix Tool

Direct-attachment

In a direct-attached configuration, one or more hosts are directly connected to the controllers.
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Single-network HA pairs

In single-network HA pair configurations, one switch connects the HA pair to one or more hosts. Because there

is a single switch, this configuration is not fully redundant.

Multi-network HA pairs

In multi-network HA pair configurations, two or more switches connect the HA pair to one or more hosts.

Because there are multiple switches, this configuration is fully redundant.
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Benefits of using VLANs in iSCSI configurations

A VLAN consists of a group of switch ports grouped together into a broadcast domain. A

VLAN can be on a single switch or it can span multiple switch chassis. Static and

dynamic VLANs enable you to increase security, isolate problems, and limit available

paths within your IP network infrastructure.

When you implement VLANs in large IP network infrastructures, you derive the following benefits:

• Increased security.

VLANs enable you to leverage existing infrastructure while still providing enhanced security because they

limit access between different nodes of an Ethernet network or an IP SAN.

• Improved Ethernet network and IP SAN reliability by isolating problems.

• Reduction of problem resolution time by limiting the problem space.

• Reduction of the number of available paths to a particular iSCSI target port.

• Reduction of the maximum number of paths used by a host.

Having too many paths slows reconnect times. If a host does not have a multipathing solution, you can use

VLANs to allow only one path.

Dynamic VLANs

Dynamic VLANs are MAC address-based. You can define a VLAN by specifying the MAC address of the

members you want to include.

Dynamic VLANs provide flexibility and do not require mapping to the physical ports where the device is

physically connected to the switch. You can move a cable from one port to another without reconfiguring the

VLAN.

Static VLANs

Static VLANs are port-based. The switch and switch port are used to define the VLAN and its members.

Static VLANs offer improved security because it is not possible to breach VLANs using media access control

(MAC) spoofing. However, if someone has physical access to the switch, replacing a cable and reconfiguring

the network address can allow access.

In some environments, it is easier to create and manage static VLANs than dynamic VLANs. This is because

static VLANs require only the switch and port identifier to be specified, instead of the 48-bit MAC address. In

addition, you can label switch port ranges with the VLAN identifier.
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