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NFS and SMB file and directory naming
dependencies

Learn about ONTAP NFS and SMB file and directory naming
dependencies

File and directory naming conventions depend on both the network clients’ operating

systems and the file-sharing protocols, in addition to language settings on the ONTAP

cluster and clients.

The operating system and the file-sharing protocols determine the following:

• Characters a file name can use

• Case-sensitivity of a file name

ONTAP supports multi-byte characters in file, directory, and qtree names, depending on the ONTAP release.

Learn about valid characters in different operating systems
for ONTAP NFS SVMs

If you are accessing a file or directory from clients with different operating systems, you

should use characters that are valid in both operating systems.

For example, if you use UNIX to create a file or directory, do not use a colon (:) in the name because the colon

is not allowed in MS-DOS file or directory names. Because restrictions on valid characters vary from one

operating system to another, see the documentation for your client operating system for more information

about prohibited characters.

Learn about case-sensitivity of file and directory names in
an ONTAP NFS multiprotocol environment

File and directory names are case-sensitive for NFS clients and case-insensitive but

case-preserving for SMB clients. You must understand what the implications are in a

multiprotocol environment and the actions you might need to take when specifying the

path while creating SMB shares and when accessing data within the shares.

If an SMB client creates a directory named testdir, both SMB and NFS clients display the file name as

testdir. However, if an SMB user later tries to create a directory name TESTDIR, the name is not allowed

because, to the SMB client, that name currently exists. If an NFS user later creates a directory named

TESTDIR, NFS and SMB clients display the directory name differently, as follows:

• On NFS clients, you see both directory names as they were created, for example testdir and TESTDIR,

because directory names are case-sensitive.

• SMB clients use the 8.3 names to distinguish between the two directories. One directory has the base file

name. Additional directories are assigned an 8.3 file name.

◦ On SMB clients, you see testdir and TESTDI~1.
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◦ ONTAP creates the TESTDI~1 directory name to differentiate the two directories.

In this case, you must use the 8.3 name when specifying a share path while creating or modifying a

share on a storage virtual machine (SVM).

Similarly for files, if an SMB client creates test.txt, both SMB and NFS clients display the file name as

text.txt. However, if an SMB user later tries to create Test.txt, the name is not allowed because, to the

SMB client, that name currently exists. If an NFS user later creates a file named Test.txt, NFS and SMB

clients display the file name differently, as follows:

• On NFS clients, you see both file names as they were created, test.txt and Test.txt, because file

names are case-sensitive.

• SMB clients use the 8.3 names to distinguish between the two files. One file has the base file name.

Additional files are assigned an 8.3 file name.

◦ On SMB clients, you see test.txt and TEST~1.TXT.

◦ ONTAP creates the TEST~1.TXT file name to differentiate the two files.

If a character mapping has been created using the Vserver CIFS character-mapping commands,

a Windows lookup that would normally be case-insensitive can become case-sensitive. This

means that filename lookups will only be case-sensitive if the character mapping has been

created and the filename is using that character mapping.

Learn about creating ONTAP NFS file and directory names

ONTAP creates and maintains two names for files or directories in any directory that has

access from an SMB client: the original long name and a name in 8.3 format.

For file or directory names that exceed the eight character name or the three character extension limit (for

files), ONTAP generates an 8.3-format name as follows:

• It truncates the original file or directory name to six characters, if the name exceeds six characters.

• It appends a tilde (~) and a number, one through five, to file or directory names that are no longer unique

after being truncated.

If it runs out of numbers because there are more than five similar names, it creates a unique name that

bears no relation to the original name.

• In the case of files, it truncates the file name extension to three characters.

For example, if an NFS client creates a file named specifications.html, the 8.3 format file name created

by ONTAP is specif~1.htm. If this name already exists, ONTAP uses a different number at the end of the file

name. For example, if an NFS client then creates another file named specifications_new.html, the 8.3

format of specifications_new.html is specif~2.htm.

Learn about ONTAP NFS handling of multi-byte file,
directory, and qtree names

Beginning with ONTAP 9.5, support for 4-byte UTF-8 encoded names enables the
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creation and display of file, directory, and tree names that include Unicode supplementary

characters outside the Basic Multilingual Plane (BMP). In earlier releases, these

supplementary characters did not display correctly in multiprotocol environments.

To enable support for 4-byte UTF-8 encoded names, a new utf8mb4 language code is available for the

vserver and volume command families.

• You must create a new volume in one of the following ways:

• Setting the volume -language option explicitly:

volume create -language utf8mb4 {…}

• Inheriting the volume -language option from an SVM that has been created with or modified for the

option:

vserver [create|modify] -language utf8mb4 {…}``volume create {…}

• If you are using ONTAP 9.6 and earlier, you cannot modify existing volumes for utf8mb4 support; you must

create a new utf8mb4-ready volume, and then migrate the data using client-based copy tools.

If you are using ONTAP 9.7P1 or later, you can modify existing volumes for utf8mb4 with a support request.

For more information, see Can the volume language be changed after creation in ONTAP?.

+ You can update SVMs for utf8mb4 support, but existing volumes retain their original language codes.

+

LUN names with 4-byte UTF-8 characters are not currently supported.

• Unicode character data is typically represented in Windows file systems applications using the 16-bit

Unicode Transformation Format (UTF-16) and in NFS file systems using the 8-bit Unicode Transformation

Format (UTF-8).

In releases prior to ONTAP 9.5, names including UTF-16 supplementary characters that were created by

Windows clients were correctly displayed to other Windows clients but were not translated correctly to

UTF-8 for NFS clients. Similarly, names with UTF-8 supplementary characters by created NFS clients were

not translated correctly to UTF-16 for Windows clients.

• When you create file names on systems running ONTAP 9.4 or earlier that contain valid or invalid

supplementary characters, ONTAP rejects the file name and returns an invalid file name error.

To avoid this issue, use only BMP characters in file names and avoid using supplementary characters, or

upgrade to ONTAP 9.5 or later.

Unicode characters are allowed in qtree names.

• You can use either the volume qtree command family or System Manager to set or modify qtree names.

• qtree names can include multi-byte characters in Unicode format, such as Japanese and Chinese

characters.

• In releases before ONTAP 9.5, only BMP characters (that is, those that could be represented in 3 bytes)

were supported.
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In releases before ONTAP 9.5, the junction-path of the qtree’s parent volume can contain

qtree and directory names with Unicode characters. The volume show command displays

these names correctly when the parent volume has a UTF-8 language setting. However, if

the parent volume language is not one of the UTF-8 language settings, some parts of the

junction-path are displayed using a numeric NFS alternate name.

• In 9.5 and later releases, 4-byte characters are supported in qtree names, provided that the qtree is in a

volume enabled for utf8mb4.

Configure character mapping for SMB file name translation
on ONTAP NFS volumes

NFS clients can create file names that contain characters that are not valid for SMB

clients and certain Windows applications. You can configure character mapping for file

name translation on volumes to allow SMB clients to access files with NFS names that

would otherwise not be valid.

About this task

When files created by NFS clients are accessed by SMB clients, ONTAP looks at the name of the file. If the

name is not a valid SMB file name (for example, if it has an embedded colon “:” character), ONTAP returns the

8.3 file name that is maintained for each file. However, this causes problems for applications that encode

important information into long file names.

Therefore, if you are sharing a file between clients on different operating systems, you should use characters in

the file names that are valid in both operating systems.

However, if you have NFS clients that create file names containing characters that are not valid file names for

SMB clients, you can define a map that converts the invalid NFS characters into Unicode characters that both

SMB and certain Windows applications accept. For example, this functionality supports the CATIA MCAD and

Mathematica applications as well as other applications that have this requirement.

You can configure character mapping on a volume-by-volume basis.

You must keep the following in mind when configuring character mapping on a volume:

• Character mapping is not applied across junction points.

You must explicitly configure character mapping for each junction volume.

• You must make sure that the Unicode characters that are used to represent invalid or illegal characters are

characters that do not normally appear in file names; otherwise, unwanted mappings occur.

For example, if you try to map a colon (:) to a hyphen (-) but the hyphen (-) was used in the file name

correctly, a Windows client trying to access a file named “a-b” would have its request mapped to the NFS

name of “a:b” (not the desired outcome).

• After applying character mapping, if the mapping still contains an invalid Windows character, ONTAP falls

back to Windows 8.3 file names.

• In FPolicy notifications, NAS audit logs, and security trace messages, the mapped file names are shown.

• When a SnapMirror relation of type DP is created, the source volume’s character mapping is not replicated

on the destination DP volume.
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• Case sensitivity: Because the mapped Windows names turn into NFS names, the lookup of the names

follows NFS semantics. That includes the fact that NFS lookups are case-sensitive. This means that the

applications accessing mapped shares must not rely on Windows case-insensitive behavior. However, the

8.3 name is available, and that is case-insensitive.

• Partial or invalid mappings: After mapping a name to return to clients doing directory enumeration ("dir"),

the resulting Unicode name is checked for Windows validity. If that name still has invalid characters in it, or

if it is otherwise invalid for Windows (e.g. it ends in "." or blank) the 8.3 name is returned instead of the

invalid name.

Step

1. Configure character mapping:

vserver cifs character-mapping create -vserver vserver_name -volume

volume_name -mapping mapping_text, ...

The mapping consists of a list of source-target character pairs separated by “:”. The characters are

Unicode characters entered using hexadecimal digits. For example: 3C:E03C.

The first value of each mapping_text pair that is separated by a colon is the hexadecimal value of the

NFS character you want to translate, and the second value is the Unicode value that SMB uses. The

mapping pairs must be unique (a one-to-one mapping should exist).

◦ Source mapping

The following table shows the permissible Unicode character set for source mapping:

Unicode

character

Printed character Description

0x01-0x19 Not applicable Non-printing control characters

0x5C \ Backslash

0x3A : Colon

0x2A * Asterisk

0x3F ? Question mark

0x22 " Quotation mark

0x3C < Less than

0x3E > Greater than

0x7C | Vertical line

0xB1 ± Plus-minus sign
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◦ Target mapping

You can specify target characters in the “Private Use Area” of Unicode in the following range:

U+E0000…U+F8FF.

Example

The following command creates a character mapping for a volume named “data” on storage virtual machine

(SVM) vs1:

cluster1::> vserver cifs character-mapping create -volume data -mapping

3c:e17c,3e:f17d,2a:f745

cluster1::> vserver cifs character-mapping show

Vserver         Volume Name  Character Mapping

--------------  -----------  ------------------------------------------

vs1             data         3c:e17c, 3e:f17d, 2a:f745

ONTAP NFS commands for managing character mappings
for SMB file name translation

You can manage character mapping by creating, modifying, displaying information about,

or deleting file character mappings used for SMB file name translation on FlexVol

volumes.

If you want to… Use this command…

Create new file character mappings vserver cifs character-mapping create

Display information about file

character mappings
vserver cifs character-mapping show

Modify existing file character

mappings
vserver cifs character-mapping modify

Delete file character mappings vserver cifs character-mapping delete

Learn more about vserver cifs character-mapping in the ONTAP command reference.
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