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Backup policies

SaaS Backup for Microsoft 365 has three predefined tiers of backup policies. These

policy tiers vary in backup frequency and data retention period, depending upon whether

you are using SaaS Backup provided storage or BYOS.

You can move data between the three policies, but you cannot create new policies or change the parameters

of the predefined tiers.

Backup policies for SaaS Backup provided storage

Backup policy Backup frequency Default data retention

period

Tier 1 Once every 12 hours 3 years

Tier 2 Once every 18 hours 3 years

Tier 3 Once every 24 hours 3 years

As an administrator, you can change the data retention period for SaaS Backup provided

storage up to an unlimited period of time. SaaS Backup retains the backup data for the retention

period if the subscription is active.

Backup policies for BYOS

BYOS is for existing customers only.

Backup policy Backup frequency Default data retention

period

Tier 1 Once every 12 hours Unlimited

Tier 2 Once every 18 hours Unlimited

Tier 3 Once every 24 hours Unlimited

Backup settings

You can update your backup settings to control various backup options. Available backup

settings vary based on service.

Backup settings per service
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Backup

setting

Description Enabled Available in…

Auto

Sync

Enables the automatic scheduled synchronization of

newly added or deleted users, OneDrives, or site

collections once every 24 hours.

By default • Microsoft

Exchange

Online

• Microsoft

SharePoint

Online

• Microsoft

OneDrive for

Business

• Microsoft 365

Groups

Enable

OneNote

Backup

Enables the backup of OneNote notebooks. Manually • Microsoft

SharePoint

Online

• Microsoft

OneDrive for

Business

Enable

Restore

of

Recover

able

Items

Enables the user to restore Microsoft Exchange

recoverable items.

Manually • Microsoft

Exchange

Online

Enable

Backup

of

Recover

able

Items

Enables the backup of Microsoft Exchange recoverable

items. Only the tier 1 backup policy allows for the

backup of recoverable items.

Manually • Microsoft

Exchange

Online

Include

Workflow

s

Includes workflows in the backup. Manually • Microsoft

SharePoint

Online

• Microsoft 365

Groups

Include

List

Views

Includes list views in backup. Manually • Microsoft

SharePoint

Online

• Microsoft 365

Groups
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Backup

setting

Description Enabled Available in…

Include

Version

History

Enables maintenance of multiple file versions in the

backup.

This setting only applies to individual

files. It does not apply to entire folders,

tiers, or services.

By default • Microsoft

SharePoint

Online

• Microsoft

OneDrive for

Business

• Microsoft 365

Groups

Number

of

Versions

Sets the number of backup file versions to maintain.

By default, the latest version is automatically backed

up, even if this setting is not enabled.

Set to 20 by default • Microsoft

SharePoint

Online

• Microsoft

OneDrive for

Business

• Microsoft 365

Groups

Update backup settings

Steps

1. Click Services from the left navigation pane.

2. Click Microsoft 365.

3.
Under Manage Services, click the backup settings icon  next to the service that you need to update.

A list of your backup settings available for the selected service is displayed.

4. Select the desired backup settings.

5. Click Confirm.

Set notifications

You can add users to account notifications and then select the specific notifications you

want each user to receive. For example, you can select to have a user receive an email

notification each time there is a restore failure.

Steps

1. Click ACCOUNT SETTINGS.
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2. Click NOTIFICATION MANAGEMENT.

3. Enter the email address of the account you want to receive notifications.

4. Click Add Notifications.

The user is added under the list of accounts for notifications.

5. Select the specific notifications you want the user to receive.

6. Click Save.

Permissions

Add additional service accounts

If needed, you can add additional service accounts to improve backup performance.

Service accounts are used to perform concurrent backups efficiently.

Steps

1. Log in to the Microsoft 365 Management Portal using an account with administrative privileges.

2. Click on the app launcher icon and then click Admin.

3. On the left, click Users and then Active Users.

4. Click Add a User to create a new account.

5. Fill in the form following the instructions below.

◦ Use Let me create the password.

◦ Deselect Make this user change their password when they first sign in option.

◦ Select the role Customized Administrator.

◦ Select Exchange administrator and SharePoint administrator.

◦ Select Create user without product License.

6. For Exchange backups to run with newly created service accounts, assign the Exchange impersonation

rights to these newly created service accounts.

Configuring impersonations

SaaS backup automatically assigns the permissions on OneDrive and SharePoint sites, so you

don’t need to assign them.

You can enable multi-factor authorization (MFA) on this account.

Synchronize user permissions with Azure Active Directory

You can manually synchronize your user permissions with Azure Active Directory from

within SaaS Backup for Microsoft 365.

Steps

1.
Click  from the left navigation pane.

2. Click the Microsoft 365 link.
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3. Click Rediscover Permissions.

If permissions for a services are discovered, the service is displayed with the option to active.

Grant permissions to enable shared mailboxes

You can grant permissions to enable shared mailboxes within NetApp SaaS Backup for

Microsoft 365.

Steps

1.
Click  from the left navigation pane.

2. Click the Microsoft 365 link.

3. Click Grant Consent.

You are redirected to the Azure authorization page for authentication.

4. Select your tenant account.

5. Accept the permissions.

Your shared mailboxes will be discovered during the next scheduled Auto Sync or you can perform a

Sync Now. If you Sync Now, it will take a few minutes for your shared mailboxes to be discovered.

6. To access shared mailboxes after an Auto Sync or a Sync Now do the following:

a.
Click  from the left navigation pane.

b. Click Microsoft Exchange Online.

c. Click the number of unprotected mailboxes.

d. Click the Shared tab.

Role-based account access

Assign administrative roles to user accounts

You can assign administrative roles to user accounts to grant administrative privileges to

selected users for one or more services.
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You can assign the following roles to users:

• Global Tenant: Grants administrative privileges to all services, storage target, and license updates

(renewal/upgrade).

• Exchange Administrator: Grants administrative privileges to Microsoft Exchange Online only. Other

services cannot be viewed or modified.

• OneDrive Administrator: Grants administrative privileges to Microsoft OneDrive for Business only. Other

services cannot be viewed or modified.

• SharePoint Administrator: Grants administrative privileges to Microsoft SharePoint Online only. Other

services cannot be viewed or modified.

Steps

1.
Click the settings icon  next to your user ID in the top left of the screen.

2. Click ACCOUNT SETTINGS.

3. Click ROLE MANAGEMENT.

4.
Click the  icon.

5. Enter the email address for the user you want to add.

6. Click the drop-down menu to select the role.

You can assign one or more roles to a user.

7. Click Confirm.

Update administrative roles assigned to user accounts

If an update is made to a user’s administrative roles, the user is automatically logged out

of SaaS Backup for Microsoft 365. When the user logs back in, administrative role

updates are reflected in the user’s account.

Steps

1.
Click the settings icon  next to your user ID in the top left of the screen.

2. Click ACCOUNT SETTINGS.

3. Click ROLE MANAGEMENT.

4. Click Update User next to the user name that you want to update.

5. Click the drop-down menu to select the role.

You can assign one or more roles to a user.

6. Click Confirm.

Delete all administrative roles from a user account

If all administrative roles are deleted from a user’s account, the user is automatically

logged out of SaaS Backup for Microsoft 365.

Steps

1.
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Click the settings icon  next to your user ID in the top left of the screen.

2. Click ACCOUNT SETTINGS.

3. Click ROLE MANAGEMENT.

4. Click Delete User next to the user name that you want to remove.

5. Click Yes.
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