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Configuring data backups

After you install the required software components, follow these steps to complete the configuration:

1. Configure a dedicated database user and the SAP HANA userstore.

. Prepare SnapVault replication on all storage controllers.
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3. Create volumes at secondary storage controller.

4. Initialize the SnapVault relationships for database volumes.
5

. Configure Snap Creator.

Configuring the backup user and hdbuserstore

You should configure a dedicated database user within the HANA database to run the
backup operations with Snap Creator. In a second step, you should configure a SAP
HANA userstore key for this backup user. This userstore key is used within the
configuration of the Snap Creator SAP HANA plug-in.

The backup user must have the following privileges:

+ BACKUP ADMIN
» CATALOG READ
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1. At the administration host, the host where Snap Creator got installed, a userstore key is configured for all
database hosts that belong to the SAP HANA database. The userstore key is configured with the OS root
user: hdbuserstore set keyhost 3[instance]15 userpassword



2. Configure a key for all four database nodes.

mgmtsrv0l:/usr/sap/hdbclient32 # ./hdbuserstore set SCADMINOS
cishanar08:34215 SCADMIN Password
mgmtsrv0l:/usr/sap/hdbclient32 # ./hdbuserstore set SCADMINO9
cishanar09:34215 SCADMIN Password
mgmtsrv0l:/usr/sap/hdbclient32 # ./hdbuserstore set SCADMIN1O
cishanarl10:34215 SCADMIN password
mgmtsrv0l:/usr/sap/hdbclient32 # ./hdbuserstore set SCADMINI1
cishanarl1:34215 SCADMIN Password
mgmtsrv0l:/usr/sap/hdbclient32 # ./hdbuserstore LIST

DATA FILE : /root/.hdb/mgmtsrv01l/SSFS HDB.DAT

KEY SCADMINOS8
ENV : cishanar08:34215
USER: SCADMIN
KEY SCADMINO09
ENV : cishanar09:34215
USER: SCADMIN
KEY SCADMIN10
ENV : cishanarl10:34215
USER: SCADMIN
KEY SCADMINI11
ENV : cishanarl1:34215
USER: SCADMIN
mgmtsrv0l:/usr/sap/hdbclient3?2

Configuring SnapVault relationships

When you configure SnapVault relationships, the primary storage controllers must have a
valid SnapRestore and SnapVault license installed. The secondary storage must have a
valid SnapVault license installed.

1. Enable SnapVault and NDMP on the primary and the secondary storage controllers.



hanala> options snapvault.enable on
hanala> ndmp on

hanala>

hanalb> options snapvault.enable on
hanalb> ndmpd on

hanalb

hana?b> options snapvault.enable on
hana2b> ndmpd on

hanaz2b>

2. On all primary storage controllers, configure the access to the secondary storage controller.

hanala> options snapvault.access host=hanaZ2b
hanala>
hanalb> options snapvault.access host=hana2b
hanalb>

Using a dedicated network for replication traffic is recommended. In such cases, the host
(D name of this interface at the secondary storage controller needs to be configured. Instead of
hana2b, the host name could be hana2b-rep.

3. On the secondary storage controller, configure the access for all primary storage controllers.

hana2b> options snapvault.access host=hanala,hanalb
hana2b>

Using a dedicated network for replication traffic is recommended. In such cases, the host
(D name of this interface at the primary storage controllers needs to be configured. Instead of
hana1b and hana1la the host name could be hanala-rep and hana1b-rep.

Starting the SnapVault relationships

You need to start the SnapVault relationship with Data ONTAP operating in 7-Mode and
clustered Data ONTAP.

Starting the SnapVault relationships with Data ONTAP operating in 7-Mode

You can start a SnapVault relationship with commands executed on the secondary
storage system.

1. For storage systems running Data ONTAP operating in 7-Mode, you start the SnapVault relationships by
running the following command:



hana2b> snapvault start -S hanala:/vol/data 00001/mnt00001
/vol/backup data 00001/mnt00001

Snapvault configuration for the gtree has been set.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.
hanaz2b>

hana2b> snapvault start -S hanala:/vol/data 00003/mnt00003
/vol/backup data 00003/mnt00003

Snapvault configuration for the gtree has been set.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.
hanaz2b>

hana2b> snapvault start -S hanalb:/vol/data 00002/mnt00002
/vol/backup data 00002/mnt00002

Snapvault configuration for the gtree has been set.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.
hanaz2b>

It is recommended that you use a dedicated network for replication traffic. In that case,
@ configure the host name of this interface at the primary storage controllers. Instead of
hana1b and hana1a, the host name could be hanala-rep and hana1b-rep.

Starting the SnapVault relationships with clustered Data ONTAP
You need to define a SnapMirror policy before you start a SnapVault relationship.

1. For storage systems running clustered Data ONTAP, you start the SnapVault relationships by running the
following command.



hana::> snapmirror policy create -vserver hana2Z2b -policy SV _HANA
hana::> snapmirror policy add-rule -vserver hana2b -policy SV HANA
—-snapmirror-label daily -keep 20

hana::> snapmirror policy add-rule -vserver hana2b -policy SV_HANA
-snapmirror-label hourly -keep 10

hana::> snapmirror policy show -vserver hana2b -policy SV _HANA

Vserver: hana2b
SnapMirror Policy Name: SV _HANA
Policy Owner: vserver-admin
Tries Limit: 8
Transfer Priority: normal
Ignore accesstime Enabled: false
Transfer Restartability: always
Comment: -
Total Number of Rules: 2
Total Keep: 8
Rules: Snapmirror-label Keep Preserve Warn
daily 20 false
hourly 10 false 0

The policy must contain rules for all retention classes (labels) that are used in the Snap Creator
configuration. The above commands show how to create a dedicated SnapMirror policy SV_HANA

2. To create and start the SnapVault relationship on the cluster console of the backup cluster, run the
following commands.

hana::> snapmirror create -source-path hanala:hana data -destination
-path

hana2b:backup hana data -type XDP —-policy SV _HANA

Operation succeeded: snapmirror create the relationship with destination
hana2b:backup hana data.

hana::> snapmirror initialize -destination-path hanaZb:backup hana data
—-type XDP

Configuring the Snap Creator Framework and SAP HANA
database backup

You must configure the Snap Creator Framework and the SAP HANA database backup.

1. Connect to the Snap Creator graphical user interface (GUI): https://host:8443/ui/.


https://host:8443/ui/

2. Log in using the user name and password that were configured during the installation. Click Sign in.

3. Enter a profile name and click OK.

For example, “ANA” is the SID of the database.

4. Enter the configuration name, and click Next.




P Configuration b1

Configuration

Enter Configuration name and select required options.

Config. Mame: ANa,_database_baciup|

W Password Encryption

5. Select Application plug-in as the plug-in type, and click Next.

# Configuration

Plug-in Type

Please select plug-in type.

@ Application plug-in
) Virtualzation plug-in
©) Community plug-in

) None

6. Select SAP HANA as the application plug-in, and click Next.



# Configuration

Application Plug-ins

Please select the Application plug-in to be configured.

@ SAP HANA
Sybase ASE
SnapManager for Microsoft SQL
DB2
MaxDB
SnapManager for Microsoft Exchange
IBM Domino
MySQL

Oracle

7. Enter the following configuration details:

a.

Select Yes from the drop-down menu to use the configuration with a multitenant database. For a single
container database select No.

. If Multitenant Database Container is set to No, you must provide the database SID.

. If Multitenant Database Container is set to Yes, you must add the hdbuserstore keys for each SAP

HANA node.

. Add the name of the tenant database.

. Add the HANA nodes on which the hdbsql statement must be executed.
. Enter the HANA node instance number.

. Provide the path to the hdbsql executable file.

. Add the OSDB user.

. Select Yes from the drop-down list to Enable LOG Cleanup.

NOTE:

* Parameter HANA SID is available only if the value for parameter HANA MULTITENANT DATABASE
issettoN

= For multitenant database containers (MDC) with a “Single Tenant” resource type, the SAP HANA
Snapshot copies work with UserStore Key based authentication. If the
HANA MULTITENANT DATABASE parameter is setto Y, then the HANA USERSTORE KEYS
parameter must be set to the appropriate value.

= Similar to non-multitenant database containers, the file-based backup and integrity check feature is
supported



j. Click Next.

Mulitenant Database Container (MDC) - Single Tenant: Mo w
Sb: Has
habusersiore Keys

Tenant Database MName:

Modes! 1023522068

Uzsamams; SYSTEM

pﬂsm- LR wwe
Instanc e number: &5

Path to hdbsgl fusrisapHESHDBSS exehdbsgl

QS0B User

Enable LOG Cleanup: es ]

8. Enable the File-Based Backup operation:
a. Set the File-Backup Location.
b. Specify the file-backup prefix.
c. Select the Enable File-Backup checkbox.
d. Click Next.



o Configuration x I
File-Based Backup Configuration Detaile |
Provide File-Based Dackup Details

Fiie-Bac hup Location
Fie B hup prefis

Enabile Fie-Bashup

Back Mext Cancel

9. Enable the Database Integrity Check operation:

a. Set the temporary File-Backup location.
b. Select the Enable DB Integrity Check checkbox.
c. Click Next.
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| # Configuration

integrity Check Configuration Detnils

Provide Integrity Check Details

Temporary Fie-Backuep Loc ation;

Enabls DB Integrity Check

10. Enter the details for the agent configuration parameter, and click Next.

Agent Configuration

Enter agent configuration details

PONS: localhost]
Port 9090
Teneout (secs) 300

Test sgend connection

11. Enter the storage connection settings, and click Next.
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Storage Connection Setlings

Please Provide Stiorage Connection Settings

Use OnCommand Proxy. [

Transport HTTPS] v

Cortrofar NV earver Port 443

12. Enter the storage login credentials, and click Next.

Controller Veerver Credentials

Add one or more Controller VWserver credentials to the configuration.

= Controller /Vserver Login Credentials
D add | [ e B Dsete

Controlar vV seryer [P or Name Uizer namafassword Viokumes

Cortrolervserver IP or hanata
Marr:
Cordrofer/vserer Liser root
Controlisr A\ saryer ERsESEREED
Password
B e

13. Select the data volumes that are stored on this storage controller, and click Save.
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U Conteoler/Voorvervolmes.. N
1= cata_DOOOL
SLESASAP cata_ 00003
SLES4SAR K3074
crhanar(s_3080
chanar(s 30807
cehanard3 PTF
chhanw(8 SLES4SAP
crhans(9
crhanarDd 3080
cuhanx(09_PTF
cehanarD9_SLESASAP
cahanar 10
chanar 1013020
cishanar 10_PTF o
ciihanar 10_SLES4SAp -
cehana 1]
chana11_3080
cxhanw 1l _PTF
cehana 11_SLESASaP
log_00002
kg 00004
oEmaster
opmnaster 30807
cemaiter PTE_S745
oomaster PTF_S819
saped
titpboot
vodd

14. Click Add to add another storage controller.

Controller Wserver Cradentials

Add one or more Controller/Vserver credentials (o the configuration.

E Controller /¥server Login Credentials

Daga | [ em &l Delete
Controller fVaerver IP or Nams Liser namePassvword Wolumes

data_000N
hanate roopfee data_00003

15. Enter the storage login credentials, and click Next.
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Controller Wserver Credentials

Add one or more Controller/Veerver credentials to the configuration.

[ Controller/¥server Login Credentials
Qam | [iew Boeets
Controlerivserver IF or Nams Liger name/Password Volumes

hanaia

Cortrofler/v'server IP or haraib
e

Cortroler vV zerver Liter; root

Cortrolles/Vsarver sssmEREREw
Password

16. Select the data volumes that are stored on the second storage controller that you created, and click Save.

.
D ey e

data_D0004 data_ 00002
log_00001
log_00003
| zapeve

wolld

o

.

Ll S

17. The Controller/Vserver Credentials window displays the storage controllers and volumes that you added.
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Click Next.

Controller Wserver Credentials

Add one or more Controller/Weerver credentials to the configuration.

= Controller/¥server Login Credentials
& 2 | lear

Controler v server IF or Nams Usar namefassword Viohames

data 0001

LT -
hanat s e data_00003
hanalb rooLree data_00002

18. Enter the Snapshot policy and retention configuration.

i Dieintes

The retention of three daily and eight hourly Snapshot copies is just an example and could be configured

differently depending on the customer requirements.

Select Timestamp as the naming convention. The use of the naming convention Recent is
not supported with the SAP HANA plug-in, because the timestamp of the Snapshot copy is

also used for the SAP HANA backup catalog entries.

# Confliguration

Snapshot Detalls

Prowide Snapshot copy related information.

Snapshot copy Mame: Backup-ANA
Snapshot copy Labet
Policy Type & Usa Polcy © Use Polcy Object
Snapshot copy Policies
Enable Policy Policy Masme Retention
~ hourty “12
4] daly "3
r weekly 0
r rrsratindy 1]
Prevart Snapshol copy Delstiors Mo ~
Policy Retention Age
Naming Convention " Recent & Timestamp
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19. No changes required. Click Next.

-

Snapshot Details Continued

Prowvide Snapshot copy related information.

Consistency Group: r

Congistency Timeout MEDILM w
SrapDrive Discoveny: o v
Consistency Group WAFL Sync: No w
Snapchot copy Delste by age only. N -
Snapshol copy Dependency ignore: | No w
Restore Auto Detect No b
igreore Applcation Errors: Mo -
Snapshot Copy Disshie: Mo v

20. Select SnapVault, and configure the SnapVault retention policies and the SnapVault wait time.

» Configuration »

Data Prolection

Configure Snaphirror, SnapVault or both

Data Transfer T Snapdror ¥ SnapVault
SnapVault Policies -
Enabile Policy Pokcy Name Retention
~ hourly "10
W iy r?‘:'
r weekly o
D monthiy G

SrapVaull Retertion Age:

Snapheull wad time: 0

21. Click Add.
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Data Protection Volumes

Add SnapMirror and SnapVaul Volumes,

[J pata Protection Yolumes

Qagd | [ ew @ Delete
Cortrolier/vserver IP or Nam  Snaphlirror Yolumes SnapVaull Volumes
&

22. Select a source storage controller from the list, and click Next.

Data Protection Volumes
Add SnapMirror and SnapVaull Volumes.

Qad | jEm ot

ControBér/vesrver IP or Nam | Snaphrmor Violumes SnapVaul Violumes
-]

Controler/Vserver  hanata| w
IP o Mame:

23. Select all the volumes that are stored on the source storage controller, and click Save.
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{J pata Protection Volume Sclection

Valumes Snapktrro
data_00001
clata_ D000
-
i
Snapault
daty 00001
data_00003
g
-

24. Click Add, and select the second source storage controller from the list, and then click Next.

Fa Configuration

Data Protection Wolumes

Add SnapMirror and SnapVault Volumes,

(J Data Protection Volumes

i 2na | [lEa & painte
ConfrolerfvVeanser P or Nam | Snspiirmor Violumes Snapall Volumas
e
data_00001
m‘rﬂ Al DR
E Select a Controller/Vserver 3
Controllar i sarver | hanatb (=

P or Nams

§ Ned

25. Select all the volumes that are stored on the second source storage controller, and click Save.
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[ Datas Protection Yohsme Selection

Voiluemees Snapki o
data_00002
oy
A
SnapVaull
data 00002
=
=]

26. The Data Protection Volumes window displays all the volumes that should be protected in the configuration
that you created. Click Next.

# Configuration

Data Protection Yolumes

Add SnapMirror and SnapVaull Volumes,

{J Data Protection Yolumes

O aad | [Tt S Delete
Controller fYserver IF or Mam  Snaphleror Volumes SnapVaul Volumes
(-]
data_00001
R data_00003
hetaruty 1 b data 00002

27. Enter the credentials for the target storage controllers, and click Next. In this example, the “root” user
credentials are used to access the storage system. Typically, a dedicated backup user is configured on the
storage system and is then used with Snap Creator.
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# Configuraticn

[Data protection relstionships

SnapMirror and SnapVault relationships

Verified all Snaphirror relationships
Verifed ol SnapVaull relationshins
= hanazb
Cortrollerserver User. | rool

Controller A server - |vl-i---1
Password:

28. Click Next.

DFMOnCommand Settings
Erter OnComimand credentials and other details and settings.

Useér
Passwiord

TrisrvEpont
Part

29. Click Finish to complete the configuration.
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# Configuration

Summary

Configuration Mames. ANA _databass backup
MNumber of Controlers\senvers added 2
Cortroller Vearser Name: hahala
Cortroller /v server User; rool

Cordroller A'server Password, e
ControllerVserver Name: hanalb
Corgrollerserver User, rool
Cortroller V' gerver Password "

Data protection Destination Controller s/ eervers added
Cordroller v'server Name: hanalb
Controller\'server User rool
Corgroller'sarver Password ****

Global Controler V' erver credentials: No
Pazsword Profection: Yes

Viohumes:
hanaladata 00001 data_ 00003,
i b clata_00D02,

Snapshol Copy Name: Backup-ANS,
Snapshol Copy Policy Name Convention: Timastamg

lgnore Appbcation Errer: No
SnapVaull Updale: Yes
Snap'yaull VWait Time 10
Snapault Volumes:
Corgroller/vserver, hanala
ol

cota_00001

data 00003
Controliér’v'saryer. hanalb
Wiolurmees:

s

|»

| of

30. Click the SnapVault settings tab.

Finish

Cancel

31. Select Yes from the drop-down list of the SnapVault Restore Wait option, and click Save.
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# Maragemard = OhersandRides = 0 Osta = ) Poley = [ Repordz = i Help »

Configurations = Bachgs = JobMordor | Logs ©

| Profiles and Configur ations # | Configuration Content 1 HANA_ prolile_ANA > ANA_database backup
Bt 2 Retrezh , =
| i P kil @ actions = | & Feiond | g Save
4 | HANA profie_ANA
General | Conrechion | Viomes | Snapshol seltings | Snaphlrros seftings m Clode 5
o ANA_dalabase DR
» ANA_dstsbase_backup
4 ANA_mon_daisbase_tes DR SnapVault Policies
Enabls Podey Pobcy Harts Fostantion
o oy 10
o iy 5
wreakly (1]
Frorhly o
Prevvenl Snapahol copy Deleton [ w
Snapaul Reterbon Age:
Sniapy'ait winl time 10

Mas Trangfer
Snap el Snoncahel copry 125 W

SnapVaul Resiorne Wnt e ."'

It is recommended that you use a dedicated network for replication traffic. If you decide to do so, you
should include this interface in the Snap Creator configuration file as a secondary interface.

You can also configure dedicated management interfaces so that Snap Creator can access the source or

the target storage system by using a network interface that is not bound to the storage controller’s host
name.

mgmtsrv0l:/opt/NetApp/Snap Creator Framework 411/scServer4.l.lc/engine/c
onfigs/HANA profile ANA
# vi ANA database backup.conf

FHH A R R
#HEHHHHF A AR AR S

# Connection Options #
FHH A S A R R
#HEHHHHF A AR S

PORT=443

SECONDARY INTERFACES=hanala:hanala-rep/hana2b;hanalb:hanalb-rep/hana2b
MANAGEMENT INTERFACES=hana2b:hanaZb-mgmt
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