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Restoring and recovering SAP HANA databases

You use SAP HANA Studio and Snap Creator to restore and recover SAP HANA
databases.

1. Within SAP HANA Studio:
a. Select Recover for the SAP HANA system.
b. SAP HANA system is shut down.

Select the recovery type.

Provide log backup locations.

List of data backups is shown

-~ © o o

Select backup to see the external backup ID.
2. For a storage system running clustered Data ONTAP only:
a. Only required if any other backup than the latest has been used for the restore.
b. Only required for “Volume SnapRestore” from primary storage.
c. Deactivate SnapVault relationships
3. Within Snap Creator:
a. Select “Restore” for the SAP HANA system.

b. Select restore from primary or secondary storage, depending on the availability of the backup at the
primary storage.

c. Select storage controller, volume name, and Snapshot copy name. Snapshot copy name correlates
with the backup ID earlier.

d. For multinode SAP HANA systems, multiple volumes need to be restored:
i. Choose Add more restore items.
i. Select storage controller, volume name, and Snapshot copy name.
iii. Repeat this process for all required volumes.

e. For multitenant database containers (MDC) single tenant database systems, both the SYSTEM and
TENANT databases are restored.

f. Restore process is started
g. Restore finished for all volumes.
4. At the database nodes, unmount and mount all data volumes to clean "Stale NFS Handles."
5. Within SAP HANA Studio:
. Select Refresh on backup list.

a
b. Select available backup for recovery (green item).

o

Start recovery process.

d. For multitenant database containers (MDC) single tenant database systems, start the recovery process
first for the SYSTEM database, and then for the TENANT database.

e. The SAP HANA system is started.

6. (Optional) Resume SnapVault relationships for all restored volumes.



@ At the storage systems, this step is only required if a backup other than the latest one has
been used for the restore.

Restoring and recovering databases from primary storage

You can restore and recover the database from the primary storage.
CD You cannot restore file-based backup copies from Snap Creator.

1. Within SAP HANA Studio, select Recover for the SAP HANA system.
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The SAP HANA system shuts down.

2. Select the recovery type and click Next.



Recovery of System ANA (on pishanar08)

Specify Recovery Type

Select a recoven type

@ Raecover the database to its most rnclﬂtitl_ttﬂ

) Recover the database to the following point in ime -

) Recover Database to a Speciic Data Hukup“

Advanced >> |

@ Mext > | Cancel

3. Provide the log backup locations and click Next.



Recovery of System ANA (an cizshanar0s) b
Locate Log Backups

Specity location(s) of log backup fles to be used to recover the database

(D Even if no log backups were created. a location is still needed to read data that will be used for recoveny
Recovery of Log Backups

if the log backups were wiitten to the file system and subsequently moved. you need to speciy their curment

location If you do not specify an alternative location for the log backups, the systemn uses the location where
the log backups were first saved. The directory specified will be searched recursively

Locations | ]

 Remove .NI_'

| Remove

@

| =< Back Mext > Cancel

The list of available backups you see is based on the content of the backup catalog.

4. Select the required backup and record the external backup ID.



Select Backup
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5. Deactivate the SnapVault relationship.

CD This step is only required with clustered Data ONTAP.

If you need to restore a Snapshot copy that is older than the Snapshot copy currently used as the base

Snapshot copy for SnapVault, you must first deactivate the SnapVault relationship in clustered Data
ONTAP. To do that, execute the following commands on the backup cluster console:

hana::> snapmirror quiesce -destination-path hana2b:backup hana data
Operation succeeded: snapmirror quiesce for destination
hana2b:backup hana data.

hana::> snapmirror delete -destination-path hana2b:backup hana data

Operation succeeded: snapmirror delete the relationship with destination

hana2b:backup hana data.

hana::> snapmirror release -destination-path hana2b:backup hana data
[Job 6551] Job succeeded: SnapMirror Release Succeeded

6. In the Snap Creator GUI, select the SAP HANA system, then select Actions > Restore.
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The Welcome to the Snap Creator Framework Restore Wizard screen appears.

7. Click Next.
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. Select Primary and click Next.
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9. Select restore from primary storage.

10. Select the storage controller, the volume name, and the Snapshot name.

The Snapshot name correlates with the backup ID that has been selected within SAP HANA Studio.
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11. Click Finish.
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12. Click Yes to add more restore items.
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13. Select the storage controller, the additional volume name, and the Snapshot name.

The Snapshot name correlates with the backup ID that has been selected within SAP HANA Studio.
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14. Repeat steps 10 through 13 until all required volumes are added; in our example, data_00001,
data_00002, and data_00003 need to be selected for the restore process.

15. When all volumes are selected, click OK to start the restore process.
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The restore process is started.
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Wait until the restore process is finished.
16. On each database node, remount all data volumes to clean Stale NFS Handles.

In the example, all three volumes need to be remounted at each database node.

mount -o remount /hana/data/ANA/mnt00001
mount -o remount /hana/data/ANA/mnt00002
mount -o remount /hana/data/ANA/mnt00003

17. Go to SAP HANA Studio and click Refresh to update the list of available backups.
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The backup that has been restored with Snap Creator is shown with a green icon in the list of backups.

Select the backup and click Next.

] Recavery sf System AMA (sn cishanaid) ®
Sluet Backup
Sebrct & backup o recom the SAP MANA dalabase

Salected Fointin Time
Datatane will bie pecovind te A5 most ecent tabe
Bsshups
The eveniirs shows backups that were reconded n the badhkup cataleq as sutcesuful The hackap at the top i eshmated 1o have the shofes! recovery fema
Start Tima Lecaton Backup Prafis L
20140320 08 I3 47 |_ Mhans'darariis SHAPSHOT [:]
D030 00T | MmenatdataiAna, SHAPSHOT | O
CXN40AG I RAT [ Mana'datasidia }!HI.PSHQI |'D
20080319 22 1 47 Mana‘dataradis, SHAPSHOT |0
20140015 21 47 [mm |IHI\.P'I1-II'I |ﬂ
20140319 20 39 47 Mana'dstaiinis SMAFSHOT | =)
[Pt‘l’lﬂh} Shirw Bilare
Details of Selected Mam
S1ant Tiene B0 4-00-20 0229 &7 Destngben Type SMNAPSHOT
Size 47808 Backup I TSR0 Estemal Dackup D Backup-ANA-hourly 0140330103343
Backup Hamd Mans'dara AMASHAFSHOT

Amginatve Locasen ™

s < Back fst> | Cancal

11



19. Select other settings as required and click Next.
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20. Click Finish.
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21. After recovery is finished, resume the SnapVault relationships, if required.
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Restoring and recovering databases from secondary
storage

You can restore and recover the database from the secondary storage.

1. Within SAP HANA Studio, select Recover for the SAP HANA system.
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The SAP HANA system will be shut down.

2. Select the recovery type and click Next.
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Recovery of System ANA (en cishanardl)

Specity Recovery Type
Select a recovery type

() Recover the database to the following point in time *

' Recover Database to a Speciic Data Bukupu

| Advanced >>

@ | Hext> - Cancel

3. Provide log backup locations and click Next.
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Recovery of System ANA (on cishanar08)

Locate Log Backups

Specity location{s) of log backup files to be used to recover the database

(D) Even ifno log backups were created. a location is still needed to read data that will be used for recovery
Recovery of Log Backups

If the log backups ware written to the file system and subsequently moved. you need to speciy their current

locatien. if you do not speciy an altmative location for the fog backups. the system uses the location whire
the log backups were first saved The directory specified will be searched recursively

Locations [

fust/sap/ANAMHDBAZ backupieg ﬁnmm Al

@

< Back _' Cancel

The list of available backups appear based on the content of the backup catalog.

4. Select the required backup and write down external backup ID.
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5. Go to the Snap Creator GUI.
6. Select the SAP HANA system, and then click Actions > Restore.
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9. Enter the required information. The Snapshot name correlates with the backup ID that has been selected in
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SAP HANA Studio.
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10. Select Finish.
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11. Click Yes to add more items to restore.
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12. Provide the required information for all volumes that need to be restored. In the setup data_00001,

data_00002, and data_00003 need to be selected for the restore process.
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13. When all volumes are selected, select OK to start the restore process.

Wait until the restore process is finished.
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14. On each database node remount all data volumes to clean “Stale NFS Handles.”

In the example, all three volumes need to be remounted at each database node.

mount -o remount /hana/data/ANA/mnt00001
mount -o remount /hana/data/ANA/mnt00002
mount -o remount /hana/data/ANA/mnt00003

15. Go to SAP HANA Studio and click Refresh to update the backup list.
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16. The backup that has been restored with Snap Creator is shown with a green icon in the list of backups.
Select the backup and click Next.

17. Select other settings as required and click Next.

22



Hecavwely ol Symiam ANA (ph coanamanil

| Other Setings
Ergure that the snagthot in swaifable o the SAP HANA gystem

Check Availatisty of Log Backups

Yo £an have the syshem check whsthad ol reguired log bachops s e B g of thee iecovery process IFiog backups iee miasing. thiy will b
frted dnd e recovery PEOCESS will Slop befois By dota i3 changed If you Shooss not 1o parkem they chack new, il wall uti Be pasformad but 1ater i the process
Then ey’ Teault o 8 wgnéboant koun o tiree If L Complate reC ovary MuSt be tepasted dus b mising log backups

Chack the avaltabitty of log backups sterwd i the relevant locaten(t)

W Fila Systam

] Thard-Paty Backup Tool (Backing

inihaleze Log Anes
I you da not wart Lo recover 16 entmes pesidmg i the 1og sea Select us sphon Afts the isCoweny the bog et will be deleted Bom the g ared
O hnu:rug.iun‘

Instal Mew Licanse Kay

P yeu pecowet thie database fhom 3 difeerd system. e ol RCerse by Wil RO langed Be valid
ey can

« Select & rw NCROSE by TH NEEES now

= Inuted B P DCeREa hry MANUME SRl e SA2aDASe Nat Daen recovered

T il Mew License Key
|

@ T | Concu

18. Click Finish.

Recavery of Sysiem ANA (on cishanardl)
Il:m"lumlrlihp
Fanddew thi tecovery settings and chooss Finish' (o stan the recovedy vou can moddy the recovery sefngs by chiszing Back’

System Infarmation
System ANA
Higst Crihanag
Varsian 1 0070 386110
Recowery Definition
Hacovery Type Snapehot (Foint-in-Teme Recovery (Unkl New))
Baciup 0 TIESLB004T N
Backup Stan Tims 2014-04-00 11 0004 (Faclic Standard Tiena)
Lag Backup Location funieap/ANAMDEL 2D ackupiog
iitiahe Log Area Mg

Check Samitabimy of Log Backups: s

Cenfiguration File Handling
& ATTEMNTION

Fyou want T reCovel CUTamen TpECRc Conbguration Changes. you may need 1o make e changet manuaty in e target system

[Fy0u are parforming a recovany to 8 diflerent sysiem

Hote That the tasgst Tyetern and the sousce syslem mutt howe the same Configuration In paricular the number of database Senioes wilh thaar
o parsastency must be Te $ame in bOth systems

Iore Informatien SAP HANA Administration Guids

23



The recovery process begins.

Recovery of Sisterm ANA [on ciahnnardd)

Recovery Progrem Information
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* Recovery of host ‘tishanan 0’ pending
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19. After the recovery process is finished, resume the SnapVault Relationships, if required.

-1 Recovery of Systern ANA jon cimbanandd) o
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Resuming a SnapVault relationship after a restore

Any restore that is not done using the latest Snapshot backup will delete the SnapVault
relationship at the primary storage systems.
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After the restore and recovery process is finished, the SnapVault relationship has to be resumed so that
backups can be executed again with Snap Creator. Otherwise, Snap Creator will issue an error message,
because it can’t find the SnapVault relationship anymore at the primary storage systems.

The data transfer that is required will be based on a delta transfer, if there is still a common Snapshot copy
between the source volume and the destination volume.

Resuming a SnapVault relationship with Data ONTAP operating in 7-Mode

If you restore using a Snapshot backup other than the latest one, you need to resume the
SnapVault relationship so that Snap Creator can continue to run backups.

1. Resume the SnapVault relationship with Data ONTAP operating in 7-Mode by entering the following
command. snapvault start -r -S source_controller:source_volumebackup_controller:backup_volume

Perform this step for all volumes belonging to the SAP HANA database.

hana2b> snapvault start -r -S hanala:/vol/data 00001/mnt00001
hana2b:/vol/backup data 00001/mnt00001

The resync base snapshot will be: Backup-ANA-SV daily 20140406200000
Resync may alter the data in this gtree.

Are you sure you want to resync the gtree? y

Mon Apr 7 14:08:21 CEST [hanalb:replication.dst.resync.success:notice]:
SnapVault resync of

/vol/backup data 00001/mnt00001 to hanala:/vol/data 00001/mnt00001 was
successful.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.

hana2b> snapvault start -r -S hanalb:/vol/data 00002/mnt00002
hana2b:/vol/backup data 00002/mnt00002

The resync base snapshot will be: Backup-ANA-SV daily 20140406200000
Resync may alter the data in this gtree.

Are you sure you want to resync the gtree? y

Mon Apr 7 14:09:49 CEST [hana2b:replication.dst.resync.success:notice]:
SnapVault resync of

/vol/backup data 00002/mnt00002 to hanalb:/vol/data 00002/mnt00002 was
successful.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.
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hana2b> snapvault start -r -S hanala:/vol/data 00003/mnt00003
hana2b:/vol/backup data 00003/mnt00003

The resync base snapshot will be: Backup-ANA-SV daily 20140406200000
Resync may alter the data in this gtree.

Are you sure you want to resync the gtree? y

Mon Apr 7 14:10:25 CEST [hanalb:replication.dst.resync.success:notice]:
SnapVault resync of

/vol/backup data 00003/mnt00003 to hanala:/vol/data 00003/mnt00003 was
successful.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.

When the data transfer is finished, you can again schedule backups by using Snap Creator.

Resuming a SnapVault relationship with clustered Data ONTAP

If you restore using a Snapshot backup other than the latest one, you need to resume the
SnapVault relationship so that Snap Creator can continue to run backups.

1. Re-create and resynchronize the SnapVault relationship.

hana::> snapmirror create -source-path hanala:hana data -destination
-path

hana2b:backup hana data -type XDP

Operation succeeded: snapmirror create the relationship with destination
hanaZ2b:backup hana data.

hana::> snapmirror resync -destination-path hana2b:backup hana data
-type XDP

Warning: All data newer than Snapshot copy sc-backup-

daily 20140430121000 on volume

hana2b:backup hana data will be deleted.

Do you want to continue? {yln}: vy

[Job 6554] Job is queued: initiate snapmirror resync to destination
"hanaZ2b:backup hana data".

[Job 6554] Job succeeded: SnapMirror Resync Transfer Queued

2. To actually restart the SnapVault transfer, a manual Snapshot copy is required.
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hana::> snapshot create -vserver hanala -volume hana data -snapshot

SV_resync

hana::> snapshot modify -vserver hanala -volume hana data -snapshot

Sv_resync -snapmirror-label daily

hana::> snapmirror update -destination-path hana2b:backup hana data
Operation is queued: snapmirror update of destination
hanaZ2b:backup hana data.

3. Verify that the SnapVault relationship appears in the destination list.

hana::> snapmirror list-destinations -source-path hanala:hana data

Progress
Source Destination Transfer Last
Relationship
Path Type Path Status Progress Updated Id
hanala:hana data
XDP hana2b:backup hana data
Transferring
38.46KB 04/30 18:15:54

9137£fb83-
cba9-11e3-85d7-123478563412

Restoring databases after primary storage failure

After a primary storage failure, or when all Snapshot copies are deleted from the volumes
at the primary storage, Snap Creator will not be able to handle the restore, because there
will no longer be a SnapVault relationship on the primary storage systems.

Restoring databases after a primary storage failure with Data ONTAP operating in
7-Mode

You can restore an SAP HANA database after a primary storage system running Data
ONTAP operating in 7-Mode fails.
1. In this case, the restore has to be executed directly on the secondary storage system by using the following
command: snapvault restore --s snapshot_name -S

backup_controller:backup_volumesource_controller:source volume

Perform this step for all volumes belonging to the SAP HANA database.
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hanala> snapvault restore -s Backup-ANA-SV hourly 20140410103943 -S
hana2b:/vol/backup data 00001/mnt00001 hanala:/vol/data 00001/mnt00001
Restore will overwrite existing data in /vol/data 00001/mnt00001.

Are you sure you want to continue? y

Thu Apr 10 11:55:55 CEST [hanala:vdisk.gtreePreserveComplete:info]:
Qtree preserve is complete for /vol/data 00001/mnt00001.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.

hanala> snapvault restore -s Backup-ANA-SV hourly 20140410103943 -S
hana2b:/vol/backup data 00003/mnt00003 hanala:/vol/data 00003/mnt00003
Restore will overwrite existing data in /vol/data 00003/mnt00003.

Are you sure you want to continue? y

Thu Apr 10 11:58:18 CEST [hanala:vdisk.gtreePreserveComplete:info]:
Qtree preserve is complete for /vol/data 00003/mnt00003.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.

hanalb> snapvault restore -s Backup-ANA-SV hourly 20140410103943 -S
hana2b:/vol/backup data 00002/mnt00002 hanalb:/vol/data 00002/mnt00002
Restore will overwrite existing data in /vol/data 00002/mnt00002.

Are you sure you want to continue? y

Thu Apr 10 12:01:29 CEST [hanalb:vdisk.gtreePreserveComplete:info]:
Qtree preserve is complete for /vol/data 00002/mnt00002.

Transfer started.

Monitor progress with 'snapvault status' or the snapmirror log.

When the restore process is finished, you use SAP HANA to perform the recovery.

Restoring databases after a primary storage failure with clustered Data ONTAP

You can restore an SAP HANA database after a primary storage system running
clustered Data ONTAP fails.

Assuming the primary volume is lost completely, you need to create a new primary volume and then restore
from the backup volume.

1. Create a primary volume with type data protection.
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hana::> volume create -vserver hanala -volume hana data -aggregate

aggr _sas 101 -size 300G -state online -type DP -policy default -autosize
-mode grow_ shrink -space-guarantee none

-snapshot-policy none -foreground true

[Job 6744] Job is queued: Create hana data.

[Job 6744] Job succeeded: Successful

2. Restore all data from the backup volume.

hana::> snapmirror restore -destination-path hanala:hana data -source
-path hana2b:backup hana data -source-snapshot sc-backup-

daily 20140505121000

[Job 6746] Job is queued: snapmirror restore from source
"hana2b:backup hana data" for the

snapshot sc-backup-daily 20140505121000.

hana::> job show -id 6746

Owning
Job ID Name Vserver Node State
6746 SnapMirror restore hana hanaOl Running

Description: snapmirror restore from source
"hana2b:backup hana data" for the snapshot sc-backup-
daily 20140505121000

When the restore process is finished, you use SAP HANA to perform the recovery.
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