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Configure High Availability

Configure SnapCenter Servers for High Availability using F5

To support High Availability (HA) in SnapCenter, you can install the F5 load balancer. F5
enables the SnapCenter Server to support active-passive configurations in up to two
hosts that are in the same location. To use F5 Load Balancer in SnapCenter, you should
configure the SnapCenter Servers and configure F5 load balancer.

@ If you have upgraded from SnapCenter 4.2.x and were previously using Network Load
Balancing (NLB), you can continue to use that configuration or switch to F5.

The workflow image lists the steps to configure SnapCenter Servers for high availability using F5 load
balancer. For detailed instruction, see How to configure SnapCenter Servers for high availability using F5 Load
Balancer.

Identify two existing SnapCenter Servers,
or install SnapCenter Server (SC1) on
host1 and SnapCenter Server (SC2) on

host2,

.

Export SnapCenter certificates for SC1
and 5C2.

.

Configure F5 Load Balancer for
SnapCenter Servers and disable the 5C2
node member.

.

Impart SnapCenter certificates into F5
Load Balancer,

.

Configure an F5 cluster in SnapCenter
between 5C1 and 5C2.

.

Enable 5C2 node member,

You must be a member of the Local Administrators group on the SnapCenter Servers (in addition to being
assigned to the SnapCenterAdmin role) to use the following cmdlets for adding and removing F5 clusters:

* Add-SmServerCluster
e Add-SmServer

* Remove-SmServerCluster

For more information, see SnapCenter Software Cmdlet Reference Guide.
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Additional F5 configuration information
« After you install and configure SnapCenter for high availability, edit the SnapCenter desktop shortcut to
point to the F5 cluster IP.

« If a failover occurs between SnapCenter Servers and if there is also an existing SnapCenter session, you
must close the browser and log on to SnapCenter again.

* In load balancer setup (NLB or F5), if you add a node that is partially resolved by the NLB or F5 node and if
the SnapCenter node is not able to reach out to this node, then the SnapCenter host page switches
between hosts down and running state frequently. To resolve this issue, you should ensure that both the
SnapCenter nodes are able to resolve the host in NLB or F5 node.

» SnapCenter commands for MFA settings should be executed on all the nodes. Relying party configuration
should be done in the Active Directory Federation Services (AD FS) server using F5 cluster details. Node
level SnapCenter Ul access will be blocked after MFA is enabled.

 During failover, the audit log settings will not reflect on the second node. Hence, you should manually
repeat the audit log settings on F5 passive node when it becomes active.

Configure Microsoft Network Load Balancer manually

You can configure Microsoft Network Load Balancing (NLB) to set up SnapCenter High
Availability. From SnapCenter 4.2, you should manually configure NLB outside of
SnapCenter installation for high availability.

For information about how to configure Network Load Balancing (NLB) with SnapCenter see How to configure
NLB with SnapCenter.

@ SnapCenter 4.1.1 or earlier supported configuration of Network Load Balancing (NLB) while
installing SnapCenter.

Switch from NLB to F5 for high availability

You can change your SnapCenter HA configuration from Network Load Balancing (NLB)
to use F5 Load Balancer.

Steps

1. Configure SnapCenter Servers for high availability using F5. Learn more.
On the SnapCenter Server host, launch PowerShell.

Start a session by using the Open-SmConnection cmdlet, and then enter your credentials.

> 0N

Update the SnapCenter Server to point to the F5 cluster IP address using the Update-SmServerCluster
cmdlet.

The information regarding the parameters that can be used with the cmdlet and their descriptions can be
obtained by running Get-Help command_name. Alternatively, you can also refer to the SnapCenter
Software Cmdlet Reference Guide.


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_NLB_and_ARR_with_SnapCenter
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Protection_and_Security/SnapCenter/How_to_configure_SnapCenter_Servers_for_high_availability_using_F5_Load_Balancer
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895
https://library.netapp.com/ecm/ecm_download_file/ECMLP2886895

High availability for the SnapCenter MySQL repository

MySQL replication is a feature of MySQL Server that enables you to replicate data from
one MySQL database server (master) to another MySQL database server (slave).
SnapCenter supports MySQL replication for high availability only on two Network Load
Balancing-enabled (NLB-enabled) nodes.

SnapCenter performs read or write operations on the master repository and routes its connection to the slave
repository when there is a failure on the master repository. The slave repository then becomes the master
repository. SnapCenter also supports reverse replication, which is enabled only during failover.

If you want to use the MySQL high availability (HA) feature, you must configure Network Load Balancer (NLB)
on the first node. The MySQL repository is installed on this node as part of the installation. While installing
SnapCenter on the second node, you must join to the F5 of the first node and create a copy of the MySQL
repository on the second node.

SnapCenter provides the Get-SmRepositoryConfig and Set-SmRepositoryConfig PowerShell cmdlets to
manage MySQL replication.

The information regarding the parameters that can be used with the cmdlet and their descriptions can be
obtained by running Get-Help command_name. Alternatively, you can also refer to the SnapCenter Software
Cmdlet Reference Guide.

You must be aware of the limitations related to the MySQL HA feature:

* NLB and MySQL HA are not supported beyond two nodes.

» Switching from a SnapCenter standalone installation to an NLB installation or vice versa and switching
from a MySQL standalone setup to MySQL HA are not supported.

» Automatic failover is not supported if the slave repository data is not synchronized with the master
repository data.

You can initiate a forced failover by using the Set-SmRepositoryConfig cmdlet.
* When failover is initiated, jobs that are running might fail.

If failover happens because MySQL Server or SnapCenter Server is down, then any jobs that are running
might fail. After failing over to the second node, all subsequent jobs run successfully.

For information about configuring high availability, see How to configure NLB and ARR with SnapCenter.

Export SnapCenter certificates
Steps

1. Go to the Microsoft management console (MMC), and then click File > Add/Remove Snap-in.
2. In the Add or Remove Snap-ins window, select Certificates and then click Add.
3. In the Certificates snap-in window, select the My user account option, and then click Finish.

4. Click Console Root > Certificates - Current User > Trusted Root Certification Authorities >
Certificates.
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5. Right-click the certificate that has the SnapCenter Friendly Name, and then select All Tasks > Export to

start the export wizard.

6. Complete the wizard, as follows:

In this wizard window...

Export Private Key

Export File Format

Security

File to Export

Completing the Certificate Export Wizard

Result

Certificates are exported in .pfx format.

Do the following...

Select the option Yes, export the private key, and
then click Next.

Make no changes; click Next.

Specify the new password to be used for the
exported certificate, and then click Next.

Specify a file name for the exported certificate (you
must use .pfx), and then click Next.

Review the summary, and then click Finish to start
the export.
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